W (>
5‘” \ ‘i% ACADEMIA . Research Article
A ' QUANTUM . Published: 2025-08-14
1g povn® https://doi.org/10.20935/AcadQuant7844

Robust simulation of continuous-variable quantum key
distribution in Matlab and Simulink

Shashank Gluptam’* , Abhishek Mani Shukla®’, Arijit Roy®, Sruthi Chennuri', Vijayalaxmi Mogligidda', Rajesh Kumar Krishnan®,
Dilip Singh

Academic Editors: Salem Hegazy

Abstract

Continuous-variable quantum key distribution with coherent detection is widely acknowledged for its compatibility with contemporary
optical communication technologies. However, the robustness of various modulation formats and detection procedures against high ex-
cess noise remains uncertain, posing a significant barrier to the widespread implementation of quantum key distribution networks. This
paper introduces a Matlab and Simulink-based experimental simulator designed to analyze different modulation formats (Gaussian and
discrete) and coherent detection techniques (homodyne, heterodyne, and intradyne). Our findings suggest that polarization-multiplexed
quantum signals with discrete modulation and pilot tones exhibit greater resilience to experimental imperfections. Enhanced robustness
can be achieved through post-selection. Furthermore, under conditions of trusted detector noise, intradyne detection proves more
effective in mitigating various offsets between the two nodes, thereby resulting in an increased secret key rate. The secure key rate
is determined using the Gaussian extremity theorem for Gaussian modulation and a strict numerical technique against collective attacks
in the asymptotic regime for discrete modulation. The results demonstrate that the protocol enables key distribution over distances

approaching intercity scales, thereby supporting the advancement of cost-effective quantum-secure communication networks.
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1. Introduction

Secure communication is a cornerstone of modern society, with
applications spanning civilian and military domains. Traditional
encryption methods rely on the computational complexity of
mathematical problems, such as factoring large integers [1]. How-
ever, the rise of quantum computing, coupled with algorithms like
Shor’s [2] and Grover’s [3, 4], poses a significant threat to the
security of classical cryptographic protocols. Quantum communi-
cation offers a transformative solution, providing security guar-
antees rooted in the fundamental principles of quantum mechan-
ics. Among quantum communication protocols, the continuous-
variable quantum key distribution (CV-QKD) [5—11] has emerged
as a leading candidate for practical quantum cryptography. CV-
QKD leverages the quadratures of coherent states to encode infor-
mation, enabling higher key rates and seamless integration with
existing telecommunication infrastructure. This compatibility po-
sitions CV-QKD as a promising approach for scalable and secure
quantum communication networks [12—-15].

Information is encoded into the quadrature components of weak
coherent states to create the initial key in CV-QKD. Retrieval
of information depends on coherent detection, which involves
combining a strong local oscillator (LO) in a balanced beamsplitter
with the weak quantum channel. The resulting optical power
difference at the outputs corresponds to the quadrature (I or Q),
determined by the LO’s phase. PIN diodes, capable of power meas-

urements at rates of up to 10 GHz, are employed for their cost
efficiency and high detection rates, offering significant advantages
over the lower-rate, less efficient avalanche photodiodes used in
discrete-variable QKD. Coherent detection in CV-QKD operates in
three configurations: homodyne (fr = f10), intradyne (|fr — fro| <
Rsym), and heterodyne (|fr — fro| > Rsym). Here, Rym is the rate at
which symbols are encoded on the quadratures of light. The signal
and LO must have a steady frequency and phase relationship
for all three configurations to work. The ‘in-line LO’ approach,
using a shared laser source for both the signal and LO, ensures
this stability and was pivotal in early CV-QKD implementations
[16, 17]. However, joint transmission of the LO with the quantum
signal introduces challenges, including LO power limitations due
to channel loss, interference with dense wavelength-division mul-
tiplexing (DWDM) channels, and vulnerability to side-channel
attacks on the LO [18—24].

To enable secure key exchange and ensure compatibility with tele-
com fibers, a locally generated local oscillator (LLO) is employed
at the receiver for coherent detection. This approach utilizes
independent signal and LO lasers, requiring precise phase and
frequency synchronization. In classical communication, carrier-
phase recovery typically relies on post-measurement adjustments
to align data with reference phases, often derived directly from the
data itself, as in quadrature amplitude modulation (QAM). Howe-

1QuNu Labs Pvt. Ltd., M. G. Road, Bengaluru, Karnataka, India.

2Qkinawa Institute of Science and Technology Graduate University, Okinawa, Japan.
3Institute for Advancing Intelligence, TCG CREST, Kolkata, West Bengal, India.

*email: shashank@qnulabs.com

ACADEMIA QUANTUM 2025, 2

10f 14



https://doi.org/10.20935/AcadQuant7844

ver, in CV-QKD, the quantum signals are inherently weak, ne-
cessitating a distinct strategy. Here, Alice transmits a strong
secondary signal containing phase information, enabling Bob
to estimate and correct discrepancies between the independent
lasers [25—32]. This reference signal facilitates continuous mon-
itoring and compensation of phase drifts, ensuring robust de-
tection. CV-QKD can be implemented in various configurations,
including different quantum signal modulation formats and co-
herent detection schemes (heterodyne, intradyne, or homodyne).
Experimentally or commercially analyzing these alternatives is
resource-intensive. To address this, quantum communication
simulation toolkits have emerged as a cost-effective solution,
with several initiatives already advancing QKD research [33—38].
The modeling and simulation package we previously developed
for our Armos QKD and quantum secure direct communication
(QSDC) systems was based on Matlab. This simulation kit fa-
cilitates experimental simulations of real systems and evaluates
differential phase-shift (DPS) QKD systems, incorporating real-
istic experimental imperfections [39—41]. For instance, it models
temperature-induced shifts in laser wavelength, relative intensity
noise, phase noise, and nonlinear effects in optical fibers, such
as dispersion and Kerr nonlinearity. By extending this toolkit
with additional modules for dual-polarization IQ modulation and
optical hybrids, we provide a versatile platform for cost-efficient
analysis of CV-QKD alternatives.

In this work, we introduce a paradigm shift by modeling, simulat-
ing, and analyzing a CV-QKD system, departing from traditional
discrete-variable (DV) QKD or other discrete-variable communi-
cation tasks. This expansion broadens the scope of our simula-
tor, enabling exploration of new horizons in QKD and quantum
information theory. Our methodology offers fine-grained control
over individual system components, enabling detailed analysis of
the quantum signal at every stage of the protocol. This capabil-
ity facilitates design improvements and parameter optimization,
accounting for realistic experimental imperfections. The ultimate
goal is to develop a comprehensive simulation package capable
of precisely modeling, analyzing, and comparing a wide range of
quantum communication tasks. For instance, the modulation for-
mat of the quantum signal can be altered simply by adjusting the
RF signal driving the IQ modulator. Similarly, the coherent detec-
tion scheme—whether homodyne, heterodyne, or intradyne—can
be modeled by varying the central wavelengths of the signal and
local oscillator lasers. Furthermore, our simulator incorporates
imperfections by tuning parameters such as temperature, laser
linewidth, and other critical variables, providing a robust platform
for evaluating system performance under realistic conditions.

Our paper is organized as follows: In Section 2, we discuss the
CV-QKD protocol in general, followed by a secure key rate com-
putation methodology for different categories. In Section 2.2, we
discuss the Simulink architecture for Alice’s and Bob’s nodes. In
Section 3, we present CV-QKD in action by show casing various
modulation formats and their demodulation using coherent detec-
tion and a local oscillator. In Section 4, we discuss various results
and explore future possibilities. A detailed description of each
optical and electrical component comprising the CV-QKD module
is provided in the Appendix.

2. Materials and methods

In this section, we describe the CV-QKD protocol and simulation
framework.

2.1. CV-QKD protocol

This section begins by reviewing the coherent-state-based CV-
QKD protocol, with a focus on different modulation schemes
employed for secure key generation. We further review the secure
key rate computation relevant to our case.

Quantum state preparation: In each round, the sender,
Alice, randomly modulates the quadratures of coherent states
(x;, pi) in the X polarization direction to generate the quantum
signal. This modulation can be Gaussian-distributed or discrete
modulation (QPSK, QAM, etc.). The starting 10 sample values of
the in—phase components for different modulation formats are as
follows: QPSK: {—1, 1,1, —1, 1, —1, —1, 1, 1, —1}; QAM: {0.5, —1,
0.5, —1, 1, 0.5, —0.5, —0.5, —1, 1}; and Gaussian: {0.58, —1.25,
0.29, 1.58, —1.54, 1.01, 0.38, —0.65, 0.22, 0.78}. Similarly, she
will have the corresponding random values for the quadrature
component depending upon the modulation format as follows:
QPSK: {1, —1,1,1, —1, 1, —1, —1, 1, 1}; QAM: {-0.5, 1, 0.5, 1, —1,
—0.5, 0.5, —0.5, 1, —1}; and Gaussian: {1.16, 0.07, —0.69, 0.06,
0.26, —1.45, 1.24, 0.57, —0.13, —1.27}. She chooses Y polarization
to send as the pilot tone in the single-sideband modulation with
carrier suppression. For this, she applies coswpt and sinwpt at
the RF of the T and Q ports of the IQ modulator, respectively.
Here, wj is the repetition rate of the pilot signal. She then sends
the polarization-multiplexed prepared state to the receiver, Bob,
after appropriately attenuating the quantum signal, as shown in
Figure 1. Alice’s raw keys, using the sample values of the in-phase
and quadrature components for different modulation formats, are
as follows: QPSK: {o1, 11, 00, 01, 11, 01, 10, 11, 00, 01}; QAM:
{1101, 0010, 1111, 0010, 1000, 1101, 0111, 0101, 0010, 1000}; and
Gaussian: {0101, 1100, 0011, 0100, 1100, 0111, 0001, 1101, 0010,
0111}. These were obtained by dividing the Gaussian distribution
into four bins of equal areas.

Quantum state measurement: After receiving the state, Bob
demultiplexes the quantum signal and the pilot tone. He uses
a local oscillator to perform coherent detection to obtain the
measurement outcome. The pilot tones are used to determine the
frequency and phase offset between Bob’s measurement outcome
and Alice’s prepared state using digital signal processing (DSP)
routines. The correlation between Alice’s symbols and Bob’s de-
tected signal is approximately zero (0.89 x 10~°) when there is
frequency and phase offset. After the correction of the frequency
and phase offset, Alice’s and Bob’s symbols have a correlation
greater than 90% for a given channel length (40 km).

Public disclosure and parameter estimation: After com-
pleting a sufficient number of iterations of the aforementioned
steps, Alice and Bob communicate via an authenticated public
channel. Alice and Bob randomly select a subset of rounds for
testing (say, 15%). For each round in this test subset, Bob discloses
his measurement outcome, and using the disclosed information,
Alice calculates the secret key rate based on the reverse reconcili-
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ation protocol, utilizing the estimated values of transmittance,
excess noise, and conditional variance. The protocol is terminated
if the parameter estimation reveals that secret key generation is
not feasible. Otherwise, the parties proceed with the remaining
steps of the protocol.

Raw key generation: This involves the remaining undisclosed
signals (85%) for the k'™ round, used to obtain raw keys for Al-
ice and Bob. Alice discretizes the corresponding prepared state
(divides the Gaussian distribution into finite bins) by mapping it
into a binary format. Then, the raw key contribution from the kth
round is xi. Alice obtains her string X = (x1,...,x,...,xy) for
the kth round, and Bob maps his measurement outcome to the
corresponding expected symbol after performing offset correction
through digital signal processing (DSP). He then obtains the string
Z = (z1,...,2k,...,2zm). Alice and Bob may further apply post-
selection in the discrete modulation case (discarding the rounds
that are A close to the origin).

Error correction and privacy amplification: Alice and Bob
choose robust error correction codes (multidimensional LDPC,
polar codes, etc.) and carry out privacy amplification (using
Toeplitz matrices). In the end, they generate secret keys. After
error correction and privacy amplification (say 50% compression),
Alice’s and Bob’s keys are symmetric and secure. The final keys
have no correlation with respect to the sent symbols due to privacy
amplification. Generally, for the same value of excess noise and
transmittance, a higher modulation format provides more keys.
The final key strings for Alice and Bob for different modulation
formats are as follows: QPSK: {11, 00, 01, 01, 10}; QAM: {1001,
0110, 0011, 1010, 1101}; and Gaussian: {1101, 1000, 0101, 1101,

\ ¥

0000} The length difference between the raw key and the secure
key is determined by the theoretical secure key rate calculation, as
discussed next.

Secure key rate—Gaussian-modulated protocol: The
asymptotic secret key rate per pulse, under the assumption of
collective attacks and employing reverse reconciliation, is given by

R = (1 — FER)(l — I/)(ﬂIAB — SBE) (1)

In this case, FER denotes the frame error rate, v represents the
proportion of symbols revealed for parameter extraction, 3 sig-
nifies the efficiency of post-processing, and I4s symbolizes the
classical mutual information between Alice and Bob, which can
be reliably calculated under ideal heterodyne detection conditions
using the expression provided.

T(V+x)+1

T+ @

Lip =log, —— =log
A

Here, V represents the variance of the equivalent EPR state on
Alice’s side, while Vi denotes the variance of the state that Bob
obtains. The conditional variance, indicated as V4, accounts for
Bob’s measurement outcome. The total channel noise, quantified
in shot noise units (SNU), is expressed as x = 1/T — 1 + ¢,
which is derived from the channel’s transmittance (7) and any
excess noise (¢ = %‘}5—1). Next, we have to estimate the mutual
information between Bob and Eve, Spg. It is important to note that
the maximum amount of information accessible to Eve is bounded
by the Holevo quantity.

Spe = xse = S(E) — S(E|mg). (3)
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Figure 1 e Schematic diagram of the continuous-variable quantum key distribution. The setup comprises a laser source externally modulated at
250 MHz, feeding into a polarization-multiplexed IQ modulator (PolMux IQ Mod.) controlled by an FPGA board through TRNG1 and TRNG2. The
polarization beam combiner (PBC) integrates both modulation paths, with half-wave plate (HWP) adjustment. The receiver architecture features an
optical hybrid followed by balanced photodetectors (BPDs) and analog-to-digital converters (A/D), enabling real-time CV parameter estimation through
DSP processing. TRNG: true random number generator; PC1(2): Polarization Controller 1 (2); LO: local oscillator.
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Here, S(E) denotes the von Neumann entropy of the eavesdrop-
per’s state pg, while S(E|mj) represents the von Neumann entropy
conditioned on Bob’s measurement outcome. Assuming that Eve
holds the purification of the bipartite quantum state psp and
invoking the Gaussian extremality theorem to establish an upper
bound under the Gaussian assumption [42], the evaluation of the
von Neumann entropy is simplified by computing the symplectic
eigenvalues of the covariance matrix and the corresponding con-
ditional covariance matrix. The Holevo bound, using the above
approach for heterodyne detection, is,

XBE:G(\/% [5+\/m>+(;<\/% [5_\/m>

_ T(Vx+1)+1
G( T(V+x)+1 ) !

(4)
Here, 6 and D are functions of the transmittance (T), excess noise
(¢), and variance (V) and are obtained from the covariance matrix.

Here, G(x) = *t1log, ¥t — X1 log, %51,

Secure key rate—discrete-modulated protocol: The se-
cure key rate, Formula (1), in the discrete modulation case
contains a ppass term due to post-selection. The estimation of
the Holevo bound is usually carried out numerically by using
the photon number cut-off assumption [43—47]. The conditional
entropy term in the Holevo bound is reformulated in terms of
the quantum relative entropy [48, 49]. The idea is to solve the
following convex optimization problem, where the constraints
depend on the discrete modulation format (QPSK here).

min D(Gy(pan)||ZIGy (paz)))
subjectto  Trlpas(|x) (x|, ® 4] = px(@)x,
Tr{pas(|x) (x|, ® p] = px(P)x,
Trlpas(|x) (x|, ® Ai] = px(f)x, (5)
Tr{pas(|x) (x|, ® d] = px(d)x,
Trlpas] =1,
pag > 0

This minimization problem can be addressed using various
methods. We use a linearization approach, as described by
Liu et al. [44]. In essence, the numerical method comprises two
stages. Initially, we approximate the optimal value of the min-
imization problem (5) within a maximum of N; = 100 itera-
tions. Subsequently, we consider the dual problem of the min-
imization issue to ensure that the outcome is no greater than
the optimal value. Using this approach, we computed the secret
key rate versus transmission distance for a QPSK-based CV-QKD
system at three different modulation frequencies (10 MHz, 100
MHz, and 250 MHz), as shown in Figure 2. Key rates exhibit
characteristic exponential decay with distance, showing modula-
tion rate-dependent performance variations. Higher frequencies
(250 MHz) demonstrate superior key rates at short distances but
experience steeper declines, while lower frequencies (10 MHz)
maintain more stable performance over longer distances. The plot
quantifies the critical trade-off between bandwidth and maximum
achievable range in discrete modulation CV-QKD implementa-
tions.

2.2, CV-QKD Simulink blocks

This section presents the modeling framework employed for each
module, mirroring the functionality of its corresponding physical
device within the system. To emulate the behavior of a practical
system, the overall architecture is systematically divided into three
primary subsystems: Alice, the quantum channel, and Bob, as
shown in Figure 3. We first discuss the modeling of Alice’s node
and then move on to Bob’s node.

Frequency = 10MHz
108 : ® Frequency = 100MHz |
: ® Frequency = 250MHz
o
n )
3
= 1000 .
3
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>
Q
X
1 . J
[ ]
0.001 . | ! | . |
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Figure 2 e Secret key rate as a function of transmission distance for
different modulation frequencies (10 MHz, 100 MHz, and 250 MHz) in the
QPSK-based quantum key distribution system. The key rate demonstrates
the expected exponential decay with distance, with higher modulation
frequencies achieving superior performance.

2.2.1. Alice’s node

Alice’s node comprises a laser source and quantum and pilot
state preparation components (polarization-multiplexed IQ mod-
ulator) in CV-QKD. In practice, the laser module produces two
signals, denoted as Ey and E,, that symbolize the electric field
in two orthogonal polarization directions. The intensity of these
signals is externally modulated using a pulse carver to ensure a
higher extinction ratio. The X-polarization is used to prepare the
quantum signal, and the Y-polarization is used to generate the
pilot tone. Figure 4 shows the block diagram for the simulation
model. Depending on the modulation format, the signals for the
RF and DC of the IQ modulator are selected. We performed Gaus-
sian and discrete modulation of the quantum signal and single-
sideband modulation with carrier suppression for the pilot tone.
The constellation diagram of various modulation formats is shown
in Figure 5. When a cosine waveform is modulated onto an
optical carrier, it generates two sidebands symmetrically spaced
around the carrier frequency, each separated by the modulation
frequency. In homodyne or intradyne detection scenarios, these
sidebands overlap at nearly the same intermediate frequency,
leading to self-interference and signal degradation. To mitigate
this, one sideband can be suppressed using appropriate phase
control in a Mach—Zehnder IQ modulator, as both sidebands carry
redundant information. Additionally, suppressing the optical car-
rier along with implementing single-sideband (SSB) modulation
eliminates low-frequency beat notes, which could otherwise inter-
fere with the quantum signal in the detection process. The purpose
of the pilot tone is to determine the phase and frequency offset
between Alice’s laser and Bob’s local oscillator.
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Figure 3 ¢ Complete architecture of the CV-QKD system, showing Alice’s node, the quantum channel, and Bob’s node. The setup employs a DFB laser
with controlled injection current, transmitting through a fiber-based quantum channel. The coherent receiver at Bob’s end measures the quantum states,

with an integrated power meter to monitor the power at various levels.

This offset is due to the different laser sources and channel action
connecting the two nodes. The detailed component-level archi-
tecture is provided in Appendix Section. To maintain protocol
security, the quantum signal must be kept weak, typically between
0.1 and 10 photons per symbol, depending on channel length
and noise conditions. In contrast, the pilot tone needs high op-
tical power to ensure precise phase measurements. To balance
these requirements, we applied polarization-selective attenuation,
lowering the quantum signal’s power by —23 dB relative to the
pilot. This adjustment maintained optical phase coherence while
enabling independent power control. Using a fiber-based polar-
ization controller (PC) and a polarizing beam splitter (PBS), we
selectively attenuated the polarization components. By adjusting
the PC, the pilot signal was minimized in the PBS monitoring
port, maximizing its strength in the output. Due to the PBS’s
finite extinction ratio (23 dB), a small portion of the quantum
signal leaked through to the output alongside the dominant pilot,
resulting in an effective quantum signal strength of approximately
1-10 photons per symbol.

.

2.2.2. Bob’s node

For coherent detection, Bob uses an independent local oscillator
with a 20 kHz linewidth and 12 dBm output power. Coherent
detection of both the quantum signal and pilot tone was car-
ried out using a polarization-diversity 90° optical hybrid. This
hybrid combined the quantum signal and pilot with a shared
local oscillator and directed the resulting interference signals to
dedicated balanced photodetectors (see Figure 6). Two distinct
pairs of balanced receivers were employed, one for each quadra-
ture of the quantum signal and pilot. Each receiver pair was
optimized based on the characteristics of its corresponding signal
path. For quantum data, low-noise photodetectors were used to
preserve signal integrity, while the pilot tones were handled by
high-bandwidth receivers designed to tolerate higher optical input
levels without saturation.

(D
Alice Out

/' CW_Laser v3
) ‘ ) ‘
- e

Injection
Current

DFB Laser ] & M1 o]
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i .

Inline Polarizer1

DC|
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IM driver
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Current1
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Coherent receiver

Cw:LO

DFB Laserl

Figure 4 e Detailed layout of Alice’s node featuring a DFB laser source feeding into cascaded intensity and IQ modulators. The system includes an
intensity modulator for pulse carving, with dedicated injection current controls and RF/DC inputs for precise state preparation. A local oscillator (LO)
laser and coherent receiver are integrated for system characterization and calibration and are not part of the experimental implementation.
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Figure 5 e Constellation diagram of the modulation and demodulation signals at Alice’s node. (a) Scatter plot of the QAM modulation signal. (b) Scatter
plot of the QPSK demodulation signal. (¢) Scatter plot of the demodulated pilot tone signal. (d) Scatter plot of the Gaussian-modulated signal.
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Figure 6 ¢ Bob’s node configuration, incorporating a DFB laser serving as a local oscillator with precision current control. The setup includes a coherent
receiver for quadrature measurements, with integrated optical-to-electrical conversion for signal processing. The system monitors laser characteristics,
including central wavelength stability, to maintain detection fidelity.
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3. Results and discussion

In this section, we first demonstrate the performance of our
CVQKD experimental simulator and later on compare the discrete
modulation with the Gaussian modulation technique.

3.1. CV-QKD in action

In this section, we demonstrate the efficacy of our experimental
simulator in simulating the GGo2 CV-QKD protocol. We discuss
all the stages of the protocol again and the performance of the
simulator in analyzing the signal at each stage. The stages of the
GGoz2 protocol are as follows:

Quantum state preparation: The light generated by the laser
source is modeled by two signals that symbolize the electric field
in two orthogonal polarization directions. The intensity of these
signals is externally modulated using an intensity modulator at
250 MHz to create optical pulses. These optical pulses are further
separated into X and Y polarization, where X-polarized optical
pulses are modulated (QPSK, QAM, or Gaussian) at a 250 MBaud
rate and attenuated to the quantum level, while the Y-polarized
optical pulses are modulated in the single-sideband modulation
with carrier suppression (SSB-oCS) format at 1 GHz and act as a
pilot tone for frequency and phase offset matching with the local
oscillator kept at the receiver node. The constellation diagram of
various modulation formats is recovered at Alice’s node through
auxiliary coherent detection, and it is shown in Figure 5. Phase
and frequency offsets and imperfect DSP are clearly visible in
the demodulated signal constellation diagrams. The proof of the
security of the Gaussian-modulated CV-QKD is well established.
Such modulation is achieved by using the Gaussian-distributed
random signal at the RF ports of the IQ modulator. The distribu-
tion plot and its demodulation signal are shown in Figure 7. For
the proper demodulation of the Gaussian signal, the distribution

0-45 T T T T T T
EGaussian Distributed

0.4) — Gaussian Fitted N(0,1) A

=
td
on

=
[
T
—

=

I3

o
T

=
o
T

Frequency

0ISF

-5 -4 -3 -2 -1 0 1 2 3 4
Quadrature Values

(a)

curve is divided into a discrete number of bins, where each bin
represents one symbol.

To maintain the protocol’s security, the quantum signal must
remain sufficiently weak, typically within the range of 0.1 to 10
photons per symbol. In contrast, the pilot tone requires high
optical power to enable precise phase and frequency estimation.
To obtain these conditions, we applied polarization-dependent at-
tenuation, reducing the quantum signal’s power by approximately
(23 dB) relative to the pilot tone. This was implemented using
an inline polarizer to selectively attenuate specific polarization
components, ensuring that the optical phase lock remained intact
throughout the process. The output port delivers the 1 GHz pilot
tone at peak power, while the finite extinction ratio (23 dB) of the
inline polarizer allows a small residual quantum signal to pass. A
PBS can produce similar attenuation

Quantum state transmission: The quantum signal and the
pilot tones at the output port of the inline polarizer/PBS are then
transmitted together via a quantum channel (single-mode optical
fiber with no active elements) to the receiver node for coherent
detection. The signals undergo chromatic and polarization mode
dispersion. Nonlinear effects like the Kerr effect become promi-
nent at longer distances. For further details, see Appendix B.
These effects give rise to an imperfect constellation diagram at
Bob’s node (see Figure 5).

Quantum state measurement: Detection at the receiver node
was performed coherently using a 12 dBm local oscillator operat-
ing with a narrow linewidth in free-running mode. For the simu-
lation, we used the same DFB laser module as in the transmitter
node and slightly changed the temperature or central wavelength
to make it a local oscillator. The effect of temperature and fre-
quency offset is clearly visible in the plots of the balanced detector
signal (see Figure 8c,d).

1 1 1 1 1 1 1 1 I i

L
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Figure 7 e Gaussian-distributed random modulation signal and its demodulation using coherent detection. (a) Gaussian distribution of the random
samples for the in-phase component modulation of the quantum signal. (b) The Gaussian-modulated RF signal is shown in green and the balanced

detector outcome is shown in blue. The two signals show high correlation.
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Figure 8 ¢ QPSK demodulation with and without temperature and frequency offset. The temperature offset and frequency offset between Alice’s laser
source and Bob’s local oscillator are 3 degrees and 10 MHz, respectively. (a) Decoding in-phase component at Bob’s node. (b) Decoding quadrature
component at Bob’s node. (¢) Balanced detector output with temperature difference between the laser sources. (d) Balanced detector output with

frequency offset between the two lasers.

The local oscillator is mixed with both the pilot tone and quan-
tum signal using a polarization-diverse 90° optical hybrid, subse-
quently sending each component to its assigned balanced detector
for coherent measurement. We match the diffential signal of the
detectors with Alice’s modulated signal. There is a perfect cor-
relation between the modulated and demodulated QPSK signals
(see Figure 8) after frequency and phase offset correction. The
cross-correlation percentage between Alice’s and Bob’s symbols
is more than 90% at a channel length of 40 km. The cross-
correlation between Alice’s and Bob’s symbols is close to zero
(0.89 x 10~%) without frequency and phase offset compensation.
The demodulated decision symbols at the receiver node form the
raw keys, whereas the modulated symbols at the transmitter form
the raw keys. After reverse reconciliation, Alice maps her symbols
with respect to Bob’s demodulated decision symbols. Alice never
discloses her symbol information through the public channel in
this mechanism.

Further, using the secure key rate calculations, one can convert
the raw keys to secure keys by applying privacy amplification.

4. Conclusions

We have developed a comprehensive Matlab and Simulink-based
experimental simulator for continuous-variable quantum key dis-
tribution that accurately models the quantum and classical char-
acteristics of optical components. Our simulator demonstrates
that polarization-multiplexed quantum signals with discrete mod-
ulation and pilot tones exhibit enhanced resilience to experimen-
tal imperfections, with further robustness achieved through post-
selection. We also modeled and analyzed the effect of temperature
and frequency offsets between two laser diodes for coherent detec-
tion. The results validate that intradyne detection more effectively
mitigates various offsets between nodes, yielding higher key rates
under trusted detector noise scenarios.

The simulator’s ability to analyze different modulation formats
and detection techniques while incorporating realistic imperfec-
tions makes it a valuable tool for optimizing CV-QKD implementa-
tion. Our findings indicate that current protocols can facilitate key
distribution over intercity distances, supporting the development
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of cost-effective quantum secure communication networks. The
simulation framework provides a foundation for future explo-
ration of quantum communication protocols and security analysis
under various experimental conditions. Looking ahead, we envi-
sion expanding our simulator to incorporate point-to-multipoint
CV-QKD, with the objective of creating an intercity network.
Future developments will also focus on a hybrid DV and CV-
QKD protocol and modeling additional security threats like side-
channel attacks. The simulator’s modular architecture allows for
the seamless integration of new components and protocols, po-
sitioning it as an evolving platform for quantum communication
research and development.
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Appendix A. Alice's optical component
simulation

Appendix A.1. Laser

We present a comprehensive model of a distributed feedback
(DFB) semiconductor laser for continuous-variable quantum key
distribution, incorporating both quantum and classical noise
characteristics. The laser dynamics are governed by coupled
rate equations describing photon—carrier interactions in the
active cavity:

NG _ ) NG NO N,
dt eVa Tn 1+ €cS(t)

as(t) _ Nit)—Np 1 BIN(®)

o = (T g )80+ =
o= w (A1)

where N(t) and S(t) represent the carrier and photon densities, re-
spectively, interacting through stimulated and spontaneous emis-
sion processes. The output electric field is characterized by

E(t) — \/%ei(wcH*(b(t)) (A2)

Our implementation incorporates two critical noise sources: (1)
relative intensity noise (RIN), modeled as white Gaussian noise
with a standard deviation of op = /10RIN/10AfP,,, and (2) phase
noise, with 04 = 27Awr, derived from the spectral linewidth.
Temperature-dependent wavelength shifts follow AX = Ao +
OAAT, where 6\ represents the thermal coefficient.

We demonstrate that this model accurately reproduces both the
quantum and classical characteristics essential for CV-QKD ap-
plications, including shot-noise-limited intensity fluctuations and
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phase coherence properties. The simulation results show excellent
agreement with experimental observations of commercial DFB
lasers, particularly in the critical parameters of spectral purity and
noise characteristics.

This high-fidelity model enables precise prediction of quantum
state preparation fidelity in CV-QKD systems, accounting for
both fundamental quantum limits and technical noise sources.
The framework provides a valuable tool for optimizing quantum
communication protocols and evaluating security parameters in
practical implementations.

The rate equation model, along with emulation of laser noise
and temperature dependence, demonstrates the response of a
monochromatic laser with reasonable fidelity. The laser submodule
outputs a bus signal with Ex(t) and Ey(t) as its two components. A
detailed list of the laser parameters is given in Table A1.

Appendix A.2. Intensity modulator

The intensity modulator used is a Mach—Zehnder interferometric
modulator (MZIM) for quantum state preparation, focusing on
achieving precise amplitude control with high extinction ratios.
The modulator architecture employs a dual-electrode configura-
tion with balanced phase control in each arm.

Table A1 e List of parameters for DFB laser submodule.

Symbol Parameter

T Optical confinement factor

Jdo Gain coefficient

Ny Initial carrier density

€c Gain compression factor

Tp Photon lifetime

B8 Spontaneous emission coupling factor
Tn Electronic carrier lifetime

e Electronic charge

Va Active region volume

7)DFB Differential quantum efficiency
N(t) Equilibrium carrier density

h Planck’s constant

c Speed of light

Ao Central wavelength

I(t) Injection current

oy Injection current standard deviation
Aw Spectral linewidth

RIN Relative intensity noise

O Temperature variation

Af System bandwidth

Ty, Laser set temperature

o Initial absolute phase

For an input optical field Ei, the output field evolution follows

Ey(t) = SEi(e10 4 ¢20) (A3)

Under balanced differential drive conditions, where the electrodes
are biased with equal and opposite voltages, the transfer function
simplifies to

wV(t)

E,(t) = E; cos( v

) (A4)

where V. represents the voltage required for a 7 phase shift. The
extinction ratio, critical for quantum state preparation, is given by

<

™

cos?(Z)

cos?(T2)

(A5)

3
RER

Our implementation achieves extinction ratios exceeding 30 dB
through precise voltage control (Vi, Vy), enabling high-fidelity
quantum state preparation. The modulator’s response remains
linear within the quantum signal bandwidth, maintaining phase
coherence, which is essential for CV-QKD protocols.

Value

0.44
3 x10~%em3/s
1.2 x108 cm—3
3.4 x10717 cm?3
10712

4 %1074
3x1079s

1.602 x10719 C
9 x10~ 1 ¢m3
0.1

5.41 x1010 cm—3
6.626 x 10734 Js
2.99 x10% cm—3
1547.72 x10~9 m
0.012 A

1073 A

10* Hz

—160 dBm

0.09 x10~2 m/K
250 x 106

27°C

(0]
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This architecture provides a robust platform for generating
amplitude-controlled quantum states with minimal phase distor-
tion, which is crucial for maintaining security in quantum key
distribution systems. The analytical framework presented enables
optimization of driving conditions for arbitrary waveform genera-
tion while maintaining quantum state fidelity. A list of parameters
is given in the Table A2.

Table A2 o List of parameters for laser module.

Symbol Parameter Value

IMoss Insertion loss —3dBm
IMgr Desired extinction ratio 30 dBm
FWHM Full width half maximum 300 x10~'2s
Vbe DC bias input to IM variable
Vre(t) RF input to IM variable

Appendix A.3. IQ modulator

1Q modulators are used to externally modulate both the inline and
quadrature components of the input electromagnetic field. They
consist of two identical parallel interferometers MZI; and MZI,
nested in a third. Both MZI; and MZI, are driven by the same
electrical modulation signal (the same frequency and the same
amplitude) with a phase delay, ¢., between them. MZI;, and MZI,
are biased using DC voltages, which induce £A¢, /; in each arm
of the MZIs. In the same way, MZI; is biased with a DC voltage
that introduces an optical delay, A¢s, between the output fields of
MZI; and MZI, (E1 and E2).

EXY(t) = E1(t) + Eo(D)e2%? (A6)
A dual-polarized IQ modulator is constructed to independently
modulate the quantum signal, which is X-polarized, and the pilot
tone, which is Y-polarized. The configuration of the RF signal,
whether it adopts NRZ, complex exponential, or Gaussian mod-
ulation, and the DC signal (A¢;,, = 0) for MZI; and MZI;
is contingent on the modulation format of the quantum signal,
which may be QPSK, QAM, or Gaussian.

The pilot tone undergoes single-sideband (SSB) modulation with
carrier suppression. This is achieved when the RF signal of MZI;
is Vo sin(Qt) and that of MZI, is the same but 7/2 phase-delayed.
SSB modulation is achieved when we further set A¢; > = ¢o and
A¢3 =T / 2.

EY = E;, {Jo cos (220) ¢ g0t

5 o A
+2J1(8) sin (A‘%) eliel(wo+ﬂ)t} . (A7)

Here, 3 is the total phase modulation in each arm for a voltage
of V. J; is the i"-order Bessel function. When both modulators
MZI, and MZI: are biased at their minimum transmission, i.e.,
A¢1/2 = Ago = 7, thereisno longer an optical carrier at wy in the
E-field spectrum but only sidebands. Such modulation is called
single-sideband modulation with carrier suppression (SSB-CS).

This is useful for safeguarding the quantum signal.
Et}),(t) = Ein {2J1( e 2 el(W0+Q)t} (AS)

If we want to keep the lower sideband instead of the upper side-
band, we have to use A¢y /2 = Agg = mand Agz = —m/2

EY(t) = B {27, ()e F o) (A9)

We have considered only first harmonics for simplicity but the
spectra of the modulated optical signals would include sets of
other symmetric sidebands arranged around the laser carrier peak
at frequency f,, corresponding to higher-order harmonics. The
sidebands are displaced from the laser carrier peak frequency
at integer multiples of the modulation frequency, f; = (f, +
nfmwithn = 1,2,---). The relative heights of the sidebands
are a function of the modulation depth, which is in turn a func-
tion of the peak-to-peak value of the RF driving voltage and the
n'"-order Bessel function. Specific higher-order sidebands can be
suppressed using a combination of the phase delays. A list of
parameters is given in Table Ag.

Table A3 e List of parameters for IQ modulator module.

A Operating wavelength 1550 nm
Symbol Parameter Value
I1Q1ss Insertion loss —13dBm
1Qpcr Polarization cross-talk 18 dBm
IQRrL Optical return loss 30dB
Vbe DC bias input to IQ variable
Vre(t) RF input to IQ variable

Appendix A.4. Variable Optical Attenuator (VOA)

The VOA is another crucial device for CVQKD. The primary func-
tion of the VOA is to attenuate the signal to the quantum level,
reducing the mean photon number per pulse to between 1 and 10.
This is also used to ensure that the optical hybrid at Bob’s node has
abalanced response. The extent of attenuation is dependent on the
length of the transmission line, considering that the attenuation
level of the VOA can be set to any magnitude. A list of parameters
is given in Table A4.

Table A4 e List of parameters for variable optical attenuator

submodule.
Symbol Parameter Value
VOAat Desired attenuation variable

Appendix B. Optical fiber

Here, we carry out an analysis of quantum state evolution in opti-
cal fibers for continuous-variable quantum key distribution (CV-
QKD), incorporating both linear and nonlinear effects through the
nonlinear Schrodinger equation (NLSE). The propagation dynam-
ics are solved using the split-step Fourier method (SSFM), yielding

dA

P A(D+N) (A10)
where the differential operators are
. 1.8 AT 6
b = -5+ 52@ T6Pse t T o
N = L\A\m (A11)

The linear operator D encompasses attenuation («), chromatic
dispersion (2), third-order dispersion (83), and polarization
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mode dispersion (A7). The nonlinear operator N captures Kerr
effects through the nonlinearity coefficient ~.

In the quantum regime, three critical phenomena emerge: 1. group
velocity dispersion (GVD), causing temporal broadening; 2. self-
phase modulation (SPM), inducing intensity-dependent phase
shifts; and 3. polarization mode dispersion (PMD) from fiber
birefringence.

At typical CV-QKD power levels (<—10 dBm), we demon-
strate that scattering nonlinearities (SBS, SRS) become
negligible, while four-wave mixing (FWM) and cross-
phase modulation (XPM) require consideration only in
wavelength-multiplexed implementations.

This formalism enables precise prediction of quantum state evo-
lution, which is crucial for optimizing CV-QKD protocols for
deployed fiber networks. In theory, the nonlinear effects and
dispersion work in conjunction with the transmission fiber. As
the SSFM is only an approximation method, these two factors
are broken up and solved individually. The fiber transmission
distance is partitioned into a large number of segments of width
h. Within a segment, the effect of nonlinearity is included at
the mid-plane with linear dispersion effects at both ends. Both
dispersion and nonlinearity can be solved through an analytical
approach, which involves (i) converting from the time domain to
the Fourier domain, (ii) adding a phase shift for the linear effect,
(iii) taking an inverse Fourier transform and converting it back
into time domain, and (iv) adding a phase shift for the nonlinear
shift. The following effects are included in the model: loss, group
velocity dispersion (GVD), third-order dispersion, polarization
mode dispersion (PMD), and self-phase modulation (SPM). A list
of relevant parameters is given in Table A5.

Table A5 e List of parameters for optical fiber module.

Symbol Parameter Value

L Fiber length 40 Km

o Attenuation per Km 0.2 dB/Km

Ba 2nd-order CD factor 25 x107%4 s2/Km
B3 3rd-order CD factor —0.3 x10736 ¢3/Km
AT Differential group delay 0.2 X102 s/Km

5 Nonlinear coefficient 0.78 W1 Km~!
NFFT Number of samples for FFT =~ 200

dz Step size for SSFM 0.1 Km

Appendix C. Bob's optical component
simulation

Bob’s node contains a DFB laser module, as describe under Alice’s
node’s optical components, and an optical hybrid integrated with
photodetectors. The DFB laser module serves as a local oscilla-
tor. The frequency and phase offsets between the two lasers are
computed using the pilot tone and rigorous DSP iterations. We
have already discussed the mathematical architecture of the DFB
laser module and therefore our focus is on the optical hybrid at
Bob’s node.

Appendix C.1. Optical hybrid

The optical hybrid enables the extraction of the phase and am-
plitude of the modulated signal by mixing it with the local os-
cillator signal for coherent detection. We have designed a dual-
polarization 90° optical hybrid for the simultaneous detection of
the quantum signal and pilot tones. The combined signal coming
from Alice’s node via the quantum channel is first separated using
a polarization beam splitter. The interference of the X-polarized
quantum signal and the X-polarized local oscillator takes place
at the two-input, two-output beam splitter. For this, a quantum
signal is input at input port-1 of the beam splitter after passing
through a quarter-wave plate (QWP) and the local oscillator signal
is input at port-2 after passing through a half-wave plate (HWP).
The output optical field from the two ports of the beam splitter is
passed through two separate polarizing beam splitters, which are
connected to photodiodes. The outputs of the four photodiodes are
as follows:

1 1 1

Ppp, = Z|EQ|2 + §|ELO\2 + ﬁEQELO cos[(wo — wro)t
+¢(t) — /2]

p — 1|E |2+1|E ? - L ko cos[(wq — wro)t

PD> - 4 Q 8 LO 2\/§ QFLO wQ wLo
+¢(t) — /2]

Pro, = ~|Eol? + +|Erof’ + — = EqF1o cos|(wq — wio)t

PD3 - 4 Q 8 LO 2\/§ QELO Q Lo
+¢(t)]

P, = lBol’ + glEiol — —=EoFio cos{(wo — wio)t

PDy - 4 Q 8 LO 2\/§ QELO Q Lo
+o(0)] (A12)

The differential power of the first two photodetectors contains
information about the inline modulation and that of photodetec-
tors three and four contains quadrature modulation information
as follows:

1 .

P{ = Pp, —Ppp, = 5EeELo sin[(wo — wro)t + ¢(1)]
1

Pg = Ppp, — Ppp, = §EQELO COS[(wQ — wro)t

+o(t)] (A13)

Similarly, the modulation information for the pilot tones is de-
termined by using the other polarization detection mechanism of
the optical hybrid. A list of the parameters of the optical hybrid is
given in Table A6.

Table A6 e List of parameters for optical hybrid module.

Symbol Parameter Value

ILg Insertion loss of quantum signal 7dB

ILio Insertion loss of local oscillator signal =~ 8 dB

o1-Q Phase shift between I and Q 90°

PSR Polarization splitting ratio 20 dB
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