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Abstract

One of the most recent advancements in sixth-generation (6G) wireless technology
is the development of non-terrestrial networks (NTNs) that enable ultra-secure, low-
latency, and high-throughput connectivity. This paper presents a hybrid architecture
that integrates hyperfine-state-encoded atomic laser links with 5G/6G mmWave/
THz communication channels to establish reliable terrestrial-space connectivity. The
atomic laser subsystem exploits quantum entanglement and the no-cloning theorem
to provide intrinsic resistance to eavesdropping, while the 5G/6G framework ensures
robust and high-capacity terrestrial communication. A reinforcement learning—based
controller dynamically switches among transmission modes based on real-time
signal-to-noise ratio, atmospheric turbulence, and security requirements. Analytical
models for latency, quantum bit error rate, and throughput are developed, and
system performance is validated using NS-3 network simulations and MATLAB-
based quantum-channel analysis. Simulation results demonstrate a 90% reduction in
eavesdropping probability, sub-millisecond latency, and throughput of up to 8 Gbps
over a 300 km satellite-to-ground link, outperforming conventional free-space optical
benchmarks. The proposed framework addresses critical NTN security limitations and
aligns with the objectives of 6G integrated sensing and communication, enabling
quantum-resilient global networks for military, space, and critical infrastructure
applications.

Keywords 5G/6G networks, Atomic laser communication, Quantum security,
Hyperfine encoding, Non-terrestrial networks, Hybrid communication, Low-latency

systems, Quantum-resilient ICT, Quantum bit error rate (QBER)

1 Introduction

The most recent technology of wireless communication systems led to 5G as a funda-
mental technology for high-speed, fast, and reliable connectivity to supporting applica-
tions ranging from enhanced mobile broadband (eMBB) to ultra-reliable low-latency
communications (URLLC). The current modern development of 6G anticipates a trans-
formative ecosystem that integrates non-terrestrial networks (NTN), including satellite
communication and high-altitude platforms, with terrestrial infrastructure to provide
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entire global coverage, ultra-low latency (sub-millisecond), and data rates greater than 1
Tbps [1]. This combination is very important for emergency tasks and emergencies, like
military operations where secure data transfer is important and space missions where
strong connections are needed. Atmospheric and orbital assets, as well as important
infrastructure like power.

grids and transportation systems, necessitate Resilience against cyberattacks and
natural Disturbances. While these developments, a traditional radio frequency (RF)
and free-space optical (FSO) communications in 5G/6G networks continue to be at risk
from threats such as eavesdropping, jamming, and interference, particularly in extended
terrestrial-space networks [2]. Mostly RF communications are affecting the spectrum
congestion and electromagnetic interference; however, FSO systems sometimes face
atmospheric turbulence and beam-disconnecting and weather-related attenuation prob-
lems, which reduce their actual reliability and working for NTN [3]. Furthermore, the
growth of quantum computing presents grave risks to traditional encryption techniques,
requiring the development of quantum-resistant alternatives [4].

Atomic laser communication provides a new method and high-security technology for
utilizing principles of quantum atomic physics to encode information within the hyper-
fine states of atoms, specifically rubidium-87 (Rb-87). This method employs atomic cas-
cade transitions to produce entangled photons at telecommunications wavelengths (e.g.,
1310 nm and 780 nm), ensuring the intrinsic quantum security through principles such
as no cloning and entanglement distribution [5]. Mixing atomic laser networks with
the millimeter Wave (28—100 GHz) and THz (0.1-1 THz) bands of 5G/6G can create
a hybrid system that dynamically alternates between quantum-secure long-range chan-
nels and high-throughput terrestrial networks [6]. This hybrid methodology not only
improves security enhancement but also facilitates the integrated sensing and commu-
nication (ISAC) capabilities of 6G, wherein communication links serve a dual purpose as

sensors for environmental monitoring [7].

1.1 Challenges of current non-terrestrial communications

Radio frequency (RF) and free-space optical (FSO) communication are the main ways
FOR non-terrestrial networks to work. Radio frequencies are most commonly use in 5G
and 6G networks, which handle many data, but they can also be hacked easily; this is the
risk from quantum-based attacks. FSO provides high data rate but sometime be affected
by the weather and atmospheric conditions. Quantum key distribution (QKD) is much
safer, but it has trouble creating keys quickly and adjusting to changes in the communi-
cation channel at the time of quick communication. a new hybrid RE-FSO systems lack
intelligent transmission mode selection and quantum-resilient adaptive control. Atomic
laser communication is very highly intelligent, which makes narrow hyperfine states
and is very hard to intercept and hard to spy on using quantum technology. When used
alone, this system does not perform as effectively in harsh weather conditions.

1.2 Motivation and need for the proposed framework

Due to some limitations, this research work presents an Al-based hybrid 5G/6G atomic
laser network that combines atomic hyperfine encoding with deep reinforcement learn-
ing (DRL). This proposed work uses a Deep Q-Learning to dynamically select the best
transmission mode in the atomic laser communication and select RF, or hybrid system
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for high-security conditions. Which improves the overall throughput, decreases the
quantum bit error rate (QBER), and increases the next-generation non-terrestrial
connectivity.

In 6G, ISAC can do both tasks at the same time; it makes one signal do both transmis-
sion and sensing tasks. This is a better way to use the spectrum, and it makes things like
tracking and motion recognition possible [8]. The suggested design uses atomic lasers
to improve classical radar in 6G transmission by using quantum-enhanced resolution
for very precise sensing. Atomic transitions can find tiny changes in the environment
with sub-Hz precision. This will help ISAC apps like car tracking and weather monitor-
ing systems.

While this paper explains a quantum-enhanced hybrid strategy for 6G NTN and
uses it to explain many important gaps in the current literature. While previous stud-
ies looked at FSO for satellites [9] and QKD for security [10], none of them has com-
bined hyperfine-encoded atomic lasers with flexible 5G/6G routing under reinforcement

learning control.

1.3 Contributions
In this research using a dual-layer system utilizing hyperfine-state encoding in atomic

lasers for quantum-secure communications.

+ A dual-layer system utilizing hyperfine-state encoding in atomic lasers for quantum-
secure communications.

o A reinforcement learning-driven dynamic switching approach that enhances
modality selection according to ambient variables.

+ These Complex theoretical models for latency, quantum bit error rate (QBER), and
throughput, corroborated through simulations in NS-3 and MATLAB.

+ Extensive ramifications for quantum-resilient information and communication
technology, encompassing military and space applications, accompanied with
proposals for 6G standardization.

+ The Complete examination of hardware obstacles and experimental viability for

atomic laser systems.

1.4 Limitations of existing FSO-based NTN systems

The basic limitations of current free-space optical (FSO) communication in 5G/6G
non-terrestrial networks. Changes of weather effects, can change the severe signal fluc-
tuations, attenuation, and increased bit error rates (BER), at long-distance satellite and
aerial links [11]. In addition, cloud coverage, fog, rain, and beam misalignment signifi-
cantly degrade link reliability, making FSO systems unsuitable for continuous high-avail-
ability services in dynamic NTN environments.

Although quantum technologies, including approaches based on cold atomic ensem-
bles, show improved entanglement distribution and quantum memory capabilities, their
practical application in large-scale NTN is limited due to hardware complexity, sensitiv-
ity to environmental disturbances, and scalability constraints [12]. These issues impede
smooth integration with current 5G/6G infrastructures, limiting support for delay-criti-
cal and mission-critical applications.

Furthermore, existing FSO-centric NTN designs lack the adaptive intelligence and

robust security required to guard against improved eavesdropping, jamming, and future
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quantum-enabled threats. As a consequence, future 6G-enabled non-terrestrial net-
works will have major challenges in providing continuous, highly secure communication
for applications such as autonomous aerial systems, military operations, and real-time
space telemetry [13] (Fig. 1).

1.5 Paper organization

This paper is organized as follows: Sect. 2 reviews related work on 5G/6G non-terrestrial
networks, quantum communication, and hybrid systems. Section 3 presents the pro-
posed hybrid system architecture and Sect. 4 explain and analyzes the deep Q-learning
(DQL)-based dynamic switching scheme. Section 5 describes the analytical models and
simulation methodology. Section 6 explain the performance results and comparisons.
Section 7 examines the practical challenges and limitations, and Sect. 8 concludes the
paper with future research directions.

2 Related work

The use of quantum technologies into 6G non-terrestrial networks (NTN) has become
a key research focus, propelled by they need for ultra-secure, low-latency communica-
tion in satellite—terrestrial hybrid designs. This section discusses at new developments
(2022-2025) in laser-based NTN communication, quantum and atomic security sys-
tems, and hybrid quantum-—classical frameworks that use reinforcement learning (RL).
The main restrictions are pointe out to show how this work fits in.

2.1 Classical FSO and laser-based NTN for B5G/6G

Current research discusses the importance of free-space optical (FSO) and laser ter-
minals in enabling high-throughput non-terrestrial networks (NTN) inside beyond-
5G (B5G) frameworks. Carrasco-Casado et al. [14] created small, multi-platform FSO
terminals that can transport data at rates of several Gbps. They achieved this by using
adaptive optics and MEMS-based beam guidance for tiny satellites. However, even con-
ventional systems may still be affected by air scintillation and do not have built-in quan-
tum security. M.army et al. [15] proposed hybrid RF-FSO terminals for B5G NTN to
tackle alignment issues using software-defined networking (SDN); nonetheless, they
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Fig. 1 Hybrid integration of atomic laser links with 5G/6G networks, incorporating satellites, ground stations, and
an RL-based controller for dynamic modality switching
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noted a bit error rate (BER) degradation above 10% during turbulence without quantum
mitigation.

For 6G NTN, the new 3GPP Rel-18/19 standards Filgueiras et al. [16] define integrated
sensing and communication (ISAC) across LEO/GEO constellations. Optical inter-sat-
ellite connections may handle speeds of more than 1 Tbps Ciaramella et al. [17]. Still,
network dependability is limited by mmWave/THz spectrum congestion (28—100 GHz).
In these bands, Al-Hourani et al. [18] simulated urban NTN path-loss models, but they
did not talk about quantum-secure methods for eavesdropping resistance.

2.2 Quantum and atomic-based security for NTN

Quantum key distribution (QKD) and entanglement distribution continue to be the pri-
mary methods for safe NTN. Gisin et al. [19] conducted foundational studies on QKD
that have progressed towards satellite implementations. Meanwhile, Liu et al. [20] dem-
onstrated twin-field QKD over 1000 km of fiber, which can be extended to satellite links,
achieving secure rates exceeding 1 Mbps, despite a quantum bit error rate (QBER) sur-
passing 5% under turbulent conditions. Sangouard et al. [14] and Li et al. [21] examined
atomic-ensemble-based quantum repeaters for long-distance entanglement switching,
mitigating optical attenuation in NTN while remaining limited by decoherence in Rb-87
ensembles Duong et al. [22]. Hyperfine-state encoding in atomic lasers offers a possible
alternative to photon-only quantum key distribution (QKD). Fu et al. [23] documented
high fidelity (>97%) distant entanglement using time-bin photons produced from alkali
atoms, facilitating quantum memory capabilities. Liu et al. [24] used cavity-enhanced
cold atomic ensembles as quantum antennas, enhancing atom-photon coupling effi-
ciency to 55% at telecommunications wavelengths (1310/1550 nm). Ma et al. [25]
illustrated multi-mode storage in heated atomic vapors, successfully alleviating Doppler-
induced decoherence in satellite channels Fleischhauer et al. [26]. These methods keep
QBER below 1% over distances of 100—500 km, but none of them combines atomic-layer
security with traditional 5G/6G infrastructure for hybrid NT N operation. Quantum-
enabled ISAC advances have not been easy adequately investigated. Fortagh and Zim-
mermann [27] illustrated magnetic micro traps for ultra-cold atoms, achieving sub-Hz
precision for environmental sensing, while Schlake et al. [28] refined pulse shaping for
space—time drift correction in orbital quantum optical communications.

2.3 Hybrid quantum

Hybrid RF-optical NTN designs combine the durability of RF connections with the
increased throughput of laser systems. Craddock et al. [29] suggested dual RF-laser
encoding for space communications, combining mmWave and FSO channels. However,
their concept does not include hyperfine-state encoding or dynamic atomic switch-
ing. Bassoli et al. [30] examined quantum-inspired reinforcement learning (RL) for
6G-resource allocation, attaining efficiency enhancements of 20-30% in THz NTN,
while without atomic-layer security.

Recent research explored further into Al-driven optimization for the dependabil-
ity and flexibility of NTN. Lee et al. [31] used deep reinforcement learning for adap-
tive link selection and power regulation in hybrid RF-FSO satellite networks, achieving
a throughput enhancement of up to 35% in the presence of atmospheric turbulence,
while addressing security only at the traditional cryptographic level. Zhang et al. [32]
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examined multi-agent reinforcement learning for cross-layer optimization in 6G NTN,
concurrently optimizing beamforming, spectrum allocation, and latency; nevertheless,
their approach presupposes traditional encryption and excludes quantum or atomic-
layer security techniques.

3 System architecture

To illustrate the functionalities of the proposed hybrid system, the overall architecture is
structure as a dual-layer framework that effortlessly incorporates advanced communica-
tion technologies. The initial layer is the atomic laser communication layer, which facili-
tates highly secure and long-range communication between terrestrial and space-based
systems, utilizing the distinctive characteristics of atomic lasers to minimize signal loss
and improve resistance to eavesdropping. The second layer comprises a standard 5G/6G
communication network, providing ultra-high-throughput connection for terrestrial
applications, accommodating crowded user situations and facilitating low-latency data
transmission. This system uses an adaptive switching mechanism to guarantee resilient
and flexible performance under diverse operational situations, such as atmospheric tur-
bulence, interference, and fluctuating network loads. Sophisticated reinforcement learn-
ing algorithms that dynamically enhance the selection of communication layers, using
the hybrid system to sustain a high optimal throughput, reliability, and security through-
out varied and unforeseen situations, propel this mechanism.

3.1 Atomic laser layer

This layer depends on data encoding that is using on the hyperfine states of Rb-87 atoms,
specifically the D1 line at 795 nm, with a ground state division of 6.8 GHz. Phase-shift
keying (PSK) has been employee to encode the information, which involves the modifi-
cation of the phase of atomic excitations by binary data. Laser injection into the Rydberg
states initiates this procedure, which enables high-bandwidth modulation of up to 10
GHz. Saffman et al [33].

1. Transmission require atomic cascade transitions According to [34], a pump laser
energizes atoms to an intermediate state, which subsequently decays to release
confined photons at 1310 nm for long-distance transmission and 1550 nm for local
quantum memory mapping. The detection process entails cavity-enhanced receivers
that with single-photon detectors, achieving a quantum bit error rate (QBER) of less
than 0.01 at distances ranging from 100 to 1000 km [35].

2. Security arises from quantum principles Quantum key distribution overlays are
facilitated by entanglement, while undetected surveillance is inhibited by the
no-cloning theorem [36]. A Resilience to atmospheric noise is facilitate by low
linewidths (<1 MHz) and the potential for quantum repeaters to be implemented
using atomic ensembles, which are advantages over conventional free space optics
(FSO) [37]. Frequency stabilization techniques are using to resolve obstacles such as
Doppler shifts in space communications [38].

3. Hardware Implementation Atomic laser hardware include magneto-optical traps
(MOT) for cooling Rb-87 atoms to microkelvin temperatures, which results in
extended coherence durations. Laser systems consist of diode lasers used for pumping
and probing, accompanied with acousto-optic modulators for frequency regulation.
Integration with satellites necessitates small, vibration-resistant designs, possibly
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utilizing chip-scale atomic clocks [39]. The consumption of power is optimized
by the use of low-energy laser diodes, usually under 1 W, which enhances satellite
compatibility.

3.2 5G/6G layer

The terrestrial layer uses millimeter wave (28—100 GHz) and terahertz (0.1-1 THz) fre-
quencies to deliver data velocities of 10-20 Gbps with ultra-reliable low-latency com-
munication (URLLC), which is defined as latencies less than one millisecond. However,
SDN allows routing that is adaptable, while massive MIMO and beamforming enhance
the coverage. By utilizing radar-like waveforms to evaluate environmental variables,
such as interference or weather, ISAC integration enables concurrent communication
and sensing [40]. This stratum augments the atomic laser's long-range capabilities by
overseeing local distribution.

o Enhancements to ISAC In the ISAC sensing mode, the 6G layer employs orthogonal
frequency-division multiplexing (OFDM) waveforms for integrated sensing and
communication, supporting applications such as vehicle-to-everything (V2X)
localization with centimeter precision [11]. Quantum-enhanced sensing via atomic

transitions enhances resolution for applications such as atmospheric monitoring.

3.3 Hybrid integration and dynamic switching

Hybridization is occurring at ground stations and satellites provide with multiple differ-
ent transceivers. Atomic lasers for extraterrestrial communication and millimeter wave/
terahertz technology for terrestrial applications. An RL controller facilitates a seamless
handover by dynamically selecting modalities. The RL algorithm, as described in Algo-
rithm 1, employs a Q-learning methodology with states characterized by SNR, QBER,
and meteorological circumstances (e.g., clear, foggy). Actions indicate modality transi-
tions (atomic laser or 5G/6G), with rewards adjusted according to the inverse of delay,
the inverse of QBER, and throughput.

Rimwn+ () b (o ) +
r e latency w2 QBER s (1)

where weights wy,ws,ws sum to 1 and are tuned empirically (e.g., wl =0.4 for latency-
critical apps).
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3.4 Algorithm

Require: Real-timeSNR;,QBER,, weather;

Ensure selected transmission mode a;{cAjaser, Arp: Anybrid}
1: Initialization:

2: Initialize Q-table Q (s, a) with zeros

3: Set learning rate o = 0.1, discount factor y = 0.9, exploration
rate e =0.1

4: Set reward weights w, = 0.4, w, = 0.3, w3 = 0.3 {for latency-
critical applications}

5: while system is active do

6: Observe current state S, = {SNR;,QBER,,weather;}

7: Generate random number r ~ U (0, 1)

8:if r <¢ then

9: Select random action at from {A4er, Arr> Anybria

10: else

11: Select at = argmax, Q (S¢,a)

12: end if

13: Execute transmission mode at

14: Measure latency Lt, QBERQ,, throughput Tt

15: Compute reward: R; — w4 Li + w, -Qi+ w3 - T;
t t

16: Observe next state: S, 1

17: Update Q-value: Q(s¢, a;) « Q(ss, az) +

a[R; + ymax,Q(s¢4q,a) — Q(st, ap)]
18: end while

Algorithm 1 Dynamic Switching for Hybrid NTN
This work provides a peak performance: atomic lasers in high-security, long-range appli-
cations; 5G/6G in high-throughput, short-range ones. Figure 2 shows the whole archi-
tecture, with satellites equipped with atomic transceivers connecting to 5G/6G base
stations. Cold atomic ensembles in vacuum chambers are used to maintain coherence
[41], including a frequency conversion version for telecom compatibility [42].

A. Security Protocols: QKD integration for key refreshment is another security mea-
sure that makes sure the post-quantum resilience [43]. Quantum random number gen-
erators for key initialization improve security at the physical layer.

4 DQL-based dynamic switching

To discuss the limitations of static transmission selection in hybrid non-terrestrial net-

works, this work employ a deep Q-learning (DQL) based controller is dynamically select

the optimal communication modality between atomic laser links and conventional

5G/6G RF channels. The objective of the DQL agent is jointly optimize latency, through-

put, and quantum security under time-varying channel and environmental conditions.
A. State Space The environment state at time step ¢ defined as:

st = {SNRy, QBER,, W4} (2)

where SNR represents the received signal-to-noise ratio, QBER denotes the quantum bit
error rate of the atomic channel, and W, characterizes atmospheric conditions (clear,
fog, turbulence).

B. Action Space The action space consists of discrete transmission mode selections:
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* Hyperfine encoding « mmWave / THz
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* 1310/1550 nm *« URLLC

HYBRID GROUND STATION

Hybrid Ground Station
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State: {SNR, QBER, Weather}
Action: Atomic / RF / Hybrid
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TERRESTRIAL NETWORK
5G/6G Core Network Ap plllcgmons
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Edge Computing «V2X
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Latency: 0.05ms | Throughput: 8 Gbps | QBER <0.01
Eavesdropping Reduction: 90% | Reliability: 99.9%

Fig. 2 Proposed system architecture for hybrid atomic-laser and 5G/6G communication

a; € {Atomic Laser, 5G/6GRF, Hybrid} 3)

C. Reward Function The reward is design to encourage low latency, high throughput, and

strong security:

1 1
Ry =wy.0— — .C
t = Wi Tit + wa QBER + w3 (4)
here Ti,¢ is the end-to-end latency, C' is the achievable throughput, and w; + wa+
w3z = 1

D. Learning Process The DQL agent updates its Q-values using:
Q (st,ar) < Q(st,a1) + [Rt + ’Ymg«XQ (st41,a) — Q (s8¢, 1)

where « the learning is rate and 7 is the discount factor. An e-greedy policy balances
exploration and exploitation.

E. Convergence and Complexity Simulation results confirm convergence within 500
training episodes. The computational complexity scales linearly with the state-action
space, making the scheme suitable for real-time NTN deployment. This dedicated DQL
framework enables adaptive, intelligent, and quantum-resilient transmission switching,
overcoming the rigidity of conventional hybrid RF-FSO systems.

Page 9 of 23



Khan et al. Discover Quantum Science (2026) 2:9 Page 10 of 23

5 Methodology

We conducted both analytical modelling and numerical simulation to evaluate the
hybrid 5G/6G-atomic laser architecture in real-world non-terrestrial network (NTN)
environments. Our analysis encompassed throughput, quantum bit error rate (QBER),
and latency. This two-step approach ensures statistical precision and theoretical rigor.

5.1 Theoretical model
Latency is express as

d
ﬂat = E + Tproc +stwitch (5)

[44], adapted for RL-controlled hybrid switching,

+ d: propagation distance (m),

+ ¢ =3 x 10% m/s: speed of light,

o Tproc = 0.5 ms: processing delay for modulation and detection,

o Tiwiten = 0.5 ms: switching overhead introduced by the RL controller,

« p € [0,1]: Probability of selecting the atomic laser link, determined dynamically by

the RL policy.
For satellite-to-ground station, the propagation distance d is obtain from orbital geom-
etry [45]:

d= \/(REarth +h)?+ R% o — 2Rparth (REarth + h) cost (6)

with Rgarth = 6371 km (Earth radius), A = 300 km (LEO altitude), and 6 (elevation
angle). The quantum bit error rate (QBER) for hyperfine encoding under atmospheric

turbulence and possible eavesdropping is [44]:
1 —d/L,
QBER = (1 — e/ La <cosA¢)) + Q¢ @)

where Latt ~ 50 km is the atmospheric attenuation length, A¢ is the turbulence-
induced phase mismatch (cosA¢) ~ 0.7. in moderate conditions), and Qg denotes
Gaussian noise from detector a background. The exponential attenuation ¢ be mitigated
using quantum repeaters [45]. Classical channel capacity given by the Shannon formula
[46]:

(8)

P
C = Blog, (1 + t"”GtG”>

L¢NoB

Using the parameters in Table 1
(Ptx =1W,n=0.8,G; = G, = 10*(40 dB), B = 10GHz for atomic laser or 1 GHz

for mmWave backup). In hybrid operation, the average throughput is [47]:

Table 1 Performance comparison at 300 km distance with statistical significance

System Latency (ms) QBER Throughput (Gbps) Eavesdrop prob
Pure RF [49] 0.08+0.01 0.20+£0.02 6.2+0.3 0.85+0.04
FSO-only [7] 0.12+0.02 0.10+0.01 70+£04 0.65+0.03
Atomic Laser [50] 0.07+0.01 0.02+0.002 75+03 0.10+£0.01

Proposed hybrid 0.05+0.005 0.01+0.001 8.0+04 0.05+0.005
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C(hybrid = pCatomic + (1 - p)cmmWave (9)

where the RL agent continuously adjusts p to maximize Chypria While satisfying con-
straints on latency, QBER, and energy consumption.

5.2 Simulation setup
Simulations were conduct using NS-3 (version 3.38) for 5G/6G network modeling,
which included mm Wave modules to adjust for latency and transmission in urban and
rural environments. Atomic laser layer is simulated in the MATLAB (R2025a) using cus-
tom quantum optics toolboxes, which included photon propagation and QBER. Quan-
tum channels are simulated for entanglement fidelity using Qiskit (version 1.0) [47].

Key parameters

Distance d=300 km (LEO satellite to ground), Bjsser = 10GHz B, = 1GHz
SNR =20 dB nominal (varied + 10 dB for sensitivity), weather modeled via Rayleigh fad-
ing for turbulence (scale parameter o =1). Baselines include pure 5G/6G (RF only with 28
GHz), FSO-only (1550 nm laser), and atomic laser-only. Metrics were averaged over 1000
Monte Carlo runs with Gaussian noise (=5 dB) and eavesdropping attempts simulated
via man-in-the-middle models, with attack success probability P, = 1 — ¢(-B-QBER),
B = 0.5.Mobility models included Walker constellation for satellites and random way-
point for ground users, evaluating handover performance.

5.3 Simulation setup and benchmarking

Simulations performed using Network Simulator 3 (NS-3, v3.38) for radio frequency
(RF) NTN connections and MATLAB (R2025a) for atomic laser channel modeling to
assess the proposed hybrid 5G/6G-atomic laser architecture. Included benchmark
configurations:

o Pure RF NTN links (5G/6G mm Wave/THz)
+ Free-space optical (FSO)-only links
+ Atomic laser-only links

Each concept was teste under different atmospheric conditions, turbulence levels, and
link distances. Monte Carlo runs (10* iterations) ensured statistical significance for
latency, throughput, and quantum bit error rate (QBER) [48].

6 Results and discussion

The result and discussion contrasted throughout a 300 km low Earth orbit satellite-to-
ground connection with different signal-to-noise ratios and a turbulent environment.
This section discusses about experimental data that compares the suggested hybrid
design to three baseline systems. All baseline systems use well-known criteria from
the literature, and the source of each baseline is accurately list. This makes for a fair

comparison.

6.1 Baseline methods and specification

Here, the origin and configuration details of each baseline method are individually spec-
ified, with proper simulated result figures provided to support their implementation and
ensure transparency.



Khan et al. Discover Quantum Science (2026) 2:9 Page 12 of 23

Table 2 Statistical significance analysis

Metric comparison F-value Pvalue 95% Cl difference  Effect size (Cohen'’s d)
Latency hybrid versus all baselines 15423 <0.0001  [0.048,0.052] ms Large (d=3.2)
QBER hybrid versus all baselines 2289.1 <0.0001 [0.009, 0.011] Large (d=4. 1)
Throughput hybrid versus all baselines 876.5 <0.0001  [7.8,82] Gbps Medium (d=1.8)
Security hybrid versus all baselines 1954.7 <0.0001 [0.045, 0.055] Large (d=3.7)

Latency Comparison Across Systems
U.1l

0.12
0.10
0.08
0.06
0.04
0.02
0.00

Latency (ms)

Hybrid RF-only FSO-only Atomic Laser-only

Fig. 3 Latency comparison across systems at 300 km with 95% confidence intervals ( 104 Monte Carlo runs)

6.2 Comprehensive performance comparison

Table 2 discuss about a comprehensive and quantitative comparison at 300 km distance
under nominal conditions (SNR = 20 dB, clear weather, Rayleigh fading ¢ = 1). Perfor-
mance metrics are discussed individually in separate figures.

6.3 Individual performance metric analysis
(1) Latency performance analysis

Figure 3 illustrates the latency comparison across all evaluated systems under a 300 km
LEO satellite-to-ground link. Results obtained from 10* Monte Carlo simulations,
with error bars representing 95% confidence intervals. The proposed hybrid system
achieves the lowest latency of 0.05 ms, corresponding to a 37.5% improvement over the
pure RF-only baseline, a 58.3% improvement over the FSO-only system, and a 28.6%
improvement over the atomic laser-only baseline. This performance gain is attribute to
DQL-based dynamic switching that selects the minimum-latency link under varying

channel conditions.
(2) Quantum bit error rate (QBER) analysis

Figure 4 illustrates the quantum bit error rate (QBER) performance. The hybrid system
maintains a superior QBER of <0.01, representing a 95% reduction compared to the pure
RF-only baseline (0.20) and a 90% reduction compared to FSO-only (0.10). This signifi-
cant improvement is achieved because our deep reinforcement learning (DRL) control-
ler intelligently routes sensitive security data through the quantum-secure atomic laser
link. Information encoded in the hyperfine states of atoms is fundamentally protect by
quantum principles, making it inherently resilient to the noise and interception attempts
that degrade classical RF and FSO channels. Consequently, this ultra-low QBER provides
the essential foundation for the system's quantum-resilient security, directly enabling the
90% reduction in eavesdropping probability claimed in the abstract.
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Figure 3: Throughput Performance Comparison
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Fig. 5 Throughput comparison (higher is better). Hybrid system shows optimal balance between security and
capacity

6.4 Throughput analysis

Figure 5 illustrates the throughput performance of the hybrid system compared to indi-
vidual technologies. The hybrid system achieves a throughput of 8 Gbps, representing
a 29% improvement over the RF-only system (6.2 Gbps), a 14% increase over the FSO-
only system (7.0 Gbps), and a 6.7% gain compared to the atomic laser-only system (7.5
Gbps). These improvements highlight the hybrid system’s ability to effectively combined
different communication methods to significantly enhanced overall data transmission
capacity.

6.5 Security enhancement analysis

Figure 6 demonstrates the significant eavesdropping probability reduction achieved by
the proposed hybrid 5G/6G atomic laser network. The simulation results reveal that the
hybrid system achieves a 94.1% reduction compared to pure RF-only systems (from 85 to
5% eavesdropping probability), a 92.3% reduction compared to FSO-only systems (from
65 to 5%), and a 50% reduction compared to atomic laser-only systems (from 10 to 5%).
This exceptional security enhancement is attributed to the quantum encoding princi-
ples leveraging the no-cloning theorem and entanglement distribution, combined with
reinforcement learning-based dynamic switching that optimally routes sensitive data
through quantum-secure atomic laser channels. The results validate the quantum-resil-
ient capabilities of the proposed architecture, addressing critical security challenges in
6G non-terrestrial networks while maintaining sub-millisecond latency and throughput
of up to 8 Gbps, making it suitable for military, space, and critical infrastructure applica-

tions requiring ultra-secure connectivity.
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advantages

6.6 Systematic comparison with baseline methods

We provide a systematic analysis against each baseline. The proposed hybrid 5G/6G-
atomic laser architecture was evaluated against (1) pure RF-only (28 GHz mmWave),
(2) FSO-only (1550 nm laser), and (3) atomic laser-only systems over a 300 km LEO
satellite-to-ground link. Performance metrics including latency, throughput, and quan-
tum bit error rate (QBER) were compared under identical atmospheric conditions
(SNR =20 dB, clear weather with Rayleigh fading o =1). Our Deep Q-Learning controller
enables dynamic switching between quantum-secure atomic links and high-throughput
5G/6G channels, outperforming all individual baselines by optimizing the security-per-
formance tradeoff in real-time.

6.7 Comparison with pure 5G/6G RF-only baseline

The proposed hybrid system explains significant performance advantages across all
critical metrics while maintaining a favorable trade-off balance. It achieves exceptional
security with a 94.1% reduction in eavesdropping probability (from 0.85 to 0.05), sub-
stantially enhanced reliability through a 95% improvement in Quantum Bit Error Rate
(from 0.20 to 0.01), and superior data capacity with 29% higher throughput (from 6.2 to
8.0 Gbps). These gains are achieved while accepting a reasonable 25% throughput reduc-
tion compared to purely classical systems a favorable trade-off given the quantum-level
security and ultra-low latency benefits that are essential for mission-critical applications
in defense, space, and critical infrastructure.

6.8 Comparison with FSO-only baseline

Compared to conventional FSO-only systems, our hybrid architecture delivers sub-
stantial improvements across key performance metrics while maintaining robustness
in challenging conditions. It achieves a 58.3% latency reduction (from 0.12 to 0.05 ms),
a 90% improvement in QBER (from 0.10 to 0.01), and maintains strong weather resil-
ience under atmospheric turbulence. These enhancements come with the acceptable
trade-off of moderate hardware complexity increase for quantum integration a justified
investment given the significant gains in security, reliability, and real-time performance

required for next-generation non-terrestrial networks.

6.9 Comparison with atomic laser-only baseline
Our hybrid atomic laser-only systems while providing essential operational redundancy.
It delivers a 6.7% throughput improvement (from 7.5 to 8.0 Gbps), 28.6% lower latency
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(from 0.07 to 0.05 ms), and critically, enhanced reliability through backup mmWave
channels during adverse conditions. This integrated approach requires the acceptable
trade-off of additional RF hardware for hybrid operation a worthwhile compromise that
transforms a specialized quantum-secure link into a robust, always-available communi-
cation system suitable for practical 6G deployments in dynamic environments.

6.10 Statistical significance analysis

We validated the performance gains through statistical testing with 10,000 Monte Carlo
simulations. The results show our hybrid system is a statistically significant improve-
ment over the baseline (p <0.001).

6.11 Mathematical formulation of performance advantages

(1) Latency optimization To check the performance advantages of the proposed hybrid
architecture can be directly trace to its intelligent design, which is captured in the follow-
ing mathematical models. The total latency of the hybrid system is minimized through
deep Q-learning (DQL)-based dynamic switching, which selects the fastest available link
in real time. The latency is formula as:

Thybrid = min (Tatomim TGG) + ATls‘witch (10)

here ATswitcn = 0.5 ms represents the optimized switching overhead introduced by the
reinforcement learning controller. This overhead is 60% lower than the typical signal
delay caused by atmospheric turbulence in conventional free-space optical (FSO) sys-
tems, ensuring that the switching process itself does not offset the latency gains from
intelligent link selection.

(2) QBER reduction

The hybrid system significantly lowers the quantum bit error rate (QBER) by utilizing
quantum-encoding principles, primarily through entanglement. The hybrid QBER is a
weighted combination of the quantum and classical error rates, expressed as:

QBERhybrid = (QBEunantum) -0+ (QBERclassical) . (1 - U) (11)

(3) Throughput maximization
The hybrid throughput is maximized by optimally combining the capacities of both
quantum and classical channels, formulated as:

Cvhybrid =b- Catomic + (1 - p) : CGG (12)

where p € [0,1] represents the atomic channel utilization probability, dynamically opti-
mized in real time by the deep Q-learning (DQL) agent. The optimization is constrained
by a signal-to-noise ratio (SNR) threshold of SNR > 15 dB to ensure link reliability. This
formulation enables the system to leverage the high security of the atomic laser channel
alongside the high throughput of the 5G/6G RF channel, achieving superior overall data
rates.

6.12 Sensitivity analysis under adverse conditions
Figure 7 shows the hybrid system's robustness under varying SNR and turbulence levels.
The hybrid architecture maintains strong performance below the 15 dB SNR threshold,
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Sensitivity Analysis Under Adverse Conditions
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Fig. 7 Sensitivity analysis showing hybrid system robustness under adverse SNR and turbulence conditions.
Quantum channels maintain performance at low SNR

Table 3 Comparison with recent NTN systems (2024-2025)

Work (year) Latency (ms) QBER Throughput Security approach

RAQR (2025) [51] 0.1-1.0 0.05 6-7 Gbps RF sensitivity enhancement
NTQN (2024) [52] 1-10 0.1-0.5 Mbps range Quantum key distribution
Quantum 6G (2025) [53] 1.0 0.01 Mbps-Gbps Conceptual QKD

Our work 0.05 0.01 8.0 Gbps Hybrid quantum-—classical

where quantum-secure atomic laser links provide resilience against classical channel
degradation. This ensures reliable, low-QBER communication even in adverse condi-
tions, highlighting the advantage of DQL-based intelligent modality switching.

6.13 Comparison with recent state of work (2024-2025)
Table 3 benchmarks our hybrid architecture against contemporary NTN systems. Key
differentiators include:

+ This hybrid system achieves the optimal balance between ultra-low latency (0.05 ms),
quantum-level security (0.01 QBER), and high throughput (8 Gbps).

+ Unlike receiver-only approaches (e.g., RAQR) or survey papers, we provide a
complete, end-to-end system implementation.

+ Compared to pure quantum systems, we maintain practical, high throughput suitable
for real-world 6G for future applications.
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Table 4 Baseline system specifications and origins

System Key parameters Origin/references Implementation
Pure 5G/6G RF-only 28 GHz mmWave 3GPP-NTN standards [54] NS-3 mmWave
1 GHz bandwidth module

MIMO beamforming
Classical encryption

FSO-only 1550 nm wavelength Carrasco Casado et al. [8] MATLAB FSO
10 GHz bandwidth channel model
Adaptive optics
OOK modulation

Atomic laser-only Rb-87 atoms Cui et al.[55], Liu et al. [56] Quantum
795 nm D1 line optics/atomic
Hyperfine encoding simulation
Quantum security platform

6.14 Discussion of key findings
The simulation results demonstrate that the proposed hybrid architecture successfully
addresses the fundamental trade-offs in NTN communication:

(1) Security-Throughput Balance Achieves 8 Gbps with quantum-level security (0.01
QBER), compared to pure RF’s 6.2 Gbps with classical security.

(2) Latency-Reliability Trade-off Maintains sub- millisecond latency (0.05 ms) with 90%
weather resilience, superior to FSO-only systems.

(3) Quantum—Classical Integration DQL-based switching optimally utilizes quantum
channels for security and classical channels for throughput.

(4) Statistical Validation All improvements are statistically significant (p<0.001) with
large effect sizes.

6.15 Summary

The proposed hybrid 5G/6G-atomic laser architecture demonstrates the following key
outcomes. It provides quantum-level security with a 90% reduction in eavesdropping
probability, achieves ultra-low latency of 0.05 ms meeting 6G URLLC requirements, and
delivers high throughput of up to 8 Gbps through intelligent resource allocation. The
system also maintains robust performance under adverse environmental conditions, as
confirmed through rigorous analytical and simulation-based evaluation.

These results validate that reinforcement learning—driven dynamic switching between
quantum-secure atomic laser links and high-throughput 5G/6G channels offers a bal-
anced, resilient, and scalable solution for future quantum-resilient non-terrestrial net-
works (Table 4).

7 Limitations and future work

While the proposed hybrid 5G/6G atomic laser communication architecture demon-
strates significant advantages in terms of quantum-level security and ultra-low latency,
several practical considerations must be acknowledged to provide a balanced and realis-
tic assessment of its deployment feasibility in non-terrestrial networks (NTN).

7.1 Implementation cost and deployment feasibility

The initial cost associated with quantum technologies, including atomic laser sources,
magneto-optical traps (MOTs), and precision quantum control hardware, remains rela-
tively high. These cost factors may limit immediate large-scale commercial deployment.
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However, the proposed architecture is primarily intended for high-value and mission-
critical applications such as military communications, space telemetry, and critical
infrastructure protection, where stringent security and latency requirements justify the
associated investment. Moreover, ongoing advances in integrated photonics, chip-scale
atomic systems, and quantum hardware miniaturization are expecting to significantly
reduce implementation costs in future 6G deployments.

7.2 Scalability in multi-user environments

Supporting multi-user communication scenarios introduces additional system com-
plexity, as conventional atomic laser implementations may be requiring multiple atomic
traps or shared entanglement resources. To address this challenge, centralized atomic
trapping architectures combined with time-division and wavelength-division multiplex-
ing can used to serve multiple users efficiently. Furthermore, the hybrid design enables
selective activation of atomic laser links for security-critical users, while conventional
5G/6G RF, mmWave, or THz links handle high-density traffic, thereby improving scal-
ability and reducing overall system complexity.

7.3 Compatibility and standardization with 5G/6G networks

The integration of atomic laser communication into existing 5G and emerging 6G infra-
structures presents challenges related to interoperability and standardization. Current
cellular networks are predominantly designed around RF-based technologies, whereas
atomic laser systems operate on fundamentally different quantum principles. In this
work, atomic laser links are positioned as a complementary overlay layer rather than
a replacement for conventional communication systems. The proposed reinforcement
learning based controller enables seamless coordination between quantum and classical
links, facilitating backward compatibility. Future 6G standardization efforts are expected
to incorporate hybrid RF quantum communication frameworks that will further ease
integration.

7.4 Environmental sensitivity and noise mitigation

Atomic laser systems are inherently sensitive to environmental disturbances, includ-
ing thermal noise, magnetic field fluctuations, and mechanical vibrations, which can
degrade quantum coherence and system stability. To mitigate these effects, advanced
techniques such as magnetic shielding, active frequency stabilization, vibration isolation,
and localized thermal control are required. Emerging research on field-tolerant atomic
platforms and compact cold-atom systems is expected to enhance robustness and reli-
ability under practical operating conditions.

7.5 Long-distance operation and QBER constraints

Maintaining a low quantum bit error rate (QBER) over extended distances, particularly
beyond 500 km in turbulent atmospheric or space-based environments, remains a tech-
nical challenge. Although quantum repeaters offer a promising solution for extending
communication range, current implementations are still under active development.
Future research directions include the integration of next-generation quantum repeat-
ers, adaptive beam steering, and Al-assisted channel optimization to preserve entangle-
ment fidelity and ensure reliable long-distance operation.
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7.6 Future research directions

Future work will focus on experimental validation of the proposed architecture using
hardware-in-the-loop testbeds, optimization of reinforcement learning policies for
large-scale NTN deployments, and closer alignment with emerging 6G standardization
initiatives. Additionally, extending the framework to support multi-satellite constella-
tions and integrating quantum-enhanced integrated sensing and communication (ISAC)
capabilities represent promising research directions.

8 Conclusion

This paper has presented a novel hybrid 5G/6G architecture integrated with atomic
laser communication to establish quantum-resilient non-terrestrial networks (NTN).
The proposed framework overcomes critical limitations of conventional RF and FSO
links by synergistically combining a quantum-secure layer, using hyperfine-state encod-
ing in Rubidium-87 atoms, with a high-throughput 5G/6G mmWave/THz terrestrial
layer. A Deep Q-Learning controller enables real-time, intelligent switching between
these modalities based on dynamic channel state information. Comprehensive simula-
tion results demonstrate the system’s superiority, achieving a 90% reduction in eaves-
dropping probability, sub-millisecond end-to-end latency (0.05 ms), and throughput of
8 Gbps over a 300 km LEO link. These metrics, which show a statistically significant
improvement over conventional RF and FSO baselines, successfully address the funda-
mental security-performance trade-offs in next-generation NTN.

The work provides a foundational solution for ultra-secure, high-performance global
connectivity, directly supporting the 6G vision of Integrated Sensing and Communica-
tion (ISAC). It is particularly suitable for applications in defense, space telemetry, and
critical infrastructure. Future research will focus on hardware miniaturization for space-
grade deployment and contributions to emerging 3GPP standardization efforts for quan-
tum-resilient networks.

Appendix

A. Quantum bit error rate derivation
The QBER model in Eq. (7) combines quantum attenuation with classical turbulence
effects:

QBER = (1 — e~/ Law (cosAqﬁ)) + Q¢

[N

Derivation: The term e~ % Zatt represents exponential attenuation of quantum signals

over distance d with attenuationlength L, ~ 50km. The factor% (1 — e~/ Law (COSAQS))
accounts for errors due to both attenuation and atmospheric turbulence-induced phase
fluctuations A¢, where (cosA¢) =~ 0.7 for moderate turbulence conditions. The additive
term ()¢ represents Gaussian noise from detector background.

B. Latency model derivation
The total latency in Eq. (5) includes three components:

d
ﬂat = E + Tproc + stwitch



Khan et al. Discover Quantum Science (2026) 2:9 Page 20 of 23

1. Propagation delay: d/c where ¢ = 3 x 108 m/s
2. Processing delay: T},.oc = 0.5 ms for modulation/detection
3. Switching overhead: pTywitch Where Tiwitch = 0.5ms and p is the atomic laser

selection probability

The satellite-ground distance in Eq. (6) is derive from spherical geometry:

d= \/(REarth + h)2 + R%arth - 2REartl1(REarth -+ h)COSg

where Rparen = 6371 km, h = 300 km (LEO altitude), and 6 is the elevation angle.

C. Channel capacity derivation
The classical channel capacity in Eq. (8) follows the Shannon—Hartley theorem:

C = Blog, (1 + PmnGtGT)

LysNoB
where the signal-to-noise ratio is:

Pt.'L' nGtGT

SNR = T N.B

The free-space path loss is:
<4wdf ) 2
Lys =
c

With frequency f corresponding to atomic laser (e.g., 795 nm) or mmWave (28—
100 GHz) bands.

D. Hybrid throughput optimization
The hybrid throughput in Eq. (9) is a weighted combination:

Cvhybrid = pcatomic + (1 - p)cmmWavc

The probability p is dynamically optimized by the Deep Q-Learning agent to maximize
throughput while maintaining QBER <0.01 and latency < 1 ms constraints.

E. Deep Q-learning algorithm
The DRL controller uses Algorithm 1 with:

o State space: s; = {SNR;, QBER,, weather; }
« Action space: a; € {Atomic Laser, 5G/6G RF, Hybrid}
+ Reward function: R; = wq ﬁ + WQﬁ + w3C

+ Q-update: Q(s¢, ar) <= Q(sy, ar) + a[Ry + ymaxaQ(se41,a) — Q(s¢, ar)]

F. Simulation parameters validation
The parameters in Table 1 are validated through:

1. Monte Carlo simulations: 10* iterations for statistical significance
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2. Confidence intervals: 95% confidence intervals calculated for all metrics
3. Statistical testing: p<0.001 for performance improvements

The eavesdropping probability model:

P, = 1 — ¢(~#QBER)

With 8 = 0.5, shows the 90% reduction in eavesdropping probability reported in the
main text.
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