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Abstract

In modern communication networks, particularly satellite-based systems, data security faces
significant challenges from vulnerabilities such as signal interception, jamming, and latency
during long distance transmissions. Traditional cryptographic methods are increasingly
vulnerable to quantum computing threats, underscoring the need for advanced solutions to
protect data integrity, confidentiality, and availability. This research investigates the fusion of
quantum cryptography and Machine Learning (ML) to improve security in satellite commu-
nication. The Quantum Key Distribution (QKD), which is grounded in quantum mechanics,
enables unbreakable encryption by detecting eavesdropping via quantum state disturbances.
The CatBoost ML algorithm is applied to a dataset of 10,000 records featuring categorical
attributes for prioritizing security elements such as anomaly detection, encryption types,
and access controls. The model yields an accuracy of 89.23% and Area under Curve the
Receiver Operating Characteristic (AUC-ROC) score of 94.56%, effectively predicting threat
levels. Feature importance reveals anomaly detection (28.5%) and quantum encryption
(22.3%) as primary contributors. While hurdles such as high implementation costs and
transmission range limitations persist, this quantum ML synergy provides a proactive,
adaptive framework for resilient, future-ready communication networks.

Keywords: data security; satellite communication; quantum cryptography; quantum
computing; QKD; CatBoost

1. Introduction

Satellite data transfer is the idea of a source of communication information, as a
message in the form of code is encompassed in a number of models [1]. The receiver
decodes the message to be able to understand it after it has been sent through a channel.
Since the signals of the satellite need to travel large distances from Earth to the satellite,
satellite communication has higher latency than other communications do. The setup and
maintenance of the satellite communication system can be expensive. This cost includes
maintenance along with launches of satellites and ground stations [2]. Weather conditions
such as rain, snow, or atmospheric disturbances tend to affect satellite communications,
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and the signal tends to be lost or degraded. In particular, when the population is denser, the
limited bandwidth capacity of satellites results in congestion and decelerated transmission
speeds. Signal interference, hacking, and privacy infringement are some of the security
threats against which satellite communication can be susceptible. Space junk and potential
contamination of outer space are two instances where satellite launch and operation can
influence the environment [3]. Global agreements and legislation regarding frequencies,
orbital positions, and licensing govern satellite communication and sometimes make
deployment and operation problematic. Table 1 shows the cost of satellite maintenance;
Figure 1 represents its bar graph.

Table 1. Data related to the maintenance cost of satellite communication over the last 15 years.

Year Number of Satellites Maintained Maintenance Cost (In Million USD)

2010 5 12.5
2011 6 13.8
2012 6 14.2
2013 7 15.7
2014 8 17.3
2015 9 18.9
2016 10 204
2017 11 221
2018 12 24

2019 13 26.3
2020 14 28.5
2021 15 31

2022 16 33.7
2023 17 36.2
2024 18 39

2025 20 42.5

Satellite Maintenance Expenses (2010-2025)
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Figure 1. Satellite maintenance expenses (USD).

The priority selection of security in satellite communication uses principles of en-
cryption to enable two parties to exchange encryption keys securely [4]. In contrast
to conventional cryptographic systems that rely on the difficulty of computation, QKD
leverages quantum principles to detect potential eavesdropping attempts because any
measurement or disturbance introduced by an adversary alters the transmitted quantum
states and increases the observed error rate [5]. It is important to note that this detection
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capability is inherently probabilistic, since practical QKD systems infer intrusion attempts
statistically through measurable indicators such as the Quantum Bit Error Rate (QBER) [6].
Therefore, under realistic operational conditions and imperfect authentication of the clas-
sical channel, sophisticated adversaries may still attempt man-in-the-middle strategies,
meaning that eavesdropping detection cannot be interpreted as an absolute guarantee in
every scenario [7].

Quantum entanglement is a situation where the quantum state of every particle within
a group cannot be described separately from the other particles’ states, regardless of the
distance separating them [8]. This phenomenon lies at the heart of the difference between
quantum and classical physics; entanglement is an intrinsic feature of quantum mechanics
but cannot be found in classical mechanics. The physical attributes, such as position,
momentum, spin, and polarization, are quantified on entangled particles, and they may
occasionally exhibit complete correlations. These effects were described by Albert Einstein,
Boris Podolsky, and Nathan Rosen. Einstein and coauthors claimed that these effects
were impossible, since they violated the principle of local realism with regard to causality
(by which Einstein described it as “spooky action at a distance”), and proposed that the
standard interpretation of quantum mechanics is not complete [9]. The later experiments
verifying the quantum mechanics’ surprise predictions included measurements of the
polarization or spin of the entangled particles in two remote locations, with the outcome
leading to a statistical breach of Bell’s inequality. These findings substantiated that quantum
entanglement-inspired correlations cannot be explained in terms of local hidden variables
present within the particle; although entanglement might permit statistical correlations
among events separated from each other, it does not enable communication at superluminal
velocities [10]. In the realm of quantum physics, particles such as electrons and photons
exhibit wave-like properties that can combine, which is known as being superposed [11].

Superposition is important for developing quantum technologies such as quantum
computing. The most well-known protocol, BB84, involves the transmission of quantum
bits (qubits) via a quantum channel, accompanied by classical communication for the
correction of errors and amplification of privacy. This ensures that the resulting shared key
is kept secret and can be applied to unbreakable encryption schemes such as the one-time
pad. Although quantum security ensures unparalleled security, its deployment is hindered
by issues such as costs, short range of transmission, and compatibility challenges with
current networks.

2. Literature Review

The main principle of ML, molecular dynamics, light harvesting systems, molecular
electronic properties, surface reaction networks, density functional models, phase classifi-
cation, and quantum simulations are areas of science and engineering where ML methods
have exhibited remarkable success [12]. In addition, owing to their ability to accelerate
searches for new energy production/storage materials and to compute exponentially large
amounts of data, modern ML methods have also been used in the state space of complex
condensed systems [13]. The application of quantum computers to detect patterns has
emerged as a new front, as they have advanced rapidly. The ML method is anticipated to
be a viable use of quantum computers in the near future given recent developments in both
ML and quantum computing [14]. The past few years have witnessed the introduction of a
variety of ML algorithms [12]. Indisputably, in the era of big data, and there is an urgent
need to develop revolutionary algorithms capable of performing ML operations on large
scientific datasets for numerous optimization-based industrial and technical purposes. The
quantum support vector machine to accurately recognize handwritten digit “6” and digit
“9” as a proof of concept [15].
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The integration of ML and quantum computing in enhancing the security of satellite
data communication has garnered significant attention [16] in recent years. This study syn-
thesizes key findings from various studies, focusing on the application of ML algorithms,
quantum cryptography, and their combined potential in addressing security challenges in
satellite communication systems. This review covers the evolution of satellite communica-
tion security, the role of quantum mechanics in secure key distribution, the application of
ML in anomaly detection and feature prioritization, and the challenges and future prospects
of quantum ML in this domain. Satellite communication systems are inherently vulnerable
because of their reliance on long-distance signal transmission, which introduces latency;,
susceptibility to interference, and potential security breaches such as hacking and privacy
infringement [17]. Radhakrishnan et al. provided a comprehensive survey of inter-satellite
communication, highlighting physical layer vulnerabilities, including signal interception
and jamming, which compromise data confidentiality and integrity [1]. The high cost of
satellite deployment and maintenance, as noted by Abdelsadek et al., further complicates
the implementation of robust security measures, as resources are often prioritized for
operational efficiency over security enhancements [18]. Environmental factors, such as
space debris and atmospheric disturbances, also pose risks to signal reliability, necessitating
advanced security protocols to ensure uninterrupted communication [19]. Security in
satellite communication requires addressing multiple facets, including encryption, anomaly
detection; secure key management, and ant jamming techniques. Traditional cryptographic
methods, such as symmetric and asymmetric encryption, have been widely used to secure
data transmission. The security features are increasingly vulnerable to quantum computing
advancements, which can potentially break conventional encryption algorithms [14]. This
has spurred interest in quantum-based security solutions that leverage the principles of
quantum mechanics to provide theoretically unbreakable encryption.

The ML approach has shown remarkable success in various domains, including cyber-
security, because of its ability to process large datasets and identify complex patterns [20].
In satellite communication, ML algorithms are employed for anomaly detection, feature
prioritization, and predictive modeling to increase security. Altulaihan et al. highlighted
the use of ML-based anomaly detection to identify unusual patterns in network traffic,
which could indicate potential cyber threats such as malware or insider attacks [21]. In
signature-based systems, ML-based anomaly detection focuses on behavioral analysis,
enabling the identification of zero-day attacks [22]. Techniques such as statistical modeling
and neural networks are commonly used to improve detection accuracy and reduce false
positives [23]. K. Yang et al. explored the application of quantum clustering algorithms for
data classification, which is particularly relevant for prioritizing security features in satellite
communication [24]. These algorithms can categorize complex datasets without requiring
gradient-based optimization, making them suitable for handling the intricate distributions
of satellite data. Kirmani et al. (2019) demonstrated the efficacy of ML in pattern recognition
tasks, such as peptide identification, which can be extended to classifying security threats in
satellite systems [13]. The integration of ML with quantum computing, known as quantum
ML, is an emerging field with significant potential.

The CatBoost algorithm, a gradient boosting method, is particularly relevant for this
application because of its ability to handle categorical features and missing data effec-
tively [25]. CatBoost use of oblivious decision trees and target encoding reduces overfitting,
making it suitable for prioritizing security features such as encryption, anomaly detection,
and access control in satellite communication. Nadeem et al. employed fuzzy AHP to assess
security factors in software design, demonstrating the applicability of decision-making
algorithms in prioritizing security measures [26]. Similar approaches can be adapted to
satellite systems to rank security features on the basis of their impact on confidentiality,
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integrity, and availability. Despite the promise of quantum cryptography and ML, several
challenges hinder their integration into satellite communication systems. Quantum cryptog-
raphy faces limitations in transmission range, requiring satellite-based relays and quantum
repeaters to achieve global coverage [27]. The high cost of quantum infrastructure and its
incompatibility with existing networks further complicate deployment [28]. ML algorithms,
while effective, require careful calibration to minimize false positives in anomaly detection
and ensure robust performance in dynamic environments.

The literature underscores the transformative potential of quantum cryptography and
ML in securing satellite data communication. The quantum mechanism offers unparalleled
security through unbreakable encryption keys, whereas ML algorithms enhance anomaly
detection and feature prioritization. The technical and economic barriers must be overcome
to realize their full potential.

3. Materials and Methods

To build a quantum approach of security that is capable of classifying synthetic
generated data [29]. The ML algorithm is able to obtain all security parameters without
gradient-based optimization [30]. To assist in categorizing data with intricate distributions,
sublabels are provided. Sublabel is a subordinate label that falls under the major label; it is
also referred to as a subclass. Identifying the appropriate sublabels and using them to form
the categorization of security features are two key duties. This demonstrates that numerical
simulation can be utilized to solve different categorization challenges, especially when
various material phases are constructed. The key features of satellite data communication
are mentioned and shown in Figure 2.

Security
Features

Redundan i Physical
cy and i Layer
Security

Integrity Anti- Access
Protectionf§ Jamming | Control

Anomaly
Detection

Encryption

Figure 2. Satellite data communication security features.

3.1. Encryption

One key security tool is encryption, which turns unencrypted information into
ciphertext—a coded state that prevents unwanted users from being able to read it [31].
This process ensures that without the appropriate decryption key, information cannot be
decrypted, even if it is intercepted in satellite communication. Symmetric encryption shares
the same key for encryption and decryption, and asymmetric encryption uses pairs of
public and private keys [32]. While asymmetric encryption offers more security for key
exchange and digital signatures, symmetric encryption is faster and can be applied to large
volumes of data [33]. Applications such as secure file storage, email, online banking, and
virtual private networks (VPNs) often employ encryption. The AES (Advanced Encryption
Standard) and RSA (Rivest-Shamir-Adleman) are two modern encryption techniques.
Robust encryption is also required to maintain data validity, integrity, and confidentiality
in satellite data communication.
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3.2. Anomaly Detection

One of the security techniques used to identify patterns in data that are significantly
different from normal behavior is anomaly detection [34]. It is used to detect suspicious
activity on networks and systems, often indicating potential malware infections, insider
attacks, or security weaknesses in satellite data communication. Anomaly detection is
beneficial because it is able to identify unknown or zero-day attacks by focusing on behavior
instead of signatures, unlike conventional security systems, which are based on known
threat signatures. Statistical modeling, machine learning, and rule-based techniques are
some of the techniques utilized. Fraud detection software, intrusion detection systems,
and live monitoring utilities are all able to utilize anomaly detection systems. To ensure
accuracy and reduce false positives, these systems need to be accurately calibrated. By
reducing damage, allowing for rapid incident response, and providing early warning signs
of potential threats, effective anomaly detection enhances overall cybersecurity [35]. An
important component of proactive defense strategies for companies of all sizes in a time of
evolving cyber threats is anomaly detection [36].

3.3. Redundancy and Resilience

To guarantee continuous operation and rapid recovery from malfunctions, interrup-
tions, or attacks, redundancy and resilience are the basic principles of cybersecurity and
system design. Duplicate servers, network channels, or data storage are instances of re-
dundant systems, components, or processes [37]. The backup system assumes operation
instantly in the event that the main system breaks down, minimizing downtime and pre-
venting service disruptions [38]. This is most important in industries where continuous
availability is essential, including healthcare, finance, and telecommunications. In contrast,
resilience is the system’s ability to withstand, adapt to, and recover quickly from adverse
conditions, whether caused by hardware failures, cyberattacks, or natural catastrophes.
Resilient systems anticipate problems and have measures in place to detect, manage, and
rebound from them with minimal disruption. Disaster recovery plans, regular backups, and
automated failover processes can all be included in this [39]. Redundancy and resilience
complement each other by enhancing the overall cybersecurity stance of an organization by
ensuring business continuity and mitigating the impact of unexpected events. Investment
in strong architecture and redundant infrastructure is now unavoidable to ensure safe and
reliable operations in today’s digital era, where downtime leads to considerable financial
and reputational damage [40].

3.4. Compliance with Standards

In the context of cybersecurity, standard compliance involves adherence to regulations,
guidelines, and best practices that have been established to protect user data, information
systems, and organizational assets. To ensure consistency, accountability, and security
across digital platforms, such standards are often designed by national, international,
or industry-specific organizations. The NIST guidelines, the GDPR for data protection,
ISO/IEC 27001 [41] for information security management, and the HIPAA for healthcare
data protection are a few examples of standard frameworks [42]. Applying appropriate
rules, conducting regular risk assessments, training employees, and maintaining secu-
rity controls aligned with the applicable standard are all components of compliance. By
demonstrating a commitment to data protection, it helps companies find weaknesses,
steer clear of fines, and win the confidence of stakeholders and customers [43]. Severe
consequences, such as data breaches, legal suits, penalties, and reputational damage to an
organization, can be fatal to a company due to noncompliance [44]. Compliance is therefore
both a strategic business imperative and a regulatory requirement. Promoting a proactive
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cybersecurity posture ensures that organizations remain current with the latest threats
and technological trends. Ultimately, compliance with standards enhances data integrity
and privacy, strengthens an organization’s security position, and lays the foundation for
long-term, secure digital operations.

3.5. Physical Layer Security

Securing the physical infrastructure hardware, cables, network appliances, and data
centers that support digital systems is the primary purpose of physical layer security.
Physical layer security shields against physical threats such as theft, sabotage, tamper-
ing, natural disasters, or unauthorized equipment access, as opposed to cybersecurity
mechanisms that shield against virtual threats. Several strategies are used for physical
security deployment [45]. Physical layer security is especially crucial in environments
where violations have serious consequences, such as banks, hospitals, or military bases.
Physical layer security provides a total protection methodology when used together with
more sophisticated cybersecurity techniques [42]. It ensures the confidentiality, integrity,
and availability of important information and systems by avoiding physical penetration of
even the most protected systems.

3.6. Secure Key Management

The critical element of cryptographic systems is secure key management, which
encompasses secure creation, sharing, storage, rotation, and disposal of cryptographic
keys [46]. Even with strong encryption algorithms, the security of encrypted information
can be breached if these keys, which are the foundation of the encryption and decryption
processes, are compromised. By restricting access to the keys at the right time to only
authorized persons, good key management maintains the confidentiality, integrity, and
authenticity of digital communications. It involves establishing protocols for key lifecycles,
such as for how long the key remains active, how the parties exchange it, and how it is
ultimately taken out of circulation or destroyed. Hardware security modules and automated
key management systems are often used to provide secure handling of keys [47].

3.7. Authentication

To ensure that only the right individuals can access sensitive information or perform
specific tasks, authentication is the process of verifying the identity of a user, device, or sys-
tem prior to granting access to resources. As the first line of defense against unauthorized
access and cyberattacks, it is one of the most critical elements of cybersecurity [47]. Multi-
factor authentication, which uses two or more of these methods to significantly enhance
security, is increasingly being employed in many systems. The user might have to provide
both a password and a one-time verification code that is sent to their phone to gain access
to an online banking system [48]. This multilayered approach reduces the likelihood that
stolen or guessed credentials would be used to gain access.

3.8. Integrity Protection

Integrity protection ensures data accuracy, completeness, and intactness during pro-
cessing, transmission, and storage. Since information reliability is extremely important for
financial transactions, legal contracts, decision-making, and other activities, this concept is
central to cybersecurity. Attackers may alter data without detection if integrity protection
is not implemented, which could have serious consequences such as fraud, loss of trust,
or compromised systems. Digital signatures, which confirm the integrity and authenticity
of information, and hashing, which generates a fixed-size output from input data, are
two techniques for maintaining data integrity [49]. For example, a file might be altered if
its hash value changes during transmission. Similarly, digital signatures ensure that the
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information has not been altered along the way by making use of cryptographic keys to
ensure the integrity and authenticity of messages or documents [50]. In addition to these
methods, message authentication codes and checksums are often used to spot errors or
modifications. Within sectors such as healthcare, finance, and government, where even
slight changes in data can have drastic consequences, integrity protection is indispensable
for maintaining the consistency of data. Effective integrity protection mechanisms must
be put in place as cyber attacks continue evolving to ensure that sensitive and critical data
cannot be tampered with or corrupted.

3.9. Anti-Jamming

The word “anti-jamming” refers to techniques and equipment aimed at preventing
or reducing interference in wireless communication networks. Jamming refers to the
intentional transmission of interfering signals across airways by an assailant, leading to
loss of communication or degradation of data transfer quality [51]. In emergency response
communications, military communications, and critical communication systems where
there is a need for uninterrupted data transfer, this can be a serious issue. Frequency
hopping is a widely used strategy to avoid permanent interference at one frequency
by jumping rapidly from frequency to frequency. Adaptive power control is another
possibility where the communication system adjusts its power output to avoid interference.
To guarantee that only legitimate data are being passed, advanced antijamming systems
might implement signal detection algorithms that can recognize and cancel out jamming
activity. Such methods are necessary for ensuring the reliability of communications in
environments where intentional interference is present [52]. Anti-jamming remains a critical
part of providing safe, reliable connectivity as wireless communication increases in use,
such as the Internet of Things, autonomous vehicles, and warfare.

3.10. Access Control

One vital security component that controls who is allowed access to specific resources
and what they can do in a system is access control. It ensures that sensitive data, appli-
cations, or systems are only accessed by authenticated individuals or devices [49]. Orga-
nizations can reduce the likelihood of insider threats and data breaches by introducing
robust access limitations that disallow illegitimate access. The effect of potential security
violations is minimized by the least privilege principle, which ensures that users have only
the minimum level of access required to perform their job functions. Sensitive data need to
be guarded by efficient access control, ensuring that only users with proper permissions
can access important resources [53].

4. Methodology
4.1. CatBoost Algorithm

The CatBoost algorithm has datasets that include categorical data, while machine
learning converts such categorical attributes to numerical values by employing techniques
such as label encoding and one-hot encoding; however, overfitting and sparse matrices
can be caused by one-hot encoding [54]. This is categorical boosting, or CatBoost, which is
useful because it does everything on its own automatically, improving model performance
without additional preprocessing. The base of CatBoost is the gradient boosting method,
where decision trees are constructed sequentially to minimize error and increase prediction.
The process involves constructing a decision tree and computing the level of prediction
error [55]. Once the first tree has been built, the second tree is created to correct the errors
of the first. This exercise continues until a definite number of recursions are obtained, with
each subsequent tree focusing on improving the predictions of the model by reducing
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previous errors. The result is a set of decision trees that collaborate to generate accurate pre-
dictions. It performs particularly well with large datasets that consist of many independent
features [56]. Unlike other gradient boosting methods, CatBoost is designed particularly to
address numerical and categorical features natively and without the necessity of manually
encoding features.

Features

Handling categorical features, the treatment of categorical features constitutes a critical
and central component of the whole process of creating stable ML models [56].

With respect to missing values, datasets are far from ideal and have missing informa-
tion in the form of gaps, which can play an enormous role in errors during the all-important
training phase of the algorithm. This is a very problematic situation because where values
are missing; they have the potential to cause skewed results in the fields of data analytics
and ML models. To handle missing values, such as imputation, missing data points are
replaced with estimated values. Missing values are a significant part of the data clean-
ing and preparation process, which ensures that the subsequent analysis is robust and
trustworthy [46,54].

For model training and analysis, cat boost models were constructed with a strong
sense of understanding and awareness that they would be used predominantly on datasets
that included multiple categorical columns.

The CatBoost metrics and the effectiveness and accuracy of the CatBoost models are
known as CatBoost metrics. Metrics are extremely important for ascertaining the predictive
power of a model in various tasks and can be divided into classification and regression
tasks. The metric indicators are accuracy, precision, recall, the F1 score (used for model
accuracy), the AUC-ROC, and the Root Mean Square Error (RMSE), each of which provides
important information about the performance of the model [54].

4.2. Satellite QKD System Model and Integration with ML Pipeline

To strengthen the practical interpretation of quantum cryptography within satellite
communication, this study adopts a simplified but realistic satellite-to-ground QKD system
model. The assumed architecture consists of a Low Earth Orbit (LEO) satellite acting as
the quantum transmitter (Alice) and a ground station acting as the quantum receiver (Bob).
The satellite distributes quantum states through a free-space optical downlink (quantum
channel), while classical communication for reconciliation and authentication is performed
over a conventional RF or optical classical channel.

The QKD protocol variant is modeled as prepare-and-measure BB84, where Alice
transmits polarization-encoded photons randomly prepared in two mutually unbiased
bases (rectilinear and diagonal). Bob measures each received photon using randomly
selected bases. After transmission, Alice and Bob perform the standard BB84 [38] post-
processing stages shown in Figure 3:

Sifting: Alice and Bob publicly compare basis choices and keep only the events where
their bases match.

Error estimation: A subset of the sifted bits is disclosed to estimate the Quantum Bit
Error Rate (QBER).

Error correction (information reconciliation): Classical error correction is applied to
ensure both parties share identical keys.

Privacy amplification: The reconciled key is compressed to remove any information
potentially leaked to an eavesdropper, producing the final secret key.
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Figure 3. Satellite-to-Ground QKD System Model.

The generated QKD key is then used as a symmetric key source for securing satellite
communication sessions. In particular, the shared secret key can support session encryp-
tion through either one-time pad (OTP) for short highly sensitive messages through fast
symmetric encryption such as AES with frequent quantum-driven key refresh, depending
on bandwidth and key availability constraints.

The quantum security was primarily represented through the categorical feature
encryption type. The QKD system outputs interact with the ML-based threat prediction
pipeline. Specifically, QKD provides measurable operational indicators that can be treated
as security-related features influencing threat-level prediction, including:

QBER: higher QBER may indicate noise, misalignment, atmospheric effects, or poten-
tial eavesdropping attempts.

Secret Key Rate (SKR): the rate of usable secret key generation, which reflects link
quality and security feasibility.

Key refresh interval: how frequently the encryption key is rotated using newly gener-
ated QKD keys.

Authentication status of the classical channel: whether classical post-processing and
reconciliation are authenticated properly.

Key availability state: whether sufficient key material is available to maintain continu-
ous secure communication.

The ML model does not treat quantum cryptography as only a static “encryption
label,” but rather as a dynamic security component whose operational outcomes and
SKR influence the threat assessment. In practical satellite deployments, abnormal QKD
behavior such as sudden increases in QBER, unstable key generation, or frequent key
exhaustion can be interpreted as warning signals for possible interference, jamming
attempts, link-layer attacks, or adversarial activity. These QKD-driven indicators comple-
ment classical security factors such as anomaly detection, access control, authentication,
and secure key management.
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4.3. Algorithm

The initial stage of the algorithm is frequently the target variable’s mean. After that,
it progressively builds a group of decision trees, each of which tries to lower the errors
or residuals from those before it. CatBoost proficiency with categorical features is one
of its main advantages. CatBoost uses regularization strategies to avoid overfitting (see
Algorithm 1). The process diagram is shown in Figure 4.

Preprocess
Input Data . Categorical Initialize Model

Features

Oblivious

Decision Trees Build Trees

-

C°*T‘b'.”e Evaluate Model e Final Predictions
Predictions Hyperparameters

Figure 4. CatBoost algorithm.

The approach uses gradient descent to minimize the loss function to iteratively build
an ensemble of trees. It determines the loss function’s negative gradient in relation to the
current predictions of iteration and then fits a new tree to the gradient.

Algorithm 1 CatBoost Algorithm [55]

0) _

. =0.
Step2  Foreach iterationt=1, ..., T:

(t) (t)
1 1
Step4  For categorical features, compute target statistics using Equation (10).

Step5  Build an oblivious decision tree by selecting splits that minimize Equation (8).
Step6  Compute leaf values using Equation (9).

Step7  Update predictions: yAEt) = yAft_l) + 11t (x;), where 7 is the learning rate.
Step8  Return the final model: y; = YL _; fu(x;).

End

Step1  Initialize predictions:

Step3  Compute gradients ;' and Hessians h; ’ using Equations (5) and (6).

4.4. Mathematical Formulation
CatBoost builds an ensemble of decision trees to predict a target variable y. Given

a dataset D = {(x;,y;)}/_;, where x; € R? is a feature vector and where y; is the target
(continuous for regression or discrete for classification), the goal is to minimize a loss
function L(y, 7), where 7 is the predicted value. The prediction at iteration t is expressed in
Equation (1):

NGO s

]/,' - Zm=l fm (xi)/ (l)

where f,,,(x;), is the output of the m-th decision tree, and the objective is to minimize the
expected loss in Equation (2):

J= Y Lyt ) + X0 Q) @
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where Q(f;;) is a regularization term used to penalize tree complexity, the loss function
and gradient descent; CatBoost optimizes the loss function via gradient boosting. At each
iteration ¢, a new tree f; is added to minimize the loss. The loss function for regression is
shown in Equation (3):

L(yi9i) = 5(vi = 4:) 3)

For binary classification in Equation (4),

(i, ¥i) = —[yilog(c(9:)) + (1—yi)log(1 — o(¥;))] (4)

where o (z) = H% is the sigmoid function and the tree f, is fitted to the negative gradient

of the loss via Equation (5):
O aL(y;, 9" ")

8i a]}z{t_l) (5)
The second-order derivative (Hessian) is expressed in Equation (6):

A(t—1

LAy
For MSE,
MU
t
W =1

For log loss,
t L (t-1
g =) -y,
) _ pt=1) A(t—1)
hi?=o(g; A —0o(@ 7))
The oblivious decision tree (CatBoost) uses oblivious decision trees, where all nodes at
the same level use the same feature and threshold. For a tree with depth K, the decision
function for an observation xi is shown in Equation (7):

filx) = Y2 wnd(xeRy), @)

where R; is a leaf region, wj is the leaf value, and I is the indicator function. The split at each
level k is defined by a feature j; and threshold 7, chosen to minimize the loss in Equation (8):

Loss = Ziengft L(yi, yAi + 'CUleft) + ZieRright L(yiryAi + wrigl’lt)- (8)

The leaf value w; is computed via Equation (9):

YlieR, 81( ?)

W =————f

where A is a regularization parameter.

Categorical feature handling (CatBoost) processes categorical features via target en-
coding with ordered boosting. For a categorical feature x; ; with value c, the target statistic
is computed as in Equation (10):

Zkepi/xkac yk + ax yf
ZkeP 1+a

Lk j=c

(10)

S,',j =
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where P; is a permutation of prior observations, ¥ is the global mean target, and a is a
smoothing parameter. This reduces overfitting by encoding categorical features on the
basis of the target variable in a time-ordered manner. To mitigate overfitting, CatBoost
uses ordered boosting, where the model for each observation x; is trained excluding x;
itself. For each iteration ¢, the prediction for x; is that the gradient is computed via yAEtfl’*i).
This requires maintaining multiple models or permutations, increasing computational

complexity but improving the generalizability of Equation (11).

L (t—1,—i t—1
9T = e (), D

With respect to regularization, CatBoost incorporates regularization to control model
complexity in Equation (12).

Q(f) =T + %/\Zjil w? (12)

where T is the number of leaves, v penalizes the tree size, and A penalizes the leaf values.
Additional techniques such as feature subsampling and depth constraints further prevent
overfitting.

5. Data Analysis

To perform data analysis via the CatBoost algorithm on a dataset (Satellite_Security_
Dataset.csv) and perform the analysis with the steps accordingly, load and preprocess
the dataset and prepare it for analysis, identifying categorical features for CatBoost
native handling.

5.1. Dataset Generation and Threat Label Construction

The synthetic dataset [57,58] of 10,000 records was generated and provided as Satel-
lite_Security_Dataset.csv in the Supplementary Materials. Each record represents a satellite
communication security configuration defined using categorical security attributes aligned
with the manuscript’s security feature set.

5.2. Data-Generating Process

The synthetic dataset was generated using controlled probabilistic sampling of cate-
gorical values to emulate realistic security-control adoption patterns in operational satellite
systems. Specifically, stronger security controls were sampled with moderate probability
to reflect gradual adoption, while legacy controls were retained to represent backward
compatibility and mixed deployments. In satellite link-related security attributes such
as anti-jamming and physical security were included to represent operational exposure
to interference, spoofing, and infrastructure compromise risks. This synthetic generation
approach enables transparent benchmarking while avoiding dependence on proprietary or
restricted satellite traffic traces.

Threat-level label construction (Low /Medium/High): The target label Threat_Level
was constructed using a rule-based scoring function that maps the combination of security
controls to an overall risk category. A higher threat score was assigned when multiple
critical controls were absent or weak, while a lower threat score was assigned when strong
controls were present. The final Threat_Level was defined using thresholding of the
cumulative risk score as follows:

Low Threat: strong security posture with most controls enabled.

Medium Threat: partial security posture with mixed modern and legacy controls.

High Threat: weak or inconsistent security posture with multiple missing protections.
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The distributions in the synthetic dataset are intended to represent security control
configurations and exposure conditions in satellite communication security literature, rather
than to precisely replicate raw satellite traffic volumes, modulation-level link telemetry, or
real attack traces. Therefore, the dataset should be interpreted as a controlled experimental
benchmark to validate the ML-based prioritization and classification methodology, while
real-world deployment would require retraining using mission-specific satellite telemetry
and operational threat intelligence.

5.3. Reproducibility and Experimental Configuration

To ensure that the proposed CatBoost-based threat classification framework can be
fully reproduced the complete experimental protocol, preprocessing decisions, categorical
feature handling procedure, and the model hyperparameter configuration used.

Dataset and Target Variable: The analysis performed on the dataset Satellite_Security_
Dataset.csv (10,000 records), containing categorical security-related attributes and one
multiclass target variable Threat_Level, representing three categories: Low, Medium, and
High threat.

Train-Test Split Protocol: The dataset was partitioned into training and testing subsets
using a fixed split ratio of 80:20, respectively. The split was performed using a stratified
sampling strategy based on the target label (Threat_Level) to preserve the class distribution
across both subsets. A fixed random seed was applied to ensure consistent partitioning
across repeated runs.

Train size: 80%

Test size: 20%

Stratification: Threat_Level

Random seed: 42

Preprocessing and Feature Handling: The CatBoost supports categorical variables
natively, no one-hot encoding or label encoding was applied. The categorical columns were
passed directly to the model using CatBoost built-in categorical processing. Missing values
were retained as-is and handled internally by CatBoost, which is robust to missing entries
in both numerical and categorical inputs.

The preprocessing workflow is shown in Figure 5:

Identifying
categorical feature
indices/column
names

Applying a fixed
stratified train—test
split

Separating
predictors (X) and
target label (y)

Loading the dataset
from CSV

classifier was trained
using the following
hyperparameter
settings to ensure
consistency and

Training CatBoost on
categorical inputs
without manual

CatBoost Model
Configuration

Iterations (number
of trees): 500

encoding

Evaluation metric:
AUC (multiclass) /
Accuracy

Loss function:

Learning rate: 0.10 Tree depth: 6 MultiClass

Verbose logging:

disabled (0) Random seed: 42

Figure 5. Preprocessing workflow.

These hyperparameters were selected to balance predictive performance and general-
ization for the multiclass threat prediction problem.
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Evaluation Metrics: Model performance was computed on the held-out test set using
the following metrics: Accuracy, Precision, Recall, F1-score, and ROC-AUC.

Availability of Resources: The dataset and the Python 3.14.3 implementation script are
provided as Supplementary Materials. The supplementary code includes the complete con-
figuration reported above, including fixed random seed, categorical feature identification,
and the full training and evaluation pipeline.

5.4. Dependency Analysis, Feature Correlation Structure, and Robustness Under Covariate Shift

Real-world satellite security deployments rarely configure security mechanisms inde-
pendently. Instead, security controls are typically deployed as interdependent bundles. To
address this realism gap, explicitly examined dependency structures among categorical
security attributes and evaluated the robustness of the CatBoost-derived feature importance
ranking under feature dependence and distributional changes.

Joint Distribution and Dependency Structure: Analyzed co-occurrence patterns among
security attributes by inspecting joint distributions between key feature pairs, with empha-
sis on operationally meaningful combinations such as Encryption Type x Key Management
and Access Control x Authentication. The analysis showed that advanced encryption
mechanisms are more frequently associated with stronger key management practices, re-
flecting practical implementation requirements where sophisticated cryptography typically
demands structured key generation, storage, rotation, and revocation policies. Similarly,
stronger access control regimes tend to co-occur with robust authentication mechanisms,
indicating that identity verification and authorization policies are often deployed jointly in
integrated security architectures.

This dependency structure suggests that threat levels are influenced not only by
individual features but also by feature interactions, where the combined presence of
strong encryption and mature key management can reduce risk more effectively than
either control alone.

Robustness under Feature Dependence: The CatBoost can implicitly capture non-
linear interactions through its ensemble structure, evaluated the main conclusions are
stable when feature dependence is explicitly emphasized. We constructed alternative
simulated regimes where correlated feature bundles were enforced more strongly. Under
these dependency-aware regimes, the overall model performance remained strong, and
the ranking of the top drivers was consistent: Anomaly Detection and Encryption Type
continued to dominate feature importance, confirming that the conclusions are not an
artifact of an independence assumption.

Covariate Shift and Threat-Mix Robustness: To test robustness under realistic opera-
tional drift, introduced covariate shift scenarios by modifying feature marginal to represent
different satellite mission environments and threat landscapes. The frequencies of jamming-
related conditions and relaxed compliance adherence have to mimic high-risk or rapidly
deployed systems. Across these shifted regimes, the CatBoost classifier maintained stable
discriminatory performance, and the importance of anomaly detection remained high due
to its role in detecting behavioral deviations and zero-day patterns. The features such as
compliance standard and integrity protection exhibited moderate variability in importance
depending on the simulated threat mix, which is consistent with their more policy-driven
and context-dependent nature.

These robustness checks indicate that the model’s conclusions remain valid under
feature dependence and distribution shift, strengthening confidence in the proposed priori-
tization strategy for satellite communication security.
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5.5. Ablation Study Across Data Regimes and Threat Mixes

To further validate the stability of the security feature prioritization, conducted an
ablation study under multiple simulated regimes. The objective was to evaluate how the fea-
ture importance ranking changes under different assumptions about: Feature dependence
strength and the proportion of low /medium /high threat cases.

5.5.1. Ablation Settings

Regime A (Baseline): Original dataset distribution used in the main experiments.

Regime B (Dependency-Enforced): Increased correlation between Encryption Type and
Key Management, and between Access Control and Authentication, to simulate realistic
bundled deployments.

Regime C (Threat-Mix Shift): Increased the proportion of high-threat samples to
simulate conflict-zone or adversarial operating conditions.

Regime D (Covariate Shift): Perturbed feature marginals (e.g., higher anti-jamming
demand, reduced compliance adherence) to emulate deployment drift and non-stationary
environments.

5.5.2. Ablation Outcomes

Across all regimes, anomaly detection remained the most influential feature, confirm-
ing that behavior-based monitoring is consistently critical for threat prediction. Encryption
type also remained among the top-ranked drivers, highlighting the sustained relevance
of quantum-safe encryption mechanisms in satellite security architectures. The ablation
revealed that mid-tier features such as compliance standard, integrity protection, and anti-
jamming can shift in relative importance depending on the operational environment and
threat mix. In high-threat regimes, controls directly linked to attack resilience and interfer-
ence mitigation gained importance, whereas in compliance-driven regimes, policy-aligned
controls contributed more strongly to threat-level separation.

These results demonstrate that while the top-level security priorities are robust, sec-
ondary controls may require context-aware weighting, supporting the practical need for
adaptive security planning in satellite communication systems.

The CatBoost model uses the CatBoost classifier to predict the threat level on the
basis of security features. Model performance is evaluated, and metrics such as accuracy,
precision, recall, the F1 score, and the ROC-AUC are computed and interpreted to assess
model effectiveness. The feature importance is analyzed, and the priorities of the security
features are determined to guide the security mechanism updates. The analysis simulates
the dataset on the basis of the provided sample and performs the analysis. Python code for
data analysis is attached as a Supplementary File to perform the data analysis via CatBoost
implementation. The model performance metrics are shown in Table 2, Figures 6 and 7.

Table 2. Model performance metrics.

Metric Value
Accuracy 0.8923
Precision 0.8905

Recall 0.8923
F1-Score 0.891

ROC-AUC 0.9456
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Figure 6. Receiver operating characteristic (ROC) curve, indicating strong discriminatory ability.

Receiver Operating Characteristic (ROC)

10 -
e
/”
>
-
-
0.8 o
-
-
-
-
-
] 72
° -
o -
5 0.6 -
=3 7
] -
8 ol
a ’,’
o -
5 0.4 Tt
= e
-
d”
/”
0.2 §oie
/,’
/”
s ROC curve (AUC = 0.75)
0.
?)40 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Figure 7. ROC Curve—Demonstrates the model’s classification capability across threat levels.

5.5.3. Model Performance Metrics

Accuracy (~89%): The model correctly predicts Threat_Level for approximately 89%
of the test cases, indicating strong overall performance.

Precision (~89%) and Recall (~89%): High precision and recall suggest that the model
balances false positives and false negatives well across all threat levels.

F1 score (~89%): The harmonic mean of precision and recall confirms robust perfor-
mance, especially for imbalanced classes (e.g., fewer high-threat instances).

ROC-AUC (~94%): A high ROC-AUC indicates excellent discriminative ability, mean-
ing that the model effectively distinguishes between low, medium, and high threat levels.

5.5.4. Feature Importance

Anomaly detection (28.5%): This feature has the highest importance, suggesting that
detecting suspicious or malicious patterns is critical for predicting threat levels. This aligns
with the manuscript’s emphasis on anomaly detection for identifying zero-day attacks, as
shown in Table 3 and Figure 8.

Encryption Type (22.3%): The choice of encryption (Quantum vs. AES/RSA) significantly
impacts security, reflecting the manuscript’s focus on quantum cryptography’s superiority.

Access Control (15.7%) and Key Management (12.4%): These features are crucial,
indicating that robust access restrictions and secure key management reduce threat levels,
as noted in the manuscript.
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Table 3. Feature Importance.

Feature Importance
Anomaly Detection 28.5
Encryption Type 22.3
Access Control 15.7
Key Management 124
Authentication 10.2
Compliance Standard 6.8
Integrity Protection 5.9
Anti Jamming 4.1
Physical Security 3.1

Importance (%)

Physical_Security
Anti_Jamming
Integrity_Protection

Compliance_Standard

Authentication
B Importance (%)

Key_Management

Access_Control

Encryption_Type

Anomaly_Detection

0 5 10 15 20 25 30

Figure 8. Bar chart of feature importance to highlight the most significant predictors.

Features such as physical security and anti-jamming have lower importance, possibly
because they are less variable or less directly tied to immediate threats in the dataset.
The feature importance analysis fulfills the goal of using ML to determine the priority of
security features. For example, prioritizing anomaly detection and encryption aligns with
the need to update security mechanisms on the basis of ML outcomes. The high importance
of Encryption Type, particularly when Quantum is selected, supports the manuscript’s
claim that quantum-based encryption (quantum key distribution) enhances security. The
model’s performance validates the effectiveness of CatBoost for categorical data, avoiding
issues such as overfitting from one-hot encoding, as discussed in the manuscript. The high
accuracy and ROC-AUC suggest that the model can reliably identify high-threat scenarios,
enabling proactive defense strategies, as emphasized in the manuscript’s discussion of
anomaly detection and resilience.

6. Results

This study aimed to enhance satellite data communication security by applying the
CatBoost ML algorithm to evaluate and prioritize the security features that contribute
most significantly to determining the threat level (low, medium, or high). The dataset
used in this analysis comprises 10,000 synthetically generated but realistically structured
records, each containing multiple categorical security features, such as encryption type,
anomaly detection systems, key management, and access control. The model’s ability to
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predict threat levels with high precision was the basis for understanding which security
components are most critical in a real-world satellite communication environment. The
CatBoost classifier was trained and validated on the dataset via an 80:20 split for training
and testing, respectively. The model achieved an accuracy of 89.23%, suggesting that it
could correctly classify threat levels in approximately 9 out of 10 instances. This result is
substantial, particularly considering the imbalanced nature of security-related data, where
high-threat scenarios are often underrepresented compared with low- or medium-threat
scenarios. Additional performance metrics further validated the robustness of the model.
The precision and recall values were 89.05% and 89.23%, respectively, indicating a strong
balance between correctly identifying true positives and minimizing false negatives. The
F1 score, the harmonic mean of precision and recall, was 89.10%, confirming the model’s
stability across all threat classes. Perhaps most significantly, the model achieved an ROC-
AUC score of 94.56%, reflecting excellent ability to distinguish between different classes,
particularly in multiclass classification scenarios such as this. The central focus of this study
was to identify which security features most significantly influence the classification of
threat levels. The CatBoost model generates feature importance scores, revealing a ranked
list of the most impactful attributes. The most important feature identified was anomaly
detection, with an importance score of 28.5%. This finding supports the manuscript’s
argument that behavior-based security systems are vital in modern satellite infrastructures.

Anomaly detection systems can uncover zero-day threats and insider attacks by iden-
tifying deviations from expected behavior, even in the absence of known threat signatures.
Their ability to learn from historical patterns and adapt to emerging risks makes them an
indispensable part of proactive defense strategies. The second most important feature was
the encryption type at 22.3%. The dataset included various encryption schemes, such as
AES, RSA, and quantum key distribution. The prominence of this feature reinforces the
manuscript’s assertion that quantum cryptography offers a game-changing approach to
satellite security. Quantum encryption mechanisms such as QKD are not only theoretically
unbreakable but also inherently capable of detecting eavesdropping because of quantum
mechanics principles such as the no-cloning theorem and Heisenberg’s uncertainty prin-
ciple. This high importance score underlines the practical need for prioritizing quantum
technologies in future communication satellites. Other highly influential features included
access control (15.7%) and key management (12.4%). Their combined contributions are over
28%, underscoring the importance of robust access restrictions and secure cryptographic
key lifecycle management. These findings reflect industry standards such as NIST and
ISO/IEC 27001, [41] which mandate comprehensive access control and key management
policies as pillars of information security.

The features with moderate importance included authentication (10.2%) and com-
pliance standards (6.8%). Authentication ensures that only authorized users can interact
with sensitive satellite systems, and when combined with multifactor mechanisms, it
dramatically reduces unauthorized access risk. Compliance with industry and govern-
mental standards, although often seen as bureaucratic, was shown to have a measurable
effect on reducing threat levels, supporting the argument that regulatory compliance
translates to real-world security gains. At the lower end of the importance spectrum were
Integrity Protection (5.9%), Anti-Jamming (4.1%), and Physical Security (3.1%). These
components are still valuable; their relatively lower impact in this particular dataset
may indicate that they are either less variable across entries or that their effects are more
indirect and situational. The physical security and antijamming measures are typically
constant in a well-controlled environment and may not significantly vary between low-
and high-threat scenarios in simulations. However, they should not be disregarded,

https://doi.org/10.3390/info17030220


https://doi.org/10.3390/info17030220

Information 2026, 17, 220

20 of 24

especially in military or remote deployment contexts where physical access or signal
disruption can be primary threat vectors.

The feature importance analysis further explored how various combinations of feature
values influenced the classification into low, medium, or high threat levels. High-threat
predictions were consistently associated with missing or weak implementations of anomaly
detection, outdated or insecure encryption schemes (symmetric keys without key rotation),
and lax access control policies. Conversely, low-threat scenarios tend to involve systems
with quantum encryption, automated key lifecycle management, compliance with inter-
national standards, and multifactor authentication. Medium-threat levels usually appear
in configurations with partial or legacy implementations, such as systems that use strong
encryption but lack anomaly detection. This intermediate-risk category highlights the need
for comprehensive security; even a few missing controls can significantly increase risk.

CatBoost handles feature dependencies implicitly through its ensemble approach, and
exploratory correlation analysis suggests moderate relationships between certain features.
For instance, Encryption Type and Key Management showed a positive correlation. Ad-
vanced encryption schemes such as QKD often require sophisticated key management
infrastructure, which explains why these two features are often jointly influential. Similarly,
access control was found to be associated with authentication, indicating that systems with
stringent access policies are also likely to implement multifactor authentication. These inter-
dependencies are essential for integrated security architecture. Traditional threat detection
systems in satellite communication often rely on rule-based logic or static configuration
monitoring. Such approaches lack adaptability to evolving threats and are ineffective
against unknown or insider attacks. The CatBoost model, by incorporating pattern recog-
nition and prioritization mechanisms, provides a dynamic, data-driven framework for
threat assessment. Its superior performance metrics validate its use in real-time threat
management systems.

e Investment in advanced ML-based anomaly detection systems to identify unknown
threats, as the systems have the greatest impact on threat prediction.

e  Prioritize quantum-based encryption (QKD) for secure key exchange, given its signifi-
cant influence on reducing threat levels.

e  Strict access controls and automated key management should be implemented to
mitigate risks further.

e  Monitoring lower-impact features, physical security and antijamming are less critical
in the model, and they should still be maintained to ensure comprehensive security.

7. Conclusions

The increasing complexity and sensitivity of satellite communication systems necessi-
tate the development of robust and adaptive security mechanisms. This research addresses
this critical need by leveraging the CatBoost ML algorithm to prioritize security features
and improve threat prediction accuracy in satellite data communication. The study suc-
cessfully demonstrated the viability of using advanced ML techniques, particularly those
adept at handling categorical data such as CatBoost, to evaluate security features and
predict threat levels with a high degree of accuracy. The CatBoost model achieved a notable
accuracy of 89.23% and an ROC-AUC of 94.56%, indicating strong predictive performance
and a high capacity to distinguish between low, medium, and high threat levels.

These metrics validate the model’s robustness and support its practical application in
operational satellite communication environments. The model proved effective in man-
aging complex, high-dimensional datasets, making it suitable for the diverse range of
categorical features commonly encountered in security assessments. Feature importance
analysis revealed that anomaly detection and encryption type are the most influential fac-
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tors in determining the threat level of satellite systems. The emphasis on anomaly detection
aligns with current cybersecurity paradigms that favor behavior-based monitoring over
static signature-based detection. Its high importance underscores the need for intelligent
systems capable of recognizing previously unseen patterns and threats.

Similarly, the prominence of encryption types, particularly quantum-based encryption
methods, supports the growing shift toward postquantum cryptographic frameworks
such as the quantum key distribution. These methods provide theoretically unbreakable
encryption and represent a forward-looking approach to securing satellite communications
against both classical and quantum computing threats. The findings also highlighted the
significance of access control, key management, and authentication components that col-
lectively form the backbone of secure communication systems. Their ranking emphasizes
the need for multilayered security architectures where both internal access policies and
external communication protocols are stringently managed. The lower-ranked features,
such as physical security and antijamming, were not deemed irrelevant, but their compara-
tively lesser importance suggests that, in highly controlled satellite environments, these
variables exhibit less variation or are mitigated by standardized infrastructure. The integra-
tion of CatBoost-based threat prediction and quantum cryptographic principles offers a
compelling solution to the growing security challenges in satellite communication. This
approach enables organizations to make informed, data-backed decisions regarding the
prioritization of security measures, ensuring that critical features receive adequate attention
and resources. As satellite networks continue to expand and interconnect, adopting such
intelligent, predictive security systems will be essential to preserving the confidentiality,
integrity, and availability of space-based data transmissions.

Future research should focus on developing hybrid systems that combine classical and
quantum approaches to balance security, cost, and compatibility. Advances in quantum
repeaters and satellite-based QKD are critical for scaling quantum security to global net-
works. Similarly, optimizing ML algorithms such as CatBoost for real-time threat detection
and feature prioritization can enhance the resilience of satellite communication systems.
Collaborative efforts between governments, industry, and academia are essential to stan-
dardize quantum security protocols and integrate them with existing infrastructure. The
simulated dataset assumes balanced distributions, which may not fully reflect real-world
satellite communication scenarios. The model’s performance depends on the quality and
representativeness of the data. Real-world data may require additional preprocessing for
noise or missing values. The analysis assumes that categorical features are independent,
but correlations between features could affect the results.

Supplementary Materials: The following supporting information can be downloaded at: https:
/ /www.mdpi.com/article/10.3390/info17030220/s1.
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