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Abstract: In the practical Continuous Variable Quantum Key Distribution (CVQKD) system, there
is a large gap between the ideal theoretical model and the actual physical system. There are still
some inevitable flaws, which give quantum hackers the opportunity to manipulate the channel in
complex communication environments and launch Denial of Service attacks on the quantum channel.
Therefore, a DoS attack-aware defense scheme for the CVQKD system based on convolutional neural
networks (CNN) is proposed. The simulation results show that the proposed model can effectively
detect DoS attacks launched by quantum hackers in CVQKD system in a complex communication
environment, and the model has strong robustness due to the addition of the attention mechanism
module. In addition, multiple sets of comparative experiments show that compared with the existing
artificial neural network model, the CNN-based model has higher accuracy and stability.

Keywords: continuous variable quantum key distribution; denial-of-service attacks; deep learning
model; attention mechanism

MSC: 81P9%4; 81P45

1. Introduction

In recent years, it has been observed that quantum key distribution (QKD) exhibits
excellent information-theoretical security, and is employed for the secure transmission
of cryptographic keys between authorized sender (Alice) and receiver (Bob). QKD is
not derived from mathematical principles but is based on fundamental laws of quan-
tum physics [1]. The theoretical unconditional security of QKD is guaranteed by the
Heisenberg uncertainty principle [2] and the no-cloning principle of quantum states [3],
which also ensures the detectability of Eve. Currently, discrete-variable (DV)QKD [4] and
continuous-variable (CV)QKD [5-7] are the two main models of QKD systems. Compared
to the DVQKD system, the CVQKD system has many advantages, such as its ease of
implementation, compatibility with existing optical communication systems, and better
application prospects.

The Gaussian Modulated Coherent State (GMCS) protocol is currently one of the most
mature Continuous Variable Quantum Key Distribution (CVQKD) protocols. The system
based on the GMCS protocol has the characteristics of classical light field, convenient
preparation, and long-distance secure transmission, which can better meet the application
requirements [8,9]. In addition, theoretically, continuous variable quantum key distribution
has been proven to be secure against arbitrary collective attacks [10-12]. However, due to
the difference between the idealized theoretical model and the actual physical system, Eve
exploits the existing practical security loopholes to launch attacks on the CVQKD system
or protocol, such as wavelength attack [13], calibration attack [14], local oscillator intensity
(ILO) attack [15], and saturation attack [16]. Fortunately, a large number of researchers
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have proposed corresponding defense measures against possible attack strategies [17-20].
Moreover, in recent years, researchers have found that machine learning technology has
significant advantages as a detection method in practical CVQKD systems. D. Huang and
S. Liu summarized the work of using machine learning as an attack and defense detection
method in CVQKD systems in recent years [21]. It is also mentioned that researchers now
use machine learning to reduce the complexity of CVQKD systems to a certain extent
while improving performance and ensuring system security. Furthermore, it is believed
that neural network-based solutions require very few additional devices and can be easily
implemented in practical CVQKD systems.

In fiber-based CVQKD systems, the transmittance is usually considered a constant
and plays an important role in the subsequent parameter estimation process. In prac-
tical communication, the channel transmittance is highly likely to be controlled by Eve.
By slightly changing the channel transmittance, Eve can cause significant parameter esti-
mation errors in the subsequent process. As a result, the secure key rate is underestimated,
then the estimated secure transmission distance could be reduced significantly, and the
secure channel is insecure. Ultimately, communication interruption will be caused. This
attack is similar in performance to denial-of-service attacks in classical channel communica-
tion. Y.Li et al. proposed a denial-of-service (DoS) attack strategy targeting the parameter
estimation method in the communication process [22]. Dai et al. proposed a detection
method based on the spectral estimation method, which effectively detected the low-rate
denial-of-service (LDoS) attacks in CVQKD systems [23]. However, in practical implemen-
tations, the transmission of legitimate optical signals and the presence of real detectors and
electronic components introduce inherent fluctuations, which pose challenges for accurate
estimation. To address these challenges, Alice and Bob have to engage in multiple iterative
computations to achieve precise estimation. Moreover, the estimation process usually
occurs after the completion of the key transmission. In the unfortunate event of detecting
an attack, the entire key data must be discarded, leading to substantial time and resource
wastage. Hence, an efficient quantum denial-of-service (DoS) attack defense solution is
needed to effectively resist such attacks.

This paper proposes an efficient detection scheme based on deep learning to detect
DoS attacks targeting the parameter estimation method in CVQKD. The typical charac-
teristics of two kinds of DoS attacks are studied, and the changes in these characteristics
under attack are analyzed by referring to the normal state of not being attacked. A set of
feature vectors labeled by different DoS attack types are constructed to train the neural
network, and the data are preprocessed and input into the proposed neural network model.
The trained neural network model can automatically detect abnormal feature vectors and
classify them. Thus, a DoS attack detection model has been established, capable of recog-
nizing DoS attacks launched by Eve, solely by employing a single forward propagation
computation process. Bob can input the received keys into the model sequentially, and in
the event of detecting any anomalous data, the transmission process will be immediately
terminated. Consequently, Bob is alleviated from the need to wait for the completion of
the key transmission process before assessing the system’s vulnerability to attacks, which
will greatly improve the efficiency of the system. Using the proposed detection model,
the corresponding experiments and simulations are carried out on the CVQKD system
based on Gaussian modulation.

2. Principle
2.1. GMCS CVQKD System Description

In the ideal condition of GMCS-CVQKD modulation protocol, the sender Alice sends
the eigenstate of the complementary observation quantities X4 and Z,4 following zero-
center Gaussian distribution with a variance of V4 Nj to the receiver node Bob, and Bob
adaptively performs one of the regular measurements with the null difference detection
system. After several rounds of exchange, Alice and Bob will share a series of relative
Gaussian variables and gain the key with further post-processing approaches which include
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parameter estimation, reserve correction, and amplification. In the parameter estimation
of CVQKD systems, the traditional statistical method is commonly used to estimate the
channel parameters. In a theoretical CVQKD system, Alice and Bob can share a set of
interrelated data x = {x1,x2...x,}andy = {y1,¥2...yn }, where x represents the canonical
component modulated by Alice (X4 or P4),y represents the canonical component value
measured by Bob (Xp or Pg), and n represents the total amount of shared data. In the
parameter estimation method, T and ¢ are used to indicate channel transmittance and
channel excess noise, respectively. Therefore, the data transmission of Alice and Bob is
usually assumed to be a normal linear transmission model, which can be expressed as

y=tx+z 1

where t = /T € R and z follows zero-centered Gaussian distribution with variance
02 =1+Te.

However, in the CVQKD systems working situations, extra noise will be introduced
into the system via complicated channel conditions and additional instruments [24]. To eval-
uate the security performance of the communication channel, a detailed channel and equip-
ment parameters should be introduced to acquire calculations and evaluations with more
precision. In general situations, characteristics such as the shot noise Ny, the technical
excess noise ¢, the electrical noise V,;, and the efficiency of zero-difference detector
should be extra considered. Moreover, in the evaluation of the system’s theoretical se-
curity key rate, all these parameters related to key extraction are calculated in the unit
of Ny. For example, the detector’s electronic noise is expressed as V,; = v,/ Ny and the
technical excess noise of the system is expressed as #7 = €Ny. Therefore, the aforementioned
Formula (1) can be rewritten into a normal linear transmission model under complex
channels in actual communication

yB = trXa + 2R )

where, tg = \/ﬁ € R, and zy follows a Gaussian distribution with a mean of 0 and a
variance of 012{ =0 + No+yT¢.

In the subsequent parameter estimation, Alice and Bob randomly extract m (m < n)
sets of data from the total amount of shared data n to evaluate the parameters T and ¢ of
the quantum communication channel. According to Formula (2), the maximum likelihood
estimation method can be used to calculate

7 — Yie1 XA,iYB,i
R= m 1 xi .
i= Ji
. " ) 3)
R = — ; — frxp,;
R =) (i —Ir¥s,)

i=1

where f and 62 are two separated estimators who obey normal distribution and chi-square

distribution, respectively.
. iy
o <tR, )
i=1XAi

where g and 03 are /5T and v, + Ny + 7 T¢, respectively.

Therefore, we can use Formula (3) to fully estimate the transmittance T of the chan-
nel and the channel excess noise ¢ without considering the finite-size effect [25]. Mean-
while, when the total amount of data extracted is large enough, the chi-square distribution
in Formula (4) can converge to an expressible normal distribution and the corresponding
central interval can be calculated, which has been proved.

)
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The confidence intervals for fg and 03 can be expressed as follows

fr € [tr — Atg, tr + Atg] -

0% € [(71% — Ao, 0% + AUI%}

where Atg = Z¢,. /> (#), Ao = ZepE/z% and z¢,, /; is a coefficient which obeys
YA

1-— % erf (zePE 72/ ﬁ) = %€pE. Additionally, 1 — epr represents the confidence level. More-
over, erf(-) denotes the error function:

erf(x) = \/2% /Ox e dt (6)

Since considering the finite-size effect [25] will only misguide the analysis process
without changing the final result, the finite-size effect can be ignored. Next, the impact
of Eve’s perturbation of quantum channel parameters on subsequent channel parameter
estimates will be discussed.

2.2. Estimation of Quantum Channel Parameters in Complex Communication

In the communication process, the modulated data of Alice terminal are X4, and the
measured data of Bob terminal are Yz. Both X4 and Y3 are Gaussian variables. Next, X 4
and Yp are used to evaluate the parameters of the quantum channel, and then to investigate
the estimation deviation of the channel transmittance T and channel excess noise ¢ under
the attack. Their expression in the case of complex communication can be assumed as:

Xa = |Al cos(9) @
Y = \/yT[| Al cos(8 + Ap) + Xe] + Xy ®)

In the Formula (7), | A| represents the amplitude of the coherent state for AM modulation,
while 0 represents the phase of the coherent state for PM modulation. In the Formula (8),
T represents the channel transmittance and # represents the efficiency of the homodyne
detector. Notably, A represents the phase drift of these quantum states during transmission,
and it should be noted that these parameters are completely independent of each other.
Additionally, X, represents the increase in noise due to channel excess noise ¢, while Xy
represents the increase in noise due to scattered noise Ny and detector electronic noise V.
Moreover, as the existing phase compensation technology can effectively suppress phase
noise, it is reasonable to set the parameter A to 0 in the above formula. It is also important
to consider that noise causes the mean of the amplitude to be 0. Additionally, the mean
value E(x% ) = E(|A|?cos? 6) is also equal to the modulation variance V,. Therefore, based
on Formulas (7) and (8), the new formula can be easily obtained as:

E(XAYp) = E<\/17T|A|2c0526) = E(\/7T)V, )
E(Y3) = nVaE(T) + nGE(T) + No+ Vay (10)
Next, by utilizing X and Y and neglecting the finite-size effect of the parameter

estimation block size m, the formulas below can be estimated by combining X4, Y3,

and Formula (3):
E(XaYp)

E(X3) (11)
0—12? =E {(YB — ERXA)2:|

At the same time, the quantum channel transmittance T and channel over-noise ¢
can be obtained by transforming the aforementioned estimators and the parameters in the

fr =
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normal linear transmission model in the case of complex channels in actual communication.
2
o

12
0% — No—Vy 12)

No2

Combining Formulas (7)—(12), the estimated value of quantum channel parameters in
the complex communication environment can be obtained as:

T=[E(WVT)
E(T) (13)
W(Va + S) - VLZ

Through the analysis of the Formula (13), it is clear that if the channel transmittance
remains unchanged, the parameters of the channel excess noise can be estimated accurately.
However, if Eve attacks the quantum communication channel and changes the transmit-
tance of the channel, it will lead to inaccurate excess noise estimation of the channel which
could cause a large deviation in the estimation of the channel security key rate. Then,
the parameter change of the channel under Eve attack is analyzed, and the attack detection
module will be proposed.

é:

3. DoS Attack Launched by Eve in Complex Channel Environment

The purpose of this chapter is to study the security impact caused by Eve’s denial
of service attacks on CVQKD system. Then provide a detection method in Bob to detect
DoS attacks on the system. Finally, adjust the parameter estimation in the subsequent
stages according to the detected attack types. Additionally, this chapter is only focusing
on the detection scheme that can detect DoS attacks launched by Eve, not the subsequent
parameter estimation adjustment scheme.

In the absence of an attack, the CVQKD system operates in a familiar pattern. Alice
was a string of coherent state | X4 +iPy4), coherent state of regular X, and P, variance
component values for V, Ny bivariate Gaussian distribution, and the key information en-
coded in the above. Alice sends it to the receiver node Bob, where n is scatter shot noise,
Vi represents the modulation variance V,,, and the intersection uncertainty variance V.
The quantum channel has the full characteristics of quantum channel transmission T, mod-
ulation variance Va, detector electronic noise v,;, and technical excess noise ¢ introduced by
the actual channel. All of these key extraction-related parameters are in units of granular
noise 1y. When the transmission is completed, the mean value and variance of the output
of the two-mode state measured by Bob can be expressed as

7 =0

14
Vo =nTV;No+nTeNg + Ny + V,; (14

where 7 is the efficiency of the heterodyne detection or homodyne detector, V,; = v, Np.
From the above section, once the channel is attacked by Eve, the channel transmittance
T will be changed, which will result in the deviation of the system channel parameter
estimation. Finally, this lead to the deviation of the channel security key rate estimation,
and the communication parties are forced to close the channel. Importantly, Eve can actively
control the channel to interfere with the communication environment [26], but it is difficult
to know the specific law of transmittance change of the quantum communication channel.
According to [22], Eve can easily manipulate the channel so that the channel transmittance
follows a two-point distribution or a uniform distribution. Therefore, under the assumption
that the quantum channel is attacked by Eve, the channel transmittance T obeys a certain
distribution. In the following sections, this paper will discuss the changes in quantum chan-
nel parameters when the transmittance T of the quantum channel follows the distribution
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of two points, respectively, in a complex communication environment, and then the case of
uniform distribution will be derived.

3.1. Two-Point Distribution of Channel Transmittance T

In this section, it is assumed that the transmittance of the channel follows a two-point
distribution. Under this condition, transmittance can be varied between 0 and T, which
is the channel transmittance in the case of complex quantum channels. Because Eva can
manipulates this channel easily. Hence, the serious biases on channel estimation could be
difficult to correct.

The assumptions previously stated can be precisely articulated using the mathematical
expression T/T0 ~ B(1,p), where B(1,p) denotes a binomial distribution with a single
trial and success probability p. Subsequently, it can be deduced that E(T) and E(+/T) are
equivalent to PTy and P+/T, respectively. In particular, it is assumed in this context that
the evaluation of the quantum channel parameter is ideal and regarded as its true value,
based on which the following formula can be calculated using Formula (13).

Tpos,p = P*To
1 (15)
€Dos,p = ?(Va + 5) Az

where the parameter P represents the probability of channel transmission rate T being
equal to Ty, where P equals 1 in the absence of Eve attacks on the quantum communication
channel. The parameter ¢ represents the actual excess noise in the channel. The “DoS, P”
represents the situation that the transmittance T of the quantum channel in a complex
communication environment obeys the distribution of two points.

Subsequently, by substituting Formula (15) into Formula (14) and rearranging, the fol-
lowing formula can be obtained as:

Jpos,p =0

(16)
Vpos,p = 1Tpos,p(VaNy + Epos,p) + No + Ve

where {p,s,p = Noepos,p represents excess noise.

3.2. Uniform Distribution of Channel Transmittance T

In this scenario, the channel transmittance T is a uniformly distributed random vari-
able between ATy and Ty, where A is a constant such that 0 < A < 1. Thatis, T follows a uni-
form distribution with probability density function f(T) = 1/(Tp — ATp) for ATy < T < Ty.
Hence, the expected values of T and /T are given by

To 1 (1 + /\)T[)
E(T) = | TdT = ,
( ) ATy T() - )\TQ 2
Ty 1

2(1—/\%)\/T0
E(WVT) = /no To — ATy VTdT = 3(1—A)

(17)
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Furthermore, by combining Formula (13), the following result can be obtained:
2
4(1- %)
T, = —— T
DDS,U 9(1 _ )L)z 0
Va(1-92+16A% =922 + 13)
€DoS,U = N2 (18)
8(1-2%)
9% (1—A—A2+A3)
2
8(1-2%)

where the “DoS, U” represents the situation that the transmittance T of the quantum
channel in a complex communication environment obeys a uniform distribution. Using it
in Formula (14), the Formula (17) can be derived:

Ypos,u =0

(19)
Vpos,u = 1 Tpos,u(VaNo + Cpos,u) + No + Vi

Here, the technical noise is represented as {p,s,ir = Nogpos,u-

3.3. CVQKD System Scheme in Complex Channel with Attack Detection Module

Figure 1 illustrates a remote CVQKD system, which incorporated a monitoring device
in the experiment. Coherent light at 1550 nm was generated by Alice through an external
telecommunication diode at a repetition rate of 1 MHz, with the pulse train split into
a weak signal path and a strong local oscillator (LO) path by an unbalanced coupler.
Before passing through a set of variable attenuators, the signal pulse underwent amplitude
and phase modulation to enable control of the variance within a specified range. The signal
and LO pulses were then delayed through the use of delay lines and Faraday mirrors,
and polarization multiplexing was achieved by employing a polarization beam splitter
(PBS) along two related optical paths. Both polarization and time-multiplexed paths were
transmitted from Alice to Bob through a standard single-mode fiber quantum channel,
whereupon the signal was received passively and uninterrupted by Bob. Eve may exist in
the quantum channel during transmission.

When receiving a signal, Bob passively mitigates interference between the signal
and the LO by using an active polarization controller. Subsequently, the signal and LO
pulse timing were superimposed through another delay line, and measurements were
generated by using a scattered-noise limited zero-difference detector. Random real-time
quadrature selection was made by Bob via the control of the measured phase using a
phase modulator in the LO path. Additionally, a small proportion of the pulse within
the LO optical path was extracted for real-time measurement of particle noise and LO
power. This monitoring method was employed to avoid any interference with the actual
key rate and standard communication of the system. Additionally, the utilization of three
isolation modulators within the system served to prevent potential Trojan attacks [27,28].
Post-processing entailed the transmission of relevant parameters to the processing module
(DPC) for security analysis.

It is noteworthy that the original processing module was augmented by additional
data preprocessing programs and attack detection programs during the post-processing
phase. Subsequent to detector analysis, the results were imported into further processes
through a small interface program. In our past high repetition-rate CVQKD system experi-
ment, real-time data collection and computation were facilitated by a computer equipped
with 64 GB of memory, an Intel Core 5.0 GHz CPU, and a GeForce RTX 3090 GPU. This
experimental process was considered to be optimally suited for systems operating within
the 1-100 Mbps range.
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Figure 1. Schematic diagram and experimental setup for acquiring training data. Laser: laser produce
model; BS: beam splitter; AM: amplitude modulator; PM: phase modulator; PBS: polarizing beam
splitter; Optical attenuator: makes the signal conform to the quantum signal level; HD: homodyne
detection; FM: Faraday mirror; PIN: PIN photodiode. The data [X4/Z 4, I1 o, No, CLOCK] collected
by the QKD system will be transmitted to the DPC. DPC: data processing center used to sample
analog signal, attack detection, and parameter estimation.

4. Signal Detection Model

There are limited attack perception methods currently available for detecting DoS
attacks on CVQKD systems, and the performance of the proposed traditional detection
methods is not ideal. In this section, a neural network detection model with a neural
network structure is introduced as a defense detection program for the CVQKD system.
The network model is used to detect the scenario where Eve controls the channel and
launches a DoS attack. This network enables existing CVQKD quantum communication
systems to achieve a higher level of security without changing the original protocol. Differ-
ent from traditional detection methods, this deep learning classifier considers classification
and detection based on multiple coupling parameter details, rather than applying fixed
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thresholds to individual measurement parameters. It can extract potential abnormal data
features from the actual system data without any prior assumptions.

4.1. Deep Learning Method

Deep learning has emerged as one of the most rapidly advancing and widely adopted
subfields of machine learning [29], offering unprecedented computational capabilities for
processing large volumes of data. Deep learning has become increasingly popular due to its
ability to learn from large, complex datasets, and achieve state-of-the-art performance on a
wide range of tasks, including image classification, object detection, and natural language
processing. One of the key advantages of deep learning over traditional machine learning
approaches is its ability to learn hierarchical representations of data through the use of
multiple layers of artificial neural networks. Convolutional Neural Networks (CNNs) are a
prominent neural network model that has found wide-ranging applications in tasks such as
image processing [30-32], pattern recognition [33,34], natural language processing [35-37],
and quantum communication [38].

CNN typically consists of several layers, including an input layer, one or more con-
volutional layers, a pooling layer, and one or more fully connected layers. Before being
convolved in the convolutional layer, input data are typically normalized through the input
layer, which can help to improve the convergence speed and overall performance of the
CNN during training.

In the convolutional layer, a kernel is convolved with the output from the previous
layer, followed by the activation function that applies a non-linear transformation to the
resulting feature map. The output of each convolutional layer is the convolution of multiple
input feature maps, which can be mathematically described as a dot product between the
input and a set of learnable filters, which is mathematically described as [39]:

K L
hij=0o(b+Y Y WiiXipk—1,41-1) (20)
P |

In the Formula (20), x; ; represents the pixel value of the input data, wy; represents
the weight of the convolution kernel, b represents the bias term, K and L represent the
size of the convolution kernel, h;; represents an element of the output feature vector,
and o(-) represents the non-linear activation function.

After convolution, the activation function performs a non-linear operation on the
output data of each convolution kernel. Non-linear activation functions can improve the
non-linearity of neural network models and enhance the robustness of neural networks,
thereby establishing complex non-linear mapping relationships between input and output
data. ReLU(x) = max{x, 0} is a classical activation function. When the input data are
greater than 0, the derivative of the activation function remains 1, which is beneficial for
overcoming the gradient dispersion problem during the backpropagation process. It can be
expressed as

al () = £ (v (1) = max{0.y}" () | 1)

I+1
i

where /™

of ;"1 (j).

The ReLU activation function has been widely used in many deep learning models
due to its simplicity and effectiveness in preventing the vanishing gradient problem.

The pooling operation is another key operation in CNN, which can reduce the di-
mensionality of the output feature vectors, lower the computational cost, and improve the
robustness of the model. Max pooling, average pooling, and overlapping pooling are three
common pooling operations. In average pooling, the average value of the feature vectors in

(j) is the output of convolution kernel; a;" (j) is the non-linear activation value



Mathematics 2023, 11, 2681

10 of 17

each pooling window is taken as the output feature vector. This process can be described
by the following equation

1 K L
Yii = T x T k; 1:21 hitk—1,j+1-1 (22)

where £; ; is the output feature vector of the convolutional layer, K and L are the size of the
pooling window, and y; ; is the output of the pooling layer.

The Attention Mechanism Module (AMM) is presented to enhance the robustness
of CNN (AMM-CNN). The proposed approach utilizes a “Squeeze-and-Excitation” at-
tention mechanism module to improve CNN performance by emphasizing relevant fea-
tures and suppressing irrelevant ones [40]. Specifically, during the squeeze phase, AMM
performs global pooling on the feature map of each channel to obtain a global statistic
(e.g., mean or variance). In the excitation phase, AMM calculates a gating vector using the
obtained global statistic to weight each channel’s feature map, thereby amplifying useful
features and diminishing useless ones. The introduction of AMM results in CNN learning
more representative and distinctive features, thereby improving the model’s accuracy
and generalization ability. Additionally, AMM enhances CNN’s resistance to noise and
perturbations, improving the model’s robustness.

The AMM comprises three primary operations, global pooling, squeezing, and ex-
citing. The global pooling operation generates channel descriptors, as given by the
following formula:

)
Ze = Xijc (23)
HxW =5 /

where z. represents the global descriptor of the c-th channel, and x; ; . represents the feature
value of the c-th channel at the i-th row and j-th column. Subsequently, the squeezing
operation compresses the dimensionality of the channel descriptors to a lower dimension
via a fully connected layer, as given by the following formula

a. = 6(FCy(z)) (24)

where ¢ is an activation function, such as ReLU or Swish. Finally, the exciting operation
transforms the squeezed descriptor into attention weights via another fully connected layer,
as given by the following formula

sc = 0(FCy(a)) (25)

where ¢ is the sigmoid function, and s, represents the attention weight of the c-th channel.
The output feature map Y € RF*WXC of the AMM is obtained by multiplying each
channel’s feature value in the input feature map by its corresponding attention weight,
as given by the following formula

Yije = ScXijc (26)

where y; ;. represents the output feature value of the c-th channel at the i-th row and
j-th column.

The last layer of the convolutional neural network consists of a flattening layer, which
transforms the output feature maps of the previous layer into a one-dimensional vector. This
vector is then fed into a fully connected layer, which aggregates local information extracted
by the convolutional and pooling layers to produce the final prediction. The output of the
fully connected layer can be expressed as

Y = o(WX +b) 27)
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where X is the input feature vector, W is the weight matrix, b is the bias term, Y is the
predicted value, and o (-) is the activation function.

4.2. DoS Attack Detection Implementation Details

In the previous section, it is assumed that the transmittance T of the quantum channel
under DoS attacks follows either a uniform distribution or a two-point distribution. This
section will conduct simulation experiments in the CVQKD system shown in (Figure 1) to
collect communication data without any attack, and we will launch attacks on the system
and collect experimental data under DoS attacks.

In this experiment, the Python 3.8 and the Pytorch framework based on CUDA 11.3
were used for data preparation, model training, calculation, and verification of algorithm
iterations. The program ran on a computer with 64 GB of memory, an Intel Core 5.0 GHz
CPU, and a GeForce RTX 3090 GPU. Moreover, the trained model was tested under two
possible DoS attacks in this experiment. Typically, in a safety CVQKD system, the system
parameters are kept in dynamic stability. The experiment reasonably estimated the attack
capability of the third party Eve, and added some possible noise. According to the standard
realistic assumption for CVQKD [14], a long-distance CVQKD system was built with the
following parameters. In experiment setup, #7 = 0.7, V,; = 0.01Np, ¢ = 0.1Np, No =04, V4 =10,
T =10"*L/10 p = 0.9, U = 0.8, where the transmission distance L was 30 km, and the loss
coefficient of the optical fiber « was 0.2 dB/km. The local oscillator ILO at Bob’s side is
set as 107 photons per pulse with 1% percent fluctuation. The data collected from Bob’s
end consists of four dimensions. To train the classifier for detecting network attacks, three
datasets were generated as training sets Yi,in = {Vnormai, YDos,p» YDos,u }- The datasets
Ynormal Yepresent normal data that have not been attacked. yp,s p represents the datasets
that have been attacked by Eve’s DoS attack, and the quantum channel transmittance
rate T follows a two-point distribution. The datasets yp,s i; illustrate data that have been
attacked by Eve’s DoS attack and the quantum channel transmittance rate T follows a
uniform distribution. The one-hot encoding was performed on the collected data, and the
label mapping relationship of each dataset was {V,orma, YDos,p, Yposu} = {0, 1, 2}.
Yi10in Were preprocessed by segmentation and feature vector extraction, and their categories
were labeled. The length of each dataset in Y},4;, was N = 9.216 x 107, which is divided into
M = 10,000 groups, each containing Q = 9216 data blocks. Therefore, the data vector of
each data group can be transformed into a 96 x 96 feature vector. Next, these feature vectors
were substituted into the AMM-CNN for training to learn the features of different attack
strategies. To speed up the optimal solution search of the gradient descent algorithm and
eliminate the influence of different attributes with different scales, the data were min—-max
processed. In addition, three other datasets, which were Yot = { Yiormar YD 0S,P7 yboS,U}’

were also prepared as test sets and processed them in the same way. It should be noted that
the data in the test set are completely independent of the data in the training set. Finally,
these unlabeled feature vectors were imported into the trained AMM-CNN classifier to
verify the performance of the attack classification. The activation function of the model
was unified as the ReLU function, the loss function used the cross-entropy loss function,
the batch-size was set to 128, and the learning rate was set to 0.01. The brief step can be
sighted in Figure 2.
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Figure 2. Traditional attack detection (left) and deep learning attack detection based on AMM-CNN
(right); The data collected by Bob will be transmitted to the detection model in real time. The original
data shows the distribution of the parameters under the interference condition. Data characteristics
represent the characteristics of three different types of data.

5. Performance

To evaluate the detection capability of Eve launched DoS attacks, we compared our
proposed AMM-CNN and the Artificial Neural Network (ANN) model that was repro-
duced from the ANN paper [19]. The ANN model consists of three layers, the input
layer, hidden layer, and softmax layer. Specifically, the parameter #, for the hidden layer
is set to 15, which was chosen based on the recommendation in the ANN paper [19]. Fur-
thermore, the training process and loss function of the ANN model are the same as those of
the AMM-CNN model. The experiment results show that both the AMM-CNN and ANN
models effectively detect DoS attacks in CVQKD systems. Considering the large amount of
data processed and the complex feature mapping of the data, the AMM-CNN model has
an advantage in detecting DoS attacks in a massive data feature perception. Therefore, it
outperforms the ANN model in attack perception accuracy, with an accuracy rate of 98.7%.
Although the ANN model has stronger interpretability, its accuracy rate of 91.6% is slightly
inferior to the AMM-CNN model. The classification accuracy during the training process
is shown in Figure 3a. In addition, the training loss curve of the AMM-CNN model in
this experiment is shown in Figure 3b. Furthermore, the confusion matrix results of the
AMM-CNN model are presented in Figure 4.
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Figure 3. (a) Accuracy function of two models with sufficient training data. (b) Loss function of two
models with sufficient training data.
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Figure 4. The confusion matrix table for the AMM-CNN model. Nor: The “Nor” represents normal
data that is not under DoS attack; DoS_P: The “DoS_P” represents the data whose quantum channel
transmission rate T follows a two-point distribution after Eve’s DoS attack; DoS_U: The “DoS_U"
represents the data whose quantum channel transmission rate T obeys uniform distribution after Eve
DoS attack.

The performance difference between the two models can be attributed to several
factors. Firstly, the ANN model requires a large number of parameters to process high-
dimensional CVQKD data, which may cause overfitting. In contrast, the AMM-CNN model
can reduce the dimension of the training dataset and reduce the number of parameters
through convolution and pooling operations, making it more suitable for large-scale data
processing. Secondly, the ANN model may not have considered the spatial information in
the data, only treating it as a flattened vector input to the network. Meanwhile, the AMM-
CNN model retains spatial structural information during the training process through
convolution and pooling operations. Finally, compared with the ANN model, the AMM-
CNN model requires less input data preprocessing. This is because the AMM-CNN
model can extract features from the data through convolution, pooling operations, and the
introduction of an attention mechanism module, while the ANN model requires more
preprocessing to achieve better results.

To recap, the research results show that the AMM-CNN model has better detection
performance for DoS attack data in the experiment’s CVQKD dataset, while the ANN
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model is slightly inferior but has better interpretability. The choice of model depends on
specific application needs and available resources. Future research can explore more neural
network models, combine the advantages of multiple models, and develop hybrid models
to achieve better performance in detecting DoS attacks in CVQKD systems.

Moreover, the impact of different transmission distances on the evaluation metrics of the
proposed attack detection model was investigated using the optimal parameters obtained
from previous experiments. The same ANN model was used as a comparative experiment.
As shown in Figure 5a, when the transmission distance L is 20 km to 55 km, it can be
seen that the detection accuracy of the AMM-CNN model and the ANN model show a
negative correlation with the transmission distance. That is, the model accuracy gradually
decreased with an increase in the transmission distance. When L was less than 35 km,
the proposed AMM-CNN model demonstrated a good detection performance for Eve’s DoS
attacks, with the model accuracy hovering around 98.0%. However, when L equaled 40 km
and greater, the model accuracy began to decrease slightly. This may be due to the influence of
system noise and channel noise, which cause a deterioration in data quality as the transmission
distance increases. As a result, the attack detection model gradually becomes less effective at
extracting relevant features, thereby reducing its performance. Finally, when L equaled 55 km,
the AMM-CNN accuracy was 71.3%, while the ANN accuracy was 61.7%. Overall, the results
obtained from the AMM-CNN model were satisfactory.

[ ]AMM-CNN [_]AMM-CNN
1.04 _ _ _ N 1 ANN 1.0 4 1 anN
0.8 - M| = [ 084 [] | -
z M|z mE
s 0.6 4 g 0.6 4
= =
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(@) (b)
Figure 5. (a) The detection accuracy corresponding to each distance. (b) The detection accuracy
corresponding to each number of samples in the small sample case.

Additionally, experiments were conducted to test the performance of the attack de-
tection model under small sample conditions, considering the limitation of the training
data volume. The experiment gradually increased the size of the training dataset from

1000 to 5000, using the same dataset Yiesr = {y’norm al’ y’DoS’P, ]/DOS,U} for testing. It can be

easily observed from Figure 5b that the accuracy of the model gradually improved with the
increase in sample size. Even under small dataset conditions, the proposed AMM-CNN
model demonstrated excellent performance, whereas the performance of the ANN model
was far inferior under small sample experiments. This also indicates that the AMM-CNN
model has good feature extraction ability and robustness under small sample conditions.
The introduction of the attention mechanism module in the AMM-CNN model enhances
the model’s ability to focus on important features. By learning key information and context
from the data, the attention mechanism guides the model to better distinguish between
attacks and normal behavior, thereby improving accuracy. Furthermore, the weight allo-
cation of attention allows the model to assign weights to features from different regions,
reducing sensitivity to noise and attacks, thereby enhancing the robustness of the AMM-
CNN model. This robustness enhancement enables the model to better handle variations
and perturbations in the data, leading to improved system stability and reliability.
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In summary, the AMM-CNN model can not only effectively learn the detailed distribu-
tion of DoS attack samples but also abstract potential time-dependent features and attribute-
dependent features to detect potential threats robustly. In particular, the AMM-CNN model
can achieve higher detection accuracy than other methods. Moreover, the AMM-CNN
model has good robustness under conditions where only a few samples are available
for learning.

6. Conclusions

In conclusion, the article presents a novel and unique defense strategy against quan-
tum attacks on CVQKD systems in complex communication scenarios. Our proposed
methodology stands out from existing approaches due to its incorporation of CNN deep
learning algorithms and its comprehensive consideration of the impact of potential DoS
attacks in realistic CVQKD systems. By harnessing the capabilities of deep learning algo-
rithms, we trained an attack-aware model that exhibits an impressive detection accuracy of
98.7% against DoS attacks. This high accuracy in detecting DoS attacks demonstrates the
effectiveness and reliability of our approach in addressing these specific threats. Moreover,
our research includes comprehensive experiments conducted under various scenarios, such
as long-distance and small-sample situations. By exploring previously uncharted territo-
ries, we have demonstrated the robustness and applicability of our method across diverse
communication environments. Additionally, our work provides a fresh perspective within
the realm of CVQKD systems. The seamless integration of deep learning and quantum
cryptography not only enhances the security of CVQKD systems against quantum DoS
attacks but also opens up unprecedented avenues for further advancements in quantum
communication. This amalgamation paves the way for the development of more robust and
efficient quantum communication protocols, with potential implications across a wide array
of industries reliant on secure information exchange. To summarize, our research presents
a distinctive and pioneering defense strategy against DoS attacks on CVQKD systems.
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