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Abstract

Mode pairing quantum key distribution (MP-QKD) overcomes the repeaterless bound without
requiring phase locking and phase tracking. However, MP-QKD still assumes that the light source
is trusted, which can present challenges in practical deployments and potentially introduce security
vulnerabilities. In this paper, we propose a light source monitoring (LSM) scheme that guarantees
the security of MP-QKD with the untrusted light sources. The simulation results demonstrate that,
when considering untrusted light sources, the performance of MP-QKD with the LSM scheme
remains nearly identical to that of ideal MP-QKD, even in the presence of the source fluctuations.
Furthermore, we simplify some of the complex integration calculations involved in simulating the
observed quantities of MP-QKD, which reduces the running time of the parameter optimization
procedure.

1. Introduction

Quantum key distribution (QKD), grounded in the fundamental principles of quantum mechanics [1, 2],
ensures the security of message transmission. Since the proposal of the BB84 protocol [3], QKD has achieved
significant advancements in experiment [4, 5]. However, considering the imperfections inherent in
real-world devices, the security of practical QKD implementations is a compromise between various factors.
Therefore, numerous protocols have been proposed to bridge the gap between theoretical advancements and
experimental implementations.

In response to the limitations of non-ideal single-photon sources [6], researchers have proposed a decoy
state method [7-11], which has now become a basic configuration in QKD systems. This method proves the
security of weak coherence sources and enables nearly ideal single-photon source communication. In terms
of measurements, the measurement-device-independent QKD (MDI-QKD) protocol [12—14] effectively
eliminates all vulnerabilities associated with single photon detectors (SPDs) in the practical system by
introducing an untrusted intermediate node for performing the interference measurement. Twin-field QKD
(TF-QKD) [15-19] exploits the single photon interference properties to surpasses the fundamental limit of
the repeaterless bound. TF-QKD has achieved significant breakthroughs [20-24] in point-to-point
long-distance experiment by elevating the relationship between secure key rate and distance from linear to
square root level.

The implementation of complex laser frequency and phase locking techniques in TF-QKD increases the
experimental challenges and requires significant cost investment. Compared to TF-QKD, the recently
proposed mode pairing QKD (MP-QKD, also called asynchronous MDI-QKD) [25, 26] overcomes the
aforementioned limitations and offers a relatively simplified approach. Furthermore, in contrast to
MDI-QKD, it leverages detection events more effectively for key generation, thereby enhancing the secure
key rate. MP-QKD has been successfully demonstrated over distances of 404 km [27] and 508 km [28] in
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laboratory settings, with the latter exceeding the Pirandola—Laurenza—Ottaviani-Banchi (PLOB) repeaterless
bound [29]. MP-QKD has been employed on existing inter-city fiber links [30], with field tests conducted
over distances from tens to approximately a hundred kilometers. However, similar to MDI-QKD and
TF-QKD, while MP-QKD diminishes the detector requirements in a QKD system, it is still assumed that the
source is trusted, implying that the photon number distribution (PND) of the source must be known. This
assumption may be challenged by imperfections in experimental equipment and potential eavesdropping
attacks [31-36]. The light source structure in MP-QKD resembles that of the BB84 protocol, which can also
encounter the issue of an untrusted light source, leading to an unknown PND. Hence, in the case of
untrusted light sources, it is essential to utilize light source monitoring (LSM) [37, 38] to recalibrate the PND
of the light source.

In this paper, we discuss the MP-QKD protocol where the PND is unknown. We propose the MP-QKD
with LSM scheme, which aims to estimate the probabilities associated with optical pulse signals containing
the zero-photon, one-photon, and two-photon. Through the integration of the decoy state method, our
proposed scheme effectively addresses the issue of untrusted light sources, thereby enhancing the security of
the MP-QKD protocol. Remarkably, despite this improvement, the performance of our scheme remains
comparable to that of the original protocol with trusted light sources. Moreover, our proposed scheme
exhibits robustness against the source fluctuations, outperforming the original MP-QKD protocol.
Furthermore, by simplifying the complex integration calculations involved in simulating the observed
quantities of MP-QKD, we achieve a reduction in the running time of the parameter optimization procedure.

The structure of the paper is as follows. Section 2 provides an review of the MP-QKD protocol. In
section 3, we conduct a comprehensive analysis of the performance of the LSM scheme in combination with
the decoy state method and the source fluctuations. Section 4 involves a comparative simulation of the secure
key rates between the LSM scheme and the original protocol under various scenarios. The conclusions are
drawn in section 5. In the appendix, we present detailed simulation models, and the statistical fluctuation
analysis.

2. MP-QKD

Considering the three-intensity decoy state method, the specific steps of MP-QKD [25, 27, 39] can be
summarized as follows.

1. State preparation

In the mth round of communication, Alice prepares the coherent state pulse |ei021 \/@ > with the probability
pin> where k] is randomly chosen from {1, v, w}, representing the signal, decoy, and vacuum states,
respectively. In the ideal scenario, w is typically set to 0. And a phase 6/ uniformly chosen from

{0, ZK“, %, ey W}, where A is the number of phase slices. In parallel, Bob follows a similar procedure
to prepare the coherent state pulse ’eieg’ \/W > with the probability py.

2. Measurement

Alice and Bob send pulse |e% /k7") and pulse | | /ki"), respectively, to Charlie, an untrusted third party,
for the single-photon interference measurement. Subsequently, Charlie publicly declares the measurement
results of detectors L and R.

3. Mode pairing

After repeating steps 1 and 2 for a total of N rounds, only the data where there is a single click from both
detectors L and R is retained, while results where L and R do not click or both click are discarded. For all
retained clicks, Alice and Bob pair clicks with their immediate next neighbor within a maximal pairing
interval I, to form a successful pairing. To avoid the influence of the detector dead time and after-pulse
effect, it is also important to set a minimum pairing interval [;,.

4. Basis sifting

For each pairing, Alice (Bob) records an effective event pair F‘T(;) = k30> Kasy Oty Oy 1> Where

1 (m~+ hnin < 1 < M+ Lnax) is another effective detection click. Define the intensity group of the mth and nth
rounds as (kq, ky) = (K" + k2, k" + kI!). Alice (Bob) labels the basis of each F‘T(;) as Z-basis if k,() = p or v,
as X-basis if k,(;) = 2 or 2v, as 0-basis if k,(;) = 0. Event pair obtained in other scenarios are discarded. For
convenience, define the pair of F;"" and F,"" as F™". For each F™" pair, Alice and Bob record it as Z-pair,
X-pair, or 0-pair when both FJ»" and Ff’" are labeled as Z-basis, X-basis, or 0-basis, respectively. They record
F™" as Z-pair (X-pair) when one of F;"" and F;"" is labeled as 0-basis and the other is labeled as Z-basis
(X-basis), and as 0-pair when both F;"" and FZ"’" are labeled as 0-basis.
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5. Key mapping
For each F™" of Z-pair, Alice (Bob) extracts a bit 0 when k[’ # k/} = 0 (k] # k} = 0), and extracts a bit 1
when k) # k' = 0 (kj! # k;, = 0).

When k], = k' = 0 (kj = k}' = 0), which represents 0-pair, Alice (Bob) randomly obtains a bit 0 or 1 with
a probability of 50%.

For each F™" of X-pair, Alice’s (Bob’s) key is extracted from the relative phase Ontey — Vi) = Pav) +
T Ka(s)» Where the raw key bit is given by k) = [(0}(,) — 6};))/7] mod 2 and and the alignment angle is

Sa(h) = (9;”@;) — Hg(h)) mod 7. As an extra step on the X-pair, if Charlie announces a measurement of (L, R)

or (R,L), Bob flips the bit ;. After the alignment angle ¢, and d;, are announced, if |5, — | < A, Ky
remains unchanged, whereas if |3, — §;| > m — A, Bob flips the bit x;. F™" where |, — d;| does not satisfy
the above conditions are discarded. In particular, when (k,, k) = (2k,,0) or (0,2k;), F™" of X-pair is
preserved regardless of the value of |5, — ;]

6. Parameter estimation

The portion of the Z-pair that corresponds to (ka,ky) = (u, i) is utilized for generating key bits. The number
of pairs used to distill final key bits M(,, ), and the bit error rate E(,, ;) can be directly obtained from the
experiment. The single-photon component of the Z-pair M%,, and the corresponding phase error rate e/ Z:ph

can be estimated by the decoy-state method.

7. Key distillation

Alice and Bob perform error correction and privacy amplification to distill the final key bits. According to
the entropic uncertainty relation for smooth entropies [40—42], the key length of MP-QKD with finite key
analysis can be expressed as [11, 39, 43]:

2 1
0> M7, [1 —h (elzlph)] — M b (B ) —log, . 2log, N (1)

where M, can be expressed by the yield of Z basis single-photon pulse pairs y%,, i.e. M%, = Na ) pre=HyL,
and N% represents the number of Z-pair containing (k,, ky) = (1, ft). f denotes the error correction
efficiency, (x) = —xlog,x — (1 —x)log, (1 — x). ecor» €, €pa are security coefficients regarding the
correctness and secrecy (detail in appendix D).

3. The LSM scheme with MP-QKD

3.1. The LSM scheme

As depicted in figure 1(a), the LSM scheme facilitates the monitoring of untrusted light sources,
distinguishing it from the original MP-QKD protocol. Charlie is positioned between Alice and Bob, and the
setup of both Alice and Bob is symmetrical. After the modulation process, the untrusted optical pulse is
divided into two components by a beam splitter (BS). One component is directed towards the LSM scheme
for source monitoring, while the other is transmitted to Charlie for the interference measurement. A LSM
scheme comprises a variable optical attenuator (VOA) and a SPD as shown in figure 1(b). By passively
monitoring the click of the SPD, the probability bounds for zero-photon, single-photon, and two-photon in
an untrusted light pulse can be estimated. Compared to passive optical devices, active optical devices such as
VOA introduce larger fluctuations. To mitigate this impact, the setup depicted in figure 1(c) can be employed
as a substitute to eliminate such fluctuations.

3.2. The decoy state method with untrusted light sources
In the original MP-QKD protocol, the light fields in the signal, decoy, and vacuum states of Alice and Bob
can be expressed as respectively:

o %S
paE! = Z alt n) (n] o, = Z bl |n) (n
decoy o Z al/ ‘ decoy Z bu (2)
Vacuum _ Zaw | n|’pzacuum _ Z b:[) ‘fl) <1’l
n
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Figure 1. The structure for the MP-QKD with LSM scheme. BS: beam splitter; LSM: the light source monitoring scheme; L, R: the
single photon detector of Charlie; VOA: variable optical attenuator; SPD: the single photon detector of LSM. (a) After
modulation, the untrusted source is split into two components by the BS. One part is directed towards Charlie for the interference
measurement, while the other part is routed to the LSM scheme. (b) the LSM scheme consists of a VOA and an SPD. (c) Passive
component solutions for LSM.

where ak and b are the coefficients of Fock state |n). In the ideal scenario, a% and b* are individually
manipulated by Alice and Bob, respectively, and generally follow the Poisson distribution. However, in
practical scenarios, untrusted light sources may disrupt the assumptions made in the ideal scenario. In the
presence of untrusted light sources, after coincidence pairing, the boundaries [44—46] for %, are determined
as follows:

Ly, L~7 yUpv,U~Z
a{L h; M) aII/ bZV M, 1)
yZ S 1404 1—o%—0% (3)
11 = )
v,U p,L v,Upp,L — yv,Upp,L
a, a4 (bl b, by by

where a]f,“’U(L) and b]f,b’U(L) represent the PND after coincidence pairing, the superscripts U, L refer to the
upper and the lower bound. Through a random-sampling theory (without replacement) [47-50], the
single-photon phase error rate eﬁph can be estimated by the single-photon bit error rate of X-pair e)fl’b‘t,
P <P AT (el M, M), )
where
(c+d)(1-b)b c+d
I'(a,b,c,d) = 1 5
(a,b,¢,d) ¢ od "\ 2red(1=b)ba? )’ ®)

&, is the failure probability of the random-sampling (without replacement), and MY is the effective
detection number of the single-photon states of X-pair. The definitions of the remaining parameters are
provided in the appendices A and C. In the subsequent analysis, we calculate the bounds of a* and b%
utilizing the LSM scheme.

3.3. Parameters estimation with LSM scheme

As depicted in figure 1, for each untrusted optical pulse, the attenuation 7, € {79, 71,72} (0 = m > 1) can
be randomly selected to monitor the click of the SPD. The probability P’r‘]: of non-click by the Alice’s SPD [37,
38] can be expressed as:

o0

Pi= (1=p™) > (1=np)"ay, (6)

n=0
where p"M is the dark count rate of the local SPD in the LSM scheme. By combining equation (6) with three

different attenuation coefficients {no, 71,7, }, a system of three equations can be derived. By solving this
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system of three equations, the bounds of a% can be determined as follows:

ka
kU _ kol _ Py
aO —“0 - l_p]jSN“
2 2
gt = (A =m) Py = (1=m) Py, ( Lo >a§u,u
(1=pFM) 1 =nm)(X=m) (m—m) \l1-=m 1-mn
k!/l kﬂ
gl — (I—m)(A—m) P . P,
! 1—m—(1=m)2—mn) (l—nl)z(l—pIgSM) (I—PBSM)(I—le)Zﬁz
7
1_,',’2 |:1—<1_772)3:| kU a’(;a)L ( )
+ + e R
M2 (I—=m)"m (I—m)
3
gl — P 2T v 12 [1 —=m) }aku,u
)= 1 3 0
(1=pFM) (1 —m)’np 1-m Up (1=m)"m
a ka? ka)
ka U _ Plfn ay" ot

(=P (1—m) (1—m)® 1-m

where 71 (2 —7,) > 1. Bob can obtain b% using a similar approach. As depicted in equation (3), there are
different intensities [51] in each of the Z-pair and X-pair after coincidence pairing. In the Z-pair, the
intensities are p, v, and w, while in the X-pair, the intensities are 2y, 2v, and 2w. Regarding the Z-pair, the
findings presented in equation (7) can be directly applied. However, in the X-pair, the intensity 2v is derived
by pairing the two intensities v in the i and j time bins, without actually preparing the optical pulse with

intensity 2 in the experimental setup. Consequently, we consider a2’ and b2” to possess the same boundary
y y R () ) P2V L) pr L)
n —_— n n —_ n
percentage as a and b, that is = o and S = 2y

3.4. Source fluctuations

In practical QKD experimental deployments, the PND of the light source is generally unstable, which means
that there are source fluctuations [44, 52]. The impact of the source fluctuations can also be alleviated
through the utilization of the LSM scheme depicted in figure 1. For simplicity, we assume that the optical
pulse prepared by Alice is considered as the coherent state with the source fluctuations, which has an average
photon number k, with Gaussian distribution [47, 53-55]:

o 1 (ky — K0)° )
= exp | — ,
ka s o, P 20}1

where kY and oy, are the mean value and the standard deviation of k,. The probability that the local SPD in
the LSM scheme does not click becomes:

2,GD _ a
PP — / P} G, dk,

(npgky] ©)
(won)" .

(1) exp [—npkg +

Similarly, P’f;; ‘OD can be obtained using the same methodology. By utilizing equations (7) and (9), the PND
can be derived considering the source fluctuations.

4. Numerical simulation

In this section, we numerically simulate the secure key rates for both the original MP-QKD protocol and the
MP-QKD with LSM scheme in the finite key analysis. The parameters used for the numerical simulations are
presented in table 1. In the simulation, we perform optimization [56] to determine the appropriate
intensities and their corresponding sending probabilities for each distance. We assume that Alice and Bob
have equal distances to Charlie, and that they both have identical equipment deployment. We simulate
observed values through the methods outlined in the appendix A, which simplifies the complex calculations
involved in MP-QKD and reduces the running time of the program. Additionally, in the LSM scheme, we
assign the attenuation coefficients as follows: 1y = 1, 171 = 0.95, and 7, = 0.9.

5
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Table 1. Values of parameters used in simulation.

Variable Parameter Value

J 2 dark count rate of Charlie’s SPD 1078

Nd detection efficiency of Charlie’s SPD 72%

o fiber loss coefficient 0.18 dBkm™!
A number of phase slices 16

Ecory €, EPA" correction and security coefficients 3.28 x 1072
Eaey€ failure probability 10710

f error correction efficiency 1.1

e} misalignment-error of the X-pair 0.05

& misalignment-error of the Z-pair 107°

poM dark count rate of local SPD 10°°

Imax maximal pairing interval 2000

Inin minimum pairing interval 63

2 Data from [39].

Original
- - -LSM
—— PLOB bound |7

104 F 1
=
8 10°F 3
=
8.
o 10°F 3
2
o
> 107 F
@ 6.43
X ]

108k 642}

6.41
100k 199.99 200 200.01

10~10 1 L L 1 1 1 1 1 1
50 100 150 200 250 300 350 400 450 500

Distance (km)

Figure 2. Secure key rate versus the transmission distance under original protocol (the red solid line) and LSM (the blue dash
line). The secure key rate performance at a transmission distance of 200 km is magnified in the depicted graph. The total pulse
numbers is fixed to N = 10°.

As depicted in figure 2, we simulate the secure key rate of the original MP-QKD and the MP-QKD with
the LSM scheme with an ideal source at different transmission distances. The results demonstrate that both
protocols achieve comparable maximum transmission distances. Notably, we observed that while the secure
key rate of the original MP-QKD protocol is slightly higher than that of our proposed the MP-QKD with the
LSM scheme , the secure key rate curves exhibit significant overlap. For example, at a distance of 200 km, the
ratio of secure key rate between the MP-QKD with the LSM scheme and original MP-QKD is about 99.82%.
This proves that our scheme can achieve an excellent secure key rate characteristics close to the original
MP-QKD. Furthermore, it signifies that the deployment of the LSM scheme has negligible impact on the
system’s secure key rate. Instead, it facilitates the monitoring of the PND of the source, thereby enhancing the
overall security of the system.

Figure 3 presents the performance comparison of different protocols under source fluctuations. To
ensure a fair comparison, we employed the relative standard deviation o = %‘ = %’ as a metric to assess and
compare the performance of different protocols. We observed that when the value of ¢ is set to 0.05 or 0.1,
the secure key rate of MP-QKD with the LSM scheme remains relatively stable, whereas the original
MP-QKD protocol exhibits a substantial decrease in performance. When o = 0.05, the maximum
transmission distance of the original protocol decreases to 384 km, and notably, when ¢ = 0.1, the maximum
transmission distance further decreases to 312 km. At a distance of 200 km, the secure key rate of original
MP-QKD decreases by 81.50% and 456.98% for o = 0.05 and o = 0.1, respectively, while the secure key rate
of MP-QKD with the LSM scheme remains relatively stable. For a more intuitive illustration, figure 4
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Figure 3. Compared with the original MP-QKD protocol, the secure key rate of the LSM scheme with fluctuating light source. o
the relative standard deviation. As o increases, the secure key rate for the LSM scheme remains relatively constant, whereas for the
original protocol, the secure key rate experiences a substantial decrease. The total pulse numbers is fixed to N = 10'.

1 00 T T T T T T T T T
R, sm/Roriginal 7 = 0-05
90 = .
RLSM’RDriginal o=01
80 E

Ratio

0 I I I I 1 1 L 1 1

0 50 100 150 200 250 300 350 400 450 500
Distance (km)

Figure 4. The ratio of the MP-QKD with the LSM scheme to the original MP-QKD protocol secure key rate. The ratios exhibit an
upward trend as both the o value and transmission distance increase. The trend highlights the enhanced advantages of the
MP-QKD with the LSM scheme in long-distance transmission. The total pulse numbers is fixed to N = 10'°.

presents the ratio of the secure key rates between these two protocols. The superiority of MP-QKD with the
LSM scheme becomes more pronounced as increasing transmission distances.

Figure 5 depicts the simulation results of the LSM scheme and the original MP-QKD protocol for varying
data sizes. Under the conditions of o = 0.1 and N = 104, it can be observed that the utilization of the LSM
scheme enables a reach of 475 km, whereas the original scenario achieves only 370 km. The simulation curves
shows that larger data sizes would yield higher key rates. We also observed that, with an increase in data sizes,
the secure key rate slightly surpasses the PLOB bound. This is attributed to our conservative choice of the
maximum pairing length, /., as 2000 based on [27]. In practice, Imax can be estimated by multiplying the
laser coherence time by the system repetition rate. Therefore, selecting better lasers or increasing the system
repetition rate can enhance the secure key rate, making it easier to surpass the PLOB bound.
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Figure 5. Secure key rate as a function of transmission distance for the LSM scheme (the solid line) and the original case (the
dotted line). The red line, blue line, and green line are for total pulse numbers N = 10'4, 10,102, respectively. The relative
standard deviation is fixed to o = 0.1.

5. Conclusion

In this paper, we employ the LSM scheme to address the issue of untrusted sources in the MP-QKD protocol.
By leveraging the LSM scheme, we can achieve a more accurate estimation of the PND associated with
untrusted sources. Consequently, this leads to a tighter secure key rate of MP-QKD. The simulation results
demonstrate that MP-QKD with LSM scheme achieves comparable performance to the original MP-QKD
protocol, while also exhibiting robustness against the source fluctuations. In addition, we present a
simplification of the intricate integration calculations required for simulating the observed quantities in
MP-QKD. This simplification leads to a notable reduction in the running time of the parameter optimization
procedure.
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Appendix A. Simulation method of observed values

As depicted in figure 1, the detection probabilities of the detectors L and R are given by
Dimim -1 —ye xcos@m’
(A1)

R,O™ xcos O™
Dk;”k,bﬂ =1—ye ,

where y = (1 —pg)e ¥"/4 x = 7”7'1(2“”%, k™ = n.k" +npk}’, and 6™ = 0" — 07", In the absence of the LSM
scheme and the BS, which represents the original MP-QKD protocol, the aforementioned values can be
expressed as y = (1 — pg)e /2 and x = /1K npki". 12 () is the transmission coefficient from Alice
(Bob) to Charlie.

In the mth round, the response probability of only L or R detectors is given by

L,6" RO™\ _ o"
Dk _Dk ky (1 - Dk;"kg‘) =V (excos —)’> )
R,0" _ R,O" L,0"\ _ . (.—xcos0”
P ( Dk;“k;”) =y (e e —y) :
Based on the results of the L and R detectors, denoted as { CL,, CR } € Z, respectively, the click is retained

only when the condition Ct, & CR = C,, = 1 is satisfied.
The overall gain gk can be given by

(A2)

2T
de = Pr(Cy = NRK) = [ alfigado”

=2y[l (x) —y],

(A3)

where qkm K = qkm K .+ qkm K , and I (x) represents the zero-order modified Bessel function of the first kind.
The average response probablhty p of each round is

p=Pr(Cp=1)>_ piupiy Pr(Cp = 1K'k}
kaky (A4)
= Z Dk Py Gkrkrr -
kaky

Considering the influence of the detector dead time and after-pulse effect, the expected pairing number per
pulse [27] is given by

—1
1 1

rp,= — + - , (A5)
p(1—p)m ' —(1—p)m p

where lyin and I,y is the minimum pairing interval and the maximal pairing interval, respectively.
Given the characteristics of conditional probability, the number of the effective detection [39] for the
Z-pair or 0-pair can be calculated as follows:

nf =Nr, > Pr(klkik'ky|Cp=Cp=1)

(kasky)=k
Ny Z Pr (k7ky") Pr (C,n = 1[K7K") y Pr (kk}) Pr (C, = 1Kk} Ny
p(k,, ko) =k Pr(Cy =1) Pr(C,=1) (A6)
Nr,
=—L D PrPkPi ik ik
p (ka,ky)=k

where k € {(u, 1), (i, v), (1,0), (v, 1), (0, 1), (v,v), (v,0), (0,2), (0,0)}. The number of the error effective
detections for k € {(,0) ,(0,u),(v,0),(0,v), (0,0)} is
z
tf,o = nzk ) (A7)
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whereas for k € {(u, 1) , (u,v), (v, 1), (v,v)}, the number of the error effective detections is

tfo=Nr, > Pr(kl'=k'=0[C,=C,=1)+Nr, > Pr(ki=k=0/Cp=Cy=1)

(karkp)=k (ka ky)=k
NTP Nrp (AS)
= T)z Z Pkn Py PrrPr Gk Gkeke + —- Z DrnPir Prr Py iy Gk -
(kasky) =k, km =km=0 (karky) =k, k1 =kr=0

Considering the misalignment-error of the Z-pair, the number of the error effective detections is adjusted to
tf:(l—ef)tf’o—l—ef(nf—tfo), (A9)

where €7 is the misalignment-error of the Z-pair.
Before performing key mapping, similar to equation (A6), the number of the effective detections for the
X-pair can be expressed as

X

Nr
4
Meal = 5 Z Py PkzPiy Pre Girkr dkeke (A10)
P" i

where k € {(2u,2p), (21,2v), (2v,2u), (2v,2v), (21,0), (0,2u) , (21,0), (0,2v)}.
After the announcement of the alignment angle 6, and J, Alice and Bob retain the data pair where
|0, — &p| < A or |6, — | =7 — A. The number of the reversed effective detection can be written as

2w p+A 97 2w pm4+A gm m
72N dly qkm+‘5d5d0m o N qukmqu,jfdadem
nj, = ”k all I _gm  _om k Al ™2 2r _gw _om

I dig i dodom BT IS il d6do™

N Py +A (excosﬂ " 4 efxcose'") (excos(G"lJré) +e7xcos(0"’+6))
T'p "
o Pie Pien P 4 —8 I dsdo
Nry 2A 4 3 )
~ 177Pkgtpkgpkgfpk; (4)/ —8y°I (x) + 2y (Io (x\/m> +1o (x 2+ 2cos A))) ,
(Al1)

where 6 =8, — 0y, k € {(21,210) , (21, 2v), (2v,2p), (2v,2v) }. The number of the corresponding error
effective detections is

2 p+A L,0™ R,0™+§ R,0™ L,0"+6 m 2w pmH+A L,0™ R,0™+6§ L,0"+§ m
SR (ahinaln s+ aliabin o dodem [ 7S (gl gt 4 qlghin ) dode

o
+ M
’ 2w 2w gm @MAS
fO 0 ql?"‘k"‘ kkanrx dodom

X
k0 = Mk,all 3
B s T 2T m S5
Jo™ I qukm qkmkt dode™

Nry 2A +A xcosml*COS(g"'vLé))+efx(6059’”7cos(9”’+5))
= J*Pknpknpkmpk" ( ' —4)/ Io(x) +y / / d5d0m>

P? 2w X 2A
~ N0 24 29 — 4y’ I (x) + 271 (xv/2 — 2cos A
~ ?7Pkglpkgpkgfpk; y y Io (x y o (X cos .

(A12)
Due to the complexity of the integral calculations in equations (A11) and (A12), we have provided
approximate results to reduce the computational burden. This approximation significantly reduces the
computational complexity and offers a substantial time advantage, particularly when optimizing the
intensity and probability of the decoy states.
Furthermore, the data where k € {(24,0),(0,2u),(21,0),(0,2v)} is also preserved. The number of the
effective detections for this situation is

X X
M = N al>
”i( (A13)
="

Considering the misalignment-error of the X-pair, the number of the error effective detections is adjusted to
fe = (1= eq) oo+ ea (M = tio) (A14)

where e} is the misalignment-error of the X-pair.
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Appendix B. The simplification process of equations (A11) and (A12)

For convenience, we define the integral in equation (A12) as

déde™. (B1)

G /‘277 /JrA ex(cos@'”fcos(ﬂ'"%»&)) +efx(c050"’7cos(0"’+5))
Jo Joa 21 x 2A

The integration variable § spans from —A to A, encompassing all conceivable values within this interval.
When A is very small, typically set to ¢ [27, 28, 30], G can be approximated as

G= dem. (B2)

/27r ex(cos@"’—cos(@"’+A)) +e—x(c059"’—cos(9"’+A))
0

2T
Concerning the term cos 8™ — cos (6" + A) in the numerator of equation (B2), we can simplify it as follows

cosf™ —cos (0™ + A) = cos0™ — (cos0™ cos A —sin6" sin A)
= (1—cosA)cosf” +sin Asin§"

= \/(1 —cosA)* +sin’A ( 1 —cosA cos0™ + sinA sin9m>
\/(1 —cosA)* +sin’A \/(1 —cosA)? +sin’A
=2 —2cosAsin (8" +~),
(B3)
where
. 1 —cosA
siny = ,
\/(1 —cosA)” +sin’A
sin A (B4)
cosy =

\/(1 —cosA)’ +sin*A

Therefore, G can be reformulated as

1 2w
GN

~ (ex\/272cosAsin(0m+'\/) + efx\/272cosAsin(9"’+’y)> dom = 21, (xm) ) (B5)
2 J,

Similarly, we can obtain

5 ( xcos 0™ 7xc050"’) ( xcos(0"+35) 7xc0s(0’"+6))
T r+A (e +e [ +e
/ / dsdoe™ '&JZ(IO (X\/ZfchSA) +1 (x\/2+2cosA)),
0 _A 2m X 2AA
(B6)

Our approximate estimates for the laborious integrals in equations (A11) and (A12) are tight. For
comparison, we define the ratio

2 A (excoa‘B'” +efxc059m)(excosem_,’_efxcosSm)
W, = fo -4 2w X2A dodo™
n

2 (IO (x\/2— ZCOSA) +1 (xVZ—i—ZcosA))

21 p A (e 0" —cos(6"+8)) 4 o—x(cos0™ —cos(0"+5)) m
fo —-A 27 X2A dodd

21, (x\/Z —2cos A)

Figure 6 illustrates the variation of W,, and W, with respect to distance, with the photon intensities fixed at
k" = 0.2 and k' = 0.2. It can be observed that at longer distances, the ratios W, and W, converge to
approximately 1, which means that our approximation closely resembles the ideal scenario. Even at shorter
distances, the maximum fluctuations of W,, and W, occur at 0 kilometers, with the maximum fluctuation
ratios not exceeding 1% and 0.2%, respectively. This phenomenon occurs because as the distance increases,
the variable x decreases. Consequently, equations (B1) and (B2) become less sensitive to changes in § or A
when x is small. The integration calculations consume significant time during the parameter optimization
procedure. However, our proposed approximate calculation allows for quick results without compromising
accuracy.

(B7)

Wt ==

11



10P Publishing

New J. Phys. 26 (2024) 093011

ZLietal

1.01 : ; : : : 1.000004
W,
—— W, |4 1.000002
1.008
1
1.006 |
4 0.999998
L
% 1.004 4 0.999996
o
4 0.999994
1.002
4 0.999992
1
4 0.99999
0.998 L : : L L 0.
0 100 200 300 400 500 600
Distance (km)
Figure 6. The variations of W, and W; with respect to distance, where k' = 0.2, k]’ = 0.2, A =
values of W,, and W, converge to 1.

Ratio

16. As the distance increases, the

Appendix C. Parameters in equation (3)

The parameters in %, are defined as

7 v,U 7 v,U IJL VL
L 0 N Y N O by s )
(vv) — - ,U U )
N ao N(wﬂ,) bw Nivw) bw Nw,w)
VA wL 7 L U U
A (X N M CF b M) by, @)
N o.),U w,U L w,L
N(IMM) oy N(w,u) bo N(u w) b N(w w)
u,Uw,U w,Ugw,U I/UwU v,Ujw,U
o7 o — by’ b; ag by by
A Op = 9
a&(;) LaiL L bt(,)u,Lb;lt,L ? w,L I/wa Lbl/L
N
where N = 5 Xk: PrpRPE Y-
The single-photon bit error rate of X-pair <> can be expressed as
gle-p P 11 p
2y Uq2v,U
X,bit b té” 2v)
ell h 2v,Ly2v,L X X ’
v, v,
(“1 by ) (I_JA_UB)yIZI
2u0,L 2w,L 2 Uy 20,U
3 t(ZU,ZV) aou t(Zw,Zu) boy t(ZV,Zw) " b t(2w 2w)
(p2p) = ~ 26,0 20,0 2 Li2w,L
N(ZVZV) aow N(2w,21/) bow N(21/,2w) . bw N(2w,2w)
2M,U 2w,U 21,U7 2w, U
oX = a4 4 oX = by by
A 0p = )
aéw La2,u L’ béw,Lb%p,L

where N(ZV,ZV) = %P?}Pﬂp?,pﬁ, the other Ny is N = % szzp;:b‘pzapzb
k

Appendix D. The details of key distillation

(C1)

(C2)

Key distillation primarily comprises error correction (including key reconciliation and error verification)

and privacy amplification. The primary tool utilized for analyzing the effect of finite key sizes is the
universally composable framework [57]. After the error correction step, the MP-QKD protocol either

outcomes a pair of key bit strings § and S’ for Alice and Bob, or a symbol L to indicate the abort of the
protocol. Ideally, the correctness condition is met if § = S’. However, in finite key analysis, this guarantee is
unattainable. In practice, this implies that we need to allow for some minuscule errors. we say that a protocol

is ecor-correct if Pr (S =8 ) < €cor» that is the probability that Alice’s and Bob’s key bit strings are not

identical does not exceed €.

12
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We define the set Z, which denotes situations where Alice and Bob choose the same basis Z and Charlie
achieves a successful measurement. Alice and Bob utilize the random bits from Z to generate the raw key bit
strings Z and Z’, respectively. Alice sends up to A\gc = fM L (E( i u)) bits to Bob for key reconciliation,
through which Bob derives an estimate Zof Zwitha key reconciliation protocol. Nevertheless, numerous
key reconciliation protocols, such as Cascade [58, 59], Winnow [60], and low-density parity-check[58], fail
to ensure absolute conformity between the reconciled keys of Alice and Bob. Therefore, error verification
[48], typically accomplished by comparing the hash values of the reconciled keys, stands as an essential step
in QKD. Alice computes a hash of Z of length log, EL with a random universal, hash function [42], which
she sends to Bob together with the hash. They compare the random hash values of their corrected keys
hash(Z) and hash(Z) with failure probability epash, which means that identical probability of key bit strings S
and S’ is more than 1 — e,q,. It is still considered correct, where S =8’ = L, in spite of the protocol is
aborted. Consequently, the correctness of the protocol is €cor = Enash-

To ensure the security of final secure keys, Alice and Bob employ the privacy amplification based on the
Quantum Leftover Hash Lemma [40-42], which offers a clear operational interpretation of smooth
min-entropy. According to a random universal, hash function, Alice and Bob can extract a e -secret string
of length ¢ from the raw key Z [42],

1 € !’
Esec = 2e + E 227H"““(Z|E )7 (Dl)

where E’ represents all information Eve obtained from Z during the protocol. The smooth min-entropy,
He . (Z|E’) quantifies the maximum probability that Eve can accurately guess Z given E’. Based on a
chain-rule inequality for smooth entropies [61], we have

2
Hrsnin (Z|E/) = Hrgnin (Z|E) - )‘EC - 10g2 ) (DZ)

€C0r

where E is the information of before error correction, Agc + log, E%r is the maximum amount of information
about Z revealed to Eve during the error correction step. Furthermore, we can decompose Z as Z;1Z,
where Z;; is the bits in which both Alice and Bob have each sent a single photon, Z,. is the rest of bits. In
accordance with a chain rules for smooth entropies, we have

/ 2
Hi (Z1E) > Hgy (211 Zoc) + Hi (Ze|E) — 2o, %2 03)

min
where e = 25+ &’ + € and HZ,;, (Zrest|E) > 0.

Here, we denote the Z basis as |10),|01), and X basis as % (|10) +€'# [01)), % (|10) — €' |01)), where
 can be an arbitrary value. Obviously, the single-photon component prepared in the Z basis and X basis are
mutually unbiased. We employ the bit string X;; (X];) to indicate the outcomes Alice (Bob) would have
obtained if they have measured in the X basis rather than the Z basis. According to the uncertainty relation of
smooth min- and max-entropy, we have

Hiin (Z11|ZiesE) 2 My, — Ho (X0 |X1)) (D4)
where M%, is the lower bound of the length of Z;;. And we denote e;; = (Xi; ® X{,)/ M, which is the
mismatching rate of X;; and X]; and cannot be direct observed in the experiment. Through
random-sampling theory (without replacement) [47-50], we can obtain the estimated value of e;; as elzl’ph. If
the the probability that e); > elz{ph is no larger than &%, we have

_ oh
Hi (X0 |X]) < M (). (D3)

We can set ¢’ = 0 without compromising security and e, = 2€ + 4€ + €pa. And & = /€1 + €, where ¢,
and ¢, are the failure probability for estimating the terms of M#, and eﬁph. epa is the failure probability of
privacy amplification. Finally, we have

2 1
(> M [1 —h (eﬁph)] = My b (E(puy) —log, —— —2log, V2teon. (D6)

6\COI‘
The protocol is e-secure, where € = €5 + €cor-

13
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Appendix E. Statistical fluctuation analysis

The Chernoff-Hoeffding method provides a means to estimate the expected value based on the observed
values [62]. Given an observed quantity x, the upper and lower bounds of the expected value can be
expressed as

L X
E (X) - 1+19L’
U X (E1)
E =
) =1"30
where
e (o) !
(1+19L)1+79L *EE,
—9Y (=) (52
e _!
(171911)1719[, = 26.

where ¢ is the failure probability.
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