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ABSTRACT Polynomial multiplications based on the number theoretic transform (NTT) are critical in
lattice-based post-quantum cryptography algorithms. Therefore, this paper presents a platform-agnostic
unified hardware accelerator design (Unif-NTT) to compute the forward and inverse operations of the
NTT for the CRYSTALS-Kyber algorithm. Moreover, a unified design (Unif-BU) of the Cooley-Tukey and
Gentleman-Sande butterflies is presented using two adders, multipliers, subtractors, routing multiplexers
and barret-based modular reduction units. Finally, a dedicated controller is implemented for efficient control
functionalities. The implementation results are realized on field-programmable gate array (FPGA) and
application-specific integrated circuit (ASIC) platforms. The Unif-NTT requires 1664 and 1792 clock cycles
for one forward and inverse NTT computations, respectively. It can operate up to a maximum frequency of
212MHz and 2.5GHz over Virtex-7 FPGA and 28nm ASIC platforms, respectively. The Unif-NTT is 26%
more efficient in Area-Time-Product compared to the most area-optimized NTT accelerator from the state-
of-the-art. The Unif-NTT design is suited for applications that demand reasonable hardware resources with
processing speed.

INDEX TERMS Number theoretic transform, hardware, accelerator, post-quantum cryptography, FPGA,
ASIC.

I. INTRODUCTION

The security strength of public-key cryptography algorithms,
such as RSA [1] and Elliptic Curve Cryptography (ECC) [2],
can be broken using Shor’s algorithm [3] on a quantum
computer. The leading research and development labs
by Google and IBM have (already) developed quantum
computers [4], [5]. Google’s Sycamore quantum computer,
with 53 qubits, can break the security strength of RSA
and ECC in 200 seconds, which on classical computers
takes 10,000 years [4]. Moreover, IBM has developed a
100-qubit Eagle chip [6]. Due to these remarkable devel-
opments in quantum technology, designers and researchers
are constructing reliable and secure algorithms/protocols to
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protect current and future communications against attacks by
quantum computers.

The National Institute of Standards and Technology
(NIST) started a new contest in 2017 to define the
post-quantum cryptography (PQC) standards. After several
rounds, the NIST has standardized four PQC algorithms in
2023. These include CRYSTALS-Kyber [7], CRYSTALS-
Dilithium [8], SPHINCS+ [9] and Falcon [10]. These new
standards require Number Theoretic Transform (NTT)-based
polynomial multiplications. Moreover, most of the algorithms
in the ongoing (round-1) NIST contest to standardize addi-
tional digital signature algorithms [11] require NTT-based
polynomial multiplications. Rather than the PQC algorithms,
several other applications demand NTT-based polynomial
multiplications, such as error correction codes [12], [13],
digital signal processors [14], [15], and fully homomorphic
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encryption (FHE) schemes [16], [17]. Therefore, there is a
critical need for the NTT-based polynomial multiplications.

The NTT-based polynomial multiplication involves for-
ward and inverse operations to compute. The forward NTT
can be implemented using the Cooley-Tukey butterfly unit
(CTBU), while the inverse NTT can be executed using the
Gentleman-Sande butterfly unit (GSBU) [17], [18], [19].
Depending on the application requirement, these butterfly
units can be implemented on software and hardware plat-
forms. Software implementations, such as microcontrollers,
offer higher flexibility but limited throughput. On the
other hand, higher throughput or processing speed can be
achieved on hardware platforms such as field-programmable
gate arrays (FPGAs) and application-specific integrated
circuits (ASICs). The ASIC-accelerated NTT implementa-
tions reduce computation time, increase operating frequency,
and maximize overall throughput with high fabrication
cost overhead [20], [21]. Comparatively, FPGA-based NTT
implementations offer advantages like higher throughput than
software-based implementations, low implementation cost,
and ease of access in the market compared to ASICs [22].
Therefore, we target our implementations on FPGA and
ASIC platforms to achieve high operating frequency and
lower computation costs.

A. EXISTING NTT-HARDWARE ACCELERATORS

We provide a summary of the contributions of the state-of-
the-art hardware accelerators of the NTT in Table 1. Also,
we describe the corresponding architectural details of the
existing NTT accelerators below.

The reference design of [23] uses a doubled bandwidth
ping-pong memory access scheme to implement the NTT
operations (forward and inverse). It can compute one forward
and inverse operation in 490 clock cycles. Moreover, the
design can operate on a maximum circuit frequency of
257TMHz (on Artix-7 FPGA), and it requires 1.9us for
one forward and inverse NTT execution. Another NTT
accelerator on Artix-7 device is realized in [24]. This
design computes one forward and inverse NTT operation in
1024 cycles, operates on a maximum frequency of 136MHz,
and requires 7.5us for computations. A high-speed NTT
accelerator is described in [25], where the authors utilize 4
and a maximum of 16 butterfly units to reduce the computa-
tion time of the forward and inverse NTT operations.

An interesting reconfigurable and high-speed NTT accel-
erator is reported in [26]. The reconfigurability is achieved
using a one-bit mode signal in the reference design to choose
between forward and inverse NTT operations. Moreover, a
2 x 2 butterfly core is implemented in the reference design to
merge two NTT layers to perform two butterfly operations (in
each layer). This merging layer strategy benefits in reducing
the clock cycles. In addition, the authors of [26] use four
instances of a 2 x 2 butterfly unit to reduce further the clock
cycles. Also, pipelined registers are placed in the data path
of the butterfly unit to optimize the critical path. Therefore,

94794

these strategies allow the circuit to operate on a 222MHz and
require 324 clock cycles for computation on an Artix-7.

In [27], three register banks are utilized to compute (only)
the forward NTT operation. One of the register banks is
dedicated to twidle factors, while the remaining two are
reused iteratively to keep the intermediate and the final
results of the forward NTT computation. A memory-efficient
high-speed implementation of NTT on an ARM Cortex-M4
microcontroller is presented in [19], where the design
requires 7725 and 9347 clock cycles for forward and inverse
NTT computations, respectively.

A low-complexity and high-speed NTT hardware accel-
erator is implemented in [29], where authors proposed
a Montgomery-based reduction module with a pipeline
structure to realize the modular multiplication. Moreover,
a precomputed scheme based on the existing hardware
resources is presented to minimize the hardware resources.
To improve the throughput of the NTT architecture, the
reference design has implemented a block storage technique
to read and write data simultaneously.

In [32], an FPGA implementation of NTT accelerator for
homomorphic SEAL-Embedded library is presented, where
the dual-port FPGA memories are utilized. In contrast,
we used three RegFiles as memory elements. We want to
highlight that the reference design is FPGA-specific, while
the NTT accelerator presented in this work is not technology-
dependent. This will be discussed further in the subsequent
sections of this paper.

The work described in [17] implemented a flexible and
parameterized hardware architecture to compute the NTT
operations (i.e., forward and inverse). Also, the reference
architecture supports parameters of the various lattice-based
cryptographic algorithms. Similar to [17], the reference
design of [28] describes an FPGA implementation of a
run-time configurable and highly parallelized NTT-based
polynomial multiplication architecture that supports six dif-
ferent parameter sets, which are used in lattice-based homo-
morphic encryption and/or post-quantum cryptosystems.

Recently, in 2024, an area-efficient, conflict-free, and
configurable architecture for the acceleration of forward
and inverse NTT operations is presented in [31]. The
reference architecture supports polynomials of different
degrees. To minimize latency, the CTBU and GSBU oper-
ations are merged to eliminate the need for bit-reverse
operations in the NTT algorithm. A dedicated post-quantum
arithmetic logic unit is designed in [30], which is embedded
directly in the pipeline of a CVA6 RISC-V processor
to accelerate the performance of the CRYSTALS-Kyber
and CRYSTALS-Dilithium PQC algorithms. Instead of the
accelerators of [30] and [31], some more interesting NTT
designs are recently published in [33], [34], [35], [36],
and [37]. Specifically, through several experiments over
CRYSTALS-Kyber as a case study on FPGA and ASIC
platforms, the work in [37] highlighted the importance of
dedicated and unified hardware architectures of CTBU and
GSBU butterfly units for NTT realizations.
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TABLE 1. Summary of the contributions of the state-of-the-art hardware accelerators of the NTT designs. The v indicates the characteristics/features of
the implemented NTT accelerators. The - shows where the reference design does not consider the corresponding feature. The v indicates that the
designs can be extended in future to provide support for the corresponding features. The TW is our implemented NTT accelerator.

Ref NTT and INTT Design(s) for Computations CTBU and GSBU Designs | Employed Memory Units Platforms
Dedicated | Run-Time Configurable | Flexible | Unified |  Individual BRAMs/SRAMs [ RegBanks | FPGA [ ASIC
[23]F v - - v - v - v -
AT v - - v - v - v -
[251°F v - - v - v v -
6] ¥ v - - v - v - v -
27Ff v - - - v - v v v
[1o¥ v - - v - v - v -
kK — v v v - v - v -
[28]7% — v v v - v - v -
[2o17¥ v - - v - v - v -
[30]F v - v v - v - v -
ElN v - v v - v - v -
TW T v - v v - - v v v

T Supports n = 256 & ¢ = 3329 parameters of CRYSTALS-Kyber (where n & g represent the polynomial degree and prime for modular reduction).
1 Uses different values of n and g regardless of the specific CRYSTALS-Kyber parameters.

B. LIMITATIONS OF THE EXISTING NTT DESIGNS

The NTT designs of [19], [23], [24], [25], [26], [27], [30],
and [31] are specific to FPGA platform as these frequently
uses the BRAM-based memory units and DSP macros
for implementations. Therefore, these accelerators (in their
present form) can not be realized on the ASIC platform.
Hence, the platform-agnostic architectures are required to
investigate the performance of the same NTT design on both
FPGA and ASIC platforms.

Even if the design described in [27] is platform-
agnostic, this implements only the forward NTT operation
without the focus on the inverse NTT. Note that it is
essential to consider (both) the forward and inverse NTT
operations in a single design as the PQC algorithms, such
as the CRYSTALS suite [7], [8], require several times the
computation of the forward and inverse NTT operations
during the implementations.

The unified designs of CTBU and GSBU (described
in [17], [19], [23], [24], and [28]) have been frequently imple-
mented using a single adder, multiplier and subtractor units to
accelerate the forward and inverse NTT operations. Indeed,
the use of single adder, multiplier and subtractor units reduces
the hardware resources but with performance (in operating
frequency) overhead. Let us look at how the performance
will be affected. To implement the CTBU, multiplication
must be computed before addition and subtraction operations.
In the case of GSBU, the multiplication operation must
be computed after the addition and subtraction operations.
Therefore, the use of one adder, one subtractor and one
multiplier requires routing multiplexers with some feedback
inputs to generate the desired output. The feedback inputs to
the routing multiplexers affect the overall circuit frequency
of the design. Therefore, to improve the performance of
the circuit (in terms of operating frequency), pipelining is
extensively employed [24], [29], [38]. Moreover, to further
improve the performance in terms of clock cycles, the parallel
use of several butterfly units in a single design has been
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used in state-of-the-art accelerators. More precisely, the
design of [26] uses 4 butterfly units, while 16 butterfly units
are utilized in [25]. Note that these architectures optimize
performance in computation time with larger hardware
resource utilization. Therefore, the optimal solution must
be explored with balanced hardware area and performance
implementations.

The power consumption of the NTT design has been
(mostly) overlooked in the existing NTT accelerators.
Thus, it also needs to be considered during the NTT
implementations.

C. NOVELTY

To discuss the novelty, we first provide the architectural
differences of our work regarding the state-of-the-art NTT
accelerators below.

o Table 1 shows that the existing NTT accelerators utilize
the unified design of the CTBU and GSBU to compute
the forward and inverse operations. We also unify the
operations of the CTBU and GSBU butterfly units in
a single design. Note that the designs of [19], [23],
[24], [27], [28], and [29] use single arithmetic operators
(such as adder, multiplier and subtractor) in their unified
butterfly units. As reported in section I-B, the use of
a single adder, multiplier and subtractor in a unified
design of the CTBU and GSBU affects the circuit
frequency. Therefore, our NTT accelerator significantly
differs from the NTT designs of Table 1 as we have used
two adders, two multipliers, two subtractors, two routing
multiplexers and two modular reduction blocks in the
unified design of the butterfly unit. This choice allows
us to obtain a higher operating frequency. Moreover,
it facilitates the parallel computation of the forward and
inverse operations (if required in the future).

o The NTT architectures of [25] and [26] incorporate
4 and 16 unified butterfly units, respectively, while in
our design, we have used only one unified butterfly unit.
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e To accommodate the initial, intermediate and final
results, the state-of-the-art NTT designs use FPGA-
based BRAMs. We have used register banks (RegBanks)
to obtain a platform-agnostic accelerator architecture.
The NTT design of [27] is platform-agnostic. It has
used three RegBanks. In our design, we also used three
RegBanks but the architecture of [27] is dedicated to
the computation of only the forward NTT operation
without concerning the inverse NTT. In contrast, our
NTT architecture computes forward and inverse NTT
operations as the CRYSTALS suite requires forward
and inverse NTT computation several times during the
implementations [7], [8].

To our knowledge, an NTT accelerator using three
RegBanks (as memory elements) and two adders, multipliers,
subtractors, multiplexers, and modular reductions (in a
unified design of the butterfly unit) has never been explored
before on both FPGA and ASIC platforms. This is the novelty.

D. CONTRIBUTIONS
To address the limitations highlighted in section I-B, our
contributions are as follows:

+ We have presented a platform-agnostic unified NTT
(Unif-NTT) hardware accelerator architecture using
parameters of n = 256 and ¢ = 3329 of the
CRYSTALS-Kyber PQC algorithm to facilitate polyno-
mial multiplications. A platform-agnostic architecture
is obtained using RegBanks, which are used in the
Unif-NTT design as memory elements to read/write
initial, intermediate, and final results (see section III).

« To implement the forward and inverse NTT operations,
we have proposed a unified butterfly unit (Unif-BU)
design of the Cooley-Tukey and Gentleman-Sande
butterflies using two adders, two multipliers and two
subtractors. Moreover, we shared two routing multiplex-
ers and two barret modular reduction units across the
arithmetic operators to generate the desired outputs.

o A dedicated finite-state-machine (FSM) controller is
implemented to provide control functionalities to imple-
ment the Unif-NTT architecture (see section III-C).

« To present the performance evaluation of the Unif-NTT
design on both FPGA and ASIC platforms, we have
defined a metric in Area-Time-product (ATP). Addition-
ally, a comprehensive comparison in area and timing to
existing NTT accelerators is presented (see section IV).

E. SIGNIFICANCE

The proposed Unif-NTT architecture is implemented in
a Verilog Hardware Description Language (HDL) using
Vivado 2018.1. We provide the implementation results on
Xilinx Virtex-6 and Virtex-7 FPGA devices. Also, we have
implemented the Unif-NTT design on a 28nm ASIC process
technology. It utilizes 1409 and 1287 slices on the Virtex-6
and Virtex-7 FPGA devices, respectively. For one forward
and inverse NTT computation, Unif-NTT requires 1664 and
1792 clock cycles, respectively. Moreover, it can operate
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up to a maximum frequency of 181MHz, 212MHz and
2.5GHz over Virtex-6, Virtex-7 and 28nm ASIC platforms.
The Unif-NTT accelerator is 26% more efficient in terms
of ATP than the most optimized area-efficient NTT design
from the literature. Therefore, the implemented results and
comparison to existing state-of-the-art accelerators reveal
that the Unif-NTT architecture is suitable for applications that
demand reasonable hardware area with processing speed.

The rest of this article is organized as follows:
Section II introduces NTT-related mathematical back-
ground. The NTT accelerator architectures are discussed
in Section III. We describe the implementation results
and comparison to existing NTT-related architectures in
Section IV. Finally, Section V concludes the article.

Il. BACKGROUND RELATED TO NTT-BASED
POLYNOMIAL MULTIPLICATION

There are several multiplication methods in the literature,
including but not limited to schoolbook and Karatsuba,
to multiply the (n — 1)-degree polynomials [39], [40],
[41], [42], [43]. However, the computational complexity
of schoolbook and Karatsuba multipliers is O(n?) and
on' 18], respectively. The NIST-defined PQC standards,
such as CRYSTALS-Kyber and CRYSTALS-Dilithium, uti-
lize NTT-based polynomial multiplications due to their
reduced time complexity of O(n log n).

The computational complexity of NTT-based polynomial
multiplications depends on the computation of forward and
inverse operations. The forward NTT transforms an (n — 1)-
degree polynomial (in coefficient representation) into n poly-
nomials of degree O (in value representation) [18], [40], [42].
Subsequently, the polynomials in their value-representation
form (NTT domain) can be multiplied coefficient-wise to
obtain the multiplied values in the NTT domain. To revert to
the polynomial’s coefficient representation, an inverse NTT
transform is necessary. The conversion to and from the NTT
domain has a time complexity of O(n log n). Coefficient-wise
multiplication, on the other hand, has a time complexity of
O(n). Consequently, the total time complexity of the process
is O(nlogn) [18]. The forward NTT transformation of an
n-degree polynomial f = ZZ’;J fix' is defined using Eq. 1.

~

n—1
Forward-NTT = f = NTT(f) = Zﬁxi (D
i=0

InEq L fi = z;’z_ol [¢®HDi where ¢ is the 2n-th
primitive root of unity. Similarly, the inverse NTT can be
computed using Eq. 2.

n—1
Inverse-NTT = f = NIT~'(f) = Zﬁxi (2)
i=0

InEq.2.f; = n-! . ;:01. fj{”'(zj.*l), where ¢ is the 2n-
th primitive root of unity. It is essential to note that various
algorithms exist in the literature to implement Eq. 1 and Eq. 2
for forward and inverse NTT transformations. The traditional
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Algorithm 1 Iterative NTT Algorithm [18]
Require: An n-element vector x = [xp, ..
x; €10,qg—1]
Require: 7 (power of 2), modulus g (¢ = 1(mod 2n))
Require: g (precomputed table of 2n-th roots of unity, bit-
reversed order)
Ensure: x < NTT (x)
It < n/2;m<«1
2: while (m < n) do

., Xn—1] where

3: k<0

4 for (i < 0;i<m; i<i+1)do

5: w < glm +1i]

6: for j < k; j<k; j«<j+1)do

7: a < x[j] > Butterfly starts
8 b<—x[j+t]-w

9 x[jl«<a+b

10: x[j+tl<a—->b > Butterfly ends
11: end for

12: k <~ k+2t;

13: end for

14: t < t/2;m < 2m

15: end while

iterative NTT algorithm is given in Algorithm 1 to implement
these two equations.

In Algorithm 1, lines 6 to 11 are important as these lines
relate to the butterfly unit. In the present form of Algorithm 1,
lines 6 to 11 show the operations of the CTBU, as illustrated
in Eq. 3. In other words, we can say that the operations
of Eq. 3 are repeated in lines 6 to 11 of Algorithm 1 to
compute the forward NTT operation. Similarly, we provide
the GSBU operations in Eq. 4. Note that the operations of
Eq. 4 must be replaced in lines 6 to 11 in Algorithm 1
to compute the complete inverse NTT operation. Instead of
these butterfly operations in Algorithm 1, the operations in
the remaining lines either denote the initialization or memory
address generation for read/write operations.

CTBU = (a+ bw)mod q & (a—bw)ymod g (3)
textGSBU = (a + b) mod g & w(a — b) mod q @

Ill. UNIF-NTT: PROPOSED HARDWARE ACCELERATOR

We provide our proposed Unif-NTT accelerator architecture
in Figure 1. It comprises (i) three RegBanks, (ii) one Unif-BU
and (iii) a dedicated control unit (CU). The RegBanks store
the initial, intermediate and final results for computation of
the forward and inverse NTT operations. The Unif-BU imple-
ments the corresponding arithmetic operators for forward
and inverse operations. The CU generates the related control
signals for the Unif-BU and RegBanks. The corresponding
insight details are given in sections III-A, III-B and ITI-C.

A. REGBANKS
The grey part in Figure 1 denotes the RegBanks, i.e.,
RegBankl, RegBank2 and RegBank3. These RegBanks
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are memory units that keep initial, intermediate and final
results. The reason for the use of RegBanks is to obtain a
platform-agnostic accelerator architecture. Moreover, Reg-
Banks allow designers to obtain an (overall) higher circuit
frequency. It is possible to use BRAMs/SRAMs for memory
elements specific to FPGAs/ASICs, but these have a specific
read/write access time when loading/storing data. This
access time affects the performance of the entire NTT
design. An alternate approach is to use RegBanks instead
of BRAMSs/SRAMs (depending on the platform used),
but RegBanks are more expensive in terms of hardware
resources. There is always a trade-off.

The orange, white and green blocks in Figure 1 present
the RegBank1, RegBank2 and RegBank3. As we mentioned,
we selected parameters of a CRYSTALS-Kyber PQC algo-
rithm, which features 256 input polynomial coefficients, each
with a size of 12 bits. Therefore, every RegBank comprises
256 registers capable of accommodating 12 bits on each
address. Consequently, the overall size of each RegBank is
256 x 12.

The RegBankl stores the 256 input polynomial coeffi-
cients. For data loading on RegBankl, a PC signal is used
(shown in Figure 1). It takes 256 clock cycles. Similarly,
RegBank3 holds the precomputed 256 twiddle factors (in bit-
reversed order). A TF signal loads the twiddle factors on
RegBank3, shown in Figure 1. Also, this needs 256 clock
cycles to load data. The precomputed twiddle factors are g
and w in Algorithm 1, where g contains all the 256 twiddle
factor values and w contains the corresponding 12-bit twiddle
factor for the subsequent round (or for loop value in
Algorithm 1). It is important to mention that the twiddle
factors are essential for respective forward or inverse NTT
operations. Moreover, twiddle factors, representing complex
exponential coefficients, play a crucial role in manipulating
and converting data between the time domain and the NTT
domain [17].

After loading the initial polynomial coefficients and
the corresponding twiddle factors into the RegBanks, the
CU generates the control signals for reading polynomial
coefficients and the twiddle factors from the RegBanks for
further computations. Note that the bidirectional signals, i.e.,
pcl and pc2 in Figure 1, denote the reading and writing
from/to RegBankl and RegBank2 (we highlighted these
RegBanks with the red colour box in Figure 1). On the
other hand, RegBank3 (highlighted with the green portion
in Figure 1) communicates with the control unit using a
unidirectional signal of #f to provide the corresponding
twiddle factor for forward and inverse NTT computations.

B. PROPOSED UNIF-BU ACCELERATOR DESIGN

The Unif-BU is the core processing component in Unif-NTT
and is responsible for the implementation of arithmetic
operations of Eq. 3 and Eq. 4. Again, we want to remind
the reader that Eq. 3 is for forward NTT computations,
while Eq. 4 is to compute the inverse NTT. Therefore, our
proposed Unif-BU architecture to implement Eq. 3 and Eq. 4
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pcl

RegBankl (256x12)

RegBank2 (256x12)
TF

—p RegBank3 (256%12)

Ty

Unified
Control Unit b/ A/B Butterfly
(CU) Unit
(Unif-BU)

(1 RegBanks

OlLoeading initial polynomial coefficients (total=256)

O Loading precomputed twiddle factors of forward and inverse NTT
Bl Reusing RegBankl1 and RegBank?2 for computing the intermediate and final results

FIGURE 1. Unif-NTT: Block diagram of the proposed accelerator architecture to compute the forward and inverse NTT operations.

is shown in Figure 2. It consists of four inputs and two
outputs. The inputs are a, b and w, each represented by 12 bits.
Here, a and b contain the polynomial coefficients, while w
corresponds to the twiddle factor. A single-bit input labelled
select determines the forward or inverse NTT computation
based on its value (0 or 1). More precisely, when the value
of the select signal becomes 0, the forward NTT will be
computed; otherwise, the inverse NTT will be computed.
On the other hand, the outputs of the Unif-BU architecture
are A and B, each comprising 12 bits.

We divide our Unif-BU architecture into three parts,
differentiated by three colours (grey, brown and green).
The grey and brown portions in Figure 2 contain compo-
nents dedicated to the CTBU and GSBU. These include
12-bit arithmetic operators such as adder, subtractor and
multiplier. The reason for using 12-bit operators is that our
targeted CRYSTALS-Kyber PQC algorithm supports 12-bit
polynomial coefficients. Moreover, we want to provide that
we use the HDL-supported operators (4, — and X) to
implement these arithmetic operations, i.e., adder, subtractor
and multiplier. In addition, we want to highlight that we used
separate adders, subtractors and multipliers to implement the
CTBU and GSBU using Eq. 3 and Eq. 4. The reason for using
separate arithmetic operators is that the Unif-BU corresponds
to a high operating frequency with a minor hardware resource
overhead. The cost of the additional resources is only the
cost of one 12-bit adder, one 12-bit subtractor and one 12-bit
multiplier. Using only one adder, subtractor and multiplier
to process the CTBU and GSBU operations is also possible,
as implemented in the unified butterfly designs of [18], [23],
[25], [27]. However, this requires feedback signals, which
result in longer critical path delay and influence the circuit
frequency.

Despite the grey and brown colours in Figure 2, the green
portion is dedicated to (both) CTBU and GSBU. It includes
two routing multiplexers, i.e., mux1 and mux2. A single-bit
select signal is standard to both these multiplexers. Whenever
the select signal becomes 0, the mux1 and mux2 pass
corresponding data related to CTBU; otherwise, these pass
data related to the GSBU operations. As shown in Figure 2,
the output of these multiplexers is further connected as input
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Algorithm 2 Barret Reduction. Taken From [27]
Require: a
Ensure: z < amod g
I: Pre-computation = k = log,(a), x = % g = 3329
2y« (@axx)>k
3.7« a—yXxXgq
4: if z > g then
5: < 7—¢q
6: end if

to the modular reduction operations. The modular reduction
operation is denoted with mod ¢q in Eq. 3 and Eq. 4, and also
in Figure 2. It can be observed from Eq. 3 that two mod ¢
operations are needed to implement it. Similarly, Eq. 4 also
requires two mod q operations for implementation. In total,
we need four mod g operations. Therefore, instead of four,
we employed only two mod q operations in the architecture
of Unif-BU; see orange blocks in Figure 2. This strategy helps
to decrease the hardware resources.

The mod g blocks in Figure 2 ensure that computations
should remain within the specified modulus (i.e., ¢ = 3329)
range. Therefore, we have used Algorithm 2 to implement
the mod ¢q. It requires arithmetic and shift operations for
the computation. Note that this work does not describe the
architecture of the mod g. We refer readers to follow [27] for
more insight details into the reduction architecture.

C. CONTROL UNIT (CU)

A dedicated control unit (based on FSM) is implemented in
this work to generate the control signals for Unif-NTT to
implement the Algorithm 1. Specifically, the CU generates
the related signals for loading input data (polynomial
coefficients and twiddle factors) into the corresponding
RegBanks, the execution of NTT operations by the Unif-BU
and retrieving results from the RegBanks to the Unif-NTT
accelerator output. We provide more details below.

e The line 1 in Algorithm 1 initializes the counters ¢
and m with their required initial values of n/2 and 1,
respectively. These are the initializations; one clock
cycle is needed to implement them.
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a (a+ bw) A =(a+ bw) modq or (a+Db)modq
+ »
bw ' o
s EE
b " e select
—ty SeEp
a H
w i
o [f B | ey
sele(; b B = (a— bw) mod or w(a — b) mod g
d
A a b w (a—b) — B
B b
"Y

(1 Blocks dedicated to Cooley-Tukey Butterfly Unit (CTBU) 1 modular reduction (q =3329)
L1 Blocks dedicated to Gentleman-Sande Butterfly Unit (GSBU)
Blocks dedicated to both CTBU and GSBU

i When select = 0 (forward NTT will be computed) — red text will be generated for A and B signals
i When select = 1 (inverse NTT will be computed) — blue text will be generated for A and B signals

FIGURE 2. Unif-BU: Proposed unified hardware accelerator architecture of the butterfly unit for forward and inverse NTT computations.

o We have three conditional statements (one while and
two for) in Algorithm 1. These conditional statements
and their corresponding assignments in lines 3, 12 and
14 correspond to the memory addresses for reading/
writing data (polynomial coefficients and twiddle fac-
tors). Specifically, we dealt with the while and for loops
in hardware by repetitively executing the FSM states.
Moreover, the ¢, m, j and k are the counters to implement
the NTT-related operations. We set/reset these counters
in their corresponding FSM states.

The statements in lines 6 to 11 in Algorithm 1 are
related to the Unif-BU. This needs 896 and 1024 clock
cycles to compute the related forward and inverse NTT
operations, respectively.

Regarding the clock cycles for computation, the (forward
and inverse) NTT operations take 256 clock cycles to
load 256 input polynomial coefficients into the RegBankl.
Similarly, the corresponding precomputed values for the
twiddle factors must be loaded into RegBank3, which
requires 256 clock cycles. The Unif-BU requires 896 clock
cycles to compute the forward NTT. Similarly, the same
Unif-BU requires 1024 clock cycles to compute the inverse
NTT operation, requiring additional post-processing for
the CRYSTALS-Kyber PQC algorithm. Finally, 256 clock
cycles are needed to load output from the corresponding
RegBank to the Unif-NTT output pins. In summary, forward
NTT needs 1664 (2564+256+898+256) clock cycles for
computations. Similarly, the inverse NTT requires 1792
(256+4-256+1024+256) clock cycles for computation.
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TABLE 2. Area (in slices) breakdown of our Unif-NTT architecture for
Xilinx Virtex-6 and Virtex-7 FPGA devices.

[ Design Hierarchy

| Virtex-6 [ Virtex-7 |

Unif-NTT 1409 1287
| Unif-BU 283 249
| RegBanks + Control logic | 1126 1038

IV. RESULTS, COMPARISONS, AND DISCUSSION

The implementation results are reported in section IV-A. The
comparison to state-of-the-art NTT accelerators is shown in
section IV-B.

A. IMPLEMENTATION RESULTS

We provide the area (in slices) breakdown of our Unif-NTT
architecture for Xilinx Virtex-6 and Virtex-7 FPGA devices
in Table 2. Column one shows the design hierarchy. The
corresponding slice values for Virtex-6 and Virtex-7 devices
are shown in columns two to three. Table 2 reveals that the
Unif-BU utilizes 20% (area) of the Unif-N'TT architecture for
both Virtex-6 and Virtex-7 devices. Similarly, the RegBanks
and control logic incorporate around 80% (slices) for the
same FPGA devices.

Table 3 provides the complete implementation results
of our proposed Unif-NTT architecture on FPGA and
ASIC platforms. The targeted devices we used for FPGA
implementations are Xilinx Virtex-6 and Virtex-7. We used
TSMC 28nm process technology for ASIC synthesis. The
first column of Table 3 shows the implementation device.
Column two provides the NTT operation (i.e., forward and
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TABLE 3. Implementation results of our Unif-NTT architecture using n = 256 and q = 3329 (after the post-place-and-route) on Xilinx FPGA and ASIC
platforms. FNTT shows the forward NTT computation. Similarly, INTT determines inverse NTT computations. The v compares the FPGA implementations
and indicates the higher performance regarding circuit frequency, latency, throughput, consumed power and average area-time-product (Avg-ATP).

Hardware Resource Utilizations Timing Related Information Total
Platform | Design FPGA ASIC Clock | Frequency | Latency | Throughput | Power Avg-ATP 1.2
Slices | LUTs FFs (mm?) | Cycles (MHz) (1s) (Kbps) (mW)
. FNTT 1664 9.19 108.81 393 v _3
Virtex-6 INTT 1409 5761 3196 - 792 181 990 T0T.01 201V 13.44 x 10
. FNTT 1664 7.84v 127.55v 463 _3
Virtex-7 INTT 1287 5109 3184 - 793 212 A5V 11834 v 769 1048 x 10~ ° ¢
FNTT 1664 0.665 1503.75 67.161 _3
e v v - - | 00— 2500 0.716 139664 | 69358 | 0290001 < 107 ¢

T ATP for FPGA = Slices x Latency.
2 ATP for ASIC = (mm?)x Latency.

inverse). We show the FPGA area metrics in columns three
to five, including slices, look-up tables (LUTs) and flip-flops
(FFs). The cost for ASIC is shown in column six in mm?.
Similarly, columns seven to ten present timing details, such
as clock cycles, circuit frequency (in MHz), computation time
and throughput. The computation time for a single forward
and inverse NTT operation is represented as latency (in ws),
calculated using Eq. 5. Additionally, throughput (in Kbps)
is computed using Eq. 6. The total consumed power is
shown in column eleven, which is the sum of static and
dynamic powers computed using the Value Change Dump
(VCD) files. Finally, the last column shows the average Area-
Time-Product (Avg-ATP), considered a metric to evaluate the
overall performance of the Unif-NTT design.

Clock Cycles

Lat = — 5
atency (1s) Frequency (MHz) )

1
Throughput (Kbps) = Im X 103 (6)

As shown in Table 3, our Unif-NTT design on Xilinx
Virtex-6 FPGA utilizes 1409 slices, 5761 LUTs and 3196 FFs.
This area cost on Virtex-7 is 1287 slices, 5109 LUTs
and 3184 FFs. Comparatively, our Virtex-6 implementation

utilizes 9% (M2 » 100), 11% (L8219 % 100)

and 0.37% (W x 100) higher slices, LUTs and FFs
compared to Virtex-7 FPGA implementation. In other words,
the Virtex-7 implementation is 9%, 11% and 0.37% more
efficient regarding slices, LUTs and FFs compared to the
Virtex-6 implementation of Unif-NTT. This area difference
comes due to the use of distinct implementation devices.
Note that the Virtex-6 and Virtex-7 devices are built on 28nm
and 40nm process technologies, respectively. Therefore,
FPGA devices built on modern technologies utilize lower
hardware resources, like Virtex-7, compared to Virtex-6 in
our experiments. Instead of the hardware cost on FPGA
devices, our Unif-NTT utilizes 0.042mm? on a commercial
28nm ASIC technology. If we normalize the area cost of
ASIC implementation in terms of gate equivalent (total area
of the implementation/area of 1 NAND gate), the cost of our

Unif-NTT architecture is 29,166 (_Ol-offﬂf _

The clock cycle cost of Unif-NTT to compute one forward
and inverse NTT operation is 1664 and 1792, respectively.
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More specific details to calculate the cycle counts are
discussed in section III-C. Regarding the circuit frequency,
our Unif-NTT can operate on a maximum frequency of
181MHz and 212MHz on Virtex-6 and Virtex-7 devices,
respectively. On similar FPGA devices, our unified butterfly
unit design of Unif-BU, shown in Figure 2, can operate on a
maximum frequency of 197MHz and 226MHz, respectively.
From these values of circuit frequencies, it can be observed
that we have a frequency difference of 29MHz and 31MHz for
the Unif-NTT design compared to Unif-BU on Virtex-6 and
Virtex-7 devices. This frequency difference may be increased
if BRAMs are utilized, as BRAMs have their read/write
access time, which affects the circuit frequency. On 28nm
ASIC, our Unif-NTT architecture can operate at a maximum
frequency of 2500M Hz. Note that the authors of [20] reported
that the access time of the inferred memories can significantly
impact the overall performance, particularly the operating
frequency of the design. We achieved higher circuit frequency
using RegBanks instead of the BRAMs (for FPGA) and
SRAMs (for ASIC).

Columns nine and ten in Table 3 show that the Unif-NTT
outperforms in latency and throughput on Virtex-7 FPGA
compared to Virtex-6 implementation. In other words, when
we move from Virtex-6 to Virtex-7 FPGA, the average
decrease in latency is 18%, and the average increase in
throughput is 15%. The ASIC implementation of Unif-NTT
is more efficient in latency and throughput than our
efficient Virtex-7 FPGA implementation. This happens due
to the different operating frequencies for Virtex-6, Virtex-7
and 28nm ASIC. On the other hand, the average power
consumption of Unif-NTT is 397mW on Virtex-6. Similarly,
the average power consumption over Virtex-7 is 466mW.
Comparatively, the Virtex-6 implementation is 15% more
power-efficient than our Virtex-7 FPGA implementation. The
reason is that the Virtex-6 implementation operates on a lower
circuit frequency of 181MHz instead of 212MHz (which is for
Virtex-7). There is always a trade-off.

The combined area and latency parameters are considered
for comparisons in terms of an average ATP in the last column
of Table 3. The lower the value of the Avg-ATP, the higher the
performance of the Unif-NTT. Comparatively, the Unif-NTT
on Virtex-7 device achieves 22% (w x 100) increase

13.44
in the Avg-ATP compared to the Virtex-6 implementation.
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TABLE 4. Comparison to state-of-the-art NTT accelerators. FNTT shows the forward NTT computation. Similarly, INTT determines inverse NTT
computations. The v shows where we have higher perfromance than state-of-the-art NTT accelerators. The x shows where we lose perfromance
compared to state-of-the-art NTT accelerators. All these designs utilize n = 256 and q = 3329 parameters from the CRYSTALS-Kyber algorithm.

Hardware Resource Utilizations Timing-related Results
. 1 2
Ref. Device Slices LUTs | FFs | DSPs | BRAMs Clock | Frequency | Latency SEC Avg-ATP
Cycles (MHz) (us)

T
{ }1 Virtex-7 | 675% 2128 1144 8 3 1912824 174 2;3 2075 (V'38%) 12.54 x1073 (V/54%)
27T | Virtex-7 | 1950% 7800 - 6 0 - 72 - 2550 (V'49%) -
L1t Artix-7 187 360 145 3 2 940 115 8.17 887 (X) 8.26 x1073 (V26%)
[45]F 1203 10.46 ‘ ?

T
{ }i Artix-7 | 2713% 9508 | 2684 16 35 g? 172 81(1) 11313 (v89%) 4.58 x1073 (X)
TWT ) 896 422 _3
Wi Virtex-7 1287 5109 | 3184 0 0 034 212 183 1287 5.82 x10
TWT . 896 4.79 _3
TWE Artix-7 1193 4731 3169 0 0 1024 187 v 507 1193 6.12 x10

T designs for the computation of forward NTT operation.
¥ designs for the computation of inverse NTT operation.
* shows the approximated slices using LUTs x 0.25 + FFs x 0.125 [44].

1 SEC denotes the Slice-Equivalent-Cost, calculated using (BRAMs x 200) + (DSPs x 100) + Slices [46].

2 Average ATP (Avg-ATP) = SEC x Latency (in us).

A realistic comparison of Avg-ATP between FPGA and ASIC
implementations is impossible as the area metrics are distinct.

B. COMPARISONS TO STATE-OF-THE-ART

Table 4 provides the comparison of the Unif-NTT accelerator
to the state-of-the-art NTT designs. The reference designs are
shown in the first column, while we show the implemented
FPGA device in column two. We provide the hardware cost
in Slices, LUTs, FFs, digital signal processors (DSPs) and
BRAMS in columns three to seven. Similarly, in columns
eight to ten, we show the timing results in terms of
clock cycles, operating frequency (in MHz) and latency (or
computation time in ws). The power consumption (in mW)
of the designs is shown in column eleven. Finally, the last
column defines the metric in terms of average ATP for
realistic comparisons.

Note that the proposed Unif-NTT design does not use the
DSP blocks and BRAMs for implementations. On the other
hand, the reference designs from the literature frequently
utilize DSPs and BRAMs for NTT accelerator architectures.
Therefore, to provide a realistic area comparison, we have
calculated the Slice Equivalent Cost (SEC) using a reference
data sheet of [44]. Moreover, for area comparisons, we have
used the SEC values. We want to highlight that the
architectures compared in Table 4 provide clock cycles
for only the butterfly unit to compute one forward and
inverse NTT computation without considering the cost of
the read/write from/to memory units. We also used the same
approach to provide a realistic comparison to the state-of-the-
art NTT architectures.

On identical Virtex-7 FPGA, our Unif-NTT accelerator
utilizes 38% (%) lower hardware resources in terms of
SEC compared to [17]. This is due to the use of three 36Kb
BRAMs in the reference design. Also, the reference design
has used 8 DSP blocks. In our architecture, we are not using
the DSPs and BRAMs as our Unif-NTT design is platform-
agnostic. Also, the proposed Unif-NTT accelerator is more
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efficient in terms of timing-related parameters. Specifically,
our accelerator operates on a maximum frequency of
212MHz, while the NTT architecture of [17] can operate
at a maximum frequency of 174MHz. Comparatively, our
Unif-NTT is 1.21x (ratio of 212 with 174) more efficient
in-circuit frequency. Instead of the operating frequency, the
Unif-NTT for forward and inverse NTT computations utilizes
fewer clock cycles and requires lower computation time (or
latency), as shown in columns eight and ten of Table 4.
Overall, the Unif-NTT is 54% efficient in ATP.

Like our Unif-NTT accelerator, the reference design
of [27] contains three 256 x 12 size of RegFiles as
memory elements. Note that the NTT design of [27] supports
only the computation of the forward NTT operation. The
proposed Unif-NTT design supports both forward and inverse
NTT operations. On the same Virtex-7 FPGA device, the
Unif-NTT accelerator utilizes 49% lower area (in terms of
SEC) than the reference accelerator of [27]. In addition,
our Unif-NTT operates on a higher circuit frequency of
212MHz, while the reference design can operate up to
a maximum frequency of 72MHz. The comparison of
clock cycles, latency, power, and ATP is infeasible as the
information related to these parameters is not available in the
reference architecture.

On the Artix-7 FPGA, the NTT accelerator of [45] is more
efficient in hardware resources compared to the proposed
Unif-NTT design, as shown in Table 4. The reason is that
the reference design has incorporated 2 BRAMs as we
used three RegBanks. Despite the hardware resources, the
reported clock cycles, circuit frequency and latency values
in Table 4 reveal the superior performance of Unif-NTT
compared to the reference design. Specifically, let us consider
the computation time (or latency) for exact comparison.
Our Unif-NTT architecture requires 1.70x and 1.91x lower
computation time than the reference design for the execution
of the forward and inverse NTT operations on the same
Artix-7 FPGA device. This is due to the lower clock cycle
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requirement and higher circuit frequency of the Unif-NTT
design. Moreover, the proposed Unif-NTT design is 26%
more efficient in terms of the ATP.

An interesting NTT accelerator is implemented in [25]
over Artix-7 FPGA, where the computation time is optimized
using 16 butterfly units and 35 BRAMs. If we look at
the calculated SEC value, the reference design achieves
11313, which is comparatively 89% higher than the Unif-
NTT accelerator. In other words, the proposed Unif-NTT
design is 89% area-efficient. On the other hand, the reference
design requires lower clock cycles and computation time
compared to the Unif-NTT architecture, as seen in columns
eight and ten of Table 4. The reason is that the reference
design uses 16 butterfly units in the data path of the NTT
architecture, and our accelerator follows an iterative approach
with one butterfly unit for computations. Regarding the
circuit frequency for comparison, our architecture is 1.08 x
(ratio of 187 with 172) faster. Apart from the individual
comparison of area and timing results, the reference design
is 25% efficient in terms of the ATP.

C. DISCUSSIONS

The blue-checkmark in Table 3 reveals that the proposed
Unif-NTT architecture outperforms on Virtex-7 FPGA than
Virtex-6. This is expected due to the different implemen-
tation technologies. The comparison to the state-of-the-
art in Table 4 indicates that the Unif-NTT architecture
operates on higher circuit frequencies due to the use of three
RegBanks.

When we look at the individual area and timing results
from Table 4, we can not say that the Unif-NTT design is
the best one in area-efficient or latency-optimized amongst
state-of-the-art designs because compared to NTT designs
of [17], [25], and [27], we outperform in the hardware
area. In contrast, in the case of [17] and [45], we are
winning in computation time (or latency). Therefore, our
Unif-NTT accelerator is suitable for applications that demand
reasonable hardware resources with processing speed.

As shown in Table 4, the most optimized NTT accelerator
in terms of hardware resources over Artix-7 device is
described in [45]. Overall, the proposed Unif-NTT shows

54% (1233282, 100) and 26% (228512 % 100) speed-up in

terms of Avg-ATP compared to the NTT accelerators of [17]
and [45], respectively.

V. CONCLUSION AND FUTURE DIRECTION

This paper has presented a Unif-NTT accelerator to compute
the forward and inverse NTT operations for PQC algorithms.
As a case study, the parameters of n = 256 and
q = 3329 from the CRYSTALS-Kyber algorithm are utilized
for realization on Xilinx FPGA and ASIC platforms. The
Unif-NTT comprises three RegBanks of each 256 x 12, one
unified butterfly unit of CT and GS operations and a dedicated
controller. The core component is the butterfly unit, which is
implemented in our accelerator using two adders, multipliers
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and subtractors. Additionally, two routing multiplexers and
two modular reduction units are shared across the arithmetic
operators to generate the desired outputs.

The use of RegBanks instead of the BRAMs (for FPGA)
and SRAMs (for ASIC) results in an optimized circuit fre-
quency with area overhead. Our Unif-NTT can operate up to
a maximum frequency of 212MHz and 2.5GH?z over Virtex-7
FPGA and 28nm ASIC platforms, respectively. Also, sharing
two routing multiplexers and two modular reduction units
across the arithmetic operators in the butterfly unit allows us
to obtain the 26% ATP-efficient implementation compared to
the most optimized area-efficient NTT design from the state-
of-the-art. The detailed evaluation of results and comparison
to existing NTT accelerators indicate that the Unif-NTT
design is appropriate for applications that demand reasonable
hardware resources with processing speed.

The proposed Unif-NTT accelerator can further be opti-
mized in future using pipelining to maximize the circuit
frequency. Also, parallelism can be achieved using several
instances of the butterfly unit in the Unif-NTT to reduce
the overall cycle counts. The proposed Unif-NTT design is
specific to CRYSTALS-Kyber parameters of n = 256 and
q = 3329. However, to increase the versatility of Unif-NTT
design in future, it can be optimized by considering the
techniques of [47] and [48]. Moreover, the Unif-NTT design
computes only the forward and inverse NTT operations.
However, it can further be optimized to include support for the
matrix-vector polynomial multiplications of the CRYSTALS-
Kyber algorithm, like the design(s) of [49]. To make the
Unif-NTT design configurable, interesting approaches from
[17], [28], and [31] can be considered.
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