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Abstract

Satellite quantum key distribution technology has developed rapidly using near-infrared
wavelengths and is expected to enable global quantum communication. However, link availability
is still hampered by detrimental effects in the free-space channel, such as background noise from
solar radiation and attenuation from turbulence and weather such as haze and fog. One potential
mitigation technique is to move to the mid-infrared atmospheric transmission window (3-5 pms)
where background noise and turbulence effects are significantly reduced. While mid-infrared
quantum technology is not as well developed, advancements in mid-infrared entangled photon
pair generation and nonlinear upconversion single-photon detectors could be poised to enable
daytime satellite downlinks with increased reliability. This review compares the state of the art for
quantum transmitters and receivers in the mid-infrared to the more established near-infrared tech-
nology. The goal is to identify gaps in transmitter and/or receiver technology in the mid-infrared,
and to determine if the mid-infrared can offer significant advantages over the near infrared for
quantum communication.

1. Introduction

Quantum technologies have developed rapidly in recent years. It is clear to see why, given myriad
applications of both quantum sources and single-photon detectors (SPDs): quantum computing [1, 2],
quantum imaging [3], free-space quantum communications [4—6], military applications such as surveil-
lance and reconnaissance [7], quantum information theory [8], quantum metrology [9, 10], and more.
One application in particular has been a focus of research and development efforts across the globe—
quantum key distribution (QKD). QKD involves the transmission of a secret keys through an insecure
channel by using quantum-mechanical information carriers [11]. There have been numerous develop-
ments in both fiber-based and free-space quantum communication links for the purpose of transmit-
ting these secret keys. Despite continuous record-breaking experiments for fiber-based QKD, the lack

of quantum state amplification places upper limits on the feasibility of a global fiber network for QKD
[12]. As an alternative, the relatively low attenuation of the free-space channel in specific atmospheric
transmission windows means that space-based QKD is promising for creating a global quantum inform-
ation system. Since the launch of China’s Micius satellite and the successful demonstration of QKD with
a ground station in 2017, there has been significant effort aimed at further developing space-based QKD
demonstrations [13, 14]. Canada is planning the Quantum Encryption and Science Satellite (QEYSSat),
and Germany has worked with Canada to demonstrate QKD between airplanes and ground stations

[15, 16]. All the while China has continued to innovate in this space, with QKD demonstrations dur-
ing both daytime and nighttime conditions over long distance free-space channels [17-19]. There have
been several successful satellite-based QKD demonstrations as well. These include QUESS, Tiangong-2,
and Jinan-1 from China, SpooQy-1 from Singapore, and QUBE from Germany [20-24]. There are also a
number of planned demonstrations, including Canada’s QEYSSat and ESA’s Eagle-1 missions in the near
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Figure 1. Solar irradiance versus wavelength at sea level (red) and in the upper atmosphere (blue). The atmospheric windows are
denoted by the shaded regions: near infrared (NIR), yellow; short-wave infrared (SWIR), cyan; mid-wave infrared (MWIR), red.
Reproduced from [31]. CC BY 4.0.

future [16, 25]. This makes it clear that space based QKD will continue to be developed in earnest in the
coming decade.

The typical configuration for space-based QKD is a satellite downlink due to the lower losses asso-
ciated with this configuration. Currently, the most common wavelengths for transmission are the near-
infrared at around 750-820 nm and, more recently, the short-wave infrared at 1550 nm which resides
in the C-band commonly used for terrestrial telecommunications. Entangled photon sources are readily
available for both wavelengths, as spontaneous parametric down conversion (SPDC) has been demon-
strated producing entangled photon pairs for both cases [26-28]. There is some debate over which of
these wavelengths is optimal for QKD. For example, 1550 nm is attractive because of the wide availabil-
ity of sensitive C-band SPDs and high-quality off-the-shelf components compatible with this wavelength
due to decades of telecoms research and development. Additionally, the wavelength dependent nature of
scattering and atmospheric turbulence tends to suggest that longer wavelengths will be exposed to less
of both these detrimental effects in general [29]. However, using spatial filtering, adaptive optics, and
considering the improved optical coupling of shorter wavelengths into transmission and receiving tele-
scopes, and the higher performance of off-the-shelf silicon avalanche photodiodes suggests 775 nm is a
better wavelength to work with [30]. As illustrated in figure 1, the spectral irradiance as a function of
wavelength drops sharply as wavelength increases through the atmospheric transmission windows, which
suggests longer wavelengths could have larger signal-to-noise values due to the reduction in background
radiation. There are arguments to be made for both wavelengths, but both have been used to demon-
strate long distance QKD, and they will undoubtedly serve as the backbone of QKD demonstrations in
space for the next 5-10 years.

There is also growing interest in developing longer wavelength photon sources and SPDs for free-
space QKD. The next atmospheric transmission window after the short-wave infrared is the mid-infrared
(3-5 ums), and it has promise for QKD links. One motivation for using the mid-infrared is that theory
suggests that the effects of fog, turbulence, and scattering are mitigated at longer wavelengths [32-34].
This could lead to higher link availability compared to the shorter wavelengths currently in use. Another
potential benefit is the reduction in background noise for the atmospheric channel. It is well known
that the use of single photons as qubits prevents us from increasing the signal-to-noise ratio (SNR)
by increasing the signal power, and only the photon generation rate can change [35]. The only way to
increase the SNR is to reduce the noise. It has been shown previously that spectral radiance (which is
used to calculate background channel noise) is much lower in the mid-infrared compared to the near
and short wave infrared [30, 36]. So, if mid-infrared photon sources and SPDs can reach parity with
the shorter wavelength technology, there is reason to believe the mid-infrared could allow for improved
QKD links. That is not to say there would be no drawbacks to using the mid-infrared. The dependence
of diffraction-based losses for free-space propagation is linear with respect to wavelength. So, longer
wavelengths will have increased free-space losses assuming telescope sizes are held constant. This can
be compensated for by increasing both transmit and receive telescope size, but this comes with a propor-
tionate increase in the cost of the satellite payload itself. This can help explain the current preference for
shorter wavelengths.
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The idea to use longer wavelengths is not new for QKD, as Temperao et al performed one of the
earliest feasibility studies for mid-infrared QKD in 2008 [37]. The study implemented the BB84 pro-
tocol using 4.6 pm light from a quantum cascade laser as the source, and an upconversion module based
on sum frequency generation for the receiver. The results were compared to a typical 780 nm system,
showing that in clear atmospheric conditions, the 780 nm source outperformed the mid-infrared one.
However, as visibility decreased, there was a tipping point where the 4.6 pum link outperformed the
shorter wavelength. At the time, high quality mid-infrared photon sources and sensitive mid-infrared
SPDs were not available. The main reason upconversion was used (and is still in use today) is that
it is typically more efficient to convert the longer wavelength mid-infrared photons into the range of
peak sensitivity for silicon avalanche photodiodes than it is to use a direct mid-infrared detector. Since
Temperao’s study, there have been a few investigations into using terahertz frequencies for QKD, but
a detailed investigation of the state-of-the-art for mid-infrared technology for QKD applications has
not been performed since [38, 39]. There have been significant improvements in both mid-infrared
single-photon sources and SPDs. For the former, quantum and interband cascade lasers as well as SPDC
sources have made significant strides. Meanwhile, supercooled nanowire SPDs (SNSPDs) have emerged
as a promising SPD for a wide range of wavelengths, and upconversion SPDs have continued to improve
as well.

This brings us to the goal of this review article. The aim of this review is to catalog the current state
of the art of mid-infrared transmitter and receiver technology relevant to QKD. The mid-infrared state-
of-the-art will be compared to the state-of-the-art in near and short infrared wavelengths to determ-
ine how close the mid-infrared is to parity with this technology. Finally, any gaps or interesting research
opportunities in the coming decade will be identified, and a recommendation on the overall potential of
the mid-infrared for QKD will be made. The review will cover the state of the art for SPDs in section 2,
single-photon sources in section 3, and a closing discussion and conclusion in section 4. Sections 2
and 3 will end with tables comparing the state-of-the-art for each wavelength range under consideration
using the relevant figures of merit. We hope that this will aid in guiding research efforts on mid-infrared
technologies for QKD applications in the near future.

2.SPDs

2.1. Near-infrared detector state-of-the-art
Before covering the various mid-infrared SPDs, it is important to set a benchmark to compare them
to. In this section, we briefly cover the state-of-the-art for current near-infrared SPD technology, to be
included in the comparison table at the end of this section. It is important to note that this section will
not be as in-depth as the following section on mid-infrared technology. This is due to the fact that near-
infrared detectors are already well-established as the best current technology for single-photon detection,
which is why the vast majority of the available literature focuses on the 450-950 nm band for use with
silicon detectors and telecoms C-band to leverage high quality commercial-off-the-shelf components. For
those interested in more in-depth coverage of near-infrared SPDs, there are several high quality reviews
that have been published on the matter from the last few years [31, 40—43].

There are two main technologies to consider when discussing near-infrared SPDs: direct detec-
tion via single-photon avalanche photodiodes (SPADs) and SNSPDs. SPADs are avalanche photodiodes
reverse biased above the breakdown voltage (known as Geiger mode operation), so that the electron-
hole pairs generated by photon absorption are multiplied in an avalanche gain process [9]. There are
several figures-of-merit for a SPD that will be introduced prior to the discussion to follow. The first is
the system detection efficiency (SDE). This is a combination of the internal quantum efficiency of the
detector itself, the photon absorption efficiency, and the optical coupling efficiency for coupling photons
into the system. The internal quantum efficiency represents the probability that an absorbed photon
creates an output electrical signal. The photon absorption efficiency is the probability that an incident
photon is absorbed in the detector, and the optical coupling efficiency represents how well a photon
incident on the input aperture of the detector is coupled onto its single-photon sensitive area [44]. The
photon absorption efficiency also depends on the polarization of the light, as polarization parallel to the
nanowire maximizes absorption, while perpendicular polarization represents the minimum absorption
efficiency. Another important figure-of-merit is the dark count. Dark count refers to a false detection
event in a SPD that occurs in the absence of any incident photons. Their physical origin can be tied
to various noise sources like thermal excitation of charge carriers, tunneling or leakage currents, ambi-
ent thermal radiation, and cosmic rays. Dark counts are typically given in counts-per-second (cps) or
Hertz (Hz) and can be reduced by cooling the detector and using narrow optical band filters to reduce
unwanted incident radiation. Single photon avalanche photodiodes also have to consider afterpulsing,
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i.e. false counts after a triggered detection event. Afterpulsing is caused by the release of trapped charge
carriers in SPADs during the recovery period following an avalanche event. The afterpulse probability
quantifies the likelihood of an afterpulse per detection, and afterpulsing can be mitigated by modify-
ing the cooling temperature, the detector’s quenching electronics, and the dead time. The dead time is
the period following a detection event during which the detector is insensitive to subsequent photons.
It is a function of the time required for avalanche quenching, carrier trap relaxation, and circuit recov-
ery time. The dead time limits the maximum count rate and can distort photon statistics in high-rate
QKD systems. Typical dead times range from tens of nanoseconds in SPADs to sub-nanosecond scales
in SNSPDs. Another figure-of-merit is the timing jitter, which denotes the uncertainty in the recorded
arrival time of a photon relative to its actual arrival. Its physical origin lies in variations in avalanche
buildup time, electronic noise, and signal processing delays. Low timing jitter is vital for QKD systems
due to the requirement for precise time-bin encoding and coincedence detection. Typical values are tens
of picoseconds for SNSPDs and hundreds of picoseconds for SPADs. SPDs can be operated in gated or
continuous mode as well. In continuous mode, the detector is sensitive to photons at all times, which
can be useful for high-rate QKD systems. In gated mode, the detector is periodically biased above its
breakdown threshold only during pre-specified time windows (gates) that are synchronized with the
expected photon arrival times. This can greatly cut down on both dark counts and afterpulsing probab-
ilities, at the cost of limiting the temporal response. Gated detectors must also optimize the gate width,
which is the window during which the detector is sensitive to photons in time. Narrower gate widths
further reduce dark counts and afterpulsing, while wider gates improve detection probability at the cost
of increased noise [9].

Starting with SPADs, the two most popular semiconductor materials are silicon (for the 700-900 nm
range) and InGaAs/InP for the telecoms bands [41, 45]. While silicon tends to be the best performer
in terms of noise characteristics, speed, sensitivity, and cost, it is large bandgap prevents it from being
used for wavelengths >1000 nm, necessitating alternative materials such as InGaAs/InP. Si SPADs are
readily available off-the-shelf with system detection efficiencies >65% for sensitive quantum free-space
communication applications [41, 46—49]. InGaAs/InP has also demonstrated excellent performance, with
detection efficiencies in the range of 55%-60% at 1550 nm, although generally with higher dark count
rates (DCRs) than observed in Silicon even with cooling [50-52]. The lower noise and higher tem-
perature operation threshold for silicon SPDs has also led to investigations in using frequency upcon-
version to convert telecom wavelength photons at 1550 to wavelengths in the sensitivity range of sil-
icon SPADs (600-800 nm). The general conclusion seems to be upconversion is highly promising for
quantum applications in the telecom band as well, with improved communication rates and larger com-
munication distances versus direct detection using InGaAs [51, 53]. These SPADs are the current gold
standard for room temperature and Peltier-cooled operation and will serve as a useful benchmark for
similar technology in the mid-infrared.

SNSPDs are the other main technology for near-infrared single-photon detection. SNSPDs are
made of various superconducting materials, with common choices being NbN, NbTiN, WSi, and MoSi
[52]. SNSPDs offer several advantages over semiconductor SPADs, with the most relevant to his review
being extremely low dark counts (in some cases <1 per day), demonstrated system detection effi-
ciencies >90%, broad wavelength ranges for photon absorption, no gating required, low timing jit-
ter, and a short recovery time [54]. Couteau et al provided a comprehensive review of detecting tele-
com wavelength photons using SNSPDs in 2021, showing that many of the materials listed above have
demonstrated near-unity system detection efficiencies [55]. The main disadvantages relative to SPADs are
the complexity and cost of manufacturing, and the need to operate at cryogenic temperatures, typically
<10 K [52, 55, 56]. As a result, SNSPDs generally offer the best performance from an SDE standpoint
but increase the cost and complexity of the detection assembly versus a comparable SPAD set-up. Which
option is better will depend heavily on the target application, and there is no clear best option when
it comes to single-photon detection. Representative values for state-of-the-art near-infrared SPDs can
be found in a summary table in section 2.3 below. This table includes the results for near-infrared and
mid-infrared detectors reviewed in this document and is meant to serve as a quick summary of some of
the important metrics to quickly compare the capabilities of these SPD technologies in both wavelength
ranges.

2.1.1. Detector cooling technology

This section will briefly review the cooling technology used for modern SPDs. While this section con-
cerns the near-infrared state-of-the-art, this technology is also used for the mid-infrared technology in
section 2.2, and this topic is simply best introduced here due to its relevance across both wavelength
bands. Cooling technologies play a critical role in the performance of SPDs, as thermal noise influences
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both DCRs and timing stability. For SPADs, moderate cooling is typically sufficient to suppress thermally
generated carriers that contribute to dark counts. These devices are most commonly cooled using ther-
moelectric (Peltier) modules, which can maintain operating temperatures between —20 °C and —80 °C
depending on the detector design. Peltier cooling offers a compact, solid-state solution compatible with
portable or field-deployed QKD systems, though further temperature reduction becomes inefficient due
to limited heat-pumping capacity and power consumption. For example, commercial SPAD arrays spe-
cify built-in Peltier cooling to reduce DCRs and achieve timing jitter <120 ps [57, 58]. In contrast,
superconducting nanowire SPDs require cryogenic cooling to maintain superconductivity, typically <3
Kelvin. These temperature are achieved using closed-cycle cryocoolers, such as the Gifford-McMahon
Cryocooler, which are reliable and stable over long-term operation [59, 60]. Laboratories may also make
use of hybrid cryocoolers to reach <1.5 K, such as this combination of a pulse tube cryocooler and a
Joule-Thompson cryocooler [61]. Many modern superconducting nanowrie detectors make use of com-
pact cryogen-free cryostats that integrate fiber coupling and readout electronics while keeping the total
device size manageable for practical applications [62]. While a review of the various cryo-coolers and
peltier coolers are beyond the scope of this review, it is important to point out that the choice of cool-
ing technology will come down to the temperature requirements, system complexity, and deployment
constraints of the QKD system.

2.2. Types of mid-infrared SPDs

2.2.1. Superconducting nanowire detectors

Although much of the research focus is on visible-NIR wavelengths, SNSPDs are also capable of oper-
ation in the mid-infrared thanks to recent advances in device geometry and material selection. The
operating principles remain the same as when operating in the NIR: a thin film (2-5 nm) of super-
conducting material is patterned into a nanowire (50-200 nm width typ.) that covers a substrate, cre-
ating the active area of the detector [56, 63]. The nanowire is held at a DC bias just below its critical
current and cooled to just below the superconductivity temperature for the material. When an incident
photon is absorbed, this leads to a hot-spot on the nanowire, which becomes resistive, causing an output
voltage spike. After the nanowire cools off, it returns to its superconducting state and is ready to detect
another photon. The coupling efficiency will depend on whether the detector is free-space coupled or
fiber coupled, and this is especially important in the mid-infrared as this requires different fiber techno-
logy than what is used in the near-infrared.

There are several commonly used superconducting materials for SNSPDs: Niobium Nitride (NbN),
Niobium titanium nitride (NbTiN), tungsten silicide (WSi), and molybdenum silicide (MoSi) [64]. NDN
is a popular material in the NIR due to its high superconductivity temperature (up to 6 K), and has
achieved near 100% detection efficiencies at telecom wavelengths, as well as GHz count rates (with a
drop in SDE to <45% at such high speeds) due to its fast recovery time [53, 65, 66]. However, although
NDN can detect mid-infrared wavelengths, the SDE at wavelengths longer than 1.5 ym was initially poor.
This was first addressed by Korneev et al in 2012, where they demonstrated that reducing the strip width
of the NbN SNSPD to 40 nm increased SDE at longer wavelengths, and observed measurable signals for
wavelengths as long as 10.6 um [67]. Marsili et al built on this result, carrying out a systematic study
of the dependence on SDE as a function of nanowire width [68]. The best mid-IR performance was
found to be a SDE of 2.6%-5.5% between wavelengths 0.5-5.0 pm, with the efficiency decreasing with
increasing wavelength. This represented a significant improvement in mid-IR performance at the time,
although it was not without drawbacks. Reducing the nanowire width was more difficult from a manu-
facturing standpoint, reducing repeatability. Additionally, the DCRs were found to increase by up to two
orders of magnitude over typical values with lower nanowire width, reducing SDE due to the increase in
noise [69]. Typical values are <100 counts per second (cps) although some devices have demonstrated
rates as low as 1 count per day. More recently, this has been improved upon significantly, with Pan et al
reporting unity internal detection efficiency from 1.5-4.0 ym using NbN via a 62 nm wide nanowire.
The overall SDE at 2.95 pum was 32.5%, and was able to obtain measurable responses for wavelengths as
long as 10 pm using a narrower 42 nm nanowire [70].

Another promising mid-IR superconducting material is NbTiN, with Chang et al using 50 nm wide
and 5-9.5 nm thick nanowires to achieve >70% SDE with <15 ps time resolution at 2 pm, as well as
internal quantum efficiency of 80% at 4 um in 2022 [60]. More recently, Ma et al further improved on
the NbTiN platform by increasing the nitrogen content and deposition pressure, leading to improved
performance of 7 nm thick, 55 nm wide films with saturated SDE (approaching 90%) at 2 pums [71]. A
2022 review of NbTiN nanowire timing jitter dependence on wavelength from Taylor et al shows that,
while jitter increases with increasing wavelength from 1.56-3.5 pm, the jitter is still quite good with a
maximum of 30.3 ps at the longest wavelength tested [72]. To date, the best NbTiN SNSPD performance
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Figure 2. A diagram of the PESR-SNSPD unit fabricated by Gu et al. (a) Illustrates a plane wave vertically incident on the PFSR-
SNSPD with the gold ring resonator on top. (b) Is a more detailed diagram showing each segment of the FSRR spanning 80.25°,
0_1=5.5°,60_2 = 14°, and the outer and inner radii as d1 and d2, respectively. The nanowire of width w is located within and
below the FSRR. The gold mirror on the bottom serves as a reflector to form a cavity for enhanced absorption. Reproduced from
[76]. CC BY 4.0.

was presented by China ef al in 2023 using 7 nm thick NbTiN and wire widths of 60 and 80 nm [73].
They achieved unity internal detection efficiency, as well as a SDE of 84.1% at 2 ym. Although over-
all SDE does tend to degrade as wavelength increases, these values are promising for extending NbTiN
usage into the mid-infrared.

There have also been advances in device structure to mitigate the significant polarization sensitivity
of SNSPDs. In 2022, Karl et al demonstrated >90% polarization-independent absorption at 1140 nm
using a circular design as well as a modified meander design and surface plasmon resonance to reduce
polarization sensitivity significantly [74]. Fractal designs have also demonstrated the ability to almost
remove polarization insensitivity, with a recent SNSPD from Hao et al demonstrating SDE as high as
96% at 930-940 nm with a polarization sensitivity of 1.02. Polarization sensitivity is the ratio of the
maximum efficiency to the minimum efficiency as a function of polarization, which was 95/93 in Hao’s
work [75]. There has also been progress in reducing polarization sensitivity with relatively easy to man-
ufacture device structures. Recently, Gu et al demonstrated a polarization-insensitive NbN detector at
1550 nm with a unique periodic four-split ring design [76]. This structure uses surface plasmon reson-
ance to increase the electric field intensity around the nanowire by placing it in the near-field region
of the split-ring resonator and aligning it along the gap direction. The response can be tuned by chan-
ging the inner and outer ring diameters as well as the four gap angles. This resulted in absorption
efficiencies >88% for both TE and TM polarizations incident on the device. The novel structure is
shown in figure 2. Thus, NbTiN and NbN are promising materials for relatively high temperature oper-
ation SNSPDs in the mid-infrared, and the issues of polarization sensitivity and coupling efficiency are
improving significantly with recent advances.

Outside of the Nb family of superconductors, the other superconductors previously mentioned (WSi
and MoSi) are also suitable options for mid-infrared detection. There are some trade-offs to consider
when using these materials [47, 77, 78]. On the positive side, WSi and MoSi lack grain boundaries
like NbDN and NbTiN, which allows for larger nanowires and simpler fabrication versus the Nb-based
options. On the negative side, the operating temperature is typically an order of magnitude lower than
that of the Nb family, ranging from 0.08-0.85 K. Dark counts are comparable, typically in the <100 cps
range. WSi has demonstrated unity quantum efficiencies out to 1900 nm, and the record SDE is 93%
at 1550 nm by Baek et al at an operating temperature of 0.12 K [79-81]. In the mid-infrared, Verma
et al demonstrated single-photon detection with WSi out to 10 ym and demonstrated saturated internal
detection efficiency at a temperature of 0.85 K, although the SDE was not reported [82]. More recently,
Hampel et al demonstrated a 64 pixel array of WSi SNSPDs capable of single-photon imaging with a
DCR <1000 cps operating at a temperature of 350 mK [83]. The device reaches saturated internal effi-
ciency from 3.4-5.3 pum, but a response was measured out to 10 pm. While the experimental SDE is
not presented, they reported that internal simulation work indicated >50% SDE over a 1-micron band-
width for a single pixel. The photon count rate and DCR of the array can be seen below in figure 3. WSi
SNSPDs have even been reported operating in the 10-29 pm range, which constitute the long infrared
[84]. Given the rapid improvement in overall SDE and the wide wavelength range, WSi is a promising
material for mid-infrared single-photon detection. MoSi is also promising for mid-infrared detection,
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Figure 3. Photon count rate (PCR) and dark count rate (DCR) in counts per second. Panels (a) and (c) represent measurements
on the row transmission line with the row bias varied and the columns unbiased and biased at 30 pA, respectively. Panels (b) and
(d) show measurements for the column transmission line with column bias varied and the rows unbiased and biased at 30 A,
respectively. Reproduced from [83]. CC BY 4.0.

and saturated detection efficiency was demonstrated by Chen et al from 1.55-5.07 pm using MoSi,
with dark counts of 10-100 cps and an operating temperature of 0.085 K [85]. Liu et al also recently
demonstrated a MoSi SNSPD that was relatively insensitive to polarization using a fill factor of 40%
for the nanowires [86]. The highest reduction in polarization sensitivity was demonstrated using MoSi
nanowires as well, via the use of fractal nanowire patterns, with 95% SDE at 1550 nm regardless of
polarization [87]. However, compared to the materials discussed above, there is not as much literature
available on mid-infrared SNSPDs using MoSi. One potential reason could be the relatively low oper-
ating temperature in the tens of millikelvin. There have been recent advances in higher operating tem-
perature SNSPDs using novel materials such as 2D cuprate superconductors, MgB, recently as well, with
operating temperatures as high as 25 K [88-90]. In conclusion, given the rapid development of mid-
infrared SNSPDs in the last decade, it is clear to see they are one of the leading technologies for mid-
infrared single-photon counting and will only continue to improve.

2.2.2. Avalanche photodiodes and upconversion detectors

As with the near-infrared, one of the more promising SPD technologies in the mid-infrared is the use
of avalanche photodiodes operating in Geiger-mode (SPADs). However, there are some technical hurdles
specific to direct mid-infrared detection that introduce new problems to be solved. Direct mid-infrared
detection requires different materials and device configurations from those for NIR. Common choices
are bulk HgCdTe, InSb, and more novel structures such as type-2 superlattices and two-dimensional
materials like AlAsSb/GaSb, Black Phosphorous (BP)/InSe, MoS,, and WSe, [91-94]. These materi-

als have been previously identified as promising candidates for mid-infrared SPADs and have achieved
respectable performance: a state-of-the-art BP/InSe SPAD achieved a responsivity of ~80 A W,
external quantum efficiency ~24.8%, and a gain of ~10"5 for a wavelength of 4 pms [95]. While the
NIR InGaAs and Si platforms still dominate with quantum efficiencies exceeding 90%, this is impressive
performance for the mid-IR [96].

Unfortunately, even with these advances, there are inherent physical limitations to the performance of
photodetectors at longer wavelengths versus direct detection of shorter wavelengths. Antoni Rogalski has
thoroughly documented the development of various high-operating temperature photodetector mater-
ials for several decades [93, 94, 97-99]. There are fundamental limits in detectivity as a function of
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Figure 4. A plot of room-temperature spectral detectivity for a variety of materials pulled from recent literature. The acronyms
stand for photoconductor (PC), photodiode (PV), and field-effect transistor (FET). Reproduced from [94]. CC BY 4.0.

wavelength for an ideal photodetector according to the background fluctuation limit, also known as BLIP
(background limited infrared photodetector limit). This is due to the increase in background noise at
room temperature for wavelengths longer than 1.2 pms [100]. In practical terms, maximum theoretical
detectivity tends to decrease with increasing wavelength, which is illustrated in figure 4 from the literat-
ure review performed by Rogalski et al [94]. It is observed that the detector materials in the mid-infrared
band are several orders of magnitude lower in detectivity than their NIR counterparts. This trend also
holds with the dashed line indicated the theoretical ideal photovoltaic detector, which is a hard limita-
tion due to the governing physics of photodetection. We recommend the cited literature from Rogalski
and others for a more in-depth review of direct mid-infrared detection. The main takeaway for this
review is that the theory suggests modern mid-IR materials will struggle to reach the performance of
NIR devices due to physical limitations, regardless of advances in device technology.

Another consideration for mid-infrared technology is operating temperature. Even without the
potential theoretical limitations on current detector materials, these devices operate best at a significantly
lower temperature than comparable NIR devices. While there have been significant advances in high
operating temperature detectors in the infrared, the smaller bandgap associated with mid-IR devices typ-
ically leads to increased dark currents that can only be mitigated by improved cooling (as low as ~80 K)
[101]. This is much lower than the typical operating temperature required for NIR SPADs at around
210-250 K, which can be accomplished with Peltier elements [102]. When considering the sensitivity
required for quantum communication and other quantum applications with single-photon counting, we
can safely consider this cooling to be mandatory if mid-IR SNR and link budgets are to be maximized.
Even if parity in gain and noise behavior could be reached with the NIR, which is not the case as seen
in figure 4, the cooling requirements increase device complexity, bulk, and operating costs compared to
room temperature devices available in the NIR [47].

It is due to these limitations that nonlinear upconversion has gained popularity as a mid-IR detec-
tion tool. This involves using a nonlinear optical crystal to perform sum frequency generation, also
known as frequency upconversion, to convert the mid-infrared photons into a shorter wavelength where
the performance advantages of the NIR detectors can be leveraged. This method preserves the spatial,
spectral, and quantum content of the mid-IR photons, and the only limitation on the detection range is
the transparency region of the selected nonlinear crystal. Popular choices of nonlinear crystal include
KTP, beta-barium borate (BBO), and LiNbO3, with the latter having one of the larger transparency
ranges at ~350-5000 nm [103-105]. For those seeking longer wavelengths, there are also materials such
as AgGa$S, and ZnGeP,, with transparency regions extending from the visible to >10 pms [106, 107].
There are also orientation-patterned semiconductors made using III-V materials like GaAs and GaP,
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with transparency as high as 18 pms [108, 109]. However, the shorter wavelength materials (KTP, BBO,
LiNbO;) are well-established and can be consistently manufactured to a high-quality level. In contrast,
longer wavelength materials are active areas of research and suffer from significant manufacturing diffi-
culties that drive up costs and reduce crystal yields. As such, commercial off-the-shelf KTP or LiNbO3
will be cheaper and easier to source compared to an orientation-patterned semiconductor or crystals like
ZnGeP,.

Outside of transparency, the main figure of merit for nonlinear crystals is the nonlinear coefficient,
expressed in units of picometers/V. The nonlinear coefficient is determined by the polarization of the
input light relative to the crystal axes and are described by the tensor coefficients of the nonlinear polar-
ization tensor [110]. The higher the coefficient, the more efficient nonlinear optical processes will be in
general. However, attempting to use a nonlinear crystal like this (referred to as perfect or birefringent
phase matching) limits which crystals can be used for certain wavelengths. An alternative is to periodic-
ally pole the crystals via ferroelectric domain engineering. This allows use of any of the crystal’s nonlin-
ear coefficients with a multiplicative penalty of 2/7. The tradeoft is typically worth it, as even with the
penalty, the effective nonlinear coefficient is typically higher than the coefficient one would be forced
to use with perfect phase matching. For some typical values, periodically poled KTP (PPKTP) has an
effective nonlinear coefficient of ~10.8 pm V™!, while periodically poled lithium niobate (PPLN) has an
effective nonlinear coefficient of ~15 pm V—! [111, 112].

The upconversion process has been well-documented, so a summary is provided here. Using the
second order nonlinearity of the nonlinear medium, two input lasers can be combined in the medium
to produce a unique output wavelength. In the case of upconversion, the output wavelength is determ-
ined by taking the sum of the individual photon energies of the two input lasers. As we must conserve
energy and momentum, this is often expressed via the phase matching equation, which for upconversion
is [110]:

hks = hk, + hk, (1)

where £ is the reduced Planck constant and is the wave vector for each wavelength (1 = pump,

2 = idler, 3 = signal). Typically, the pump beam is a high intensity laser around 1060-1080 nm, the
idler is the incoming mid-IR photons to be detected, and the output signal will be ~800 nm, although
this will depend heavily on the selected mid-IR wavelength. To provide an illustrative example, if one
were to mix 1064 nm and 3500 nm in the nonlinear crystal, the output wavelength would be ~816 nm
by the phase matching equation.

Now that the mechanics of upconversion are understood, the state of the art for upconversion can be
investigated. The NIR was covered in a previous section, so here we focus only on advances using the 3—
5 pm mid-IR atmospheric window. In the following section, we will discuss the quantum efficiency and
SDE of the current record holders for mid-IR upconversion using a variety of schemes. The quantum
efficiency for upconversion can be recovered by measuring the signal and idler power and converting it
into a photon ratio:

Ps )\i
Tlupcon = EX (2)

where represent the signal and idler power in watts, and A; represent the signal and idler wavelengths.
The overall SDE of the upconversion system (1) is then given by considering the quantum efficiency
of the NIR detector (1)qg), the upconversion quantum efficiency (1)ypcon), and the losses due to optical

coupling in the system (7p) [47]:

Ttot = ToptTlupcon’)QE - (3)

We will use 7 as the main figure of merit for the upconversion detectors, and it will be calcu-
lated for the current record in the literature for each category of upconversion detector in the following
section.

There have been numerous advances utilizing PPLN as the nonlinear medium due to its wide trans-
parency range, high nonlinear coefficient, and the wide availability of high-quality off-the-shelf crys-
tals. The current world record for continuous wave intracavity mid-IR upconversion is held by Dam
etal in 2012, who demonstrated a quantum efficiency of 20% utilizing a Nd:YVO, based 1064 nm cav-
ity enhanced pump to mix with a 2900—4200 nm idler [113]. Noise analysis showed that single-photon
counting was easily attainable. Despite more than a decade having passed since this record was set, it has
not been surpassed by any intracavity design so far to the best of our knowledge. However, a single pass
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Figure 5. A schematic diagram of the entangled photon source and upconversion detection stages used by Ge et al. The pink and
blue regions cover the upconversion detector, where the high energy pump is split into two branches to convert each photon of
the entangled pair before coincidence detection. From [114]. Reprinted with permission from AAAS.

orientation developed by Ge et al recently in 2024 set a new continuous wave record with a quantum
efficiency of 37.9% using 45 W 1077 nm pump light to upconvert 3082 nm entangled photon pairs
generated via PPKTP SPDC [114]. The coupling efficiency into a single mode fiber was 79.8%, mean-
ing the overall SDE assuming a silicon SPAD with 80% QE was used would be ~24%. This system also
has the benefit of having been directly used to measure time entangled photons in the mid-IR, show-
ing its suitability for free-space quantum communication. The detection system by Ge et al is depicted in
figure 5.

Outside of continuous wave upconversion detectors, pulsed systems have attained even higher con-
version efficiencies with the added complexity of optimizing both temporal and spatial overlap in the
nonlinear medium. In 2017, Wolf et al demonstrated quantum efficiencies in the mid-IR as high as 829%,
although the application was gas sensing and not quantum communication [115]. A comparable effi-
ciency was achieved in 2021 by Huang et al for photon counting with >80% quantum efficiency and an
optical coupling efficiency of ~57%, leading to a SDE of ~37% for their pulsed setup and a noise equi-
valent power of 1.8 x 100717 W Hz~(? [116]. Waveguide devices are also being developed, although
based on a review of the literature they are significantly less common than devices based on bulk non-
linear crystals. This may be due to the inherent difficulty of creating a waveguide that can confine such a
wide range of wavelengths. To the best of our knowledge, the current state of the art was achieved with
a PPLN ridge waveguide by Lehmann et al with a quantum efficiency of 16% for the pump power used
(0.192 W) and a coupling efficiency of 50%, leading to an SDE of 8% [117]. Given that the quantum
efficiency per watt of pump was ~85%/W, higher pump powers and improved coupling could easily
allow mid-IR waveguide devices that meet or even exceed the performance of the bulk crystal devices,
and the authors anticipate significant developments in this field in the next 5-10 years.

2.2.3. Other detectors
The previous two technologies, SNSPDs and upconversion detectors, tend to dominate the state-of-the-
art for quantum applications in terms of performance. While there are some alternatives that have been
used for quantum applications, they appear to be too early in development to compete. As such, this
section is a brief review of up-and-coming technologies to keep an eye on over the next decade or two,
but they will not be included in the performance table at the end of the section.

Photovoltaic detectors are one possible avenue for mid-infrared detection. The general principle is
a semiconductor photodetector with a band gap smaller than the energy of the incident photons, caus-
ing them to be absorbed and generate a measurable current. Russo et al covered the state of the art of
photovoltaic detectors up to 2022 quite thoroughly [47]. The most sensitive system covered in Russo
et al’s review was a HgCdTe-based photovoltaic detector from Gabbrielli et al [118]. In general, photo-
voltaic detectors could not compete with avalanche photodiodes in terms of sensitivity for single-photon
applications. However, photovoltaic devices have the advantages of linear responses, simple structures,
and lower noise levels, so if their sensitivity can be improved, they may be a promising alternative for
some applications. Since Russo’s review in 2022, a promising detector using BP and a van der Waals
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Figure 6. (a) Schematic diagram of a transition edge sensor. (b) Graph of the resistance versus temperature for the detector. The
red arrow shows the change in resistance that is measured when a photon is incident on the absorber. Reproduced from [120].
CC BY 3.0.

probe was demonstrated by Abraham et al in 2024, with a SDE of 21.4% and a dark count of 720 Hz
operating at room temperature [119]. However, this was for detection at 1550 nm, and it does not look
like the device would be suitable for mid-infrared detection at this time. The authors of this review
could not find any significant advances over the photovoltaic device reported by Gabbrielli et al oper-
ating in the mid-infrared in the literature.

Another alternative in the same vein as SNSPDs are transition edge sensors. These SPDs utilize the
temperature-dependent resistance change near the superconductor critical temperature [120, 121]. As
seen in figure 6, they are made up of an absorber, an ultra-sensitive thermometer, and a thermal sink.

The absorber is cooled to the superconducting transition temperature. When an incident photon
is absorbed, the temperature change leads to a measurable change in absorber resistance. The temper-
ature, and hence resistance, change is approximately proportional to the amount of energy absorbed,
and therefore the TES can measure the number of photons in the incident pulse. This is in contrast to
SPADs and SNSPDs, whose detection mechanisms are identically triggered regardless on the amount of
absorbed energy. The main downside of these detectors are the complexity of measuring such low res-
istance values, slower response times than SNSPDs, and a typical operation temperature of <100 mK
[120]. If these limitations can be addressed, the high optical efficiencies (>98%) could make them an
attractive alternative to SNSPDs [122].

As a final up-and-coming detector, quantum dots could offer high detectivity for uncooled photode-
tection, although the current state of the art cannot compete with upconversion or SNSPDs. Colloidal
quantum dots based on HgTe can be used to fabricate photodetectors with a high degree of tunability
in the mid-infrared, with cut-off wavelengths ranging from 3—6 pms [123]. They also offer the poten-
tial to reduce costs for direct mid-IR detection, although currently they struggle with repeatability and
quality issues as the understanding of growth mechanisms for HgTe is still being developed [124, 125].
A recent device presented by Caillas and Guyot—Sionnest in 2024 demonstrated a high detectivity of
9 x 10° Jones at room temperature using HgTe quantum dots and nanoantennas. While the SDE was
not reported, the detectivity is in line with other high-end room temperature direct mid-infrared detect-
ors in figure 3. This is still several orders of magnitude below the performance of the near-infrared how-
ever. It appears that, for now, quantum dots hold more promise as single-photon sources as opposed to
SPDs, which is covered in more detail in section 3.

2.3. Space radiation and blinding attacks

The space environment presents a significant challenge for SPDs intended for satellite-based QKD. In
Earth orbit, detectors are exposed to high fluxes of energetic protons and electrons from the Van Allen
belts, solar energetic particles, and galactic cosmic rays. This radiation inflicts both ionizing dose and
displacement damage (non-ionizing energy loss, NIEL) in the semiconductor lattice or supporting struc-
ture of SPDs, as well as generating secondary radiation in surrounding materials (bremsstrahlung). That
environment must be accounted for and, where possible, mitigated when designing and operating a SPD
payload on a satellite [126, 127].

For semiconductor-based SPADs, radiation-induced damage typically manifests as a large increase in
DCR. Proton and neutron displacement damage create generation-recombination centers and traps in
the depletion region, which leads to an increase in thermally-activated and trap-assisted noise. Studies
have shown that SPADs irradiated to levels corresponding to months low Earth orbit show significant
increases in DCRs. This increase in noise risks degrading the quantum bit error rate (QBER) of satellite-
based demonstrations and thus reduce the secure key rate [128, 129]. The increased trap population
also increases the afterpulse probability and timing jitter, and particularly heavy irradiation can cause
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the dark count to increase so much as to saturate the readout electronics, preventing real single-photon
signals from being detected.

By contrast, as covered above, SNSPDs offer inherently lower intrinsic dark counts, high detection
efficiency and low timing jitter. However, SNSPDs are still vulnerable to radiation challenges in a space
environment. Although displacement damage in the superconducting nanowire itself may be less of an
issue than in semiconductors, high-energy particles (cosmic rays, secondary gamma radiation, neutrons)
interacting in the substrate or surrounding materials can deposit energy, generate phonons or photons,
and create bursts of quasiparticles in the nanowire. These bursts can produce erroneous transients, elev-
ated count rates, or even temporary paralysis of the detector (dead time) as the superconducting state
recovers. In addition, the cryogenic cooling system, readout electronics, and bias circuitry that are essen-
tial for SNSPDs must be qualified for total ionizing dose and single-event effects, adding complexity and
risk to the mission [130-132]. Much of this complexity comes from the demands placed on spacecraft
power and cooling mass due to the requirements of the cryogenic coolers involved. That being said, the
authors found that literature quantifying the suitability of SNSPDs for deployment in space were limited,
and this could represent a gap in the literature to be filled by the community in order to better compare
SNSPDs to SPADs in high radiation environments.

Mitigation strategies for SPDs tend to focus on minimizing the dark count increases and maintain-
ing the long-term sensitivity of the detector in the space environment. For SPADs, effective strategies
include deep cooling and thermal annealing. By operating the detector at temperatures of —60 Celsius
and lower, thermally generated carriers are heavily suppressed. Meanwhile, periodic annealing cycles at
temperatures from 50-100 Celsius can reverse some of the displacement effects and recover dark count
performance after irradiation [130, 133]. Other options include selecting small active-area or radiation-
hardened SPADs, implementing shielding with low-Z materials to reduce proton and secondary particle
flux, and using gated operation to limit the effective exposure window. Although the body of work on
SNSPD radiation tolerance is more limited, a related study suggests that adding phonon-absorber layers
can reduce energy transfer from high-energy particle hits, while shielding can limit cosmic-ray exposure
[134]. Together, these approaches allow both detector types to maintain low DCRs and reliable perform-
ance despite the challenges of the space radiation environment.

Another consideration for satellite-based QKD are blinding attacks. Blinding attacks represent a sig-
nificant hardware-level vulnerability in QKD systems making use of SPDs. In a blinding attack, an eaves-
dropper (Eve) illuminates the detectors used by Alice and Bob with intense continuous or pulsed light
to force the detector out of single-photon sensitivity and into a less sensitive linear regime. Then, the
Eve can selectively trigger the detectors to register the same measurement results the Eve has obtained.
The Eve then listens to the classical channel and copies whatever Alice and Bob do in order to obtain
the same secret key [135, 136]. As one might imagine, this is a significant risk and so proper mitigation
techniques should be implemented to reduce the risk should such an attack occur. Before diving in to
the mitigation techniques for these attacks, the authors must note that there are many types of attacks
found in the literature besides the blinding attack: the after-gate attack, the dead-time attack, the time-
shift attack, the superlinear attack, the device calibration attack, the double-click attack, and the back-
flash attack, to name some. A full review of these attacks and mitigation strategies are beyond the scope
of this review. However, the paper by Jiang et al includes a number of citations diving into these attacks
in more detail for the interested reader [135]. This section is merely meant as a brief introduction to the
concept of ‘quantum hacking’ and cover the blinding attack as one of the easier to implement attacks.

Blinding attacks on SPADs take advantage of the physics of the avalanche process. Under strong illu-
mination, the diode’s bias voltage can be driven below its breakdown threshold, causing the detector to
transition from Geiger mode to a linear photodiode mode where the output current scales with optical
power [137]. Temperature changes or increased dark counts from radiation exposure can modify the
detector’s breakdown voltage and threshold behavior, extending the range of illumination powers that
can induce blinding [138]. In SNSPDs, blinding attacks rely on different physical mechanisms, but the
end goal is the same: forcing the detector into a controllable or unresponsive state. Intense optical pulses
can heat the superconducting nanowire above its critical temperature so that the device transitions into
a resistive state. Under continuous illumination, the SNSPD can be latched in a blinded resistive condi-
tion. This leaves the SNSPD unable to respond to single photons, and Eve can trigger the SNSPD reli-
ably once the bias current and thermal conditions have stabilized [139, 140]. Though SNSPDs can be
more robust due to their cryogenic temperatures and lower bias margins, this still represents a possible
attack pathway and must be monitored for in space-based QKD.
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Mitigation strategies have been developed for both SPADs and SNSPDs to reduce the threat these
attacks pose. For SPADs, optical power monitoring via the use of beam-splitters and a watchdog photo-
diode can track the incoming photon flux [141, 142]. Other strategies include randomized gating or self-
differencing circuits that prevent predictable detection windows, and real-time bias current monitoring
to detect illumination-induced shifts [135, 143]. Additionally, adopting measurement-device-independent
(MDI) QKD architectures removes the need to trust individual detectors by performing Bell-state meas-
urements jointly between Alice and Bob, removing the threat of detector-side attacks [144]. For SNSPDs,
monitoring the nanowire bias current and voltage can help reveal latching or anomalous behavior from
bright illumination. Adding optical power limiters at the receiver input can also prevent damaging or
blinding optical flux from reaching the detector surface. Hardware diversity (using both SPADs and
SNSPDs in the same receiver) has been proposed as another method to make receivers more resilient to
blinding attacks given the differing responses to bright illumination [135, 139, 140, 145]. In conclusion,
blinding attacks show that relying on the QKD protocols alone is insufficient to ensure QKD remains
secure. For satellite-based QKD where in-situ modifications are not feasible, integrating such physical
hardware-based mitigation strategies will be vital to ensuring such links remain secure as part of a global
quantum communication network.

2.4. Detector performance table and conclusions

After reviewing the state-of-the-art in mid-IR single-photon counting, it is clear that the field has
bridged the gap with the NIR at a rapid pace. We have collected the top performers for the detection
technologies presented above in table 1. If SDE needs to be maximized at all costs, the best detectors

are SNSPDs. At first glance, WSi would appear to be the most promising option, havingthe highest SDE
reported at >50%. However, this value is from simulation work carried out by both Verma et al and
Hampel et al. There appear to be no experimental confirmations of these optimized SDEs in literature,
with work focusing on extending the cut-off wavelength of the saturated internal detection efficiency
instead. This is a notable gap in the literature for mid-IR SNSPDs, and rigorous experimental work to
verify WSi SDEs in the mid-infrared would be valuable. With this consideration, nonlinear upconversion
appears to be the best option for mid-infrared SPD applications that have their SDEs validated by exper-
imental demonstrations in the literature. Additionally, for practical applications, the cryo-cooling and
fabrication requirements significantly increase the cost and complexity required for SNSPDs. As such, it
may not be feasible to include the necessary infrastructure to hit the operating temperatures required for
SNSPD operation. This may be less of a concern for terrestrial applications, but it is a notable potential
setback for satellite-based applications, where access to cryo-cooling is significantly harder to guarantee.
For higher temperature and cheaper detection payloads, nonlinear upconversion appears to be the best
practical alternatives SNSPDs currently available that have mid-infrared experimental demonstrations of
their SDEs in the literature.

When comparing these device efficiencies to comparable SNSPDs in the previous section, it is clear
to see why mid-IR upconversion is considered one of the best current methods for detecting single mid-
IR photons for quantum applications. Despite the efficiency and coupling penalties from the nonlinear
process and additional optical components, the high performance of NIR detectors lead to detectors that
outperform direct mid-infrared detectors on the market. Additionally, the upconversion efficiency con-
tinues to increase; there is no theoretical limit preventing quantum efficiencies as high as 99%, and the
scientific community continues to produce improvements on existing designs. As coupling losses con-
tinue to be improved as well, we expect the detection efficiency record of ~37% to slowly climb over
time, and upconversion detectors could get close to performance parity with NIR single-photon counters
for quantum communications. We can also see in table 1 that SDE for the pulsed setup demonstrated
by Huang et al has actually exceeded the state-of-the-art for NbN SNSPDs and is on the same order
of magnitude as the best SNSPD demonstrated in the mid-infrared to date. As such, one may assume
upconversion will be the go-to solution in a wide variety of applications where room temperature opera-
tion and cost are the main concerns. The main challenge that upconversion should address is the DCRs,
as they are still at least one order of magnitude higher than the average SNSPD, although the latter has
demonstrated DCRs as low as one per day.

In terms of other figures-of-merit, it is notable that many of the cited examples did not include jitter
or dead time values, especially in the mid-infrared. For upconversion detectors this is easier to under-
stand, as the upconversion process can theoretically use any suitable detector in the wavelength range of
the upconverted photons. Researchers may feel there is no point listing these values, as they are not spe-
cific to the upconversion method being reported but instead are specific to the model of detector being
used. However, there was a notable lack of reporting of these values for the mid-IR SNSPDs as well. This
improves somewhat when looking at the near-infrared SPADs and SNSPDs, although still roughly half of
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Table 1. Summary of near-infrared and mid-infrared detector performance metrics.

Wavelength Internal quantum  System detection Dark count
Detector type Material range (pm) efficiency efficiency Temperature (K)  rates (cps) Timing jitter (ps)  Dead time  References
Near-Infrared Detectors
SNSPDs NbN 1.53-1.63 100% 95%—-98% 0.8-2.1 100 66 N/A [146]
NbTiIN 1.29-1.5 100% 94%-99.5% 2.5-2.8 300-500 15-32 25 ns [53]
MoSi 1.55 100% 98% 0.7 N/A N/A N/A [66]
APDs InGaAs/InP 1.55 N/A 60% 300 340 000 N/A 3 ns [48]
InGaAs/InP 1.55 N/A 55.4% 250 43 800 N/A N/A [49]
InGaAs/InP 1.55 N/A 25% 183 <200 <200 2-100 ps [147]
Silicon 780 N/A 70% 300 25-1500 N/A 22-50 ns [46]
Upconversion PPLN w/ SiSPAD 1550 N/A 40% 306 200 10-450 N/A [51]
Mid-Infrared Detectors
SNSPDs NbTIN 2-4 100% 84.1% @2 pym 0.76-2.2 ~24 000 N/A N/A [73]
NDbDN 1.5-10 100% 32.5% @ 2.95 ym 3.9 <100 N/A N/A [70]
WSi 3.4-5.5 100% >50% (simulated)  0.35 <1000 N/A N/A [83]
MoSi 1.55-5.07 100% N/A 0.085 <100 N/A N/A [85]
Upconversion (Pulsed) PPLN w/ SiSPAD 3 >80% 37% 313 ~1000 N/A N/A [116]
Upconversion (Continuous Wave) ~ PPLN w/ SiSPAD  3.082 37.9% 24% 300 N/A N/A N/A [114]
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the reported devices do not reference these values for the reported devices. One of the main takeaways
from this review is that a concerted effort should be made by the research community to report these
values alongside other metrics like SDE where possible, to better enable robust comparisons between
different detector materials and architectures. For typical values, silicon and InGaAs/InP SPADs exhibit
timing jitters in the tens to hundreds of picoseconds. A CMOS_integrated SPAD achieved ~4 ps tim-
ing jitter at visible wavelengths [148]. However, it is more common to see SPADs with timing jitter on
the order of 100 s of ps, such as this free-running InGaAs/InP device with 168 ps timing jitter [149]. By
contrast, SNSPDs generally offer lower timing jitter, with single-digit ps values reported in the literature
(2.6 ps in the visible and 4.3 ps at 1550 nm) by Korzh et al in 2020 [150]. In terms of dead time, SPADs
can reach values in the tens of nanoseconds such as this SPAD that achieved a dead time of 28.5 ns in
the visible, although InGaAs/InP SPADs dead times on the order of 1-10 us in the near-infrared are
more common [151, 152]. SNSPDs can also offer very short dead times in the near-infrared, with Miki
et al demonstrating a dead time of 10 ns with a jitter of 45 ps in 2021, Zadeh et al reporting a dead time
of <6 ns in 2020, while a comprehensive characterization from Dong et al in 2024 shows a dead time of
60 ns [153—155]. From the literature, we can conclude that SPADs tend to exhibit longer dead times and
higher timing jitter versus SNSPDs in the near-infrared, and mid-infrared performance represents a gap
in the literature that should be rectified going forward by more comprehensive reporting of detector per-
formance in this wavelength region. Regardless, given the rapid improvement across both technologies, it
is anticipated that the next decade will only see further improvement in these numbers, and parity with
NIR single-photon counting may be achievable.

3. Probabilistic and triggered single-photon sources

An ideal single-photon source is one that deterministically emits indistinguishable single photons on
demand, with no risk of multiphoton emission. It is characterized by exceptional photostability and pre-
cisely defined spatial and spectral properties, ensuring consistent and reliable performance in quantum
information processing applications. From a quantum information perspective, deterministic on demand
generation of indistinguishable single photons is an ideal resource for applications in quantum sensing
[156], quantum metrology [157] and quantum information processing [158]. Such a source should have
a sub-nanosecond lifetime and must be highly polarized in both emission and absorption [9]. Therefore,
the wavelength of emitted photons should be well defined, the repetition rate of photon emission as high
as possible, the probability of the single-photon emission should be equal to 1, with the probability of
multi-photon emission is equal to 0. Realizing ideal single-photon sources in practice is extremely chal-
lenging due to the stringent requirements previously outlined. However, researchers have successfully
developed promising candidates that satisfy several key criteria [159, 160]. The realistic single-photon
sources can be divided into two groups—deterministic (on-demand) and probabilistic (or heralded).
Each type of single-photon sources comes with its own set of advantages and disadvantages, making it
impossible to identify a universally superior option for all conditions and circumstances. The choice of
source is typically made with careful consideration of the specific requirements dictated by the target
application. However, comparisons of the parameters across different types of sources can be found in
various studies [9, 102, 161].

Probabilistic sources emit photon pairs with a probability less than unity. Heralded single-photon
sources rely on the simultaneous generation of these photon pairs, where the detection of one photon is
used to ‘herald’ the presence of the other. Although such sources can be driven at very high repetition
rates, their per-excitation success probability is lower than that of other on-demand emitters. Photon-
pair generation is typically achieved through SPDC or four-wave mixing (FWM). Both processes, how-
ever, carry a non-zero chance of producing multiple photon pairs, posing a security concern for QKD
systems via photon-number-splitting attacks. Some of the earliest demonstrations of heralded single-
photon sources used non-linear processes like SPDC to generate entangled photon pairs [162, 163].

In SPDC, a high-energy pump photon incident on a non-linear crystal can produce two lower-energy
photons, commonly referred to as the signal and idler [164]. In contrast, FWM sources rely on third-
order nonlinearities and can be realized in optical fibers or integrated waveguides due to improved mode
confinement. Several reported implementations have shown that FWM-based sources can offer broader
wavelength tunability and the potential for integration with photonic integrated circuits leveraging sil-
icon technology [165-167].

Deterministic single-photon sources generate single photons through a triggered process, typically
achieving higher single-photon emission rates due to their efficient operation. These sources are usually
based on a two-level system that emits a photon after being excited. Various deterministic single-photon
sources have been developed, including those involving molecules [168], nitrogen-vacancy (NV) centers
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[169], and quantum dots [170-172]. The first experimental demonstration of single-photon emission
was demonstrated by Kimble ef al in 1977 using sodium atoms [173]. Since then, researchers around the
world have demonstrated different techniques with similar characteristics, these include single molecules
[173], and defect centers in solid state materials as diamond [174] and silicon carbide [175].

Next, we delve into the recent advancements in various types of single-photon sources, with a par-
ticular focus on those operating in the near-infrared spectrum, which are crucial for QKD applications
[176, 177]. This review will cover the latest developments in both deterministic and probabilistic sources,
examining their performance, efficiency, and suitability for secure quantum communication. Special
attention will be given to the technical challenges and breakthroughs that have shaped the field, as well
as the potential of such sources to enhance the reliability of QKD systems in real-world scenarios.

3.1. Coherent state sources

Coherent-state sources, such as weak coherent state and weak coherent pulse (WCP) sources, serve as the
backbone of most current practical QKD demonstrations, including satellite-based implementations. In
contrast to true single-photon sources such as those based on quantum dots, color centers, or SPDC and
FWM, coherent-state sources rely on attenuated laser pulses whose photon number distribution is gov-
erned by Poissonian statistics [176, 178]. As the mean photon number per pulse can be precisely con-
trolled, coherent state sources are relatively easy to implement and stable. This simplicity make them
particularly suitable for space-based QKD missions, where compact size, power efficiency, and thermal
stability are major considerations [179]. One drawback of coherent state sources is they have a non-

zero probability of emitting multi-photon pulses, introducing a security vulnerability through photon-
number-splitting attacks in which an Eve can capture extra photons without disturbing the quantum
signal [180].

Single photon sources such as those previously covered avoid this multi-photon problem and thus
offer improved security and potentially higher key rates per emitted photon under ideal conditions.
However, they typically suffer from low collection efficiencies, limited brightness, and strict operational
conditions like cryogenic cooling for quantum dots or the phase-matching conditions for SPDC/FWM
crystals. In the context of satellite-based QKD where photon budgets are already constrained by link
losses exceeding 30—40 dB, the low output rates of many single-photon sources can limit key throughput
[27, 181, 182].

In contrast, coherent state sources offer orders-of-magnitude higher repetition rates (often GHz) and
excellent beam quality, allowing for high-fidelity pointing and tracking in FSO channels. They remain
an obvious choice for spaceborned QKD missions including the well-known Micius demonstration by
China [179]. Security gaps from the multi-photon emission have been mitifated by decoy-state protocols,
which statistically detect and eliminate photon-number-splitting attacks by varying the source intensity
between signal and decoy pulses [183, 184]. As a result, modern decoy-state coherent source systems can
approach the key rate and security performance of ideal single-photon sources. Recent practical examples
have focused on space-oriented modular designs that target qualification and intensity modulation, such
as the compact, iPOGNAC-based modular source targeting ~800 nm with tunable signal/decoy intensit-
ies and polarization encoding specifically with space qualification in mind [185, 186]. Woodward et al
have also pushed the boundaries of coherent state sources with very high clock rates, demonstrating
gigahertz decoy-state and MDI QKD experiments, obtaining up to 8 bits per second at 54 dB channel
loss and 2 kbps for 30 dB channel loss, with such demonstrations providing the building blocks for
space downlinks and uplinks [187]. Practical space-payload implementations derived from these device
capabilities have been described in payload studies that combine compact laser diodes, high-extinction
modulators, and integrated random number generation to drive state selection, all while considering
thermal environmental tolerances [188].

Compared with single-photon emitters and probabilistic photon-pair sources, modern coherent state
sources have distinct tradeoffs relevant to satellites. They are far more mature and straightforward to
space-qualify, routinely operate at much higher pulse rates (increasing raw key throughput under high
loss), and pair readily with decoy-state protocols that largely close the photon-number-splitting vul-
nerability of Poissonian emission. However, they cannot produce truly on-demand single photons and
therefore require careful intensity, spectral, and temporal calibration to avoid side channels that an Eve
could exploit, although recent work has targeted these side channels for mitigation [189-191].

By contrast, triggered single-photon sources promise higher per-photon security and the potential
for improved key-rate scaling in low-loss regimes, but current implementations tend to be heavier, less
bright, or more environment-sensitive (requiring cryogenics or complex optical coupling) and therefore
are still challenging to deploy on near-term small satellite missions.
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3.2. Quantum dot based single-photon sources (700-1550 nm)

QDs, or the so-called artificial atoms, are semiconductor nanocrystals that can emit single photons when
excited. They are often used due to their high brightness and ability to be integrated into photonic cir-
cuits. Common materials include InAs/GaAs, which can emit in the NIR range. Because of its quantum
nature, a quantum dot has a discrete energy structure. When the dot is excited, either optically or
electrically [192, 193], and in a weak-excitation regime where excitations are infrequent, an electron-hole
pair is created. The radiative recombination of this pair leads to photon emission. While optical excita-
tion can sometimes cause multi-photon emissions, the emitted photons will have different wavelengths.
To address this, proper filtering is required.

Although quantum dots emit photons in all directions, making it challenging to collect them effi-
ciently, this can be improved by integrating the quantum dot with a micro-cavity. Additionally, fabricat-
ing quantum dots using epitaxial growth on a prepared substrate is highly advantageous, as it facilitates
miniaturization and integration into single-photon sources. However, to achieve optimal performance as
a single-photon source, quantum dots typically need to operate at cryogenic temperatures [181].

InGaAs QDs are highly efficient, with generated photons achieving up to 96% indistinguishability
and 99.4% purity [170, 194]. These QDs are created by embedding InAs within GaAs layers. The lattice
mismatch between these materials causes strain, leading to the random formation of QDs on the surface
through a process known as Stranski—Krastanov growth [195]. The difference in potential between the
two materials creates a two-level system between for the electrons and holes, mimicking the behavior
of artificial atoms despite being solid-state systems. This allows the QDs to emit single photons when
excited and relaxed.

Single-photon sources that emit in the visible range are crucial for quantum information applications
because visible light can pass through the Earth’s atmosphere without significant absorption. Several
promising QD systems are available for visible light emission at temperatures above 200 K. Deshpande
et al [196] demonstrated anti-bunching up to 280 K, with g(z)(O) values of 0.37 under pulsed excitation
and 0.32 under continuous excitation, using InGaN/GaN Stranski—Krastanov QDs emitting at 620 nm.
g@(0) represents the probability of multiphoton emission events, where g (0) = 0 represents no prob-
ability of multiple photon emission as described by Chunnilall et al [9]. Similarly, Wang et al [197]
achieved anti-bunching up to 220 K, g (0) = 0.47 with InGaN QDs grown on a non-polar crystal.

Single-photon emission in the visible spectrum has been demonstrated using II-VI QDs with CdSe
QDs. Although CdSe QDs are often prepared in colloidal form, a few studies have focused on single-
photon emission from epitaxial CdSe QDs systems. Rakhlin et al [198] reported anti-bunching with a
g@(0) value of 0.15 at 80 K using CdSe/ZnSe Stranski-Krastanov QDs with a ZnSSe/ZnMgSSe barrier.
Liu et al [32] observed anti-bunching with a g?(0) value of 0.4 at 100 K using CdSe/ZnSe QDs grown
by molecular beam epitaxy. Fedorych et al [199] demonstrated room-temperature single-photon emission
around 550 nm from CdSe/ZnSSe QDs embedded in a Mg$S barrier, with a g?(0) value of 0.16 under
continuous wave excitation.

In [200], Gao et al reported applications of atomically thin single-photon sources based on transition
metal dichalcogenides (TMDCs) for quantum communication, specifically focusing on a WSe2 mono-
layer. The WSe2 monolayer single-photon source exhibited high click rates of up to 66.95 kHz and anti-
bunching values g'?(0) as low as 0.034. The authors also used optimization techniques, such as temporal
filtering, which allowed them to improve the performance further, extending the maximum tolerable
transmission loss in the quantum channel by 3.51 dB. These metrics indicate a high purity of single-
photon emission, essential for secure quantum communication.

In [201], Yang et al demonstrated QKD with a QD single-photon source in a 79 km link with
a 25.49 dB loss (equivalent to 130 km in direct-connected optical fiber) between Hannover and
Braunschweig in Germany. The setup achieved a record-high secret key bit rate of 4.8 x 107> per pulse
with an average QBER of approximately 0.65%.

A similar approach of InAs QD single-photon source in photonic crystal waveguides for QKD applic-
ations has been demonstrated by Zahidy et al [202]. The authors used a link of 18 km between two dis-
tricts in Copenhagen to realize QKD and achieved more than 2 kbits s™! at approximately 10 dB chan-
nel loss.

In [203], Morrison et al demonstrated a fiber-based QKD technique with frequency-converted QD
single photons at 1550 nm, achieving count rates of 1.6 MHz with g?(0) as low as 0.036 over 175 km
of standard single mode fiber. The QD single-photon source used in this work emits photons at 940 nm,
and excited using a dark-field confocal microscope. Another research demonstrated the use of QD
single-photon source for QKD in the O-band, approximately at 1321 nm, in [204]. The authors achieved
a raw key rate of up to 4.7 kHz, and g?(0) of 0.1. The single-photon source used consists of a single
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InGaAs/GaAs QD that is integrated into a monolithic micromesa structure with a distributed Bragg-
reflector mirror.

Demonstration of QKD using a QD single-photon source in an urban environment has been demon-
strated in [205], achieving key rates of 106 bps during different environmental conditions. The single-
photon source is fabricated using droplet etching epitaxy [206].

There have been numerous improvements in recent years in single-photon source capabilities. For
example, Chaiwongkhot et al demonstrated a quantum dot single—photon source embedded in a
nanowire that possessed very low multi-photon emission (<107°), and an extraction system efficiency
of 3.1% [207]. Despite the low efficiency, the key generated by the quantum dot source is greater than
that generated by a WCP source with an identical repition rate and link conditions simulating a satel-
lite pass. They postulated that further improvements in extraction efficiency to a reasonable value of
40% would lead to the source outperforming the coherent state source by an order of magnitude. There
have also been significant advances in novel solid-state platforms for single-photon sources. A review by
Esmann et al covers the development of single emitters in monolayers of TMDCs, defects in hexagonal
boron nitride, and colloidal quantum dots in perovskites, and benchmarks them versus other solid-
state platforms for quantum photonics [208]. While the cited review covers these platforms in much
more detail, the general outlook appears to be the brightness values and highly compact experimental
demonstrations are highly promising for QKD demonstrations, although there are still issue with indis-
tinguishability that prevent them from being used for protocols that require photon interference. From
our review, the current experimental literature suggests that high-performance, pattern-mitigated coher-
ent state sources with decoy-state control and GHz capability will remain the backbone of near-term
satellite QKD demonstrations and mission designs. Meanwhile, continued development of deterministic
single-photon emitters will aim to enable future mission classes once brightness, coupling efficiency and
space-qualification are more mature.

While QD research has expanded across many spectral ranges, mid-IR QD-based single-photon
sources (above 2 pm) remain unexplored. This absence may be due to challenges such as lack of mature
materials and fabrication methods for efficient QD emission in the mid-IR, the complexity of integrating
mid-IR QDs into photonic systems, and limited demand relative to NIR wavelengths, which align with
existing fiber optics and telecom standards.

3.3. Color centers sources (600—1600 nm)

Color centers are another promising candidate for single-photon sources, notable for their ability to con-
trol the polarization of emitted photons [209]. These centers are based on defects in crystalline struc-
tures, most commonly NV in diamonds. NV centers exhibit a broad absorption and emission spectrum,
with a central emission line around 637 nm [210]. Additionally, NV centers boast near-unity radiative
efficiency, even at room temperature [211, 212]. Given their broad emission spectrum and the ability to
fine-tune the output with appropriate spectral-line filters, color centers can serve as highly versatile and
tunable photon sources for various quantum applications. The state-of-the-art of color centers sources is
covered in [213].

3.4. SPDC or FWM sources (400-1300 nm)
SPDC sources utilize nonlinear optical materials that have non-zero elements in the second-order elec-
tric susceptibility tensor, known as y (*). These materials, which can include crystals and waveguides
[158, 162], enable the conversion of a single pump photon into a pair of photons, commonly referred
to as the signal and idler. The SPDC process was first theoretically predicted in 1961 [214] but was
not experimentally observed until 1969 [215]. During SPDC, the pump photon is converted into a
photon pair according to phase-matching conditions, which require the conservation of both energy
and momentum. Depending on these phase-matching conditions, different types of SPDC processes are
possible, each with distinct polarization characteristics. In type-0 SPDC, all three photons—pump, sig-
nal, and idler—have the same polarization. In type-I SPDC, the two generated photons share the same
polarization, which is perpendicular to the polarization of the pump photon. In type-II SPDC, the two
generated photons have perpendicular polarizations, while one of them shares the polarization of the
pump photon. These variations in polarization properties allow SPDC sources to be tailored for specific
quantum optical applications.

Early experiments aimed at producing polarization-entangled states often utilized BBO crystals with
a Type-1I SPDC process [216]. In this setup, the signal and idler photons are emitted in cones at differ-
ent angles relative to the optic axis, resulting in two concentric rings at a given wavelength. To obtain a
polarization-entangled state, photons must be collected from the points where these rings overlap. More
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recent experiments have demonstrated significant advancements using a non-collinear scheme with peri-
odically poled potassium titanyl phosphate (PPKTP) crystals. These setups have produced high-quality
polarization-entangled states and exhibited strong two-photon interference visibility. Notably, Jeong et al
[217] achieved a photon pair generation rate of 7000 pairs/mW and a Hong—Ou-Mandel (HOM) inter-
ference visibility of 97.8% for single-mode fiber and 93.6% for multimode fiber-coupled output modes.
This experiment also showed that a broadband multimode diode laser could be effectively used as the
pump source while still achieving high-quality two-photon interference, demonstrating the robustness
and versatility of this approach for generating polarization-entangled states.

In [218], Lee et al reported a photon pair generation rate of 4200 pairs/mW and HOM interfer-
ence visibilities exceeding 96%, depending on the pump power. Their setup also included a delay line, a
half-wave plate, and a polarizing beam splitter to correct for temporal differences between photon pairs,
which helped maintain high-quality entanglement and interference.

In [225], Fedrizzi et al reported a wavelength-tunable, fiber-coupled source of polarization-entangled
photons using a 25 nm PPKTP crystal inside a Sagnac loop. This setup uses a polarizing beamsplitter to
separate the clockwise and counterclockwise propagating signal and idler modes within the loop, result-
ing in a polarization-entangled state at the output. The system achieves a photon pair generation rate of
273 kHz mW nm™! (with 82 kHz mW nm™' detected) when coupled into single mode fibers and main-
tains high coincidence visibility across a broad tuning range of signal and idler wavelengths, exceeding
97.5% over approximately 50 nm. Furthermore, the Sagnac loop setup can be adapted for non-collinear
phase matching, as demonstrated in [226], where Type-0 quasi-phase matching was employed to gener-
ate co-polarized photon pairs. This versatility and performance make the Sagnac loop scheme a power-
ful tool for generating entangled photon pairs in quantum communication and information processing
applications.

In [26], Euler et al investigated entangled photon pair sources for QKD using type-II SPDC in a
waveguide. The first source, they investigated, is driven by a 404 nm single-mode laser diode and oper-
ates around 808 nm, making it suitable for free-space QKD using the BB84 protocol. The PPKTP wave-
guides used are 4 mm and 11 mm long, with widths between a few micrometers. The second source is a
fiber-based system optimized for QKD at telecom wavelengths near 1550 nm. It comprises of a 24 mm
long PPLN waveguide. The key to advancing these technologies lies in understanding the spectral prop-
erties of the generated photons.

3.5. Mid-IR sources

Quantum optical systems working in the mid-IR wavelength range (3-5 pm) could bring major
advancements in communications, sensing, and measurement technologies. However, most sources of
entangled photons so far have been created in the near-IR range (700-1700 nm). Single-photon sources
in the mid-IR range open the possibility of developing quantum technologies, like QKD, for mid-IR
fiber communications and future earth-to-satellite communication systems. It is also important to note
that mid-IR coherent state sources based on weak pulses like those covered in section 3.4 have not
been reported in literature to the best of our knowledge. Recent efforts have focused mainly on the
SWIR, which is understandable given the prior art and availability of high quality single photon detect-
ors in that wavelength band. That being said, it does represent a significant gap in the literature, and
the potential improvement in SNRs from the reduction in background radiation in the MWIR means
that improved MWIR sources for QKD could lead to improved QBERs and key generation rates in the
future. Table 2 summarizes some recent demonstrations of mid-IR QKD sources collected from the
literature.

In [219], researchers used special lithium niobate crystals and advanced detectors to generate
entangled photon pairs at 2090 nm. The reported coincidence-to-accidental ratio is around 180 + 50
at 5 mW pump power. In general, near-IR (especially 1550 nm) is the most practical and widely used
for current quantum technologies, while mid-IR is more promising for specialized applications, especially
where atmospheric transmission or new sensing modalities are advantageous. Table 3 below summarizes
some of the main qualitative characteristics of near- and mid-infrared single-photon sources as covered
by this review.

Table 3 provides a comparative summary of the key features and challenges associated with single-
photon sources in the mid-infrared (3—5 pm) and near-infrared (700-1700 nm) ranges. The goal of
this comparison is to help readers identify the strengths, limitations, and applications of each spectral
region, aiding the selection of appropriate sources for different quantum technologies. Near-IR tech-
nologies, especially around 1550 nm, benefit from well-developed telecom infrastructure, while mid-

IR sources and components are still limited to research settings. Photon loss is much higher in mid-
IR fibers, restricting its use for fiber-based quantum communication, whereas near-IR photons exhibit
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Table 2. Mid-infrared single-photon sources from literature.

Coincidence-to-accidental

Source type Wavelength range Brightness ratio (CAR) Reference
SPDC based on lithium niobate 2-2.5 pm N/A 180 £ 50 at 5 mW [219]
crystals

Ultra-broadband bi-photon source 2.5-4.5 pm 106 N/A [220]
PPKTP crystals 3-5 um N/A N/A [221]
Frequency up-conversion based on 3-3.8 pm N/A 60-100 [222]
temporal-spectral quantum

correlation

SPDC in AgGaS, crystal 6 pm N/A 22 at2 mW [223]
Four-wave mixing of low-power N/A 106 N/A [224]

ultrashort laser pulses in a highly
nonlinear fiber

Table 3. Summary of near-infrared and mid-infrared single-photon source characteristics.

Parameter Mid-IR (3-5 pm) Near-IR (700-1700 nm)

Common sources Quantum cascade lasers (QCLs), SPDC, Attenuated lasers, SPDC, quantum dots,
DEFG, quantum dots, rare-Earth doped nitrogen-vacancy (NV) centers
materials

Photon loss in fiber High in standard telecom fibers Low, especially at 1550 nm (0.2 dB km ™"
(especially >3 pm) in optical fibers)

Photon detection efficiency Challenging, requires specialized High, with optimized detectors like APDs
detectors (e.g. TES, SNSPDs) and SNSPDs

Quantum applications Emerging applications in quantum QKD, quantum computing, and
sensing, spectroscopy, and quantum communication
communication

Component availability Limited, mainly in research stage for Highly developed, telecom-ready
quantum applications components for 1550 nm

Energy per photon Lower (since photons have lower energy Higher photon energy in the near-IR
in mid-IR) range

low attenuation, making them ideal for QKD and long-distance transmission. Photon detection in the
mid-IR region is challenging, requiring specialized detectors (TES, SNSPDs), compared to the higher
efficiency SPADs available in the near-IR. While near-IR sources are well-suited for QKD and quantum
computing, mid-IR sources are gaining traction for quantum sensing, molecular spectroscopy, and free-
space quantum communication.

4. Conclusions

After reviewing the state-of-the-art for mid-infrared SPDs and sources, there are some broad conclu-
sions that can be made. First, mid-infrared SPDs are significantly more mature than mid-infrared single-
photon sources. It was a struggle to find any literature that fully characterized mid-infrared single-
photon sources using the typical figures of merit associated with entangled photon sources for quantum
applications. It is clear that mid-infrared entangled photon sources are still in the early stages, and we
expect that the next several years will see significant developments in this area due to the high interest in
mid-infrared quantum applications. One clear area of improvement is in the reporting of empirical res-
ults for mid-infrared single-photon sources using the standard figures of merit, as this will better enable
comparison with other sources in the literature and set benchmarks for the state-of-the-art as a whole.
That being said, it is an exciting time for mid-infrared technology for single-photon emitters, as several
recent high impact research articles cited in this review show the increasing attention and drive to innov-
ate in this area.

The mid-infrared detectors are significantly more developed than the single-photon sources. This
can likely be attributed to the need for high quality mid-infrared detectors for imaging applications
that predate quantum applications, as many of the earlier works covered by this review do not expli-
citly mention quantum applications as the target for the developed technologies. The main difference
between the near-infrared and the mid-infrared is the lack of suitable semiconductor photodiodes for
direct detection in the mid-infrared. Materials like MCT and InSb simply cannot match the perform-
ance of current off-the-shelf silicon and InGaAs/InP SPADs. As a result, the only viable options in the
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mid-infrared are SNSPDs or using frequency upconversion to convert the mid-infrared photons into
the sensitivity range of the near-infrared semiconductor APDs. This has not proved to be a significant
setback for mid-infrared SPDs, as table 1 in section 2.3 shows system detection efficiencies in the 30%-—
50% range. When compared to the near unity efficiencies of some near-infrared SNSPD detectors, this
may not seem impressive, but the performance gains in the last decade have been pronounced. While
we cannot say that mid-infrared SNSPDs have reached parity with their near-infrared counterparts, the
performance gap is small enough that we may expect to see practical demonstrations of quantum com-
munication, quantum sensing, and more in the mid-infrared region using this technology in the next
5-10 years. Frequency upconversion in particular seems promising for the mid-infrared, given the pos-
sibility for room temperature operation and current system detection efficiencies approaching that of
upconverters in the near-infrared. With further refinement of the nonlinear conversion efficiency and
by reducing losses elsewhere in the devices, we may see room temperature SPDs with small-to-no gap
between them and the near-infrared alternatives.

In summary, the main roadblock for wide-scale testing of mid-infrared quantum technology is the
lack of available single-photon sources. Once these have developed further and are more readily available
to the scientific community, the detector technology is already mature enough to enable practical mid-
infrared single-photon experiments. Given the high quality of existing mid-infrared SPDs coupled with
the low background noise in the mid-infrared wavelength range, the mid-infrared could offer a com-
pelling alternative with improved weather resistance to the current near-infrared standard in free-space
quantum communications.
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