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Abstract

Advances in optimization and machine learning algo-
rithms have shown great potential when applied to control
systems of many industries, such as automotive, avionics
and aerospace. At CERN, we also find many applications
in our particle accelerators and industrial facilities. In re-
cent years, neural networks are increasingly being explored
as components or even full replacements for model-based
control systems, which rely on handcrafted rules or hard
optimization schemes. In contrast, neural networks promise
approximately-optimal performance while being trainable
purely on already existing or simulated data. However, for
critical control systems the behavior of any control-policy or
dynamics-model needs to satisfy either hard or probabilis-
tic guarantees. While model-based control realizes this by
construction, neural networks models are known to exhibit
unpredictable behavior, such as adversarial examples. Due
to this, the use of formal methods for guaranteeing prop-
erties on neural networks has been widely explored in the
literature. In this paper, we present an overview of the safety,
robustness and stability challenges posed by neural network-
based control systems at CERN. We examine how these
challenges can be specified as formal properties and discuss
state-of-the-art techniques for verifying and mitigating them.

INTRODUCTION

Model Predictive Control (MPC) and other optimization-
based control techniques were developed to achieve near-
optimal system performance while explicitly satisfying
safety and stability constraints. In recent years, through
advances in machine learning and computing hardware, neu-
ral networks (NNs) have become a viable option as powerful
and effective function approximators for directly modeling
complex dynamics or computing control actions. By learn-
ing from data, NNs can bypass the need for explicit physical
models and enable approximate optimal control in scenarios
where traditional methods struggle.

However, the adoption of neural networks in critical con-
trol systems raises new challenges. Prior work has demon-
strated their susceptibility to adversarial perturbations [1]:
small input changes that can lead to unexpected or unsafe
outputs. Such perturbations may arise not only from ma-
licious attacks but also from sensor noise, environmental
disturbances, or modeling inaccuracies.

For industrial control systems with strict safety and relia-
bility requirements, this raises fundamental questions about
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how to assure correct and predictable behavior when neural
networks are part of the control loop. Currently, the IEC
61511 functional safety standard for the process industry
sector does not consider the use of neural networks for safety
instrumented systems.

At this moment, only a few standards address the unique
challenges of machine learning in safety-critical contexts.
Some examples are the automotive industry with the new
ISO/PAS 8800, the ISO/IEC 24029 and the ISO/IEC 5469
technical report. These standards recommend formal meth-
ods and formal verification (mathematically sound algo-
rithms with clear semantics) for high-risk systems. Extend-
ing these methods to neural networks and neural-network-
controlled systems (NNCS) has attracted considerable re-
search attention, particularly in the area of adversarial ro-
bustness verification. However, the intersection of perspec-
tives from control theory, functional safety engineering, and
computer science remains fragmented and challenging to
navigate in practice.

At CERN, the unique safety requirements of large-scale
accelerator facilities have motivated recent initiatives to ex-
plore formal verification techniques for neural network con-
trollers. Based on our initial experience and a review of the
state-of-the-art, this paper contributes a CERN perspective
on the emerging field of safe neural-network-based control
systems. In particular, we address 1) the roles that neural
networks can play within control system architectures, 2)
the challenge of providing unambiguous safety requirements
and how to formalize them into verification properties, and
3) the current landscape of methods for verifying these prop-
erties.

Our goal is to provide practitioners and researchers with
an analysis of the challenges, as well as a high-level overview
of verification methods as a reference for future work and
applications.

NEURAL NETWORKS IN CONTROL

In this section, we provide background on control system
architectures and discuss how neural networks can be incor-
porated into them. We also introduce relevant terminology
and formal definitions that will be used throughout the paper.

Control system notation Letx, € R" denote the system
state, 7, € R™ the system state reference value, u, € RF the
control action, and y; € R¥ the measured output at discrete
time 7. The behavior of a (time-varying) plant can then be
defined based on state dynamics f(x;, u;, t), measurements
h(x;,t) and a control policy k(x;, y;,):
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ur = k(re, ye,t).
ey

Neural networks can be integrated into control systems as
part of the control action computation or as learned approxi-
mations of the process dynamics, respectively replacing or
augmenting « or f. Both have been studied extensively in
literature [2—4]. When a neural network replaces the control
logic, the resulting system is often referred to as a neural net-
work controlled system (NNCS). When the neural network
learns from an existing model predictive control (MPC) this
is often studied under the term approximate model predictive
control (AMPC) [5,6].

There have been several efforts at CERN to bring neural
networks into control systems. Van der Veken et al. and Elen
et al. give general overviews on future machine learning
applications for the Large Hadron Collider [7, 8]. Szumega
et al. use neural networks for parameter estimation of radi-
ation monitors at CERN. This study already includes first
steps into formal verification of the NN [9]. Ricci et al. have
worked on using neural networks for the alignment of the
LHC crystal collimators that are planned for LS3 [10]. There
is an ongoing study of robustness verification of this neural
network architecture. More use-cases include a neural net-
work MPC approximation for cooling tower regulation [11],
and neural network based reinforcement learning for beam-
line steering [12].

We distinguish three common roles for neural networks
in control architectures with references to relevant CERN
projects:

* Model learning: The neural network approximates the
process dynamics, replacing or augmenting physical
models, i.e., x;+1 = fo(xs, s, t).

* Closed-loop control: The neural network is part of a
feedback-loop, generating control inputs while taking
into account the system’s evolving dynamics over time,
ie., ur = fo(re, yest).

* Parameter estimation: The neural network learns to
infer system parameters from signal data.

The scope of this paper is limited to feedforward neural
networks (FFNNs), which are networks without cycles in the
computation graph. The circular behavior in recurrent neu-
ral networks (RNNs) or their variants (e.g. LSTMs) make
them significantly more challenging to verify but is being
actively studied [13—16]. Note, that the property formaliza-
tion process and some of the methods shown in this paper
are still applicable to RNNs.

Xee1 = [, ur,t),  ye = h(xg, 1),

Notations of feedforward neural networks [17] We
define a FFNN as usual as a function fp : R — R x
£0m composed of m hidden layers f(x) = h™ o ("1 o
oo kD with A (x) = o(W¥x), where o is a nonlinear
activation function and 6 represents the learnable parameters
of the weight matrices W), For simplification but without
loss of generality we can omit the network bias as it can be
represented as an additional node in each layer.
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CHALLENGES FOR REQUIREMENT
SPECIFICATION

Designing safe and effective neural networks for control
systems requires a precise understanding what constitutes
correct behavior, i.e. clearly defined system requirements.
Intuitively, we require any system to satisfy functional re-
quirements that specify the functionality of the system (e.g.
"the temperature should stabilize around 30°C"), and safety
requirements specifying configurations that must not occur
(e.g. "the temperature must never go above 60°C"). A major
practical difficulty in formal specification of these require-
ments is that the syntax and semantics coming from experts
of different domains differ substantially.

Generally, in the design of a control system, control en-
gineers work together with process engineers to define the
functional requirements and with functional safety engineers
to define the safety requirements when dealing with critical
processes. The functional requirements of a control sys-
tem are based on control theory and involve concepts that
arise naturally from smooth differential systems such as in-
variance, convergence, and asymptotic stability. Functional
safety engineers provide the safety requirements to mitigate
the risks of the system, following the recommendations of
functional safety standards. However, for the process indus-
try, the current version of the standards still do not consider
the use of neural networks as a mitigation measure. In this
paper, we adopt the guidelines and recommendation to spec-
ify safety requirements for neural networks from the new
standards mentioned in the previous section.

To enable formal verification of the requirements it is nec-
essary to remove any ambiguity, often leading to additional
complexity and effort. Formal methods, rooted in theoretical
computer science, formalize the requirements as safety or
liveness properties via mathematical logic systems such as
modal logic (e.g. linear temporal logic (LTL), computation
tree logic (CTL)) or predicate logic (e.g. for pre- and post-
conditions). Control, process and even functional safety
engineers are not necessarily familiar with formal methods.

These differing languages and expectations commonly
lead to misunderstandings during the property specification
process where people from different areas of expertise are
involved. Moreover, tools for verifying neural networks or
NN-controlled systems often reflect the domain they orig-
inate from, supporting only domain-specific requirement
types or levels of abstracting. Thus, one of the challenges
of neural network system assurance is fo unify the domain-
requirements into precise semantics. This challenge is ad-
dressed in the guidelines provided by the ISO/PAS 8800,
ISO/IEC 24029, and ISO/IEC 5469 standards. The standards
recommend the following workflow for the specification pro-
cess:

1. Functional safety engineer defines high-level safety re-

quirements with experts based on a risk analysis.

2. Control engineer defines a concrete safety spec (e.g.,

"remain within safe temperature bounds").
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3. Formal methods experts encode the safety spec into
formal verification properties usable as a tool input —
control equations for tools from the control domain
or logic formulas for tools from the formal methods
domain.

This process often has to be iterated several times until a
precise and valid specification is reached (Fig. 1). A goal
for the future is to create a verification toolset that can be
used directly by the functional safety or control engineer,
inspired by existing toolsets for similar purposes at other
large scale organizations (e.g. FRET for NASA Ames [18]
and the COMPASS toolset for ESA [19]).

Safety Engineer Control Engineer Formal Methods Expert

High-level Control Formal property Verification
Specification Method
(e.g. LTL) eiho

safety Specification
refine |

requirement
Deploy and
Monitor

NNCS Model

Figure 1: Specification pipeline.

Static and Temporal Properties

Properties over a neural network in a control system can
be either static or temporal, dependent on whether loop-
feedback behavior is taken into account or not. Analyzing
feedback behavior takes into account that the system state
changes over time, requiring temporal logic reasoning. The
formal model of an unbounded feedback-loop may have infi-
nite execution paths. Static behavior on the other hand can
be formulated through comparatively simple input-output
relations. This difference changes drastically (a) how ver-
ification problems are formulated, and (b) what tools and
methods are applicable.

Static System Behavior When analyzing static proper-
ties, the neural network acts as a one-step static function:

u= fo(x),

with no feedback from a plant during runtime. On this sys-
tem, we are then interested in properties such as safety ("an
unsafe set U cannot be reached from a given configuration")
or reachability ("the output is always in a safe set S for a
given configuration"). These properties can be formulated
as input-output predicates.

Formally, we can unify these properties under a verifi-
cation problem framework capable of handling a large set
of properties, as defined by Liu et al. [17]. The framework
defines a verification problem by fixing input and output sets
X € DyandY C Dy where the verification problem is to
evaluate:

xeX = y=f(x)eY.
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In practice this verification problem is hard to solve [17].
Most algorithms and tools restrict themselves to solving
a local verification problem which restricts X to be an [,
norm perturbation around a fixed x. Additionally, the output
set is often fixed to a set that can be described via a linear
constraint system. A commonly supported specification
format for this is defined in the VNN-LIB standard [20].

This class of properties is captured by the yearly com-
petition for neural network verification (VNNCOMP) [21].
Additionally, many nonlinear properties can still be mod-
eled via modifications to the FFNN model. This is possible
whenever the nonlinearity can be expressed by operations
supported by the chosen verification algorithm.

Feedback-Loop Behavior For feedback-loop proper-
ties, the neural network is part of a dynamical system where
its output influences future inputs:

ur = fo(xr).

Thus, properties must reason about sequences of states
over time, which are also referred to as traces. Formally,
this can be modeled via first order (or higher order) logic
such a linear temporal logic (LTL) or computation tree logic
(CTL), e.g. to guarantee that a system always stays within a
safe set Xyq fe,

X+l = fplant (X7, 1),

VieT :x; € Xsafe-

Verification of such properties is generally no longer possi-
ble via the methods for static neural network verification but
requires abstractions or reasoning over traces. A common
simplification is to restrict temporal properties to bounded
temporal behavior. Several tools for verifying this prop-
erty class compete annually in the Artificial Intelligence and
Neural Network Control Systems branch of the Competi-
tion on Verifying Continuous and Hybrid Systems (ARCH-
COMP) [22].

In certain cases a temporal property can be reformulated
into the verification of propositional logic. This can allow
the verification via simpler methods also used for static prop-
erties. However, intuitively this is not always possible, e.g.
due to feedback effects, delayed consequences, or instability.

Property Formalization Example In previous work
at CERN, Lopez et al. verified selected control proper-
ties on a cooling tower [11]. The properties can all be
characterized as propositional or first-order logic formu-
las over an instance of the verification problem. We give
an example for the fan-speed reachability property which
asks if a certain fan speed operation range can be reached,
i.e. if for a fixed range [Viin, Vmax] there exists an in-
put x with f(x) € [Vmin, Vmax]- This can be formalized
under the verification problem framework by specifying
the inverse problem as an instance with X = D, and
Y = {y|fanspeed(y) € [Vmin>Vmax]}. A valid solution
to this verification problem is then a counterexample to the
fan-speed reachability property.
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VERIFICATION ALGORITHMS

This section provides an overview of methods for ver-
ifying FFNNs and NNCS, classifies them into static and
temporal property verification, and analyses their potential
for usage at CERN. We assume the neural network is fully
trained, and focus on analyzing whether it satisfies speci-
fied safety or functional properties under given conditions.
While also relevant to the broader discussion, due to the
limited scope of this paper we do not discuss:

* design, training, or retraining methods for improving a

network’s safety by construction [23];
» methods for verifying or correcting a network’s behav-
ior during runtime [24].

Static Verification

As static neural network verification we refer to algorithms
that analyze the input-output relation of a neural network in
isolation without considering surrounding control system
information.

Liu et al. [17] and Konig et al. [25] give surveys on ro-
bustness verification algorithms, in-depth algorithm descrip-
tions, tool-survey, and performance comparisons. Bunel er
al. [26] unify verification algorithms for piecewise linear
neural networks (i.e. network with ReLLU activation func-
tions or similar) with an in-depth explanation of the branch
and bound framework.

The methods are classified into whether they compute
a reachable set, solve an optimization problem, or simply
search for a counterexample.

* Reachable set propagation The reachable output-set

is computed by propagating the input set layer-by-layer.
The methods differ in the abstraction of the propagated
set (e.g. intervals, polyhedra, polynomials) and the
propagation algorithm. Reachability computations usu-
ally introduce over-approximations caused by neural
network nonlinearities, making these methods sound
but incomplete.

* Optimization A verification problem is verified by
encoding the neural network into an optimization prob-
lem (e.g. mixed-integer programs (MIP), satisfiability
modulo theories (SMT)). The solution to this optimiza-
tion problem can then be used to trivially check the
verification problem.

» Search This category encompasses algorithms that di-
rectly search for a counterexample (e.g. gradient-based
adversarial attacks). This is usually combined with a
reachability and/or optimization algorithm to guide the
search.

Individually, reachability and optimization fail when ver-
ifying high-dimensional or deep neural networks: reacha-
bility tends to over-approximate too conservatively, while
global optimization methods suffer from combinatorial com-
plexity and thus do not scale. Combined methods, however,
form the basis for current state-of-the-art tools that have
demonstrated verification of properties on networks with up
to tens of thousands of ReLUs and high-dimensional inputs
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(e.g. ImageNet) [VNNCOMP]. Additionally, most methods
use some level of abstraction or even abstraction refinement.
They can be combined with a branch and bound (BaB) pro-
cedure to regain soundness with a potentially exponential
increase in runtime.

Feedback-loop Verification

As discussed in Chapter 2, feedback-loop property verifi-
cation requires reasoning over multiple time-steps. Here we
give an intuition on the methods to achieve this.

Reachable Set Propagation for Feedback-Loop Sys-
tems Given the success of static neural network verifica-
tion methods there have been efforts to use them for feedback-
loop verification. While some approaches give unbounded
reachability results via inductive reasoning, most of these
hybrid methods compute bounded reachability results (simi-
lar to bounded model checking), i.e. the reachable set after
k feedback-loop steps.

However, this requires the plant dynamics and any pre- or
post-processing steps to be compatible with the reachability
abstraction or optimization framework used for the neural
network analysis. Some approaches combine tools for dy-
namical system analysis such as Flow* with static neural
network verification tools. Another option uses a polyno-
mial abstraction to directly propagate bounds through both
the network and dynamics [27]. Finally, general purpose
tools and algorithms for the verification of hybrid systems
can be applied to NNCS, however most methods do not scale
to high-parameter neural networks.

Control Lyapunov Barrier Functions An alternative
to reachability is to prove unbounded system stability and
safety via control Lyapunov functions (CLFs) and control
barrier functions (CBFs). CLFs ensure the system state
converges to a goal set; CBFs guarantee it remains within
safe bounds. Their combination, control Lyapunov-barrier
functions (CLBFs), allows both properties to be verified
simultaneously [28-31].

For NNCS, this often involves constructing or learning
a candidate Lyapunov or barrier certificate and then verify-
ing it holds over the input domain. This may be done by
encoding the certificate as a static property verified with
standard NN reachability or optimization tools. While this
method is attractive for continuous control tasks at CERN
(e.g. temperature regulation), practical construction of valid
certificates for large nonlinear NNs remains an active re-
search challenge [32-34].

Model Checking Another approach is to use general
purpose model checking tools such as NuSMV. The main
benefits of this are ease-of-use and expressiveness. Software
model checking tools commonly support first-order logic
properties as well as rich expressiveness of the system model
specification, which would directly enable the verification of
complex properties on feedback-loop systems. Furthermore,
by verifying the code of the final execution platform, bugs
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introduced by translation layers can be found which could
go unnoticed at a design-level verification [35,36].
However, literature and our experience shows that model
checking is not a suitable approach for high-dimensional
or deep neural networks. The main problems are the ex-
tremely large state spaces introduced by the neural network
parameters and expensive floating point computations.

Probabilistic Approaches

Instead of delivering hard qualitative results, stochastic ap-
proaches give stochastic, often quantitative, certainty results
on the probability of property violations occurring. This
can be a reasonable approach when parts of the verification
problem can be modeled as a stochastic process, e.g. uncer-
tainty in the form of input noise. Note that many stochastic
approaches no longer fall under the umbrella of formal meth-
ods, but hybrid approaches have been explored [37,38].

Probabilistic approaches can be applied in several ways,
for example:

» Sampling Some approaches sample the input space
and give probabilistic guarantees based on the resulting
output-sample distribution [39]. Other approaches use
sampling for randomized smoothing to derive provably
more robust classifiers [40].

« Distillation and probabilistic verification The input
space is sampled for execution-traces through the neu-
ral network controlled system. Based on the traces a
compact surrogate model is generated that can be an-
alyzed via probabilistic verification methods such as
probabilistic model checking [41]. Counterexamples
can be used to improve the neural network system in
an iterative procedure.

* Distribution transformation The input domain is
treated as a probability distribution that can be prop-
agated through the neural network in a layer-by-layer
manner as in reachability analysis. Unlike conventional
reachability analysis, the output of the analysis is a
probability distribution that allows the verification of
quantitative probabilistic properties.

Many of the probabilistic analysis results can be seen as a
probabilistic reachable set result. This result could be reused
in the same manner as the previously discussed reachable
set analysis, however probabilistic distribution are generally
harder to accurately propagate through computation trees.

Table 1 compares the different methods for the aspects of
property expressiveness, scalability and whether they can
handle feedback-loop properties. The table highlights that
no single method covers all use-cases.

CONCLUSION

Neural network-controlled systems offer new opportuni-
ties for high-performance control at CERN, but their un-
predictable behavior poses major safety and reliability chal-
lenges. This paper reviewed the main roles of neural net-
works in control systems, discussed the challenge of property
specification, and outlined possible verification methods for
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Table 1: Comparison of Key Verification Methods, Their
Property Type (T = Correctness, T* = Incomplete Correct-
ness, L = Falsification), Typical Scalability, and Feedback-
Loop Suitability. The “K-Reach” Method Stands for Reach-
able Set Propagation over k Time Steps and Typically Only
Allows Bounded Feedback-Loop Verification

Method Property Scalability Feedback-
loop

Reach-Set

propagation I + No

Optimization 1, T - No

Search L ++ No

k-Reach I 0 Yes*

Lyapunov-Barrier

Functions 1, T" 0 Yes

Model checking 1, T -- Yes

use-cases at CERN. Future work will focus on bridging the
gap between theoretical guarantees and operational needs
through concrete case-studies, verification tool-chains and
algorithms for safe training or runtime monitoring. Addi-
tionally, the first steps will be taken to applying the newly
developed functional safety-standards to CERN neural net-
work projects.
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