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Abstract: Measurement-device-independent quantum key distribution (MDI-QKD) completely closes
the security loopholes caused by the imperfection of devices at the detection terminal. Commonly, a
symmetric MDI-QKD model is widely used in simulations and experiments. This scenario is far from
a real quantum network, where the losses of channels connecting each user are quite different. To
adapt such a feature, an asymmetric MDI-QKD model is proposed. How to improve the performance
of asymmetric MDI-QKD also becomes an important research direction. In this work, an advantage
distillation (AD) method is applied to further improve the performance of asymmetric MDI-QKD
without changing the original system structure. Simulation results show that the AD method can
improve the secret key rate and transmission distance, especially in the highly asymmetric cases.
Therefore, this scheme will greatly promote the development of future MDI-QKD networks.

Keywords: quantum key distribution; asymmetric MDI-QKD; advantage distillation technology

1. Introduction

Quantum key distribution (QKD) can unconditionally ensure the theoretical security
of information transmission between two or more distant users with quantum mechanics.
In the process of development from theory to practice, there are many challenges to realiz-
ing remote and secure quantum key distribution in the practical applications. With various
theoretical ideas and experimental schemes being put forward, many challenges have been
overcome. The BB84 protocol [1] proposed by Bennett realizes two-point communication
and the Ekert91 and BBM92 protocols have been proposed successively [2,3]. Although
QKD has been proven to have unconditional security in theory, imperfect devices can lead
to some security loopholes that hinder the development of QKD protocols in practical
applications. In practical applications, we often use weak coherent sources (WCSs) with
multi-photon components, and Eve can eavesdrop with photon-number splitting (PNS)
attacks [4]. Fortunately, the decoy-state method proposed [5,6] can solve PNS attacks and
obtain rapid development both theoretically and experimentally [7-9]. Considering the
imperfection of the detector, Lo firstly proposed the MDI-QKD protocol [10] which thor-
oughly solves the security loopholes mainly at the detection terminal. With the advantages
of the MDI-QKD protocol, the MDI-QKD protocol attracts extensive attention and has been
greatly studied in theory and experiments [11-18].

In previous work, the MDI-QKD was mainly studied in symmetric scenarios for
simplicity. With the development of theory and technology, researchers have paid more
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attention to the asymmetric MDI-QKD protocol in recent years. To achieve good interfer-
ence at the detection terminal, Lo proposed an asymmetric seven-intensity MDI-QKD [19],
which can improve the performance of MDI-QKD in practical asymmetric structures based
on the four-intensity MDI-QKD [11]. Consequently, asymmetric MDI-QKD is more suitable
for the common QKD networks. However, due to its asymmetric nature, its performance is
inferior to that of the original symmetric scheme. Improving the performance of asymmetric
MDI-QKDs has become an urgent problem that needs to be addressed.

Inspired by the advantage distillation (AD) method [20-23], we study the principle of
the method and find that the AD method can be successfully applied to the asymmetric
seven-intensity MDI-QKD protocol. Compared with the original protocol, the performance
of the asymmetric protocol has been significantly improved, which provides another
theoretical verification that the post-processing AD method can improve the performance
of the QKD protocol. This method can divide the original key string into blocks of only a few
bits to achieve a high key correlation and greatly improve the protocol’s performance. The
paper is organized as follows: In Section 2, we review the asymmetric seven-intensity MDI-
QKD protocol and introduce the protocol with AD. The results of numerical simulations
are shown in Section 3. Finally, summaries are given in Section 4.

2. Methods
2.1. Asymmetric MDI-QKD

Here, we mainly describe the process of the asymmetric seven-intensity MDI-QKD
protocol, which develops from the four-intensity symmetric protocol, as follows:

(1). State preparation. Alice (Bob) randomly prepares the signal state only in Z basis
with s 4 (sp), and prepares the decoy states only in X basis with intensities of w4,v4
(wp,vp), satistying the formula w4 < v4 (wp < vp). When preparing the vacuum state
of intensity o, Alice (Bob) does not choose any base. The prepared states will be sent
to Charlie to perform measurement;

(2). Measurement. Charlie performs the Bell state measurement (BSM) after receiving the
quantum states sent from Alice and Bob;

(3). Announcement. After Alice and Bob repeat the above steps and enough counting
events are recorded, Charlie publicly announces the BSM results. Subsequently, they
announce the selected bases and intensities;

(4). Parameter estimation. After finishing the quantum transmission phase, Alice and

Bob can estimate the lower bound of single-photon yield lel’L and the upper bound
of single-photon error rate (QBER) eﬁ’ u using the decoy-state technology;

(5). Post-processing. Alice and Bob perform key reconciliation and privacy amplification
on the raw key data to obtain the final secret key.

The decoupled bases are used in the asymmetric seven-intensity MDI-QKD protocol,
thus the protocol can perform decoy states in the X basis only to estimate Yﬁ’L and can use

lel’L = Yﬁ’L to obtain the single-photon yield in Z basis [11]. Then, the secret key rate can
be calculated by the following formula [10,11,19]:

R = PSAPSB{(SAE_SA)(sBe_sB)lefL[l - h(ei(llu)] - ferZAth(ESZASB)}/ 1)

where Ps, and Ps, each correspond to the probability that Alice or Bob emits the signal states
of s4 or sp, respectively. QSZAS , and ESZAS , are the gain and QBER in the Z basis, Yﬁ’L (ei{l’u)
is the lower (upper) bound of single-photon yield (QBER), which can be estimated from the
decoy-state technology, /() is the binary entropy function, and f, is the error correction
efficiency.

Based on the asymmetric seven-intensity MDI-QKD protocol above, the performance
can be further improved by optimization techniques such as joint estimations and col-
lective constraints [11]. Referring to the joint estimations method, the common part H

is extracted from the following two parameters Yﬁ’L, eﬁ'u to optimize the key rate. elzl'u
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is used in the following subsection. Yy is a piecewise function where P, P, Py, P;, <

Pl " P2 . PZ}B PZZUB [19,24]. These parameters Yﬁ’L, efl’u and elzl’u can be estimated accurately by
the decoy-state technology in the original MDI-QKD protocol [10,11]. The following formu-
las can estimate these parameters which lead to a much higher rate in distilling the secure
final key:

PZ}APZ%BQZUAZUB + P?})APZ/ZUBPZQAQOZUB + Pz%JAPz%BPz(;]BQUAO
PL, Py, (Ph, B3, — P3,PL,)

wp~ U

XL _ vXe _
Yll _Yll -

@)
_ PZ%’AP?%BQUAUB +P7}2APZ%BP8AP83Q00 _ PZ}APZ%BH
P, Pt (PL P2 — P2 Pi) PL PL (P} P2 — P2 PL)
erL — Yxff — PI}B P'gA QwAwB + PZ})BPZ%A PSA QowB + P&JB Pz%APgB QUAO
1 11 pL Py (P P}, —P3 D) “
Py PR, Qoavy + Py P, Po, Py Qoo Pl P2 H
P} P} (P4, P2, — P35 Pl) P} Pl (PL P2 — P2 Pl)
XU TwAwB(l+7¢1/(waAwBTwAwB)) —H/2 @
' Pl Pl Y
e _ Tsyss +PS()APS()BT00 - [PSOATosB +P£BT5A0] )
11 PslAPslB,lel,L 7
H:PS)AQOWB +P2}BQwA0_Pg)AP?9]BQOO’ (6)

where PI’Z (P[;Z) denotes the photon-number distribution of the source at Alice’s (Bob’s) side,
Q1,1 and Ty,;, are the gain and the total quantum bit errors [25], and H is the combination
of the gain of the decoy state and the vacuum state. < is the standard error, and its
value is set to 5.3 here. The expression for Yﬁ’L is equal to Yﬁ’e when P} . P2 " P&,B ng <

Pl N P2 A PZ}B PZ%B, otherwise the expression equals Yﬁ’f [19,24]. Considering the effect of

statistical fluctuations on multiple observations, the method of collective constraints can
provide tighter constraint conditions between different sources(s4,wa,v4,5p, Wg, VB, 0)
than independent bounds. Thus, these parameters Yﬁ'L, elzl,u, H can be further optimized
to achieve a higher key rate by the joint constraints method [8].

By the above formulas, we can calculate the final secret key rate of the asymmetric

seven-intensity MDI-QKD protocol.

2.2. Asymmetric MDI-QKD with AD

Many previous works have demonstrated that the AD method can further improve
the performance of QKD [20-23]. In this section, we improve the secure key rate and
transmission distance of the asymmetric seven-intensity MDI-QKD protocol with the AD
method. An additional AD method is performed between parameter estimation and post-
processing step, and highly correlated bit pairs are discriminated from weakly correlated
information. The security of AD method will be analyzed in an entanglement-based
scheme. Alice prepares the quantum state % (]00)+|11)) and sends the second particle

to Bob through the quantum channel. Since Eve controls the quantum channel by certain
value A;(i=0, 1, 2, 3), the quantum state shared between Alice and Bob after transmission
can be expressed by the following formula:

cap = Aolgo)(Po| + A1|P1)(P1] + A2]p2) (Pa] + As|3) (¢, 7)
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o) = 7(|00>+|11>)
1) = 7(|00>—|11>)
\[ ®)
o) = 7(|01>+I10>)
l¢3) = \7@(|01>—I10>),

and Ap + Ay + A» + A3 = 1. For the quantum state 045, the bit error rate of Alice and
Bob’s measurements on different bases can be expressed as A1 + A3 = e] (four-state or
six-state protocol), A2 + A3 = ef (four-state or six-state protocol), and Ay + Ay = e% (six-state
protocol). Eve can steal information and reduce the key rate by choosing the certain value
A; and the secret key rate can be given by [20]:

R = minyo z, 0,05 [H(X|E) = H(X]Y)]

Ao Ao )
)\0+/\1) - (A2+)\3)h(A2+A3) —h(Ao + A1)l

= miny, py a00511 — (Ao + Aq)h(

In the AD method, Alice and Bob divide their own raw bits into blocks (x1,...,x;) and
(Yq,---,Y,) of size b. Then, choosing a random binary value ¢, Alice sends (x1 ®¢,...,x; ®¢)
to Bob. Bob compares this bitstring with their bitstring (v, ...,y,) and accepts the security
of information only if the results are either all zeros or all ones in the block. In the two cases
accepted, Alice (Bob) saves the first bit x1 (y;) of the initial string as the raw key. Thus, AD
can discern highly correlated bitstring from weakly correlated information as the final raw
key. Obviously, the successful probability of the AD method on a certain block of size b can
be calculated by:

Pauce = (Ao + A1)? + (A2 4 A3). (10)

After performing the AD step, the practical QBER value A; + A3 in the Z basis can be

replaced by (Aa445) 2+)‘3) , and the practical QBER in the X basis also can be recalculated. The
quantum state shared between Alice and Bob can be replaced by:

oap = Aolgo) (ol + A1lg1) (P1] + Aalgp2) (p2| + As|p3) (], (11)
Ty = (Ao +A1)" + (Ao = A1)°
2PSHCC ’
T = (Ao +A1)" — (Ao — M)h,
ZPSMCC (12)
T, = (A2 +A3)" + (A2 = A3)"
2PSHCC ’
T = (A2+23)" = (A2 = A3)"
ZPSHCC

The QKD protocol enhanced by the AD method can achieve the secret key at rate [20]:

1 X ok
R > maxy o Psuceming x 3, 3,[1 = (Ao + M)h(XO +X1) — (A2 + /\3)h(X2 +X3) 13)

—h(Xo +X1)].

Based on the previous analysis, the AD method can be combined with the QKD
protocol. It has been widely used in other protocols in previous works. Similarly, the
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AD method can be applied to further optimize the properties of quantum channels in the
asymmetric MDI-QKD. When the AD method is combined with the asymmetric seven-
intensity MDI-QKD protocol, the secret key rate can be estimated by the following formula:

1 P YAt - Y - - A
R > PsAPsB EqsuccQsZAsB{( HZ u )b[l - (AO —&—)\1)}1(* 0* ) - ()\2 +/\3)h< 2 )]

SASB Ao+ A Ar+As" (14)
—=Z
7feh(ESASB)}’

Pij1 = spe %4spe™ B, (15)
Qsucc = (ESZASB)b + (1 - ESZASB)br (16)

. EZ b
ESZASB = Z b< SASB) Z bl (17)

(ESASB) + (1 - (ESASB))

where P is the probability of both Alice and Bob’s signal states emitting single-photon

events, gs;cc is the successful probability of the AD method, ESZA 55 18 the error rate value
after the AD method, and ei‘l and efl are the single-photon error rate in the X and Z bases,

respectively. Note that Yﬁ’L, ej;, and ef; can be estimated with the decoy-state method.

3. Results

In this work, we explore the combination of a QKD and a post-processing method.
We adopt the asymmetric seven-intensity MDI-QKD protocol and the AD method, which
can improve the performance of asymmetric MDI-QKD protocol greatly. In this section,
numerical simulations of the asymmetric seven-intensity MDI-QKD protocol with AD
method are given and the simulation parameters are shown in Table 1. After analyzing the
simulation results, we obtained the following significant research results.

Table 1. The basic system parameters used in our numerical simulations. #7p and Y are the efficiency
and dark count rate of detectors at Charlie’s side; e;: the misalignment error of the QKD system; f,:
the error correction efficiency; N: the number of pulse pairs Alice and Bob send.

eq 1D Yo fe N
0.5% 65% 8 x 107 1.16 1011

We analyze the secret key rate of the asymmetric MDI-QKD protocol with and without
the AD method, and the corresponding comparison results are shown in Figure 1 under
different conditions L,s, = 0 dB, 12 dB, 24 dB. The figure shows that the key rate with and
without AD are consistent within a short distance. However, for example, the red line with
Lgsy =12 dB, the AD method has a clear advantage at a transmission loss of about 33 dB,
and a final transmission loss reaching 39 dB as well as the secret key rate showing a clear
improvement. For a more obvious exploration of the reason, we present Figure 2 with
respect to b. We can observe that, in the above example, the value of b at about 33 dB has
changed from 1 to 2, indicating that the AD method begins to work. With the increase of
transmission loss, the AD method requires a larger b value to obtain a tight correlation from
weak correlation. Furthermore, the results of the above case are similar to the other two
cases (Lgsy = 0 dB, Lysy = 24 dB). Therefore, the AD method can improve the key generation
rate of asymmetric MDI-QKD over a long distance.
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Figure 1. Comparison of the secret key generation rate versus the transmission loss. The value Lysy is
the loss difference of Alice to Charlie and Bob to Charlie. The different colors represent loss difference,

which is Lgsy = 0 dB, Lgsy = 12 dB, and L,sy = 24 dB, respectively. The solid line represents the secret
key without the AD method, and the dotted line represents the secret key with the AD method.

8 T T T T T T T T T
asy

7+ e MDI+ADb Lasy =12dB . B

— MD|+ADb Lasy =24 dB

0 L L L L L L L L L
0 5 10 15 20 25 30 35 40 45 50

Transmission Loss(dB)

Figure 2. Results of the optimal b versus the transmission loss. The black, red, and blue represent
the values Lgsy = 0 dB, Lasy = 12 dB, and Lgsy = 24 dB, respectively. When value bisnotequal to 1,
the AD method can further improve the secret key rate and transmission distance of the asymmetric
MDI-QKD protocol.
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Additionally, we also further investigate the specific effects of the AD method on an
asymmetric MDI-QKD under various values Lgsy, and the results are shown in Figure 3. We
describe the meaning of Figure 3 and give a detailed definition of the improved percentage.
Generally, when the degree of asymmetry is large, the deterioration of the key rate becomes
more obvious. However, after the AD method is used, it can be clearly seen in Figure 3 that
the improvement effect of the AD method becomes more obvious with the increase of the
degree of asymmetry. For example, the improved percentage can reach about 35% when
the value L;sy = 35 dB, which means that AD method can better solve some transmission
performance bottlenecks of the entire network.

By the above analysis, the AD method indeed can increase the propagation distance
when the number of pulse pairs N = 1011, In order to further analyze the finite size effects,
we give the simulation results in Figure 4 under different values of N when the value
Lgsy = 12 dB. As can be seen from Figure 4, the AD method improves the performance of
the asymmetric MDI-QKD protocol under various finite-size effects. Even though there is a
large statistical fluctuation when the number of pulse pairs N = 10?, the AD method can
still tolerate transmission losses of more than 5 dB, which means that AD method can also
be more adaptable with finite-size cases.

50 T T T T T T

45t -

N w w B
U o Ul o
T T T T

“
-~
I I | I

N
o
T

.
.
[}
3
%
1

o ® o 5
o, o
IR
o) '~ -
AU

Improved Percentage (%)
&
[} {

=
o
T
1

ol
T
1

0 1 1 1 1 1 1
0 5 10 15 20 25 30 35

Loss Difference Lasy (dB)

Figure 3. Results of the value L, versus the improved percentage. The improved transmission loss
is the difference of the maximum transmission loss of the asymmetric MDI-QKD with and without
the AD method, and we define the improved percentage as the difference divided by the latter. With
the increasing degree of asymmetry, the improved percentage also becomes better.
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100 T T T T T T T T T
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MDI N =10%
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Figure 4. Comparison of the secret key generation rate versus the transmission loss when the value
Lgsy = 12 dB. The different colors represent the values N = 10'9, N = 10", and N = 10'?, respectively.
The solid line represents the secret key without the AD method, and the dotted line represents the
secret key with the AD method.

4. Conclusions

The AD method, a classical algorithm based on information theory, can be combined
with QKD without changing the existing system structure. Specifically, the AD method
can be combined with an asymmetric seven-intensity MDI-QKD to improve the robustness
effectively, so as to distinguish and extract highly correlated bit pairs from the weakly
correlated information as the final secret key. The AD method has a better performance for
the asymmetric MDI-QKD protocol. The greater the degree of asymmetry, the better the
improvement of the AD method. The AD method can also improve the performance of the
asymmetric MDI-QKD protocol under various finite-size effects, and can be more adaptable
with finite-size cases. Our work may play a role in measurement-device-independent
networks.
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