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Abstract: As the foundation of quantum secure communication, the quantum key distribution (QKD)

network is impossible to construct by using the operation mechanism of traditional networks. In

the meantime, most of the existing QKD network routing schemes do not fit some specific quantum

key practicality scenarios. Aiming at the special scenario of high concurrency and large differences

in application requirements, we propose a new quantum key distribution network routing scheme

based on application priority ranking (APR-QKDN). Firstly, the proposed APR-QKDN scheme

comprehensively uses the application’s priority, the total amount of key requirements, and the key

update rate for prioritizing a large number of concurrent requests. The resource utilization and service

efficiency of the network are improved by adjusting the processing order of requests. Secondly, the

queuing strategy of the request comprehensively considers the current network resource situation.

This means the same key request may adopt different evaluation strategies based on different network

resource environments. Finally, the performance of the APR-QKDN routing scheme is compared

with the existing schemes through simulation experiments. The results show that the success rate of

application key requests of the APR-QKDN routing scheme is improved by at least 5% in the scenario

of high concurrency.

Keywords: quantum key distribution; routing scheme; priority; trusted relay; QKD network

1. Introduction

Quantum key distribution (QKD) technology [1], which encodes and transmits op-
tical quantum signals, relies on the basic principles of quantum mechanics such as the
Heisenberg uncertainty principle and quantum unclonable theorem to guarantee the uncon-
ditional security of secret key negotiation [2,3]. Once there is eavesdropping, both parties
to the communication can detect it immediately. By connecting multiple point-to-point
QKD systems to build a QKD network, users can be offered long-distance and networked
key services [4–6]. With the continued evolution of quantum key networking technology,
quantum keys have increasingly progressed closer to practicality. However, the current
QKD networks are still in the experimental stage, and researchers have developed some
simulation platforms [7], but their practical deployment is still difficult to realize due to
complexity and high cost. To truly integrate into people’s daily lives, a variety of practical
issues need to be taken into account. One important issue is that the dramatic increase
in the number of network nodes as well as users will lead to increasingly complicated
network topology [8], in which case an efficient routing scheme is highly critical.

QKD networks can be separated into three major categories: optical node based
QKD networks, quantum relay-based QKD networks, and trusted relay-based QKD net-
work [9–11]. Among these, trusted relay-based QKD networks that offer superior security
and better scalability have been used in various actual QKD networks, and the feasibility
of trusted relay technology in QKD networks has also been verified [12]. The routing
scheme conducted in this paper uses trusted relay-based QKD networks as the underlying
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infrastructure. Compared to classical network routing, trusted relay-based QKD network
routing has the following characteristics:

(1) Data processing: During packet forwarding, classical network routing only needs
to read the address field of the packet and the locally stored routing table, whereas
trusted relay-based QKD network routing also needs to encrypt and decrypt the
information carried in the packets, which has a much higher data processing overhead.

(2) Forwarding capacity: The forwarding capacity of classical network routing
depends mainly on the network bandwidth and is relatively fixed, while the for-
warding capacity of trusted relay-based QKD network routing is also affected by
the number of quantum keys stored inside the node and the associated links, so it is
dynamically changing.

(3) Success rate: The success rate of classical network routing is mainly influenced by
network congestion, while the success rate of trusted relay-based QKD network
routing is influenced by both the classical channel bandwidth and the quantum
channel bandwidth.

In addition, the link resources used by QKD networks in carrying user keys
are considerably different from the bandwidth resources of classical networks. By com-
bining the above descriptions, it can be concluded that the classical network routing
scheme [13–17] cannot be directly applied to QKD networks. Therefore, a more efficient,
flexible, and applicable routing scheme is needed.

There have been some studies on the routing problem in QKD networks, but most
of them have not explored the relevant real-world scenarios, which are necessary for any
application of quantum keys. Currently, most of the research results on the routing problem
of trusted relay-based QKD networks have improved according to the characteristics of
QKD networks by drawing on the proven classical network routing scheme. Yu et al. [18]
transformed link resources in QKD networks into time-slice resources based on time-
division multiplexing techniques, and the scheme developed a method to measure link
time-slice continuity to reduce the secret key request conflicts caused by link resource
fragmentation. However, the scheme does not start from a practical application scenario
and ignores the difference in demand between applications and the particular case of
high concurrency, which can lead the resource allocation to apply solely to the ideal case.
Xu et al. [19] proposed a backtracking-based random routing scheme, which exploits
backtracking points to prevent quantum key waste owing to repeated path selection.
However, this scheme does not rely on the complete network topology when selecting paths
but sacrifices the resource utilization of the network for path randomness. Additionally,
the scheme ignores the problem of a considerable rise in the number of requests that occurs
in practice, and the research is aimed at secret key requests of a single application, which
would lead to a lack of practicality.

Some routing schemes account for the changing demands of requests for secret keys
and are better appropriate for practical applications. Cao et al. [20] first proposed the
scheme to allocate keys according to security requirements in QKD systems, which sets
up different security scenarios. However, their research mainly focuses on key allocation
strategies for requests with different requirements, and lacks mechanisms to avoid request
blocking in special scenarios. Ma et al. [21] proposed two RWTA schemes with flexible
security level (FSL) and specific security level (SSL). The RWTA-FSL can make more link re-
quests successfully established by lowering the security level, which has strong applicability.
However, this scheme still has limitations in some special cases such as high concurrency
scenarios. Chen et al. [22] proposed a QKD routing scheme based on application demand
adaptation where different requirements of the application affect the designation of the
routing scheme. Their scheme greatly improves the success rate of requests and provides
high flexibility, but is not analyzed in special scenarios. Yu et al. [23] proposed a heuristic
collaborative routing algorithm for partially-trusted relay QKD networks, which inte-
grates consideration of relay and residual keys, but it lacks sufficient consideration of the
differences among requests. In addition, some routing schemes [24–27] set up different re-
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quest priorities for subsequent processing based on criteria such as security level, business
differences, and request arrival time. These schemes satisfy the demand differences of
requests in diverse areas and have relatively little limitation in terms of efficiency improve-
ment consideration.

The above studies lack consideration for highly concurrent scenarios. In this respect,
some routing schemes use dynamic information and are more adapted to rapidly changing
QKD network environments, thereby complementing this deficiency. Yang et al. [28] pro-
pose a dynamic routing scheme with a link state update mechanism, but key consumption
is performed locally. Yang et al. [29] proposed a key-aware routing scheme based on the
ability to predict the number of remaining keys in a link. Yao et al. [30] modified and opti-
mized the OLSR protocol, designed a key recovery capability metric, and then proposed
a more efficient QKD routing scheme with a link state awareness mechanism. However,
these aforementioned schemes have room for optimization in the capacity to fulfill the
needs of different request demands.

In summary, the following problems remain in the present study on QKD network
routing algorithms. Firstly, the secret key requests of all applications are treated equally,
without considering the difference in the importance of different requests throughout
the actual application. This can lead to a backlog of delayed requests with high-security
requirements in high concurrency circumstances, thus causing a worsening of the overall
network quality of service. Secondly, when a large number of secret key requests occur in a
short period, requests with extremely high secret key demand may be prioritized based
on the traditional first-come first-serve (FCFS) algorithm request processing strategy. This
would result in a deviation in network resource allocation and a reduction in the request
success rate of the overall network. Lastly, when the network resources are insufficient, the
existing schemes adopt two strategies: direct rejection or never rejection. Direct rejection
may lead to frequent repeated secret key requests. Never rejection may cause the application
to block due to waiting for the secret key response, and the progress of secret key request
processing will not be known for a long time.

To tackle the aforesaid problems, this paper proposes a QKD network routing scheme
based on the application priority ranking (APR-QKDN). Contributions are summarized
as follows:

1. Considering the different importance and communication urgency of various appli-
cations in the actual use, we set a priority judgment criterion for application key
requests in the scheme to quantify the priority of requests being processed.

2. For specific scenarios of high concurrency, a fixed amount of secret key requests
of applications reached in a short period are ranked by priority rather than merely
relying on the order in which the key requests are reached. The requests will be
processed later according to the ranking result.

3. Depending on the permissible delay range for applications, secret key requests of
applications with route failure are given a delayed retry instead of simply outright
rejection and excessive infinite waiting.

Through simulation, it is proven that our scheme can acquire a greater request success
rate compared with other schemes, better utilize the limited resources in the QKD network,
and improve the actual quality of service of the quantum network. Accordingly, our work
serves to advance the practical implementation of QKD technology.

The remainder of this paper is organized as follows: In Section 2, the system model and
the related definitions are presented. In Section 3, we describe the proposed APR-QKDN
scheme in detail, along with the calculation method of the priority judgment criterion. The
performance outcomes compared with other schemes in diverse aspects are evaluated in
Section 4. In Section 5, we summarize the paper.
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2. QKD Network Model

2.1. System Model

The trusted relay-based QKD network system used in this paper contains three lay-
ers: the application layer, the controller layer, and the QKD layer. The system model is
illustrated in Figure 1.
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Figure 1. QKD network system model of APR-QKDN.

1. Application layer: The application layer consists of various application entities in-
volved in data transfer. This layer is the service body of the QKD network as well as
the bridge between the QKD network and real users. The application in this layer
will initiate a secret key request at any moment. This secret key request is submitted
to the controller, and when the controller gets the secret key request, the application
enters the blocking and waiting phase. Only when the application receives the re-
quest response information back from the controller can it begin the subsequent key
generation phase.

2. Control layer: The control layer contains five modules: request management module,
priority ranking module, delay retry module, network topology module, and route
calculation module. The request management module is used to receive the secret
key request of applications and send the details contained in requests to the priority
ranking module. Subsequently, the priority ranking module will rank the huge
number of requests arriving within a short period by the present resource status of the
QKD network and the priority judging criterion defined in advance. After finishing
the ranking, the priority ranking module delivers the request priority queue to the
route calculation module for path selection, which is carried out under a specified
strategy. When a request meets with route failure owing to insufficient resources,
the request is delivered by the route calculation module to the delay retry module
where the application will determine whether to rejoin the request queue according
to its acceptable delay range. If the current delay is not exceeded, the request can be
handled again by the priority module until the route is successful or timeout. The
routing calculation module interfaces with the network topology module to gather
the network resource status and give a full network topology for path selection.

3. QKD layer: The quantum nodes in the QKD layer report the resource storage and
operation status to the controller’s network topology module in real-time. When the
controller’s route calculation module completes the path selection, it distributes the
corresponding routing decision to each quantum node in the QKD layer quantum
node. Quantum nodes would update the local routing table entries. When the
application receives the key request response, it transmits the session key relay to



Entropy 2022, 24, 1519 5 of 15

the target application through each quantum node in the QKD layer. Finally, the two
communicating parties would have the same session key.

2.2. Relevant Definitions of the Model

The APR-QKDN routing scheme serves specific scenarios with considerable variances
in application secret key demands and establishes the priority judgment criterion for
different requests. Therefore, the QKD network model used in this paper defines the
application priority metrics. Meanwhile, the total key demand and the key update rate of
the QKD network are evaluated. The nomenclature included in the model is defined as
described below.

1. Quantum link: a virtual link between neighboring quantum nodes abstracted for
QKD, the underlying physical form is the combination of quantum channel and
measurement-based channel, the process of QKD contains the information transmis-
sion of these two channels.

2. Link time slice: each quantum link has a particular key generation rate that can be
divided, meaning that the key generation cycle can be divided evenly to produce
a time slice. Later, for different secret key requests of applications, the time slice is
allocated on demand, i.e., occupying a period in the key generation cycle for updating
its session key.

3. Link key: the secret key generated by each quantum link is called the link key. It is
generated by the negotiation of neighboring quantum nodes.

4. Link key pool: the link key pool is a virtual concept that manifests as a pair of local
key pools in neighboring quantum nodes. The quantum keys generated by the idle
link time slice are stored in the link key pool, which can directly provide key services
for applications and support the case of insufficient link time slice.

5. Application priority: depending on the degree of importance, each application will
have a distinct priority. The same application may have different levels of data
transmission urgency at different times, thereby the application priority might change
dynamically. A higher priority secret key request of an application signifies that the
application has a higher security requirement or the application urgently needs to
obtain a key for confidential communication.

6. Total key request: the meaning of total key request is the total amount of key requests
of an application. It plays a significant part in determining the request priority. A
large total key request of an application suggests that there would be more difficulties
to allocate resources for the current application and comprehensive consideration of
the existing network resource state is needed.

7. Key update rate: it is similar to the total key request but influences more the consump-
tion of time slices of the quantum link rather than the consumption of the number
of keys remaining in each quantum node. The higher key update rate that an appli-
cation demand indicates, the more time slice resources that the application needs to
occupy. Nevertheless, the key generation rate of the link is limited. Once the time
slice resources are occupied by an application, they are difficult to be released in a
short time.

3. APR-QKDN Routing Scheme

To address the problems of existing QKD network routing schemes, we propose a
QKD network routing scheme based on application priority ranking (APR-QKDN) in
this paper. Considering the situation that a large number of requests arrive in a short
period, APR-QKDN sets a reasonable priority judgment criterion of requests and adjusts
the processing order of requests so that the routing scheme can satisfy as many application
requests as possible with the limited resources of the QKD network. Moreover, APR-
QKDN grants a delayed retry chance to the request with route failure instead of rejecting it
straightaway, intending to improve the overall service quality of the routing scheme. Since
we sort requests based on priority, our solution is more suitable for scenarios with high
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concurrency and large gaps in application requirements than previous solutions. Since the
range of sorting can be adjusted and the priority criteria can be customized and adjusted
according to the usage requirements, our solution has high flexibility and low overhead,
such as the ability to fall back to FCFS for non-high concurrency scenarios.

In this section, the priority judgment criterion of requests and routing scheme will
be explained in detail. Table 1 shows the symbols to be used and their meanings. Among
them, the application priority is not established by the application itself, it is appraised
and defined by the route based on the information carried by the request. Note that the
application priority (Rpr_self ) is different from the priority judgment criterion (Rpr): the
application priority is one of the influencing variables of the priority judgment criterion,
while the priority judgment criterion determines the order of requests.

Table 1. Symbols and their meanings.

Symbols Meanings

Rpr priority judgment criterion of requests
Rpr_self application priority

Keyvol total key request
KeyUR key update rate
Nretry number of request retries
Rdelay maximum acceptable delay for requests

Rmax_delay maximum delay allowed by the system

Rcur_delay current delay of the request

Rpr_num number of requests processed at one time
Rcur_num current number of accumulated requests

Keyreq secret key request of applications

NodeS source node of secret key requests
NodeD destination node of secret key requests
Listreq request priority queue
Listlink list of alternate links
Listpath list of optional paths

LinkRKV number of remaining link keys
LinkAKGR available link key generation rate

3.1. Priority Judgment Criterion of Requests

In practical usage circumstances, both the importance of secret key requests and the
specific secret key demands are diverse in different applications; performing the FCFS
strategy cannot deliver adequate service quality and high network resource utilization.
Under the foregoing scenario, APR-QKDN sets a reasonable priority judgment criterion
based on the application priority and secret key demands, then decides the order of
subsequent key requests according to this criterion.

The priority judgment criterion considers three factors: the application priority, the
total key request of applications, and the key update rate of applications. How to weigh the
importance of these factors is a crucial issue. The specific evaluation formula is as follows:

Rpr = α × Rpr_self + β × Keyvol + γ × KeyUR (1)

In Equation (1), Rpr denotes the priority indicator of the request, and the larger the
value of Rpr, the lower the priority; Rpr_self is set to the value range of [1, 5]; Keyvol donates
the total key request; KeyUR represents demands of key update rate. For each factor, a
larger value implies a lower application priority and a higher resource requirement, and
the requests are processed in a comparatively lower order as a result. α, β, γ signify the
weights of the three factors, respectively, and the larger the weight, the higher the impact on
the priority of the request. The configuration of the weights needs to be altered dynamically
according to the demands of applications, and the following are specific application cases:
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1. The total key request is less than the minimum number of remaining link keys in the
link set: the request can be satisfied by the remaining link key solely and does not
have to be allocated link time slices. Therefore, the priority judgment criterion of the
request does not need to consider the effect of the key update rate. In this case, γ

should be set to 0, and the priority judgment criterion can be expressed as follows:

Rpr = α × Rpr_self + β × Keyvol (2)

2. The total key request is higher than the maximum number of remaining link keys
in the link set: the request can only obtain a key by being allocated a link time slice.
Therefore, the priority judgment criterion of the request does not need to consider
the effect of the total key request. In this case, β should be set to 0, and the priority
judgment criterion can be expressed as follows:

Rpr = α × Rpr_self + γ × KeyUR (3)

3. The total key request is between the minimum and the maximum number of remaining
link keys in the link set: the specific approach to satisfy the application request cannot
be determined directly. It is necessary to consider the total key request and the key
update rate. In this case, Keyvol and KeyUR is of the same importance which can be
derived as β = γ, and the priority judgment criterion can be expressed as Equation (1).

In summary, the priority judgment criterion is influenced by three factors, and
the weights of the contributing factors fluctuate as the application’s features and require-
ments change.

3.2. Routing Scheme

APR-QKDN decides the routing order of requests according to the priority judgment
criterion. Since there is a time interval between requests, it is necessary to set a suitable
number of requests processed at one time (Rpr_num), and prioritize the Rpr_num requests
accumulated in a short period each time. Rpr_num should not be set too large, thereby
preventing the accumulation of too many requests leading to individual timeout failures.
It should not be set too small, either; otherwise it will cause the routing algorithm to
degenerate into the standard FCFS strategy. When the prioritization of requests is done, the
requests are routed progressively, as described in the following phases. We use the route
management center to represent the controller node at the control layer.

Step 1 The application sends the secret key request Keyreq to the route management
center, including the source node NodeS, the destination node NodeD, total key request
Keyvol, key update rate KeyUR, maximum acceptable delay for requests Rdelay, and the
maximum delay allowed by the system Rmax_delay.

Step 2 The routing management center calculates the priority judgment criterion of
each received request and adds the requests whose maximum acceptable delay is within
the allowable range of the system (i.e., Rdelay ≤ Rmax_delay) to the request priority queue
Listreq. The order of requests recorded in Listreq satisfies the law of decreasing priority. Each
time a request is added to the queue, the number of requests (Rcur_num) accumulated in the
current queue is incremented.

Step 3 When the number of requests in Listreq reaches the predefined Rpr_num (i.e.,
Rcur_num= Rpr_num), the routing management center processes the requests in Listreq in
sequence, and the processing order is the priority order of the requests.

Step 4 Filter the links according to the total key request of applications, and ini-
tialize Flag to 0. Iterate over the set of links; if the remaining key amount of a link can
fulfill the application demands (i.e., LinkRKV ≥ Keyvol), then add it to the list of alternate
links (Listlink).

Step 5 According to the source node NodeS and the destination node NodeD of secret
key requests, viable paths are searched in the list of alternate links. Once a feasible path
is found, it will be added to the list of optional paths; in that case, skip to Step 6. If there



Entropy 2022, 24, 1519 8 of 15

is no optional path, the status is further determined by judging the Flag: if the Flag is 0, it
means that the number of remaining link keys cannot meet the secret key demand of the
application, and it is necessary to route according to the available time slice of the link; in
that case, skip to Step 7. If Flag is 1, the number of remaining link keys and the available
link key generation rate cannot supply the secret key requirement of the application, which
means the route failure; in that case, skip to Step 8.

Step 6 The routing management center calculates the total link cost of all feasible paths
and selects the path with the lowest overall link cost as the optimal path. Subsequently,
the associated routing table entries (a sequence of quantum nodes starting with NodeS

and ending with NodeD) are generated according to the selected optimal path and dis-
tributed to each quantum node in the optimal path. After that, these quantum nodes
update their routing forwarding tables which are needed to determine the next-hop nodes
for secret key relaying.

Step 7 Filter the links according to the key update rate of applications and set Flag
to 1. Iterate over the set of links; if the available link key generation rate (available time
slice) can fulfill the application demands (i.e., LinkAKGR ≥ KeyUR), then add it to the list of
alternate link (Listlink), afterward; skip to Step 5.

Step 8 Evaluate whether a request with route failure is eligible for a delayed retry. If
the number of request retries is within 5 and the current delay of request does not exceed
the maximum acceptable delay for requests (i.e., Nretry ≤ 5 and Rcur_delay< Rdelay), the
request would be re-added to the request priority queue, and the number of request retries
is increased. Otherwise, the response of route failure would be returned to the application.

According to our experiment, we set the number of request retries at 5 in Step 8. It can
be modified to satisfy the actual situation. Figure 2 illustrates the flow of the program.
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Figure 2. Algorithm flow chart.
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4. Simulation Experiment and Analysis

To evaluate the performance of the APR-QKDN routing scheme proposed in this paper,
we complete the performance comparison between different schemes through simulation
experiments. The network topology used for the experiments is displayed in Figure 3. It is
comprised of 10 nodes and 14 links. The lengths of its links are labeled in the figure. The
links are measured in kilometers.
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Figure 3. Network simulation topology diagram. (Numbers 1–10 represent different network nodes).

The comparison schemes employed in the simulation experiments are the KoD [20],
the RWTA-FSL [21], and the ADA-QKDN [22] scheme, all of which do not consider the
likelihood of enormous differences between application secret key requests of applications
and hence adopt the typical FCFS technique. Faced with the highly concurrent scenario of a
large number of key requests arriving in a short period, the above three schemes, although
simpler in deciding the order of request processing, will suffer from certain performance
drawbacks and make it difficult to utilize the limited resources to improve the overall
request success rate.

Our APR-QKDN routing scheme targets the specific scenario with high concurrency
and substantial differences in secret key demand between applications, hence it is necessary
for this particular scene to be reproduced when comparing the performance of each scheme.
In each simulation, the secret key requests of applications vary considerably. Consequently,
there is no means to use the total key request and key update rate, which reflect the
demand of applications, as fixed experimental parameters. Only application-independent
environmental parameters can be changed dynamically.

The experimental parameters considered for this simulation are the key pool expansion
multiplier, interval of requests, and link key generation rate. The success rate of requests,
which represents the request processing capability of the scheme, is the most essential
service quality evaluation metric. The key efficiency is the ratio of the total key demand
of a request to the total number of keys consumed to complete that request. A larger
key efficiency rate indicates that the request itself has a larger share of the key demand
and a lower level of quantum key waste. In a single experiment, one of the experimental
parameters will be altered dynamically, and the success rate of requests under that particular
parameter will be utilized as the performance assessment index of the four schemes. In the
following different circumstances, the three parameters are used as a variable in turn.

4.1. Performance Comparison under Different Key Pool Expansion Multiplier

In this circumstance, the key pool expansion multiplier varies in the range of [50, 1000],
the key update rate varies in the range of [128, 1,280,000] bps, the Poisson distribution
parameter of the interval of requests is 100 ms, the number of requests processed at one
time (Rpr_num) is 5, weights α, β and γ that influence total key request are all set to 0.33, the
application duration satisfies a uniform distribution in the range of [10, 600] s, the initial
capacity of the key pool is 12,800 bit.
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As can be seen in Figure 4, the success rate of requests of APR-QKDN and the other
three schemes show an increasing trend as the key pool expansion multiplier increases.
The reason is the number of keys that can be stored locally by the quantum nodes will
increase as the key pool expansion multiplier increases, making the network resources
gradually abundant and thus able to satisfy more requests. Simultaneously, the success
rate of requests for the APR-QKDN scheme has a significant performance improvement
compared with KoD and RWTA-FSL for a certain key pool expansion multiplier. The
difference between APR-QKDN and KoD is maintained at around 15%, and the difference
with RWTA-FSL is about 10%, which is due to the appropriate path costing strategy chosen
by APR-QKDN. Our scheme achieves a performance gain of roughly 5% in the success rate
of requests compared to ADA-QKDN, which is attributed to the adaptive prioritization of
application requests.
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Figure 4. Impact of key pool expansion multiplier on the success rate of requests for each scheme.

As shown in Figure 5, with the gradual increase of key pool expansion multiplier,
the overall key efficiency rate of each scheme displays a falling trend. When the key pool
expansion multiplier is large, the key pool capacity of the node will be much larger than
the total amount of keys requested by the application, each scheme will give priority to
allocate the remaining local key amount and may overlook the paths with sufficient link
time slice resources but lesser hop count. Therefore, it is vital to set the proper key pool
capacity and not to pursue the key pool expansion. Although KoD and RWTA-FSL both
execute routing based on the shortest path algorithm, the key efficiency of APS-QKDN
still has some advantages, but the overall difference is not significant. Among them, our
scheme maintains a gap of roughly 3% with RWTA-FSL and has about 2% improvement
compared to KoD.
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Figure 5. Impact of key pool expansion multiplier on key efficiency for each scheme.
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4.2. Performance Comparison under Different Intervals of Requests

In this circumstance, the interval of requests varies in the range of [1, 2000] ms, the
key update rate varies in the range of [128, 1,280,000] bps, the key pool expansion multiplier
of KoD is [1, 50, 100], the number of requests processed at one time (Rpr_num) is 5, weights
α, β and γ that influence total key request are all 0.33, the application duration satisfies
a uniform distribution in the range of [10, 600] s, the initial capacity of the key pool is
12,800 bit.

As shown in Figure 6, the success rates of requests of APR-QKDN, ADA-QKDN,
RWTA-FSL, and unscaled KoD change slowly with an increasing interval of requests, and
APR-QKDN has a persistent performance advantage over other schemes when the interval
of requests is small. Compared with ADA-QKDN, our scheme has about 5% improvement
in the success rate of requests; compared with RWTA-FSL, it has about 10% improvement;
compared with unexpanded KoD solution, it has at least 60% improvement; compared with
KoD solution with 100 times expansion, it has about 30% improvement on average when
the request interval is small. When the request interval exceeds 1000 ms, the performance
of the highly expanded KoD scheme gradually surpasses that of APR-QKDN, mainly due
to the key replenishment under the long idle period and the solid equipment foundation
built by the large-capacity key pool. However, it would also lead to more pressure on the
construction of network facilities.
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Figure 6. Impact of the interval of requests on the success rate of requests for each scheme.

As shown in Figure 7, during the dynamic change of the request interval, the key
efficiency of each scheme shows fluctuation without a clear trend of change. This is because
the change of request interval mainly changes the remaining key amount in the key pool
while the key pool capacity has a certain gap compared with the total key demand of the
application, and the key replenishment within the request interval has no way to meet
a large number of requests, so the impact on the number of path hops is not significant
and does not affect the key efficiency considerably. From the perspective of average key
efficiency, APS-QKDN has at least 2% performance improvement compared with RWTA-
FSL and KoD scheme with 100 times expansion.
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Figure 7. Impact of the interval of requests on key efficiency for each scheme.

4.3. Performance Comparison under Different Link Key Generation Rate

In this circumstance, the link key generation rate varies in the range of [1, 150] kbps,
the key update rate varies in the range of [128, 1,280,000] bps, the Poisson distribution
parameter of the interval of requests is 100 ms, the key pool expansion multiplier of KoD is
[1, 50, 100], the number of requests processed at one time (Rpr_num) is 5, weights α, β and
γ that influence total key request are all 0.33, the application duration satisfies a uniform
distribution in the range of [10, 600] s, the initial capacity of the key pool is 12,800 bit.

As shown in Figure 8, the success rates of requests corresponding to APR-QKDN, ADA-
QKDN, and RWTA-FSL increase significantly with the growth of the link key generation
rate, and the changing trends of the three are similar. In the case of KoD without expansion,
the success rate of requests remains stable and does not have an increasing tendency. The
success rate of requests corresponding to the highly expanded KoD scheme progressively
climbs with the growth of the link key generation rate, but the changing trend is relatively
moderate. Our scheme offers various advantages over the other three schemes in terms
of the success rate of requests, which can improve by around 5% compared to ADA-
QKDN and about 20% compared to RWTA-FSL. The APR-QKDN is around 30% better
than the KoD scheme with 100x extension; the difference is even greater compared to the
unexpanded form of KoD.
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Figure 8. Impact of link key generation rate on the success rate of requests for each scheme.

As shown in Figure 9, the key efficiency of our scheme as well as RWTA-FSL shows a
fluctuating downward trend as the link key generation rate grows. To analyze the reason,
the growth of the link key generation rate leads to a reduction of link time slices required
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for a single request, each link can serve more key requests in one-time cycle, and the
resources of some key nodes may be allocated to the earlier requests, so the feasible paths
of subsequent requests are more likely to be bypassed. Since the growth of the link key
generation rate in the KoD scheme has an impact on the key pool replenishment limited by
the short request interval, and the impact on the network resources can be ignored, the key
efficiency rate of this scheme has no obvious trend and shows a random fluctuation overall.
The average key efficiency of the APS-QKDN scheme is 63% during the change of link key
generation rate, which is at least 2% higher than that of RWTA-FSL and KoD.
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Figure 9. Impact of link key generation rate on the success rate of requests for each scheme.

In general, the APR-QKDN routing scheme maintains good performance during the
dynamic changes of the three experimental parameters with some performance improve-
ment compared to the other three schemes and is more suitable for specific scenarios with
high concurrency and large inter-application demand differences. From the above experi-
mental results, we find that the request success rate of APR-QKDN has more opportunities
to improve when the link key generation rate keeps increasing. The link key generation
rate has a good prospect, so it is feasible to improve the request success rate of this scheme
by increasing the link key generation rate.

In addition, since different requests have different application priorities, how to
integrate the importance of requests to evaluate the service quality of the scheme compre-
hensively and design new additional evaluation metrics is a question to be considered in
our future work.

5. Conclusions

In this paper, we focus on the research of QKD network routing schemes in specific sce-
narios with considerable disparities in demand between applications and high concurrency,
and discuss the system model and application characteristics of the proposed APR-QKDN
scheme. The priority judgment criteria and the delayed retry mechanism adopted by the
APR-QKDN scheme are explained in detail. On the one hand, the application priority is
adaptively and dynamically updated according to the characteristics of applications and
the current network environment, enabling the system to adjust a suitable processing order
for an immense number of requests arriving in a short period. On the other hand, consid-
ering that the application itself has a certain delay tolerance and there are unreasonable
request rejection strategies in existing routing schemes, our scheme adds a delayed retry
mechanism, which not only enables the application to follow up on the request processing
progress in time but also avoids frequent and repeated network data transmission. Finally,
the performance of the APR-QKDN scheme is experimentally compared with KoD, RWTA-
FSL, and ADA-QKDN schemes through simulation. The experimental results demonstrate
that the APR-QKDN scheme has a certain performance improvement compared to the
other three schemes. The success rate performance improvement is the most noticeable
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compared to KoD, reaching up to 60%; compared to RWTA-FSL, it can enhance around 15%,
and the performance gap between APR-QKDN and ADA-QKDN is about 5%. It is shown
that the proposed APR-QKDN scheme has good performance in specific scenarios with
intensive demands and big variances between requests, which is important for increasing
the service quality of QKD networks.

Author Contributions: Conceptualization, L.C., Z.Z. and M.Z.; methodology, Z.Z. and M.Z.; valida-

tion, K.Y. and S.L.; resources, L.C. and S.L.; writing—original draft preparation, L.C., Z.Z., M.Z. and

K.Y. All authors have read and agreed to the published version of the manuscript.

Funding: This research was funded by the National Key R&D Program of China, grant number

2020YFE0200600.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Not applicable.

Acknowledgments: The authors would like to thank the reviewers for their valuable comments

and suggestions.

Conflicts of Interest: The authors declare no conflict of interest.

References

1. Liu, R.; Rozenman, G.G.; Kundu, N.K.; Chandra, D.; De, D. Towards the Industrialisation of Quantum Key Distribution in

Communication Networks: A Short Survey. IET Quantum Commun. 2022, 3, 151–163. [CrossRef]

2. Shi, R. A Generic Quantum Protocol for One-Sided Secure Two-Party Classical Computations. Quantum Inf. Process. 2019, 19, 22.

[CrossRef]

3. Beckwith, L.; Diehl, W. New Directions for NewHope: Improving Performance of Post-Quantum Cryptography through

Algorithm-Level Pipelining. In Proceedings of the 2020 International Conference on Field-Programmable Technology (ICFPT),

Maui, HI, USA, 9–11 December 2020; pp. 120–128.

4. Feng, Z.; Li, S.; Xu, Z. Experimental Underwater Quantum Key Distribution. Opt. Express 2021, 29, 8725–8736. [CrossRef]

[PubMed]

5. Qi, B. Bennett-Brassard 1984 Quantum Key Distribution Using Conjugate Homodyne Detection. Phys. Rev. A 2021, 103, 012606.

[CrossRef]

6. Pirandola, S.; Andersen, U.L.; Banchi, L.; Berta, M.; Bunandar, D.; Colbeck, R.; Englund, D.; Gehring, T.; Lupo, C.; Ottaviani, C.;

et al. Advances in Quantum Cryptography. Adv. Opt. Photon. 2020, 12, 1012–1236. [CrossRef]

7. Aji, A.; Jain, K.; Krishnan, P. A Survey of Quantum Key Distribution (QKD) Network Simulation Platforms. In Proceedings of the

2021 2nd Global Conference for Advancement in Technology (GCAT), Bangalore, India, 1–3 October 2021; pp. 1–8.

8. Meter, R.V. Quantum Networking and Internetworking. IEEE Netw. 2012, 26, 59–64. [CrossRef]

9. Sharma, P.; Agrawal, A.; Bhatia, V.; Prakash, S.; Mishra, A.K. Quantum Key Distribution Secured Optical Networks: A Survey.

IEEE Open J. Commun. Soc. 2021, 2, 2049–2083. [CrossRef]

10. Amin, I.; Mishra, D.; Saini, R.; Aïssa, S. QoS-Aware Secrecy Rate Maximization in Untrusted NOMA With Trusted Relay. IEEE

Commun. Lett. 2022, 26, 31–34. [CrossRef]

11. Guerrini, S.; Chiani, M.; Conti, A. Secure Key Throughput of Intermittent Trusted-Relay QKD Protocols. In Proceedings of the

2018 IEEE Globecom Workshops (GC Wkshps), Abu Dhabi, United Arab Emirates, 9–13 December 2018; pp. 1–5.

12. Cao, Y.; Zhao, Y.; Li, J.; Lin, R.; Zhang, J.; Chen, J. Hybrid Trusted/Untrusted Relay-Based Quantum Key Distribution over Optical

Backbone Networks. IEEE J. Sel. Areas Commun. 2021, 39, 2701–2718. [CrossRef]

13. Wen, X.; Li, Q.; Wang, H.; Yang, H.; Bai, H. A Bayesian Based Finite-Size Effect Analysis of QKD; Smart Innovation, Systems and

Technologies; Springer International Publishing: Cham, Germany, 2017; Volume 64, pp. 163–170.

14. Van Assche, G. Quantum Cryptography and Secret-Key Distillation; Cambridge University Press: Cambridge, UK, 2006; p. 260.

15. Scarani, V.; Bechmann-Pasquinucci, H.; Cerf, N.J.; Duek, M.; Lütkenhaus, N.; Peev, A.M. The Security of Practical Quantum Key

Distribution. Rev. Mod. Phys. 2009, 81, 1301. [CrossRef]

16. Ali, A. A Pragmatic Analysis of Pre- and Post-Quantum Cyber Security Scenarios. In Proceedings of the 2021 International

Bhurban Conference on Applied Sciences and Technologies (IBCAST), Islamabad, Pakistan, 14–18 January 2021; pp. 686–692.

17. Siddhu, V. Entropic Singularities Give Rise to Quantum Transmission. Nat. Commun. 2021, 12, 5750. [CrossRef] [PubMed]

18. Yu, X.; Ning, X.; Zhu, Q.; Lv, J.; Zhao, Y.; Zhang, H.; Zhang, J. Multi-Dimensional Routing, Wavelength, and Timeslot Allocation

(RWTA) in Quantum Key Distribution Optical Networks (QKD-ON). Appl. Sci. 2021, 11, 348. [CrossRef]

19. Xu, U.-B.; Zhang, M.-S.; Li, Y.-P. Research and Design of QKD Network Random Routing Algorithm Based on Backtracking. J.

Univ. Electron. Sci. Technol. China 2021, 50, 565–571.

http://doi.org/10.1049/qtc2.12044
http://doi.org/10.1007/s11128-019-2517-x
http://doi.org/10.1364/OE.418323
http://www.ncbi.nlm.nih.gov/pubmed/33820314
http://doi.org/10.1103/PhysRevA.103.012606
http://doi.org/10.1364/AOP.361502
http://doi.org/10.1109/MNET.2012.6246754
http://doi.org/10.1109/OJCOMS.2021.3106659
http://doi.org/10.1109/LCOMM.2021.3124902
http://doi.org/10.1109/JSAC.2021.3064662
http://doi.org/10.1103/RevModPhys.81.1301
http://doi.org/10.1038/s41467-021-25954-0
http://www.ncbi.nlm.nih.gov/pubmed/34599157
http://doi.org/10.3390/app11010348


Entropy 2022, 24, 1519 15 of 15

20. Cao, Y.; Zhao, Y.; Colman-Meixner, C.; Yu, X.; Zhang, J. Key on Demand (KoD) for Software-Defined Optical Networks Secured

by Quantum Key Distribution (QKD). Opt. Express 2017, 25, 26453–26467. [CrossRef]

21. Ma, W.; Liu, L.; Chen, B.; Gao, M.; Chen, H.; Wu, J. Routing, Wavelength and Time-Slot Assignment Approaches with

Security Level in QKD-Enabled Optical Networks. In Proceedings of the 2020 Asia Communications and Photonics Conference

(ACP) and International Conference on Information Photonics and Optical Communications (IPOC), Beijing, China, 24–27

October 2020; pp. 1–3.

22. Chen, L.-Q.; Zhao, M.-N.; Yu, K.-L.; Tu, T.-Y.; Zhao, Y.-L.; Wang, Y.-C. ADA-QKDN: A New Quantum Key Distribution Network

Routing Scheme Based on Application Demand Adaptation. Quantum Inf. Process. 2021, 20, 309. [CrossRef]

23. Yu, X.; Liu, Y.; Zou, X.; Cao, Y.; Zhao, Y.; Nag, A.; Zhang, J. Secret-Key Provisioning with Collaborative Routing in Partially-

Trusted-Relay-Based Quantum-Key-Distribution-Secured Optical Networks. J. Light. Technol. 2022, 40, 3530–3545. [CrossRef]

24. Sharma, P.; Bhatia, V.; Prakash, S. Priority Order-Based Key Distribution in QKD-Secured Optical Networks. In Proceedings of

the 2020 IEEE International Conference on Advanced Networks and Telecommunications Systems (ANTS), New Delhi, India,

14–17 December 2020; pp. 1–6.

25. Zhang, K.; Yu, X.; Wang, Y.; Li, Y.; Zhao, Y.; Zhang, J. Service Priority Based Cross-Layer Routing and Resource Allocation in

Quantum Key Distribution Enabled Optical Networks (QKD-ON). In Proceedings of the 2021 19th International Conference on

Optical Communications and Networks (ICOCN), Qufu, China, 23–27 August 2021; pp. 1–3.

26. Chen, L.; Chen, Q.; Zhao, M.; Chen, J.; Liu, S.; Zhao, Y. DDKA-QKDN: Dynamic On-Demand Key Allocation Scheme for Quantum

Internet of Things Secured by QKD Network. Entropy 2022, 24, 149. [CrossRef]

27. Sharma, P.; Bhatia, V.; Prakash, S. Efficient Ordering Policy for Secret Key Assignment in Quantum Key Distribution-Secured

Optical Networks. Opt. Fiber Technol. 2022, 68, 102755. [CrossRef]

28. Yang, C.; Zhang, H.; Su, J. The QKD Network: Model and Routing Scheme. J. Mod. Opt. 2017, 64, 2350–2362. [CrossRef]

29. Yang, C.; Zhang, H.; Su, J. Quantum Key Distribution Network: Optimal Secret-Key-Aware Routing Method for Trust Relaying.

China Commun. 2018, 15, 33–45. [CrossRef]

30. Yao, J.; Wang, Y.; Li, Q.; Mao, H.; El-Latif, A.A.A.; Chen, N. An Efficient Routing Protocol for Quantum Key Distribution Networks.

Entropy 2022, 24, 911. [CrossRef] [PubMed]

http://doi.org/10.1364/OE.25.026453
http://doi.org/10.1007/s11128-021-03246-2
http://doi.org/10.1109/JLT.2022.3153992
http://doi.org/10.3390/e24020149
http://doi.org/10.1016/j.yofte.2021.102755
http://doi.org/10.1080/09500340.2017.1360956
http://doi.org/10.1109/CC.2018.8300270
http://doi.org/10.3390/e24070911
http://www.ncbi.nlm.nih.gov/pubmed/35885133

	Introduction 
	QKD Network Model 
	System Model 
	Relevant Definitions of the Model 

	APR-QKDN Routing Scheme 
	Priority Judgment Criterion of Requests 
	Routing Scheme 

	Simulation Experiment and Analysis 
	Performance Comparison under Different Key Pool Expansion Multiplier 
	Performance Comparison under Different Intervals of Requests 
	Performance Comparison under Different Link Key Generation Rate 

	Conclusions 
	References

