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Abstract

Quantum attacks employing superposition queries (Q2 model) have been
demonstrated to compromise numerous classically secure block-cipher
constructions. These attacks embed the target encryption structure into a
period-finding problem, which dedicated quantum algorithms, including the Simon
and BV algorithms, can solve. After restoring the secret state, attackers can launch an
attack by recovering the key (the secret state contains key information) or
distinguishing it from random permutations.

In this paper, we investigate the quantum security of Feistel-like ciphers in a
related-key setting. For several constructions, we demonstrate how to define a
periodic function that can be evaluated using the Simon algorithm with only O(n)
quantum queries to the encryption oracle, where n represents the block size. This
enables secret-state recovery attacks on Type-1/2 generalized Feistel schemes, as well
as key-recovery attacks on the Feistel-FK and Misty L-KF constructions. All these
attacks achieve an exponential reduction in query complexity compared to the best
known classical or quantum methods.

Keywords: Block cipher; Related-key attack; Quantum cryptanalysis; Simon
algorithm; Circuit implementation

1 Introduction
Modern cryptography relies on computational complexity as its foundation. However, the
advent of powerful quantum computers poses a significant threat. For instance, the Shor
algorithm [1] can efficiently factor large numbers, rendering common public key cryp-
tosystems like RSA [2] and ECC [3] vulnerable. Similarly, the Grover algorithm [4] accel-
erates key searches, effectively halving key lengths. Just as the introduction of electronic
computers transformed classical cryptography into modern cryptography, quantum com-
puters promise to revolutionize the field further. Therefore, studying the resilience of
classical cryptosystems against quantum computing is crucial for designing quantum-
resistant cryptosystems, which is paramount for the advancement of cryptography.

In addition, other quantum algorithms, including the Simon algorithm [5], BV algorithm
[6], and Grover-meets-Simon algorithm [7], also pose a threat to the security of block

cipher [8-14]. Following the concepts of pseudo-random function (PRF) and pseudo-
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random permutation (PRP) security in quantum settings [15], these attacks are primarily
categorized into two models based on their ability to restrict the adversary [16—18]: the
standard security model (Q1 model) and the quantum security model (Q2 model).
Standard security: Suppose there’s no efficient quantum algorithm capable of distin-
guishing a block cipher from a PRP (or PRF) with classical queries alone. In that case,
the block cipher is considered standard secure (called the Q1 model).

Quantum security: Suppose there’s no efficient quantum algorithm capable of distin-
guishing a block cipher from a PRP (or PRF) with quantum queries. In that case, the block
cipher is considered quantum secure (called the Q2 model).

The distinction between the two models primarily lies in data collection methods. In
the Q1 setting [17, 19, 20], the adversary gathers data through classical means (i.e., on-
line classical query) and then processes it using quantum computing (i.e., offline quantum
computation). In the Q2 setting [21, 22], the adversary has direct access to the quantum
oracle O : Ty yhyyX)|y) H> Zyyhay|x)|E(x) @ y), where x and y are arbitrary n-bit strings.
The Q1 attack aligns more closely with the primary threat model of post-quantum cryp-
tography, known as the “harvest now, decrypt later” (HNDL) threat model. Although the
Q2 attack lacks practical applications, it is still crucial for evaluating quantum security and
designing related solutions. It can serve as a basis or motivation for creating improved Q1
attacks, or as an impossibility result that shows any valid security proof must consider ad-
versaries capable of making classical queries to the scheme. In this paper, we examine the
security of Feistel-like block cipher structures in the Q2 model. This model already rep-
resents a compelling adversarial setting, and adding the related-key assumption further
increases the attacker’s capabilities, resulting in a “worst-case” analysis. Although such
access may be impractical, this perspective reveals algebraic properties of the structure
that could remain hidden in classical or weaker models. This attack provides more than a
quadratic speedup over the best known classical methods in some cases (e.g., Feistel con-
structions [13, 14] and certain MAC designs [23]), and can even break classically secure
schemes.

The related-key attack [24, 25] is a potent cryptanalysis technique that exploits known
ciphertext and corresponding plaintext to extract keys or other key-related information
from the targeted encryption algorithm. With the formidable computing capabilities of
quantum computers, cryptography researchers have begun employing quantum algo-
rithms for related-key analysis, yielding numerous intriguing results. Roetteler and Stein-
wandt [26] initially introduced the concept of quantum related-key cryptanalysis. They
highlighted that key information could be effectively extracted by accessing the quantum
related-key oracle with a few plain-ciphertext pairs, requiring only O(#) quantum queries,
where 7 is the block size. Later, Hosoyamada and Aoki [27] extended this concept to a
more generalized key-pair relationship, termed the “sliding relationship’, demonstrating
the effectiveness of the Simon algorithm in recovering the key of the 2-round iteration
Even-Mansour structure with the same query complexity, O(n). In 2021, Xie and Yang
[28] introduced a novel quantum-related key attack based on the BV algorithm, requiring
O(n?) quantum queries. Recently, Sun et al. [8] further expanded on this by showcasing
that the BV algorithm can effectively target two types of iterative structures with inde-
pendent subkeys: the iterative Even-Mansour structure and the i-round Feistel structure,

both with complexity O(n).
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The quantum related-key attacks described above exploit the strong algebraic structure
present in many popular block-cipher designs. This allows attackers to construct a peri-
odic function based on the target encryption algorithm and employ quantum algorithms,
such as the Simon algorithm, BV algorithm, etc., to recover this period. Once the secret
state is restored, attackers can launch an attack by recovering the key (the secret state
contains key information) or distinguishing it from random permutations. Compared to
classical attacks, this type of Simon-based related-key attack provides exponential accel-
eration in query complexity. Recent works have demonstrated that certain block cipher
structures, such as Even-Mansour construction, could be broken in the quantum related-
key setting. However, the security of other block ciphers under this attack model remains
uncertain.

Our contributions. In this paper, we delve into the application of quantum algorithms
for breaking symmetric cryptographic primitives, focusing on the quantum security of
Feistel-like cryptographic structures within related-key contexts.

1. For Type-1/2 generalized Feistel schemes (GFS) with independent subkeys, we
present a secret-state recovery attack in a related-key setting, with a query
complexity of O(n). By gaining effective access to the related-key oracle of the target
encryption algorithm, we extend the effective attack rounds to multiple rounds.
Particularly, in cases where the round function is reversible, partial keys of the
target structure can be recovered by accessing two related-key oracles.

Using this method, we propose an efficient secret-state recovery attack against
the 24-round CAST-256 algorithm using the Simon algorithm. We also employ the
Grover-meets-Simon algorithm to achieve a more efficient key recovery attack,

2870-28/2 'where r represents the attack rounds. That is, our attack

with complexity
complexity is reduced by a factor 212°> compared to existing work [10].

2. For Feistel variants with independent subkeys: Feistel-FK construction and Misty
L-KF construction, we present a key-recovery attack in a related-key setting, with a
query complexity of O(n). It achieves exponential speedup compared to some
related studies [21, 29, 30].

Organization. The structure of the paper is as follows: Sect. 2 covers essential background
information, including Feistel-like structures, quantum circuits, and quantum algorithms
used in our attacks. Section 3 presents quantum secret-state recovery attacks on Type-
1/2/3 generalized Feistel schemes. Section 4 proposes quantum key-recovery attacks on
two Feistel variants: Feistel-FK construction and Misty L-KF construction. Section 5 sum-
marizes the paper.

2 Preliminaries

We define F, as the prime field with elements 0 and 1, denoted {0, 1}. The #-dimensional
vector space over F, is represented as Fj, equivalent to {0, 1}”. The symbol “®” signifies
XOR (addition in Fj), while “-” denotes the scalar product of bit-strings viewed as n-bit

vectors.

2.1 Feistel-like schemes

Generalized Feistel schemes (GES) extend the classic Feistel structure and are widely used
in block cipher design. By dividing data into multiple sub-blocks and performing complex
permutation and mixing operations on these sub-blocks in each encryption round, GFS
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Figure 1 The i-th round of Type-1 GFS
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Figure 2 The j-th round of Type-2 GFS

enhances the security and flexibility of encryption algorithms. GFS holds a significant po-
sition in modern cryptography, providing a robust foundation for designing efficient and
secure block cipher algorithms.

At CRYPTO 1989, Zheng et al. [31] introduced three general frameworks: Type-1, Type-
2, and Type-3 generalized Feistel schemes. These frameworks are based on Feistel-like
structures with more branches and different operations. They also demonstrated that,
with independently and randomly selected round functions, a (24 — 1)-round d-branch
Type-1 GFS, a (2d + 1)-round 2d-branch Type-2 GFS, and a (d + 1)-round d-branch Type-
3 GFS are pseudorandom functions.

Type-1 GES is illustrated in Fig. 1, with its round function size being 1/4 of the block
length. The CAST-256 algorithm [32] is based on this structure. The i-th round Type-1
GFS can be represented as

xR @abtxh —abtxh < aitxl < al! (1)

Type-2 GFS is depicted in Fig. 2, where two branches enter the round function simulta-
neously. These round functions may be identical or different. The CLEFIA [33] and RC6
[34] algorithms are designed based on this structure. The i-th round of Type-2 GFS can

be represented as
x < RIE ) @abtah <l xh, < ait (2)
Type-3 GEFS is shown in Fig. 3 and requires more sub-round functions. These round
functions may be the same or different. The AEGIS algorithm [35] is based on an expan-

sion of this structure. The i-th round of Type-3 GFS can be represented as

X <« Ril(x’fl) @ x’{l,x; <« R?(x’z_l) @ xf{l, cXy x’fl (3)

Page 4 of 21
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Figure 3 The i-th round of Type-3 GFS

Figure 4 One-qubit gate |a) la @ 1) |0) [+)
(a) X gate. (b) H gate.
Figure 5 Two-qubit gate |a) |a) |a) |a)
T I O R S
(a) Controlled-U gate. (b) CNOT gate.

For Type-1/2/3 GES, the decryption process must strictly follow the reverse order of
the encryption process. Decryption mainly relies on applying round functions and XOR
operations in reverse.

2.2 Quantum gates
All quantum operations correspond to a unitary matrix, often represented by U. Any uni-
tary matrix constitutes a valid quantum operation. After the quantum operation, the final
state is obtained by multiplying the unitary matrix by the initial state vector: |y1) = U|yy).
Since unitary matrices are linear, quantum operations can be parallelized.

Among qubit operations, the most fundamental are called logic gates. These gates are
categorized based on the number of qubits they act on one-bit gates, two-bit gates, three-
bit gates, etc. Common one-bit gates include the X gate and the Hadamard gate (see

Fig. 4):
01
X{lJﬂwmmw w
H= (0 P ) 2 oy« o+ qo) -y (5)
VAV Y NG V2

The most commonly used two-bit gate is the controlled-U gate (see Fig. 5), defined as
U =000l @1+ [1)(1|@U (6)

where I and U are one-bit gates, with I being the identity operation. In the controlled-U/
gate, the first qubit is the control bit, and the second is the target bit. The operation on
the target bit depends on whether the control bit is |0) or |1). A common controlled-U
gate is the CNOT gate, which operates as follows: when the control bit is |0), the target
bit remains unchanged; when the control bit is |1), the target bit undergoes the X gate
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Figure 6 Simon algorithm 0y®" Hgen
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operation. The matrix representation of the CNOT gate is

7)

Ucnor =

S O O
S O = O
= O O O
S = O O

By combining a few basic gates, we can approximate any unitary operation with arbi-
trary precision. The set {H, T, CNOTY} is theoretically sufficient to construct a universal
gate set, such as the Toffoli gate. For practical fault tolerance and implementation, the
sets {H,T,S,CNOT?} or {H,S, CNOT, Toffoli} are generally used as universal gate sets in
quantum computing. Any unitary operation can be decomposed into a combination of
these basic gates. For instance, a unitary operation can be broken down into a product of
two-level gates, which can then be further decomposed into combinations of CNOT and
one-bit gates, and one-bit gates can be decomposed into combinations of Hadamard and
T gates.

2.3 Quantum algorithms
Next, we review the Simon algorithm and the Grover-meets-Simon algorithm used in this
paper. For a more detailed introduction, please refer to [5, 7, 14].

Simon algorithm. The Simon algorithm (see Fig. 6) finds the period of a periodic function
using quantum computing steps. For this problem (called Simon’s problem), the complex-
ity of classical algorithms is exponential, while the Simon algorithm solves it in polynomial
time. This demonstrates the significant speed advantage of quantum algorithms over clas-
sical ones for specific problems.

The Simon problem is as follows:

Simon problem [5]: Given a function f : {0,1}" — {0,1}", assume the function has a
unique period s € {0, 1}". This means for any (x,y) € {0,1}", we have

&) =f < [x®yec{0,s}]

The objective is to find the period s given access to the function.

Notably, the above function f is a strict 2-to-1 function, where each function value cor-
responds to two different input values (i.e. Simon’s promise condition). Traditionally, this
problem is tackled using the classical collision search method, with a query complexity of
O(2"?). However, the Simon algorithm introduces quantum superposition queries, reduc-
ing the query complexity to O(#). In the subroutine of the Simon algorithm (Algorithm 1),
the first execution yields a vector y; orthogonal to s, and the second yields another vector
2 also orthogonal to s (many vectors y satisfy this condition). By repeating this step O(n)
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Algorithm 1 Quantum Subroutine of Simon’s Algorithm
Input: n; U = [x)]|0) — [x)|f(x))
Output: y L s

1: Start in the state >0)|0)
2. Apply a H transform > \/% > ceionyn %)10)
3: Query Uf D\/% er{o’”n |x> [f(x))
4: Measure the output register R2 > %ﬂz) +|z2®s))
5: Apply another H transform D% J127 Zye{o,l}" (=1Y* + (=1Y)|y)
6: Measure the input register R1 >y Ls

times, (n — 1) independent vectors y orthogonal to s can be obtained with high probability,
leading to the unique non-zero solution s. Thus, for Simon’s problem, the Simon algorithm
efficiently finds the period s of the above 2-to-1 function in polynomial time.

In the cryptanalysis model, the accessible periodic function f does not always strictly
satisfy Simon’s promise (besides the period, the function f also has collisions). This means
the equality of the function value does not simply correspond to the XOR result of inputs
being equal to s. In this case, the problem condition (f(x) = f(y) if and only if x ® y € {0, s})
is relaxed to: for any input x, f(x @ s) = f(x) is satisfied (usually considering the case where
the collision ratio is small). To quantify how far the function is from satisfying Simon’s
promise, Kaplan et al. [14] introduce a parameter (the maximum collision ratio):

x:fx) =fx @)

t€{0,1)\{0,5} x|

ef,s) =

(8)

where ¢(f,s) is closer to 1, the collision ¢ is closer to the period; when &(f,s) is smaller,
the impact of the collision on the period is reduced. Specifically, Kaplan has proved the
following theorem.

Theorem 1 [14] When e(f,s) < po < 1, the Simon algorithm can still successfully recover
the period s with a probability of at least 1 — (2(“%)0)" after cn quantum queries.

In particular, when the parameter ¢ > 3/(1 — py) is large enough, the probability of failure
decreases exponentially with 7. Theorem 1 shows that even in the presence of collisions,
the period s can still be recovered after executing the Simon algorithm c# times. The re-
covered period s must be verified using several sets of inputs x and x @ s. If the verification

fails, the Simon algorithm is re-executed until the correct period is found.

Grover-meets-Simon algorithm. Leander et al. [7] proposed the Grover-meets-Simon
algorithm, which breaks FX construction with whitening keys in essentially the same com-
plexity as Grover’s algorithm breaks the underlying block cipher. This indicates that using
whitening keys does not significantly enhance security in a quantum setting.

The Grover-meets-Simon problem is as follows.

Grover-meets-Simon problem (adapted from [5]): Given a function f : {0,1}" X
{0,1}* — {0,1}% and promise that there exists u € {0,1}" such that the function f(x, -)
has a unique period s, (called hidden periodic function). The objective is to find a set of
tuples (u,s,) € Us, where Us := {(u,s,) : u € {0,1}", s, is the period of the function f (i, -)}.
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Algorithm 2 Grover-meets-Simon Algorithm
Input: m, n, d; Us = |u)|x)|0) = [u)|x)|f (u,x))
Output: (u,s,)

1: Start |0)

2 Apply H 1Y) = <k 3oy 19 = COSO) o) +sin(®) 1)

3: Apply Grover iteration (2|y) (y| 1) - Uy > cos(30)|vo) + sin(360)| 1)

4: Note that Uy is a unitary operator that takes u as input, and tests whether f(u,x) has
a hidden period in superposition (see Algorithm 3 for details). ©>|u)|b) ﬁ; |u)|b @ r)

5. After O(2"'?) Grover iterations, measure the index u >u

6: Apply Simon’s algorithm on f(u, x) >y

Algorithm 3 Test Procedure
Input: |u)|b)
Output: |u)|b@r)

L Start 3,04y [4)]0)]0)|D)

2: Apply H > Zue{o,l}m |u4) er{o,l}ﬂ 1) - - - [ ) |0} B)

3: Apply Uy > Zue{o,l}m |u) er[o,un 1) <+ o) [f (@, %1)) - - |f (14, %)) | D)

4

5 Apply H B Y wetonyn 1) Yyetonyr(~DE Py} - (1) Eeren g, ) £, 1)
<o |f(u,xc0)) | B)

6: Compute d = dim(Span(uy, ..., us,)): if d #n—1, set r = 0; otherwise r = 1.

7. Unompute >{u)|b®r)

Table 1 Quantum secret-state recovery attack on Type-1/2 GFS

Goal Construction Attacked rounds Condition Complexity Source
SR Type-1 GFS d>-d+1 - O(n) [36]
d? -1 - On) [10]
o0 related key O(n) Qurs
Type-2 GFS 2d+1 - O(n) [37]
o0 related key O(n) QOurs

T secret state recovery

Leander et al. incorporated the Simon algorithm into the iterative process of Grover’s
search. Specifically, Grover’s algorithm is used as the outer loop with a query complexity of
O(2"'%), while Simon’s algorithm is the inner loop with a complexity of O(n). The specific
process of the algorithm is shown in Algorithm 2.

3 Quantum secret-state recovery attack for Type-1/2 GFS

For the Type-1/2 GFS, we design a dedicated periodic function, allowing the period to
be recovered using the Simon algorithm, resulting in a secret-state recovery attack with
complexity O(n). Additionally, this attack method can be applied to specific cases, such
as a 24-round secret-state recovery attack on the CAST-256 algorithm, extending existing
results by 7 rounds. Tables 1 and 2 summarize the secret-state recovery attacks on Type-
1/2 GES in the quantum related-key setting and compare them with existing quantum
algorithms.
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Table 2 Quantum attack on round-reduced CAST-256 algorithm’

Source Setting Distinguisher Attacked rounds

r=25 r=26 r=27 r=28 r=29 r=30
[36] i 14 22035 9222 92405 9259 52775 298
[10] , 17 5148 91665 185 52035 9222 92405
Ours related key 24 2185 237 2555 274 2925 21

* Note that for CAST-256, the trivial bound is 2'28 by Grover algorithm.

3.1 Attack strategy
This section explores related-key attacks [38, 39], where an attacker obtains ciphertexts
encrypted with related keys and exploits their relationship for analysis. For instance,
knowing a specific difference between two keys, an attacker can observe the correspond-
ing difference in ciphertexts and use this information to launch an attack. Related-key at-
tacks are a powerful cryptanalysis technique, posing a significant threat to cryptosystems
sensitive to key relationships [40-42].
Specifically, for the target encryption algorithm E, the attacker can query the following
two oracles:
E: Given a plaintext m € {0,1}" and a selected related-key pair, return the encryption
result Ey (m)
D: Given a ciphertext ¢ € {0,1}" and a selected related-key pair, return the decryption
result Dy/(c)
Here, k and k' represent different keys with a known relationship. The attack is success-
ful if the adversary can recover the secret information by querying these two oracles. In
our attack, only the encryption oracle is needed, that is, the adversary accesses the target
encryption algorithm in superposition. Formally, our Simon-based attack is as follows:
1. Construct a periodic function based on the target encryption algorithm, in a
related-key setting
2. Recover secret information using Simon algorithm
After recovering the secret state, we can conduct secret-state recovery or key-recovery
attacks (period contains extractable key information). Notably, the adversary needs ef-
fective access to the function’s quantum oracle in our attack. Therefore, we must pro-
vide quantum circuit implementations of periodic functions for different encryption al-
gorithms.

3.2 Secret-state recovery attack in the related-key setting
Based on the above discussion, we propose an i-round secret-state recovery attack against
Type-1/2 GES with complexity O(n).

Type-1 GFS [31]. The Type-1 GES enhances the security and flexibility of cryptographic
algorithms by introducing more branches and complex mixing operations. It significantly
improves the traditional Feistel network and plays an important role in modern block-
cipher design. As shown in Fig. 1, the algorithm divides the input state of dn bits into d > 3
branches, each containing a n-bit sub-block. For each round j = 1,2,...,, the calculation
process is as follows:

i i-1 -1 i-1 i i-1 i i-1
K = Ri(x ) x5 a0y <— Xy Xy < Ky .., Xy < X 9)
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To distinguish the i-round Type-1 GES structure from random permutations, we con-
struct the corresponding periodic function in a related-key setting. Given two related-key
oracles, Ex = ER(x; k1, ks, ..., k) and Ex = ER(x;kz, ks, ..., k1), denoted as E; and E,, we de-
fine the following function, with given constants &9, x3,x3,...,29:

f:{0,1} x {0,1}" — {0,1}"

0 0,0 0
El(xl!x1x31x4.1 ’xd)l+1 b=0

(b,x) — (10)

En(x, x5, x5, %2, 43, b=1

where the related-key pair k = (ki,ky,...,k;) and kK’ = (ky, ks, ..., k1) satisfy the relation-
ship kl’ = kj.1. The related-key oracle E;(-);,1 and Ey(-); represent the (/ + 1)-th and /-th
branches of E;(-) and E,(-) respectively, and [ = 2,3,...,d. In particular, this f satisfies
fO0,%) = f(1,x ® Ry (x?)):

f(Or x) = El(x(l)’ X, xgy xgy e ng)l+l
= Ex(x @ Ri(x)), x5, 60, 9, ..., 40

=f(1,5® Ri(x))) (11)

where the second equation results from x/** = x/ | (Eq. (9)). More precisely:

El(x(l)’x’ xg’xg’ oo fxg)lﬂ = E”l(x)l
:flél oEl(x?,x,xg,xg,...,xg)l
= Igﬂ of}é‘i 0--- °f§1(x?,x,x§,x2,...,x2),
=fal ofgi o ofe2(x ® Ri(xd),x3,4%,42, ..., 4d);

= E(x ® Ry (x)), 23,29, 22, ..., a1 (12)

where fz denotes the round function. Then, based on an i-round Type-1 GES, we construct
a periodic function withs = 1 ||R1(x?), where i can take any value. That is, the above relation
holds for all i.

Estimation of £(f, s). In this case, the parameter e(f,s) = max /@ &SD) s hounded

£e{0,1}"\{0,s) I
with overwhelming probability, assuming that E behaves as a random permutation. We

show that &(f,s) < 1/2 with overwhelming probability. Indeed, if e(f,s) > 1/2, then there
exists (1,¢) ¢ s such that Pr,[f(0,x) =f(1,x D t)] > 1/2, i.e.,

E 0, t; 07 07”'; 0
pr, | PODF SIS ki |y (13)
@EZ(x (&) t;x3;x4;x51 cen :xl)l =

This condition implies a higher-order differential for (b, x) with probability greater than
1/2, which occurs only with negligible probability when E is chosen at random [43]. There-
fore, according to Theorem 1, the Simon algorithm can retrieve the period of this function
using O(n) queries to the target encryption algorithm. To make our attacks as straight-
forward as possible, we provide diagrams of circuits that compute the function f. These
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8 —{x] X 1)
o) ———— )
) ] )
|28) —F——— Upin U ] )
o) ——— %)
10) |f (b, z))
Figure 7 Periodic function for Type-1 GFS

circuits utilize a small number of basic building blocks, as shown in Fig. 7. This enables a
successful secret-state recovery attack, where # denotes the block size.

Note that our subsequent attack implicitly assumes ¢(f,s) < 1/2. This is a standard as-
sumption in the related literature [7, 14] because if e(f,s) > 1/2, there will be a classical
attack. In other words, the probability of this happening in an ideal cryptographic struc-
ture is negligible [43].

Complexity of the attack: Our attack uses only O(n) queries to the black box implement-
ing the target encryption structure to find the period of the underlying periodic function
via Simon’s algorithm, thereby completing the secret-state recovery. Each run of Simon’s
algorithm uses 27 Hadamard gates, two X gates, and two quantum queries to Ug. As a
result, the total cost is O((27 + 2 + 2|UE|,)n) universal gates and O(n) quantum queries,
which is polynomial in complexity. Here, the parameter |U/g|, denotes the number of uni-
versal quantum gates required to implement the quantum circuit of the target encryption
algorithm E. Its value depends on the design and concrete implementation of the specific
cryptographic scheme.

Type-2 GES [31]. The GFES is a cryptographic framework for designing block ciphers. The
Type-2 GFS is a specific variation within this framework. A key feature of this structure
is that each sub-block update depends on the two adjacent sub-blocks, enhancing both
diffusion and confusion. As shown in Fig. 2, the input state is divided into four or more

sub-blocks. The processing steps for each round are as follows:
a < RIE ) @abt b <l xh, < a7t (14)

To distinguish the i-round Type-2 GEFS structure from random permutations, we con-
struct the corresponding periodic function in a related-key setting. Given two related-key
oracles, Ex = ER(x; k1, ko, ..., k;) and Ex = ER(x;ky, ks, ..., k1), denoted as E; and E,, we de-
fine the following function, with a given random constant «:

£:{0,1} x {0,1}" — {0,1}"

(b x) — El(a)xlyaerv -na;xd)lJrl b =0 (15)
’ Ex(x1,0, %0, ..., %0,0),  b=1

where x = (x1,%2,...,%4). Here, the related-key pair k = (k1, ks, ..., &) and k' = (kz, ks, ...,
k1) satisfy the relationship &/ = k;,1, where k; = (k»l,ka,...,kf),j =(1,2,...,i). The related-
key oracle Ei(-);;1 and Ex(-); represent the (/ + 1)-th and /-th branches of E;(-) and



Sun et al. EPJ Quantum Technology (2026) 13:35 Page 12 of 21

|b) I [ X] 1 |b)
lz1) ——— |21)
la) ——— |ar)
|wa) ———— |2)
e e Upini — o)
|va) ———— |lza)
la) ——— |ar)
|0) (b, )
Figure 8 Periodic function for Type-2 GFS

Es(-) respectively, and [ = 2,4,...,2d. In particular, this f satisfies f(0,x) = f(1,x &
(RY@)IR}@)]| - -+ [| R (@x)):

f(Orx) = El(a’xly ;%2 ... 7a7xd)l+l
= Ex(x1 @ R}(@), &0, 20 ® R3(a), t, ..., %4 ® R4 (), @),

=f(1,x® RYIRI (@)l R (@) (16)

where the second equation results from x/*! = x! |, [ =2,4,...,2d (Eq. (14)). More pre-
cisely:

El(a;xb O5%25 0005 axxd)Hl
— Ei+l(x)l
k1
:fR o El(a}xl; O %200 ,C(,xd)[

k ki k
=frl ofgi oo fyt (@, k1,0, %0, .0, %0
k ki k:
=fplofgio--0 Rz(xIEBR}(a),a,xz EBR%(a),a,...,xd @Rf(a),a)l

= Ex(%, @ R}(), @, % ® R}(@), .., %4 ® R{ (), ), (17)

where fz denotes the round function. That is, this function f is a periodic function with s =
1R ()| R¥ ()| - - - ||R‘f(a). Therefore, according to Theorem 1, the Simon algorithm can
retrieve the period of this function using O(#n) queries to the target encryption algorithm
(Fig. 8). This enables a successful secret-state recovery attack, where # denotes the block
size.

Note that we can recover the corresponding round key in our secret-state recovery
attacks on Type-1/2 GFS if the round function R is reversible. For instance, if R;(x}) =

P(x9 @ ki), we can obtain the key k;, where x9 is a random constant.

Related work. Previous Q2-model attacks on Type-1/2 GFS primarily relied on the Simon
algorithm. Dong et al. [37] first showed that a quantum distinguishing attack can target
a (2d — 1)-round Type-1 GFS and a (d + 1)-round Type-2 GFS (d > 3). Ni et al. [36] then
advanced this direction within the quantum chosen-ciphertext (qCCA) model by con-
structing a quantum distinguisher that distinguishes a (4> — d + 1)-round Type-1 GFS in
polynomial time. Sun et al. [10] further increased the attackable rounds for Type-1 GFS
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to (d? — 1). Overall, these Simon-based quantum attacks offer an exponential advantage
in query complexity over classical approaches.

Although the Q2 model alone provides a strong adversarial setting, our work introduces
additional related-key assumptions that further enhance the attacker’s capabilities, result-
ing in a “worst-case” security perspective. Under this improved model, the number of
rounds vulnerable to effective attacks can be extended arbitrarily, significantly expanding

the theoretical boundaries of this research area.

Application to Round-Reduced CAST-256 [44]. CAST-256 is a symmetric block en-
cryption algorithm based on the Type-1 GFS. Although CAST-256 did not become the
AES standard, it is still used in specific applications such as secure communication pro-
tocols and encryption libraries. Its design and analysis have significant implications for
cryptographic research and the development of other encryption algorithms.

The CAST-256 algorithm divides a 128-bit message into four 32-bit branches, support-
ing key lengths of 128, 192, or 256 bits. The algorithm comprises 48 rounds of encryp-
tion: 24 forward and 24 reverse rounds of Type-1 GES. Each round function uses a 37-bit
key. Notably, the proposed attack is general and does not require any additional encryp-
tion information of CAST-256. Next, we discuss the secret-state recovery attack against
CAST-256.

Based on the 24-round CAST-256 algorithm, we construct the corresponding periodic
function in a related-key setting. Given two related-key oracles, Ex = ER(x; ky, ko, ..., k)
and Ep = ER(x;ky, ks, ..., k1), denoted as E; and E,, we define the following function, with

; 0 ,0 0.
given constants x7, ¥3 and x;:

f:{0,1} x {0,1}" — {0,1}"

0 0,0
El(x11x1x3’x4.)l+l b=0

b,x) —
GO bl a0 b1

(18)

where the related-key pair k = (k1, ks, ..., kaa) and k' = (ky, ks, . . ., k1) satisfy the relationship
k]f = ki1 (Fig. 9). The related-key oracle E;(-);.1 and E»(-); represent the (/ + 1)-th and /-th
branches of E;1(-) and E,(-) respectively, and / = 2, 3,4. In particular, this f satisfies f(0,x) =
f(Lx® Ri(xY)):

f(Or x) = El(x?’ X, xgyxg)Hl
= Ex(x ® Ry(2Y), 29, %3, 5%),;

=f(Lx @ Ry(x))) (19)

That is, this function f is a periodic function with s = 1|[R;(x?). Therefore, according
to Theorem 1, the Simon algorithm can retrieve the period of this function using O(n)
queries to the target encryption algorithm. This enables a successful secret-state recovery
attack against the 24-round CAST-256 algorithm, extending previous results by 7 rounds
(see Table 2).

Based on the 24-round quantum distinguisher of the CAST-256 algorithm, adding

(r — 24) rounds before or after the distinguisher enables a key recovery attack on the r
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Figure 9 Quantum related-key attack on CAST-256 algorithm

(r > 24)-round encryption algorithm using the Grover-meets-Simon algorithm. Specifi-
cally, the Grover algorithm searches for the round keys of the first or last (r — 24) rounds.
In contrast, the Simon algorithm verifies if the remaining 24 rounds are periodic, con-
firming the correctness of the guessed key. Combining the distinguisher with the Grover
algorithm, our quantum key-recovery attack offers significant advantages, with complex-
ity 23702972 For instance, in a 30-round key recovery attack, the query complexity is re-

duced from 2128 2111

using only the Grover algorithm to , given a 37-bit round key length.
Also, our attack reduces query complexity by 212°> times compared to existing methods
(see Table 2). In particular, in the case of r < 24, our key-recovery attack degenerates to
a distinguishing attack with complexity O(n). Note that for round-reduced CAST-256,
the trivial bound using the Grover algorithm is 2!?8. Based on this, we can attack the 30-
round CAST-256 algorithm (256-bit key version) in 2!! time, which improves upon the
best previous attack of 23 rounds [10].

Note that the attack on CAST-256 assumes shifted round keys, which do not correspond
to its actual key schedule. Therefore, the results in Table 2 should be interpreted as theo-
retical distinguishing attacks in an idealized related-key model rather than as a practical

compromise of the deployed CAST-256 cipher.

4 Quantum key-recovery attack for Feistel-FK and misty L-KF constructions

This section introduces new quantum key-recovery attacks on Feistel-FK and Misty L-KF
constructions using O(#n) superposition queries. These attacks exponentially accelerate
the query complexity compared with some previous methods [21, 29, 30]. Table 3 provides

a comparison of attack complexities.
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Table 3 Quantum key-recovery attack on Feistel-like ciphers

Goal Construction Attacked rounds Condition Complexity Source
KR' Feistel-FK 5 - O(n) [21]
[’ related key O(n) Ours
Misty L-KF 6 - OBn+2/4) [30]
00 related key O(n) QOurs
Type-3 GFS r - OQRMEN=d-Dky/2) [45]
00 related key 0(2(d-2ki/2y QOurs

1 key recovery

Figure 10 Quantum related-key attack on i-round
Feistel-FK construction

4.1 Key recovery attack for Feistel-FK construction

The Feistel cipher structure, or Luby-Rackoff cipher, converts random functions into
pseudo-random permutations [46]. Given i round functions f; : F} — F} and input (Lo, R),
the output (L;, R;) is produced through the same calculation process. For each round

j=1,2,...,i, the calculation process is as follows

Li= R (20)
Rj=Li 1 ®fi(Ri-1)

Replacing the key-controlled random permutation with a public permutation f and a
round key k; XORed with the output of f yields the Feistel-FK construction, as shown

in Fig. 10:
Li=R;_
j = -1 (21)
Rj = Lj_l @f(Rj_l) @b k}

Based on the i-round Feistel-FK construction, we construct the corresponding periodic
function in a related-key setting. Given two related-key oracles, Ex = Ef (x;ky, ks, ..., ki)
and Ey = Ef (x;k», ks, ..., k1), denoted as E; and E, respectively, we define the following
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Figure 11 Periodic function for Feistel-FK

function with a given constant «:

F:{0,1} x {0,1}" — {0,1}"

(B,%) > Ei(x,00)r b=0 (22)
’ Exa,x®f(a)), b=1

The related-key pair k = (ky, ks, ..., k;) and k' = (ky, ks, ..., k1) satisfy the relationship k; =
kj.1 (Fig. 10). The related-key oracles E;(-)r and Ey(-); represent the right and left branches
of E1(-) and E;(-), respectively. Moreover, this F satisfies F(0,x) = F(1,x @ k;):
F(0,%) = Ex(x, @)
=Ex(o,x® f(a) ® k1)
=F(1L,x® ky) (23)

where the second equation results from L;,; = R; (Eq. (21)). More precisely:

Ey(x,a)g = E* (),
= o Ey(x, ),

k ki k
=fR1 ofy' o~~~ofR1(x,ot)l

= 151 o Ié(fo...o Ifz(a,x@f(a)@kl)L
=Ea,x®f(a) ® ki) (24)

where fz denotes the round function. The function F is periodic with s = 1||k;. According
to Theorem 1, the Simon algorithm can retrieve the period using O(n) queries to the tar-
get encryption algorithm (Fig. 11). This allows a successful key-recovery attack, where n
denotes the block size.

The partial key recovery attack on the Feistel-FK construction can be extended to a
complete key recovery attack. Specifically, given i oracles E1, Es, ..., E; (similar in form to
above E; and E;), we use a random constant « to define the following function:

F:{0,1} x {0,1}" — {0,1}"

Ej(x,00)r b=0

(b,x) —
Eii(a,x®f(a))y b=1

(25)

where 1 <j <i- 1. From the above, we see that executing the Simon algorithm on the
function F; allows key k; to be recovered after O(n) superposition queries. Thus, the full
key ki, ki, ...,k; can be recovered.
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Figure 12 Quantum related-key attack on i-round Misty !
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4.2 Key recovery attack for misty L-KF construction

MISTY (Mitsubishi Improved Security Technology) [47] is a symmetric block encryption
algorithm that Matsui designed based on the Feistel network. The MISTY L-F construc-
tion is a left version of MISTY, where the round function is denoted as

Li=Ri (26)
Ri=fi(Li-1) ®k;

Replacing the key-controlled random permutation with a public permutation f and a
round key k; XORed with the input of f yields the Misty L-KF construction, as shown in
Fig. 12:

Li=Ri
1 (27)
Ri=Ri_1®f(Li_1 ®k)

For the i-round Misty L-KF construction, we give the periodic function in a related-
key setting. Using related-key oracles Ej = E (x;ky, ks, ..., k) and Ep = E (%3 k», ks, ... ., k1),
denoted as E; and E,, we define the function with a constant o:

F:{0,1} x {0,1}" — {0,1}"

(byx) > Ei(x, )R b=0 (28)
’ Eo,a®f(x), b=1
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Figure 13 Periodic function for Misty L-KF

The related-key pair k = (k1, ko, ..., k;) and k' = (ky, ks, ..., ky) satisfy kl’ = kj,1 (Fig. 12). The
related-key oracles E;(-)g and Ex(-),, represent the right and left branches of E1(-) and Es(-).
Additionally, F satisfies F(0,x) = F(1,x @ ki):

F(0,x) = E1(x,a)p
= E2(O{,f(x Dk)Da)
=F(L,x® k) @9

where the second equation results from L;,; = R; (Eq. (27)). More precisely:

Ei(x, @)z = E* (%, ),
=l o Ey(x, @),
=fe ofi oo fy e
=falofgl oo fienfa @ k) D)y
=E(a,fx® k) D a) (30)

where fr denotes the round function. The function F has a period defined by s = 1|/k;.
Using Theorem 1, the Simon algorithm can determine this period with O(#) queries to
the target encryption algorithm (Fig. 13). This facilitates a successful key-recovery at-
tack, where # denotes the block size. Specifically, given i oracles Ej, Es, ..., E;, the full key

ki,ki,...,k; can be recovered.

5 Conclusion

In this paper, we give secret state recovery and key recovery attacks for a series of
Feistel-like constructions in the quantum-related-key model, requiring only O(#) quan-
tum queries. Unlike the Type-1 and Type-2 generalized Feistel structures (GFS), the Type-
3 GEFS offers higher security and complexity through more intricate cross-mixing and per-
mutation operations. This makes it better suited for encryption scenarios with higher se-
curity requirements. Consequently, we cannot construct a period function, making the
above secret-state recovery attack unsuitable for Type-3 GES. However, we introduce a
hidden period function, allowing the period to be recovered using the Grover-meets-

(d—2)k1/2’ where d

Simon algorithm, resulting in a new key recovery attack with complexity 2
represents the number of branches, and k; represents the length of the round key. We de-
scribe this in Appendix. A further question is whether Type-3 GFS has a polynomial-time

secret state recovery attack, which we leave as an open problem.
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As a final remark, our attack relies on an idealized related-key assumption rather than
the practical key schedules used in real-world scenarios. Therefore, it does not threaten
practical Feistel-like schemes. This raises two open questions: (1) how to adapt such at-
tacks to specific schemes like CAST-256 that use actual key schedules, and (2) whether
Feistel-like structures still exhibit exploitable related-key periodicity under more realis-
tic related-key differentials, such as those generated by real key scheduling algorithms.
Addressing these questions is vital for bridging the gap between theoretical analysis and
practical cryptanalysis.

Appendix: Secret-state recovery attack for Type-3 GFS

The Type-3 GFS enhances data diffusion and obfuscation effects during encryption by in-
troducing cross-mixing and permutation operations between its branches. The algorithm
divides the input state of dn bits into d > 3 branches, each containing a #-bit sub-block. In
eachroundj=1,2,..., the dn-bit input undergoes encryption using (d — 1) round func-
tions controlled by keys, implemented as follows:

R @ oy — R @ < (A1)

We construct a hidden periodic function in a related-key setting to distinguish the i-round
Type-3 GES construction from random permutations. We define this function using two
related-key oracles, E; = ER(x; k1, ks, ..., k) and Ey = ER(x; ko, ks, . .., k1), denoted as E; and
E,, where k; = (kjl,ka, . ..,kf‘l), 1 <j < i. The function is specified with given constants
249,49

f:{0,1}427%{0,1}x{0,1}" — {0,1}"

Ev(x9,29,...,x5 %0 b=0

ky, b,x) —
( ) Ex(x @ R (1), 23 ® R(A9), ..., x)a b=1

(A.2)

where the related-key pair k = (k1, ko, ..., k;) and k' = (ko, ks, ..., ky) satisfy the relationship
ki = ki1 (k; € {0, 1} and k, = (k},kL,...,k%2). The related-key oracle E;(-); and Ey(-),
represent the 1-th and d-th branches of E;(-) and Ey(-), respectively. In particular, this f
satisfies f(ky,0,%) = f(k, L, x ® R‘f’l(xg_l)):

f(klr O;x) = El(x(l)’xg’ oo ;xg,lrx)l
= E>(x) @ RL(x69), 23 @ R3(9), ..., x ® RT (9 ))a

= flki, 1, x @ R (x5 1)) (A.3)

That is, this function f is a hidden periodic function with period s = 1||R‘f‘1(x271). The

attacker first guesses k, € {0, 1}¢@-2k

(the Grover part). Only if the guess is correct, i.e.,
k, = ky, does the attacker obtain a periodic function, which can then be detected with the
Simon algorithm. Consequently, the Grover-meets-Simon algorithm recovers the period

ky with O(2@-2ki/2) queries to the Type-3 GFS, enabling a successful key-recovery attack.
Abbreviations

PRF, Pseudo-Random Function; PRP, Pseudo-Random Permutation; HNDL, Harvest Now, Decrypt Later; GFS, Generalized
Feistel Schemes.
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