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Abstract

Quantum cryptography leverages quantum mechanics to perform cryptographic
tasks and can, in principle, offer security guarantees impossible with classical meth-
ods. However, a significant gap exists between current protocols and those required
for the practical realisation of this security advantage. This thesis presents several
results aimed at bridging this gap, by reducing the required amount and quality
of initial resources and improving the computational efficiency of key processing
steps — enabling secure resource-efficient quantum cryptography protocols that can

be implemented in the near-term.

Part I focuses on randomness extractors, classical algorithms that distil uni-
form and secret randomness from partially random sources, which are essential
for quantum cryptography. We introduce seeded randomness extractors with im-
proved finite-size performance and present several two-source extractors that re-
duce the quality requirements of the seed. For all extractors, we provide efficient,
information-theoretically secure, implementations utilising the convolution theo-
rem to achieve quasi-linear computation time where applicable. Next, we introduce
a class of extractors specifically designed for quantum protocols which use input
sources that violate a Bell inequality. We show that these extractors can be imple-
mented deterministically and provide several efficient and explicit constructions by

exploiting a connection with error-correcting codes.

Part IT explores randomness amplification and privatisation, a quantum process
that converts weak (non-uniform and public) randomness into uniform and private
randomness. We present a device-independent protocol for randomness amplifica-

tion and privatisation, optimised for practical use, with generation rates linear in the
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quantum device’s repetition rate and quasi-linear computation time classical post-
processing. We then demonstrate that this protocol can be experimentally realised
in a semi-device-independent manner using current hardware, implementing it on

several different quantum computers.



Impact Statement

The development of quantum technologies is poised to revolutionise numerous
fields, such as cryptography and computing, offering substantial societal and com-
mercial benefits. Quantum cryptography, in particular, has made remarkable ad-
vancements over recent years, progressing from theoretical models to proof-of-
concept experiments to early commercial products. This technology provides higher
levels of security for sensitive data than classical methods by utilising the principles

of quantum mechanics.

Despite these exciting developments, significant barriers remain to the
widespread adoption of quantum cryptographic systems. Key among these is
the challenge of ensuring that these systems are robust and scalable enough for
practical, real-world applications. To be useful outside of controlled lab settings,
quantum cryptography protocols must maintain the theoretical security advantages
even in environments where variables are far less controllable. Current protocols
and systems are limited by the need for high-quality quantum devices, low-loss
communication channels, and stable (often purpose built) infrastructure, all of

which are expensive, complex, and technically challenging.

This thesis seeks to address these challenges by developing new methods and
protocols for quantum cryptographic systems that maintain high security standards
while also improving resource efficiency. In particular, the presented techniques aim
to lower demands on quantum device quality, reduce computational requirements,
and minimise the initial resource needs. These advancements bring us closer to real-

ising quantum-secured communication, the ultimate goal of quantum cryptography.

The findings presented in this thesis are expected to be of considerable value
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to researchers and engineers working in the quantum cryptography field, offering
new insights and tools to enhance system robustness and scalability. Our results
help understand the fundamental limits in resource requirements for quantum cryp-
tography and provide open-to-academia tools such as Cryptomite, which has facili-
tated (and will continue to facilitate) important new contributions, with over 60000
downloads. From a commercial perspective, our results have contributed to the
development of Quantum Origin, an advanced cryptography platform that utilises
quantum mechanics to verify randomness, which is already being used by market
leaders such as Honeywell and Thales. Quantum Origin exemplifies the transition
from theory to application, showcasing quantum cryptography’s potential to protect
critical data across sectors such as finance and government.

While the primary focus of this thesis is on quantum cryptographic protocols,
the developed techniques have applications across a wide range of (quantum) tech-
nologies, e.g. (quantum) error-correction processes and (quantum) algorithm devel-

opment.


https://github.com/CQCL/cryptomite
https://www.quantinuum.com/products-solutions/quantum-origin
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Chapter 1

Introduction and preliminaries

Cryptography, the mathematical science of secret communication, has a long and
distinguished history, with military and diplomatic uses dating back to before 1900
BC!. Today, the ability to keep information secret remains as vital as ever, if not
more so, with cryptography becoming increasingly important in everyday life: as
more confidential information is shared online, the need for data protection from

unauthorised access grows.

Traditionally, cryptography has relied on mathematical problems that are con-
sidered computationally difficult to solve for anyone without the appropriate cre-
dentials (for example, a secret key). However, this approach has been historically
problematic, with many examples of new cryptographic systems being developed
only for cryptanalysts to later find efficient techniques to break them. Arguably the
best-known example of this is the Enigma machine from World War II, which was

once thought to be unbreakable in practise.

In recent times, quantum mechanics, a physical theory describing the be-
haviour of particles such as atoms and molecules, has proven fruitful for cryptana-
lysts in tackling modern cryptographic algorithms. Shor’s algorithm [7], a quantum
algorithm for the hidden subgroup problem, can be used to find the prime factors of

an integer and has a variant that can efficiently solve the discrete logarithm problem.

The ancient Egyptians were known to use unusual hieroglyphs in some inscriptions to obscure
the meaning of the text. Later, the ancient Greek Spartans used scyfale’s, a wooden baton of a partic-
ular shape and size, such that any separated parties wrapping the same spiralled strip of parchment
with jumbled letters around it would recover the same message.
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This, in principle, can be used to help break modern cryptographic schemes based
on such problems, for example, the Rivest, Shamir and Adleman (RSA) public-key
cryptosystem. Although quantum computers capable of realising this attack have
yet to be built, it highlights the vulnerability of current cryptographic methods and
gives rise to the harvest now, decrypt later strategy — an attack that involves col-
lecting encrypted data now for decryption in the future, once quantum computers

become capable of breaking such encryption.

Interestingly, quantum mechanics can also offer a solution — and one that could
stop this frightful game of cat and mouse between cryptographers and cryptanalysts
once and for all. Quantum mechanics enables the development of unconditionally
secure protocols whose security rely on physical principles rather than on the com-
putational difficulty of solving a mathematical problem. In 1970, Stephen Wiesner
introduced a concept he termed quantum conjugate coding [8], where information
is encoded in a quantum state chosen from pairs of complementary quantum states,
selected such that measurement in the correct basis for one state inherently dis-
turbs the other. In 1984, building on this work, Bennett and Brassard proposed a
method for secure communication, now known as BB84 [9]. This sparked a surge
of research interest, with numerous quantum protocols being developed for different
primitives, for example, key distribution [9, 10], random number generation [11],

oblivious transfer [12] and more [13, 14, 15, 16].

Although quantum cryptography is a relatively mature quantum technology,
much work remains. Further development of protocols, robust security proofs, and
solutions to practical challenges are needed to make quantum cryptography viable
for widespread use. A key challenge is ensuring that protocols require minimal
resources and computational power for implementation. In this thesis, we address
this challenge by developing new methods, tools, and protocols that enhance the
resource-efficiency of quantum cryptography. Through these contributions, we aim
to advance practical quantum cryptography whilst retaining a meaningful security

advantage over purely classical methods.
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1.1 Thesis overview

The remainder of this chapter sets the scene for the rest of this thesis. It provides rel-
evant preliminaries and notation, in particular, describing what it means to achieve
secrecy in worlds where an adversary may be classical or quantum. After this intro-
duction, the remainder of this thesis is organised into two parts.

In Part I, we explore the theory and construction of randomness extractors.
Chapter 2 introduces the key concepts and challenges involved in extracting uni-
form randomness from weakly random sources. Chapter 3 presents new results on
randomness extractors for conditional min-entropy sources, including discussions
on construction techniques, seeded extractors, and two-source extractors. Chap-
ter 4 introduces randomness extractors for sources that violate Bell inequalities,
presenting several explicit extractors and applying them to cryptographic protocols
to analyse their performance.

Part II focuses on randomness amplification and privatisation. Chapter 5 in-
troduces the topic and discusses the need for such protocols. Chapter 6 presents a
device-independent protocol for randomness amplification and privatisation, with a
focus on being realisable on real-world devices. Chapter 7 implements the random-
ness amplification protocol from Chapter 6, in a semi-device-independent manner,

on various quantum computers.

1.1.1 Authorship contribution statement

All original work in this thesis was carried out under the supervision of Lluis
Masanes and/or in collaboration with researchers at Quantinuum. The four papers
[17, 2, 3, 18] on which this thesis is based are joint work. Some parts of the papers
are used almost verbatim; however, this is only done for sections that were written
by me. Any parts of the papers written by another author have been rewritten before

being included. All figures and tables were made by me.

e Chapter 1 contains no new results and summarises the background material
that is the context for the whole thesis.
e Chapter 2 provides the background and important theorems that are used

throughout Part I. It contains contributions from [17, 2], which is joint work
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Sherilyn Wright, Alec Edgington, Mario Berta and Florian Curchod and with
Richie Yeung, Alec Edgington and Florian Curchod, respectively. Some of
the background material in this section is unique to this thesis, e.g. Sec-
tion 2.1.

e Chapter 3 contains results from [17, 2, 3], which are joint works with Sherilyn
Wright, Alec Edgington, Mario Berta and Florian Curchod, with Richie Ye-
ung, Alec Edgington and Florian Curchod and with Lewis Wooltorton, Kevin
Milner and Florian Curchod, respectively.

e Chapter 4 is based largely on [18], which is joint work with Lluis Masanes,
and contains some unpublished work, Section 4.6, which is also joint work
with Lluis Masanes.

e Chapter 5 provides the background for the second part of the thesis, based
strongly on [17], which is joint work with Sherilyn Wright, Alec Edgington,
Mario Berta and Florian Curchod.

o Chapter 6 is based on the first half of [17], a joint work with Sherilyn Wright,
Alec Edgington, Mario Berta, and Florian Curchod. However, many results
have been significantly improved using contributions from Chapter 3.

e Chapter 7 is based on the second half of [17], which is joint work with Sheri-

lyn Wright, Alec Edgington, Mario Berta and Florian Curchod.

1.1.2 Abbreviations and notation
The abbreviations and notation used in this thesis are summarised in Table 1.1 and
Table 1.2, respectively. Any deviations from these standards are highlighted in the

text.
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Abbreviation | Description
AQT Alpine Quantum Technologies
BCH Bose—Chaudhuri-Hocquenghem
ccq-state Classical-classical-quantum state
CHSH Clauser—Horne—Shimony—Holt
cq-state Classical-quantum state
CRNG Classical random number generator
DFT Discrete Fourier transform
EAT Entropy accumulation theorem
FFT Fast Fourier transform
GB Gigabytes
IBM International Business Machines Corporation
11D Independent and identically distributed
MBQA Memory based quantum attacks
Mb Megabits
MDL Measurement dependent locality
NIST National Institute of Standards and Technology
NPA Navascués, Pironio, and Acin
NTT Number-theoretic transform
PRNG Psuedo random number generator
QKD Quantum key distribution
QRNG Quantum random number generator
RNG Random number generator
RSH Reed-Solomon and Hadamard
SHELA Somewhere honest entropic look ahead
SV Santha-Vazirani
TSSR Tomamichel-Schaffner-Smith-Renner
UIBK University of Innsbruck
XOR Exclusive or

Table 1.1: Abbreviations and their descriptions.

1.2 Preliminaries

In this thesis, we explore scenarios where honest users generate cryptographic re-

sources in the presence of an adversary. Specifically, we focus on two main tasks:

e Quantum key distribution (QKD): A process in which two users use quan-
tum systems to generate a shared sequence of random bits (a secret key) that
is private from and unpredictable to the adversary.

e Quantum random number generation (QRNG): A process in which a sin-

gle user generates random bits using quantum systems that are private from
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Notation | Description
exp(1) The exponential constant, ~ 2.718.
In(-) Logarithm base exp(1).
log(+) Logarithm base 2.
0/Q) The asymptotic upper bound, or order, of a function.
tr(-) The trace operation.
-1 The trace norm.
() The expectation of an observable -.
T The Hermitian adjoint.
o The concatenation of random variables.
N The set of all natural numbers.
Z The set of all integers.
Zg The set of integers modulo g.
Zy The Cartesian product of n sets of integers modulo g.
P The set of all prime numbers.
Ny The set of all prime numbers with primitive root two.
C The set of all complex numbers.
F(-) Finite field of dimension -.
GF(+) Galois field of dimension -.

Table 1.2: Notations and their descriptions.

and unpredictable to the adversary.
Moreover, for the task of QRNG, we consider two distinct approaches:

e Randomness expansion: An approach to generating random numbers that
requires the user to have a short string of essentially perfectly private and
unpredictable random bits.

e Randomness amplification (and privatisation): An approach to generating
random numbers requiring the user to have an initial string of private and
somewhat unpredictable (i.e. not fully predictable) random bits, or, in the case
of both amplification and privatisation, public and somewhat unpredictable

bits.

In both tasks (and for QRNG, both approaches), the final resource that the user(s)
generates is a classical bit string. By convention, the honest parties are called Alice
and Bob (sometimes including a third party, Charlie), while the adversary is called
Eve. Depending on the protocol, a single user may represent multiple parties (e.g.,

in QRNG) or individual parties (e.g., in QKD). While we focus on these two tasks,
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the methods and tools developed are broadly applicable to other cryptographic pro-

tocols. A natural question arises;
What does it mean for the users’ resource to be private and unpredictable?

A resource is private if it remains entirely unknown to the adversary within the
considered security model and unpredictable if it is uniformly distributed, mean-
ing all possible outcomes are equally likely. Together, these properties make the
resource secret. Perfect secrecy is a theoretical ideal that cannot be guaranteed; in
practice, the goal is to make the resource effectively indistinguishable from one that
is perfectly secret.

Abstract cryptography formalises this concept using the ideal/real paradigm.
The ideal scenario represents the desired resource (a perfectly secret output) while
the real scenario reflects the actual resource available to the user. A resource is

considered secure if it is indistinguishable from the ideal resource [19].

This indistinguishability is captured by considering a hypothetical game: an
adversary is randomly given either the real or ideal resource and must guess which
one they received using all available information. The trivial strategy is to guess at
random, yielding a success probability of 1/2. For a resource to be secure, the ad-
versary’s success probability must be at most % + Padv, Where p,qy, the distinguish-
ing advantage, is small (i.e., pagy < 1/2). Informally, this condition means that the
adversary’s best strategy performs only marginally better than random guessing.

A key advantage of this framework is its universal composability [20], allow-
ing any real resource that satisfies the security condition can be safely substituted for
the ideal resource in any context. In this thesis, we focus on information-theoretic
security, which requires a guarantee of secrecy regardless of the adversary’s com-

putational power or system size.

1.2.1 Representation of classical and quantum systems

The protocols in this thesis produce bit strings, which can be understood as reali-

sations of classical random variables. Classical random variables are denoted using
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upper case letters, e.g., X, which take values x in a finite alphabet X with prob-
ability Pr(X = x) = px(x). Given two random variables, X and Y, over alphabets
X and Y with distributions px(x) and py(y), respectively, we label X o Y the joint
random variable (the concatenation of X and Y) over X x Y distributed as pxy(x,y)
with marginals px(x) and py(y). If X and Y are independent, their joint distribution
factorises, pxy(x,y) = px(x)py(y). We label the distribution of X conditioned on Y
by pxjy(xly) = Pr(X = x|Y = y). We focus on the case where the classical random
variables are bit strings, e.g. X € Z7, and X = x is its realisation. Since the realisa-
tions x are bit strings, we denote the whole sequence in bold and the individual bits
with a subscript, e.g. X = (xo,...,x,—1) Where x; € Z for all i € Z,,. The realisations
x will be interpreted as bit strings, sequences, or (column) vectors, depending on

the context.

In many cases, the user(s) and/or the adversary can have access to quantum
systems. Quantum systems are represented by density matrices p, which are nor-
malised (tr(p) = 1) and positive semi-definite (o > 0). We use subscripts to asso-
ciate states to particular systems, for example, if a quantum adversary has system
E, this can be understood as the quantum state pg on Hilbert space Hg. Super-
script is used to denote conditioning, for example, an adversary’s state may depend
on some information A, which would then be denoted p%. It is sometimes con-
venient to represent classical systems as quantum states. For example, by repre-
senting the random variable X € Z7 with distribution px(x) as the quantum state
ox = erzg px(x) [x){x| where {|X>}Xezg denotes the standard computational basis of

the Hilbert space Hy = C2".

1.2.2 Secrecy in the presence of a classical adversary

The distinguishability of two classical random variables is quantified by the statis-

tical distance (also known as the total variation distance or statistical difference).

Definition 1 (Statistical distance). The statistical distance, SD(-), between two ran-
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dom variables X and Y, with X, Y € Zg, 1S

1
SDX.Y):= 5 ) Ipx() = py(x)l. (1.1)

n
XEZ2

At first glance, one might think that a classical system X € Z; that is close in sta-
tistical distance to a uniform distribution, U,, would be maximally unpredictable
and thus secret. However, in cryptographic settings, the adversary may possess side
information, which, if not independent of the resource available to the user, could
assist the adversary to distinguish the real resource from an ideal one. Consequently,
to guarantee secrecy, the joint system of the user and adversary must be analysed,

and the closeness of the real and ideal joint systems evaluated.

For a computationally unbounded classical adversary, this side information can
be modelled as a random variable E over an arbitrary but finite alphabet. Using this
model, the additional predictive power is captured by the conditional statistical dis-

tance, where the statistical distance is conditioned on an additional random variable.

Definition 2 (Conditional statistical distance). The conditional statistical distance
between two random variables X and Y, with X, Y € Z’;, conditioned on information

in a random variable E with (finite) alphabet &, is

1
SD(X.YIE) := 5 > pp(@)| D Ipxie(xle) = priz(xle)] | (12)

eeS xezg

If the conditional statistical distance between the real and ideal protocol out-
puts, given E, is bounded by €, we say that they are e-close given E. Operationally,
this means that an adversary with side information E can distinguish between them
with a distinguishing advantage p,qy < % Therefore, we can formalise the con-
cept of secrecy against classical adversaries by defining classical-proof (e-)perfect

randomness.

Definition 3 (Classical-proof (e-)perfect randomness). The random variable Z € Z7
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is (e-)perfectly random, given E, for some value € € [0, 1], if
SD(Z,U,|E)<e€e, (1.3)

where Uy, is the uniform distribution on Z7'.

In practice, € is a small fixed security parameter, for example 2732, and when € < 1,
we informally call such random variables (near-)perfectly random. An output that

meets this criterion is called classically secure.

If the adversary can access quantum states to store information, secrecy cannot
be guaranteed by Definition 3 alone (see, for example, [21]). Therefore, we next

consider secrecy in the presence of quantum adversaries.

1.2.3 Secrecy in the presence of a quantum adversary

As in the previous section, proving secrecy requires analysing the composite system
of the user and the adversary, rather than the user’s system alone (see the detailed
discussions in [22, Section 2] and [19]). For a quantum adversary (with quantum
side information), the classical variable X generated by the user can be represented
as a quantum state in the Hilbert space Hx and treated as part of a composite system
Hx ® Hg, where HE denotes the adversary’s Hilbert space of arbitrary but finite
dimension. This composite system can be written as the classical-quantum state

(cg-state)

pxe = Px()X)(I8p} . (14)

XEZ]
In Equation (1.4) the adversary’s part of the system is the state p}, which is con-
ditioned on the realisation X = x. Let wy denote the maximally mixed state on the
Hilbert space Hy, i.e. wx = 1/|Hx|, where |Hx| denotes the size of the Hilbert

space Hy. Similarly to the classical case, the ideal maximally secret state is the
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cq-state wy ® pg, defined by

wx®pe =27" ) IXXXI®pE | (1.5)
XEZY
where, in particular, the state of the adversary does not depend on x. Operationally,
this ideal state ensures that any adversarial measurement strategy using the state pg
does not provide any advantage in predicting the output x.
Analogously to the classical case, the quantum-proof secrecy criterion is that
the real state (1.4) is essentially indistinguishable from the ideal state (1.5). The

trace distance provides a measure of how indistinguishable two quantum states are.

Definition 4 (Trace distance). The trace distance between two quantum states p and

o on ‘H is defined by

1 1
slo=aiv= g(\lo-orto-o). (16)

"2
Specifically, the trace distance quantifies the maximum distinguishing advantage
for discriminating between two quantum states, as established by the Helstrom
bound [23]. Using this measure, we formalise the concept of secrecy against an
adversary with access to quantum side information by defining quantum-proof (e-

)perfect randomness.

Definition 5 (Quantum-proof (e-)perfect randomness). The classical random vari-
able Z € Z7' is considered quantum-proof (e-)perfectly random (given E), for some

value € € [0, 1], if, for the cq-state

pze =) pz(@)la)Na®p], (1.7)

m
zeZ2

the following condition holds:

1
§||PZE—wz®PE||1 <e€, (1.8)

where wy is the maximally mixed state of dimension 2".
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Again, this can be understood as a bound on the distinguishing advantage, where
DPadv < % and if € < 1, we informally call such random variables (near-)perfectly
random. Any resource satisfying this criterion is said to be quantum secure in the

sense that the adversary’s information is quantum.
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Chapter 2

Introduction

A randomness extractor is a function that distils a weakly random input, known as a
source, into an output that is nearly indistinguishable from the uniform distribution.
These functions, first introduced by von Neumann [24], can be generally classified

into three types:

e Deterministic extractors: These process the source alone, without any addi-
tional randomness. They require specific types of sources, such as those that

consist of independent and identically distributed (IID) bits.

e Seeded extractors: These require an additional input of uniform and inde-
pendent randomness, called a seed. By leveraging this additional randomness,
these extractors can extract from sources that cannot be extracted from deter-

ministically.

e Multi-source extractors: Also known as blenders, these generalise seeded
extractors by using multiple independent weak sources instead of a single
uniform and independent seed. In this thesis, we focus on two-source ex-
tractors, which require a single additional weak source only. This additional

weak source 1s called the weak seed.

In this thesis, we consider extractors that take as input a weakly random source
of ny bits and produce m output bits. The indistinguishability of the output from
uniform is quantified by the extractor error, €, which bounds the secrecy against

classical (Definition 3) or quantum adversaries (Definition 5). This general setup is
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(Weak) seed

Source Extractor Extractor output

Figure 2.1: The general setup for randomness extractors. If ny = 0, the extractor is deter-
ministic, if np > 0, the extractor is seeded or two-source.

illustrated in Figure 2.1. We consider information-theoretically secure extractors,
that is, extractors that are secure against adversaries with unlimited computational
resources and time. Such extractors secure against classical adversaries are referred
to as classical-proof, and those secure against quantum adversaries as guantum-
proof.

Extractors are essential in numerous cryptographic applications, for example,
as exposure-resilient functions, for privacy amplification in QKD, and distilling
cryptographic randomness from entropy sources. Beyond cryptography, they have
applications in de-randomising algorithms and constructing list-decodable error-
correcting codes. However, certain challenges in the current state-of-the-art limit
their usability in real-world protocols, particularly for use in quantum cryptogra-
phy.

In the remainder of this part, we examine these limitations in detail and pro-
pose several solutions. This chapter explains the concept of weakly random sources,
surveys existing results, explores key features of practical extractors and introduces
the convolution theorem and number-theoretic transform (NTT), which will be im-
portant in constructing efficient extractors later. Chapter 3 focuses on extractors for
min-entropy sources, which are the most general form of weakly random source.
We present new extractor constructions with better performance, extend existing
extractors to reduce resource requirements, and develop new eflicient extractor im-
plementations. Chapter 4 discusses extractors for weakly random sources charac-
terised by the violation of a Bell inequality. We show that these extractors can be

deterministic and provide a range of results, including efficient and explicit extractor
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constructions.

2.1 Weakly random sources and extractability

A source is considered weakly random if it is not (e-)perfectly random (see Def-
inition 3 and Definition 5). In the 1960s, von Neumann [24] demonstrated that
randomness could be extracted from sources modelled as independent tosses of a
biased coin with unknown bias. These sources are known as von Neumann sources

(sometimes also called binary IID sources).

Definition 6 (von Neumann source, adapted from [25]). A random variable X =
(Xpo...0X,,_1) € Z}, where X; € Z, for all i € Z,, is called a von Neumann source if

Xo,...,X,—1 are independent and there exists ¢ € [0, 1] such that, for all 7, px,(1) = 6.

Following von Neumann’s work, efforts were made to relax the requirement of in-
dependence between bits. Santha and Vazirani [26] introduced a generalisation,
known as a 6 Santha-Vazirani source, which describes a scenario where each bit’s

outcome has a bounded probability conditioned on all previous bits.

Definition 7 (6 Santha-Vazirani (SV) source [26]). Given § € [0,0.5], a random
variable X = Xpo...0X,_ € Z], where X; € Z, for all i € Z, is a ¢ Santha-Vazirani

(SV) source if, for all je N,
1 1
5—53Pr(xj:1|X0,...,Xj_1)g§+(5. 2.1)

A central result of [26] showed that no deterministic extractor can extract even a
single bit from 6 SV sources, for any ¢ > 0. This revealed that even highly structured
weakly random sources do not allow for deterministic extraction.

These results motivated a long line of research into which realistic sources of
randomness can be extracted from and for each, what additional resources are re-
quired. Initially, deterministic extractors were shown to work for von Neumann
sources with unknown bias [24, 27, 28, 29], sources that form a finite Markov
chain [30], and sources in which some bits are fixed (both adversarially or not)

while the remaining ones are random (called non-oblivious bit-fixing and oblivious
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bit-fixing respectively) [31, 32, 33, 34, 35]. Since then, several other classes of
sources have been shown to be deterministically extractable, including those with
efficient sampling procedures [36, 37], sources sampled in small space [38], sources
over affine subspaces [39, 40, 41, 42, 43, 44, 45], polynomial sources (distributions
sampled by low degree polynomials over finite fields) [46], sources sampled by
Turing machines [47], small circuits of bounded depth [48], generalised Santha-
Vazirani sources [49, 50], interleaved sources [51], sumset sources [52] and our
work: sources that violate a Bell inequality [18].

We summarise the results applicable to binary sources in Figure 2.2. Nodes
with solid borders represent sources for which deterministic extractors are known,
while dashed borders indicate sources for which deterministic extraction is impos-
sible. Directed arrows illustrate that any source at the base of an arrow can be
understood as a special case of the source at the head of the arrow. The rela-
tionships between various classes of weakly random sources and sumset sources
were established in [53], while the connection between small space and interleaved
sources was explored in [54]. Additionally, the relationship between -imbalanced
sources and strong Santha-Vazirani sources was discussed in [55], the classification
of SHELA (somewhere honest entropic look ahead) sources [56] as p-resettable
sources [57] was demonstrated in [56], and the connection between p-resettable
and Santha-Vazirani sources was shown in [57].

The remainder of this part focuses on min-entropy sources, as all other sources
are special cases of these (i.e., min-entropy sources with additional guarantees), and
on sources that violate Bell inequalities, as these extractors are a novel contribution

of our work and are highly relevant to quantum cryptography.

2.2 Crucial extractor features

Despite the importance of extractors, selecting the right randomness extractor and
its parameters for a specific task is challenging. When selecting a randomness ex-

traction algorithm for a protocol, the following features are crucial.

e Implementability and efficiency: Some extractors are purely theoretical,
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{Bell inequality violating} {ﬁnite Markov chain}
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Figure 2.2: A directed graph illustrating relationships between classifications of weakly
random sources and their extractability via deterministic functions. An arrow
indicates that the source at its tail is a special case of the source at its head. Solid
borders denote sources allowing deterministic extraction, while dashed borders
require probabilistic extraction. References within nodes indicate impossibility
proofs for deterministic extraction.

with non-constructive proofs, while others, though explicit, may have a com-
putation time unsuitable for the application at hand. The majority of appli-
cations require at most O(nf) computation time, with many requiring quasi-
linear computation time O(njlog(ny)), such as QKD (see [5, Appendix E,

Section C] for an excellent discussion).

e Additional resources: Seeded and two-source extractors require a seed that
is independent and either uniformly distributed (seeded extractors) or weakly
random (two-source extractors). This adds complexity, as users need to trust
the generation or acquisition of an independent (weak) seed. Minimising re-

source requirements is essential, such as using a short uniform seed [58, 5]
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or reducing the entropy requirements on the weak seed [54, 59]. Certain ex-
tractors are strong extractors, meaning that the output is independent of the
(weak) seed, allowing the seed to be reused or revealed without compromis-
ing security. For strong seeded extractors, this property alternatively allows
the output length to be increased by concatenating the seed and the extractor

output.

e Security options: Some extractors fail against quantum adversaries capable
of storing side information about the source in quantum states [60]. For in-
stance, in QKD, quantum-proof extractors are essential because the adversary
has access to the quantum channel. Furthermore, if the input and (weak) seed
are correlated, extractors that relax the independence requirement are vital

e.g. [61, 62, 63].!

e Entropy loss: Entropy loss is the difference between the entropy of the in-
put source and the length of the extractor’s output. Seeded and two-source
extractors have a minimum entropy loss that is logarithmic in the inverse of
the extractor error [65], while deterministic extractors can, in principle, have
no entropy loss. Some extractors, including those presented in this work, are

known to achieve these fundamental bounds.

2.3 The number-theoretic transform and the convo-

lution theorem

In what follows, we will use the convolution theorem to derive efficient random-
ness extractor implementations, leveraging the number-theoretic transform (NTT).
When employing the convolution theorem, one can use the fast Fourier transform
(FFT) or the NTT. Since we are focused on cryptographic applications, the FFT is

unsuitable because it may introduce rounding errors from floating-point arithmetic

Extractors may also have other security properties, like non-malleability [64], which ensures
security even if the adversary has access to the extractors output using different seeds. However,
none of the extractors in this thesis are known to have such properties, so they are not discussed
here.
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when computing with complex numbers. In contrast, the NTT ensures information-
theoretic security and avoids these issues by performing computations in integer

rings of bounded size. Before presenting the details, we first define a convolution.

Definition 8 (Convolution). Let n € N and x,y € Z". The convolution x Yy is a vector

of the same length, defined element-wise as

(XEY)ii= ) Xy (2.2)

k=i
where @ denotes addition modulo n and i € Z,,.

This operation can be computed naively in O(n?) time, where 7 is the length of
each input vector. However, the convolution theorem states that the discrete Fourier
transform (DFT) of a convolution is the product of the DFTs of the vectors. Thus, by
translating the vectors to Fourier space, computing a convolution reduces to vector
multiplication. Furthermore, efficient DFT algorithms, such as the Cooley-Tukey
FFT [66], reduce the computation time to O(nlogn). We now present these details,

as they are crucial for deriving our later results.

Definition 9 (Discrete Fourier transform (DFT)). Given a vector X = (xg,...,X;_1) €

C", the DFT is a function DFT : C" — C", defined element-wise as

n—1

2

DFT(); 1= ) xi exp(—ifk j) , (2.3)
k=0

with its inverse, DFT~! : C" — C", given by

n—1
_ 1 21
DFT ! (x); := - > x exp( k J) (2.4)

1—
k=0 "
for j € Z,, where i is the imaginary unit.

As noted above, the DFT (and its inverse) can be computed in O(nlogn) us-
ing FFT algorithms. However, since the DFT of a vector x € Z" generally produces
complex values that cannot be exactly represented in finite-precision arithmetic, im-

plementing a fast convolution via the DFT may introduce rounding errors. This can
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be problematic in cryptographic applications, where exact correctness is required.
The convolution theorem can be applied using the NTT, a specialisation of the DFT
to finite fields, which is computed using the ring of integers modulo g, Z,, and a
primitive n-th root of unity g (instead of complex numbers C with primitive n-th
root of unity exp(—%”)).

Definition 10 (Primitive n-th root of unity). An element g € Z, is a primitive n-th

root of unity in Z, if g" =1 mod g and g¥ #1 modgforallke{l,...,n—1}.

Definition 11 (Number-theoretic transform (NTT)). Given x = (xg,...,X,_1) € Z",
the NTT, NTT : Z; — Zj, for an integer ring Z, and a primitive n-th root of unity g

is defined element-wise as

n—1
NTT(x); := Z xg* modg, 2.5)
k=0
with its inverse given by

1 n—1 .

NTT !(x); := = Z xeg* modgq, (2.6)
n

k=0

for j € Z,,.

The convolution of two equal length vectors can be computed as the element-wise

product of their NTTs. This result is the essence of the convolution theorem.

Theorem 12 (Convolution theorem using the NTT). Let x,y € Z", and let NTT :
Zy — Zy be the NTT for the integer ring Z, and g a primitive n-th root of unity.
Then,

NTT(xx*y); = NTT(x);NTT(y); 2.7)

for all i € Z,,, where x *y denotes the convolution of x and y.

Proof. Using the definition of the NTT (Definition 11) and a convolution (Defini-
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tion 8), we can rewrite the convolution as

n—1
(x*y); = Z XjVk = ijyi—j, (2.8)
k=i =0

where all subscripts are computed modulo n. Then, we have

n—1(n-1
NTT(xxy)i= ) [Z Xj¥k- j] g

k=0 \'j=0

n—1 n

= x]gl] Zyk_ng(k_J)
=0 k=0

n—1 y n—1 .
= ijgl] [Z)’tg”J
=0 =0

=NTTX);NTT(y); , (2.9)

where in the second line, we haved used that g* = g¥/g/*=) for any j, and in the

third line, we introduced the substitution ¢ = k— j. O

Therefore, by combining the above, we arrive at the following corollary.

Corollary 13. Let x,y € Z?, then
xxy=NTT ' (NTT(x)-NTT(y)) , (2.10)

where - denotes the element-wise product of the vectors.

This reduces the problem of computing a convolution of length-n vectors to
computing the NTT (and its inverse) and multiplication in an integer ring. How-
ever, computing the NTT of a vector is not always efficient; in general, it still re-
quires O(n?) computation time for length-n vectors. Similarly to the FFT, achiev-
ing efficiency requires a specific parametrisation to enable, for example, the use of

divide-and-conquer techniques [67].

Remark 14 (Efficient parametrisation for NTT implementation [68]). Choose L as

a power of 2 such that L > 2n—1 and g prime such that ¢ >n and g = 1 mod L. The
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NTT for vectors in Zj can be computed in O(nlogn) time using divide-and-conquer

techniques, similar to the FFT, with a computation time of O(LlogL).

Selecting L as a power of 2 and ¢ = 1 mod L ensures the existence of a primi-
tive L-th root of unity and enables the use of divide-and-conquer techniques. The
parametrisation L > 2n—1 and the choice of a prime g ensure that all operations are
performed in Z,, without overflow issues.

A particularly useful choice, which we will use later, is ¢ = 3x23° + 1 and

L =239 This allows n < 22° ~ 5x 108.



Chapter 3

Randomness extractors for

min-entropy sources

3.1 Introduction

In this chapter, we consider randomness extractors for sources characterised by their
min-entropy. Min-entropy is the most conservative measure of unpredictability,
making these extractors applicable in a wide range of protocols. Min-entropy, with
respect to any side information an adversary has, quantifies the minimum unpre-
dictability of a source. To formalise this, we first introduce the guessing probability,
which quantifies the maximum probability that an adversary can correctly guess the

outcome of a random variable given their side information.

Definition 15 (Guessing probability). For a random variable X € Z7, the classical
maximum guessing probability, given side information E taking values e in some

finite alphabet &, is

Peuess(XIE)c 1= ) pr(e)max pxj(xle) (3.1)
pors X€Z,

The quantum maximum guessing probability of a classical random variable X € Z

represented by the classical portion of the cq-state

pxe= ) px(X)NXI®p, (3.2)

n
x622



3.1. Introduction 43

given the side information E, is
Pavess(XIE) 1= max Z px(®)tr( My o). (3.3)

where {Myx}x denotes all possible measurement strategies on the state p7..

Using this operational notion of unpredictability, we define the conditional min-

entropy.

Definition 16 (Conditional min-entropy). The conditional min-entropy of a random

variable X € ZJ, denoted Hoo(X|E);, is defined as
Heo(XIE); := —log(pguess(XIE);). (3.4)

where i € {C, Q} indicates whether the side information E is classical (C) or quantum
(Q), and pgyess(X|E); is the adversary’s maximum guessing probability given their

system E.

A classical random variable is called an (n,k) source if it has length n (i.e., it
belongs to Z7) and conditional min-entropy k. Its (conditional) min-entropy rate,
denoted by «, is defined as a = k/n. Extractors for min-entropy sources are called
classical-proof or quantum-proof (n1,k,nz,ky,m, €) extractors, where the source is
an (n1,kp) source, the (weak) seed is an (n2,k2) source, m is the output length,
and € quantifies the output’s distance from perfect randomness (Equation (3) and

Equation (5)). This setup is illustrated in Figure 3.1.

(Weak) seed
na,ka
4 )
ni, ki m, €
Source > Extractor $ Extractor output
. J

Figure 3.1: The setup for a (n,ky,n2,kp,m, €) extractor.
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3.1.1 Challenge of extracting randomness in this scenario

It is known that deterministic extraction from min-entropy sources is impossible,

originally shown in [26, 69]. We provide a simple proof of this fact.

Lemma 17 (Impossibility of deterministic extraction from min-entropy sources).
There is no function f: Z;l — Z» such that, for all (n1,k; < n; —1) sources X, the
statistical distance between f(X) and the uniform distribution on Z,, denoted U1,

satisfies SD(f(X),Uy) < 3.

Proof. Let ki = n; — 1 and suppose that there exists a function f : Z’Z“ — Z» such
that SD(f(X),U,) < % for all (n1,k1) sources X. This function can be understood as
dividing the inputs into two sets: those mapped to 0 and those mapped to 1. Since
there are 2" possible inputs, at least one of these sets must contain 21 ~! or more
inputs — we call this set I, where b denotes the output bit associated with that set.
Now, consider an (n1, k1) source X uniformly distributed over I, — that is, px(xj,) =
1/|Ip] <27+ for all xj, € I and px(xj;) = 0 for all x;; ¢ I. For this source,
f(X) always outputs the fixed bit b, resulting in SD(f(X),U;) = %, contradicting the
assumption. The cases k| € Z,,_ follow by noting that any (n1,k) source is also a

(n1,k1 —c) source for any integer ¢ < kj. O

Due to this impossibility, randomness extractors for min-entropy sources must be
constructed using probabilistic methods, i.e. they must be seeded or multi-source.
Therefore, any (n1,k1,n2,k2,m, €) extractors require np > 0 and ko > 0. The first of

these to be considered were seeded extractors, where k» = ny.

3.2 Seeded extractors for min-entropy sources

Seeded extractors were first introduced by Nisan and Zuckermann in [70] and as-
sume the extractor has access to an independent and uniform seed, i.e. an indepen-

dent (ny,k> = ny) source.

Definition 18 (Classical-proof seeded extractor). A function Ext : Zgl X Z‘zi -7

is a classical-proof (ny,ki,n> = d, ko = d, €) seeded extractor if, for classical side
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information E, any independent (n,k;) source X and (d,d) source S, we have
SD(Ext(X,S),UnlE) < €. (3.5)
Moreover, Ext is called a strong classical-proof seeded extractor if

SD(Ext(X,S)oS,UpoS|E)<€. (3.6)

For quantum-proof seeded extractors, the source and seed are classical constituents
of a composite system in which the adversary has quantum side information, called

a classical-classical-quantum state (ccq-state).

Definition 19 (Classical-classical-quantum state (ccq-state)). A quantum state pxyg
is a ccqg-state in the Hilbert space Hx @ Hy ® Hp if it is classical on Hy and Hy
and quantum on Hg. For classical random variables X € Zg‘ and Y € Z’;Z with joint

distribution pxy(X,y), pxye can be written as

pxve:= Y, Y Py YIe (3.7)

xeZ,! yez)?

where pZ’y is the reduced state on HE conditioned on x and y, and {|x)}x and {|y)}y

are orthonormal bases for Hy and Hy, respectively.

If the classical random variables X and Y in the above definition are independent,
then pxy(X,y) = px(X)py(y).

Applying an extractor Ext : Zg‘ X Z’;z — Z7' to a ccq-state can be described by
the action of a completely positive trace-preserving map Extyy ® 1 g on pxyg, where

(Extxy ® Lg)pxvE = PExt(X,V)E>

PEXt(X,V)E = Z PExix,n)(Z) 12Xzl ® pF | (3.8)

m
zeZ2
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and

PExan@PE = D, pxyx Yy (3.9)
x,Y|Ext(x,y)=2

Using this notation, a quantum-proof seeded extractor is defined as follows.

Definition 20 (Quantum-proof seeded extractor). A function Ext : Z;l X Zg - 77
is a quantum-proof (n,k1,n2 = d,ky = d,m, €) seeded extractor if, for any ccq-state
poxs e on Hilbert space Hy ® Hs ® Hg such that pxs g = pxe ® ws, the system X on

Hy is an (n1,ky) source and S on Hy is a (d,d) source, we have

1
EHPExt(X,S)E — WExy(x,5)®pEll <€, (3.10)

where pgxi(x,5)E = (Extxs ® 1 g)pxs £ and wgx(x,s) 1s the maximally mixed state on a
system of dimension 2. Additionally, Ext is called a strong quantum-proof seeded

extractor if

1
EHPExt(X,S)SE_(UExt(X,S)‘X’,DSE”l <€, (3.11)

where pPexix.5)SE = s Ps (S) [8)(S| ® PExu(x.5)E-

Seeded extractors have been extensively studied, introduced in [70] and con-
tinued in works such as [58], [71], and [72]. In [65] it was shown using probabilis-
tic methods that for every (n1,k;) source there exists an (ny,ky,ny = d, ko = d,m,€)
extractor with d = log(n; —ky) +2log(1/e) + O(1) and output length m = k; +d —
2log(1/e) — O(1). Moreover, it was shown that these parameters are optimal, in-
dicating that seeded extractors have a minimum entropy loss of 2log(1/e) — O(1).
Seeded extractors that asymptotically achieve these lower bounds (up to constants)
have been developed. For example, the breakthrough construction of Trevisan [58]
achieves optimal seed length, along with works such as [71] and [73].

Although many constructions exist, few are suitable for practical quantum
cryptographic protocols. The reason for this is highlighted in [5, Appendix E, Sec-

tion C], where the need for efficiently implementable extractors in quantum cryp-
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tography is discussed. They state “for quantum key distribution (QKD), the usual
notion of efficiency (i.e., with polynomial complexity) is not sufficient. Rather, we
should restrict ourselves to algorithms with complexity O(nlogn)”, where n here
denotes the length of the source in bits. Their claim is supported by an example
which demonstrates that QKD protocols, due to often requiring input lengths of
n > 10, encounter performance limitations using extraction algorithms with O(n%)
computation time.

In Table 3.1, we survey constructions with explicit implementations that have
a total computation time (including any pre-processing steps) of at most O(mn%),
with m denoting the output length and n; the source length. We note that only near-
minimal entropy loss versions of the Trevisan extractors [58] from [6] are included’.
A table that includes general polynomial computation time constructions can be

found in [5].

‘ Extractor Output length m Seed length d | Computation time
Circulant [2] m < ki +2log(e) n+leP O(nylogny)
Dodis et al. ‘Right Cyclic Shift’ [74] m < ki +2log(e)+1 ny € Ny O(nylogny) [17]
Hayashi-Tsurumaru fr g [5] m < ki +2log(e) np—m O(nylogny) it m+1eNy
Hayashi-Tsurumaru frs g [5] m < ki +2log(e) —log(crar—1) d=n1-m O(nylogny)ifny—m+1€Ny
Hayashi-Tsurumaru f3 £ [5] m < ki +2log(e) ~ log(T 721241 | 2k —m O(ny logny)
Hayashi-Tsuruamru frar [5] m < ki +4log(e) —4log(e) ki O(nylogny)
Toeplitz [75] m < ki +2log(e) ni+m-—1 O(nylogny)
Modified Toeplitz [5, 76] m < ki +2log(e) n—1 O(nylogny)
Trevisan [58], ‘XOR code’ [6] m<ky—yn— Glog(M) + log(%) a(ty )tf O(n;lognlog %)
Trevisan [58], ‘Polynomial hashing’ [6] || < k; —410g% - a(tz)tg O(mn log2 "‘%z) [2]
TSSR, Theorem 10 [77] m < ki +2log(2¢) 2[m+log ﬁ] O(nylogn;) (claimed in [5])

Table 3.1: The parameters for (ny,k,ny = d,ky = d,m,€) seeded extractors constructions
with computation time at most O(mn%). The output and seed lengths, m and d,
are in bits. P denotes the set of primes and N4 denotes the set of primes with
primitive root 2. For the Hayashi-Tsurumaru fr; g and fr2 g constructions, the
input length is n| = ¢;m for i € {(F'1,R), (F2,R)} respectively, where c; are natural
numbers forall iand cpo g < 1+ [ﬁl For the Hayashi-Tsurumaru fr4 g, the pa-
rameter e ~ O(2("~k1)/4) (see [5] for the explicit term). For the Trevisan construc-
tions, the function a(t;) ~ O(log(m/t;)) for i € {1,2} where t; = O(log(n)log(m/€))
and 1 = 0(10g(nm2 / ez) (see [6] for explicit terms).

All seeded extractors in Table 3.1 are strong, and except Dodis et al., are

IThe ‘Lu’s construction’ from [6] is omitted due to its high computation time (rather than due
to its entropy loss). This construction involves a free parameter v, which must be made small for
extraction to be possible, but the computation steps increase significantly as v decreases.
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all quantum-proof with the same parameters. The Circulant, Toeplitz, Modi-
fied Toeplitz, and TSSR (Tomamichel-Schaffner-Smith-Renner) constructions are
quantum-proof by the Quantum Leftover Hash Lemma (Q-LHL) [22, 77]. The
quantum-proof security of the Hayashi-Tsurumaru constructions is proved in [5],
and the Trevisan-based constructions in [72].

In the remainder of this section, we present several seeded extractors well-
suited to quantum cryptography, offering security against quantum adversaries and
efficient computation: our Circulant extractor, and enhanced implementations of the
Toeplitz and Trevisan extractors. First, we define what it means for a family of hash
functions to be two-universal and state the Q-LHL, both of which are important to

the following discussion.

Definition 21 (Two-universal hash functions). A family # of functions from Z7 —
Z7 is said to be two-universal if, for any x # X € Z] and f chosen uniformly from

F, we have
Pr(f(x) = f(X) <27™. (3.12)

Lemma 22 (Quantum Leftover Hash Lemma (Q-LHL), rephrased from Corollary
5.6.1 in [22]). Consider the cg-state pxg on the Hilbert space Hy ® Hg. Let F be

a two-universal family of hash functions from ZZI - Zg’. If X is an (n1,k;) source,

then
1 (m—ky)/2
E”pF(X)FE —wrx)®prelll £2 , (3.13)
where
proore = ) PE(PProE @I (3.14)
feF
prooe = ) Xz ®pf (3.15)

m
2622
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and
pr= > o (3.16)

Essentially, the Q-LHL says that any family of two-universal hash functions consti-
tute a strong quantum-proof seeded extractor, where the seed is used to select the
hash function f from the family ¥. We note that there are extensions of the Q-
LHL that, for example, allow almost two-universal hash functions [77]. However,

Lemma 22 is sufficient for our purposes.

3.2.1 The Circulant extractor

We now present our Circulant extractor, which is based on matrix-vector multi-
plication using a circulant matrix generated from the source, applied to the vector

associated with the seed.

Definition 23 (Circulant extractor). Let X = (xo,...,X;-1) € Z] and y = (y0,-..,yn) €
Z3*!. The function Circulant : Z2 x Z2*! — Z is implemented by:
1. Setx’ = (x,0) = (x0,..., X-1,0) € Z*!.

2. Compute
Circulant(x,y) := (circ(x")¥)g.m—1 » (3.17)

where the matrix-vector multiplication circ(x’)y is performed modulo 2
(component-wise) and the subscript O : m — 1 denotes the first m elements
of the result. The term circ(x”) refers to the (n+ 1) X (n + 1) circulant matrix

generated by x’;

4 / / / 4
Yo X1 X A
4 4 4 4 /
) X, X5 X X 5 X
cire(x’) := 0 n=2 Tn=l (3.18)
4 / / / /
xl x2 X3 X xO

This function is a strong quantum-proof (n1,k1,n2 =ny+ 1,ky =ny + 1,m, €) seeded
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extractor for prime n; + 1, with output length m < k; + 2loge.> To prove this, we
first show that, for any fixed m, the functions from Definition 23 indexed by dif-
ferent y form a two-universal family of hash functions and then apply the Q-LHL

(Lemma 22). We begin with some lemmas crucial to our proof.

Lemma 24. For any prime n and X" = (xg,...,X,—1) € Z5 such that x £ {0}, {1}",

the circulant matrix generated by x’, circ(x’), is a bijection.

Proof. From Proposition 23 in [78], if x” # {0}",{1}", the matrix circ(x’) is non-
singular and thus has full rank. Since circ(x’) is square and full rank, it is both
injective and surjective. Therefore, circ(x’) is a bijection whenever # is prime and

x' # {0}, {1}". O

Lemma 25. Let a random variable Y € Z be such that py(y) = 27" for all y. Then,

for any n X n matrix D that is a bijection, py(Dy) = 27" for all y.

Proof. For each y € Z7, there is a unique value ¥ =y such that Dy =y*, as D is a
bijection. Therefore, if py(y*) = 27" for all y*, it follows that py(Dy) = py(y*) =27"

for all y*, completing the proof. O

Lemma 26. Given a random variable Y € Z such that py(y) = 27" for all y € Z7,

the first m bits of Y, denoted Y.,,,—1, satisfy
PYom (@) =27" forallueZ7 . (3.19)

Proof. We use that the distribution py,, ,(u) is the marginal distribution of py(y),

and so
Prom i@ = D Proy ¥y (W) (3.20)
vezy™
= Z py(u,v) = 271nm = p7m (3.21)
vezy™
completing the proof. O

2Since we require n; + 1 to be prime, in Appendix A we list the closest primes for powers of 10
up to 10'? and powers of 2 up to 240,
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Using the above three lemmas, we now prove that the function in Definition 23

constitutes a two-universal family of hash functions.

Theorem 27. The function Circulant in Definition 23 is a two-universal family of

hash functions.

Proof. The function Circulant in Definition 23 is two-universal if, for all x # X €
Z5 and for any random variable Y € Zg“ such that py(y) = 2=®*D for all y, the

following holds:
Pr(Circulant(x, Y) = Circulant(x,Y)) <27 . (3.22)

Let x’ = (x,0) and X’ = (X,0), and define d’ = X’ ®X’, where & denotes bitwise addi-
tion modulo 2. The collision probability in Equation (3.22) can then be expressed

as
Pr(Circulant(x, Y) = Circulant(x, Y)) = Pr((circ(d")Y)g.m—1 = {0}") . (3.23)

Now, d’ # 0 (since x # X), and thus circ(d’) is a bijective linear transformation on
Zg”. By Lemma 25, since Y is uniform over Zg“, the distribution of circ(d’)Y
18 also uniform over Z’;”. Then, using Lemma 26, the marginal distribution of

(circ(d”)Y)g.m—1 is uniform over Z7', i.e.,
Pr((circ(d")Y)g.m—1 = {0}") =27, (3.24)

completing the proof. O

Putting everything together, we arrive at the following theorem.

Theorem 28. The function Circulant : Zgl XZZ'“ — Z7' from Definition 23 is
a strong quantum-proof (and classical-proof) (ny,ki,ny = ny+ 1,kp = ny + 1,m,€)

seeded extractor for prime nj + 1, with

m<ky;+2loge. (3.25)
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Proof. This theorem follows from combining Theorem 27 and the Q-LHL,

Lemma 22. O

3.2.1.1 Efficient implementation

We now prove that Circulant can be implemented in O(nlogn;) computation time
using the NTT. To do this, we need to rewrite the extractor as a convolution and
adjust the input and output to match the efficient NTT parametrisation presented in
Section 2.3. Note that the first step of Circulant (appending the bit O to the source)
is a constant-time operation and can be neglected. To rewrite the extractor as a

convolution, we introduce a reversal function.

Definition 29 (Reversal function). The reversal function R : Z] — Z) for x =

(x0,---»Xp—1) € Z] is defined as
R(x0,Xx1,.-.,Xn—1) := (X0, Xn—1, X2, . .., X1) . (3.26)
The Circulant extractor function (3.17) can be rewritten element-wise as, for i € Z,,,
Circulant(x,y); = (R(x")*y); mod?2. (3.27)

Thus, it is sufficient to provide an algorithm to compute the convolution R(X) *y in
O(nylognp) time. Although there are algorithms based on the FFT for this purpose,
they are not information-theoretically secure due to potential rounding errors from
floating-point arithmetic. Using the NTT presented in Section 2.3, we can achieve
an information-theoretically secure algorithm with the same computational time as
FFT-based implementations, provided the inputs can be correctly transformed and
the outputs properly recovered. For this, we define an embedding and uprooting

function.

Definition 30 (Embedding and uprooting functions). For integers n,q and L > n, the

embedding function, i : Zg - Zé, forx = (xp,...,x,-1) € Zg 18 defined element-wise
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1 ifi<nmandx;=1,
n(x); := (3.28)
0 otherwise ,

for i € Zy. The uprooting function, ¢ : Zé - Z’;, forx=(Xp,...,X1-1) € Zé is defined

element-wise by

$®i:= > % mod2, (3.29)

Jj=i  (mod n)

forieZ,.

Then, for X',y € Z’;z, the convolution R(x’) *y can be computed as
R()+y = ¢(NTT-! (NTT@(RX'))-NTT(n(y)))) - (3.30)

Choosing L as a power of two such that L > 2n, — 1 and ¢q as a prime satisfying g > ny
and g =1 (mod L) aligns with the efficient NTT parametrisation in Remark 14,
resulting in a computation time of O(LlogL). Since L = O(ny) and ny = ny + 1, this
provides an implementation of the Circulant extractor with a computation time of

0(n1 lognl).

3.2.2 The Toeplitz extractor

The Toeplitz extractor [75] is a function Toeplitz : Z’;‘ XZZ‘”’H — 7™ con-

2 bl
structed using Toeplitz matrices. Given X = (xp,X1,...,Xy,-1) € Zgl and y =
(V0> Vs -+ Y +m=2) € Zglm_l, the output of the extractor is computed as the matrix-

vector multiplication

Toeplitz(x,y) := toep(y)x , (3.31)
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where

YO Yn4m=2 - - Ym

oepy):=| 0 (3.32)
| Ym—1 Ym-2

is the m X n; Toeplitz matrix generated from y. This function is known to con-
stitute a two-universal family of hash functions [75], and therefore by the Q-LHL
the Toeplitz extractor is a strong quantum-proof (and classical-proof) (n,ky,ny =

ny+m—1,ky =n; +m—1,m,e€) seeded extractor with m < ky +21log(e).

3.2.2.1 Efficient implementation

The Toeplitz extractor can be implemented efficiently by embedding the computa-
tion into a larger circulant matrix-vector multiplication and utilising the convolution

theorem. Specifically, the function

Yo Yni+m-2 - oo Ym
Toeplizxy)=| > 7 T (3.33)
| Ym—1  Ym-2

can be rewritten as

Toeplitz(x,y) = (circ(yo, Yn, +m=2, - - - Y1D)X )o:m—1 = (Cirtc(RYNX Yo:m—1,  (3.34)

where X’ = (x,{0}" 1) € ZZ' *m=1 This embeds the Toeplitz matrix in the upper left
quadrant of a larger circulant matrix. The output can be defined element-wise by

the convolution

Toeplitz(x,y); = (y*x’); mod 2 (3.35)
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for i € Z,,. Using the embedding and uprooting functions from Definition 30, as for
the Circulant extractor in Section 3.2.1.1, we can employ the NTT from Remark 14

to achieve an implementation with O(njlogn;) computation time.

3.2.3 The Trevisan extractor

The Trevisan extractor [58] is built from two components: (1) a weak design parti-
tions the seed into m substrings (chunks) by assigning each chunk a subset of seed-
bit indices, carefully chosen so that any two chunks share only a limited number of
indices, and (2) iteratively a I-bit extractor (a strong seeded extractor that outputs
1 bit) uses each chunk as a seed to extract from the source, producing a total of
m bits that are (e-)perfect. This breakthrough construction was able to saturate the
lower bound on seed length, achieving d ~ O(log(n)), where n is the length of
the source. However, a notable drawback of this approach is the computation time.
For instance, if each 1-bit extractor has a computation time of O(f(n1)), the total
computation time scales to at least O(mf(n1)). Even if f(n) is linear, as m — n; (a

desirable property for practical applications), the computation time grows to O(n%).

The near-minimal entropy loss construction from [6, ‘Polynomial hashing’]

uses a seed length d = a(t)r*, where

t€Psq, g=2[log(ny)+2log(2m/e)], (3.36)

log(m —2exp(1)) —log(t—2exp(1))
log(2exp(1)) —log(2exp(1)—1) ’

a(t) = max{l,{ (3.37)

P>, denotes the set of primes larger than or equal to g, and exp(1) ~ 2.718 is the
base of the natural logarithm. Similarly to the Circulant and Toeplitz extractors, Tre-
visan’s extractor is directly quantum-proof, proved in [72]. Therefore, the Trevisan
extractor [6, ‘Polynomial hashing’] is a strong quantum-proof (and classical-proof)

(n1,k1,d,d,m, €) seeded extractor, with
m < k1 +4log(e) —4log(m)—6. (3.38)

We note that both Equation (3.36) and Equation (3.38) include a dependence
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on m that does not appear in [6]. This difference arises from how e is defined:
in [6], € denotes the extractor error per output bit, whereas here it denotes the total

extractor error.

Trevisan with shorter seed length. The parameters above use the ‘block weak de-
sign’ from [6], which iteratively applies the weak design of [79] to generate the
required chunks. Using the weak design from [79] without this iterative process
results in a shorter seed length, but at the expense of increased entropy loss. Specif-

ically, it achieves a seed length d = 1> whilst reducing m to m/2exp(1) ~ m/5.43656.

3.2.3.1 Implementation

We implement the Trevisan extractor following the ‘Polynomial hashing’ con-
struction of [6], which uses a block weak design constructed by iteratively call-
ing the Hartman and Raz [79] weak design a(?) times, and the Reed-Solomon and

Hadamard (RSH) 1-bit extractor (see [6, Section III.C.3]).

Let x € Zg‘ be the source and y € Z‘zi be the seed. The block weak design

generates m sets of indices S; C Zy, for i € Z,, satisfying the conditions |S;| = f and
i—1
D 2linSt < (3.39)
=0

for all i. The block weak design iteratively uses the Hartman and Raz weak design,
which requires 7 to be prime (the condition in Equation (3.36)). The full details and
proofs can be found directly in [6, Section III. B]. The generation of the block weak
design can be pre-computed and saved to memory, so the key computation step is

performing the RSH 1-bit extractor.

Using the sets So,...,5,,-1, we generate the substrings ys, € le for i € Z,,,
which denote the bits of y at the indices in S ;. Each sub-string ys, is then split into
two parts for use in the Reed-Solomon and Hadamard steps, respectively, where

each step requires a seed of length

[=Tlog(n1)+2log(2m/e)] <t/2. (3.40)
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For each i € Z,,, we apply the RSH extractor RSH : Zgl XZ%Z — 7y to the input
source x and seed ys,, where the extractor is defined by the following two steps:

1. Reed-Solomon step: Split the source x into s = [n/[] chunks of length /
(padding the final chunk with O’s if [ is not a divisor of np), treating each
chunk as an element in GF(2/), which we denote v j for j € Zs. Then, evaluate
the polynomial

s—1

s—j+1
P (=Y vy (3.41)
j=0
where 1 1s the polynomial associated to the first / bits of yg;.
2. Hadamard step: Let (ys,)r2i-1 = Yi,...,Y21-1 € le denote the second / seed
bits of yg, and p,, (x); denote the j-th bit of the polynomial p,, (x). Then,
compute the final output of the RSH extractor as

-1

RSH(x.¥s,) = ED) yis P ) » (3.42)
j=0

where €P denotes addition modulo 2.
Therefore, the i-th output bit of the Trevisan extractor is given by

Trevisan(x,y); := RSH(x,ys,) . (3.43)

Computation time. The block weak design step is a pre-computation and can be
ignored in the overall computation time. Even if not treated as a pre-computation,
it does not constitute the leading-order term, as the computation time is domi-

nated by the m RSH extractions. The computation time for the m RSH extrac-

tions is O(msllog(l)). Using the relations / < £ = O(log "16’2"2) and s = [n/0] =

O(ny/log "‘E—’Z"Z), we obtain an overall computation time of O(mn log log(”‘f—’fz)).

3.3 'Two-source extractors for min-entropy sources

Two-source extractors allow the seed’s min-entropy to be less than its length.

They are important in a variety of protocols, for example quantum randomness
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amplification e.g. [80, 81, 82, 17]. The study of these extractors was initiated
in [69, 83], where it was shown that extraction was possible from two indepen-
dent (n,k > n/2) sources. Later improvements [84, 74] relaxed this to k; + kp > n
for independent (n,k1) and (n,ky) sources. Raz’s breakthrough [1] further re-
duced the requirement to k; = n/2 and k; = O(logn). This opened the ques-
tion of whether explicit two-source extractors could be found for two indepen-
dent (n;,k; = logn; + O(1)) sources for i € {1,2).3 After a long line of research
[86, 87, 88, 89, 90, 44, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103],
such extractors were found [59].

Two-source extractors for classical adversaries are defined as follows.

Definition 31 (Classical-proof two-source extractor). Let X and Y be any inde-
pendent (n1,k1) and (n2,k2) sources with classical side information E. A function

Ext: Zg‘ X Z’;z - Z’Z" is a classical-proof (ny,ky,n2,kz,m, €) two-source extractor if
SDExt(X,Y),UylE) <€, (3.44)

where U, is the uniform distribution on Z’Zn. It is strong in X if SD(Ext(X,Y) o
X, U, 0 X|E) < € and strong in Y if SD(Ext(X,Y)o Y,U,,0Y) <e.

A natural quantum analogue to this classical security definition is the product source
model, first introduced in [104], where an adversary holds independent quantum
side information about the source and weak seed. This notion is captured by extrac-

tors that work for a particular type of ccq-states called product sources.

Definition 32 (Product source). A ccq-state pxyg on Hilbert space Hy ® Hy @ Hg

is a [(n1,k1), (n2,k2)] product source if it decomposes as

PXYE = PXE, ®PYE, » (3.45)

3Such extractors imply explicit Ramsey graphs on n vertices with no clique or independent set of
size O(logn), solving a long-standing problem proposed by Erdos [85].
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where

pxe, = Y px®NXI®PY . pre = Y. prMINGISY . (346)

I12

XGZ;I YE€Z,

for Hg = Hg, ® Hg, with p’gl on Hg,, p%z on Hg,, and the cq-states pxg, and pyE,

are (n1,k1) and (ny,k2) sources, respectively.

Definition 33 (Quantum-proof two-source extractor in the product source model
[62]). A function Ext : Zg‘ X Zgz — ZJ is a quantum-proof (ny,ky,n2,kz,m, €) two-
source extractor in the product source model if, for all [(n,k;),(n2,k2)] product

SOurces pxye,

1
5 |lPExtcx.E — WExtexr) ®pE||, <€, (3.47)

where pgxix,v)E = (Extxy ® 1 p)pxyr and wgxx,y) 1s the maximally mixed state of

dimension 2. The extractor is strong in Y if
1
7 lPExtcevE — wExxy) ®pYE| | <€, (3.48)

where pexix.v)ve = 2y Pr(¥) [YXYI ®p%xt(x’y)  (and similarly for X).

We note that in the seeded case, the product source model is sufficient, since the
ccg-state of the source, seed and adversary’s side information can always be de-
composed as pxye = pxe ® wy. Two-source extractors require additional care, as
the adversary may possess side information about both sources which potentially
correlates them.

The Markov model, introduced in [62], relaxes the independence requirement
between the input and weak seed to conditional independence, given the adversary’s
side information. This model is particularly useful in randomness amplification
[82, 17] and QKD. In QKD, seeded randomness extractors are commonly used to
post-process the raw key material generated by the protocol (a process known as

privacy amplification). If the adversary has predictive power over the seed before
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all raw key material is produced, their actions on the quantum channel could cre-
ate correlations between the raw key material and the seed. This may happen for
various reasons, such as if the privacy amplification seed is made public or trans-
mitted between parties before the full raw key material is generated, or if the seed
is reused across multiple instances of a protocol. These scenarios, where the source
becomes correlated with the seed through a third system (e.g. a common cause), are
effectively captured by the Markov model.

Similarly to the product source model, extractors secure in the Markov model

extract randomness from inputs known as Markov sources.

Definition 34 (Markov source). The classical random variables X € Zg‘ and Y € Z;z
form a [(n1,k1),(n2,ky)] classical Markov source if, given the classical adversary’s

side information E € &, X is a (n1,kp) source, Y is a (ny,k>) source, and
IX:YE)=0, (3.49)

where I(X : Y|E) is the mutual information* between X and Y conditioned on E.
Similarly, the ccq-state pxyg, representing classical random variables X, Y and
quantum side information E, is a [(n1,k;),(n2,k2)] quantum Markov source if X

is a (n1,ky) source, Y is a (na, k) source, and I(X : Y|E) = 0.

Definition 35 (Classical-proof two-source extractor in the Markov model). Let X €
Zgl, Ye Z§2 and E be any [(n1,k1),(n2,k2)] classical Markov source. A function
Ext: Z;” X Zgz — Z1 is a classical-proof (n1,k1,n2,ka,m, €) two-source extractor in

the Markov model if
SD(Ext(X,Y),U,|E) <€, (3.50)

where Uy, is the uniform distribution on Z7'. It is strong in X if SD(Ext(X,Y) o
X,UpoX|E) < € and strong in Y if SD(Ext(X,Y)o Y,U,,0Y) <e.

4The mutual information I(X : Y|E) is given by (X : Y|E) = HXE)+ H(YE)-H(E)-H(XYE),
where H(-) represents Shannon entropy for classical systems and von Neumann entropy for quantum
systems.
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Definition 36 (Quantum-proof two-source extractor in the Markov model [62]). A
function Ext : Zg‘ X Z’;z N Zg i1s a quantum-proof (ny,ky,n2,kz,m,€) two-source
extractor in the Markov model if, for all [(ny, k), (n2,k2)] quantum Markov sources

PXYE>
1
> |lPExtcx.nE — wEN(x.y) ®pPE|, <€, (3.51)

where pgxix,v)E = (Extxy ® 1 p)pxyr and wgxx,y) 1s the maximally mixed state of

dimension 2. The extractor is strong in Y if
1
7 lPExtcpvE — wExxy) ®pYE| | <€, (3.52)

where pExx,)vE = Sy PY(Y) VXY ®pL,  yp (and similarly for X).

Kasher and Kempe [104] initiated the study of two-source extractors in the
presence of side information, showing that any classical 1-bit two-source extractor
(i.e., with output length m = 1) and the Dodis et al. extractor [74] remain secure
against quantum adversaries in the product source model, albeit with increased er-
ror. Chung et al. [105] explored a more general form of side information, where the
side information is generated through a specific “leaking operation”. This operation
allows the adversary’s side information to be equivalent to providing information
about only one source and they prove the security of certain multi-source extrac-
tors within this framework. In the classical case, [61] explores what happens to the
security of two-source extractors when the extractor input and the weak seed can
be correlated in specific models, for example, when they have bounded mutual in-
formation I(X : Y) <, for a constant ¢. In [62], it was shown that any two-source
extractor can be made secure in the classical and quantum Markov model by taking
a penalty on the error. The results in [62] are proven in the general case of multi-
source extractors, so we restate their theorems for the specific case of two-source

extractors.

Lemma 37 (Classical-proof in the Markov model, adapted from Theorem 1 in

[62]). Any (strong) classical-proof (ny,kq,nz,ky,m,€) two-source extractor is a



3.3. Two-source extractors for min-entropy sources 62

(strong) classical-proof (ny,k; —log(€),na,ka —log(e),m,3€) two-source extractor in

the Markov model.

Lemma 38 (Quantum-proof in the Markov model, adapted from Theorem 2 in
[62]). Any (strong) quantum-proof (ni,ki,n2,k»,m,€) two-source extractor is a
(strong) quantum-proof (n1,k; —log(e),ny, ks —log(e), m, V3€2"-2) two-source ex-

tractor in the Markov model.

We note that “strong” is in parentheses because strong extractors remain strong,
while extractors that are not strong do not become strong. The quantum Markov
model implies security in the product source model, as the product source model can
be seen as a special case of the Markov model. However, quantum-proof security in
the product source model also implies security in the Markov model. We summarise

this observation in the following lemma.

Lemma 39. Any (strong) quantum-proof (ny, k1, n2,k>,m, €) extractor in the product
source model is also a (strong) quantum-proof (ny,k1,n2,k,m,€) extractor in the

Markov model.

Proof. According to [106], any [(n1,k1),(n2,k2)] Markov source pxyg can be de-

composed into product states as

pxve =D prplp ®) (3.53)
teT

where T takes values 7 over a finite alphabet 7~ with probability distribution p7(?),
and Hg = EBtW El, QH E, is the Hilbert space of the quantum system held by the

adversary. Using this decomposition, we can write the extractor security condition
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as

1
5 |loExtx.1)E — WExicx.y) ® P,

1
- 2 ||(EXtXY ® 1 g) pxyE — WEx(X.Y) ®PE||1

t t t t
(Extxy ® 1g) (@ PT(’)PXE% ®py5;] — WExi(X,) ® (@PE% ®PEty]

teT” teT”

1
2
1

1 t t t t
= Z pT(I)E “(Extxy ® ]lgg(EtY) (PXES( ®PYEzy) — WEx(X,Y) ®PE§( ®PEzY

teT” 1

<) prine=e (3.54)

teT”
where Ext(X,Y) denotes the application of the extractor on the classical sys-
tems X,Y. In the last inequality, we have used the fact that the extrac-

tor is already quantum-proof in the product source model. Specifically, that

(Extxy®]l ELE! )(p;Eg( ®p’YE,Y ) — WExK(X.Y) ®p2§( ®ij; ] < € holds for all ¢, be-
cause the ccq-states p;E, ® ptYE, are (at least) [(n1,k1),(n2,kz)] product sources for
X Y

all ¢. O

Consequently, a quantum-proof extractor in the product source model is also
quantum-proof in the Markov model with the same parameters, so proving secu-

rity in either model ensures security in both.

3.3.1 Extending seeded extractors to two-source extractors

Hayashi and Tsurumaru [5] prove that strong seeded extractors can be extended
to two-source extractors, allowing for a weak seed at the cost of increased error
(or shorter output length). Furthermore, they provided an improved extension for

extractors based on two-universal families of hash functions.

Theorem 40 (Classical-proof two-source extension, Theorems 6 and 7 in [5]). Any
strong classical-proof (n1,k1,n2,ky = na,m,€) seeded extractor can be extended to
a strong classical-proof (ny,k1,nz,kz,m, Qma—k €) two-source extractor, strong in the
(now) weak seed. If the extractor is constructed from a two-universal family of

hash functions, it becomes a strong classical-proof (n1,k1,n2,kz,m, 2(n2=k2)/ 26) two-
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source extractor.

Moreover, if the strong seeded extractor is initially quantum-proof, the resulting
two-source extractor is secure against quantum side information on the weak source.
However, it does not account for quantum side information on the (now weak) seed.
Using the proof techniques of [76, Proposition 1], Theorem 40 can be generalised to
show that any two-universal hashing-based extractor is quantum-proof in the prod-

uct source model.

Theorem 41 (Quantum-proof two-source extension in the product sources
model, generalisation of ‘Proposition 1’ in [76]). Any strong quantum-proof
(n1,k1,n2,ko = np,m, e) seeded extractor based on two-universal hash functions
is a strong quantum-proof (ny,ko,ny,ky,m, 2(2-k2)/ 26) two-source extractor in the

product sources model, strong in the (now weak) seed.

Proof. The proof follows from [76, Proof of Proposition 1], noting that n — 1 in the
original proof can be replaced generically with ny (the length of the (weak) seed)
and the bound on term labelled () in the proof is derived by bounding the collision
entropy of the seeded extractor, with the same bound applying to all extractors based

on two-universal families of hash functions. O
Combining Theorem 41 and Lemma 39 leads to the following corollary.

Corollary 42. Any quantum-proof (ny,kq,n2,ko = ny,m,€) seeded extractor based
on two-universal hash families is a strong, in the (now weak) seed, quantum-proof

(n1,k1,n2,ko,m, 2(n2—ka)/ 26) two-source extractor in the Markov model.

Together, these results allow us to derive two-source extensions for any seeded ex-
tractors and we compute these parameters explicitly for our particular implementa-

tions.

Corollary 43 (Circulant two-source extractor). The Circulant extractor is a strong
(in the weak seed) quantum-proof (and classical-proof) (ny,k1,n2 = ny + 1,ko,m, €)

two-source extractor, for prime ny, with

m < k1 + (ko —n2) +21og(e) (3.55)
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in the product source and Markov model (via Corollary 42).

Corollary 44 (Toeplitz two-source extractor). The Toeplitz extractor is a strong (in
the weak seed) quantum-proof (and classical-proof) (n1,ky,ny =ny +m—1,ky,m,€)

two-source extractor, with
1
m< §(k1 + (ko —np)+1+2log(e)) (3.56)

in the product source model and Markov model (via Corollary 42).

Note that k can be larger than nj, since the length of the (weak) seed is ny =

ni+m-—1.

Corollary 45 (Trevisan two-source extractor). The Trevisan extractor is a strong

(in the weak seed) classical-proof (ny,k1,n2,k2,m, €) two-source extractor, with
m < k1 +4(kp —ny)+4log(e) —4log(m)—6 (3.57)

(via Theorem 40) and a strong (in the weak seed) quantum-proof (n1,kq,n2,k2,m,€)

two-source extractor with

1 4
m < 75|k +4(ka —no) — 4log(m) + 18log(e) +9log(§) - 6) (3.58)

in the product source and Markov model (via Lemma 38).

3.3.2 The Dodis et al. two-source extractor

The Dodis et al. extractor [74] is a function DEOR : ZJ' X Z3> — ZJ that requires
two inputs of equal length n = n; = ny and uses a set of m n X n matrices, which we
label Ay, ...,A;;—1, with entries in Z;. The matrices Ao, ..., A;;—1 must be chosen such
that, for any subset B C Ay, ..., A;;—1, the sum of the matrices in the subset B has rank
at least n —r for a small rank deficiency r (which will act as a penalty to the output

length). The extractor output of m bits is given by

DEOR(x,y) := (AoX) -y, (A1X) Y, ...,(Au—1X)-y , (3.59)
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where - denotes the inner product modulo 2.

In [74], the authors show that this construction gives a strong (in either input)
classical-proof (n, k1,n, ky,m, €) two-source extractor withm <k;+ko—n+Q2—-r)+
2log(e). They provide several explicit constructions, based on “cyclic shift matri-
ces” (attributed to [83]) achieving r = 1, “(non-cyclic) right shift matrices” achiev-
ing r = m—1, “matrices from a general error-correcting code” achieving r = n—d,
where d is the distance of the selected code, and “own construction”, achieving
r=0.

The general family of Dodis et al. extractors is not known to be quantum-proof
with the same parameters, even in the seeded (n = k») setting.” However, we can
make it quantum-proof by applying Lemma 38 which reduces the output length,

leading to the following corollary.

Corollary 46 (Quantum-proof Dodis et al. extractor). The Dodis et al. extractor is

a strong quantum-proof (n,ky,n, k2, m, €) two-source extractor with

1 4
mﬁg k1+k2—n+810g6+410g(§)+(2—r)) , (3.60)

in the product source and Markov model.

The construction based on cyclic shift matrices is almost optimal, achieving
r =1 and in what follows, we find that this construction can be implemented in
computation time O(njlogn;). This construction requires n = ny = ny to be prime
with 2 as a primitive root and that the first input is not all O or all 1. This may seem
restrictive at first, but Artin’s conjecture suggests that the primes for which 2 is a
primitive root have an asymptotic density in the primes equal to Artin’s constant
(i.e., about 37.3% of all primes). In Appendix A, we list the closest primes and

primes with 2 as a primitive root for powers of 10 up to 10'? and powers of 2 up to
240,

>In the special case of r = 0, the extractor forms a two-universal family of hash functions and is
therefore quantum-proof via the Q-LHL with the same parameters.
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3.3.2.1 Efficient implementation

Consider the matrices Ag,Aj1,...,A,—1 which are the so-called right cyclic shift ma-

trices [107], defined as the n X n matrices

100 0 01 0 0

010 0 00 1 0
Ao=10 0 1 - 0|, Ar=[i i i il (3.61)

000 1

00 0 1 100 0

As shown in [83], the sum of the matrices in any non-empty subset B C {A,};cz, has
rank at least n— 1 if n is prime with primitive root 2. In this form, the Dodis et
al. extractor based on cyclic shift matrices, DEOR : Z’; X Z’; — Z’g, can be rewritten

as the matrix-vector multiplication

X0 X1 o Xp-1 Yo
Xp— Xi e Xp—
_ n. 1 .O | n. 2 y.l (3.63)
[ X1 X2 e X0 [ Yn-1])
= (Cire(X)y)o:m-1 » (3.64)

where X = (X0, X1,..-X,-1), Y = (Y0, V1, ... Yn—1) and the subscript 0 : m— 1 denotes the
first m elements (bits) of the matrix-vector multiplication. Although this construc-
tion loses one output bit compared to the optimal version, it enables the function
to be rewritten as a convolution. Specifically, the extractor can be defined element-

wise as

DEOR(x,y); = (R(x) *y) (3.65)

i
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for i € Z,,, where R is the reversal function from Definition 29. As shown in the ef-
ficient implementation of the Circulant extractor (see 3.2.1.1), being able to express
the function in this form allows the Dodis et al. extractor to be implemented with

O(nlogn) computation time.

3.3.3 The Raz two-source extractor

In [1], Raz presents an explicit two-source extractor that is optionally strong in
either input (with a penalty to the output length). The construction is based on

(p’,¢)-biased generators producing outputs that are {-biased for linear tests of size

/

D .

Definition 47 ((p’,{)-biased generator). A function G : Z] — lev isa (p’,{)-biased
generator if, for any (n,n) source X, the output G(X) = G(X)o,...,G(X)n-1 1s {-
biased for linear tests of size p’. This means that, for any non-empty subset 7 C Zy
with || < p’, the variable G(X); := P, G(X); satisfies

i€t

SD(G(X), Uy) <

N [

(3.66)

Using (p’,)-biased generators, Raz proves the following lemma.

Lemma 48 ([1], Lemma 3.3 and Lemma 3.4). Let N = m2"™ and consider N random
variables G(;y) € Z; fori € Z,, and y € 222, that are J-biased for linear tests of size
p’ and can be constructed using n; random bits. Define Raz : Z’;‘ X Z? - Z}
by Raz(x,y); = G(X)(y). Then, for any even integer p < p’/m and any independent
(n1,k1) and (n2, ko) sources, the function Raz is a classical-proof (n1,ky,n2,ky,m,e =

2"M/2y) two-source extractor with
y> o(m—ki)/p [évl/P +p2—k2/2] _ (3.67)

It is also a strong (in either input) classical-proof (n1,k

1 ” n2’ ké’ m, El) tWO-SOllI'CC
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extractor for any independent (n1,k}) and (n,k}) sources with

K| = ki +m/2+2+log(1/y), (3.68)
Ky = ky+m/2+2+log(1/y), (3.69)
€ =y2m/2tl (3.70)

By the appropriate choice of p and p’ in Lemma 48, and using the explicit (p’,{)-
biased generator in [108, Lemma 4.1], the following analytic version of the Raz

extractor is recovered.

Lemma 49 ([1], Theorem 1). For any independent (n;,k}) and (n2,k3) sources and

any 0 < ¢’ < 1/2, such that

ny > 6log(ny)+2log(ny) ,

Ky > (1/2+6")n1 +3log(ny) +log(nz) ,
(3.71)
Ky > 5log(ny — k7).

m < ¢ min[n;/8,k,/40]1 -1,

there exists an explicit (nl,ki,nz,k;,m, €’) strong two-source extractor with € =

273m/2  that can be computed by a circuit with size polynomial in 7 and n,.

The condition on k] implies ki > (1/2 + 6")n, while the condition on &} allows
ko to be logarithmic in ny. This enables Raz’s extractor to surpass the ki/n; +
ka/n> > 1 barrier required by Dodis et al. [74] and others, e.g., [76]. In this section,
we present an improved construction which is efficiently implementable and has
improved parameters.

Raz’s extractor requires generating {-biased variables for linear tests of size
p’ and the presentation in [1] uses [108, Lemma 4.1] for this purpose. This gener-
ator uses two steps: (i) generate {-biased strings for linear tests [109, Proposition
3], and (i) generate p’-wise independent strings, i.e., ({ = 0)-biased for linear tests
of size p’ [110, Proposition 6.5]. However, as we noted in [17, Remark 14] this

approach means Raz’s extractor would have a computation time of at least O(n‘l‘),
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making it unsuitable for many applications. To address the computational ineffi-
ciency of Raz’s extractor, we propose using the fast (p’,2{)-biased generator by
Meka et al. [111], which avoids multiple steps. This generator function is defined

as follows.

Lemma 50 (Fast (p’,2¢)-biased generator, Section 1.1 in [111]). Let n and p’ be
positive integers such that p’ <n, > 0, and let F be a finite field satisfying |F| >
max{n, p’/{}. Define two subsets A, B C F, where |A| = n and |B| = p’/{. A function
G : BxF — Flis given by:

p'—1
GBvy=v ) (WB). (3.72)

i=0
for € B, v € F, and each v € A. Fix p’ be a power of two, r :=log(p’/{), and t a
positive integer such that 2’ > max{n,2"}. Then the generator G : Zj X Z‘2 - Zg‘ isa

(p’,24)-biased generator when the input (8, v) € Z!, X Z), is a uniformly random seed.

Notably, for a single v (which we call a single output block of the generator), the
generator from Lemma 50 can be computed efficiently in just O(log(p”)) finite field
operations. This fact is crucial for the efficient implementation we present later —
since the output bits always constitute a subset of the bits from a single block.

To apply this generator to Raz’s extractor, we set the seed of G as the first
source of length ny, imposing n; = r +t. The output length of the generator function
(i.e. all blocks) must satisfy nt > m2"2, and the weak seed, of length n,, is used
to select which output block constitutes the final extractor output bits, i.e. which
v € A, imposing n = 2"2. Combining these constraints, we must set r and ¢ such
that (i) ny = r+1t, (i) t > m, and (iii) 2' > max{2"™,2"}, which leads to t > n;/2
and r < ny/2. For simplicity, we set r =t = n1/2, so n;/2 = log(p’/{) which is

ny/2

equivalent to £ = p’27"/= where p’ a power of 2 (required by Lemma 50). This

parameter matching is summarised as the following lemma.

Lemma 51 (Efficient Raz extractor). Using the (p’,2{)-biased generator in

Lemma 50, for any independent (n, k’l) and (ny, ké) sources such that n; is even and



3.3. Two-source extractors for min-entropy sources 71

n, < np/2, the function Raz : Zgl ><Z';2 — 71 defined by Raz(x,y); = G(X)(y) for

X € Z’;‘, ye€ Zgz and i € Z,, is a strong (nl,k’l,nz,ké,m,y’) two-source extractor with

k’1 =k +m/2+2+1og(1/y), (3.73)
k§:k1+m/2+2+10g(1/7), (3.74)
y = y2m2 (3.75)

where
y> 2 (ni—ki)/p [(2§)I/P + pz—kz/z] , (3.76)

for m < ny/2,1<ny+log(n;/2), and p < 2!/m where £ = 2!="/2 and p’ = 2.

Before describing the efficient implementation, we present an improved analytic
version of the Raz extractor using this construction. In particular, this can be seen

as an improved version of [1, Theorem 1], presented here as Lemma 49.

Theorem 52 (Improved Raz extractor). Consider independent (n1,k1) and (n2,k3)

sources such that ny, <n;/2,

1
ki > (5 +6)n1 +2log(ny)+1, 3.77)
8ny
ky > max|3.2log e ,401 , (3.78)
2
1 {6k>
<—|—-1 i
"= /l( 16 ) (3.79)

0 <0< 1/2and 0.25 < A < (6ka/16—1). Then there exists an explicit classical-
proof (ny,ki,no,ky,m,e < 20=40m/2=1y two_source extractor, and for independent
(m,k’l) and (nz,ké) sources, an explicit strong (in either input) classical-proof

(ny ,k’1 , nz,k’z,m, € < 20=40m/2y (o source extractor, with

K =k +3(m+1), (3.80)

Ky =ky+3(m+1). (3.81)



3.3. Two-source extractors for min-entropy sources 72

Proof. Our proof follows the overall structure of Raz’s [1] proof of Theorem 1,
incorporating several improvements to achieve better parameters. We choose N =
(n1/2)2"2, p’ = 2! where I = [log(m(n; —ky))], and ¢ = 25™/2. Thus, log(p’) =
O(log(n1)) and p’ < m(ny —ky). Next, we set r = log(p’/{) =n1/2 and t = n; /2. By
Lemma 50, the variables Gy,...,Gy-1, which are 2{-biased for linear tests of size

p’, can be generated by n; random bits. For an even integer p < p’, let

1
log(y1) = I;(m — ki +10g(20)), (3.82)
log(y2) = (n1 —ki)/p+log(p)—k2/2 , (3.83)
and
Yi+ys = 2(”1—k1)/p[§1/l’ +p2—k2/2] ) (3.84)

We now consider two cases.
Case 1: k» <4(n; —k1). Set p to the smallest even integer larger than 8(n; — k1) /k>.
Then,

8(n1—k1)/ka < p<8ni/ky . (3.85)
Next, by inserting ¢ = p’27"/2 = 2="/2 and [ = |logm(n; — k1)], we get

-1
—log(y1) = ?(m —k1+1-n1/2)

1
= ;(kl_”ll/z_uog(m(nl —ki))1-1) . (3.86)

To lower bound the above, we use the largest value of p from Equation (3.85), since

constraint 3.77 implies that k; — 3 — [log (m(n; —k1))] > 0. This follows from the
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fact that

n ni k2
ki — 5 Llog (m(ny —k1))|—1> ki - 5 —10g(m(”1 _kl)) —1

k
>k — % —10g(§2(n1 —kl))—l

>k1—%—210g(m)—1 >0, (3.87)

where the first inequality uses constraint (3.79) followed by the bound ¢ < 1/2, the
second follows from the bound A > 1/4, the third uses ky(n; —kq) < n%, and the last

follows from (3.77) and the fact that 6 > 0. Therefore

1
—log(y1) = — (k1 ~ U llog (m(n — k1)) - 1)
p 2

k
> ﬁ(m — 5~ Llog (m(n — k1) - 1)

ko ni
>—\ki——-21 —l)
8"1( =5 og(ny)

ko
>—9
- 8111 =

>2(Am+1), (3.88)

where the penultimate inequality uses the bound on k; from constraint (3.77) and
the final inequality uses the bound on m from constraint (3.79). Next, we bound 7y,

using the restrictions on p in (3.85),

ki—n k

—~log(y2) = ——— —log(p) + =
p 2

S ki —n) (%)JQ

N 8(111 —kl) k2 2
3ky 8ny

Noting that log(8n1/k2) < 5k»/16 by (3.78) and 6 < 1/2,

3ky 8ny 3koy 5ky 3ky 3-6 koo
P — _ = — > .
( )_ 2 6 > 2 g ko g >2(Am+1), (3.90)
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where the final inequality comes from (3.79). Therefore, combining the bounds on

v1 and y,, we get that

,yl +,y2 S 2—2/1m—2 +2—2/lm—2 — 2—2/lm—1 . (391)

Case 2: ky > 4(ny — k). Set p=2. We find

1
—log(y1) = —(k1 ~ M llog (m(ny k1)) - 1)
p 2

1
- 5(k. - 5~ Llog (m(nm — k1)) - 1)
k
> 8_;1(kl - 2 - Log (m(m — k1)) - 1)

ko
>—0
81’11 nl

>2(Am+1), (3.92)

where the first inequality follows from the constraint ky < ny < ny/2, and the re-
mainder follows the steps in Case 1. Now, we consider y;:
ki —ny

k
~log(y,) = —— —log(p) + =
p 2

>2(Am+1), (3.93)

where the penultimate inequality comes from the fact that the Case 2 condition
implies ny —k| < ky/4,s0 (k1 —n1)/2+ky/2—1> —ky/8+ky/2—1=3ky/8—1. The
final inequality comes from the fact that 2(Am + 1) < % < % — 1, where we used

(3.79) followed by (3.78). Therefore, combining the bounds on y; and y;, we get
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that
,yl +,)/2 S 2—21}’”—2 +2—2/1m—2 — 2—2/lm—1 . (394)

By Lemma 51, we obtain a (11, ky,n2, ko, m, € = 22y < 2m/2p=24m=1 _ o(1=4)m/2-1
two-source extractor and a strong (nj, k’1 ,1n2, ké, m, e < 2U-40m/ 2) two-source ex-

tractor, where

Ky =ki+3(m+1), (3.95)
Ky, =ky+3(m+1), (3.96)
concluding the proof. O

Selecting 4 = 1 in Theorem 52 (for the case 6k»/16 —1 > 1) yields equivalent
constraints for both the output length and error, as in the original Raz extrac-
tor [1, Lemma 3.6]. For this choice of A, our constraints on k; and k, are strictly
weaker than those in [1, Lemma 3.6] for any valid n,ky,n2,k; and m such that
ny <ny/2 and ky > 8/(1 —ky/ny). The first restriction arises because, if n; > ny/2,
the fast generator from Lemma 50 does not exist. The second restriction ensures
3.21log(8ny/ky) < 4log(ny — ki) (required in the proof), a constraint that is generally
satisfied unless k; = nj. Using the improved Raz extractor from Theorem 52, we

now apply Lemma 38 to derive a quantum-proof version.

Corollary 53 (Quantum-proof Raz extractor in the Markov model). For any ccq-
state thatis a [(n1, k), (n2,kp)] Markov source, 0 <d < 1/2,and 0.75 < A < (6kp /16—

1), such that np <ny/2, and

1
kq 2(§+6)n1+210gn1+1 , (3.97)
8nq
ko > max |3.2log e ,401 , (3.98)
2
1 {6k
<—-|—-1 3.
m< /1( 6 ) , (3.99)

the improved Raz extractor from Theorem 52 is a strong quantum-proof
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(nl,ki,nz,ké,m,e < V3 26/4=Dm=1y two-source extractor in the Markov model,

with

ki =ki+Q2A+5/2)m+3, (3.100)

Ky =ki+Q2A+5/2)m+3 . (3.101)

We note that Lemma 38 can be applied directly to the efficient Raz extractor from
Lemma 51, with the resulting parameters less constrained than those in Corollary 53
due to not fixing p and p’. However, numerical optimisation is required to determine
the optimal values. As a contribution, we provide code for this optimisation and
analyse its performance compared to the analytic theorems (see Section 3.4 and

Figure 3.4).

3.3.3.1 Efficient implementation

The improved Raz extractor can be efficiently implemented using the efficient gen-
erator from [111], described in Lemma 50. Let p’ = 2!, where [ is a positive integer.

Then,

p-l o log(p)-l ,
GByu=v ) @B =v || a+wp®). (3.102)
i=0 Jj=0

Since v,B,v can be viewed as elements in GF(2'), the right-hand side of (3.102)
(for a specific value of v) can be computed in O(log(p’)) finite field operations. We
emphasise that the generator G is efficient only for computing a single (or constant
number of) blocks, i.e. for a constant number of different v’s, rather than the entire
output. This is sufficient for our purpose, as the m < np < nj/2 output bits are taken
from a single block (they are the bits G(X)(;y) for i € Z,,, for a given y).

By using, for example, the fast finite field arithmetic based on circulant
matrices [5, Appendix D], the overall computation time of Raz’s extractor to
O(nplog(ny)log(p’)). Restricting p’ = O(ny) results in a computation time of
O(ny log2 n1), and we find that this restriction does not constrain the performance of

the analytic Theorem 52 or the numerical approach to parameter optimisation (see
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[3D.

3.4 Code implementations

We implement the Circulant, Dodis et al., Toeplitz, and Trevisan extractors
in the software library Cryptomite, available at https://github.com/CQCL/
cryptomite, or via the terminal command pip install cryptomite. The li-
brary is written in Python for usability and ease of installation, with performance-
critical components implemented in C++ and accessible through Python. Full de-
tails are available in [2]. Example Python code showing how to perform extraction
using the Circulant extractor with Cryptomite can be found in Figure 3.2.

import cryptomite
circulant = cryptomite.Circulant(n, m)
circulant.extract(input_bits, seed_bits)

Figure 3.2: Example of Circulant extraction using Cryptomite.

When implementing the convolution-based extractors (Circulant, Dodis et
al. and Toeplitz), we choose a prime g over which to implement the NTT in advance
and leverage compiler optimisation or custom code for computing remainders with
a fixed modulus to speed up modular multiplications [112]. Specifically, we use
Proth primes (primes of the form g = a2” + 1, where a,b are positive integers, a is
odd, and 2° > a), which have simple binary representations, enabling fast modular
reduction without pre-computation [113]. We implement two versions of the NTT,
NTT with ¢ = 3x 230 + 1 for values of n1 < 2%, and bigNTT with ¢ = 9x 2% + 1 for
values of nj < 2%°.

We also implement parameter calculation modules for the Circulant, Dodis et
al., Toeplitz, and Raz extractors. The parameter calculation module for the Raz
extractor is of independent interest, as it performs numerical optimisation to yield
significantly better extractor parameters than the analytic results of [1, Theorem 1]
and our improved version, Theorem 52 (see Figure 3.4).

To the best of our knowledge, existing software implementations achieve only
a small subset of the features discussed in this chapter. There are no alternative im-

plementations of the Dodis et al. or Circulant extractors. Several implementations
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of the Toeplitz extractor exist, such as [114, 115, 116] (Python) and [117] (C++ and
Verilog for FPGA), but all fail to use the convolution theorem for efficient compu-
tation. There are implementations of the Trevisan extractor, for instance in [118]
and [119], both in C++, with [118] offering various flexible instantiations for ex-
perts.6 In [120], a modified Toeplitz extractor based on [5] is implemented using
the FFT, allowing n; < 107. However, unlike the use of the NTT, using the FFT may

introduce rounding errors, making it unsuitable for cryptographic applications.

3.5 Performance analysis

In this section we consider the performance of the extractors already described in

this chapter, including some specific analysis related to applications in quantum

cryptography.

3.5.1 Seeded extractors for quantum cryptography

A wide variety of tasks in quantum cryptography require seeded extractors, for
example, QKD [22, 121] and quantum randomness expansion [122, 123]. In this
section, we present a concrete comparison of the extractors presented in this work,
which represent the state-of-the-art in terms of finite-size performance.

We compare the quantum-proof seeded extractors implemented in Cryptomite
with near-minimal entropy loss: Circulant, Toeplitz and Trevisan, comparing both
the seed length and throughput (number of bits produced divided by the computa-
tion time). To perform this comparison, we vary the length of the source n; and fix
m =n1/2.” The throughput is computed on a Apple M2 Max with 64GB processor
and is the average of 5 instances. The results are shown in Figure 3.3.

We find that the Circulant extractor has the highest throughput and the shortest
seed length for n1 < 10°. The Circulant and Toeplitz extractors achieve a through-
put of ~ IMb per second, even for large input lengths. The slight gradual decline

in throughput as n; increases is expected to be due to inefficiencies in the central

®Recently, a bug was identified in the code of [118], which, at the time of writing this thesis,
remains unresolved; see https://github.com/wolfgangmauerer/libtrevisan/pull/2.

"We note that the behaviour of the extractors varies under different parameter regimes. For exam-
ple, if m < n, the throughput and seed length of the Trevisan extractor improve, as its computation
time and seed length depend on both m and n;.
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108 4 — Circulant A
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Input length ny Input length ny

Figure 3.3: Comparison of seed lengths (left) and throughput (right) for different extractors
varying the input lengths ny with m = n;/2. The throughput is computed on a
Apple M2 Max with 64GB processor and is the average of 5 instances.

processing units’ data handling, such as cache hit rate and branch prediction. The
Trevisan extractor achieves output speeds comparable to Circulant and Toeplitz ex-
tractors when n is very small. However, for n; ~ 10* or larger, and still before
reaching the point of minimal seed length, it fails to produce a non-trivial through-
put on the laptop used for benchmarking. Overall, the Circulant extractor from
Cryptomite currently offers the best performance for quantum cryptography pro-
tocols that require a strong quantum-proof seeded extractor. That said, future im-
provements to the Trevisan extractor or the use of different hardware may change
this (see Open problem 1).

Further, we note that the run-time of the Circulant and Toeplitz extractors is
independent of the output length (m), due to the NTT implementation handling the
convolution of ny length vectors before outputting the first m bits. This means that,

for those extractors, the throughput would double if m = n;.

3.5.2 Two-source extractors

We analyse the performance of the two source extractors presented in this work.
Among the important features of two-source extractors, a key aspect is the minimum
quality of the source that can be amplified, for varying qualities of weak seed. For
this analysis, we fix nj = 215 with n, = ny /2 for the Raz extractor and n, =~ n; for the
Dodis et al. and Circulant extractors. We set € < 1/2 and compute the classical-proof
extractor parameters, since these provide the upper limits. Varying a| = ky/n|, we

compute, for each value, the minimum a7 = k3 /n; for which m > 1. The results are



3.5. Performance analysis 80

presented in Figure 3.4.
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Figure 3.4: Comparison of the minimum min-entropy rate of the source, a», required for
min-entropy rates of the (weak) seed, a;. Left: Weak classical-proof extractors.
Right: Strong classical-proof extractors. The label Raz05 refers to [1], whilst
the other labels relate to those presented in this thesis, based on [2, 3].

The results show that the Raz extractor is able to amplify much weaker sources
than the Circulant or Dodis et al. extractors. We find that our improved analytic the-
orem for the Raz extractor Theorem 52 outperforms the original theorem of Raz [1],
particularly in the case of considering strong extractors. Furthermore, our results
show that the numerical approach to parameter calculation for the Raz extractor
provides a significant improvement over all of the analytic theorems. We note that

the extractors we compare are all implemented in quasi-linear computation time.

3.5.3 Improving recent experimental demonstrations

In this section, we demonstrate how our extractor improvements can enhance recent
experimental demonstrations of quantum cryptography protocols, by reducing the
required seed length and quality. This analysis is applied to recent results for QKD
and QRNG.

e In QKD, randomness extractors are used for privacy amplification. After
completing other subroutines, Alice and Bob share a raw key that is identical
but may be partially known to an adversary. Privacy amplification transforms
this raw key into a near-perfect secret key, unknown to the adversary.

e In QRNG, randomness extractors distil near-perfect randomness from the raw

output of an entropy source.
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We consider the QKD experiment from [124] and the QRNG experiment based on
randomness expansion from [125]. While we focus on these specific examples, the
analysis can be easily adapted to other scenarios. Note that a particularly useful ap-
plication for our extractors is randomness amplification and privatisation; however,

as this is discussed in detail in Part II, we do not include examples here.

3.5.3.1 Privacy amplification in QKD

In the continuous variable QKD demonstration in [124], Alice and Bob obtain n| =
1.738 x 10? bits of shared raw key on which privacy amplification will be performed.
Privacy amplification is performed using a quantum-proof seeded extractor and the
authors use the Toeplitz extractor, computing an output final secret key length of
m = 41378264 with an extraction error € = 10710, For this extraction, a seed of

length d = m+n; —1=1.738 x 10° + 41378263 bits is required.

Reduced seed length. Considering the same scenario but replacing the Toeplitz ex-
tractor with the Circulant extractor, the same amount of secret key can be generated
while significantly reducing the seed length: saving 41378200 seed bits. Concretely,
the Circulant extractor requires a seed length d = nj + 1 such that n; + 1 is prime, so
we must perform minor manipulation of the input. Note that any (n, k) source is
also an (n; + ¢, k1) source for any ¢ > 0 by padding the input with ¢ fixed bits. Using
this fact, and, since the closest prime above 1.738 x 10° is 1.738 x 10° + 63, one can

use the Circulant extractor with a seed length of @’ = 1.738 x 10° + 63.

Reduced seed length (inefficient computation). Considering the same scenario but
replacing the Toeplitz extractor with the Trevisan extractor, almost the same amount
of secret key can be generated whilst saving approximately 1.732 x 10° seed bits.
Unfortunately, this reduction is interesting theoretically only, since the throughput
of Trevisan’s extractor tends to O for large input and output lengths due to its com-

putation time scaling with both m and n; (see Figure 3.3).

Reduced seed entropy requirements. This experiment relies on a quantum random
number generator to generate the seed [126]. For the seed to be truly uniform and in-
dependent, all QRNG components must be correctly characterised. However, such

guarantees have been questioned, for instance, in [127] and if this does not hold, the
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security of the protocol is compromised. To account for potential imperfections in
the seed, we can consider the seed to have a min-entropy rate of a, = kp/n> = 0.99
(i.e. instead of 1) and adjust the output length of the extractor accordingly, using ei-
ther the quantum product source or the Markov model. For the Circulant extractor,
this gives an output length of m < kj + (ko —n2) + 21log(e€), from Corollary 43. Tak-
ing no = 1.738 x 10° + 63 as above (padding the input n; — n1 +62) and adjusting
m — |[m—0.01ny| = m—17380001. This means that a reduction in the entropy re-
quirements (and thus the protocol assumptions) associated with the seed for privacy
amplification can be performed, at the cost of reducing the final secret key length.
One could consider using the two-source extension of the Toeplitz extractor
(Corollary 44) instead of modifying the extractor. However, this approach would
result in a greater reduction in the final secret key length, as the penalty term (1 —
a2)ny is the same for both the Toeplitz and Circulant extractors, but the seed length

ny is smaller for the Circulant extractor than for the Toeplitz extractor.

3.5.3.2 Randomness extraction in (Q)RNG

Randomness extraction is used in RNGs to process the raw output from an entropy
source into e-perfect randomness. Often, especially for QRNGs, this is performed
using strong seeded extractors. The semi-device-independent QRNG experiment
in [125] uses the Toeplitz extractor to extract m = 581294933 output bits from an
input of length n; = 6.5 10° with k; = [0.08943 xn; | = 581295000 and an extractor
error € = 10710, This extraction requires a uniform seed of length ny =nj +m—1=

7081294932 bits.

Reduced seed length. Similarly to the previous example, using the Circulant ex-
tractor, the seed length can be reduced. In this case, it can be reduced by 581294925
bits, noting that ny = 6.5 x 10° +9. However, this requires adjusting the input length

npton] =6.5x 10° + 8, padding the original input with 8 fixed bits.

Reduced seed length (inefficient computation). Considering the same scenario but
replacing the Toeplitz extractor with the Trevisan extractor, almost the same amount
of secret key can be generated while saving approximately 6.49 x 10° seed bits.

Unfortunately, this reduction is interesting theoretically only, since the throughput
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of Trevisan’s extractor because of the computation time scaling polynomially if m

is linear in n1, as noted in the previous example.

Reduced seed entropy requirements. Using a seeded extractor for RNG requires
a perfect seed, which introduces circularity: uniform randomness is needed to gen-
erate more uniform randomness. Alternatively, one can assume the seed has a min-
entropy of @2 = 0.99 by adjusting the output length under the quantum-proof prod-
uct source or the Markov model, reducing protocol assumptions. For the Circulant
extractor, this results in an output length of m < k; + (ko —ny) +21og(e), as shown
in Corollary 43. Taking ny = 6.5 10° +9 (as above) and padding the input as
n; — n1 + 8, the output length becomes m — [m —0.01n,] = m —65000009. Thus,
for a reduction in the final secret key length by 65000009 bits, one can relax the

entropy requirements (and hence protocol assumptions) for extraction.

3.6 Conclusion and discussion

In this chapter, we explored randomness extractors for min-entropy sources, with a
focus on application to quantum cryptography. We presented constructions that im-
prove resource efficiency, particularly regarding computation time and the quality
and length of additional randomness. These extractors rely on a sufficiently inde-
pendent random string, and we considered two main types: seeded and two-source

extractors.

We began by investigating seeded extractors, presenting several constructions:
Circulant [2], Toeplitz [75], and Trevisan [58]. We calculated their parameters and
analysed their security against both classical and quantum adversaries. Efficient im-
plementations for the Circulant and Toeplitz extractors were derived using the NTT,
ensuring computational efficiency and information-theoretical security by avoiding
floating-point errors. For Trevisan’s extractor, we implemented a modular construc-
tion based on [6], incorporating several code-based performance improvements.

We then studied two-source extractors, where only a weak seed is available.
In this context, we analysed two models: the product source model, where the ad-

versary’s information about the source and seed is independent, and the Markov
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model, where the source and seed are independent conditioned on the adversary’s
information. From our seeded extractors, we derived two-source extractors and effi-
cient implementations for the two-source extractors by Dodis et al. [74] and Raz [1],
achieving a computation time of O(njlogn). Notably, an efficient implementation
of the Dodis et al. extractor was previously considered “very unlikely” (see [5, Ap-
pendix E, Section D]). For Raz’s extractor, our improved construction using the
generator function from [111] represents a significant improvement, reducing the
computation time from (at least) O(n‘l‘) to O(n1logn;). Additionally, we derived
improved analytic parameters for Raz’s extractor.

We implemented these extractors and their parameter calculation modules in
the Cryptomite library [2], providing complete code. Our implementations are
designed for practical use in quantum cryptographic protocols, where efficiency and
security are critical. To meet these demands, our implementations are numerically-

nym>

precise (using the NTT) and have at most O(mn log log( = )) computation time.

We then analysed the performance of our extractors. We demonstrated how
these extractors can improve resource efficiency in recent QKD and QRNG exper-
iments, reducing seed lengths and improving overall performance. Our improved
analytic result for Raz’s two-source extractor significantly outperforms the original
construction [1], and our numerical optimisations further enhances output length
and reduces entropy requirements.

In the context of resource-efficient quantum cryptography, our work presents
both theoretical and practical advancements in randomness extraction. By optimis-
ing computation time and reducing resource demands (such as seed length and en-
tropy requirements) we make quantum cryptography protocols that rely on extrac-
tors for min-entropy sources more experimentally feasible. Notably, we find that
our extractors significantly reduce resource overhead in QKD and QRNG, while
ensuring computation times that do not constrain state-of-the-art hardware.

Several open problems and potential future directions remain:

Open Problem 1. The Trevisan extractor [58] with near-minimal entropy loss from

[6, ‘Polynomial hashing’] (which we implement) boasts an asymptotically small
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seed length. However, its computation time often prohibits its use for sufficiently
long input lengths that would benefit from this small seed property. In particular,
the computationally intensive step is to perform the m 1-bit extractors. This opens

several possibilities;

a. Can the computation time of this step be reduced, for example, by adapting
Trevisan’s approach to perform the entire extraction in a single computation
rather than iteratively?

b. The 1-bit extractors can be executed in parallel, raising the possibility of mak-
ing the extractor fast in practice. Could this be implemented, for example on
graphics processing unit, to achieve performance comparable with the quasi-

linear computation time extractors presented in this thesis?

Open Problem 2. In this chapter, we prove that any (n1,k,n2,ky = ny,m, €) seeded
extractor based on two-universal hash functions is a strong, in the (now weak) seed,
quantum-proof (ny,kp,n2,ka,m, 2(2=k2)/ 26) two-source extractor in both the prod-
uct source and Markov models. Can a similar result be achieved for other families
of seeded extractors without incurring the significant parameter penalties associ-
ated with combining the classical-proof reduction of Lemma 40 and the generic
quantum-proof reduction in the Markov model from Lemma 38? For example, if
such a result could be obtained for Trevisan-based extractors, it could lead to a class
of very good two-source extractors asymptotically, thanks to their short (asymp-

totic) seed length.

Open Problem 3. It remains an open problem whether the family of extractors by
Dodis et al. [74] is quantum-proof with better parameters than those obtained using
the generic quantum-proofing technique in Lemma 38, for any rank deficiency r > 0

(defined in Section 3.3.2).

Open Problem 4. In this chapter, we explored several security models for two-
source extractors, specifically the Markov and product source models. However,
other security models may be more relevant to practical cryptographic protocols,

such as those addressing leakage or specific dependencies between sources. Inves-
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tigating these models and deriving the related extractor parameters in each setting

would be an interesting direction for future work.

Open Problem 5. In Section 3.3, we present an efficient implementation of Raz’s
extractor [1] using the generator function from [111]. However, this generator func-

tion requires that np < ny/2. It remains an open question whether:

a. An efficient implementation of Raz’s extractor can be found for ny > n1/2, en-

abling extraction from a significantly broader class of weakly random sources.

b. Raz’s extractor is inherently strong or quantum-proof, or whether such guar-
antees can be established with better parameters than those provided by
the generic strong reduction in [1] and the quantum-proof technique in

Lemma 38.

Such a construction would be particularly useful for the task of randomness ampli-

fication (and privatisation), described in detail in Part II.



Chapter 4

Randomness extractors for Bell

inequality violating sources

In this chapter, we consider randomness extractors for sources that originate from
a process that violates a Bell inequality. We demonstrate that such sources can
be extracted using deterministic functions and present explicit extractors. We then
show that the properties required for deterministic extraction in this context align
closely with the desirable properties of error-correcting codes. As a result, we find

that good error-correcting codes also serve as effective extractors.

The intuition behind our results is that the violation of a Bell inequality not
only guarantees a lower bound on the min-entropy of the outcomes but also ensures
a degree of statistical independence between the outcomes of different rounds in
the experiment. This idea is supported by the results from self-testing, such as
the finding that maximal violation of the Clauser—Horne—Shimony—Holt (CHSH)
inequality [128] implies the measured bipartite state is maximally entangled and the
performed measurements are projective measurements in mutually unbiased bases
[129]. Our approach consists of designing extractors that take advantage of the

promise of Bell inequality violation.

The results in this chapter are derived in the scenario where the measurement
devices have no memory, or equivalently, where each round of the protocol uses
independent, non-communicating measurement devices. We also restrict ourselves

to the CHSH Bell inequality [128] due to its simple experimental setup (although
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the approach can be generalised to other Bell inequalities, see ‘Conclusion and dis-
cussion’ 4.8). While not fully general, this marks a significant step towards a new
seedless approach to randomness extraction in quantum cryptography protocols that
test Bell inequality violations, leaving many open questions for future exploration.
From a fundamental perspective, by leveraging Bell inequality violations, we iden-
tify a new class of distributions that can be deterministically extracted from and
generated by feasible experimental processes. This contributes to ongoing research
in computer science on deterministic extraction from realistically generated sources
[24, 39, 33, 130, 50, 96, 52] (see Section ‘Weakly random sources and extractabil-
ity’ 2.1 for an overview). Moreover, we observe that any violation of the CHSH
Bell inequality is sufficient for seedless extraction, highlighting the power of Bell

non-locality as a resource [131, 132, 80, 133, 134].

It is important to note that quantum cryptography protocols relying on Bell in-
equalities require randomness to perform steps other than extraction. Thus, these
extractors do not entirely eliminate the need for initial randomness in such proto-
cols. However, we are optimistic that future developments using these extractors
will enhance the capabilities of quantum cryptography, particularly in the context

of randomness amplification [80, 135, 81, 136, 82, 17, 137].

4.1 Bell inequalities and randomness

Bell inequalities place constraints on probability distributions that classical theo-
ries must satisfy. Specifically, they apply to scenarios involving at least two non-
communicating (no-signalling) devices, each receiving inputs and producing out-
puts. If the probability distribution generated by these devices violates a Bell in-
equality, it indicates that no locally causal model can explain the observed correla-
tions and implies that the devices share entangled systems. The CHSH inequality
[128] is one of the simplest and most studied Bell inequalities, involving two de-
vices with binary inputs and outputs. Therefore, in this chapter we focus on the
CHSH Bell inequality, although our proof techniques can be straightforwardly ap-

plied to others.
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To understand the CHSH inequality, consider two devices (which we some-
times call parties), Alice and Bob, and a verifier who evaluates the inequality. Alice
and Bob receive randomly chosen binary inputs x and y, respectively, and produce

binary outputs a and b, as illustrated in Figure 4.1.

h

a\

Figure 4.1: A verifier interacts with the Alice and Bob device, each receiving inputs x or y
and generating outputs a and b.
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After many rounds, the verifier computes the probability distribution
{Pr(a,b|x, Y)}Zi based on the input-output combinations they obtained. Using this

distribution, the CHSH inequality [128] can be written as

CHSH:= > (-1)*""*¥Pr(a,blx,y) <2, (4.1)
a,b,xy

where a,b,x,y € Z,. This inequality constrains the joint probability distribution
of Alice and Bob, specifically to those compatible with locally causal models for
their input-output relations. Importantly, it can be violated if Alice and Bob share

entangled quantum systems.
This inequality can be equivalently expressed using quantum states and mea-
surements, since classical systems can always be represented as quantum states.
Assume that Alice holds a quantum system with Hilbert space /4 and measures

it using one of two observables, labelled by x € Z;, with outcomes a € Z;. These
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measurements are represented by the POVM elements A(a|x). Similarly, assume
Bob has a system on Hilbert space Hp and measures with one of two observables
labelled y € Z; and outcomes b € Z,, represented by the POVMs B(b|y). The joint
state on Hy ® Hp is denoted by psp. With this notation, the CHSH inequality can

be expressed as

CHSH := Z tr[pABA(alx)B(b|y)](—1)“+b+xy <2, 4.2)

X,Y,ab
and we will use this formulation for the remainder of this chapter. Note that, in
our notation, A(alx) is understood to only act non-trivially on Hy, so we write
A(alx)B(bly) instead of A(alx)® B(bly). The predictability of the outcome a when
measuring x can be quantified by the bias in the probability distribution of a, given

by
|Pr(a = 0]x) —Pr(a = 1]x)| = |tr (oap [A0] ) — A(1|x)])| - (4.3)

Next, we relate the CHSH violation to the predictability of the outcome a.
To achieve this, we first define the shifted CHSH operator and present a theorem,

proven in [138], that establishes a useful pair of semi-definite inequalities.

Definition 54 (Shifted CHSH operator). For any s € [2,2 V2), any pair of Hilbert
spaces Hy, Hp, and measurements {A(a|x) : a=0,1} on Hy and {B(b|y): b =0,1}
on Hsp, for x,y € Z,, the shifted CHSH operator is defined as

1

Si=pd=vs Y. A@RBOGI-1)", (44)
x,y,a,b=0

where the coeflicients are given by

S2 -1/2 B Sz -1/2
Ms = 2(2—2) . Vg .= 1(2—2) . (45)

Theorem 55. For any pair of Hilbert spaces Hu,Hp and measurements {A(a|x) :

a=0,1} on Hy and {B(b|y) : b = 0,1} on Hp, the following two semi-definite in-
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equalities hold:
+[A0]0)-A(1]0)] < S, (4.6)

where S is the shifted CHSH operator from Definition 54.

We note that Equation (4.6) is known to be tight for all values of the CHSH inequal-
ity; that is, for any CHSH value, there exists an s such that the equation holds with
equality.

The shifted CHSH operator (4.4), contains the CHSH expression (4.2), with a
negative coefficient. Therefore, inequality (4.6) implies that greater CHSH viola-

tions correspond to lower predictability, as expressed by the relation
|tr (04 [A(0]0) = A(1|0)DI < tr (paBS) - 4.7)

This fact and its generalisations are the essence of quantum cryptography protocols
that exploit Bell inequality violations, and it is crucial for the results of this chapter.

For what follows, we need a generalisation, introduced in the following lemma.

Lemma 56. Consider the composite Hilbert space H ® Hp where Hy = (X)::Ol Ha,
and Hp = ®7:_01 ‘Hp,. For each pair of Hilbert spaces Hy, and Hp,, and measure-
ments {A;(a;|x;) : a; = 0,1} on Hy, and {Bi(b;|y;) : bi = 0,1} on Hp,, with x;,y; € Z,
the shifted CHSH operator on Hy, ® Hp, is defined as

1

Si=usl-ve Y Adaglx)Bibily) (-1 (4.8)
Xi,Yi»ai,bi=0

with coefficients

172 2172
Si S Si
[y, = 2(2 - —) A (2 - Z) . (4.9)

Define C; :=[A;(0]0)—A;(1]0)]. The following two semi-definite inequalities hold
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for all s; € (2,2 \/i):

|
—_
S

|
—

n
== I KOFo B I\ O (4.10)

i

I
(e]
Il
o

i

We note that C; only acts non-trivially in Hilbert space Hy, and similarly, S; on
Ha, ® Hp,. Defining §; in this way (with the dependence on i) allows us to choose a
different value of s for each index i, enabling an operator equality on each subsystem

of the composite Hilbert space even when Alice’s measurements vary across rounds.

Proof. For any assignment & = +1 for all i € Z,, we have [[;(S; +&C;) > 0. Aver-
aging this product over all configurations {&;} such that [];&; = 1 gives the positive

semi-definite operator

n—1 n—1 n—1
0<E [ [si+ach=]]s+]]c:. (4.11)
i iz0 i=0 i=0
Similarly, averaging over all configurations {;} such that [];& = —1 gives
n—1 n—1 n—1
o<E[[si+ach=]]s:i-]]c: (4.12)
€} iz i=0 =0
Since both expressions are positive semi-definite, this completes the proof. O

4.2 Deterministic extraction of Bell inequality violat-

ing sources

Having discussed Bell inequalities and their connection to randomness, we now de-
scribe how the specific Bell inequality violating sources considered in this Chapter

can be generated, along with the resulting real and ideal extractor outputs.

Setup. Alice, Bob, and Eve share an arbitrary n-round state denoted pspr on the
Hilbert space Hy @ Hp ® HE. The factorisation of their Hilbert spaces enforces
the no-signalling condition between Alice, Bob, and Eve. Assuming that Alice’s
and Bob’s measurement devices are memoryless, their Hilbert spaces can be further

decomposed as Hy = ®;:01 Ha, and Hp = ®?:_01 ‘Hp,. Consequently, each round i €
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Zy, can be modelled independently using separate Hilbert spaces Hy, ® Hp,. Alice
and Bob are assumed to have the capability to perform the measurements {A;(a;|x;) :
a; = 0,1} on Hy, and {B;(b;|y;) : bi = 0,1} on Hp,, respectively, where x;,y; € Z,.
These measurements can differ across rounds (as indicated by the indexing) but are

causally independent, as they act on distinct Hilbert spaces.

Generating the extractor input. The process of generating the extractor input,
a = (agp,...,an—1) € Z2, involves Alice sequentially performing measurements on
her share of the n-round state. In particular, in each round i Alice performs the
measurement {A;(a;|0) : a; = 0,1}, corresponding to the input x; = 0 for all i (i.e.,
without requiring randomness to select the measurement, unlike in Bell inequality
tests). Bob, whose system resides in Hp;, does not need to perform any measure-
ments to generate the extractor input. It is worth noting that the choice of x =0 is
arbitrary; it could equally be x = 1, or the analysis could instead be based on Bob’s

measurements.

We note that this generation procedure does not directly test the CHSH in-
equality; however, a guarantee on the CHSH violation associated with the state and
measurements used during this procedure is required to (later) compute the extractor
error. This guarantee can be obtained through various methods, and in Section 4.5,

we present a protocol for establishing it.

Generating the extractor output. The extractor output, k = (ko, ..., kn-1) € 27, is
generated by applying the deterministic function Ext : Z] — Z7' to the extractor
input, a, such that k = Ext(a). The specific functions used for this process are
described in the following sections. Similarly to the previous chapter, this can be
understood as applying the completely positive trace-preserving map Exty @ 1 p® 1 g
to pape- Although the extractor output K is a classical system, we associate it with a
Hilbert space Hy = C?" and represent its values using an orthonormal basis {|k)}x €
Hx. Once Alice generates the extractor output K, after measuring her system on

H, and performing deterministic extraction, the joint state of the systems Hx ® HEg
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is given by
n—1
PKE = Z Z|k><k| Okxt(a) AR | PABE l_[Ai (ai|0)} : (4.13)
KeZ’' acZ] i=0
where 6l}§xt(a) is the Kronecker delta function.

The goal of this process is to produce a state pxg that is indistinguishable from

an ideal extractor output wg ® pg, satisfying

1
§||PKE—U)K®pE”1 <€, (4.14)

where wg is the maximally mixed state on Hg. This bound corresponds to the def-
inition of quantum-proof (e-)perfect randomness (Definition 5), implying that the
real extractor output pxr and the ideal extractor output wg ® pg are nearly indistin-

guishable, with distinguishing advantage p,qy < €.

4.3 The XOR extractor

The XOR function extracts a single bit k € Z, with an error that can be made expo-
nentially small in » (the number of extractor input bits). This function can be com-
puted in O(n) time, demonstrating that deterministic extractors for Bell inequality

violating sources need not be computationally expensive to implement.

Theorem 57 (XOR extractor). After measuring the n-round state pqpg with the
observables {A;(a;|0) : a; = 0,1} for all rounds i = Z, obtaining outcomes a =

(ao,--.,an-1) € Zj and applying the XOR function

n—1
XOR(a) := @ai , (4.15)
i=0

where @ denotes addition modulo 2, to the outcomes kK = XOR(a). The resulting

state pxg as written in Equation (4.13) satisfies

1 1
3 loke —wk ®pEll; < Etr

n—1
pAB ]—[Si] , (4.16)
i=0
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for all s € [2,2V?2).

This result shows that the smaller the expectation of [[;S; (i.e., the larger the CHSH

violation), the less distinguishable the real and ideal extractor outputs.

Proof. We start by recalling that
Ci:=A;0]0)-A;(1]0) (4.17)
and noting that
Ai(ai|0) = %(]1 +(=DUC) . (4.18)

As proven in [139], there is no loss of generality in assuming that the operators
A;(a;|0) are projectors, which implies that C; is full-rank. Next, we substitute
Equation (4.18) into the joint state after Alice generates the extractor output (4.13)
and expand the product [];(1+(-1)%C;) into 2" terms labelled by the vectors

r=(rg,...,"p—1) €Z:, noting k € Zy, a EZZ:

[ n—1
1 .
pre= ) WK 0 ona tta [par | |5 (1+(14C)
k.a L i=0

, (4.19)

[ n—1
= > WKl opa tra lpar2™ > | [(=1mct
k,a L r i=1

where we used the power identities C? =1 and Cl.1 = C; for full-rank operators.
We then write the XOR function as a dot product modulo 2, XOR(a) =a-1 mod 2,

where 1=(1,...,1) € Z7. This allows us to express the Kronecker delta as

1
k _ a-1+k
SNora = E(l + (=1 (4.20)
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Now, performing the summation
2—1’! Z 6]){<OR(a)(_l)al‘ — 2—]’1—1 Z ((_ l)a-r + (_ l)a-(r®1)+k)
a a

=27" (o +(-1)s}) (4.21)

where 0 = (0,...,0) and @ denotes element-wise addition module 2. Substituting

Equation (4.21) into Equation (4.19) gives

—_

n—

pae | | Ci

i

1
pre =) 5 kK [pE +(=Dkirg
k

] , (4.22)

I
o

which leads to the trace norm

1 [ n—1
loxe ~wk@pell = )5 ‘ (Dt lpar| | €
k | i=0

1
n—1

PAE nCi

=0 1y

try (4.23)

For any Hermitian operator X and Hermitian operator H with eigenvalues +1, the
trace norm ||X||; = maxy tr[HX]. Therefore, there exists an Hermitian operator H

acting on Hg with spectrum +1, such that

n—1
tra {PAE l_[ C;
i=0

Using the spectral decomposition H = H. — H_, where H. are projectors on Hp,

=tr . (4.24)

pAE(ﬁ C,-H]

i=0

1

we have

try =tr —tr . 4.25)

n—1 n-1
PAE l—[Ci ’DAE{H Ci)H_
i=0 i=0

At this point, recall Lemma 56, which proves +[];C; < [];S;. This implies that

n—1
PAE [l_[ Ci) H,

i=0

1
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+([[;Ci)H+ < (I];S)H<+ and therefore that

n—1 n—1
PAE[H Ci]Hi Str[pABE [nSi)Hi:* . (4.26)

+tr

Finally, using Equation (4.26) and the fact that H, + H_ = 1, we obtain

n—1 n—1
tra|pAE nCi < tr|paB 1—[51'] , 4.27)
i=0 1 i=0
which concludes the proof. m|

We remark that, if the state psp is initially a product state across different rounds,
the bound in Theorem 57 becomes [];tr(pa;5;S i), which is the product of the expec-
tation of the shifted CHSH operator at each round. This means that if the states and
measurements in any round maximally violate the CHSH inequality, the extractor
error becomes 0. Moreover, if the state and measurements are identical at every

round, the error decreases exponentially with n.

4.4 Extractors with arbitrary output length

In this section, we analyse seedless extractors that generate an extractor output k
of arbitrary length m. The proof here relies on randomised methods, which means
that we do not obtain explicit constructions, and the resulting extractors are likely
to have a high computation time. However, in the next section, we present explicit
functions that generate arbitrary output lengths implementable in O(nlogn) time,
where n is the extractor input length.

First, we prove the existence of functions, called m-bit extractor functions, with

specific properties that are essential for deriving useful bounds in our later proofs.

Lemma 58 (m-bit extractor functions). There exist functions g : Z; — Z7', forn > 5

and n—m > 0, satisfying

8

D (0% —27") (1T < n? V2 (4.28)

a
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for all k € Z7! and all r € Z7,. We call such functions m-bit extractor functions.

Proof. Consider a random function G : Z37 — Z7', which assigns each a € Z) to a
uniformly random and independent element k € Z7'. Define 2" random variables

indexed by a € {0, 1}" as
Xa(k, 1) = 6 (=D . (4.29)

For any particular value k* and r*, these random variables are independent (since G

is a random function) and satisfy the probability assignment

Pr(Xa(k*,r*) =0) = (1-27"), (4.30)

Pr(Xa(k*,r*) = (—1)“*) =™ 4.31)

Therefore, each X,(k*, r*) has mean E(Xa(K*,r*)) = (—1)2T 27" and second moment
E(Xa(K*,r*)?) =27,

Bernstein’s inequality states; for any C > 0 and independent random variables

X1,... Xy,
n n _C2
Prf| > X;— ) E(X))|>C|<2exp . (4.32)
( ) ] 2%, BOG)+ Fmax[XiC)
Using our variables X,(k*,r"), we obtain
DRSSl
Pr{| Y Xa(k*,r)— ) (=1)*T 27" > C] < 2exp( ]
i - 2(Ya 27" +1C)
)
=2exp| ——— | . (4.33)
p(z(zn—m + %C)]
When r* =0, Za(—l)a'r*T’" =327 =2""" which leads to
—C?
P(| Xa(Kr'=0)-2"")|>C) < 2exp| ——— | . (4.34)
2.l ) Ple+io
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When r* # 0, Y,(—1)T 27 = 0, which leads to

k% _C2
Pr[l Za:Xa(k F£0) > C] < ZCXp(m] . (4.35)

Together, this can be expressed, for any r* € Z7, as

s ar‘y-m _C2
Pr[lE(Xa(k,r)—(—l) 2 )IZC)SZeXp[m), (4.36)

and, setting C = n? \/5""”, leads to

Pr[' 2 (Xal.r) = (12 2 P ﬁm)

a

<2 2 * (4.37)
<2ex =:p". :
p 2(2n—m + %nZ \/in—m)

Next, we apply the union bound to bound the probability that Equation (4.28)
holds for all r and Kk, as

ﬂ Pr(l Z (Xa(k, r)—(-1*T27")| < C)

k,r a

—1- UPr |Z (Xa(k,r) - (—1)a‘f2-m)| > C]
k,r a

>1- Z Pr[l Z (Xa(k, r)— (—1)“2"") | > C)
k,r a

=1 _nm Pr(l Z (Xa(k*,r*) - (—1)a'r*2-m)| > C]

a

>1-2""p". (4.38)

Finally, to prove the existence of functions that satisfy Equation (4.28) for all k and

r, it suffices to show that 1 —2"*"p* > 0, i.e., 2" p* < 1. Givenn—m >0 and n > 5;
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we have that

1
n*2" M s A2V + gnz)
1
> 4"+ 2 N2

> In(2)(n +m)2(2" ™" + %nz V2 My 4 (4.39)

which ensures 2"*" p* < 1 and completes the proof. O

This property is crucial for proving the following theorem, as it enables us to bound
each coefficient after bounding the trace distance between the real and ideal output
using the triangle inequality. Specifically: (1) For r = 0, this property ensures that
the sizes of the sets {a | g(a) = k} are similar for all k. (2) For r # 0, it ensures that
the sizes of the sets {a| g(a)=kanda-r=0} and {a| g(a)=k}anda-r = 1} are

similar for all k.

Theorem 59. Let g : Z7 — Z7' be a function that satisfies condition (4.28). After
measuring the n-round state pspg with the observables {A;(a;|0) : a; = 0,1} for all
i € Zy,, and applying the function k = g(a) to the outcomes a = (ag,...,a,-1), the
resulting state px g as defined in (4.13) satisfies

n—1

PAB ]—[(]1 +59)

1 1 B
E”PKE—CUK@PEHI < Enz \Vom
i=0

. (4.40)

This result shows that the smaller the expectation of [];(1 +S;) (i.e. the larger
the violation of CHSH) the smaller the distance between the real extractor output
and ideal output. Alternatively, if this distance is fixed to a specific value, such as
lloxke — wk ®PE|l1 = €, then a larger CHSH violation allows for a longer extractor

output length m.

Proof. We begin by substituting Equation (4.18) into the joint state after Alice gen-

erates the extractor output (4.13), expanding the product [[; (1 +(-1)%C;) into 2"
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terms labelled by vectors r € Z7, noting k € Z}',a € Zg,

[ n—1
1 .
pre= ) KI5 tralpar | |5 (1+(10C)
L i=0

k,a
[ n—1
= > kIl tra|par2™ ) | |1ricy (4.41)
k,a ! r =0

where we have used the identities Cl(.) =1 and Cl.1 = C; for full-rank operators. Af-
ter substituting this in the left-hand side of Equation (4.40), applying the triangle

inequality and using promise (4.28), we obtain

2
r a
=2 ; Zr: Za: (6g(a> - 2_'") (=DH*"
n—1
PAE n Cy
i=0
n—1

<o Z Z n2 \/En—m
k r
pae| |C ir,-

— n2 \/zm—n Z
i=0

r

n—1

PAEHC;i

i=0

n—1

ri

PAE ﬂci
i=0

(Z (S —27") (- Da.r) B

lloxe —wk ®pEll; =27 >
k

tra

tra

1

try (4.42)

1
Following the same steps as in the proof of Theorem 57, there exist two comple-

mentary projectors H. acting on Hg such that

n—1
pAE(l_[ Cl-ri}H+

i=0

n—

1
PAEl—[C,-ri
=0

1=

try =1tr —1tr

n—1
pAE[n c{f]H_] . (443)

1 i=0

By applying Lemma 56, which states + [[; C; < [];S;, we have

| [ci<] st (4.44)
i i

for any r, which implies

n—1
PAE[I—[ C?)Hi

i=0

+tr <tr

n—1
pABE{]_[S?)Hi} . (4.45)

i=0
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Substituting this back into Equation (4.43) and noting that H, + H_ = 1, we get

n—1 n—1
ta|par | |CF|| <tloas] |7 (4.46)
i=0 1 i=0
Finally, substituting this result into Equation (4.42), we obtain
n—1
loke — wk ®pEll < n® V2™ Ztr DAB S;i]
r i=0
n—1
=n? V2" | pag | |1+, (4.47)
i=0
which concludes the proof. O

4.5 Application to quantum cryptography

In this section, we construct a toy protocol to demonstrate that the relevant quanti-
ties can be estimated experimentally and thus, our extractors can be used in quantum
cryptography protocols. Specifically, we focus on Theorems 57 and 59, which es-
tablish a relationship between the error €, the extractor output length m, and the Bell
inequality violation quantified by ([ ];S;) or {J[;(1 + S;)).

This Bell-violation quantifier differs from the one commonly used in Bell
inequality-based quantum cryptography protocols with standard seeded extractors,
namely (}’;S;). For large n, the statistical fluctuations of ) ;S; are small, allow-
ing us to relate the expectation () ;S ;) to the specific value of ;S ;. However, the
quantities [[;S; and [[;(1 +S;) in our bounds exhibit strong fluctuations and cannot
be constrained by standard techniques.

In this section, we introduce a proof technique for bounding ([ [;(1 +S;)) and
(I1;S i) using estimation data. Our approach employs the spot-checking procedure
commonly used in quantum cryptography protocols, making it broadly applicable.
In this procedure, rounds are randomly selected (with some bias) to be used either
for estimating the Bell violation or for generating the extractor input. This random
selection limits potential malicious behaviour by the devices. Concretely, to imple-

ment this procedure and prove security, the required protocol assumptions are:
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e The devices and adversary operate according to quantum theory.

e The classical computer used for processing and statistical analysis is trusted
and functions correctly.

e The quantum device comprises two isolated parts that do not exchange infor-
mation during each round of the experiment (i.e., they are no-signalling).

e The quantum device does not signal to the adversary.

e The measurement devices are memoryless, meaning the measurements in
each round act non-trivially on distinct Hilbert spaces and are independent

of previous rounds.

Importantly, (1) we make no assumptions about the state, which can be arbitrary
and may exhibit correlations between rounds, and (2) although the measurements
are modelled to act on a separate Hilbert space in each round, they do not need to
be identical. While our protocol demonstrates that the relevant quantities needed
to quantify the extractor error can be estimated, it is likely far from optimal, as

discussed in more detail in ‘Conclusion and discussion’ 4.8.

4.5.1 Spot-checking protocol for 1-bit extraction

The spot-checking protocol for 1-bit extraction using the XOR extractor is outlined
in Figure 4.2. While the expressions for the extractor output length (4.48) and sub-
sequent maximisation constraints may appear unintuitive, they are the most general
form that allows us to prove the security condition in Theorem 60 later in this sec-

tion.

4.5.2 Spot-checking protocol for m-bit extraction

The spot-checking protocol for m-bit extraction using m-bit extractor functions fol-
lows the same structure as the XOR extractor in Figure 4.2, with the Data Processing
step replaced by the procedure in Figure 4.3. This protocol also meets the security

condition Theorem 60, as shown below.

4.5.3 Security proof

We now prove the security of the 1-bit and m-bit spot-checking protocols described

above. The security condition we establish is a variable output length statement, en-
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SPOT-CHECKING PROTOCOL FOR XOR EXTRACTION

1. Set parameters: Define n (total rounds), pe € (0, 1) (estimation probabil-
ity), and €. > O (tolerable error).

2. Data generation: For each round / € Z,:
2a. Generate #; € {estimation,rawbit} with probabilities pe and py =1 —
Pe-
2b. If f; = estimation:
— Generate random variables x;,y; € Z, with Pr(x;,y;) = 1/4.
— Perform local measurements A;(a;|x;) and B;(b;|y;) with outcomes
al,bl €.
— Record z; = a; + b; + x;y; mod 2, for CHSH inequality evaluation.
2c. If ; = rawbit:
— Perform local measurement A;(a;|0).
— Record g, as part of the extractor input.

3. Data processing:
3a. Compute ng, the number of rounds with #; = estimation, and compile
the estimated data by relabelling as z = (2o, ..., 2n-1)-
3b. Compute ny = n—ne, and compile the extractor input by relabelling as
a=(ap,...,an-1)-
3c. Calculate the extractor output length m(t,z) using:

1, if max Z;fial az; +(B—Dng +2log(eec) 2 0,
m(t’ Z) = Sva()’al’ﬁ
0, otherwise.

(4.48)

The maximisation is over s € [2,2 \/5), and ag, a1, € R, subject to:

P V2P (s —4vy) + pe V20 = 1, (4.49)
e V2P (g +4vy) + pe V29 = 1. (4.50)

3d. If m(t,z) > 0: Generate the extractor output k = XOR(a) € Zgl(t’z) by
applying the XOR function XOR : Z)' — Z} 2) (a5 defined in 4.15).

Figure 4.2: Spot-checking protocol for XOR extraction.

suring that the protocol output is indistinguishable from an ideal extractor output for
any output length produced. Typically, protocols produce a fixed output of length
m or abort. While allowing variable output lengths is less significant for the 1-bit
extractor, it is valuable for the m-bit extractor, as it allows for a larger acceptable

set of estimation data, making a protocol (in principle) more robust to fluctuating
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SPOT-CHECKING PROTOCOL FOR m-bit EXTRACTION
3. Data processing: Define €, t, ne, ny, J, i, Z, a as in Figure 4.2.

3a. Calculate the length of the extractor output as a function of t, z with

ne—1

m(t,z) =| max Z @y + By + 210g(€gec) —4log(ny) | - 4.51)

820,01,

where the maximisation over the parameters s € [2,2 \/E) and ag,a1,B €
R is constrained by

P VP (At py—dv) + pe V20 =1, (4.52)
P VPV ps+4vy) + pe V22 = 1 . (4.53)

3b. If m(t,z) > 0: Generate the extractor output k = g(a) € Z'Z"(t’z) by apply-
ing to the extractor input a function g : Z' — Zg’(t’z) satisfying (4.28).

Figure 4.3: Spot-checking protocol for m-bit extraction.

device performance. For further discussion, see [140].

Theorem 60. The protocols for 1-bit and m-bit extraction (Figure 4.2 and Fig-

ure 4.3) generate an extractor output p;{ZE satisfying the following security condition
D2 Pt ) |pfs - o @p]), < e (4.54)
t z

where a) '® p 7 * denotes the ideal key wg ® pg conditioned on the estimated data t

and z, which, for example, impacts the dimension of wg.

Proof. The random variables t € {estimation,rawbit}" are independent and iden-
tically distributed according to the probabilities pe and p, respectively. If in round
I we have #; = estimation then the systems Hy, and Hp, are included in Hy, =
®”e_1 Hy,; and Hp, = ®"e Yy ;> and used for estimation. If # = rawbit then
the systems Hy, and Hp, are included in Hy, = Q)" ', and Hp, = X, Y
and used for generating the extractor input. Without loss of generality, we can as-
sume that t is initially generated before any measurement (and kept private from the

devices), and right after, we can re-order the rounds and write the global state as
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pItArBrAeBeE’ i.e. a state on the system Hy, ® Hp, ® Ha, ® Hp, ® Hg conditioned on

t.

In each estimation round j € Z,, the state on system i QHp } is measured with

1 g
Q0:y= D ZANARBIBYIG, . moas - (4.55)
a,b,x,y

to obtain outcome z; € Z. This produces the estimation data z = (zo,...,2Zne—1),

distributed according to

Pr(z|t) = tr

ne—1
Phato | | Qz,-] . (4.56)

J=0

The global state conditioned on a particular value of the estimation data z is

ne—l
ptArBrAeBeE[n QZ}]] . (4.57)
j=0

Pt = L tr
ArBE PI’(th) AeBe

We start by proving the case when using the XOR extractor, as described in Fig-
ure 4.2. By using Theorem 57 and the function which defines the output length of
the XOR extractor in our spot checking protocol, Equation (4.48), the left-hand side

of (4.54) can be upper bound by

2 2 Pt o - e,
z

t

< Z Z Pr(t,z) m(t,z)tr
t z

since, in the case m(t,z) = 0, the term inside the trace norm is 0 and in the case

ne—1
Pty ﬂs,} : (458)
i=0

m(t,z) = 1, the error can be bound using Theorem 57. Now, using the global state

conditioned on a particular value of the estimation data z (4.57) and the facts that
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Pr(t,z) = Pr(t) Pr(z|t) = pg® p;" Pr(z|t) and

1 if max e @z; +(B— Dnr +21og(€ec) 2 0

=1
22v2) "’
m(t,z) = o . (4.59)

0 otherwise

is upper bound by \/5272] a/zj+(,3—1)nr+210g(esec)’ we bound (4.58)

n—1  ne—1
t .
pArBrAeBe l—[ Sl l—[ sz

i=0  j=0

IA

l‘le—l _
DD P pr Nz T e
t z

Esec Z tr
t

ny—1 ne—1
PicB.Aab, l_[ (pe V2 s) l_[ (pe [ V200, + V2% Qlf])]

i=0 =0
n—1

= Egec T PAgBgy 1_[ (pr \/Eﬂ_lsl + Pe [ \/an QO, + \/Eal Ql;]) , (4.60)
=0

where we denote the global Hilbert spaces of Alice and Bob PAgB, ON system ﬂAg ®

7‘(39 = Hy, @ Ha, ® Hp, ® Hp,. Finally, using the identities

S =psl-4vs(Qo—- Q1) (4.61)
1=00+01, (4.62)

we can write each of the factors in Equation (4.60) as

prV2PTIS 4 pe [ V2000 + V271 0 |
= pr V2P [us(Qo + Q1) = 4v,(Qo - Q)] + pe | V20 Q0 + V271 0|
= [Pr \/E'B_l(,us —4vs)+ pe \/EQO] Qo+ [Pr \/E'B_l(,us +4vs) + pe \/501] 01

=Qp+0; =1, (4.63)
where the penultimate equality follows from imposing conditions

PP (ug—dv)+pe V2 =1, (4.64)
pe V2P (g +4v) + pe V20 =1, (4.65)
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expressed in (4.49) and (4.50). Substituting Equation (4.63) back into (4.60) gives

us the bound (4.54) and completes the proof. i

Similarly, we now complete the same proof in the m-bit extractor function case,

as described in Section 4.5.2. In this case, we introduce an indicator function

1 if m(t,z)>0
I(m(t,2)) = (4.66)

0 otherwise ,

to encode the case when no output is produced and the extractor error is 0. By
using Theorem 59 and substituting the global state conditioned on the estimation
data (4.57), the output length (4.51) and the indicator function (4.66), we can write
the left-hand side of (4.54) as follows

2.2 Pt o i - e
z

t

ne—1
< Z Z Pr(t, Z) I(m(t, Z)) \/Em(t,z)—nr+4log(nr) tr I:piBr 1_[ (]l + S i)
t z i=0

nr—l
<> Prit,z) V2t b T (145))
t z i=0
ro1 ] ne—1 ne—1
= D e pi N2 T e ol pa g, [ [@SH ] ] 0
t 7 =0 j=0

=€gec Z tr
t

n—1 ng—1
P BB 1_[ (p V2P 1L +540) 1—[ (pe] V27000, + ¥2" Ql_,-])]

i=0 j=0
n—1

=€eclr [pAng (P V2P L4811+ pe [ V27000, + V21104 )| (4.67)
=0

where we again denote the state on the global Hilbert spaces of Alice and Bob
by pags, on system ‘HAg ®7{Bg = Hy, @ Ha, ® Hp, ® Hp,. Using the identities

for § and 1 from Equations (4.61) and (4.62), we can write each of the factors in
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Equation (4.67) as

p V2P L+ ]+ pe| V27000 + V2" 04
= p V2P +,us)(Qo+Q1)—4Vs(Qo—Ql)]+pe[\/§“0Q0+ \/§Q1Q1]
=[P V2P (14 15— 4v) + pe V27| Qo + | e V2P (14 s+ 4v) + pe V27 | 0

=00+01=1, (4.68)

where the penultimate equality follows from the conditions expressed in (4.52) and
(4.53). Substituting this back into Equation (4.67) gives us the bound (4.54) and

completes the proof. O

Notably, the above proof provides context to the earlier choice of output length
in each protocol, as expressed in Equation (4.48) and Equation (4.51). These
choices enable the distribution of free terms (which constitute the free terms in
the maximisation) across relevant factors in the proof. While this general form adds
flexibility, certain identities must still hold, and these are enforced by the maximi-

sation constraints; see Equations (4.63) and (4.68) in the proof.

Moreover, the output length m(t,z) for the XOR extractor is upper bound by
an exponential in the proof. This bound is tight for large n, as it approximates
a step function with an exponential, ensuring no asymptotic impact on the proof.
However, for m-bit extractor functions, a loose upper bound is used and tightening

this bound could potentially improve the results.

4.5.4 Performance

We now evaluate the performance of the spot-checking protocols introduced in this
section. First, consider the XOR extractor, where we define the relative frequency

of the estimation outcomes as
2j=2:]€ELy,
q. = =2 jeZnll (4.69)

Ne
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for z € Z,. This is related to the CHSH expression (4.2) by
CHSH =4(q0—q1) =8q0—4 . (4.70)

For any permutation o of z = (z0,21,...,21,-1), We have m(t,o(z)) = m(t,z), so m
depends on z only through the relative frequency go. Similarly, it also depends on
t via its relative frequency ne/n which, in the large-n limit, tends to pe. Assuming
a constant error €. > 0, the condition for positive yield (i.e., m = 1) in the large-n
limit is

maXﬁPe(aoqo+6¥1Q1)+ﬁPr >0, 4.71)

$,20,1 4

subject to the constraints (4.49) and (4.50). Figure 4.4 shows the minimum value
of CHSH required for a positive yield as a function of pe. Interestingly, for a suffi-
ciently high estimation probability (pe > 0.74), an extractor output bit can be gener-
ated with arbitrarily small violation of the CHSH inequality for any constant error.
However, Figure 4.4 shows that a necessary requirement for extracting a single bit
is pe > 0.5. This contrasts with protocols that use seeded extractors, where only
a small proportion of rounds are needed for estimation (e.g. [141]), highlighting a
limitation of our estimation method (see ‘Conclusion and discussion’ 4.8 for further

comment).

2.8 1

Minimum CHSH, CHSHips
N N
S o

N
IN)

2.01

0.0 0.2 0.4 0.6 0.8 1.0
Estimation probability pe

Figure 4.4: The minimum CHSH value (4.71) that our XOR extractor (presented in 57) can
produce a single bit with arbitrarily small error in the large-n regime.
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Figure 4.5: Left: The maximum extraction rate, Ry, Equation (4.72), for different values
of CHSH. Right: The maximum efficiency rate, R.g, Equation (4.73), for our
m-bit extractor functions, for different values of CHSH.

For the m-bit protocol, using the expression for the extractor output length,
Equation (4.51), we derive the efficiency rate R.g and the extraction rate Rex;. The
extraction rate, indicating the number of extractor output bits per extractor input bit,
in the asymptotic limit as n — oo is given by

. m(tz) p
Rexe = lim = p—e(ao% +aiq)+p. (4.72)
T

—00 nr

The efficiency rate, representing the number of output bits per round, in the asymp-

totic limit as n — oo is given by

m(t,z)

Rett = lim == = pe(aogo +@141) +Bpr - (4.73)

Figure 4.5 shows the maximum values of R.g and Rex¢ as a function of the
CHSH parameter, optimised over pe,¢,a; and 5. The extraction rate approaches
1, demonstrating that our m-bit extractor functions are near-optimal in the large-
n regime with high CHSH violations. However, the efficiency rate is low. This
occurs because a significant proportion of rounds is required for estimation, similar
to the case with our XOR extractor. Therefore, improving the estimation techniques
for the Bell value quantifier would significantly enhance the performance of this

protocol.
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4.6 Extractors from error-correcting codes

In this section, we consider seedless extractors G : Zg - Zg defined by an m X n

matrix G with entries in Zp, such that
k=Ga mod?2. 4.74)

It is important to highlight that the linear function k = Ga can be evaluated in at
most O(mn) computation time. While the results in this section are partial, they
provide a valuable foundation for further study. We begin by establishing a useful

relationship between linear functions and extractors for CHSH-violating sources.

Lemma 61 (Linear functions as seedless extractors). For any full row rank mXxn

matrix G with entries in Z,, we define the indicator function

0 if r¢span(G)
I(r) = , (4.75)

1 if respan(G)

where r € Z and span(G) C Z denotes is the subspace spanned by the rows of G.
After measuring the n-round state p4pg using the observables {A;(a;|0) : a; =0, 1} for
all i € Z,, and applying the linear function Ga =k to the outcomes a = (ay, ..., a,-1),

the resulting state pxr (as described in (4.13)) satisfies

1 1
Sloxe—wk @ pEl < 5%";(")“

n—1
PAB ]—[S?] . (4.76)

i=0

Proof. We begin by substituting Equation (4.18) into the state Equation (4.13) and

expanding the product [];(1; + (=1)%C;) into 2" terms indexed by vectors r € Z7,
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1 m n
noting k€ Z7',a € Zz’

[ n—1
1 .
pre= ) KIS, walpar | |5 (Li+(-1)"C)
k,a ! i=0

[ n—1
= > IKkXKISg, tralpar Y 27" | [(=Dr(Cy
k,a | r i=0

n—1
= Z |K)K|tra|paE Z —n Z 6l(<;a(_1)a.r H(Ci)ri
K - _ g

“4.77)

where we have used the identities C? =1 and Cl.l = (C;, since these are full-rank
operators. Next, since G has full row rank, for all k € Zgl, there exists at least one
ak € ZJ such that k = Gak. This allows us to rewrite the Kronecker delta as
m—1
56a=| | (G- @@a) + 1 mod 2) , (4.78)
j=0
where G j denotes the (j+ 1)-th row of G and @ denotes element-wise addition mod-
ulo two. In this form, we see that the Kronecker delta is 1 only if a®@ak is in the

kernel of G. Evaluating the summation over a, we get

7N Zéléa(_l)ar — o Z (—1)2T

aladayeker (G)

= 27— )T Z (—1)"F

veker(G)

27M(=1)xT if vir=0 Vveker(G)
- (4.79)

0 otherwise ,

where ker(G) denotes the kernel of G and contains 2"~ elements (by the rank-
nullity theorem, and noting the rank of G is m). The set of all r satisfying v-r =0, for
every v € ker(G), corresponds to the row space of G, denoted span(G). Therefore,

substituting Equation (4.79) into Equation (4.77), and using the indicator function
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I(+) (which indicates whether or not - is in span(G)) from Equation (4.75), we have

pxe =) K)(K] [pE +trg
k

n—1
par ) 2= m) | |
i=0

r+0

] . (4.80)

Substituting this into the left-hand side of Equation (4.76) and applying the triangle

inequality, we get

n—1
loxe —wx @pell = ) [ltralpa Y 27"~ Iom) | | €}
k r#0 i=0 1
n—1 ]

< ) 2 ey Ieml |l par | | €7

k r#0 i=0 11

n—1

< ZZZ_mIG(I’) tra| pAE \le"

k r+0 i=0 1

n—1
< > Ig)|[tra|pac | | CT (4.81)
r+0 i=0 1

Now, following the same steps as in the previous proofs, there exist two comple-

mentary projectors H. acting on Hg such that

n—1 n—1
PAEHC,-" PAE(I—[ Cfi]H+
i=0

i=0
By applying Lemma 56, which states +[[;C; < []; S, we have

[ [ci<] st (4.83)
i i

tr =tr —1r

n—1
PAE[l_[ C{f]H_] . (4.82)

1 i=0

for any r, which implies

n—1
pAE{ﬂ C)H

+tr

n—1
pABE[ SJH} . (4.84)
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Substituting this back into Equation (4.82) and noting that H, + H_ = 1, we get

n—1 -1
tra | pag ﬂ cilll <tr|p ﬂ (4.85)
i=0 1 =0

Finally, substituting this result into Equation (4.81), we obtain

ﬁ ] (4.86)

i=

ok —wk ®pElli < ) Io()tr|pa
r+0

which concludes the proof. O

To understand the implications of this lemma, we consider an idealised scenario
where the state and measurements are product (i.e., the state and measurements
for a particular round have support on distinct factors of the full Hilbert space) and
identical in every round. Furthermore, we consider that this state and measurements
violate the CHSH inequality. In this scenario, we can write tr [pAB ]_[l’.‘:_o1 S;"] =
H?;OI(S i">, with (S1) <1 and (S (1)) = 1. Define the Hamming weight function
w: Zg — Zn+1, which counts the number of non-zero elements in the input. Then,

the expectation of the shifted CHSH operator term for a specific r is given by

n—1
[ Ttr[passt|= s . (4.87)
i=0

In this form, we see that the Hamming weight of r determines the exponent and,
since (S 1) < 1, larger exponents lead to smaller contributions to the sum. Thus, it is
preferable for all elements of span(G) (ignoring the all zero vector 0) to have a high
Hamming weight. Furthermore, it is necessary to be able to compute and analyse
the row-space of G, to compute the error. However, for a general matrix G, enumer-
ating all elements in span(G) and understanding their properties is computationally
intractable.

Binary linear error-correcting codes are defined by a k X n generator matrix G
with entries in Z,, where the rows of G form a basis of the code space, meaning

the codewords are the elements of span(G). These codes are characterised by the
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parameters (n,k,d), where n is the length of the codewords, & is the length of the
message and d is the minimum Hamming distance between distinct codewords. The

minimum distance d guarantees that

d< i ", 4.88
- r;tr’g%})gn(G)W(r@r) ( )

where @ denotes element-wise addition modulo 2. The code space (span(G)) of
binary linear error-correcting codes is well-explored, and the guarantee on the min-
imum distance provides additional structure that helps analyse its elements. No-
tably, using a generator matrix G from an (n,k,d) code in Equation (4.76) ensures
that all terms in the sum with w(r) < d vanish. These observations motivate the
exploration of binary linear error-correcting codes as seedless extractors for Bell in-
equality violating sources. In what follows, we will denote codes as (n,m,d) codes
instead of the standard (n,k,d) as, in our use case, k will denote the extractor output
length which we typically denote by m. We now present several explicit extractor

constructions based on binary linear error-correcting codes.

4.6.1 Repetition code

The first family of explicit extractors we consider generates an extractor output
of 1 bit with minimal error. The repetition code is a simple error-correcting code
in which each bit of the original message is repeated multiple times to introduce
redundancy. Specifically, it is an (n, 1,n) code that encodes a single bit into 7 bits by

repeating it n times. The generator matrix for the repetition code is the 1 X n matrix
G=|1 1 .. 1], (4.89)

This defines the XOR function, which, for an input a = (ay,...,a,-1) € Z}, is

n—1
XOR(a) = @ a; (4.90)
i=0
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where @ denotes addition modulo 2, and is computable in O(n) time. Inspecting
the generator matrix G, we find that span(G) = {0,1} (noting that 1 denotes {1}").

Applying this in Lemma 61 provides an alternative proof for Theorem 57.

However, Lemma 61 allows us to generalise this result by using an m-bit repe-
tition code. The repetition code on m bits is, for a divisor m of n, an (n,m,d = n/m)

code with the generator matrix

G:= , (4.91)

where 1 = {1}/™ and blank entries are understood to be zeros. For this error-
correcting code, span(G) is straightforward to compute and consists of 2 ele-
ments. Specifically, the codewords are of the form {cp,¢q,...,¢;,—1}, where each
¢; € {{0y™ {1})"/™). This allows direct application of Lemma 61, due to the sim-

plicity of the code space.

Efficient implementation. The generator matrix of the m-bit repetition code can be
viewed as a combination of the im-th rows, for all i € Z,,,,, of the n X n circulant
matrix circ({1}/™,{0}"~*/™). This structure enables efficient implementation of the
generator matrix’s action on the extractor input by performing the matrix-vector
multiplication circ({1}*/™,{0}*~"/™)a and retaining every m-th element. Specifically,
we can write the extractor output element-wise as (Ga); = (circ({1 y/m foy-nimygy,
for i € Z,,. Therefore, since the function circ({1}/™,{0}""/™)a can be computed in
O(nlogn) time using the NTT methods described in Section 2.3, so can extraction

with the m-bit repetition code.

4.6.2 Bose-Chaudhuri-Hocquenghem (BCH) codes

The second family of explicit seedless extractors use the generator matrix of prim-
itive binary BCH codes to produce an output of m bits, where m depends on the
length of the extractor input, n, and the tolerable error, €. These (n,m,d) codes

are parametrised by two integers [ and #, and satisfy the relationships n = 2/ -1,
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m >n-—It, and d > 2t + 1 (for further details, see [142, Chapter 9, Section 1]). With
this parametrisation, for a fixed n, there is flexibility to vary m (corresponding to
the output length) and d (relating to the final extractor error). The generator matrix
G of the primitive binary BCH codes is constructed by performing m right cyclic
shifts of specific coefficients, ¢ = (cq,cy,...,cn—1) € Z3, which are computed based

on the particular code instance. Concretely, this m X n generator matrix is

G:= Ch—1 Co C1 oo Cp=2| - 4.92)

Efficient implementation. The generator matrix G of a BCH code consists of the
first m rows of the circulant matrix generated by ¢, circ(c¢). This structure allows the
function k = Ga, for any primitive binary BCH code, to be computed in quasi-linear
computation time using methods outlined in Section 2.3. Specifically, Ga can be
represented as the first m elements of a convolution, which can then be implemented
in O(nlogn) computation time via the NTT. In fact, this function is identical to the
Circulant extractor from Section 3, replacing the randomly generated source x with
the deterministic coefficients ¢, and the (weak) seed y with the extractor input a.
The derivation of the coefficients ¢ for G is described in [142, Chapter 9], but
we provide example coefficients for the n = 15 BCH codes for varying minimum

distances in Example 62.

Example 62 (Explicit ¢ for the n = 15 BCH codes). Consider the (n = 15,m > 15—

4t,d > 2t+ 1) BCH code with specific configurations based on minimum distance d:

e Ford>3(.e.,t=1)co=cy=cq4=1,all other ¢; =0.
e Ford>5(.e.,t=2): co=c4=ce=cy7=cg=1,all other ¢; =0.
e Ford>7(i.e.,t=3):co=c1=cp=c4=c5=cg=cyo=1,all other c; =0.

e Ford>9 (ie.,t=4).¢c;=1forallieZs.

Interestingly, the parametrisation based on / and ¢ for these codes is known to be

not tight in some cases (see, for example, the BCH code tables in [142, Chapter
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9, Section 4]). Even in Example 62, the lower bounds defining the code are not
always tight. For instance, when ¢ = 4, the actual minimum distance is d = 15, and
m > —1, yet one can choose m = 1. Similarly, when 7 = 3 with m > 3, it is possible to
choose m = 5. Regardless, the fact that primitive binary BCH codes form a family
of (n=2!—1,m>n—1It,d >2t+1) codes for any integers  and [ enables us to derive

the following theorem.

Theorem 63 (Primitive binary BCH codes). Let G be an mXxn generator matrix of
a(n=2'—1,m>n—-1It,d > 2t+1) BCH code for any positive integers ! and ¢. After
measuring the n-round state papg with the observables {A;(q;]|0) : a; = 0,1} for all
i € Z, and applying the matrix G to the outcomes k = Ga, the resulting state pxg

written in Equation (4.13) satisfies

1 1
EHPKE_WK‘X’PE”l < 3 Z tr

r:w(r)>d

n—1
PAB S,.”] : (4.93)
i=0

where w(-) is the Hamming weight.

Proof. We start by recalling Lemma 61, which bounds the relevant distance as

n—

1
pABl_IS?
=0

1=

ok - wk ®pEll < ) Ior)tr , (4.94)

r#0

with

0 if r¢span(G)
I(r) = , (4.95)

1 if respan(G)

where r € Z and span(G) C Z denotes is the subspace spanned by the rows of G.
Let G be the generator matrix of the primitive binary BCH codes as defined in (4.92)

and define a new indicator function

. 0 if wr)<d
I(r) = . (4.96)

1 if otherwise
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For all r € span(G) such that r # 0, w(r) > d by definition of an (n,m,d) code. Then,

Ig(r) < Ig(r)forallre Z}; and therefore,

[ n—1
loxe—wx®pelh < D Io)tr|pan] | ST
i=0

r#0
o
< Zlg(r)tr DPAB l—[S;"
r#0 ! i=0 i
n—1
= Z tr{pas 1—[ S?] : (4.97)
r:w(r)>d i=0
and completes the proof. O

Note that Equation (4.93) is not a tight bound. It can be substantially improved
by applying Lemma 61 directly to the generator matrix G and summing over only
the elements in span(G). This could be done numerically; however, the number
of elements in span(G) is exponential in m and the problem of enumerating all
codewords for a general code is considered computationally intractable. In the IID
case, some simplifications can be applied, which are summarised in the following

remark.

Remark 64. Consider the IID scenario where, for a generator matrix G from a
binary linear error-correcting code, each r € span(G) gives an additive error contri-
bution of tr[pAB ]_[,-S;"] = (S ™ Here, we can rewrite the right-hand side error
bound of Lemma 61 as Z?:] Ci{(S 1), where C; denotes the number of codewords
with Hamming weight i. With this formulation, the individual codewords r no
longer matter. Instead, only the number of codewords of each weight is relevant,
reducing the problem from enumerating codewords to computing the weight distri-

bution.

Following this remark, it is important to note when considering BCH codes
that: (1) The weight distribution problem for BCH codes has been extensively stud-
ied (e.g., [143, 144]), allowing the use of already established results to estimate C;
for each i, resulting in a much tighter bound on the error than Equation (4.93). (2)

In the IID case, low-weight codewords are the primary contributors to error, as the
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weight determines the exponential decay factor. It may be computationally tractable
to calculate the exact number of codewords with specific weights close to the mini-
mum distance, e.g., the number of codewords with weight d +i for all i € Z. where

¢ 1s some constant, since the BCH codes have a lot of structure [145, 146].

4.6.3 Concatenated codes

Concatenated error-correcting codes combine an inner and an outer code to produce
a new error-correcting code that inherits properties from both. By concatenating
error-correcting codes, we can construct codes that improve performance, interpo-
lating between the strengths of two different codes. The core idea of concatenated
codes is to first encode the information bits with the outer code and then encode
subsets of bits in the resulting codeword with the inner code. We focus on binary
linear codes, using an outer (n,m,d) code and an inner (N, M, D) code, where M is
a divisor of n. For an inner code with M X N generator matrix Gj, and an outer code
with m X n generator matrix Gy, we define the concatenated generator matrix as
G= GoutGi’n, where Gi’n is an n X (nN /M) matrix constructed by placing n/M copies

of Gj, along the diagonal,

G, = . (4.98)

m

Gin ]

We note that, since the generator matrix of concatenated codes can always be written
in this form, the concatenation of two (binary) linear codes is itself a (binary) linear
code. The minimum distance of a concatenated code combines the properties of its

inner and outer codes, as detailed in Theorem 65.

Theorem 65. For an outer binary linear (n,m,d) code and an inner binary linear
(N, M, D) code, where M divides n, the concatenated code is a (Nn/M,m,D") code
with D’ > dD/M.
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Proof. The concatenated code is constructed by first encoding an information vector
with the outer code, then encoding each block of M elements of the codeword using
the inner code. Since the generator matrix G of the concatenated code has dimen-
sions m X (Nn/M), it defines an (Nn/M,m) code. To determine the minimum dis-
tance of the concatenated code, consider two distinct codewords r and r’ produced
by the outer code, with a Hamming distance of at least d, meaning w(r®r’) > d.
The codeword r (and similarly r’) can be viewed as consisting of n/M blocks, each
of length M. Since the outer code is an (n,m,d) code, at least d/M of these blocks
differ between r and r’. When these differing blocks are encoded by the inner code,
each block of length M is mapped to a codeword of length N with minimum dis-
tance D. Thus, in the concatenated codeword, each of the d/M different blocks now
contributes D different bits. Therefore, the final codeword has a Hamming distance
of at least dD/M, meaning that the minimum distance of the concatenated code is

D’ >dD/M. O

We now use Theorem 65 to concatenate the repetition code and the primitive

binary BCH code to generate a new family of codes.

Corollary 66. The concatenated code obtained by using the (n =2/ —1,m > n—
It,d > 2t+ 1) BCH code as the outer code and the (N, 1, N) repetition code as the

inner code is a (Nn,m,dN) code.

Notably, the code generated by Corollary 66 has a lot of structure and is computable

in quasi-linear time. Its generator matrix is

Co ¢t ... €2 €y
G:= Ci—-1 €0 € oo Cp2|s (4.99)

where ¢; := {¢;}"V, with ¢; € Z denoting the i-th element in the first row of the gen-
erator matrix of the BCH code, for i € Z,.
Efficient implementation. This generator matrix G in Equation (4.99) can be

viewed as a subset of rows from a circulant matrix, specifically every N-th row.
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Its action on an Nr-length input corresponds to computing m bits of a convolution,
enabling the use of the efficient NTT-based techniques discussed earlier, which re-
sults in a computation time of O(nN lognN).

Furthermore, for this concatenated code, we derive a theorem analogous to
Theorem 63, leveraging the increased analytical tractability provided by concatena-

tion with a repetition code.

Theorem 67 (Concatenated m-bit repetition and primitive binary BCH code). Let
G be an mxn’ generator matrix of a (n” = Nn,m > n—It,d > N(2t+ 1)) concatenated
code from Corollary 66, for any positive integers /, ¢, and N, where n = 2/ — 1. After
measuring the n’-round state pspr with the observables {A;(;]|0) : a; = 0,1} for all
i € Z, and applying the matrix G to the outcomes k = Ga, the resulting state pxg,
as written in Equation (4.13), satisfies

1 1 n—1(N- '
Sloxe—wk@ppli<s > trloas Shaill (4.100)
0

r:w(r)>2+1 i=0 \ j=

—

where w(-) denotes the Hamming weight and r € Z7.

Proof. The proof follows directly from Theorem 63, noting that the concatenated
code includes the m-bit repetition code as the inner code, the codewords are the
same as those of the outer code, with each element repeated N times. Therefore,
we can write each element in the span(G) as r’ = (r(’),...,r’zl_z) € Zg’ where 1} €
{OW, {1V} foralli e Z,i_1, and, in particular, we can write a compact representation
of  asre Z%l_l where each element r; is mapped to r’ via the transform r; —

{riV. o

Again, we note that this theorem is not tight due to the difficulty of enumerating the
codewords of the primitive binary BCH codes. However, it improves on Theorem 63
by incorporating the analytic tractability of the m-bit repetition code. However,
we emphasise that the concatenated code offers flexibility in how the codes are
combined. For instance, one could restrict to BCH code parameters where the exact

code space can be computed, enabling the direct use of Lemma 61.
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4.7 Comparison with min-entropy extractors

In this section, we compare the extractors for Bell inequality violating sources pre-
sented in this chapter with those for min-entropy sources from the previous chapter.
For simplicity, we assume that the state and measurements used to generate the
extractor input are identical and independent in every round. This enables us to es-
tablish a straightforward connection between the expectation of the shifted CHSH
operator and the min-entropy of the extractor input. Under this assumption, for any
re Zg, we can write

n—1

ri
pas| |S;
i=0

tr = (S )"0, (4.101)

where (S 1) € [0, 1]. Define the expected CHSH value CHSH € (2,2 \5). With the
parametrisation of the shifted CHSH operator, setting s = CHSH in Theorem 55

relates the expected value of the shifted CHSH operator to the expected CHSH

f 2
S1)= Z—CHjH . (4.102)

To compare the extractors from this chapter to those of the previous, we need

value via the relation

a method to evaluate the min-entropy of the extractor input. Fortunately, a tight
analytic bound exists for the maximum single-round guessing probability for differ-
ent expected CHSH values [147, 138]. Given the input x and the adversary’s side

information E, the maximum guessing probability of outcome a is given by

1 ) CHSH?
2 4

1
Pguess(alx, E)g < 5 + (4.103)

for any x and a. Therefore, the min-entropy of the extractor input a € Z is

11 CHSH?
k = —nlog(pauess(alx, E)g) = —nlog[— +=4/2-

4.104
2 2 4 ( )
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These relations allow us to compute the extraction rate Rex, the extractor output
length divided by its input length, for our constructions and those for min-entropy
sources, as a function of the expected CHSH value.! Note that all the extractors we

compare are computable in quasi-linear time.

The m-bit repetition code. The m-bit repetition code is a (n,m,d = n/m) code for
some integers n and d, where m is a divisor of n. Using the generator matrix G of

the m-bit repetition code (Equation (4.91)), the extractor error can be bound by

1 n—1 .

e<3 ) lamlpas| |57 (4.105)
r+0 i=0

from Lemma 61, where I;(r) is an indicator function that equals 1 if r € span(G)

and O otherwise. Using the relation (4.101), this becomes

1
€< 5 > Ir)xs "™ . (4.106)

2

r+0

Given the simple structure of the codewords (the elements in span(G)), we expand
this analytically by noting that the codewords are of the form {co,¢1,...,€¢(/a)-1}
where each ¢; € {{0}4,{1}9} for i € Zpjq. It 1s easy to see that the codewords have
weights id for i € Z,,,1, with the number of codewords for each weight i given by

(”:) Therefore, we can express € as

e< Z(’:")mid

i=1

((+¢s Dy -1) (4.107)

S S

where the equality comes from using the Binomial expansion. Then, we can com-

pute the maximum output length m for a given error tolerance, enax via the maximi-

'We note that extractors for min-entropy sources can be adapted to use smooth min-entropy (see,
e.g., [62, Lemma 17]), with a corresponding adjustment to the error parameter. Asymptotically,
smooth min-entropy approaches the von Neumann entropy, which is typically much larger than
the min-entropy. It would be interesting to perform the same comparison using the appropriate
adjustments and computing the smooth min-entropy.
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sation problem;

n

_L 4.108
dam ' d (4.108)
subject to:  (1+¢S 1)) =1 < 2€max (4.109)

and thus find the extraction rate RZ}“XOR = m/n, which is evaluated to construct

Figure 4.6.

The primitive binary BCH codes. The primitive binary BCH codes are (n =
2! —1,m>n—1It,d > 2t + 1) codes for positive integers / and ¢. Using their generator
matrix as an extractor, we compute a conservative lower bound and an approxi-
mate extraction rate. To establish a lower bound on the extraction rate, we apply

Theorem 63 to upper bound the error € as

1 o
<Ly trpAang]
r:w(r)>d i=0
;2 ()
== S
2; i
1 -n C n\ i n—i
=501-p) Z(i)p“‘p)
:_(1 P Z()”’(l (4.110)

where, for the first equality, we apply relation (4.101) and note the number of

weight-i vectors of length n is (’Z) In the second equality, we set (S 1) = p/(1 - p) for
some p. The summation on the right-hand side now follows a binomial distribution

and can be upper bound using a multiplicative Chernoff bound [148], yielding

€< 1(1 _p)—”z‘"D(%Hl‘P)

1 2n(log(1+(S - D(
2

1+<Sl>)) (4.111)
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where D(:||-) denotes the relative entropy (also known as the Kullback-Leibler di-

vergence), defined by

l-p

D(qlip) = qlog%m —g)log (4.112)

This enables us to compute a valid m for a given error tolerance ey, via the opti-
misation
log(n+1)(d—-1)

2
n{tog(1:+¢s1)-D(1-4

(4.113)

maxm=n
d

1

W)) < 2€max - (4.114)

subject to: 2

RBCH

i = m/n.

The extraction rate lower bound is computed as

Next, we compute an approximate rate for the primitive binary BCH codes.
According to [142], the weight distribution of BCH codes is well-approximated by
a normal distribution; specifically, BCH codes have approximately 2’”_"(’;) code-
words of weight i for every i > d. Using this approximation in Lemma 61, the error

can be approximately upper bound by

1 =
€< EZIG(r)tr PABHS;'}
[ =0

r#0

2’“2(’: (S1)’

i=d
no .

(. (S1)
iz0 \!

2"TTA (S )" (4.115)

~
~

N =

IA

D= N =

N

i

S
]

IA

Rearranging this gives m > n(1 —log(1 +(S1))) +log(2¢) and therefore an approxi-

mate rate of

RBCH — 1 +1og(1-(S 1)) — %log(Ze) . (4.116)

ext
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The concatenated repetition and primitive binary BCH code. The concatenated
code formed from an inner primitive binary BCH code and a outer m-bit repetition
code is a (n” = Nn,m > n—It,d > N(2t + 1)) code for any positive integers /, ¢, and
N, where n = 2/ — 1, as stated in Corollary 66. Due to the concatenation with the

m-bit repetition code, the codewords exhibit additional structure, providing greater

matrix G, we obtain

2

€<

analytic tractability. Applying Theorem 67 for this family of codes with generator
tr|p
r:w(r)>d

n—1
[ 1N+1J
=0\ j
1 (n ;
SEZ(z’)mw
i=d
1 -n C ny n—i
=§(1—p) ;(i)p(l—p)

1 —nn_d ny n-i i
=§(1—p) ;(l.)p (I-p), (4.117)

| =

I
o

where we have set (S )N = p/(1—p) for some value p € (0,1/2) and note thatr € Zg.

This can again be upper bound using a multiplicative Chernoff bound, yielding

1

(1+(S;) )nz—nD((n d)/nll(1-p))

*—*l\)

< = pnlog(1+(S Y )=D(1=d/nll1 /(1S 1)V)) (4.118)

[\.)

This allows us to compute the maximum m for a given error tolerance €y,x via the

maximisation

maxm =n' /N —log(n+1)(d-1)/2
d.n,N

log(1+(S 1)N)-D(1 -4 || —1
subject to: 2n(0g( ST ””‘+<51>N))326max,

n =nN ,

n=2"+1, (4.119)
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for m and [ positive integers and obtain an extraction rate RS = m/n’.

Circulant extractor for min-entropy sources. The Circulant extractor from Chap-

ter 3 is a quantum-proof (ny,k,ny = ny + 1,kp,m, €) extractor, with
m <k —(ny—ky)+2log(e) , (4.120)

in the product source and Markov model. This achieves the optimal output length in
the seeded case, making it the ideal benchmark for comparison. For this construc-
tion to be valid, n, = ny + 1 must be prime. Under the IID assumption and taking

the extractor input as the source, we set n; = n and compute the min-entropy as

11 CHSH?
ki > —nlog| =+ -[2—-———]. 4.121
P 4 (12D
Since we are comparing with deterministic extractors, we also consider the case

where the seed is weakly random, setting k; = any, where a; € (0, 1]. The extrac-

tion rate RZY¢ is then computed as

. k 2
6c:;(rtc — ;1 —(1-an)+ Z ]Og(e) . (4.122)

4.7.1 Results

To provide a concrete comparison, we calculate the extraction rates for each ex-
tractor using a extractor input length of n = 2! and various expected CHSH values
CHSH € [2,2 V2]. Due to varying constraints on the extractor input length for dif-
ferent extractors, we sometimes need to truncate the input to a shorter length 7 < n to
ensure validity (e.g., for the primitive binary BCH code-based constructions and the
Circulant extractor), which is then accounted for in the extraction rate. The results
are shown in Figure 4.6. Solid lines represent lower bounds, though some, like the

BCH code, are not tight.> The approximate rate for the BCH codes is represented

?Because the bound for BCH codes is far from optimal, their extraction rate in Figure 4.6 ap-
pears almost like a delta function; yielding a rate of 0 except when the CHSH inequality is nearly
maximally violated, at which point the rate jumps to 1.
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Figure 4.6: The extraction rate Ry (the extractor output length divided by input length),
for different values of CHSH with n = 213, Left: € < 1. Right: € < 270017,

with a dashed line.

We find that the approximate extraction rate of BCH codes is comparable to
that of seeded extractors. Moreover, in cases where the error scales as 27" for
a constant ¢ > 0 (as shown in the right-hand plot of Figure 4.6), the approximate
BCH codes outperform seeded extractors. This suggests that, in the IID setting, our
seedless extractors may not incur the minimum entropy loss that is inherent to all
seeded extractors.

Furthermore, when the Circulant min-entropy extractor uses a weak seed (with
as = 1/2), explicit extractors based on error-correcting codes — particularly our con-
struction combining concatenated repetition and BCH codes — exhibit lower en-
tropy loss across a wide range of CHSH values. Notably, this is true even without
analysing the BCH code weight distribution, which would significantly improve
the extraction rate of these extractors. Moreover, in protocols for randomness am-
plification, this is exactly the scenario that occurs (see Part II, for more evidence
on this). This observation reinforces our belief that seedless extractors for Bell

inequality-violating sources are especially advantageous in such scenarios.

4.8 Conclusion and discussion

In this chapter, we demonstrated that sources which violate a Bell inequality can be
extracted from deterministically, even in the presence of a quantum adversary and
without assumptions about the dimension of the adversary’s system.

We first showed that a single bit could be deterministically extracted with an
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error rate that decreases exponentially with the length of the extractor input. We
then introduced deterministic extractors for arbitrary output lengths, whose exis-
tence was proven using probabilistic methods. For these extractors, we proposed a
toy spot-checking protocol and, using new proof techniques, demonstrated that the
relevant Bell quantifiers required for these extractors could be estimated. We also
showed that, with sufficiently many rounds, a single bit could be produced with ar-
bitrarily small error for any CHSH inequality violation, and that the m-bit extractor

functions achieve optimal extraction rates in the high-CHSH regime.

Since the m-bit extractor we present is non-constructive and relies on ran-
domised methods, we next introduce a general lemma for linear functions that serve
as extractors for Bell-violating sources. This lemma relates the extractor error to
the row space of the linear function, which corresponds to the code space of a
binary linear error-correcting code. Using this relationship, we explored several
extractor designs based on binary linear error-correcting codes, including explicit
constructions using m-bit repetition codes, primitive binary BCH codes, and their
concatenations. For each extractor, we proposed an information-theoretically se-
cure implementation with quasi-linear computation time, using the NTT methods
detailed in Section 2.3. Finally, we analysed their performance in the IID setting,
comparing them with extractors for min-entropy sources presented in Chapter 2.
Notably, our new extractors outperformed those relying solely on a min-entropy

promise in certain scenarios.

In the context of resource-efficient quantum cryptography, we introduced ex-
tractors for certain quantum protocols that can be implemented deterministically,
without requiring additional randomness as is usually the case, and provided several
explicit, computationally efficient, constructions. These results represent a signif-
icant step toward a new paradigm for quantum cryptographic protocols based on
Bell inequality violations, such as device-independent protocols, with the potential
to reduce resource requirements across various protocols and applications. More-
over, they open the door to entirely new protocols, potentially eliminating the need

for input randomness. This paradigm contains numerous open problems, some of
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which we summarise below.

Open Problem 6. The estimation protocol presented in Section 4.5 has low effi-
ciency rates. A key challenge is to develop an estimation protocol with significantly
higher efficiency, potentially by improving the procedure used to bound ([];S;),
enhancing the security proof, or other methods. Improvements may be obtained for

randomness generation by:

a. Using both Alice’s and Bob’s outcomes for extractor input generation (the
current protocol only uses Alice’s outcomes).

b. Reusing the randomness for estimation, as proposed in [149].

c. Using all rounds for both estimation and extractor input generation, instead

of spot-checking.

Furthermore, we prove our security condition for variable output lengths, whereas
such conditions are typically proved for fixed output lengths. Adapting the proof to

consider a fixed output length would likely improve efficiency.

Open Problem 7. Analyse and generalise our spot-checking protocol into a device-
independent protocol for randomness amplification. The seedless extraction proto-
col presented here requires initial uniform randomness to generate the variables
1, x;, and y; for testing the Bell violation. However, the minimal statistical re-
quirements for this initial randomness are not yet known (see [150] for necessary
requirements). Determining these requirements, as well as using our deterministic
extractors for Bell inequality violating sources, may enable protocols with weaker
assumptions than those in existing literature which rely on multi-source randomness

extractors.

Open Problem 8. The spot-checking protocol and analysis primarily addressed the
task of QRNG, specifically randomness expansion. It would be interesting to use
our extractors to design protocols for other quantum cryptographic tasks, for exam-
ple, QKD. Unlike randomness expansion, QKD aims to generate shared random-
ness rather than minimising the use of local randomness. This distinction mitigates

a drawback of our current protocol, which requires significant local randomness due
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to the large proportion of rounds needed for estimation. Developing a QKD proto-
col using these extractors could lead to new approaches with potentially weaker as-
sumptions or lower computational requirements than existing protocols. This could

be especially advantageous in resource-constrained settings, such as satellites.

Open Problem 9. In this chapter, we have developed seedless extractors based
on functions derived from linear error-correcting codes. These constructions are
explicit, have quasi-linear computational complexity, and are likely to achieve
near-optimal extraction rates if the weight distribution of the codewords could be
computed exactly (see the BCH approximation in Section 4.7). Are there alter-
native constructions that offer similar performance while being more analytically
tractable? Additionally, can the weight distributions for the codes presented here be

computed exactly, or at least bounded tightly from above?

Open Problem 10. The results presented in this chapter focus on the CHSH Bell
inequality, involving two parties with binary inputs and outputs. However, these
results can be generalised to arbitrary scenarios by applying the NPA hierarchy
[151] or by constructing analytical semi-definite inequalities similar to Theorem 55
for other Bell inequalities, which relate the predictability of measurement outcomes
to the expected values of a (shifted) Bell operator. We expect that increasing the
number of inputs will substantially improve efficiency rates, as observed in other

scenarios [152, 132].

Open Problem 11. Currently, our theorems assume that the measurement devices
used in each round have no internal memory (as in [138]), which is a restrictive
assumption. Given the connection between Bell violation and the independence of
rounds discussed in the introduction, we expect this assumption could potentially
be relaxed. In certain cases, such as when the Bell violation is sufficiently high
to directly apply self-testing results, this is known to be feasible. To address the
general case, one could attempt to establish proofs equivalent to those presented
here within the experimental setting of the entropy accumulation theorem [153,

141].
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Open Problem 12. From a foundational perspective, the class of weakly random
sources investigated in this chapter represents a new class of deterministically ex-

tractable sources.

a. Understanding how this class of sources relates to others could provide in-
sight, potentially adding more directed arrows to Figure 2.2.
b. Identifying necessary and/or sufficient conditions for deterministic extraction

would help understand the limits of what is achievable.
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Chapter 5

Introduction

Randomness is a crucial resource in various fields, such as cryptography, statistical
sampling, and algorithm design. In cryptography, for example, keys used for en-
crypting data must be generated with (near-)perfect randomness (Definition 3 and
Definition 5), otherwise the security of the encryption can be compromised. Con-

sequently, a question of both fundamental and practical interest arises:

How can we ensure that the output of a RNG is truly near-perfectly random,

in the presence of an adversary?

One approach is to attempt to build a trustworthy RNG. Such a device must be
correctly characterised to ensure reliable operation; otherwise, the security of the
intended application may be compromised. Physical RNGs generate random num-
bers through chaotic [154] or quantum processes [155, 156].! The idea is that these
physical processes yield outcomes that are difficult to predict, or, in some quantum
cases, are inherently random. However, there are at least three key challenges with

this approach:

1. An accurate model of the underlying physical process is essential but chal-
lenging to develop, as isolating the desired process from noise and environ-
mental factors is difficult, hardware characterisation is prone to errors, and

system characteristics may change over time. Moreover, relying on such

'Pseudo random number generators (PRNGs) expand a short, (near-)perfect random seed into a
larger output using mathematical functions. These depend on placing computational assumptions on
the adversary, making them outside the scope of interest here.
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a model necessitates trusting the RNG provider or subjecting the device to
thorough inspection.

2. Many RNGs require an initial (near-)perfectly random seed.? Ensuring access
to such a seed is often difficult and leads to a circularity: one requires near-
perfect randomness to generate near-perfect randomness.

3. Most RNGs lack security against quantum adversaries that might share quan-
tum correlations with the device. Given the advancement in quantum tech-

nologies, this opens up possible vulnerabilities.

An alternative approach is to acknowledge that building a RNG capable of
producing (near-)perfect randomness is extremely challenging, if not practically
impossible. Instead, one can construct a scheme that amplifies an initial source of
randomness such that the amplified output is provably near-perfectly random and
private. This shifts the requirement on the initial RNG from generating near-perfect
randomness to producing randomness that is only somewhat unpredictable; a sig-
nificantly weaker and more realistic assumption. This idea is formalised through
the closely related tasks of randomness amplification [157]> and randomness am-
plification and privatisation [82]. In the former, the user has access to a private,
imperfect source of randomness, aiming to generate near-perfect randomness. In
the latter, the source is similar but also public: the adversary learns the output after
generation but cannot fully predict it in advance.

Unfortunately, imperfect sources of randomness cannot be amplified using
classical processes alone without strong assumptions on the source (see ‘Weakly
random sources and extractability’ 2.1 for an exposition). However, this limitation
can be overcome with the inclusion of quantum resources [157]. In fact, quan-
tum devices enable device-independent randomness amplification (and privatisa-
tion) [157, 80, 158, 159, 160, 81, 161, 162, 82], where the randomness and privacy

of the output are certified without modelling the device’s internal workings (see [82,

ZExceptions include RNGs that directly output near-perfect randomness without post-processing
or allow for deterministic randomness extraction (see Chapter 2.1). However, these RNGs must be
highly characterised, which introduces the drawbacks mentioned in the first point.

3t is important to note that [157] achieves both randomness amplification and privatisation,
though it does not explicitly distinguish between the two tasks as we do here.
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Table II] for a comparative overview of these protocols). The device is treated as a
black box, requiring minimal trust from the user, as discussed, for example, in the

review [11].

5.1 Device-independence and its importance

Instead of building a trusted RNG directly, we adopt the approach outlined above:
constructing a device-independent protocol for randomness certification that makes
minimal assumptions about the quantum hardware. By treating devices as black
boxes, we establish lower bounds on the unpredictability (or entropy) of the gen-
erated outcomes without requiring a detailed understanding of the devices’ internal
workings. This approach provides a high level of security largely independent of
hardware assumptions, effectively addressing problem 1 discussed earlier. The se-

curity is derived from the violation of Bell inequalities, as detailed in Section 6.2.3.

To illustrate the advantages of device-independent certification, we highlight
examples of known attacks on existing cryptographic systems. A notable case is
the vulnerability in the Dual EC PRNG, favoured by the National Security Agency
and standardised by the National Institute of Standards and Technology (NIST),
which allowed future outputs to be predicted from a small amount of previous out-
puts [163, 164, 165]. Numerous other weaknesses and attacks on cryptographic
PRNGs have been identified and executed [166, 167, 168]. Physical RNGs are also
susceptible to attacks. Side-channel attacks have been found for those based on
classical processes (e.g., chaotic sources) [169], exploiting device leakage or ac-
tive implementation attacks, such as error injection [170]. Quantum hardware, too,
is vulnerable; for example, popular QRNGs based on quadrature measurements in
shot-noise limited states are attackable if the hardware is not fully trusted or well-
characterised [127]. Additionally, poorly characterised quantum measurements can
lead to inaccurate claims in state tomography and entanglement witnessing [171],
which opens the door to systematic errors and potential exploitation. Even with-
out active attacks, QRNGs that require trust in their components may fail advanced

statistical tests, as shown in [172] and by us in [173].
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5.2 The advantages of randomness amplification

The device-independent framework we follow offers a very high level of security,
as described above; however, several device-independent tasks are possible and we
discuss two related to randomness generation: randomness amplification and ran-
domness expansion. We argue that, while randomness expansion is useful, random-

ness amplification is both strictly stronger and practically necessary.

In a randomness expansion protocol, an initial near-perfectly random seed is
extended into a longer output. This assumes access to near-perfect randomness to
begin the protocol — a challenging and often overlooked assumption. In contrast,
randomness amplification begins with an initial weak source of randomness, which
may be correlated with the quantum devices, and uses it to generate (near-perfect)
randomness. This approach relaxes the need for independence between the initial
RNG and the quantum device, which may share an environment — a scenario known
to occur. For example, as noted in [174] “In classical ring oscillator (RO) based
RNGs, the ring oscillators need to be located at a distance from each other to avoid
coupling between adjacent ROs.”. Once near-perfect randomness is generated from
an amplification protocol, however, this can serve as a well-justified seed for an
expansion protocol to increase generation rates; addressing problem 2 mentioned

above.

5.3 Cryptography with weak randomness

Access to near-perfect randomness is vital for almost all cryptographic applications.
However, as previously discussed, this assumption is difficult to justify in practice.
This raises a crucial question: What is the impact of using weak randomness in
cryptography? In other words, how does security change if the randomness is only
partially unpredictable rather than indistinguishable from uniformly distributed and
private?

In [175], the authors show that randomness lacking near-perfect unpredictabil-
ity, i.e., where each bit is not nearly impossible to predict, is insufficient for en-

cryption, bit commitment, secret sharing, zero-knowledge proofs (interactive or
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not), and two-party computations. This vulnerability persists even against com-
putationally bounded adversaries. In [176], the authors demonstrate that achieving
unconditionally secure encryption requires the ability to deterministically extract a
(near-)perfectly random string at least as long as the message from the available
randomness — something that is unachievable with many weak randomness sources.
They extended these findings to include privacy primitives that are perfectly or sta-
tistically binding, such as commitment schemes and computationally secure private
and public-key cryptography. Other works also examine the impact of weak ran-
domness, for example, [177, 178, 179], but these results generally fall within the
scope of those previously mentioned. However, there are some positive outcomes,
notably for tasks involving differential privacy [179] or authentication [175].
Although not all cryptographic tasks fail when using weak randomness, a sub-
stantial portion do, which emphasises the importance of generating (and being able
to certify) near-perfect randomness. Moreover, cryptographic primitives are of-
ten combined for specific applications — meaning that if any individual underlying

primitive is insecure, the security of the entire procedure is compromised.



Chapter 6

Practical device-independent
randomness amplification and

privatisation

In this chapter, we present an end-to-end protocol for device-independent random-
ness amplification and privatisation with a focus on practical implementation. This
work builds on previous works on randomness amplification (and privatisation)
[157, 81, 161, 82], and in particular, follows the statistical analysis techniques of
[82]. Our main contribution is a practical protocol with high noise tolerance and
generation rates, achieved through the optimisation of the Bell inequality, statis-
tical analysis, and post-processing for real-world devices. The implementation is
designed to ensure that the required states and measurements are easy to realise on
real-world hardware, with tailored analysis and compilation. Moreover, all compo-
nents of the protocol are fully implemented and analysed as a complete system. To-
gether, these contributions allow us to implement our protocol no real-world quan-

tum hardware, in a semi-device-independent manner (see Chapter 7).

The first to consider the task of randomness amplification were Colbeck and
Renner, providing a proof-of-concept [157]. Later work aimed to achieve noise
resistance and amplify imperfect sources with arbitrary bias [80], although it re-
quired a large number of devices and had low generation rates, making it unsuitable

for implementation. Other works allowed for more general correlations between
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the imperfect RNG and the quantum device [158, 159, 160, 180], but with signif-
icant trade-offs: amplification was only feasible for imperfect sources with very
small bias [158], required many devices (polynomial or exponential in 1/€, where
€ is the protocol error [160, 159]), had low or no noise tolerance [158, 159, 160],
and/or involved highly complex classical-processing steps that are unrealistic for
implementation [159, 160, 180]. The only potentially implementable works are
[81, 161, 162, 82]. However, our protocol is the only one that offers all the follow-

ing features:

o Efficiency: Our protocol achieves randomness generation rates that scale lin-
early with the number of uses of the quantum device. Only [82] shares this
property. The protocols in [81, 161, 162] yield, at best, output rates sub-linear
in quantum devices’ runtime.!

e Quasi-linear computation time post-processing: Our randomness post-
processing is implemented using the NTT, which ensures both information-
theoretic security and quasi-linear computation time. Other works typi-
cally use generic polynomial-time methods or the FFT, which may introduce
rounding errors that could be exploited in attacks.

o Amplification and privatisation: Our protocol can optionally be used to
achieve both randomness amplification and privatisation. The only other work
with this feature is [82].

e Optimised for real-world implementation: While we rely on the statisti-
cal analysis of [82], our protocol offers greater noise tolerance, which is un-
achievable in the simpler experimental setup considered in their work. Further

explanation is provided in Section 6.2.3.

This unique combination of features allowed us to implement our protocol in a semi-
device-independent manner on real quantum computers (see Chapter 7), achieving

randomness generation speeds of megabits per second.

'Note that this is because these works consider post-quantum adversaries, constrained only by
the no-signalling principle. In this setting, there is a lack of secure extractors for such adversaries
[181], leading to sub-linear randomness generation rates.
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6.1 Idea of the protocol

The setup for device-independent randomness amplification (and privatisation) fol-
lows the same structure as in previous work [157, 81, 161, 82]. The user’s facility is
assumed to be secure and isolated from external influence once the protocol begins.
To run the protocol, the user needs an imperfect RNG, a quantum device capa-
ble of running a Mermin Bell test [182] (made of three separate parts that cannot
communicate during the protocol) and a classical computer for storing data, per-
forming the verification and implementing the post-processing. The protocol can
be understood as three subroutines; data collection, randomness certification and

randomness post-processing.

Data collection. The first part of the protocol involves collecting data to analyse the
behaviour of the quantum device. This is the only step of the protocol that requires
quantum hardware. The quantum device is driven by varying inputs generated by
the imperfect RNG, and its responses, or outputs, are recorded. Both inputs and
outputs are saved for later analysis. After a sufficient number of interaction rounds,
the conditional input-output probability distribution can be constructed for the de-
vice — this observed behaviour is then used to certify that the device generates truly

unpredictable outputs.

Randomness certification. In the second step, the collected data is analysed to cer-
tify private randomness in the quantum device’s output. Certain input-output statis-
tics can only arise from specific quantum processes, so observing such statistics
serves as evidence that the device’s underlying process is quantum. This allows
us to prove that the device’s output contains private randomness and quantify its
amount. Instead of assuming randomness is generated, the user certifies it based
on the observed behaviour. Using the device-independent approach, this verifica-
tion requires minimal modelling of the quantum hardware, treating it essentially
as a black box. Thus, the protocol’s security remains largely independent of the

specifics of the hardware implementation.

Randomness post-processing. The third and final step is to extract certified pri-

vate randomness from the quantum device’s outcomes using randomness extraction
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algorithms on a classical computer. These algorithms transform partially random
and private data into a shorter, near-perfectly random output. To achieve this, the
quantum device’s outcomes are combined with a fresh string from the imperfect
RNG and processed using a quantum-proof randomness extractors for min-entropy

sources detailed in Chapter 3.

f User’s facility \

E
Adversaryo\

e ) Randomness
3  Verification @ > (5
post-processing

Classical computer

\.

Final output

Figure 6.1: Our setup for device-independent randomness amplification (and privatisation),
with the quantum hardware components highlighted in red, including the quan-
tum device and, optionally, the imperfect RNG.

The full setup is depicted in Figure 6.1, where the numbered labels indicate the

following:

(0) Before the protocol begins, the adversary has access to any previously gen-
erated output from the imperfect RNG and a general description of it, form-
ing the (classical) side information 4. The adversary may also have built the
quantum device on which the protocol is performed, using information 4, with
which the adversary might still be correlated through their quantum systems
E.

(1) The imperfect RNG provides inputs which are used to repeatedly challenge
the quantum device.

(2) The quantum device (made of three separate parts) generates outputs for each

set of inputs it receives.
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(3) After many interaction rounds, the input-output statistics are computed and a
verification is performed, which serves to certify the amount of private ran-
domness in the outcomes.

(4) If verification is successful, a fresh sequence from the imperfect RNG is gen-
erated and sent, with the outputs of the quantum device, to the post-processing
step.

(5) Classical algorithms process the outputs of the quantum device and the fresh
sequence from the imperfect RNG to produce a near-perfectly random and

private output string, which constitutes the final protocol output.

6.2 Main tools and ingredients

6.2.1 Security criteria

When considering the security of a protocol, following [19, 22], one can consider its
security (sometimes called soundness). Informally, a protocol is secure if the proto-
col aborts with high probability, or the real and ideal protocol outputs are essentially
indistinguishable. Mathematically, this is formalised as follows: A protocol is said

to be €c-secure, if

1
E”p}ll(E_wK(gp%”l(l_pabort) < €sec > 6.1)

where p};( - denotes the real cq-state shared by the user and the adversary generated
by the protocol which is conditioned on the information &, wg ® p}é is the ideal cq-
state shared by the user and the adversary and papor 1S the probability of the protocol
aborting.

Altogether, the security condition (6.1) ensures that either the protocol aborts
with high probability or the real and ideal systems are near-indistinguishable, i.e.
the real and ideal outputs satisfy Equation (1.8). Therefore, the security parameter
€sec quantifies both the probability of not aborting and the distinguishability between
the actual joint state p};(  and the ideal state wg ® p}}g, even for a powerful adversary

possessing information /4 and E about the quantum device. Here, the adversary is
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assumed to obey the laws of quantum physics but is otherwise unbounded, poten-

tially having access to a highly advanced quantum computer.

Importantly, this security definition is universally-composable [20], meaning
the generated random numbers can be safely used in other protocols (see Chapter 1
for more information). We note that composability for device-independent proto-
cols holds only when physical devices are not reused and are kept inaccessible to the
adversary after the protocol ends. As found in [183], reusing devices could allow a
malicious device to store information from one execution and leak it in subsequent

ones, compromising security.

6.2.2 Imperfect random number generators

The protocol begins with an imperfect RNG that must be amplified to satisfying
the security condition (6.1). We consider imperfect random number generators that
sequentially output bits r; € Z, such that bit r; is produced before r;y; for all non-
negative integers i. Unlike other approaches, such as randomness expansion, ran-
domness amplification does not assume that these bits are completely unpredictable
nor fully independent of the quantum device. Instead, each bit is only somewhat
unpredictable, conditioned on previously generated bits and any classical side in-
formation 4’ potentially available to the adversary (which could be, for example, a

model of the RNG).

We consider the imperfect RNG to be a SV source, introduced in [26]. Recall-
ing the definition from Part I and adapting to include the classical side information,

the 6 SV source satisfies
1 , 1
5—6£Pr(r,-|ri_1,h)35+6 (6.2)

for all i, where r;_y = (ro,...,ri—2,ri—1) represents all bits generated before bit r; and
Pr(rilr;—1,h’") denotes the probability r; given side information 4’ and prior gener-
ated bits r;_;. We collectively denote the adversary’s side information about the

imperfect RNG, 4’ and r;_1, as & (see Figure 6.1).

Throughout this part of the thesis, we use imperfect RNG synonymously with a
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Figure 6.2: Schematic of the imperfect RNG’s role in our randomness amplification and
privatisation protocol. The labels (0), (1), and (4) correspond to labelled steps
in Figure 6.1.

device sequentially producing bits that satisfy the 6 SV condition in Equation (6.2).
In our protocol, the SV source is optionally not private; such a public source satisfies
Equation (6.2) before bits are generated but the bits may be known to an adversary
afterward. A typical example of a public source is an internet randomness beacon
accessible through the internet, which cannot be directly used for cryptographic
applications requiring privacy. The goal of a randomness amplification and privati-
sation protocol is to process the outcomes of a public SV source with parameter
0 €10, %) into a final output that is provably near-perfectly random and private (i.e.,
satisfying criteria (6.1)). If 6 = 0, the SV source is already perfectly random, and no

amplification is needed; however, privatisation of such a source can be desirable.

6.2.3 Quantum devices and the Mermin inequality

The central component of any device-independent protocol is the quantum device
and its associated certification process, which is based on a Bell test. In our pro-
tocol, the quantum device consists of three parts, labelled Alice, Bob and Charlie,
which are shielded or separated to prevent communication between them during the
experiment. The certification process starts with a verifier (user) sending inputs to

each part of the device, which generate and return outputs. This process is repeated
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sequentially for many rounds. The objective of the interaction with these boxes is
to verify that they are performing measurements on quantum states with specific
properties, ruling out any classical (deterministic) explanation for the input-output
combinations the user obtains. The inputs to Alice, Bob and Charlie are labelled x,
v, and z, respectively, and the outputs are a, b, and c¢. For the Mermin inequality, the
inputs and outputs in every round are bits, i.e. x,y,z,a,b,c € Z,. This is summarised
in Figure 6.3. After many rounds of interactions, the user can estimate the joint

conditional probability distribution
Povs := {Pr(abclxy2)}0s (6.3)

referred to as the device’s observed behaviour.

@
Verifier |h (/x_

X a y| b z c

Charlie

Quantum
device

Figure 6.3: The verifier interacts with the quantum device, composed of three isolated parts
Alice, Bob and Charlie, each receiving inputs x,y or z and generating outputs
a,b and c.

The observed behaviour Pgps is used to quantify the unpredictability of the
outcomes, performed by evaluating a Bell inequality. An ideal experimental setup
required for testing a Bell inequality test minimises the risk of loopholes (see [184,
Section VII B]), certifying that the only explanation for certain observed behaviours

18 non-classical.
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In our protocol, we use the Mermin inequality [182], given by
Mobs := M(Pobs) = (AgB1C1) +(A1BoC1) +(A1B1Co) —(AgBoCo) <2,  (6.4)

where (A ByC:) 1= Y4 p.c=0.1 (Pr(a®b®c = 0xyz) —Pr(a®b @ ¢ = 1|xyz)) and & de-
notes addition modulo 2. A violation of the Mermin inequality, with Mgy > 2, is
possible only if the three boxes share entangled quantum states and perform quan-
tum measurements, thereby certifying their quantum nature based solely on the ob-
served behaviour. The Mermin inequality is advantageous for randomness ampli-
fication because, in the noiseless limit, a quantum device can reach the algebraic
maximum Mps = 4 (which is not the case, for example, with the CHSH inequality).
This property enables our protocol to generate randomness from any SV source

with § € [0, 3).2

6.2.4 Testing the Mermin inequality with weakly random inputs

In Equation 6.4, we implicitly assumed that the inputs x,y,z were chosen uniformly
and independently of the device, implying no correlation between the input distri-
bution and the device’s behaviour. However, in our setting, we rely on an imperfect
RNG to generate the inputs, which may be partially correlated with the quantum
device through adversarial information /4 and quantum systems E (see Figure 6.1).
Therefore, standard Bell inequalities like Mg in Equation (6.4) cannot be used.
Instead, we use a different type of inequalities that accommodates correlations be-
tween the inputs and the device, known as measurement-dependent locality (MDL)
inequalities [186].

The Mermin inequality (6.4) can be written in the equivalent form L°P :=

L(P,p) with

" 1 1
L(Pays) = g ) la.b.c.x.y.2) Prlabelxyz) = (6.5)

abc
Xyz

ZFurthermore, using the Mermin inequality provides a practical advantage over the setup in [82],
as the maximal quantum correlations are further from the classical boundary. Due to this feature, our
protocol can tolerate higher noise levels, handling up to 50% white noise compared to 1 — % ~ 30%

in [82] (see [185] for further discussion).
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and

1 ifaeb®c=1andx,y,z€{011,101,110},
la,b,c,x,y,2):=1{1 ifa®b®dc=0and x,y,z=000, (6.6)

0 otherwise ,

where % is the local (or classical) bound. L°° represents the conditional losing
probability of the Mermin Bell game, while the function [(-) serves as an indicator
function testing the game’s losing condition. Using this equivalent form, we have

the following relationship between L% and My,

Lobs — 4 - MObS

6 (6.7)

To construct the MDL inequality [186] from the function L, we apply the map-

ping Pr(abc|xyz) — Pr(abcxyz) to convert from conditional distributions of inputs

and outputs to their joint distributions. This yields L% — L = oL (Pops)
where
LvpL(Pobs) = Y @, b,c,x.y,2) Pr(abexyz) . (6.8)
abc
XYz

The classical bound of LI‘\’}I’]S)L differs from L°P and depends on the probability dis-
tribution Pr(xyz). Since the Mermin inequality is evaluated using statistics from the
input settings xyz € {000,110,101,011}, rather than all 3-bit combinations, it can
be computed without the full joint probability distribution. Specifically, only 4 of
the 8 settings need to be tested on the device. Therefore, the inputs x, y, and z can
be generated by the imperfect RNG using two bits of randomness: generating x
and y, and setting z = x®Yy. If the observed probability of the input settings is uni-
form across the relevant settings, i.e., Pr(xyz) = Pr(xy) = >, Pr(xylh) = 1/4 for all
xyz € {000,110,101,011}, then 2L(ﬁobs) = LMDL(ﬁobs), with the classical bound for

LMDL(ﬁobs) being 1/4. This is the case if the imperfect RNG is statistically random,
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producing uniformly distributed outputs when ignoring the additional information
h. For simplicity, we assume this condition in the remainder of our analysis. How-
ever, the results also hold without this assumption, in which case the bound for the
MDL version of the Bell inequality is determined by the experimentally observed
probabilities Pr(xyz).

Experimentally, LoMbIS)L is calculated as the average of the losing condi-

tion results over all rounds. Specifically, for an n-round experiment, with /; =

. b _ 1 -1
lai, bi,ci, xi,yi,zi) for all i € Z,,, we have LY = o 370 1.

6.2.5 Computing single-round min-entropy

We now relate the value of the MDL inequality, LI(\)}I’]S)L, to the single-round min-
entropy, which will later be connected to the total accumulated entropy over the
n rounds of the protocol. Without loss of generality, we assume that Alice, Bob,
Charlie, and the adversary share a 4-partite quantum state p' 5, where Eve holds

a purification of Alice, Bob, and Charlie’s system. Furthermore, Alice, Bob, and

. blyh
Charlie perform local measurements Mjlx’h MY

s >and Mélz’h, respectively. Unlike

standard Bell experiments, these measurements and the state depend on the adver-

elx,y.z,h

sary’s information /1. The adversary makes a measurement O

on their system
E, obtaining the outcome e. Since all measurements are considered to act locally

on the state, so the user’s outcome statistics are given by
— alx,h bly.h clz,h h
Pr(abclxyz, Qy) = tr[(MA QMg @M, ®]lE)pABCE] , (6.9)

for unknown state and measurements, where the Hilbert space dimension is finite
but arbitrary, and & inaccessible to the user. For simplicity, we denote this spe-
cific quantum realisation (the state pz pcp and measurements lex’h,MIb;'y ’h,Mélz’h,
07" by Q.

The adversary’s ability to guess the outcomes is characterised by the maxi-
mum guessing probability pguess(ABClxyz, E,h)p, where A,B,C are random vari-
ables corresponding to the outcomes a, b, ¢, respectively, x,y,z = x®y are the input

bits, E is the adversary’s quantum system, and & represents any additional side in-
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formation. To simplify the analysis, we upper bound the adversary’s ability to guess
all three outcomes using the guessing probability of any two. This allows us to apply
an analytical bound in later arguments, and moreover, when the Mermin inequality
is maximally violated, the third outcome is fully determined by the other two and

contributes no additional randomness. The resulting optimisation problem is:

Pouess(ABClxyz, E,h) g < pouess(ABlxyz, E, h)o

= max Zh: Pr(ab|xyz, Op) Pr(e = (ab)|xyz, (ab), Op)

subject to:  Lypr({Pr(abcxyz, Qh)}?cﬁ,f )= Lﬁ}fls)L )

(6.10)

This optimisation problem allows the adversary to maximise their correlation with
the outcomes i.e., to maximise Pr(e = (ab)|xyz, (ab), Q) for each outcome pair a, b,
representing a worst-case bound. Besides requiring Q) to be quantum (in the form
of (6.9)), the solution must match the observed MDL inequality value (6.8). With
only the MDL constraint rather than a Bell inequality constraint, directly solving
this optimisation is challenging, so we instead constrain possible Bell inequality
values compatible with the observed MDL violation. In particular, for all realisa-

tions Qy, (i.e., for any /), we have

LvioL({Pr(abexyz On)Iys) = D la,b,¢,x,y,2) Priabexyzl Oy)

abc
Xxyz

= > l(a,b,c,x,y,2) Pr(abelxyz, On) Pr(xyzlh)

abc
Xxyz

2
1
> (5 - 5) Z l(a,b,c, x,y,z) Pr(abcl|xyz, Op)

abc
XyzZ

2
= 8(% - 5) L({Pr(abclxyz, OIEys) (6.11)

where l(a,b,c,x,y,z) is given in Equation (6.6) and the joint and conditional proba-

bilities are related using (% -8)? < Pr(xyzlh) < (% +6)? (from the § SV assumption
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in Equation (6.2), noting only 2 RNG bits are required, since z = x@y).

Now, Ll\/ﬂ)L({Pr(abcxyzlQh)}f’cj]y’,’zC ) is equal to LK,?IS)L when there are no statistical
fluctuations in the observed behaviour due to finite statistics. However, this is not
always realistic, so we must introduce a parameter Ar(n) > 0 which is a function
that depends on the number of rounds, n, and allows us to relate the quantities via

b,
Ll‘\’}[’]S)L + Af(n) > LvprL({Pr(abexyzl Op))yyz ). We note that Ag(n) can be computed
using an appropriate concentration inequality. Combining all of the above discus-

sion, we obtain the bound

LnpL(Pos) + Ap(n)

L({Pr(abelxyz, Qp))40¢) <
Yo 83 -0

Ly . (6.12)

where we call L, the adjusted losing probability. Thus, we have bound the required
hypothetical Bell inequality value based on the observed MDL inequality, allowing
us to replace the constraint Lypy ({Pr(abcxyz, Qh)}f(jgjzc) = LK/‘I’]S)L in the optimisa-
tion (6.10) by the bound from Equation (6.12). The resulting guessing probability

(for two outcomes), derived in [187], is expressed as a function py(-) of Ly,

1420, + \BL,(I-4L,) ifLy< 1,

pe(Lp) < (6.13)
liag ifL<r, <1
2 b 16 =4~b =73

Due to setup symmetries, this guessing probability applies to all input triples xyz.

The min-entropy of the outcomes is thus bounded as

Heo(ABClxyz, E,h) = ~10g( pauess(ABClxyz, E, h)g)

> —log(pg(Lp)) =: Hoo(Lp) - (6.14)

We now evaluate how this randomness accumulates through multiple rounds of the

data collection process.

6.2.6 Identical and independent rounds

The first scenario we consider assumes that each round of interaction with the quan-

tum device is identical and independent of the others. This scenario helps explore
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the protocol’s ultimate limits, as results in more general settings often converge to
those in the IID setting as n — oo [141]. In this setting, the global quantum state
describing the joint system of the adversary and the quantum device (see Figure 6.3)

over n rounds is structured as

PABCE = (oace)™ (6.15)

where ®n denotes the tensor product of n copies, and the systems across n rounds
are in bold. We assume no knowledge of o 4pcE, only that such a state exists and
this decomposition holds. Similarly, measurements on Alice’s device are structured
as (MZ'X)QZ’”, with the same assumption for Bob and Charlie’s measurements. These
conditions mean that the losing indicator results, /y,/y,..., used to compute L; and
the outcomes of each party (i.e. ag,ai,... for Alice) are all IID. In the large-n limit,
the probability peuess(ABC|Xyz, E, h)g of guessing the outcomes ABC generated by
n uses of the quantum device is simply the product of the guessing probabilities

Psuess(ABC|xyz, E, h) of the outcomes generated at each round

n
PIPI] = Puess(ABCIXYZ E.)g = (Pases(ABClyz. E:)g) - (6.16)

Using the single-round bound from the previous section, we have that

n

< (petn))
(6.17)

n
PP = (Paues(ABCIv2. Esho) < (pauess(ABlvz. E. o)
In the large-n limit, this means we can express the total accumulated min-entropy,
for two outcomes per round, as
Heo(ABIXYZ, E, h) > nHeo(Lp) = —nlog(pg(Ly)) . (6.18)

Notably, this bound applies to two outcomes per round, and when L, = 0, the min-

entropy is 2n. Thus, under this assumption and considering only two outcomes per
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round gives a min-entropy rate

Hoo (AB|xyz, E, h)

1
ap = o 27 log(pg(Lp)) - (6.19)

Assuming the quantum device operates identically and independently at every
round may be reasonable in some cases, for example, if the device provider is trusted
and the device operates at low speed. However, it is generally quite a restrictive

assumption.

6.2.7 Memory based quantum attacks (MBQA)

To generalise the security proof, we use the framework from [188, 141, 82], and
apply the entropy accumulation theorem (EAT) [153]. This approach relies on a
reduction to the single-round quantities introduced in Section 6.2.5, where the total
entropy accumulated over n rounds is derived from single-round quantities with
an added penalty term. It is important to note that not all structure is lost. The
interactions with the quantum device occur sequentially, and to apply the EAT, the

experiment and protocol must satisfy certain conditions [188, 141]:

1. The outputs {A;B;Ci}icz,, the inputs {X;Y;Z;};c7, (which are leaked to the ad-
versary, since the SV source is understood to be public) and the losing condi-
tion evaluated at each round (6.6), {L;};cz, are all finite-dimensional classical
random variables.

2. Ateach round, the losing condition /; (6.6) can be evaluated from the classical
outcomes a;, b;, ¢;, X, yi, i, without altering the underlying state.

3. For all i, the following Markov condition holds:

I(Ai-1,Bi-1,Cio1 1 X, Y, Zi)Xi-1, Y i1, Zi-1 ,E) (6.20)

where 1(-) is the mutual information function, A;_; denotes the sequence of
inputs Ag,...A;—1 and similarly for B;_;,C;_1,X;_1,Y;-1 and Z;_;. This con-
dition implies that the inputs X;,Y;,Z; in round i reveal no additional infor-

mation about previous outcomes beyond what is already known with the past
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inputs and the adversary’s system E (conditioned on the information 4). In
other words, the inputs in round i are independent of all previous outcomes,

given all prior inputs and the adversary’s system E.

These conditions are reasonable in certain experimental scenarios, such as when
the imperfect RNG cannot adapt its behaviour based on the outcomes of the quan-
tum device. Assuming these conditions hold, the EAT can be applied, and so we
now compute the necessary quantities. For details on these computations and their
relevance, see [82, Theorem 33]. The derivative of the single round min-entropy

Heo(Lp) = —log( pg(L;,)) with respect to the MDL inequality value LK,‘I’IS)L is

dHeo(Lp)  dHoo(Lp) dLp

obs obs
difey,  dbe diygy,
., V3(1-8Ly)
24/L,(1-4Ly) 1 1
< =
— } InQ@)(§+2Ly+ V3L, (T-4L)) 8(1—06)> Ly <75 - (6.21)
-4 1 P | 1
if 16 < Lh < 3

In(2)(5+4Ly) 8(3-6)>

where L is given in Equation (6.12). Define the min-tradeoff function fi,;, as

HOO(Lb) if Lb = Lcut 5
fmin(Lb’ Lew) = dH ‘ (6.22)
HOO(Lcut) + (Lb - Lcut)dLo—bosc Lol if Lb < Lcut P
MDL | Lp=Lcut

with L.y as a degree of freedom to be optimised. The total conditional smooth min-
entropy’ accumulated in outputs ABC over n rounds, following [82, Equation 33],

is then

(6.23)

L b b
HY,(ABC|(xy2)", E.h) > nmax (fmm@b,Lcuo - M) ,

\n
where « is a smoothing parameter and egat € (0, 1) is a security parameter related
to the entropy accumulation step failing, which is discussed in more detail in Sec-

tion 6.3.3. The penalty term v(Ly, k, egaT) 1s computed as (from [188, Lemma 10],

3The smooth min-entropy of a quantum state p4, denoted HE,(A), is defined as HE (A), :=
maxsesr(p) Hoo(A)s Where B“(p) denotes all density operators g, that are x-close to pa in terms of
trace distance.
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see also [82, Claim 1])

dHeo(Lp)
(Leus k- €ear) = 2(l0g(17) +[|[ === | y/I-2log(kezar) .  (6.24)
dLMDL Lp=Lcut
where % | is the maximum value of |%|, achieved at L. The total
dLyp Lp=Lcut dLypL

conditional smooth min-entropy, Equation (6.23), can be loosely interpreted as the
single round IID case, fiin(Lp, Lcur), With a penalty term V(LL\/’;EAT) to account for
general adversary attacks and memory effects in the device. We note that the min-
tradeoff function can be based on the von Neumann entropy; however, we use min-
entropy as a lower bound due to its analytic expression, which enables a closed-
form derivative in Equation (6.21). Substantial improvements may be possible by

working directly with the von Neumann entropy (see Open Problem 13).

The min-entropy rate, the average min-entropy per bit, of the 3n-bit outcome

string produced by the quantum device across the n rounds, is

HS (ABC|(xyz)*,E,h) 1 v(Lp, K, €EEAT)
3ny > grgif( fmin(Lb»Lcut)_ %

QMBQA =

) . (6.25)

Due to using the analytic bound on the two-outcome guessing probability, a limi-
tation of our protocol is @mBQA < % This limitation could be removed if the EAT
could be used to calculate the accumulated entropy when considering only two out-
comes (of the three) per round, as is done in the IID case. However, this is currently
not possible as such a protocol would fail to satisfy the three conditions required to

apply the EAT (see the discussion in [189] following Lemma 11.3).

6.2.8 Post-processing randomness

When verification is successful, the final step is to process the raw output into near-
perfect randomness, Equation (1.8). This is accomplished using randomness extrac-
tors for min-entropy sources, as described in Chapter 3. Here, we employ two types
of extractors: two-source and seeded. To ensure security against quantum adver-
saries, it is crucial to use quantum-proof randomness extractors that can withstand

potential quantum attacks. We distinguish between two tasks:
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e Randomness amplification: Random number generation where the user has
access to a private 6 SV source, meaning the outcomes are not known to the
adversary.

¢ Randomness amplification and privatisation: Random number generation
in which the user has access to a public 6 SV source, meaning the outcomes
are known to the adversary after generation but cannot be fully predicted be-

forehand.

For both tasks, we describe the randomness post-processing setup and which ran-
domness extractors we use.

In randomness amplification, illustrated in Figure 6.4, both the output of the
imperfect RNG and the quantum device are assumed to be private. In this protocol,
the outcomes of the quantum device (length n) and an additional bit string from
the imperfect RNG (length n,) are processed by a two-source randomness extractor.
The resulting string of near-perfect and private random bits is then extended using
a seeded randomness extractor, requiring an additional ng bits from the imperfect
RNG.*

For randomness amplification and privatisation, shown in Figure 6.5, the im-
perfect RNG is assumed to be public. In this protocol, the outcomes of the quantum
device (length n1) and an additional bit string from the imperfect RNG (length n;)
are processed by a two-source randomness extractor. Importantly, the two-source
extractor must be strong (in the imperfect RNG) to ensure that the final output is
independent from the public imperfect RNG data. Note that the final output length
can be increased by generating an additional ng bits from the quantum device using
another ng inputs from the imperfect RNG, followed by seeded extraction, as in the
amplification-only scenario.

To ensure practical relevance, randomness post-processing must achieve

throughput rates suitable for real-world applications. For realistic quantum hard-

4If the seeded extractor is strong, the second extraction step can be repeated as needed, allowing
the imperfect RNG to be amplified almost indefinitely. The only restriction arises from an additive
error contribution of each extraction, which must be taken into account when computing the final
security parameter (see [2, Section 3.2] for a discussion on composing extractors).
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Figure 6.4: Randomness post-processing flow for randomness amplification only (label (5)

in Figure 6.1).

iny

Quantum device
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Figure 6.5: Randomness post-processing flow for randomness amplification and privatisa-
tion (label (5) in Figure 6.1).

ware, sensible security parameters typically require at least n ~ 107 rounds to derive
meaningful bounds on the smooth min-entropy using MBQA analysis. Conse-
quently, randomness extractor algorithms with O(nlogn) computation time are
essential. To meet this requirement, we use the extractor constructions from Chap-
ter 3, which leverage the NTT for an information-theoretically secure implementa-

tion with O(nlogn) computation time. These implementations achieve processing
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speeds of several Mb/s on a standard laptop, even with input lengths exceeding

n > 108 bits.

Santha-Vazirani source. As mentioned in Section 6.2.2, we model the imperfect
RNG as a Santha-Vazirani source (6.2) with parameter 6 > 0. Hence, any n bits
r € Z;, generated by the imperfect RNG can be guessed by the adversary with a

probability of at most
psvln] < 2"e1/2+0) (6.26)

Thus, the probability of guessing an n-bit string generated by a Santha-Vazirani
source decreases exponentially with n. The entropy of n bits from a 6 SV source is

Heo(xlh) > —nlog(1/2 +6).

Two-source extractor. Our first extractor, for both tasks, is the Circulant extractor
[2], presented in Section 3. For an n;-bit input source and an ny = n; + 1-bit weak
seed, with min-entropies k1 and k; respectively, and n, = n1 + 1 prime, the Circulant

extractor is a strong quantum-proof (n1,k1,n2, ko, ma, €xx¢) two-source extractor with
my = |k + (ka =) + 210g (6ex) | (6.27)

where e > 0 is the extractor error. We note that this extractor is computable in
O(nylogn) time. For sufficiently large input lengths, ny,n,, this extractor allows to

distil ex¢-perfect randomness roughly when ky + ky > ny.

Consider an example where the guessing probabilities for the quantum device

and SV source are denoted as pp[ni] and psy[n2], respectively, and are defined as
polm] <27, psylna] <271V, (6.28)

for cg,csyv € [0,1]. The min-entropy of each is therefore k; = cp and ky = cgy.

Using the Circulant extractor, the output length my is

my = (cg+csy—1ny . (6.29)
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As a concrete example, if an experiment yields cg = 0.35, and an imperfect RNG

has quality ¢ = 0.036 (corresponding to csy = 0.9), the linear output length is
my = (0.94+0.35-1)n; =0.25n; . (6.30)

We also consider our improved Raz extractor, presented in Chapter 3, which
enables the amplification of lower-quality imperfect RNGs. However, it suffers sig-
nificantly higher entropy loss compared to the Circulant extractor. Since the focus
of this work is on practicality, we use the Raz extractor primarily for comparison

and focus most of the analysis on the Circulant extractor.

Working with smooth min-entropy. When using the EAT, the quantum-proof two-
source extractors must operate on sources with guaranteed smooth min-entropy,

rather than just min-entropy. This is covered by the following lemma.

Lemma 68. Let Ext: Z)' X Z)* — Z! be a quantum-proof (n1,ky,n2,k2,m, €xt) two-
source extractor, x € (0,1], and €] € (0,1). Then, for any Markov source pxyr with

HE,(X|E) > ki —log(er) and Hoo(Y|E) > ks,

1
) lPExtctE — WExtxr) ®PE||, < 6K +2€1 + 2€cx - (6.31)

Similarly, for any strong quantum-proof (ny,ky,n,k2,m, €x) two-source extractor

strong in Y, we have

1
3 lPExtcx.p)YE — WExixy) ®PYE||| < 6K +2€1 + 2€c (6.32)
and likewise for extractors strong in X.

Proof. The proof follows from [62, Lemma 17], relying on two adapted results:
(1) the existence of a subnormalised Markov source oxyg with Heo(X|E) > k; and
Ho(Y|E) > ky, which is 3k + €)-close (in trace distance) to the original state, which
can be shown analogously to [62, Lemma 18]; and (ii) applying [62, Lemma 37] to

bound the extractor’s trace distance when a subnormalised state is used as input. O
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Seeded extractor. Our second extractor is an explicit implementation of the
quantum-proof extractor ‘fr2 g’ due to Hayashi and Tsurumaru [5, Section V.B].
This construction was originally developed for quantum key distribution protocols,
but some adaptations make the work applicable (and very useful) in our settings.
For an ng-bit source and a seed of length my = ng —mg, the Hayashi-Tsurumaru
fr2.r extractor (which we will refer to as simply the Hayashi-Tsurumaru extractor)

is a strong quantum-proof (ng, ks,m>,ky = my, mg, €5 ) seeded extractor, with

) _mﬂ , (6.33)

mg = ks +2logeg —log{ o

where €5 > 0 denotes the extractor error. This leads to linear output rates as long as

the guessing probability of the source is of the form
pslns] <27, (6.34)

for some a € (0, 1]. Conveniently, this is essentially the form of the guessing prob-
ability of a & SV source, given in Equation (6.26). For a source satisfying the

condition in Equation (6.34), the extractor output mg can be written as
mg = (c—Dmy, (6.35)

where c is an integer satisfying 1 < c¢ < Lﬁj, and the error is given by
es <2 T N (6.36)

Note that condition (6.35) requires @ > 1/2 (which, for SV sources is roughly
0 < 0.207), so the extractor only works for sources that are already sufficiently un-
predictable. This extractor can be implemented with quasi-linear computation time
O(ng logng) using the NTT procedure described in Section 2.3, as outlined in [17,
Appendix D]J.

As a concrete example, if my = 10* and @ = 9/10, then ¢ < 10, and for ¢ = 9, the

output length is mg = 8my with an error eg < 107150, While other seeded extractors
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discussed in this work could be used, this extractor is particularly effective for high-

quality imperfect RNGs (i.e., with ¢ close to 0), as the seed length is my = ng/c.

Working with near-perfect seeds. When performing seeded extraction using the
output of a two-source extractor as a seed, the quantum-proof seeded extractor must
operate with a seed that is e¢-close to perfectly random, rather than perfectly ran-

dom. This scenario is encompassed by the following lemma.

Lemma 69. Let Ext : ZJ' X Z)> — Z' be a quantum-proof (n1,ki,n2,k = np,m, es)
seeded extractor. Then, for any source pxyr = pxe ® py with Ho(X|E) > k1 and

HE(YIE) = na,
1
5 ||pExt(X,Y)E — WEx((X,Y) ®PE||1 < €5 +€ext - (6.37)

Proof. This is a special case of the result in [190, Appendix A], setting the number

of seeded extractions (denoted ¢ in [190]) to 1. O

6.3 Protocol and concrete numerical examples

This section presents the full protocol, integrating the steps from the previous sec-
tion and illustrating the results achievable with our protocol through numerical ex-

amples. Our protocol can be used in two distinct ways:

(a) With a public imperfect source of randomness, generating a €zc-secure output
—randomness amplification and privatisation.
(b) With a private imperfect source of randomness, generating a €gc-secure out-

put — randomness amplification only.

6.3.1 Steps of the protocol

Our full protocol is summarised in Figure 6.6. Following [82], we consider an
expected adjusted losing probability, denoted L, which is set by the user at the
start of the protocol. If the input-output statistics produced by the quantum device
during the protocol satisfy L; < L, post-processing is performed and a final output

is produced; otherwise, the protocol aborts. If the protocol does not abort, the min-
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entropy of the quantum device outcomes is computed using Lj, resulting in a fixed

output length corresponding to the chosen value of L.

RANDOMNESS AMPLIFICATION AND PRIVATISATION PROTOCOL

1. Set parameters: Define n (total rounds), L;, (expected adjusted losing
probability) and €. > O (tolerable error).

2. Data collection: For each of the n rounds:
2a. Generate 2 bits x,y with the imperfect RNG of quality ¢ as defined in
(6.2).
2b. Drive the quantum device with settings x,y,z = x@y and collect the 3
output bits a, b, c. Record the 6 bits for each round.

3. Randomness certification:
3a. From the recorded data, compute the adjusted losing probability L; with
Equation (6.12).
3b. If the adjusted losing probability L, < Ly, proceed to randomness post-
processing; otherwise, abort.

4. Randomness post-processing:

4a. Collect outputs a,b,c for each of the n rounds (if the device is IID,
collect only a, b each round).

4b. Send this bit string of length 3n (2n if IID) to the strong Circulant two-
source extractor along with a fresh 3n + 1-bit (or 2n + 1-bit) string from
the imperfect RNG. The two-source extractor outputs an my-bit string
of secure random numbers as defined by Equation (6.1).

4c. (Randomness amplification only) Extend the my-bit string using the
quantum-proof Hayashi-Tsurumaru [5] seeded extractor, using a new
string from the imperfect RNG. The seeded extractor output is an mg-
bit string (mg > my) of secure random numbers.

Figure 6.6: Randomness amplification and privatisation protocol.

6.3.2 List of assumptions

For clarity, we collect a list of all the assumptions needed to run our device-

independent randomness amplification and privatisation protocol.

1. The devices and adversary operate according to quantum theory.
2. The classical computer used (see Figure 6.1) is trusted and functions correctly.
3. The user’s facility in which the protocol is run is shielded from the outside,

in particular, it does not signal to Eve.
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4. The quantum device is made of three separate parts that do not exchange
information during a round of the experiment (see Figure 6.3).

5. The adversary only holds classical information 4 about the imperfect RNG,
that is a 6 SV source.

6. For randomness amplification only, the output of the imperfect RNG is as-
sumed to be private. For randomness amplification and privatisation, the out-
put of the imperfect RNG may be public (i.e. known to the adversary).

7. The conditions for the EAT, listed in Section 6.2.7, hold. In particular, for all

i, the following Markov condition holds:

I(Ai-1,Bi-1,Ci1 : X3, Y3, ZiXi-1, Y1, Zi-1, E) (6.38)

where I(-) is the mutual information function, A;_; denotes the sequence of
inputs Ag,...A;— and similarly for B;_{,C;_1,X;_1,Y,—1 and Z;_;.
8. If the devices running the Bell test are later re-used, they do not leak any

relevant information about previous protocols that were run on them.

We note that without Assumptions 2 and 3, no cryptography would be possible.
Assumption 1 has been generalised in some works [81, 161, 162] to adversaries
who are not necessarily constrained by the laws of quantum mechanics, at the cost
of a substantial reduction in protocol efficiency. Assumptions 4, 5, 6, 7 and 8 are

related to our specific setting and are necessary to obtain security.

6.3.3 Security analysis: putting everything together

We now combine the statistical analysis of the quantum component with the clas-
sical post-processing to present a complete security analysis. In the MBQA case,
the n-round Bell test using 2n bits of imperfect randomness, as described in Sec-
tion 6.2.4, guarantees that for any smoothing parameter « € (0, 1) and entropy accu-
mulation security parameter egat € (0, 1), the protocol either aborts with probability
at least 1 — egar or the 3n outcomes from the quantum device have xk-smooth min-
entropy at least k’l( = 3ampQan (see [82, Theorem 4]). If the protocol does not abort,

the randomness post-processing in the MBQA setting is performed as follows.
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e The quantum device outputs 3n bits with k-smooth min-entropy rate ampQAa.
as given in Equation (6.25) and denoted [3n, k,k7 = 3ampan].

e From the imperfect RNG, obtain 3n + 1 bits with a min-entropy rate asy,
denoted by [3n+ 1,0,k = asv(3n+ 1)]. Here, agy = —log(% + 5), where 6 1s
the SV source parameter (Equation (6.2)).

e The strong quantum-proof (3n,k1,3n+ 1, k>, mo, €:x;) two-source extractor Cir-
culant, presented in Section 3.3, with output length my (6.27), is applied to
the source [3n,k, k%] (in the smooth min-entropy form of Lemma 68) and the
(weak) seed [3n+1,0,k2]. Note that the extractor is strong with respect to the
imperfect RNG, and 37n + 1 must be prime (a list of such numbers is provided
in Appendix A).>

e The output consists of m, bits of randomness with security parameter ¢, de-
noted [my, €], where m, depends on min-entropy of the inputs and the tolera-
ble error € > €2 = 6K+ 2€] + 2€4¢. We note that €; and « are free parameters

that can be optimised over to maximise randomness generation rates.

Putting this all together, the two-source extractor output length m; is given by
my = k1 + (kp —3n—1)+ 2log (€ext) ], (6.39)

with total error € = 6k +2€] + 264 as in (6.31). Applying MBQA statistical analy-
sis, we compute k| = k’f —log(er) where k’l‘ = 3nampQa from Equation (6.25). From
(6.2), ko = asy(3n+1) with agy = —log(% + 5). The optimal output length m, for a

given security parameter €., 0, and expected adjusted losing probability Ly, is

opt F _ —
M\ poaLbr €ec) = max. L(3n+ I)(asy — 1) +log (€1) + 210g (€ext)
s.t. 6K+261 +2€extSEsec
and egaT<€gec

I,

V(Lp, K, €EAT) )

i

+nmax ( Fonin(Lpy Leut) —

cut

(6.40)

>We note that 37+ 1 cannot be prime, as it is even by definition. Therefore, a slightly longer seed
length, 3n + ¢, must be used for an integer ¢ > 1. The output from the quantum device should then
be padded with ¢ — 1 fixed bits to match the required seed length.
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with v(Lp,k, egat) as in Equation (6.24), Ly > L;, and fyuin(Lp, Lew) from Equa-
tion (6.22).

To ensure the protocol satisfies the security condition in Equation (6.1), two
cases must be considered: (1) when the protocol aborts with probability less than
1 — egar, and (2) when the protocol aborts with probability greater than 1 — egar.
In case (1), the security condition in Equation (6.1) is trivially bounded by egar,
as the trace distance is always at most 1. In case (2), the security condition in
Equation (6.1) is bounded by €, which limits the trace distance term while ensuring
the probability of not aborting is at most 1. Since the conditions egaT < € and
€ < € are incorporated into the output length expression in Equation (6.40), the

protocol satisfies the security condition in Equation (6.1).

In the IID case the n-round Bell test using 2 bits of imperfect randomness (see
Section 6.2.6), produces 2n bits (since only 2 outcomes per round are recorded),
with at-least min-entropy k; = 2aqpn from Equation (6.16). All subsequent steps
for randomness post-processing are the same as in the MBQA case, except that
2n bits are used from the quantum device instead of 3n, k; = 2naqp replaces k’l‘ =
3namBQa, and €1 = k = 0. This results in the optimised output of the quantum-proof

Circulant extractor by setting €ex; = €gec, gIVINg
Mo Ly €sec) = L2n+ D(asy — 1) +210g (eec) — nlog(pe(Lp))] (6.41)

Randomness amplification only. In the case of randomness amplification only, a

seeded extractor is added, as illustrated in Figure 6.5, and is performed as follows:

e From the previous post-processing, we obtain my bits of randomness with
security parameter e, denoted [m», 2], using a two-source extractor.

e An additional ng bits are generated by the imperfect RNG, with min-entropy
rate asy, denoted [ng,0,ks = asyns].

e The Hayashi-Tsurumaru quantum-proof (ngs,ks,ma,ky = mo,ms,€s) seeded
extractor is applied to the source [ng,0,ks = asyns ], using the output of the

two-source extractor as a seed, [m2,€e]. This process produces mg output
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bits with a combined security parameter of e + €5, denoted as [mg, e + €51,

where Lemma 69 is used to account for the €g-perfect seed. Recall that mg =

1
l-asy

(c—1)my, where 1 <c < | | is an integer, and the security parameter

1+c(a-1)

satisfies eg <2772 c—1.

This setup allows achieving mg > my in the final output [mg, e + €s], where mg
can be optimised such that &, + €5 < €. This step can be repeated if the extractor
is a strong seeded extractor, giving a final output of [tmg, e +teg], where 7 is the

number of repetitions (for a proof, see [190, Appendix A]).

6.3.4 Efficiency of the protocol

The protocol efficiency, Reg = %, represents the relative output length per use of the
quantum device. The derivation and formula for m; are provided in Equation (6.40)
in the case of MBQA, whilst the IID case follows from using Equation (6.41) with
the min-entropy (6.18) for 2 outcomes per round. For simplicity, we set the secu-
rity parameter e < 2732 ~ 10719 and penalty term A f(n) =0, as Ag(n) decreases

exponentially with n.
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Figure 6.7: The protocol efficiency Reg = % at the output of the Circulant two-source ex-
tractor as a function of the observed Mermin value M, for differing qualities
of imperfect RNG (). Left: MBQA with n = 10® (solid lines) and n = 10'!
(dotted lines). Right: IID in the asymptotic limit (n — o0).

The efficiency Reg as a function of My is shown in Figure 6.7. To summarise
the quality of randomness, 6 = 0 corresponds to a perfectly random source, while

the values ¢ quantify the predictability of the RNG output as follows:

e §=0.05: ~ 86% random,
e 0=0.1: = 74% random,
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e 0=0.2: ~ 51% random.

Appending a seeded extractor. If the protocol is used for randomness amplification
only, (i.e. the imperfect RNG is private), a seeded extractor can be used to extend
the output length after two-source extraction. If the Hayashi-Tsurumaru extractor
is appended, using Equation (6.35), one can obtain mg = (¢ — 1)my bits where 1 <

l+L‘(a/sv—l)

c< Ll—éSVJ with error €5 + €, where g <277 2 Vc—1. These improved

efficiency rates, denoted R are presented in Figure 6.8.
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Tsurumaru seeded extractor as a function of the observed Mermin value My

for differing qualities of imperfect RNG (). Left: MBQA with n = 108 (solid
lines) and n = 10! (dotted lines). Right: IID in the asymptotic limit (7 — o).

6.3.5 Maximum ¢ that can be amplified

Figure 6.9 compares the maximum amplifiable ¢ as a function of the observed Mer-
min value for the Circulant two-source extractor (the one used in our protocol) and
the improved Raz extractor [1] presented in Section 3.3. For simplicity, we set
the security parameter €. < 2732 210719 and penalty term A¢(n) = 0, as Ar(n)
decreases exponentially with n.

In the IID case, full amplification and privatisation is achievable with the Cir-
culant extractor, while in the MBQA case, amplification is capped at 6 ~ 0.3. This is
because the min-entropy rate of the outputs from the quantum device in the MBQA
analysis is bounded by 2/3 (instead of 1). Raz’s extractor shows interesting plateau
behaviour, which happens as one source’s min-entropy rate must always exceed 0.5.

The imperfect RNG satisfies this criteria until 6 < 0.207, at which point the quan-

tum output must replace the imperfect RNG as the source whose min-entropy rate
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Figure 6.9: The maximum ¢ that can be amplified as a function of the observed Mermin
value M,ps for Circulant (solid lines) and our improved Raz’ construction [1]
(dotted lines). Left: MBQA with n = 10'!. Right: IID rounds in the asymptotic
limit n — oo.

exceeds 0.5 — which is achieved only when My is close to its maximum value of
4. While the Raz extractor allows amplification of a lower maximum 0, its short
output length (see Theorem 52) is the reason we focus our protocol on the Circulant

extractor.

6.4 Conclusion and discussion

We have presented an end-to-end protocol for device-independent randomness am-
plification and privatisation, optimised for real-world quantum devices in terms of
setup, parameters, randomness post-processing, and statistical analysis. The Bell in-
equality we use, although requiring an additional party compared to [82], provides
increased noise tolerance. The randomness post-processing was specifically tailored
for the task of randomness amplification (and privatisation), utilising the Circulant
two-source extractor (described in Chapter 3) and the Hayashi-Tsurumaru extrac-
tor [5]. For these extractors, we introduced methods that enable quasi-linear com-
putation time while preserving information-theoretic security, allowing the post-
processing to run efficiently on a standard personal laptop — even for the large block
sizes required for device-independent protocols secure against MBQA.

Our protocol achieves generation rates that are essentially linear in the num-
ber of rounds. Additionally, for randomness amplification, appending the Hayashi-
Tsurumaru extractor significantly enhances the efficiency rate, which can become

arbitrarily high for sufficiently high-quality imperfect RNGs. As a result, after an
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initial latency, the protocol’s output speed becomes linear in the speed of the imper-
fect RNG rather than that of the quantum device.

In the context of resource-efficient quantum cryptography, we presented a pro-
tocol for high-security randomness generation that can be implemented on near-
term devices. By avoiding randomness expansion, the protocol requires only im-
perfect input randomness; where each bit is somewhat unpredictable and optionally
public. Additionally, we derive and implement quasi-linear computation time clas-
sical post-processing, unlike existing protocols for randomness amplification (and
privatisation). Following our work, a number of future research directions can be

considered.

Open Problem 13. When computing the entropy accumulated by the protocol, we
used the guessing probability for two outcomes for convenience. However, this
likely incurs a significant penalty in the amount of certifiable entropy. It would be
interesting to evaluate the rates without relying on this lower bound; for example,
by solving the optimisation problem for the full three-outcome guessing probability
directly, or by constructing a min-tradeoff function using the von Neumann entropy

within the entropy accumulation framework.

Open Problem 14. It would be interesting to apply the generalised entropy accu-
mulation theorem [191] to the setup for randomness amplification, as this could
reduce the required assumptions. Similarly, it would be interesting to apply and
compare with the quantum probability estimation framework [192], which may of-

fer improved finite-size performance.

Open Problem 15. In this analysis, we consider using the Circulant extractor and
improved Raz’ extractor [1], both presented in Chapter 3. It would be interesting to
perform this analysis using other extractors, for example, the asymptotically optimal

(in terms of the required min-entropy of each input) two-source extractor from [59].

Open Problem 16. In our protocol, we assume that the imperfect RNG satisfies
a Santha-Vazirani condition. This is a relatively strong assumption, as it requires
every bit of the source to contain some randomness. It would be valuable to de-

velop protocols that retain the practicality of the one presented here while relying
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on sources less structured than Santha-Vazirani. We have results that present a prac-
tical protocol based on a somewhere Santha-Vazirani source, where only a subset of
the output bits satisfy a Santha-Vazirani condition at unknown positions. However,
exploring practical protocols that work with even weaker imperfect RNGs, such as

min-entropy sources, remains an interesting direction for future work.

Open Problem 17. There are a number of assumptions required to perform the
protocol, for example, those required to employ the entropy accumulation theorem
or to use quantum-proof two-source extractors in the Markov model. It would be
interesting to see if these assumptions could be relaxed, and what the limit of these
assumptions could be whilst retaining a practical protocol; for example, by using

the seedless extractors for Bell inequality violating sources presented in Chapter 4.



Chapter 7

Semi-device-independent
implementation on quantum

computers

In this chapter, we implement the randomness amplification and privatisation pro-
tocol from Chapter 6 on currently available ion-trap and superconducting quantum
computers. We demonstrate that these devices, with additional assumptions, can
achieve randomness amplification and privatisation in a semi-device-independent
manner! — and achieve randomness generation speeds of up to megabits per second.
Notably, the techniques presented in this chapter enable our protocol to be adapted
for use on devices incapable of performing a loophole-free Bell test [184], thereby

making the protocol more experimentally accessible.

To implement our protocol with an imperfect RNG with ¢ > 0, a realistic num-
ber of experimental rounds and achieve high generation rates, a high Bell inequal-
ity violation relative to the algebraic maximum is required. Ideally, this would be
achieved using a quantum device capable of performing a loophole-free Bell test
[184]. However, such devices are challenging to construct and currently offer low
randomness generation speeds and small Bell inequality violations. Quantum com-

puters cannot perform a loophole-free Bell test due to the locality loophole, but

IThis notion of semi-device-independence differs from the standard definition, which typically
refers to a prepare-and-measure scenario.



174

they offer promising features, especially those based on superconducting circuits
[193] and ion traps [194]. Both ion-trap and superconducting devices avoid the de-
tection loophole [195], and ion-trap devices are noted for their minimal crosstalk
(undesired signalling effects in which one circuit or channel affects another circuit
or channel) [196].

If a quantum device is trusted but noisy and/or uncharacterised, we find that
these devices can reliably perform Bell tests and thus run our protocol. More-
over, by optimising the circuit implementation for each specific device, we achieve
high Bell inequality violations across all tested quantum computers. Notably, the
Quantinuum and Alpine Quantum Technologies (AQT)/University of Innsbruck
(UIBK) devices achieved the highest observed Mermin inequality value, My, ~ 3.9,
while IBM’s ibmgq_toronto achieved Mps = 3.62. All these values surpass the pre-
viously known maximum of M, = 3.57 reported in 2006 [197].

As a consistency check, we perform statistical testing on the randomness pro-
duced by our protocol implemented on quantum computers. From a statistical per-
spective, we show that our protocol successfully amplified randomness from a range
of imperfect sources. Without amplification, some of these imperfect RNGs fail
common statistical tests; however, after applying our protocol on quantum comput-
ers, they pass, highlighting the protocol’s effectiveness in improving randomness
quality.

Before presenting our results, we first analyse the performance of our protocol
on an ideal device and on a device achieving the previous highest Mermin inequality

violation of 3.57 from [197].

On an ideal quantum device. This scenario would involve achieving My,s = 4,
which is impossible in real-world conditions but provides valuable insight into the
protocol’s theoretical limits. Under these ideal conditions, amplification and pri-
vatisation could be performed with an imperfect RNG up to 6 — 0.5 (IID setting)

and 6 — 0.3 (MBQA setting)?, achieving protocol efficiencies of up to Reg = 200%

ZWith our improved Raz extractor, achieving 6 — 0.5 is possible in the MBQA setting (see Sec-
tion 6.3.5). However, since this section focuses on achieving high efficiency rates, we limit our
analysis to the protocol using the Circulant extractor, as it typically produces substantially longer
output lengths.



7.1. Implementation on quantum computers 175

(i.e. producing 2 output bits per use of the quantum device), depending on the num-
ber of rounds n and the value of 6. For the task of randomness amplification alone,
the Hayashi-Tsurumaru extractor could be appended to achieve arbitrarily high ef-
ficiency rates R, provided the imperfect RNG is of sufficiently high quality (i.e. ¢

is sufficiently small).

The previous highest violation of the Mermin inequality. The highest Mermin
value reported in the literature is Myps = 3.57, dating back to 2006 [197]. Using
this value with our protocol, an imperfect RNG with ¢ < 0.096 can be amplified.
The protocol achieves an efficiency of up to Reg ~ 39% for 6 = 0.05, depending on
the number of rounds and whether the IID assumption is applied. For the task of
randomness amplification alone, this Mermin value results in an enhanced efficiency

rate of up to R ~ 2.73% with 6 = 0.05.

7.1 Implementation on quantum computers

In this section, we implement our protocol on quantum computers and present our
experimental results. In order to do this, we first analyse the validity of using quan-

tum computers for performing Bell tests.

7.1.1 Quantum computers for Bell experiments

Quantum computers are not specifically designed to run Bell tests and, in partic-
ular, permit the so-called locality loophole. In a loophole-free setup, qubits are
isolated and the experiment is synchronised to prevent communication between
parts of the device during a round. In contrast, quantum computers may not iso-
late qubits, allowing for a type of signalling known as crosstalk. This signalling, if
sufficiently strong, can produce statistics that violate Bell inequalities without quan-
tum resources [198, 199]. As signalling cannot be excluded, the following condition

must be met:

The quantum computer must be trusted, meaning it is non-malicious and de-
signed to faithfully attempt to implement any circuit it receives, albeit with

noise or imperfections.
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If this condition is not satisfied, the user cannot guarantee that a quantum device
performed the Bell test, as any input-output statistics can be replicated by a classical

simulator with access to all three inputs.

Moreover, since signalling effects can increase the observed Bell inequality vi-
olation [198], the amount of signalling must be estimated and its potential impact
addressed. Several methods have been developed to estimate and account for (lim-
ited) signalling effects in Bell experiments. For example, some approaches allow
local measurements by each party to have a bounded effect on both systems [200],
or permit limited classical communication between parties [198]. In [17], we pro-
pose a method to address specific signalling effects that occur with fixed probability
or in a certain proportion of the experimental rounds — a setting that is particularly

well-suited to ion-trap quantum computers (see [17, Appendix F]).

7.1.2 Implementing the Mermin Bell test

To use quantum computers for the Bell test used in our protocol (Equation (6.4)),
we implemented circuits that prepare the three qubit Greenberger-Horne-Zeilinger

state [201]

IGHZ) = %(|000>+i|111)), (7.1)

where each qubit represents one of the parties Alice, Bob and Charlie. This state
is measured using the Pauli X or Y operators on each qubit, determined by the
inputs: input O corresponds to a Pauli X measurement, and input 1 to a Pauli Y
measurement. These states and measurements enable a simple circuit implemen-
tation, allowing for high Bell inequality violations (see an example in Figure 7.1).
On each device, we perform circuit and qubit optimisation to achieve the best pos-
sible results. Specifically, we convert the state preparation and measurements into
the device’s native gate set with a minimal number of single- and two-qubit gates
and performed the experiment using the three qubits with the lowest error rates for
our particular circuit (when the device offers more than three available qubits). It

is important to note, however, that we do not perform full circuit optimisation. In-
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stead, we optimise state preparation and measurement separately, as indicated by
the barrier in Figure 7.1. This approach ensures a clear distinction between the
state preparation and measurement steps. In each round of the experiment, the state
preparation remains fixed while the measurement bases vary, determined by the

inputs for that particular round.

Superconducting quantum computers. Superconducting quantum computers use
qubits made from superconducting materials cooled to extremely low temperatures.
These materials make up circuits that allow for the control of qubits and the fast
manipulation of quantum information (see, e.g., [202] and [193]). These qubits
are attractive because of their speed, scalability, and compatibility with current fab-
rication technology. For our experiments, we use the superconducting quantum
computers on IBM Quantum Services. We optimise physical qubits and gate imple-

mentation using the t|ket) compiler [4].

State Preparation
0 {1 {s——s

— o o
[0) ‘ H

Pre-compilation X
ql0] 10) —{Usx
qlt) |0y —{U3s] ‘ U3y
a2 10 ‘ Usx
a3] 10)
qa[4] 10)

Post-compilation

Figure 7.1: Left: One of the four circuits, representing the inputs xyz = 011, for the IBM
quantum computers before (top) and after (bottom) compilation with tlket) [4].
State preparation (within the dashed box) is the same across all circuits, while
measurements vary based on the inputs x,y,z. Right: Physical layout of qubits
on IBM ibmgq_ourense and ibmq_valencia.

Example circuits for ibmq_ourense and ibmgq_valencia are shown in Figure 7.1
(left), before circuit optimisation (top) and after (bottom). The layouts of these
devices are shown in Figure 7.1 (right). After qubit optimisation, the process of

selecting qubits and qubit pairs with the lowest error rates, qubits 0, 1, and 2 (from
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right of Figure 7.1) were chosen for circuit execution on both devices. At the time
of execution (2020-2021), the IBM Quantum Services quantum computers operated

at a fixed repetition rate of 2 x 103 circuits per second.

Ion-trap quantum computers. [on-trap quantum computers use ions confined in
electromagnetic traps as qubits, where quantum information is encoded in stable
internal states of each ion (see, e.g., [194] or [203]). These qubits are attractive
because of their high gate fidelity, low crosstalk and long qubit coherence times
which are less prone to environmental noise. For our experiments, we used the
ion-trap quantum computers from Quantinuum and AQT/UIBK. The circuit opti-
misation was performed manually for those from Quantinuum and for AQT/UIBK,
the provider performed the optimisation. At the time of the experiment (2021),
the Quantinuum devices executed roughly 13 circuits/second and the AQT/UIBK

device 40 circuits/second.

7.1.3 Checking the no signalling condition

The no-signalling condition is, informally, that the input received by one party in
the Bell test does not affect the output of any other party. Mathematically, for a
probability distribution {Pr(abclxyz)}ijf,’g associated to Alice (denoted A) Bob (de-
noted B) and Charlie (denoted C) performing a Bell test, the no-signalling condition

from A to B says that

Z Pr(abc|Oyz) = Z Pr(abc|lyz) (7.2)
a,c,z a,c,z
for all » and y. For quantum computers, signalling effects may occur and we want
a method to estimate their intensity. The no signalling condition can be modified to

act as a signalling measure, defined as

S?;B({Pr(abclxyz)}i;’y’;; )= Z(Pr(abcl()yz) — Pr(abx|1yz))

a,c,z

; (7.3)

A—B

by = 0 for all b and y if there is no signalling from A to B. We call this

where s

measure the signalling quantifier. There exists a signalling quantifier for any pair
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of parties and any of their corresponding input-output combinations. We denote the
family of these by

557" ({Pr(abelxy2)} 4w (7.4)

where y € {(a, x),(b,y),(c,z)} represents any input-output tuples for combination of
a,b,c,x,y,z€Zy and v,V € {A, B,C} label the qubits, with v #v’. Using this measure,
one can experimentally estimate the intensity of signalling effects in an experiment,
for example, by computing the maximum signalling quantifier

A= max s ({Pr(abelxy2)}0) . (7.5)
DAY e

7.1.4 Experimental results

Our experimental results for observed Mermin values, maximum amplifiable ¢, and
protocol efficiencies, are summarised in Table 7.1. All experiments were performed
between 2020 and 2021. The number of experimental rounds for each device was:
n=6x10* for AQT/UIBK, n = 4 x 10* for Quantinuum H1, n = 3 x 10* for Quantin-
uum HO, and n = 107 for each IBM device. Note that significantly fewer rounds
were performed on the ion-trap devices compared to the superconducting devices,
due to slower circuit speeds. The maximum amplifiable 9, the efficiency rate and en-
hanced efficiency rate are computed using n = 108, € <2732, A r(n)=0,6=0.05,
MBQA and assuming any signalling effects are negligible. The efficiency Ref = =*
represents the output length of the two-source extractor relative to the number of
quantum device uses and the formula for m; is provided in Equation (6.40). The
efficiency R, = st represents the output length of the seeded extractor relative to
the number of quantum device uses and mg = (¢ — 1)my, where c is an integer related
to 0 computed in Section 6.2.8.

On IBM’s superconducting quantum computer ibmgq_toronto, we observed a
Mermin value of My = 3.62. In the MBQA setting described above, this corre-
sponds to a maximum amplifiable RNG quality of ¢ < 0.073 and protocol efficien-

cies for 6 = 0.05 of Reg = 26% and Rzﬁ = 181%. As expected, on ion-trap devices,
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Results from quantum computer implementations
Device Type M b max o Refr RZH
AQT/UIBK Ion-trap 3.9 0.120 0.71 4.98
Quantinuum H1 Ion-trap 3.88 0.114 0.66 4.64
Quantinuum HO Ion-trap 3.83 0.103 0.56 3.91
IBM Superconducting 3.62 0.073 0.26 1.81
ibmgq_toronto
IBM Superconducting 3.35 0.052 0.02 0.17
ibmq_ourense
IBM Superconducting 3.11 0.038 0 0
ibmq_valencia

Table 7.1: Observed Mermin values, maximum amplifiable ¢ (using the Circulant two-
source extractor), and protocol efficiencies using 6 = 0.05, where R.g is the
efficiency for randomness amplification and privatisation, whilst R’ is the en-
hanced efficiency for randomness amplification only, for different quantum com-
puters.

we observed higher Mermin values than on superconducting devices. Quantin-
uum’s H1 system gave My,s = 3.88, allowing for ¢ < 0.114 and efficiencies of
Refr = 66% and Rzﬁ =464% (with 6 = 0.05). Similarly, AQT/UIBK’s ion-trap de-
vice achieved My, = 3.9, corresponding to ¢ < 0.120, and, for 6 = 0.05, Reg =71%
and R = 498% with the seeded extractor. These experimental results also serve
as a metric to compare the circuit fidelity of the different devices, which may be of
independent interest.

Figure 7.2 shows R as a function of device uses n for an imperfect RNG with
SV parameter 6 = 0.05. Results are given for the best-performing ion-trap device
(Myps = 3.9) and superconducting device (My,s = 3.62). For simplicity, we again

set the security parameter €g. < 27321070 and A r(n) =0.

Computing the maximum signalling quantifier. Among the devices used to ex-
perimentally test our protocol, all exhibited very small values for the maximum
signalling quantifier A. The largest values were observed on ibmq_ourense and
ibmq_valencia, which is expected due to the extremely low crosstalk in ion-trap
devices [204]. The results for these devices, computed over 10 experiments with

n = 107, are summarized in Table 7.2. Given the small values of A, even on these
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Figure 7.2: The protocol efficiency R.qr at the output of the Circulant extractor plotted
against the number of uses of the quantum device, for § = 0.05, for the highest
Mermin inequality violations from an ion-trap and superconducting device we

observed.

devices, the impact of accounting for signalling — using, for instance, the method

detailed in [17, Appendix F] — on the results in Table 7.1 is negligible and there-

fore ignored. Interestingly, ibmq_ourense displayed nearly double the signalling

of ibmg_valencia, despite achieving a higher Mermin inequality violation (see Ta-

ble 7.1).
ibmq_ourense
Metric A
Average 0.0046
Max 0.0063
Min 0.0025

ibmq_valencia

Metric A

Average 0.0026
Max 0.0042
Min 0.0014

Table 7.2: Maximum signalling quantifier, A, for the quantum computers ibmgq_ourense
and ibmq_valencia from 10 experiments with n = 107.

Next, we calculate the randomness generation speeds of our experiments using

MBQA analysis with the parameters described above and 6 = 0.05. Assuming the

imperfect RNG generates random numbers faster than the quantum computer exe-
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cutes the required circuit for the protocol, the generation speed is determined by the

number of circuits executed per second, multiplied by the protocol’s efficiency.

Generation speeds on superconducting devices. IBM’s ibmgq_toronto achieved
the highest Mermin value of all superconducting devices, My,s = 3.62, resulting
in an efficiency rate of Re = 26% and an enhanced efficiency rate of R’ = 181%.
When the experiment was performed, all IBM devices had a fixed circuit repetition
rate of r = 2 x 103 circuits per second. Therefore, the resulting randomness gen-
eration speed for ibmg_toronto was Reg X r = 520 bits per second for randomness
amplification and privatisation, and R_ . X r = 3620 bits per second for randomness
amplification alone.

We note that the generation speed would be significantly improved if the repe-
tition rate restriction was removed. A single round of the protocol roughly amounts
to performing two controlled-NOT gates, as the execution time is dominated by the
two-qubit operations. On ibmg_toronto, this would take about 103 nanoseconds,
implying a potential execution rate of 10° circuits per second, increasing the gener-

ation speed by a factor of approximately 10°.

Generation speeds on ion-trap devices. On Quantinuum’s H1 ion-trap device,
operating at 13 circuits per second, the experiment results in R.g = 66% and
R =464 % for 6 =0.05. This resulted in randomness generation speeds of approxi-
mately 8.6 and 60 bits per second, respectively. Similarly, on AQT/UIBK’s ion-trap
device, operating at 40 circuits per second, the experiment results in Reg = 71% and
R = 498%, yielding a randomness generation speed of approximately 28 and 200

bits per second, respectively.

7.2 Statistical testing of RNG amplification

Statistical testing evaluates numerous statistical properties of a set of random num-
bers to determine whether there is evidence to reject the possibility that they are
uniformly distributed. A test is considered failed if sufficient evidence indicates
that the set of numbers can be distinguished from uniformly distributed, with a cer-

tain confidence level.
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Many certification bodies, including the NIST and the Bundesamt fiir Sicher-
heit in der Informationstechnik, require statistical testing as a key consistency check
for RNGs used in cryptography. Due to their importance, several statistical test
suites have been developed, which comprise of many individual algorithms de-
signed to perform a specific statistical test. The most well-known test suites include
NIST [205] and Dieharder [206], alongside others like ENT [207], PractRand [208],
and TestUO1 [209].

As a consistency check, we conduct statistical testing on the randomness gen-
erated by our randomness amplification protocol implemented on quantum comput-
ers, using various different imperfect RNGs as input. Specifically, we perform the
NIST test suite [205] on 5 distinct output sets, each of 100Mb. Each 100Mb of
data is divided into 100 substrings of 1Mb (as per the user guidance). Statistical
analysis is then performed on each substring, and the cumulative results analysed to
produce pass/fail results. We note that the NIST test suite is used primarily because
it requires significantly less data for testing compared to other suites.

To generate the data for statistical testing, we implement the protocol using
each of four different imperfect RNGs, spanning PRNGs, CRNGs, and QRNGs,
on the ibmq_ourense quantum computer and set § = 0.05. Specifically the different

imperfect RNGs are:

o MMIX pseudo-RNG: A 64-bit linear congruential generator (http://
mmix.cs.hm.edu/index.html).

e 32-bit LFSR: A 32-bit linear feedback shift register.

e In-house classical RNG: A CRNG built at Quantinuum, based on the chaotic
avalanche effect in a reverse-biased diode, similar to, for example, the design
in [210].

e ID Quantique’s Quantis QRNG: A QRNG based on the quantum phe-
nomenon of photons being reflected or transmitted upon striking a semi-

transparent mirror [211].

We note that, since the quantum computer was accessed remotely, there is no guar-

antee — and it is highly likely untrue — that its output remains private. As such, the
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generated output is unsuitable for cryptographic applications. The results of this
statistical testing, both before and after processing each imperfect RNG with our

protocol, are summarised in Table 7.3.

RNG | NIST pass rate | NIST pass rate (after amplification) |
MMIX 6/15 15/15
32-bit LFSR 10/15 15/15
Reverse-biased diode 15/15 15/15
Quantis-USB QRNG 15/15 15/15

Table 7.3: Proportion of NIST statistical tests passed for each RNG, averaged over 5 tests
on distinct samples.

Classical amplification. We also tested a classical amplification method using the
two-source extractor from Dodis et al. [74], applied directly to two imperfect RNGs.
This method generates near-perfect randomness under the assumptions that the 6
SV condition holds for both imperfect RNGs and that they are independent. We
paired the MMIX pseudo-RNG with the 32-bit LFSR, as both failed some initial
NIST tests individually but succeeded when amplified using our quantum proto-
col. Assuming independence and ¢ = 0.05, we used the classical-proof Dodis et al.
extractor (described in Section 3.3.2). This classical amplification method did not
improve performance, with only 6/15 NIST tests passed on average across the 5
tests. In contrast, our quantum protocol enabled both RNGs to pass all 15/15 NIST
tests, highlighting the advantage of quantum resources in randomness amplification

A more extensive statistical analysis covering various imperfect RNGs, differ-
ent amplification methods and an improved approach to modelling the quality of the

imperfect RNGs is presented in [173].

7.3 Conclusion and discussion

In this chapter, we demonstrated that quantum computers, with minimal additional
assumptions, can effectively implement our protocol for randomness amplification
and privatisation introduced in Chapter 6. We began by discussing the suitability
of quantum computers for performing Bell tests, focussing on the additional as-

sumptions required. Notably, since quantum computers do not close the locality
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loophole, signalling effects may be present. We then described and analysed the
necessary additional assumptions to implement our protocol on such devices.

Next, we implemented our protocol on ion-trap and superconducting quan-
tum computers from AQT/UIBK, Quantinuum, and IBM Quantum Services. By
optimising circuit designs and protocol parameters, we achieved significant Bell in-
equality violations across all tested quantum architectures, observing the highest
values reported in the literature: Mqyps = 3.9 on ion-trap devices and Myps = 3.62
on superconducting machines. These high Bell inequality violations enabled ran-
domness amplification from various qualities of imperfect RNGs, achieving high
efficiency rates for amplification and privatisation.

Additionally, as a validation, we performed our full protocol using several dif-
ferent imperfect RNGs. Notably, some RNGs initially failed statistical tests but
passed all tests after being processed through our protocol with ¢ = 0.05. This result
shows that randomness amplification can be successfully achieved from a statistical
perspective on current hardware in a semi-device-independent setting.

In the context of resource-efficient quantum cryptography, we presented tech-
niques and analysis that enabled our protocol from Chapter 6 to be implemented
on devices not specifically designed for loophole-free Bell inequality tests. This
reduces the engineering challenges of implementation, allowing our protocol for
randomness amplification (and privatisation) to generate secure random numbers

on existing devices today. Several promising future directions can also be explored.

Open Problem 18. Since our experiments, quantum computers have improved sig-
nificantly. Implementing our protocol on newer devices and architectures better
suited to Bell inequality tests, such as photon-based quantum systems, could pro-

vide even stronger results.

Open Problem 19. It would be interesting to implement different approaches to
account for the signalling effects and compare their performance, for example, using

the approach of [198] or [200].

Open Problem 20. Quantum computers, while powerful and readily available, are

not purpose-built for device-independent randomness amplification. It would be
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intriguing to develop and explore randomness amplification (and privatisation) pro-
tocols better suited to such devices, particularly those leveraging quantum com-
putational advantage. Several interesting directions for research in this direction

include:

a. Recent advancements in compiled non-local games enable Bell tests on a sin-
gle device under certain cryptographic hardness assumptions. Adapting such
protocols, for example [212], to randomness amplification would be valuable.

b. Investigating how techniques from device-independent randomness amplifi-
cation can be translated to this setting, such as the entropy accumulation the-
orem [153].

c. Developing randomness amplification protocols that explicitly exploit quan-
tum computational advantage, for example, by adapting Aaronson and Hung’s

protocol [213] for randomness amplification.



Appendix A

Useful primes and primes with 2 as a

primitive root

Integer | Closest element in P | Closest element in N4
10! 11 11
102 | 101 101
10° | 997 1019
10* | 10007 10037
10° | 100003 100003
10° | 1000003 1000003
107 | 9999991 9999973
108 | 100000007 99999989
10° | 1000000007 1000000021
101 | 10000000019 10000000019
10! | 100000000003 100000000003
102 | 999999999989 999999999989

Table A.1: Closest primes and primes with 2 as a primitive root to different powers of 10.




Power of 2 | Closest element in P | Closest element in N4
22 3 3
23 7 5
24 17 13
2’ 31 29
26 61 61
27 127 131
28 257 269
20 509 509
210 1021 1019
21 2053 2053
212 4093 4093
213 8191 8179
214 16381 16381
215 32771 32771
216 65537 65539
217 131071 131059
218 262147 262147
219 524287 524269
220 1048573 1048573
221 2097143 2097133
222 4194301 4194371
223 8388617 8388619
224 16777213 16777259
225 33554467 33554467
226 67108859 67108859
227 134217757 134217773
228 268435459 268435459
229 536870909 536870909
230 1073741827 1073741827
231 2147483647 2147483659
232 4294967291 4294967291
233 8589934583 8589934621
234 17179869209 17179869107
233 34359738337 34359738421
236 68719476731 68719476731
237 137438953481 137438953427
238 274877906951 274877906957
239 549755813881 549755813933
240 1099511627791 1099511627917
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Table A.2: Closest primes and primes with 2 as a primitive root to different powers of 2.
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