IOP Publishing

W) Check for updates

OPEN ACCESS

RECEIVED
18 December 2025

REVISED
24 March 2026

ACCEPTED FOR PUBLICATION
27 March 2026

PUBLISHED
8 April 2026

Original Content from
this work may be used
under the terms of the
Creative Commons

Attribution 4.0 licence.

Any further distribution
of this work must
maintain attribution to
the author(s) and the title
of the work, journal
citation and DOL.

New J. Phys. 28 (2026) 044503 https://doi.org/10.1088/1367-2630/ae5842

Published in partnership
with: Deutsche Physikalische
Gesellschaftand the Institute
of Physics

Deutsche Physikalische Gesellschaft ¢ DPG

New Journal of Physics

The open access journal at the forefront of physics IOP Institute of Physics

PAPER

Back-propagation neural network based optimization for high
secret key rate continuous-variable quantum key distribution
systems

1,2,3,%

Yang Liu' (@, Jiangliang Jin' ©©, Xue-Qin Jiang , Han Hai', Jisheng Dai'

! College of Information and Intelligent Science, Donghua University, Shanghai 201620, People’s Republic of China
2 Shanghai Research Center for Quantum Sciences, Shanghai 201315, People’s Republic of China

% Hefei National Laboratory, Hefei 230088, People’s Republic of China

* Authors to whom any correspondence should be addressed.

and Yinghua Xie"*

E-mail: xqgjiang@dhu.edu.cn and yh_xie@dhu.edu.cn

Keywords: continuous-variable quantum key distribution, back-propagation (BP) neural network, secure key rate,
throughput of secure keys, parameter optimization

Abstract

In the continuous-variable quantum key distribution (CV-QKD) system, the secure key rate and
the throughput of secure keys are important factors in measuring system quality. However, the
secure key rate and the throughput of secure keys depend on various nonlinearly related paramet-
ers, which makes it difficult to effectively find the optimal parameters. In this paper, we introduce
machine learning into the CV-QKD system and propose a parameter optimization scheme for
the CV-QKD system based on the back-propagation (BP) neural network. The proposed scheme
improves the secure key rate and throughput of secure keys by optimizing the code rate and the
number of decoding iterations in the error correction process. Furthermore, under some reason-
able assumptions, we prove that the optimization objective is a concave function of the optimiz-
ation parameters under the BP neural network, which ensures that there exists a global optimal
solution in a certain domain and provides a theoretical basis for the optimization based on BP
neural networks. Simulation results show that compared with traditional optimization schemes,
the proposed scheme can improve the secure key rate and transmission distance.

1. Introduction

As a crucial element of contemporary civilization, communication security makes it possible to share
confidential information while at the same time reducing the likelihood of leaks that could occur.
However, as technology for quantum computing continues to advance, conventional encryption tech-
niques that rely on the intricacies of mathematical problems can no longer offer sufficient assurances of
the security of information transmission. Under such circumstances, quantum key distribution (QKD)
technology—grounded in the fundamental laws of quantum physics—has been developed. QKD exploits
the fundamental principles of quantum mechanics to allow two users to establish keys that are secure in
the information-theoretic sense [1-3] and encodes information on photons, enabling two distant legit-
imate users, usually referred to as Alice and Bob, to share the secret key in the presence of an eavesdrop-
per (Eve) [4, 5]. Based on variations in the carriers used for information encoding and the approaches
employed for measurement, QKD technology can be typically classified into two types: discrete-variable
QKD (DV-QKD) and continuous-variable QKD (CV-QKD) [6, 7]. DV-QKD protocols encode inform-
ation on discrete variables such as the phase or the polarization of single photons. The efficiency and
speed of photon detectors in the single photon regime are the primary technical challenges and limits of
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DV-QKD systems. In CV-QKD systems, information is encoded on continuous variables [8]. The mod-
ulation and decoding of the CV-QKD scenario can be effectively executed using contemporary techno-
logies, enabling researchers to alleviate the limitations associated with DV-QKD. Consequently, invest-
igating CV-QKD systems plays a crucial role in advancing the practical application and progression of
quantum cryptography [9].

The CV-QKD system primarily comprises two procedures: quantum transmission [10] and post-
processing. Within post-processing, the typical steps involve base sifting [11], parameter estimation
[12], reconciliation [13, 14], and privacy amplification [15, 16]. Following the quantum information
transmission procedure, noise leads to discrepancies in the raw key between Alice and Bob [17]. For
this reason, the raw key transmitted between Alice and Bob needs to be corrected and this correction
is accomplished through the use of reconciliation during the post-processing procedure [18]. The recon-
ciliation stage, which is an essential component of the CV-QKD post-processing, makes use of strong
error-correction codes in order to process information and generate the secret key. As a result, the over-
all effectiveness of the CV-QKD system is constrained by the performance of the reconciliation process.

The secret key rate and throughput of secret keys serve as crucial indicators for evaluating the per-
formance of the CV-QKD system. These indicators are closely related to several system parameters
involved in the process of information reconciliation (IR). For instance, parameters such as the code
rate and the number of decoding iterations during the error correction process all have important effects
on system performance. In recent decades, researchers have mostly adopted numerical analysis methods
[19-21] to analyze the parameters in the CV-QKD system. Nevertheless, because of the nonlinear correl-
ation that exists between the parameters, it is not effective to get the optimal values that are required to
enhance the key rate by employing conventional techniques. As a result, it is extremely vital to discover a
more efficient approach to parameter optimization.

Machine learning provides powerful and versatile tools for addressing complex challenges across vari-
ous fields, with applications spanning critical areas such as parameter estimation, output prediction
based on historical input data, high-dimensional data classification, and complex pattern recognition
[22]. In CV-QKD systems, the optimization of the performance and practical security of QKD systems
by integrating support vector regression models is first proposed in [23]. This innovative advancement
not only greatly improves the accuracy of parameter estimation, but also eliminates the need for addi-
tional monitoring modules. Additionally, a low-complexity quantum k-nearest neighbor classifier util-
izing machine learning techniques was proposed in [24], which improves the key rate of DV-QKD by
forecasting the lossy discrete modulated coherent states on Bob’s side. The proposed scheme points
out a new direction for improving the performance of the QKD system. Moreover, in [25], the back-
propagation (BP) neural network is applied to QKD based on the measurement-device-independent pro-
tocol to optimize parameters, which proves the effectiveness of the BP neural network. The BP neural
network realizes automatic gradient calculation based on the chain rule. When used for parameter
optimization, it eliminates the need for manual gradient calculation, which significantly reduces com-
putational complexity and labor costs. Moreover, it can adapt to network structures of different depths
[26]. Meanwhile, it can automatically adapt to parameter optimization requirements based on data char-
acteristics without the need for manual presetting of complex mapping relationships. It has strong ver-
satility and is suitable for parameter optimization in various scenarios, making it highly suitable for
complex systems such as CV-QKD.

In this paper, we propose an approach based on BP neural network, which improves the secret key
rate and the throughput of secret keys by optimizing the code rate and the number of decoding itera-
tions in the error correction process.

This paper makes three main contributions. First, the trained BP neural network can efficiently
derive the secret key rate g(R) given the code rate R and the throughput of secret keys @ (Iy. ) given the
number of decoding iterations L. Second, we prove that, under certain reasonable assumptions, if the
secret key rate g(R) and the throughput of secret keys ¢ (Iye ) are obtained from the BP neural network,
then g(R) is concave in R, and @ (Iye ) is concave in .. This theoretical result allows us to efficiently
find the maximum secret key rate Kgpire and the maximum throughput of secret keys Kgecrer given the
BP neural network. Third, compared with existing schemes, the simulation results show that the pro-
posed approach achieves a higher secret key rate and throughput of secret keys at the same transmission
distance.

The structure of the subsequent sections of this paper is arranged as follows: section 2 provides a
concise overview of IR in CV-QKD systems, as well as the detailed workflow of the BP neural network.
In section 3, we propose the BP neural network based optimization for CV-QKD systems. In section 4, a
number of simulations are carried out in order to demonstrate the performance of the optimization that
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is based on the BP neural network. In section 5, we summarize the primary findings of this paper and
draw conclusions correlated with these findings.

2. Preliminaries

In this section, we first present a concise overview of IR within CV-QKD systems. After that, we provide
a brief description of the parameters that affect the secret key rate and the throughput of secret keys.
Finally, we elaborate on the detailed workflow of the BP neural network. Section 3 will apply this BP
neural network to the optimization of parameters for CV-QKD systems.

2.1.1R
IR constitutes a critical step in CV-QKD systems, in which error correction is achieved while minimiz-
ing the leakage of secret key information, thereby enabling two communicating parties to obtain sym-
metric secret keys. IR is predominantly classified into two categories: direct reconciliation and reverse
reconciliation. When the signal-to-noise ratio is low, reverse reconciliation is more effective than direct
reconciliation at maintaining a certain secret key rate in fiber optic communications, and it also provides
longer transmission distances. In reverse reconciliation, multidimensional reverse reconciliation is a
mainstream reconciliation protocol. The core idea of the multi-dimensional reconciliation is to utilize
the property that the sum of the squares of multiple Gaussian random variables follows the chi-square
distribution, thereby enabling the reconciliation to overcome the difficulty of data being difficult to be
correctly binarized. Both communicating parties, Alice and Bob, use the rotation mapping operation in
the multi-dimensional space to map the quantum channel to a virtual channel. This method successfully
converts the continuous Gaussian variables on the quantum channel into uniformly distributed binary
variables on the virtual channel, thereby being able to use channel coding to solve the problem of secret
key inconsistency [27, 28].

The schematic diagram of multidimensional reverse reconciliation [28-30] based CV-QKD systems
is shown in figure 1. As is shown in figure 1, X and Y= X+ Z are the relevant Gaussian sequences,
with Z being the noise of the quantum channel. Alice and Bob are responsible for selecting the dimen-
sion d, which is the dimensionality of multidimensional reconciliation, in order to split these sequences.
Subsequently, Alice and Bob normalize the sequences X and Y to x and y, respectively. Utilizing a
quantum random number generator, Bob produces a random binary sequence u, and uses it as a secret
key. The encoder uses the error-correction code to encode the secret key u as ¢, and outputs the side
information. From the encoded sequence ¢ and normalized sequence y, one can calculate the mapping
function M(y,c) that is a part of the side information [28]. Bob transmits the side information to Alice
through the use of a classical channel. Alice utilizes side information and normalized sequence x to
obtain # by data mapping. In this paper, we adopt eight-dimensional reconciliation (d = 8) because it
has the highest performance compared with other dimensions (d =1,2,4) [28]. We use Raptor codes for
error correction. Meanwhile, Raptor decoding adopts the belief propagation decoding algorithm.

2.2. Parameters of the IR
When the reconciliation frame error rate P, and the finite-size effect are taken into account, the secret
key rate is given by [31]

Kinte = 15 (1= Pe) [Blan — x5 — A ()], M

where I4p denotes the mutual information between Alice and Bob, x pr denotes the maximum of the
Holevo information that Eve can obtain, N denotes the total number of data exchanged by Alice and
Bob, 7 denotes the number of data used for secret key extraction, the other m = N —n data is used for
parameter estimation, and A(n) denotes the finite-size offset factor. According to equation (1), it is clear
that the secret key rate mainly depends on the reconciliation efficiency 5 and the reconciliation frame
error rate P.. To maximize the secret key rate of CV-QKD, achieving high reconciliation efficiency while
sustaining a low P, is of paramount importance. The reconciliation efficiency 3 can be written as

R
i 2
=5 (2)
where C denotes the channel capacity, R denotes the error-correction code rate used for IR, given by
k
R= el (3)

r
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Figure 1. Schematic of postprocessing with reverse reconciliation in the CV-QKD system using Raptor codes. X and Y are two
Gaussian sequences that are correlated with one another, and x and y are the normalized sequences, respectively. The mapping
function that is conveyed from Bob to Alice is represented by the M(y, c). Furthermore, u stands for the initial sequence that

is produced by QRNG, and c refers to the result of the encoding of u. In addition, the sequence that exists prior to decoding is

represented by the ¢, whereas the symbol # is used to describe the outcome of the decoding process.

where k denotes the number of information bits, and r denotes the code length. When R increases, the
reconciliation efficiency increases. At the same time, the redundancy decreases, resulting in degraded
error correction performance and an increased P.. According to equation (1), an increase in P, will lead
to a decrease in the secret key rate, while an increase in the reconciliation efficiency will result in an
increase in the secret key rate. Therefore, it is essential to optimize the code rate R in the error correc-
tion process of IR.

The throughput of secret keys can be expressed as [32-34]

nR(1—P,)

Tw (4)

Kiecret =
where Tig is the processing time of IR. According to equation (4), the throughput of secret keys is
primarily determined by the processing time of IR and the reconciliation frame error rate P.. To max-
imize the throughput of secret keys of CV-QKD, it is essential to minimize the processing time of IR
and P..

As previously described, IR contains two processes: multidimensional reconciliation and error cor-
rection with Raptor codes. The computational complexity of the multidimensional reconciliation is low,
which can achieve high speed on central processing unit (CPU). However, for decoding with CPU, the
speed of the error correction process will be quite slow [35]. Therefore, the main reason for the excess-
ively long IR time is the long decoding time. The decoding time of Raptor can be expressed as

Tdec = Tlaye, (5)

where 7 denotes the average decoding time and I,y denotes the number of decoding iterations.
Increasing I,y usually improves the reliability of decoding and reduces the P, because it makes it easier
for the decoder to reach the convergence state [9]. However, this also increases the computational com-
plexity and decoding time Tge.. As T4e. increases, Tir increases accordingly. According to equation (4),
an increase in Tig will lead to a decrease in the throughput of secret keys, while a decrease in P, will res-
ult in an increase in the throughput of secret keys. Therefore, during the error correction process of IR,
optimizing the number of decoding iterations I,y. is of crucial importance for enhancing the throughput
of secret keys.
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Figure 2. Structure of BP neural network.

2.3. BP neural network

The BP neural network [36, 37] is a type of artificial neural network that consists of multiple layers and
is trained using the BP algorithm. It is a feed-forward neural network. Two different parts are generally
included in the self-learning process of the BP neural network. The initial step is the forward transfer of
information. The other is the reverse transfer of error, which occurs between the expected output and
the output that is actually produced. The architecture of the BP neural network comprises three com-
ponents: the input layer, the hidden layer [38], and the output layer. Figure 2 illustrates the L-layer BP
neural network with d° -dimensional inputs and the neural network output represented as y = y*. At the
first layer, we first apply a linear transformation with weight W' and threshold b' to the input x, fol-
lowed by a non-linear transformation with the activation function f!. Consequently, the output y' can
be expressed as

f (W{x+ b;l)
pl=p1 (w1x+ b‘) - : , 6)
for (Wypx+bly)

where d' denotes the dimension of the output vector, and for Vi € [l,dl] Nzt , fli denotes the ith activ-
ation function at the first layer, w! denotes the ith weight at the first layer, ! denotes the ith threshold
at the first layer.

For VI € [2,L]NZ*, y*~! is the output of (I— 1)th layer, and the input of the Ith layer. At the Ith
layer, y is obtained from y~! through a linear transformation including weight W' and threshold ', fol-
lowed by a non-linear transformation with the activation function f'. Consequently, the output / can be
expressed as

£ (w1 + 1)
V=1 (W b)) = : , )

fa (Way' ™ + by)

where d' denotes the dimension of the output vector, and for Vj € [1,d1] Nzt , f]} denotes the jth activ-

ation function at the Ith layer, w]l denotes the jth weight at the Ith layer, bjl» denotes the jth threshold at
the Ith layer.
To derive the subsequent theoretical results, we introduce the following assumption.

Assumption 1. In the BP neural network, all the activation functions f, V1, j are supposed to be monotonic
concave functions and second-order differentiable in the positive domain.

Remark 1. The majority of commonly used activation functions, including the ReLU function, the hyper-
bolic tangent function, and the sigmoid function are monotonic concave functions and second-order differ-
entiable in the positive domain, hence the assumption 1 can hold.

5
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Assumption 2. In the BP neural network, we assume that for any VI € [2,L] N Z*, b' is a positive vector,
with each element being a positive number, and W is a positive matrix, with each element being a positive
number.

Assuming that the above assumptions hold, we will obtain the following theorem.

Theorem 1. Assuming that assumptions 1 and 2 hold. If x is a positive vector and y(x) is derived from the BP
neural network, then y(x) is a concave function of x.

Assuming that the above assumptions hold, we will prove below that y(x) is a concave function of x
if y(x) is acquired by the BP neural network in figure 2 and x is a positive vector.
The proof of theorem 1 is provided in appendix A.

Remark 2. It should be noted that theorem 1 holds only when it is assumed that 1 and 2 hold and x is a pos-
itive vector. Moreover, in continuous and discrete optimization problems, the local optimality of concave/-
convex analysis ensures global optimality [39, 40]. As a result, the concavity result in theorem 1 enables us to
find the global optimal solution of y(x), ensuring that any local optimal solution obtained by the BP neural
networKk is essentially the global optimal solution within the feasible region. This lays a crucial theoretical
foundation for the BP neural network optimization proposed in the CV-QKD system.

3. BP neural network based optimization for CV-QKD systems

To maximize the secret key rate and throughput of secret keys, selecting the appropriate error-correction
code rate and the number of decoding iterations is essential. The BP neural network is applicable to CV-
QKD systems for accurately finding the optimal secret key rate and throughput of the secret keys. The
secret key rate Kgnie is @ function of error-correction code rate R, and the throughput of secret keys
Kiecret 15 @ function of the number of decoding iterations I,y.. To simplify, the relationship between the
secret key rate Kgnire and the error-correction code rate R is expressed mathematically as follows [22]:

Kﬁnite - g(R) . (8)

The relationship of the throughput of secret keys Kiecretr and the number of decoding iterations Iy, is
expressed mathematically as follows:

Ksecret = (Iave) . 9

The purpose of parameter optimization is to find the most suitable code rate to maximize the secret
key rate Kgpite, then based on the optimal code rate, find the most suitable number of decoding itera-
tions to maximize the throughput of secret keys Keecret > that are

opt __ -
R arg r}glea();( [Keinite = g(R)], (10)
Iaoget = argIma)é [Ksecret = © (Iave)] , (11)

where G denotes the domain of R, and ® denotes the domain of I,.

The scheme of parameter optimization based on BP neural network is illustrated in figure 3. As
shown in figure 3, first, we simulate in the CV-QKD system according to the sampling range and step
size of the code rate to obtain the relevant training data about the code rate and the secret key rate. The
obtained data is divided into training sets and testing sets for training the BP neural network to learn
the mapping relationship between parameter R and secret key rate Kgnire. Once this mapping relationship
is obtained, we use the bisection method to find the optimal code rate and the corresponding optimal
secret key rate. Then, we input the optimal code rate into the CV-QKD system and simulate based on
the sampling range and step size of the number of decoding iterations, obtaining the relevant training
data about the number of decoding iterations and the throughput of secret keys. The data is divided
into training sets and testing sets for training the BP neural network to learn the mapping relationship
between the parameter I, and the throughput of secret keys Kgecrer- Once this mapping relationship is
obtained, we use the bisection method to find the optimal decoding iteration number and the corres-
ponding optimal key throughput.

When training the BP neural network, the error-correction coding rate is fed into an input layer
of a single neuron initially. After that, the input layer is linked to a hidden layer that has six neurons.

6
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Figure 3. Parameter optimization diagram of CV-QKD based on BP neural network.

To accelerate model convergence and improve training stability, normalized experimental parameters

is essential [41]. The parameters from the CV-QKD system are normalized with a normalization inter-
val of (—1,1) and the normalized parameters are used in the BP neural network. In order to generate
more scientific and reliable training sets (R"" Ki?n) and testing sets (R', KISt ), the code rate train-
ing sets R™™ are derived from the CV-QKD system and the corresponding secret key rate training sets
Kirain are calculated. The data different from the training sets (R™" K2 ) are used as the testing sets

(Rtest est ) .

» “Minite . .
The training sets (R™™",K{f ) are used to train the BP neural network. Following training, the test-
ing sets (R'*', K[! ) are used to assess the BP neural network. The secret key rate Kgpiee is predicted by

feeding the testing sets R™" into the trained BP neural network. Consequently, the relationship between
code rate R and secret key rate Kganire can be analyzed. After that, the optimal code rate can be obtained
by bisection method. The optimal code rate is input into the CV-QKD system to get the iteration num-
ber and throughput parameters, and the parameters are pormalized to get the training sets (Ifa", K& )
and testing sets (IS, K ). The training sets (14", K% ) are used to train the BP neural network.

Following training, the testing sets (I'Sy, K' ) are used to assess the BP neural network. The through-

put of secret keys Kiecrer is predicted by feeding I'S' into the trained BP neural network. Consequently,
the relationship between the number of iterations I,y and the throughput of secret keys Kgecret can be
analyzed. After that, the optimal number of iterations can be obtained by bisection method.

The BP neural network depicted in figure 3 is a specific instance of figure 2, where assumption 2
holds, the code rate R and number of iterations I,y are the inputs and all the activation functions, f]}-,
V1,j, are chosen as hyperbolic tangent (tanh) functions. For notational simplicity, in propositions 1 and
2 and their proofs, we will use g(R) and @ (L) to emphasize that K and Kecrer are determined by R
and L. via the neural networks in figure 2. It is easy to show that g(R) is a concave function of R and
@ (Iave) is a concave function of I, because R and I,y are both positive by definition and the tanh func-

tion is a monotonic concave function that is second-order differentiable in the positive domain.

Proposition 1. Suppose that assumptions 1 and 2 hold and all the activation functions, f;, V1, j are hyperbolic
tangent (tanh) functions. If §(R) and @ (Ly.) are derived from a BP neural network where the code rate satisfies
R > 0 and the number of decoding iterations satisfies Lye > 0, then g(R) is a concave function of R and @ (L) is
a concave function of Lyye.

Proposition 2. Suppose that ¢ (I, ) is derived from a BP neural network where the number of decoding
iterations satisfies Lyye € RT and @ (L) is a concave function of Lye. If the number of decoding iterations
satisfies Lye € ZF, then (@ (Le) is a discrete concave function Iye.

The proof of proposition 1 is provided in appendix B, and the proof of proposition 2 is provided in
appendix C.

Propositions 1 and 2 show that the bisection method can be used to determine the optimal code rate
R and its corresponding maximum secret key rate Kgpite. The optimal number of iterations Iy and its
corresponding throughput of secret keys can also be determined at the optimal code rate by bisection
method. The procedure involves the following steps: first, initialize a search range for the code rate R
and the number of iterations I,y.. Then, compute the midpoint of this range and evaluate the secret key
rate Kgpiee and the throughput of secret keys Kiecret at the midpoint and its adjacent points. Next, narrow
the search range by selecting the subinterval with the higher value, and iterate this process until conver-
gence to the target value.
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Remark 3. It is worth noting that since the number of decoding iterations is a positive integer, if the target
number of decoding iterations obtained after the bisection method is not a integer, the throughput values
of its left and right adjacent points are compared. The number of decoding iterations corresponding to the
larger throughput of secret keys is the optimal number of iterations in the final output.

4, Simulation results

In this section, assumptions 1 and 2 always hold and Kgpite is @ concave function of R and Kecret is @
concave function of I, according to proposition 1. On this basis, we specify the system parameters

for CV-QKD, namely the channel excess noise ¢, the electrical noise v, the detection efficiency 7, and
the quantum channel transmission efficiency T. The values of these parameters are fixed at € =0.01,

vel = 0.015, = 0.6, which are typical values in CV-QKD. In addition, the quantum channel transmis-
sion efficiency is calculated by T = 10°/10, The training sets for the code rate R and the number of
decoding iterations I,y are both generated by the CV-QKD system simulation. The value range of R is
[0.01,0.9] with a sampling step size of 0.001, and the value range of I,y is [1,300] with a sampling step
size of 1. The training set and test set are randomly divided in a ratio of 7:3. The training settings of the
BP neural network are presented in table 1.

The core idea of this paper is to introduce the BP neural network into the CV-QKD system for para-
meter optimization. Specifically, this paper first optimizes the code rate used in the error correction pro-
cess and then further optimizes the number of decoding iterations in the error correction process after
obtaining the optimal code rate. The proposed approach is compared with traditional CV-QKD optim-
ization approaches based on MR-Raptor [42] and Raptor codes [43] in order to assess its performance.
Figure 4 illustrates the secret key rate of a CV-QKD system without considering the throughput of secret
keys. To make a fair comparison, all approaches use the same number of decoding iterations. The black
solid line represents the proposed approach, where the code rate is derived from the BP neural network.
The red dash-dot line and green dashed line represent the traditional CV-QKD optimization approaches
based on MR-Raptor codes [42] and Raptor codes [43], respectively. As shown in figure 4, the black
solid line is always positioned above the red dash-dot line and green dashed line. This indicates that the
proposed approach performs better than traditional CV-QKD optimization approaches based on MR-
Raptor codes and Raptor codes in terms of the secret key rate and transmission distances.

Figure 5 illustrates the secret key rate after considering the throughput of secret keys and how
the secret key rate varies with transmission distance in the CV-QKD system. Because the number of
decoding iterations mainly affects system performance through the throughput of secret keys, all the
approaches calculate the throughput of secret keys using equation (4) and take it into account. The blue
solid line represents the proposed approach, where the code rate and the number of decoding itera-
tions are derived from the BP neural network. The red dash-dot line and green dashed line represent
the traditional CV-QKD optimization approaches based on MR-Raptor codes [42] and Raptor codes
[43], respectively. As shown in figure 5, the blue solid line is always positioned above the red dash-dot
line and green dashed line. This indicates that, when compared to the traditional CV-QKD optimiza-
tion approaches, the proposed approach outperforms them in terms of both key rate and transmission
distance. The black dotted line represents the proposed approach, where the code rate is derived from
the BP neural network but the number of decoding iterations is consistent with the traditional CV-QKD
optimization approaches based on MR-Raptor codes [42] and Raptor codes [43]. The blue solid line in
figure 5 is always positioned above the black dotted line. This indicates that optimizing both the code
rate and the number of decoding iterations at the same time is more effective at improving the secret
key rate and the distance over which it is transmitted than optimizing solely the code rate.

Table 1. The training settings of the BP based approach.

Items Settings
Training goal 0.00001
Training method Gradient descent
Network learning rate 0.01

Number of hidden layers 1

Maximum number of training 1000
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Figure 4. Secret key rate versus transmission distance for the CV-QKD system at a signal-to-noise ratio of —8 dB. All approaches
use the same number of decoding iterations and do not take into account the impact of the throughput of secret keys. The black
solid line represents the proposed approach, where the code rate is the optimal code rate derived by the trained BP neural net-
work, and the number of decoding iterations is consistent with the traditional CV-QKD optimization approaches based on MR-
Raptor codes and Raptor codes. The total number of data used for key extraction and parameter estimation, denoted by N, is
102,
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Figure 5. Secret key rate versus transmission distance for the CV-QKD system considering the throughput of secret keys. All the
approaches in the figure calculate the throughput of secret keys based on equation (4) and consider its impact on the transmis-
sion distance and the secret key rate. The blue solid line represents the proposed approach, where the code rate and the number
of decoding iterations are derived by the trained BP neural network. The black dotted line represents the proposed approach,
where the code rate is the optimal code rate derived by the trained BP neural network but the number of decoding iterations is
consistent with the traditional CV-QKD optimization approaches. The signal-to-noise ratio is —8 dB.

5. Conclusion

In this paper, we examined the factors affecting the secret key rate and the throughput of secret keys of
the CV-QKD system and proposed a parameter optimization scheme. In the past, parameters were typic-
ally selected based on experience or numerical analysis. However, these two approaches cannot efficiently
obtain the optimal parameters. We introduced the BP neural network into the CV-QKD system, which
can efficiently and quickly find the optimal parameters to achieve the maximum secret key rate and the
maximum throughput of secret keys. Under certain assumptions, we further proved that g(R) is concave
in R and @ (I,ye) is concave in I, when derived from the BP neural network. This theory allowed us to
use the bisection method to obtain the optimal R and I,. and the corresponding maximum secret key
rate and throughput of secret key. Simulation results indicated that the proposed scheme had a longer
transmission distance and a higher secret key rate and throughput of secret keys for the same transmis-
sion distance, providing new opportunities for the development of efficient CV-QKD systems.
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Appendix A. Proof of theorem 1

This appendix provides the proof that the function y(x) generated by the BP neural network is concave
in x when x is a positive vector. The proof of theorem 1 will be demonstrated by using of mathematical
induction under assumptions 1 and 2 , which includes the following two main steps: step 1 will prove
that yl is a concave function of x; step 2 will prove that for any [ > 2, if y’_lis a concave function of x,
then ! is a concave function of x.

Step 1 The BP neural network that has been designed for d’-dimensional inputs and has L layers is
illustrated in figure 2. The output of this neural network is represented by the y = y. At the first layer,
the input x is first applied a linear transformation including weight W! and threshold &', followed by a
non-linear transformation with the activation function f*. For the sake of convenience, the map form x
to y' is symbolized by the H'(X). Consequently, H'(X) can be written as

H (x)=y'=f' (W1x+ bl)
fi (wix+b}) (12)
4 (W;llx + b:ﬂ)
The first-order derivative of H'(x) with respect to x is:
dH' b
(x) —y = (Wlx—|—b1) W

dx

hi

1 AN
wix+bi) - wi

(13)
o (W + b)) - wi
The second-order derivative of H'(x) with respect to x is:
d¢*H' (x) i " 12
o ) = (Wktb)w
i (wix+b1) -wi-wi (14)

)
’r

a (Wax by ) Wiy wy

where d' denotes the dimension of output vector y', and for Vi € [1,d'] NZT, f! denotes the ith activ-
ation function at the first layer, w; denotes the ith weight at the first layer, and b} denotes the ith
threshold at the first layer.

According to equation (14), the sign of the second-order derivative depends on ]d” (Wix+ bl)
and W' Suppose that assumption 1 holds, by the definition of a concave function, we have
" (x) <0,Vx € R*. And because W!* >0 , so we have

d*H! (x)
d2x

10

<0,VxeR*. (15)
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The aforementioned inequality holds for all positive vectors x, which provides evidence that H!(x)
is a concave function of x. In accordance with equation (12), this also demonstrates that y! is a concave
function of x.

Step 2 For VI € [2,L]NZ™", y~! is the output of (I — 1)th layer, and the input of the Ith layer. At the
Ith layer, y' is obtained from y*~! through a linear transformation involving the weight matrix W' and
threshold ¥, followed by a nonlinear transformation using the function f . Consequently, H'(x) can be
expressed as

H (x) =y =f (W' +0)
fi(wy 4 81)

\fy (w4 2)) 09
fr (W HT! (x) + b))

\fd, (WhLH ! (x) + 1)

The first-order derivative of H'(x) with respect to x is:

H' (1) =y = (W) - Wy

=/ (W) W HY (). "

According to equation (17), the sign of the first-order derivatives are determined by /' (W/~1 + bl),
W, and H'=!'(x). Since f(x) is a monotonic function, f (x) only exists in two cases: f (x) >0,Vx € R
or f' (x) <0,vx € RT.

If the first-order derivative of the activation function f (x) > 0,Vx € R*, we have f/ (Wy/~! + bl) >0
and H-V (x) > 0. Since W' > 0, it follows that the first-order derivative H' (x) >0,VxeR™.

If the first-order derivative of the activation function f' (x) < 0,Vx € R*, then we have
f(Why=1 4 bl) <0and H~''(x) < 0. Since W! > 0, it follows that the first-order derivative
H' (x) > 0,Vx € R,

In summary, for any positive vector, the first-order derivative satisfies H (x) > 0.

The second-order derivative of H'(x) with respect to x is:

H' () =y =" (W~ +0) - Wy f (W= d ) why
_f (lel—l +bl> WEHTY () +f (Wl}’l_1 +b’) WHT (%), (18)

For convenience, we note that

u=f" (W £ o) W E (x), (19)

v=f (Wy-'+b) WH=" (x). (20)

Assuming that assumption 1 is valid, according to the definition of a concave function, for each pos-
itive vector x, the second order derivative of the activation function satisfies ' (x) < 0, then we have
#(Why=1 +b') <0 and H—!"'(x) < 0. And because the first-order derivative satisfies H'~!(x)’ > 0 and
H'='(x)" >0, it follows that the u <0 and v < 0. So we have:

d*H’
T(x)gmv;cew. (21)
X
Because the aforementioned inequality is satisfied for all positive vectors x, it can be proven that
H'(x) is a concave function of x. According to equation (16), it can be deduced that ' is also a concave
function of x.
The proof of theorem 1 is completed by the step 1 and step 2.

11
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Appendix B. Proof of proposition 1

Since all the activation function of the BP neural network are hyperbolic tangent (tanh) functions

and the hyperbolic tangent function is a monotonic concave function in the positive domain and is
second-order differentiable, the assumptions 1 holds. In the BP neural network, &',VI € [2,[]NZ7 is a
positive vector and W', VI € [2,[]NZ7 is a positive matrix. Therefore, the assumptions 2 holds. Since
R >0,y >0, and g(R) and @ (L) are derived from the BP neural network where the code rate sat-
isfies R > 0 and the number of decoding iterations satisfies Iy > 0, it follows from theorem 1 that pro-
position 1 holds.

Appendix C. Proof of proposition 2

For the discrete function f(x),Vx € Z*, it is concave-extensible if there exists a concave function
g(x),Vx € R such that f(x) = g(x),Vx € ZT [40]. If a discrete function is concave-extensible, it is a dis-
crete concave function [40]. @ (Lye) is derived from a BP neural network where the number of decoding
iterations satisfies Iye € RT and @ (Lye) is a concave function of I,ye. When a subset of the domain of
the function is taken, the value of the function does not change in that subset [44]. Therefore, when the
number of decoding iterations satisfies Ly € Z™, @ (Iye) is a concave-extensible function and satisfies
the definition of a discrete concave function. As a result, proposition 2 holds.
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