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Knowledge Base
In order to ensure Cyber Security Team (CST) has access 

to updated and in-depth information regarding Fermilab 
systems, capabilities, procedures, tools, and training, the 
CST created the Knowledge Base. This consists of a wealth 
of information for current and future CST employees to 
improve knowledge retention and transfer. The Knowledge 
Base, however, uses outdated network diagrams that lack 
many of the previous and upcoming changes to the 
architecture. For this reason, updated diagrams have been 
created to reflect the current position of the CST capabilities. 
By employing the knowledge learned at Fermi National 
Accelerator Laboratory, three diagrams have been created to 
highlight the current state of the CST’s operations and 
capabilities. 

Network Diagram Process
To create a current network diagram, previous network 

diagrams will be analyzed and discussed with current 
members of the CST to figure out any changes or updates 
that have taken place since the outdated diagrams were 
created. A list of changes is compiled and reviewed by 
management. 

To create the diagram, Microsoft Visio is used. By using 
Microsoft Visio, the workflow of creating and tweaking 
diagrams is streamlined. 

Once a platform is chosen to create the diagrams, the list 
of changes to previous diagrams is implemented. The 
diagrams include the names of devices along with the 
services running on the device. The diagram is then checked 
by management and ranking members of CST. 

Created Diagrams

Conclusion
The Knowledge Base ensures that the CST will have 

information for future training sessions. This project 
displayed the innerworkings of the CST and the greater 
Fermi National Accelerator Laboratory. It fostered a deeper 
understanding of the creation and upkeep of network 
diagrams. Future developments are needed to ensure that 
the diagrams are kept up-to-date as new technology is put 
into use.

Incoming Technologies
These figures will allow us to easily update the diagrams 

as the technology is implemented. New government 
mandates require Fermilab to impose stricter requirements 
for logging. Technology such as a Security information and 
event management (SIEM) is under procurement and 
implementation. Another technology under implementation is 
the Security Orchestration, Automation, and Response 
(SOAR) system along with other logging improvements.

Created Diagrams Highlights Design

Authentication Diagram

• Updated Authentication 
Diagram

• Partnered with the 
Authentication Team

• Learned about Kerberized
Secure Shell (SSH)

• Figured out how certificates 
flow through the network

Logging Diagram

• Updated logging 
infrastructure

• Gained access to Splunk 
training

• Learned about Honeypots, 
Blackhole routers, etc.

• Learned how to analyze logs 
coming from network traffic.

Scanner Farm Diagram

• Learned how scans are 
processed

• Discovered the methods 
Cyber Security Team (CST) 
uses to scan the network

• Learned about Networking 
Information and Monitoring 
Infrastructure (NIMI)
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Figure 1 – Outlook of the current CST Knowledge Base information gathering. [1] 
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