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2) (FEHTHE A i T3 S HORBIFEAT, Bi5T 210003)
(2023 4E 2 A 8 HIk#; 2023 45 3 A 17 HULEMERR)

1w FEHD K (quantum key distribution, QKD) 45 & — K — B W% 3, nf LIS B &L &n 8+
BE. W (twin-field, TF) QKD F1{ll i 1% 5 TG 5% (measurement-device-independent, MDI) QKD E. 7 4 = #Y
A TR) I A Al LI i Ay v 9 T 2% B ) Il % 17 FH SRR SEBR N T R B v S0 B X QKD
PEREA B MK FE ), 1 SE BRI 5 AE A2 5 P B0 KL 7 B B vt sl s AR X AR L I B P RS 43 Ak A S
R ol P R AL DA B AR S Y S RO B R, AR S8 SR AL T 2K T . AR SR K B AL 2 2
BT QKD ST B b, 38 i LA o 2T BERLHUINAR [W] 35t TF i MDI B AP A L 2
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QKD, MDI-QKD) #}¥. 2018 4 Lucamarini 4 [*?!
e T W % S R L (twin-field QKD,
TF-QKD), AMUEE T MDI-QKD il &5 % ¢
KRR, 1 HIEBR T SEBR I A T MDI-QKD X
AR Z SRR B R AR, IF4THE T Jerh
gk FHIE R - R ] (PLOB #4101 $2 5t
T QKD RS

fE T S BR g A T, MDI-QKD & %4¢
— e R B AR I 4% ik AT 3% 2 078 (1] 1), i TF-
QKD F1 MDI-QKD IS th 1F 3 /2 X — i, 72N
FHAAT DL S 5 A 8 28 B AR PO a5 S
W7 R TG B U 5 B EL A X 4 1 ik i
RIAT 58 BB 43 i A

B 1

MDI-QKD & 4i/R & &
Fig. 1. Schematic diagram of MDI-QKD system.

T TN K200, T XA FE YL (TF-
QKD 5 MDI-QKD) ¥ (4n a8 B | %k B %
A5 ) W HEA T Ak (10200 DT 388 {5 T Be AR A AH I
AN A R, AG SR E AT
ZE— PRl P DA R A SR 25 (LSA)RY,
L5 07 S B R R R, 2558 5 R
AR ] (A9 9%, Joykih 2 13 £ R g0 %o S i
PR SR . 3 AR Bl G BILAS 2 ) S ) R ke
B AL 24 > T QKD 2 80w i b i 58 44 5.
2018 4, Liu 45 P2 i YK HLAs 24 ST B N F Tz sk
i QKD RS0, I T —Fh 3L F 3 Re m i e
(SVR) Bk pISEEIRL. 2019 4, Wang 55 9]
FEARIIFEBE & I T T QKD S84k AL

wreE M BRI T AL ) B AR D AR i

T 2 b ras . R4, La &5 PR S A5 4%
AT A2 M4 S T MDI-QKD 45 i) 2 5t ik
ESaPARE. 2022 4, Chen %5 2 FEHLERA (rand-
om forest, RF) BRI i F T X Bk A5 18 & 315 %
PRARAL, W/ T AR 58 7 58 BRI FE. 7552 BRI
s, AR XU — A BRI R g, B
fFIE AL THEX AR, B0 28080 A5 3, Atk
QKD RGAE(F LA F 8 TS ER. R
7 B G b SN A T R, AR SORE A B L
e AR S EGE S AT R A5 &, TR
R VBAE R 7 AR AL T 2, B2ty 3 H]
TP AR TE AR X FR 1 B0 Y e U S E i A . AR 3¢
M B4 R R NTE IR AR IR IEN T, 5%
GET XTI, SRR 2R 2 B S LS E Oy S
KHARH T S8R0 & s B ], 7E55PR QKD R4t
RS .

2 BAE A R PR B R B

Oh T AT B R ) 2 A R AR AR SO M
2T BT AL s S R o ) R LR
A —A> T, W ) i R B A IR
FEAR RGO AT, REPA BT
REAY PR 0. R QKD RGEH Al BEHIFIY MDI-
QKD F1 TF-QKD PRSI, S 43I R0 4R 1)
A i H S 3B AR R AR

N FHER RS X

7E QKD RGH TAE T, %A% (R)
RN GRG A SSEAEVRR, AR A THE
XERRIIEBL T, 52 R 28 F2 B 46 Ja I a5
S e A RS L, 38R0 S sk R
25 AL, RIS RE eq , TRINBCE 0, 85T KIEH
TR AL N TG ECR Y R ES B G —
MNYE i X = [L, AL, Yo, 1, eq, N], 34 HAE
SRS 25 B 1) i A B =X, SR AR S B
UL AR5 T AHRIAYER (TF-QKD %),
DL 1.

2.1

*1 ARHESHH
Table 1.  System parameter range.
S8 L /km AL /km N n Yo eq
I 0—300 0, 25, 50, 75, 100 10°—10" 0.1—0.9 10 1—10° 0.01—0.10
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VASE (8] B HE P A N R8s 2t 1540 o8, ek
REI TF-QKD PRl s AL il 10° 41; MDI-
QKD BRA RIS AR eq BUEIEFI AL 0.1—0.5 41,
Ho b P S TP-QKD PR TE, RSB 10°
iR,

T ZREI B AR, AR SORME T R G0k i
ARARZS, TSR R U D el (Ph PRy L M B
25 ALFRAE) HAJRRI R eq . BORFEH X 73 E LT
FIE-S A BRI, T A S S E
S A R AR R T U U T A B S D AR R DR A
FRAIG A BT, DLPRUEAS I fr) 5

2.2 BWANFREHERN

75 4k X FR 5 i MDI-QKD F1 TF-QKD ##iX
AR SCHR AN ] IS0 B4 J B HLAd P A5 B 2
P iy AR B A% =X Hrh TF-QKD B
i VO 5 B S O A T 8, TRy Rt AR R
FARAL B S S E A HE: A5 7 Alice (Bob) HI{E

%759&5 Ml(NQ)\ Iﬁgﬁjfgﬁg Ul(Uz) *ﬂwl(wz)\

T WK SRR P (Pu2) . FEIRAS K MY &
TR Poy (Poz) Ml Pt (Puz), P Z B A TR KL
WEF e (e2). B, Wi SUl B S 4 & ibn 2 ]
iw Yrr = [, v, wi, Pui, Pory Pot, €1, p2, va, wo,
sz, P2, P2, 52]; MDI-QKD TJJW)UEE)EH Elé‘ifﬁi]ﬂ%
AT P K E S BHRR T TR 80 T Z %
H IR e . 2510 TF-QKD PR e L,
MDI-QKD S5 A bR ] i CH Yvpr = [,

U1, Wi, P,ul» Pvlv Pwlv M2, V2, W2, P[L27 Pv27 PwQ] .

B T B A 8 19 7 6 2029, XS BRI QKD
RGO R L A6 S0 0, B RS K. i
4b, M F MDL-QKD Pl TF-QKD Bhs( 7 5 81
MERE E 45 A DR, BOR MOPE— T A 3 R
VA

2.3 IZREHITERITRE

PN R RACI I TN NS S € T AT TP ¢
PRk, A LSA Bk R — 4l AR IE SR 153
FHI ARZEEIE, VR AR A5 T B i S 400
B BT A BAE T T IH— R B, DR &R
&1 TF-QKD 15 B0 A 6], A Ak i A8 0% 544 156 B
R, SRR AR AR Y, BT AR
7

maXRTF = f(ﬂllvUlawlap,ulapvlapwlagl,
Ha, U2, w2, Pua, Py, Pya,€2)
Py +Pa+ P+ FPoa=1,
Poo+ P+ P+ P2 =1,
s.t. (1)
v1 > wp > 0,

Vg > wo > 0,

H, Ryeh TF-QKD BMUF RS 000 15 8%,
Po1(Po2) 4 Alice (Bob) & i%G3H 0 M.

XF T % 2 dE AL IR, 7R SOR 2 5% A
14 > —AEARAG IR, P R 24 SR AR B8 ] 56
AT HE— 2L Ak, % bR — RO fh ) {28 e Y
R EN R S A Y. BT, TEFR 2R LA
TREG BT 4 R eI

X TR R ARGk, MHER RSO 2 X
WA SC A A B e B A 5 2 Bk R 4
F. T, RYESLIR L I0 4h th— AL TR
PRI, LUK —BrEELAE 0 3 — SR fE. B
J&, FMEAFBIAA R R (W 2 290 % 3% Rer
e BV FE) A5 0I5 SE S DU R B, X T okl
WU AR R ELAE D e S DL R, 5 TE A,
T AL Fi A 25005 Bk R S 806 B Y A
SR H A — LR AU, (AR (E B B AT e
A

3 WBFIFERF

AN B SRR B SR bR AL S BRI 2 T0%
AIYIZREE AN 30% RO UELE , BEJS LI T 3 Al [F]
i T2 > Bk, I I ZRAE A i vt
AR AT NS5 TERAF N ZR5E AT IS, HF
S UEAE B9 B A SN R B R A A S 0
R? IR G AL R R/ I SE T SRR
AR SCSABL AR W 2 > Tk 2. Bl
432l H P 56 ) (classification and regression
tree, CART) S48 1 [BH DL SR .

3.1 FRAREBEFIEREF

TR T W2 o vhei R PSR B L e
W £ B vk I K-Bi 3 SR 33 7% (K-nearest neighbor,
KNN) &5 3 RhSRIEHE 0020 Lo, Herh oo ik
SIS YNGR L — R RE S5, o RS BB A5
FoR—AEME R RIWTE, 5 SRR
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SR B B R — P PO o6l E?Z?;?fgadm
Tt 22 X 24 o — R ASEAJ5 2E ) 1 22 X 2 25 4 RN B RE 1Y) 04t -
THAEREAY, 5 TR R BT Al RO BB, KNN 2 02t
SR A S T A Wi A B 5 C A B R B R - I
e i E PR 3 3 PR AR T IE = ’zi
SR 5 ), A TF-QKD A, 765080 5 osl
AL 3R 70% AV R4 FT 30% 1Y) 3 Tk 2 1 0 0z 04 06 08 1.0

T (X5 R “BruERE o), AR P 10 IR 4L fi
HSER P ZECR? A 2 s,

1.0
0.9F
0.8
0.7
0.6
0.5
0.4
0.3
0.2 F

R2

—u— YU
0.1 —o— LI
ok —a— KNN

P S T S R S L
M1 V1 Wi PMPWPM €1 M2 V2 wzpmpuypw €2

B2 ORIFZE0 MR 2 S Bk R2 LA
Fig. 2. Comparison of R? of supervised learning algorithms

in different categories.

IR PR B2 2% 5 KNN Bk
WS R? 19 LB, & BRS04 T S 4K
(1) R? FIREAR R2 137 i T AL P AP R A 5300, %
NEFEZE T AN 3K 5 fis.

0.4
Test_data
Training data
0.2
4
<
B
= 0F
72}
Q
~
—0.2
704 1 1 1 1
0 0.2 0.4 0.6 0.8 1.0

Predicted values

B3 AR DL SR BT R 22 ]
Fig. 3. Decision tree model residual plot for standard cases.

K 5 B R I GRS 22 A R, S niJe:
B e AR 25 0 A . AL 5 RIRN, DR SRR S TR 4
AEER I EPEIE, HE PSR AW, 55
PR 5% 22 B 5 TUM(EAS B AR MR, SR
PRI RERCAF, (RFR A REBR, A SCAATESL PR
RGEHIEANIEZ . ), 2577 R REFE L 2.

Predicted values

Bl 4 BRI 1O i 22 O 45 A TR T 2 [
Fig. 4. Neural networks model residual plot for standard

cases.

0.6 F Test_data
Training_data
0.4

0.2

Residuals
=}

—0.2+F

—0.4F

—0.6

0 0.2 0.4 0.6 0.8 1.0
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Bl 5 FRfEE Ol KNN A5k 22 4]
Fig. 5. KNN model residual plot for standard cases.

# 2 ARG

Table 2. Comparison of time loss between different

schemes.
TF-QKD
MDI-QKD

A /s
0.713
0.608

Z L /s
0.825
0.710

KNN/s f4%i/h
1509 163
1.301 116

FH T USRS AR (1 AL YR AR ] 7 R R
ST B R SRR BT AL G T S X,
AT TR RE, BV A — AL (R
Intel(R) Core(TM) i7-10750 H CPU @ 2.60 GHz,
RAM: 16 GB DDR4 2933 MHz) 43 55 i A [ )7
FitE Z AR S ST i E], Hrp TF-QKD
P A BB 55063 41, MDI-QKD #pid 3t
THEARCEE 43741 4, HH 3R 2 T, DRSR R A
P[] 4 B /. 235 i, DR SRR Bk X A S o
T AEAT S o R 422 T Rl A A R B4 11
PR

3.2 RERWHHEILTE
CART 8.7k & —Fh L BE A ol 25 F0 Y 432 [m] f5L
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R fiff P 25 R ] I (] A D SR AR SR B w)
i1 BreimanB? T 1984 4E#2 1. CART [Hl A% v: %
FHAF-J7 i 22 B/ N 00 358 BOESCHE R A1, 368 3 % 4
P R AE B R o 2 57— PR SR AR AR AR 5 e X A R
PR R T By A AL B A B 2 AL A R
FI IR PSR B3 R i CART [A] I Hk
TR

3.2.1  # AR = R 5 BB AR A AR
AT CART [l (95045, R FS X
(7. T e I 2 A O A
B ORI A A5 R, LA B (9 B s 7 S B4
B BT 53 R A DX A
Ri(j,5) = {w|z) < s},
Ra(j,5) = {x|zV) > s}, (2)
BEA DX 33l Ay B S TR ¢1 il o 43530 A
= 3w m=12), ()

™ 2,€Rm (j,s)
Horpry S 24w S « A VIZRBHE M BB E, N
S DB B . AR XA S AT 40 AR R e U
Ak, X 5 A B[R] ZH G T, AR X
SRR 227 R/ )

f?lsn Z (v —1)* + Z

2, €R1(4,s) z;€R2(4,s)

BT 5 A1 s VRS Y1748 A 7 a5, 1545,
X JE R X A2 AP IR, AT 2 R AL
D101, IRZTE W PRIE BRI

T

C1

’ ’ ’ ’ ’ ’ ’ ’ ’

Kl 6 CART W2
Fig. 6. CART construction process.

322 W M
T B SRS B A I DL, X TR SR
TRy INEZEFIR (minimum error pruning, MEP),
MEP J&—Ff T it b By 3R B9, X F Rk
R AR AR 719 8, BRI iR 22
Ei(t), R85 HRZ T SN A T A R R 2
En(T) AU, HA i B I R AR £
A . AR AL B () < Ed(Ty), BT 2%
BTR, WRER . T RRERTE AR

N
:Z|yi—0i\~ (5)
i=1
R FIWTITAT T RO A A e I, S YA
3.2.3  wdifEmN

TESE IR SRR R RN BT A IS , i A S0 IEHE£L
I AT AT IOL P 3 TR S

M
= Z CmI7 (6)
o f(o) s B8, 18R eREL, Rm N
I 1, zeR,, .
B {0, z ¢ Ry @)

K 6 2 CART YRRt dtin . fe2, 5T
X — BB FH Sklearn & ' A9 Decision Tree
Regressor PRECIIZRER, VRS EELHE: MR
KIRJE “max_depth” 2y 36, Hr43 NHE 1 AU 75 1Y
e /VFEZAR L “min_ samples  split” & 2, M7 55 B
T R/ VEA I “min_samples leaf” 1, $i12K bR
B criterion 1 FH “squared _error”.

Cl() 011 N HH.HIHH l
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4 HRAnitk
4.1 E#MEREW
BRI AR PR L BRI L T Ry 3R
B hit, 5IABNEA R G5 WL 3 FhIEM 48 b,
X TF-QKD Wi Fl MDI-QKD Wr 3 P8 )1 25 H
PR SRR 43 A T PEAY
¥ J71% 2 (mean squared error, MSE) it
ST 25 55 B LAl SRR 25y PR I, FEUE
N 2 N il L S = R/ W

1 N 2
MSE = N ; [y: — f(x)]”. (8)

4 X iR 2% (mean absolute error, MAE) # H
TR TN 45 R 5 e U2 SRR 22, R
(EDB/ DN IR RS S 1) 1005 R, k0l

N

MAE = %Zly — fi)l. 9)

i=1
PesE R AL (coefficient of determination, R?) J& 1%
RN 235 SRR L B 1 Fa bR, TR R

N

RZ=1- Z [y; — f(xi)}Q/Z (yi — %)% (10)

=1

R RS 01, R BAEIE T 1, BLOTBLAY
BRI, e T 0, DAL 0 BRI R
W2 7E (8) X (10) Refr, VAR Y
MOk, () B BURIBRIGS BE, 3 6610 A
Bogi= Y u AR A R,
BT AR 264 96 650 R 1
%37k,

#3 BRI OB

Table 3.  Evaluation of the results under standard condi-

tions.
s R? MAE/103 MSE/10°®
TF-QKD 0.9916 3.42 8.05
MDI-QKD  0.9993 0.37 1.70

HIZ% 3 Al FERRMERSOL T, LA CART B4y
S 14 [ DA 0000 56 T A 50 R S8R5 A B
XULAXTT QKD R Gl e B A R QKD P
L, KT IRE R T BER 58 I H A S R 13
D). 7R ke, o RIS 2 A I B S R0l TR

RS TIN5 EHR , I-5 B et 3 8 R A0 L A5 3]
ZERANPE 7 FIE 8 iR,

1.0

Mean: 0.9959
091 Var: 0.0002
0.8

0.7 A
0.6
0.5
0.4 A
0.3
0.2 A
0.1

0

Proportion

O o> ol D od b o K D ® ©
QTR R QR R 0P 9 9P

Rp:i/Risa

B 7 TF-QKD KR L ik A
Fig. 7. Model scale histogram of TF-QKD.

1.0

Mean: 0.9981
091 Var: 1.554x10-4
0.8

0.7 A
0.6
0.5 A
0.4
0.3
0.2 A
0.1 A

0

Proportion

Q oY oF op N o® o0 o o O O
O Q77T N
Rp:/ Risa

8  MDI-QKD %! L il 14k P
Fig. 8. Model scale histogram of MDI-QKD.

7 I 8 Hh Ree 23l i D SRR i Hh 28
A I 8%, Risa /& LSA B iTHE A
AR (T 2R Y & X T Rre > Risa
AL, AR UL E X, B Ry / Risa =
L. 3O BRIBUM [ 4RAEAS AR SCR R B ). T8
&7 FIEL 8w, ZEARMENS BT, a8 i R s b AL Y
TN ZH0 5t 0 B B R S A5 G0 7 RS B A R AR
AR BON R, AR I E M IETE 0.995 LU E.
UEHTEARERS U, SRR BRI R X PR (51 QKD
RGNS EIC B X — N 5 T PRI

4.2 FERHTZHME

T T R 6 A R R B AR AR E UL AR TR AP AS [E] 3
5 FSEHM: s — 2l TG ES/NFE G A
BBV RV, T SCRIFR BT P —
J2 TN ZREE R B A% S 2o A BRI 2hde
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0 AL A R I B, T SRR R R IX
PRI S e SE PRl h 2 R AR, BB SR T (A
RUEA —E TN RE . o8 T ik SRR A A 5 7
Fh AR OO SR, T T X AESL T 3 Ff
AFEEPER AR R, - H TR A M HLAS T PSR A 1A
FIHE T ISR 2 AU L 45

Z: 5% WY P SR AR B AL RF 58
TR TR (gradient boosting decision tree,
GBDT) #i 1. RF #&AIF1 GBDT R AIHE DL 5
R AR BT SR, AT ZRRUCRIM IS, A
[ Z Ab7E T RF 580 B P SRR 2 i 2 B I 7
8] (R AR R 18, B AR A AR [H], T GBDT
JEAE b — R P 5k 22 5Ll 1 R AAE N, R RRRA R
ANTA]L SRy T P A ASE L R Y1 R 2 B8N I Fr 28R
WRIHLA RN R g WA 3 RPN FE FRxt RF |
FRA GBDT BARLEAT LA 234, L TF-QKD
S, K B S A 1T S 48 A TR R s A
4 rh,

B4 R R R

Table 4. Evaluation of the results of different usage

scenarios.

17y R2 MAE/102  MSE/10*
PSR 0.9529 1.64 8.75
faRle il RF 0.9494 1.68 9.12
BEERTE  0.8579 2.76 40.0
TRIFEARS 0.9659 1.14 3.52
AR RF 0.9654 1.15 3.54
FEEESRTE  0.9154 1.94 8.74

TE: HUABR A Z 8 b i i 21

M5 4 AL EA IR E RIS, Yokt
BRI MSE, MAE Hil R %64 REF8 An I i R ILER
P F AR 3 U8B PR AR R AR 4
AR TR A AN [R) P 3 S5 P oA S A A o, L TE B
T APPSR AR A IE R . R TR [l 5 e
SRR RF BERI/E TF-QKD DAL Tk
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Fig. 9. Regression decision tree model scale histogram.
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Table 5.  Comparison of time loss between differ-

ent schemes.
Iighe RF/s RHEM /s BEEEARTH /s f£%4¢/h
TF-QKD 1.426  0.713 6.748 163
MDI-QKD 1.221  0.608 5.631 116
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Abstract

The parameter configuration of quantum key distribution (QKD) has a great effect on the communication
effect, and in the practical application of the QKD network in the future, it is necessary to quickly realize the
parameter configuration optimization of the asymmetric channel measurement-device-independent QKD
according to the communication state, so as to ensure the good communication effect of the mobile users, which
is an inevitable requirement for real-time quantum communication. Aiming at the problem that the traditional
QKD parameter optimization configuration scheme cannot guarantee real-time, in this paper we propose to
apply the supervised machine learning algorithm to the QKD parameter optimization configuration, and predict
the optimal parameters of TF-QKD and MDI-QKD under different conditions through the machine learning
model. First, we delineate the range of system parameters and evenly spaced (linear or logarithmic) values
through experimental experience, and then use the traditional local search algorithm (LSA) to obtain the
optimal parameters and take them as the optimal parameters in this work. Finally, we train various machine
learning models based on the above data and compare their performances. We compare the supervised
regression learning models such as neural network, K-nearest neighbors, random forest, gradient tree boosting
and classification and regression tree (CART), and the results show that the CART decision tree model has the
best performance in the regression evaluation index, and the average value of the key rate (of the prediction
parameters) and the optimal key rate ratio is about 0.995, which can meet the communication needs in the
actual environment. At the same time, the CART decision tree model shows good environmental robustness in
the residual analysis of asymmetric QKD protocol. In addition, compared with the traditional scheme, the new
scheme based on CART decision tree greatly improves the real-time performance of computing, shortening the
single prediction time of the optimal parameters of different environments to the microsecond level, which well
meets the real-time communication needs of the communicator in the movable state. This work mainly focuses
on the parameter optimization of discrete variable QKD (DV-QKD). In recent years, the continuous variable
QKD (CV-QKD) has developed also rapidly. At the end of the paper, we briefly introduce academic attempts of
applying machine learning to the parameter optimization of CV-QKD system, and discuss the applicability of
the scheme in CV-QKD system.
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parameter optimization
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