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Abstract
The quantum internet is a cutting‐edge paradigm that uses the unique characteristics of
quantum technology to radically alter communication networks. This new network type is
expected to collaborate with 6G networks, creating a synergy that will fundamentally alter
how we communicate, engage, and trade information. The improved security, increased
speed, and increased network capacity of the quantum internet will lead to the emergence
of a broad variety of new applications and services. The current state of quantum
technology and its integration with 6G networks are summarised in this study, with an
emphasis on the key challenges and untapped possibilities. The main goal is to get
knowledge about how the quantum internet might impact communication in the future
and alter several economic and societal sectors.

KEYWORD S
cryptography protocols, quantum communication, quantum computing techniques, quantum cryptography,
quantum entanglement, quantum information, Rivest–Shamir–Adleman

1 | INTRODUCTION

The area of quantum communication, commonly referred to as
quantum cryptography, was founded on the ideas of quantum
mechanics and information theory [1–3]. From its initial
introduction in the 1970s [4], the idea of exploiting quantum
characteristics for secure communication has flourished as a
field of study and development. Early quantum communica-
tion was primarily restricted to theoretical research and lab

experiments [5, 6]. Nonetheless, it has advanced remarkably
over the past few decades and is now close to becoming a
commercial reality [7].

The ability of quantum communication to provide
communication with unconditional security is the primary
driving force behind its development [8]. As quantum
communication is governed by physical rules as opposed to
classical ones, it cannot be intercepted or altered. This makes it
a desirable option for use cases like private government
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communications, encrypted banking transactions, and military
communications [9].

Currently, quantum communication is a rapidly developing
science with many practical applications, not only a theoretical
idea. Advances in quantum technology, such as the creation of
high‐quality single‐photon sources [10] and the realisation of
quantum key distribution (QKD) across large distances, have
made it easier to construct viable quantum communication
systems [11]. These developments have created new opportu-
nities for the commercialisation of quantum communication,
which is anticipated to have a significant impact on the
development of secure communication in the future [7, 12].

Additionally, QKD is being used in institutions of higher
learning [13]. In these circumstances, QKD is used to safe-
guard sensitive academic intellectual property and research
data. A typical QKD system is shown in Figure 1. Universities
are now incorporating QKD protocols into their curricula to
equip the next generation of quantum engineers and scientists.
By doing so, they are providing students with firsthand expo-
sure to cutting‐edge developments in the field [13]. In order to
support the industrial research and development organisations
currently forming the fundamentals of the quantum internet,
these activities are essential for the training of the upcoming
generation of scientists and engineers in the field of quantum
science and technology.

In that regard, a novel idea, shown in Figure 2, called the
‘quantum internet’ suggests leveraging theoretical and experi-
mental quantum physics, classical and quantum light‐matter
interactions [14–17], and computer science, to create a new
method of information processing and transmission [18]. It is
intended to be a network that can safely send quantum data
across great distances, such as quantum keys, quantum
entanglement, and quantum states, without running the risk of
interception or modification. Quantum communication pro-
tocols, as outlined in Figure 1, such as BB84, E91, B92 and
COW06, would be the foundation of the quantum internet
[19]. These protocols make use of the features of quantum
physics to facilitate efficient and safe information transfer. A
new era of technology and communication may also be ush-
ered in by the development of the quantum internet, which has
the potential to open up new opportunities in sectors like

quantum sensing [20], quantum simulation [21], and quantum
computing [22]. Although research on the quantum internet is
still in its infancy, it shows immense potential for the growth of
technology and communication in the future [23].

Starting 2020, fifth‐generation (5G) wireless communica-
tion systems have been commercialised in different parts of the
world. Researchers and telecom engineers have now started
investigating the new use cases and the required technologies
for the next sixth‐generation (6G) communication networks.
Apart from high data rates, high reliability, and supporting a
massive number of devices, 6G would require to provide un-
conditional security in the emerging quantum computing era.
Quantum technology will play a significant role in the devel-
opment of 6G wireless networks in order to provide enhanced
security, privacy, high data rates, and improved network per-
formance as compared to the current 5G wireless system.
Therefore, the 6G wireless network would require seamless
integration with the future quantum internet to support end‐
to‐end secure data transmission from the access network
to the core network. Furthermore, a quantum‐enabled 6G
network would allow users to securely access quantum
computing services on the cloud. In this study, we present a
comprehensive review of the quantum internet and discuss the
various applications of quantum information technology in
the development of 6G wireless networks. We also present the
latest industrial standardisation efforts for quantum‐enabled
6G wireless networks.

2 | QUANTUM INTERNET

2.1 | Introduction and overview of quantum
internet

There is a possibility that the quantum internet would usher in
a new era of capabilities for the field of telecommunications,
the likes of which would be difficult to achieve via traditional
communication routes [24]. The quantum internet, shown
schematically in Figure 2, paves the way for a number of
exciting new possibilities, including increased sensing, distrib-
uted quantum computing, and communications that are
potentially completely secure [25]. A quantum internet will not
operate in a manner that is dissimilar to how a classical internet
operates; however, instead of disseminating information, a
quantum internet will generate entanglement between remote
nodes [26]. Entanglement is a form of correlation between
different parties [27] that does not have a classical analogue.

A quantum internet, in its standard model, can be seen as a
network where each node holds qubits in quantum storage.
The connections or links between nodes depict a quantum
channel. This channel can generate quantum entanglement
between the qubits that reside in the nodes at either end of this
link. Such a structure is referred to as a quantum memory
network [28].

The first underlying assumption in this model is the
practicality of executing two‐qubit gates between any pair of
qubits housed within the same node. Additionally, it presumes

F I GURE 1 Schematic of general quantum key distribution. Secure
communication made possible with Quantum Key Distribution—where the
principles of quantum mechanics enable the exchange of secret keys over a
public channel with ultimate security.
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each node is assigned a predetermined number of memory
units corresponding to each channel that connects to it.

This section aims to go beyond linear quantum networks
and examine how quantum repeaters fit into the future quan-
tum internet concept.

In this part, we will first describe a set of communication
activities that can be carried out via a quantum network. Sec-
ondly, we correlate these example communication activities
with experimental needs and a taxonomy of the quantum in-
ternet's phases. Lastly, we study how to assess the utility of
quantum networks for each of these activities. For this pur-
pose, we present a simple network model in the form of a
graph. The evaluation is expressed in terms of network ca-
pacity, or amounts that can be attained under ideal conditions.

Prior to considering how to quantify the usefulness of a
quantum network, it is crucial to examine the potential uses of
quantum networks and the quantum internet in general. A
discussion of a few representative applications is provided
below, organised by domain. Yet as the number of users in-
creases, we should expect to find a variety of new applications,
much like in the early days of the Internet [29]. A quantum
internet may be used to transmit information first. The net-
work's nodes may wish to communicate either conventional or
quantum information. Without a quantum network, the latter
is plainly unachievable, but the quantum internet can also
benefit the former over a traditional network. Specifically, both
entangled channel inputs and joint quantum measurements can
increase the transmission rate of conventional communication
[30]. A quantum internet may also be used to send secret
conventional data between two parties [31]. In turn, this makes
it possible to distribute secret keys, a process that can only be
accomplished using conventional methods. If the parties are

willing to rely on assumptions, the security of the rivest shamir
adelman cryptosystem depends on the difficulty of the
factoring problem, while the security of the wireless physical
layer depends on a model of the conditional probability dis-
tribution associated with the wireless channel.

Beyond facilitating private communication, quantum net-
works can also carry out a wide array of cryptographic tasks,
often offering significant advantages over their classical
counterparts [32]. Among these tasks, QKD is the most widely
known. However, there are several others, including certified
deletion, conference key agreement, secure money transfer,
leader election, and secret sharing [33]. Interestingly, there are
certain tasks that neither classical nor quantum resources can
efficiently tackle. But if certain assumptions about the potential
attacker's storage capabilities—both in terms of quantity and
quality—are taken into account, quantum resources can handle
these tasks more efficiently. This category includes quantum
methodologies for bit commitment, oblivious transfer, and
secure identification. One of the standout features of quantum
networks is their ability to execute the majority of these
cryptographic tasks without making any assumptions about the
behaviour of the legitimate parties' equipment. This has led to
the emergence of what's known as ‘device‐independent’
implementations, which have become a major line of defence
against side‐channel attacks [34].

Finally, the research of quantum communication complexity
reveals that by delivering quantum information (qubits) rather
than classical information, wemay drastically reduce the amount
of communication necessary (bits) [35]. Communication's
quantum advantage is illustrated through quantum finger-
printing. The computing is the fourth significant use of quantum
networks. In its most direct meaning, the modular or distributed
quantum computer is an alternative paradigm to the monolithic
building of a quantum computer [36]. In this paradigm, high‐
quality, tiny quantum computers are interconnected by entan-
glement to form a bigger quantum computer [37]. A quantum
network can also be used to execute quantum computation on a
distant quantum computer without disclosing details about the
calculation or underlying data, to do multipartite computation,
or to gain a computational advantage in distributed computation
jobs. In conclusion, the entanglement propagated by a quantum
network can enhance the performance of sensing applications.
In this arena, notable applications of entanglement include clock
synchronisation and interferometry, where it is used to expand
the baseline of telescopes [38].

2.2 | Potential applications and utility of
quantum internet

The road to building the quantum internet will be long and
difficult. The current standard viewpoint is that the quantum
internet will probably develop in stages. There are several ways
to divide it into stages.

The classification proposed in is based on the network
functionality available to the end nodes. Interestingly, quantum
networks where the nodes have very limited functionality are

F I GURE 2 A schematic depiction of the quantum internet, which
includes a quantum switch, quantum repeaters, quantum computers, and
users.
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already useful for applications, and new tasks can be imple-
mented as the functionality of the end nodes increases. This
means that we expect quantum networks to be useful even in
the early stages of development (Figure 3).

2.3 | Phases of quantum internet
development

As outlined in Figure 4, in the initial phase, networks of reliable
repeaters are established. During this stage, nodes can prepare
and broadcast quantum states to their neighbours. This func-
tionality enables the construction of protocols for the distri-
bution of prepared and measurable quantum keys between
adjacent nodes. In this manner, it is conceivable, for instance, to
establish a network of individual QKD links [39]. Nevertheless,
it is not a complete quantum network because quantum infor-
mation cannot be communicated to non‐adjacent nodes. This
extremely limited functionality is nonetheless useful: If two end
nodes in a network trust the behaviour of the nodes along a
path that connects them, then they can exchange secure keys.

In the second phase, preparation and measurement net-
works are developed from beginning to end. At this phase,
nodes can prepare and transmit individual qubits to any other
node in the network without assuming confidence. This may
incur a cost in the form of post‐selection of transmitted sig-
nals. Nevertheless, prepare‐and‐measure networks can be

utilised for a variety of new applications, including safe iden-
tification in two‐party cryptography with noisy quantum
memory and key distribution. These include protocols in which
entanglement is utilised to ensure security, yet nodes never
share an entangled state. Alternatively, it is sufficient for nodes
to confirm if entanglement can be communicated if the end
nodes have performed a coherent version of a prepared and
measured protocol.

Entanglement distribution networks are built in the third
phase so that two users can get end‐to‐end quantum entan-
glement [40] in either a deterministic or an announced method.
End nodes do not require quantum memories at this stage. If
the loss is modest enough, this added functionality permits
device‐independent QKD.

The fourth phase involves the construction of quantum
memory networks [41]. End users can store quantum infor-
mation in their memories and transport quantum information
to one another during this phase. The transit time between the
two end nodes determines the minimum storage time. It
should be noted that operations are done directly on the
physical qubits at this phase. There is no room for error. If a
remote quantum computer is available, this functionality en-
ables several approaches for blind quantum calculations. It also
supports protocols for expanding telescope baselines [42],
cryptographic activities such as anonymous quantum
communication, secret sharing, easy election of a leader, and
some clock synchronisation protocols [43].

The fifth phase involves the construction of few‐qubit fault‐
tolerant networks. Here, the end nodes can perform local
quantum operations on a few logical qubits fault‐tolerantly. This
capability enables the execution ofmore sophisticated protocols.

F I GURE 3 Two sources of entangled photons make up the usual
quantum repeater schematic architecture. The four photons travel via four
distinct fibres that are organised so that two of the photons from each
source travel in opposing directions and one photon from each source
travels to a quantum measuring device. The two photons that arrive
simultaneously are asked, ‘Are you identical?’, by the quantum measurement
equipment. The state that represents the two additional photons'
entanglement if the measurement is successful relies on the outcome of the
quantum experiment. We have shown the entanglement of two photons
separated by a greater distance using this quantum measurement than we
could have done with a single source of entangled photons.

F I GURE 4 Evolution of Quantum Networks: Here, we present the
outlines of the six key phases of developing a quantum network. Phase 1:
Establishment of Reliable Repeater Networks, where nodes prepare and
broadcast quantum states to neighbouring nodes. Phase 2: Development of
Preparation and Measurement Networks, introducing the capability of qubit
transmission to any other node. Phase 3: Building of Entanglement
Distribution Networks, enabling end‐to‐end quantum entanglement. Phase
4: Construction of Quantum Memory Networks, where end users can store
and transport quantum information. Phase 5: Creation of Few‐Qubit Fault‐
Tolerant Networks, enabling local quantum operations on logical qubits.
Phase 6: Establishment of Quantum Computing Networks, which allows
large‐scale fault‐tolerant quantum processing. Each phase progressively
enables more advanced quantum computations and cryptographic activities.
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Specifically, an end node is capable of fault‐tolerant execution of
a universal gate set on q logical qubits if q is small enough for
local quantum processors to be efficiently mimicked by a con-
ventional computer. Given that conventional computing power
tends to increase exponentially with time, the value of q that is
still accessible by simulation is a function of both time and
technology. By connecting the end nodes, this functionality
enables the creation of a distributed quantum computer.

In the sixth phase, networks for quantum computing are
constructed, enabling large‐scale fault‐tolerant quantum pro-
cessing. The terminal node is capable of doing large‐scale
quantum computations that cannot be efficiently simulated
on a conventional computer. This will be the most advanced
quantum internet possible [44].

3 | QUANTUM INFORMATION
TECHNOLOGIES IN 6G NETWORKS

Over the past few decades, the development of different
wireless communication technologies starting from 1G to 5G
has been led by the first quantum revolution where the average
or bulk properties of quantum mechanics were used to build
transistors, lasers, optical fibres, integrated circuits etc [45]. The
first quantum revolution was the backbone of the information
technology age we are currently living in. Now, we are entering
the so‐called second quantum revolution where single quantum
objects including photons, electrons, atoms, and molecules can
be engineered to develop new communication technologies
that might have capabilities beyond those achievable with
classical information technology [45, 46].

Quantum technology is poised to play a significant role in
the development of next‐generation 6G wireless communica-
tions [47, 48]. The major applications of quantum information
technology in the development of 6G wireless networks can be
divided into three categories: Quantum Communications,
Quantum Computing, and Quantum Sensing as summarised in
Figure 5. By utilising the counter‐intuitive properties of
quantum physics (superposition, entanglement, and uncer-
tainty), quantum technology can help in achieving ultra‐secure
communication, enhanced data rates, massive parallel compu-
tation, and enhanced localisation and navigation capabilities in
next‐generation 6G wireless networks.

3.1 | Quantum communications for 6G
networks

Quantum communication technology can significantly improve
spectral efficiency, energy efficiency, and security of 6G wire-
less networks.

3.1.1 | Quantum key distribution for 6G

One of the major applications of quantum communications is
QKD which can provide unconditional security in 6G

networks [7, 49]. 6G is likely to be a three‐dimensional (3D)
network comprising terrestrial networks, low‐earth satellite
networks, drones, and high‐altitude platform‐based networks
along with underwater communication networks [50–52].
There are also other promising technologies for 6G networks,
such as the reconfigurable intelligent surfaces [53, 54] and full
duplex [55]. Therefore, QKD systems that can operate in a 3D
network and compatible with other candidate technologies [56,
57] are required for providing quantum security to future
networks.

Here, we present a summary of the recent experimental
demonstrations of fibre‐based and free‐space QKD imple-
mentations. The technological advancement of fibre‐based
QKD technology would enable the incorporation of QKD
in the 6G core network while free space QKD technology
would be important for providing quantum security to the 6G
wireless access network. This section also highlights how these
experimental QKD demonstrations can support quantum
secure data transmission in future 6G networks.

Fibre‐based terrestrial QKD networks have reached sig-
nificant maturity, and various test beds have already been
deployed in various parts of the world [7, 49, 58, 59]. Fibre‐
based QKD systems have also been integrated with the clas-
sical optical network in order to support simultaneous high‐
rate classical communications and QKD [60, 61]. A recent
work has experimentally demonstrated a high‐rate fibre‐based
QKD system that can surpass the linear rate‐transmittance
bound [62]. Since 6G would be required to support high data
rate applications, the work in Ref. [62] presents a promising
solution for supporting long‐distance quantum secure data
transmission in the 6G core network. A novel discrete variable
(DV)‐QKD system using binary phase shift keying (BPSK)
signalling has been recently proposed in Ref. [63] that can
operate over a hybrid fibre‐wireless channel. The hybrid QKD
system of Ref. [63] is a promising solution for future 6G net-
works since 6G would require seamless connectivity between
6G wireless access networks and fibre‐based 6G core networks.

F I GURE 5 Applications of quantum information technology in 6G
communications.
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The authors of Ref. [64] proposed a novel QKD system using
intensity‐modulated binary phase keying and direct detection
with a dual‐threshold receiver that can be implemented using
standard terrestrial free space optics (FSO) systems. The FSO
QKD system proposed in Ref. [64] is a promising solution for
wireless QKD in the initial release of 6G standards since it can
be implemented using a standard FSO system without
requiring complicated single photon sources and detectors [65].
Some recent works have demonstrated long‐distance terrestrial
FSO QKD using both discrete variable and continuous vari-
able technology [66, 67]. The authors of Ref. [68] have
experimentally demonstrated a high‐dimensional QKD pro-
tocol using orbital angular momentum that can be used for
high‐rate QKD applications. The experimental FSO QKD
systems developed in Refs [66–68] can operate during both
daytime and nighttime, which makes them a promising solution
for backhaul QKD links in future 6G networks.

Since the 6G network is likely to be composed of an inte-
grated space‐air‐ground network [69], novel QKD systems that
can seamlessly distribute quantum secure keys between terres-
trial, satellite, and high‐altitude networks are necessary for future
6G networks. Some of the recent works have demonstrated
experimental air‐to‐ground QKD systems using aeroplanes [70,
71]. The authors of Ref. [72] have carried out a feasibility study
of air‐to‐ground QKD using high‐altitude platforms. Some
initial progress has also been made in experimental drone‐based
QKD systems using commercial off‐the‐shelf multi‐copters
with optical payloads [73, 74]. Satellite‐based QKD systems
can distribute quantum secure keys at a global scale that is
beyond the reach of fibre‐based and terrestrial FSO QKD
systems. Recently, considerable progress has been made in
experimental satellite‐based QKD systems after the launch of
the first quantum satellite named Micius [75, 76]. With the initial
success of large satellite‐based quantum experiments carried out
by space agencies, now researchers are focusing on small‐
satellite‐based QKD networks that can support a large num-
ber of users in a global quantum communication network [25].
In this regard, recent progress has beenmade in CubeSats‐based
QKD networks that operate at low earth orbit and can seam-
lessly connect with the terrestrial 6G network [77]. Currently,
different countries have developed research missions to deploy
small satellite‐based QKD networks including SpeQtre which is
a joint UK‐Singapore effort [78], QUARC which is a UK
initiative for QKD service in UK [79], QUBE which is a
German mission for testing QKD between LEO CubeSat and
ground station [80], Q3Sat which is an Austrian quantum
CubeSat mission, and QEYSSat which is a Canadian microsat-
ellite mission for quantum encryption and science experiments
[81]. Since future 6G networks are likely to be composed of a 3D
network comprising of low‐earth small satellites, therefore
CubeSats‐based QKD networks may play an important role in
providing quantum security in future 6G networks.

Apart from point‐to‐point QKD links for backhaul
networking, 6G networks would also require quantum access
networks for providing wireless QKD service to the last mile.
This involves providing quantum communication services to
mobile users from cellular base stations (BS) for outdoor ap-
plications and WiFi access points for indoor applications. Since

terahertz (THz) is a potential frequency band for future net-
works [82], THz QKD is an attractive solution for providing
QKD services to mobile users [83]. Furthermore, similar to
classical multiple‐input‐multiple‐output (MIMO) wireless
communications, MIMO THz QKD can provide high safe
keeping receipt (SKR) and larger transmission distances for 6G
QKD applications [84–86]. However, THz quantum sources
and detectors are technologically less mature, and significant
efforts are required to practically realise THz QKD systems for
deployment in future 6G networks. Since quantum hardware is
more mature in the optical frequency band, visible light
communications (VLC) and LiFi‐based systems can provide
QKD services to mobile users in the indoor environment [87,
88]. Unlike outdoor FSO systems, VLC and LiFi‐based sys-
tems use wide‐angle transmission and can support mobile
users since they do not require delicate tracking and pointing
of the user [89] and can support positioning naturally [90].
VLC is envisaged to be potentially combined with some other
radio access technologies to provide complimentary large
bandwidth for data transmission [91]. The authors of Ref. [92]
have theoretically studied the feasibility of CV‐QKD protocol
using a sub‐carrier index modulation‐based indoor VLC
communication system. Some recent progress has also been
made in the experimental demonstration of handheld free
space QKD for short‐range applications. The authors of Ref.
[93] have developed a handheld QKD device that can achieve
30 Kbps SKR over a distance of 0.5 m. Furthermore, the
authors of Ref. [94] have developed a low‐cost, short‐range
QKD system for consumer applications that can support a
peak SKR of 20 Kbps. With the recent advances in integrated
photonics and chip‐based QKD [95], considerable progress
has been made in the development of handheld QKD termi-
nals [96] that can be used for short‐range applications
including secure ATM transactions and device‐to‐device
quantum key exchange [97]. Further advancement in chip‐
based QKD technology would enable the widespread com-
mercialisation of mobile QKD devices in future 6G networks.

The 6G wireless network should seamlessly integrate with
the quantum internet in order to provide end‐to‐end security
using QKD. The quantum secure keys need to be distributed
from the wireless access network to the core quantum internet
which would require the integration of wireless FSO/VLC
QKD with fibre optics‐based QKD. Once the quantum secure
keys are distributed between two users using QKD, the sym-
metric keys can be used for securing different cryptographic
algorithms in the conventional open systems interconnec-
tion layers for example, Secure Shell (SSH)/HTTPS in the
application layer, Transport Layer Security (TLS)/SSL in the
transport layer, IPsec in the internet protocol layer, PPP/IEEE
802.1 MACsec in the media access control (MAC) layer and
one‐time‐pad based physical layer encryption in the PHY layer
[49]. Furthermore, QKD can be integrated with other emerging
cryptographic algorithms to provide enhanced security. The
quantum keys obtained from QKD can be used for imple-
menting post‐quantum encryption (PQE) cryptographic algo-
rithms. Therefore, future 6G networks would employ a hybrid
encryption scheme utilising both QKD and PQE in order to
provide unhackable end‐to‐end security to the users [98].

152 - ROZENMAN ET AL.

 26328925, 2023, 4, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/qtc2.12069 by D

E
SY

 - Z
entralbibliothek, W

iley O
nline L

ibrary on [16/04/2024]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



3.1.2 | Quantum enhanced classical data
transmission for 6G

Apart from providing enhanced security, quantum communi-
cation technology can be used to improve the performance of
classical data transmission in terms of higher spectral efficiency,
higher energy efficiency, and lower bit error rates [99, 100].
Recent works have proposed practical quantum enhanced re-
ceivers that can surpass the standard quantum limit and achieve
lower bit error rates as compared to classical receivers for on‐
off keying, BPSK, phase shift keying, and pulse position
modulation schemes [101, 102]. While classical receivers are
based on homodyne, heterodyne, or direct detection, quantum
receivers operate at the single photon level and use optimal
quantum positive operator value measurements [103].

Under the classical physics regime, the ultimate capacity of
communications channels is given by the well‐known Shan-
non's capacity theorem [104]. However, by utilising the quan-
tum mechanical properties of quantum communication
channels the ultimate capacity is given by the Holevo capacity
[105–108]. The development of classical communication net-
works from 1G to 5G has focused on achieving Shannon's
capacity limits by developing new modulation and coding
schemes that work at the classical limits [109, 110], as well as
utilising advanced signal processing and resource management
schemes to help reaching that limit [111–113]. With the recent
developments in the quantum transmitter and receiver design,
future communication networks have the possibility to operate
at the quantum Holevo limits and support the ever‐increasing
data rate requirements while requiring lower transmission
powers. The classical capacity can further be improved if the
transmitter and receiver are equipped with the additional
quantum entanglement as a resource [114–116]. The authors of
Refs [114, 117] have shown that by operating at the quantum
Holevo limit, the energy consumption of optical fibres can be
significantly reduced, thereby leading to the development of an
energy‐efficient and sustainable 6G network.

3.1.3 | Distributed quantum computing for 6G

Apart from transmitting classical information, quantum
communication channels can also efficiently transmit quantum
information or qubits [118–121]. Quantum communication
networks can enable distributed quantum computing by
interconnecting different quantum computers through quan-
tum communication channels [19, 37, 122–124]. In the near
term with the noisy intermediate state quantum (NISQ)
computing era, each quantum computer will consist of only a
few hundred qubits [125–130]. The computing capabilities of
these distributed NISQ devices can be exponentially increased
by interconnecting their qubits using the quantum network
[131]. The combined computing power of the interconnected
NISQ devices can be used for practical quantum advantage in
drug discovery, protein folding, new material discovery,
weather forecasting, Artificial Intelligence (AI), financial
modelling, and complex optimisation problems [132–137].

A quantum enabled 6G network could provide secure ac-
cess to the cloud quantum computing services by using hybrid
encryption framework that utilises both QKD and PQE [98].
Both 6G networks and quantum internet are currently in the
development phase. As both of these technologies mature in
the next 10–20 years, 6G and quantum computing will com-
plement each other to support distributed quantum computing.

Globally, scientists are conducting fundamental research
and development in the disciplines of 6G and quantum tech-
nology [138]. Quantum computers will have demonstrated
‘quantum supremacy’ over classical computers in specific tasks
by 2025, but they are not yet commercially viable [139].
Quantum communication and cryptography are undergoing
development as well. Beginning conceptual and theoretical
work on 6G, the concentration is on technologies such as AI,
machine learning (ML), and advanced forms of network vir-
tualisation and slicing.

Early commercialisation and standards development of
QKD might start in 2025–2028. The launch of the first
quantum communication satellites paves the way for ultra‐
secure global data transmission [140]. The release of quan-
tum programming platforms by major technology companies
makes it simpler for developers to experiment with quantum
algorithms. The initial iteration of the 6G standard is for-
malised and the first 6G trials and testbeds appear in the
telecommunications industry [141]. Theoretical research begins
to investigate the intersection between quantum computing
and 6G networks.

Early deployment and integration of QKD in 6G might
start from 2028 to 2033. During that time, quantum computers
might become commercially available, although they are still
expensive and predominantly used by large corporations and
researchers [142]. At that time, quantum cryptography is being
implemented in sensitive applications such as financial trans-
actions and military communications. Around 2030, the first
commercial 6G networks will be deployed. These networks
support applications such as immersive augmented reality and
sophisticated AI applications. During 2032–2033, quantum
technologies are beginning to have an impact on 6G, with
researchers investigating quantum ML algorithms for network
optimisation and quantum cryptography for network security.

At present, the operation of quantum computers requires
high power consumption and cost [143]. The requirement of
high cost and power consumption is due to the cryogenic re-
frigerators that are required to maintain millikelvin temperatures
for running the superconducting quantum circuits, trapped ion
qubits, topological qubits, and Majorana qubits [144, 145].
Therefore, currently, quantum computers are hosted on the
cloud by large companies and government organisations only
[146]. The future 6G networks can enable users to securely
access the cloud quantum computers where the user data is
secured using QKD. However, there are some quantum
computing hardware technologies that have been proposed or
demonstrated to operate at or near room temperature, although
they are still in the early stages of development. For example,
spin qubits, diamond nitrogen‐vacancy (NV) centres, photonic
quantum computing, and quantum dot‐based qubits [147–150].
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As the technological maturity of these quantum computing
hardware technologies increases in the next 10−20 years, it is
expected that the cost and power requirement of quantum
computers would significantly reduce and enable wider adop-
tion of quantum computing in the community [151, 152].
Therefore, it is expected that distributed quantum computing
technology would be available in the next decade as the tech-
nological maturity of quantum computing and networking in-
creases in the next decade.

3.2 | Quantum computing for 6G networks

Quantum computing can provide exponential speed‐up for
specific optimisation problems by utilising the superposition
principle of quantum mechanics [153, 154]. Furthermore,
quantum ML algorithms can improve the performance of
classical ML algorithms by utilising superposition and quantum
entanglement as computing resources [155, 156]. Quantum
algorithms and quantum ML can provide new solutions for
many challenging network design problems in future 6G
wireless networks as discussed below.

3.2.1 | Quantum algorithms for 6G

Quantum algorithms can efficiently solve complex optimisa-
tion problems in 6G that are difficult to solve using classical
algorithms. For 6G network design, quantum computing al-
gorithms can help solve complex optimisation problems in
resource allocation, user scheduling, network topology design,
routing, data detection, and beamforming design [157–159]. In
order to support ultra‐reliable and low latency communications
to the massive number of users in future 6G networks,
quantum processors can be used to efficiently solve network
optimisation problems within a short processing time. In order
to efficiently solve complex optimisation problems that are
beyond the reach of current classical computing resources,
quantum processors may be deployed at the centralised data
centres that jointly process the data from multiple BS [158].
Since the cost and power consumption are high for quantum
computers, initially the quantum processors can only be
deployed only at centralised data centres. We expect that by the
time 6G networks are operational in the next decade, quantum
computing technology would be mature enough to support
quantum computers at the centralised data centres in about
10 years of time [152]. Furthermore, as other quantum
computing hardware emerges that does not require cryogenic
cooling, for example, photonic, diamond NV centres, and spin
qubits, quantum processors may also be deployed at the BS in
the next 15−20 years of time frame [152].

With the deployment of massive MIMO antennas at BS
that serve a large number of users, data detection and channel
decoding become challenging with classical computing archi-
tectures. Recent works have shown promising results for
quantum algorithms enhanced MIMO data detection in cen-
tralised radio access networks (C‐RANs) [160]. Some other

recent works have also investigated quantum‐inspired and
quantum annealing algorithms for near‐optimal MIMO data
detection [161–163].

Quantum search algorithms have also been investigated
for optimal maximum‐likelihood (ML) multi‐user detection
(MUD), and it has been shown that quantum algorithms can
achieve a quadratic reduction in computational complexity as
compared to classical counterparts [164]. Some other recent
works have also shown the applicability of quantum algo-
rithms for computation complexity reduction in ML MUD
problems for multiple access schemes including OFDMA,
CDMA, and SDMA [165, 166]. Quantum algorithms are also
shown to provide enhanced performance for joint channel
estimation and MUD for non‐orthogonal multiple access
(NOMA) wireless communication systems [167, 168]. The
authors of Ref. [169] have investigated the applicability of
quantum search algorithms to reduce the computational
complexity of indoor localisation problems in mm‐Wave and
VLC communication systems. A recent study has also inves-
tigated quantum annealing‐based large MIMO precoding for
efficiently solving the NP‐hard problem of vector perturbation
precoding [170].

Furthermore, quantum algorithms are also shown to provide
the optimum decoding performance for low‐density parity
check (LDPC) and polar decoding in a short amount of time
[171–173]. Therefore, quantum algorithms can potentially be
used for low‐latency 6G applications. Quantum approximate
optimisation algorithms (QAOA) are hybrid classical‐quantum
algorithms that can be used for efficiently solving NP‐hard
combinatorial optimisation problems arising in 6G wireless
networks including traffic scheduling, routing, and cluster se-
lection [174–178]. Recent studies have investigated QAOA al-
gorithms for optimal channel decoding [179] and optical multi‐
dimensional quadrature amplitude modulation [180] whose
performance approaches the optimal ML scheme. The authors
ofRef. [181] have proposed a variational quantumcircuit (VQC)‐
based turbo decoder for MIMO systems, and it is shown that its
performance approaches to that of the optimal ML detection
scheme. A recent study has also introduced a VQC‐based
compressive sensing scheme for joint user identification and
channel estimation for a grant‐free communication system [182].

3.2.2 | Quantum machine learning for 6G

In recent years, classical ML algorithms have drawn consid-
erable attention from communication engineers to solve
complex optimisation problems including wireless channel
estimation, data detection, precoding, and channel decoding.
Data‐driven optimisation algorithms have been shown to
improve the performance of communication systems since the
inference time is greatly reduced once the ML or deep learning
models are trained offline and then deployed at the BS or
mobile devices [183, 184]. Quantum ML algorithms can
further improve the performance of 6G wireless networks by
utilising the counter‐intuitive properties of quantum entan-
glement and superposition [155, 185]. Quantum circuits
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comprising qubits and quantum gates can extract enhanced
features from raw data using the principles of quantum su-
perposition and entanglement that are otherwise not possible
with classical computing algorithms. Hybrid quantum‐classical
ML algorithms use quantum circuits for extracting the features
from the data and then apply classical ML or deep learning
models on the extracted features to achieve enhanced perfor-
mance in classification and regression tasks [186, 187].

Quantum neural networks (QNNs) are hybrid classical‐
quantum ML models that are composed of parametrised
quantum circuits (Ansatz) and classical feedforward neural
networks that are trained iteratively by minimising a cost
function [156]. Recent studies have investigated the applicability
of QNNs to reduce training and inference time complexity for
wireless resource allocation problems [168, 188, 189]. QNNs
have also been investigated for cognitive radio spectrum
sensing [190], CDMA MUD [191], and network traffic fore-
casting [192]. Recent works have also investigated quantum
reinforcement learning‐based unmanned aerial vehicle trajec-
tory planning that have a better balance between exploration
and exploitation and lower computational complexity as
compared to classical reinforcement learning [193, 194]. Recent
works have also investigated the applicability of QNNs for
WiFi sensing where the received RF signals at the WiFi node are
used to train a QNN on a cloud quantum computer for
enhanced human pose recognition tasks [195–197]. Further-
more, a continuous‐variable QNN framework comprising key
generation, encryption, and decryption has also been investi-
gated for cryptography application [198].

3.2.3 | Blind quantum computing and quantum
blockchain for 6G

With the proliferation of cloud‐based quantum computing
services, blind quantum computing (BQC) could improve the
privacy and security of sensitive user data in future 6G net-
works [47]. BQC allows users to access cloud‐based quantum
computing services without revealing the content of their data
to the quantum computer. BQC is based on cryptographic
algorithms that can enable quantum computation on encrypted
data and provide correct solutions without revealing the input,
computation, and output to the quantum computer [199].
BQC will also be a major use case of the future quantum
internet where a client can carry out quantum processing on
the data qubits without revealing its contents to the server [19,
44, 200, 201]. A recent work has demonstrated BQC using the
measurement‐based quantum computing framework for
implementing Deutsch and Gover's algorithm [202]. Quantum
homomorphic encryption can support BQC where users can
manipulate the encrypted quantum data such that the output of
the computation is still encrypted but it can be decrypted to
obtain the desired result [203]. BQC could enable users to
securely access cloud‐based quantum computing services for
running quantum AI and ML models without compromising
data privacy in future 6G networks.

Blockchain technologies have attained significant attention
in recent years due to their ability to provide transparency and
accountability using distributed ledger technologies [204, 205].
Blockchain technologies are extensively used in financial ser-
vices, smart grids, secure healthcare data storage, intellectual
property management, secure voting services, and supply chain
management [206–208]. Blockchain technology may be used
for enabling certain 6G services, for example, decentralised
authentication of users and distributed wireless resource
sharing among users that might not trust each other [47].
However, classical blockchain technology has certain limita-
tions like low transaction speeds and security threats from
malicious users and privacy breaches [209]. Therefore, future
6G networks might require quantum‐secured blockchain
technologies that leverage the security guaranteed by QKD and
post‐quantum cryptography protocols [210–212]. Further-
more, entanglement can be used as a resource to design effi-
cient blockchain transaction algorithms in order to reduce
communication overhead and increase transaction speed [47].

3.3 | Quantum sensing for 6G networks

Quantum sensing and metrology use the unique properties of
quantum mechanics like entanglement and squeezing [213] to
achieve high‐precision measurements that are not possible with
classical measurement schemes [20, 214, 215]. Quantum sen-
sors use unique quantum‐mechanical properties to measure
and detect physical phenomena with unprecedented sensitivity
and accuracy [216]. Quantum sensing and metrology have the
potential to significantly improve the performance of 6G
wireless networks for enhanced timing synchronisation, local-
isation, and navigation [47].

3.3.1 | Quantum enhanced timing
synchronisation

Timing and phase synchronisation among different nodes is
very important for the secure and reliable operation of the
different protocols in a communication network. Timing syn-
chronisation is also necessary for network traffic engineering
and assessing the network performance metrics. Current
communication networks use an atomic master clock for
synchronising other slave clocks in the network using a global
navigation satellite system (GNSS) [217]. With the exponen-
tially increasing number of connected devices, network traffic,
and high data rates requirements, next‐generation 6G wireless
networks would require more stringent demands on timing and
synchronisation technologies for uninterrupted operation.
Next‐generation quantum clocks can provide increased accu-
racy in timing synchronisation by utilising quantum entangle-
ment and quantum squeezing operations [218, 219]. There also
exist quantum methods for clock synchronisation that can beat
the standard quantum limit by using qubit exchange and
without requiring entanglement [220]. Furthermore, quantum
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algorithms can also improve the accuracy of distributed clock
synchronisation problems [221]. Apart from theoretical ad-
vances in quantum clocks, recent works have also demon-
strated experimental quantum clock synchronisation on fibre
optic cables that can achieve an accuracy of the order of a few
picoseconds [222–224]. Therefore, future 6G networks could
deploy quantum master clocks in the network architecture that
would transmit ultraprecise (~picoseconds) timing information
to the quantum slave clocks [217].

3.3.2 | Quantum enhanced localisation and
navigation

The GNSS positioning system uses the triangulation method
by using the time difference of arrival of signals for deter-
mining the location of a mobile user [225]. The positioning
accuracy of the GNSS‐based navigation system can be signif-
icantly improved by using quantum clock synchronisation
technologies that have improved clock synchronisation accu-
racy as compared to the current GNSS system. The classical
limits in positioning and ranging accuracy can be overcome by
utilising quantum entanglement and squeezing [218]. What is
more, by using quantum entanglement‐based methods, the
position of the legitimate user can be determined in a secure
way without leaking any position information to the eaves-
dropper [226].

Quantum radar works on the principle of quantum illu-
mination where entangled signal‐idler pairs are used for
enhanced target detection [227]. The signal mode is trans-
mitted towards the target which after reflection is then jointly
measured with the idler model stored in a quantum memory to
obtain enhanced accuracy in detecting the range and velocity of
the target object [228]. The principle of quantum illumination
allows the detection of a weakly reflecting target embedded in
high background noise by using entangled single photon pulses
[229]. Recent works have theoretically established the ultimate
quantum‐limited precision in simultaneous range and velocity
estimation of a target using entanglement as a resource [230].
Quantum lidars using squeezing and frequency‐entangled
signal and idler beams can provide enhanced precision in the
radial velocity estimation of a moving target [231]. Quantum
lidar technology can also provide enhanced performance in
imaging applications using entangled single photons [232].
Furthermore, atomic quantum sensors that use the quantum
mechanical principles of light‐matter interaction can be used to
build highly sensitive RF sensors [233]. Compared to con-
ventional dipole‐antennas, the RF atomic sensors could pro-
vide accurate and high‐sensitivity electric field measurements
that can be used to build improved receivers for radar and
communication applications in future 6G networks [234].

Apart from quantum hardware technology using quantum
sensors, quantum software technology can also provide
enhanced performance in target detection by using quantum‐
enhanced algorithms for classical target detection in complex
environments [235]. Since user localisation, navigation, and

sensing are important services in future 6G wireless networks
[236–238], quantum‐enhanced radar and lidar technology
might play an important role in 6G that can significantly
improve positioning accuracy and imaging quality.

Quantum radar and quantum lidar can play a critical role in
autonomous driving by providing highly accurate and reliable
sensing capabilities. Quantum radar can provide highly accu-
rate range and velocity information for objects in the envi-
ronment [228, 230], which is critical for autonomous vehicles
to make safe and efficient navigation decisions. In addition,
quantum lidar can provide high‐resolution, 3D imaging of the
environment [239, 240], which is essential for autonomous
vehicles to understand the layout of the road, detect obstacles,
and make decisions based on their surroundings. Currently, the
prototypes of quantum radar and lidar have demonstrated
superior performance in laboratory setups only [239–241].
While quantum lidar using optical frequencies can operate at
room temperature [239, 240], quantum radar using entangle-
ment requires cryogenic refrigerators for preserving quantum
coherence effects at RF frequencies [241]. Furthermore, the
sensitivity of conventional radar systems can be improved by
using a Rydberg atomic sensor as a receiver that can detect very
faint targets while operating at room temperature [234, 242].
As quantum technology matures in the next decade with the
miniaturisation of quantum sources and detectors at optical
frequencies, quantum lidar and Rydberg atom‐based quantum
radar technology have the potential to revolutionise autono-
mous driving by providing more accurate and reliable sensing
capabilities [243].

4 | STANDARDISATION EFFORTS
TOWARDS A QUANTUM 6G

Currently the industry is focusing on the full roll‐out for 5G
networks, and there are only some visional work initiated on
6G. Several major regional and international standard devel-
opment organisations (SDOs) are contributing to this effort,
especially the European Telecommunications Standards Insti-
tute (ETSI) and the International Telecommunication Union
(ITU)'s Telecommunication Standardisation Sector (ITU‐T).

In the ETSI, an industry specification group (ISG) was
established to address research and pre‐standard issues related
to QKD in 2008 [244]. Founded to develop reports and
specifications describing quantum cryptography for informa-
tion and communication networks, the ISG meets regularly
and updates the group reports (GRs) and group specifications
(GSs). Both GSs and GRs are official deliverables from an
ISG, where GRs usually provide a technical overview on
specific topics, while GSs can be used as guidelines for system
implementations. So far, ISG‐QKD has published a series of
GRs and GSs, specifying details in QKD deployments, appli-
cation interface design, optical component characterisation,
and other related issues in previous study periods. In the
current study period, 10 work items are under progress to
compose new GRs and GSs, or update, extend, and revise
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existing ones. Specifically, GS QKD 005 is revised in response
to recent networking developments, where modifications
including security definitions, device models, implementation
security, and QKD protocols are specified. Apart from those
revisions to existing documents, work item GS QKD 010
studies the protection against Trojan horse attacks, and its
publication document addressing aspects of the design, con-
struction, characterisation, and operation of QKD systems is
expected to be publicly available on November 2023. GS
QKD‐13, GS QKD‐16 and other deliverables are under study
as well, and details of their information can be found in
Table 1. Although the ETSI is a regional SDO, it has a strong
connection to other SDOs such as the third generation

partnership project (3GPP). The study reports generated by
the ETSI can be taken as input by 3GPP and create a more
profound impact on the global standardisation of 6G.

The ITU is an official and global SDO that has great
impact to not only researchers and industry players but also
policymakers and regulations. From 4G to 6G, visionary works
on the next‐generation communication systems are first pro-
duced in the ITU, following detailed technical studies and
specifications in SDOs like the 3GPP.

In the radiocommunication sector of the ITU (ITU‐R),
security and privacy have attracted a lot of attention from
sector members and state members. There is a broad
consensus that 6G would require a higher level of security,

TABLE 1 Summary of work items in ETSI ISG‐QKD.

Work item reference Title Scope

GS QKD 004
V 2.1.1 (2020‐8)

Application interface Describing the application programming interface (API) between the security
applications and the QKD key manager

GS QKD 005
V 1.4.3 (work in progress)

Security proofs revision Summarising security definitions, device models, implementation security and
quantum key distribution protocols

GR QKD 007
V 1.4.2 (work in progress)

Vocabulary revision Collecting definitions and abbreviations used in relation to other documents

GS QKD 010
V 0.4.1 (work in progress)

Implementation security: Protection against
Trojan horse attacks in one‐way QKD
systems

Addressing aspects of the design, construction, characterisation and operation of
QKD systems that are intended to protect against Trojan horse attacks and
providing related requirements, measurement methods and examples

GS QKD 011
V 1.1.1 (2016‐5)

Component characterisation: Characterising
optical components for QKD systems

Specifying and providing procedures for the characterisation of optical components
in QKD systems

GS QKD 012
V 1.1.1 (2019‐2)

Device and communication channel
parameters for QKD deployment

Describing the main communication resources in QKD systems and providing a
possible architecture for QKD deployment over an optical network
infrastructure

GS QKD 013
V 0.1.2 (work in progress)

Characterisation of optical output of QKD
transmitter modules

Defining procedures for characterising specific properties of complete QKD
transmitter modules

GS QKD 014
V 1.1.1 (2019‐2)

Protocol and data format of REST‐based key
delivery API

Specifying the communication protocols and data format of REpresentational State
Transfer (REST) API

GS QKD 015
V 2.1.1 (work in progress)

Control interface of software defined
networks

Providing definitions of management interfaces for the integration of QKD in
SDN, abstraction models and workflows between an SDN‐enabled QKD node
and the SDN controller

GS QKD 016
V 1.2.2 (work in progress)

Common criteria protection profile—pair of
prepare and measure quantum key
distribution modules

Describing complete systems involving point‐to‐point devices from the physical
implementation up to the output of final secret keys and giving high‐level
requirements

GR QKD 017
V 0.0.11 (work in progress)

Network architectures Reviewing the variety of architectures that have been proposed for QKD
networking

GS QKD 018
V 1.1.1 (2022‐4)

Orchestration interface for software defined
networks

Providing definitions of orchestration interfaces between SDN orchestrators and
SDN controllers of QKD network

GR QKD 019
V 0.0.99 (work in progress)

Design of QKD interfaces with
authentication

Summarising designs of classical interfaces for QKD systems that include
authentication, including protocols used in discussion channels, auxiliary
channels, management interfaces and key delivery interfaces

GS QKD 020
V 0.2.1 (work in progress)

Protocol and data format of REST‐based
interoperable key management system
API

Specifying a representational state transfer (REST) API that allows key management
systems to interoperate to pass keys horizontally between two systems located in
a common trusted node

GS QKD 021
V 0.0.1 (work in progress)

Orchestration interface of software defined
networks for interoperable key
management system

Summarising interfaces between the SDN orchestrator and the SDN controller of
QKD networks for cooperating key management systems and defining
abstraction models and workflows between orchestrators and controllers of
QKD SDN
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supported by potentially new technical enablers such as QKD.
As reflected by the ongoing work developed in ITU‐R working
party 5D (WP5D) [245], quantum‐enabled security is a trendy
topic and may play an increasingly critical role in 6G.

Within the ITU‐T, a focus group on quantum information
technology for networks (FG‐QIT4N) was established in 2019
[246]. The major goal of the focus group is to study the
evolution and applications of quantum information technolo-
gies for networks, with QKD constituting the key technology.
As a collaborative platform for pre‐standardisation, FG‐
QIT4N concluded its work on November 2021 and deliv-
ered several technical reports related to quantum technologies
to ITU‐T study group (SG) 13. The primary focus of SG 13 is
topics related to future networks, currently on 5G and beyond.
With the deliverables from FG‐QIT4N, it develops standards
for QKD networks (QKDN) and related technologies in work
items Y.3800 series. The overall structure and basic functions
of a QKDN are first reviewed in work item Y.3800. Then, the
requirements and architecture of a QKDN are reviewed in
work item Y.3801 and Y.3802, respectively. Based on the
defined requirements, functional elements and procedures of
key management and network management are then specified
in Y.3803 and Y.3804. Since 6G networks are likely to require a
large scale of QKD networks to provide the end‐to‐end QKD
service to cover the large areas to the end users, apart from
standardising functional requirements and architecture of a
single QKDN, it is important to study how to interwork
multiple QKDNs to construct a large scale QKDN. In work
item Y.3810, two types of interworking interfaces are intro-
duced to support the interworking between QKDN providers,

namely gateway nodes (GWN) and interworking nodes (IWN).
Based on the reference model, the functional requirements of
different layers in QKDNi supported by GWN and IWN are
detailed in Y.3813, as the basis for the follow‐up development
of technical standards. The standardisation works related to
QKDNi are still under study. Different from those completed
work items with published recommendations, the ongoing
projects do not have numerical codes in their work item codes,
and the related standards are not available now. The architec-
ture of QKDNi will be further specified in the recommenda-
tion published in work item Y.QKDN‐iwac. The combination
of Software Defined Network (SDN) and QKDNi will be
studied in Y.QKDNI‐SDNC, and the QoS assurance for
QKDNi will be discussed in Y.QKDN‐amc. Details of these
work items are summarised in Table 2.

ITU‐T SG 17 also studies quantum‐safe security since the
group is focused on security studies. Work item X.1710 pub-
lished the first standardisation in the series on the security of
QKD, where the security framework, requirements, and mea-
sures are proposed on the basis of analysing the relevant se-
curity threats. Since the key management layer is very
important in the layered model of QKDN, work item X.1712
studied security issues of key management and specified related
security requirements. Then, the security requirements of key
combination and key supply are specified in work item X.1714.
Despite these studies, there are still some security issues related
to QKDN and QKDNi that have not been specifically
addressed, such as the security requirements for trusted nodes
in QKDN and QKDN interworking. These requirements are
believed to play a significant role in enlarging the key

TABLE 2 Summary of work items on QKD under ITU‐T SG 13.

Work item code Title Scope

Y.3800 Overview on networks supporting quantum key
distribution

Providing conceptual layer structures of QKDN, and defining the basic of different
layers in QKDN

Y.3801 Functional requirement for quantum key
distribution network

Specifying the functional requirements for different layers in QKDN, including quantum
layer, the key management layer, the QKDN control layer and management layer

Y.3802 Quantum key distribution networks—functional
architecture

Defining a functional architecture model of QKDN, specifying detailed functional
elements and reference points, architectural configurations and basic operational
procedures of QKDN

Y.3803 Quantum key distribution networks—key
management

Describing key formats functional elements and operations of key management to help
the implementation and operation

Y.3804 Quantum key distribution networks—control
and management

Specifying control and management functions and procedures of QKDN control,
management, and orchestration distribution

Y.3810 Quantum key distribution network
interworking—framework

Describing the overview of interworking QKDNs, the reference models, and the
functional models of gateway functions (GWFs) and interworking functions (IWFs)

Y.3813 Quantum key distribution networks
interworking—functional requirements

Describing the functional requirements for key management layer, QKDN control layer,
and QKDN management layer in QKDNi

Y.QKDN‐iwac Quantum key distribution networks
interworking—architecture

Specifying functional architecture, functional elements, and basic operational procedures
for QKDNi

Y.QKDNi‐SDNC Quantum key distribution network interworking
—software defined networking control

Specifying the SDN control for the interworking between QKDN providers, focusing
on the functional requirements and architectures for SDN controller in QKDNi

Y.QKDN‐amc Requirements of QoS assurance for QKDN
interworking

Specifying the high‐level and functional requirements of QoS assurance for QKDNi
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distribution distance and enriching QKD‐based applications in
the future network, which will be studied and specified in the
next study period. The aforementioned work items are sum-
marised in Table 3.

In order to encourage possible cooperation on QKD‐
related standardisation and avoid duplication of work, the
joint coordination activities (JCA) on QKDN was set up by the
ITU in December 2022 to coordinate standardisation work
among ITU‐T and other SDOs. It is now working on main-
taining a QKDN standardisation roadmap by establishing a
database of quantum information technology standards as well
as providing analysis on QKDN standards development. Its
working progress has been presented in ITU Workshop on
‘Future technology trends towards 2030’ held in July 2023,
which is believed to provide guidelines for the standardisation
work of 6G.

5 | CONCLUSION AND OUTLOOK

Important use cases for the quantum internet will be found in
sensor networks, upscaling quantum computers, and secure
quantum communication. Quantum repeaters are one of the
potential building blocks for the quantum internet, and research
into them has been substantial. As we have shown, quantum
repeaters are necessary in order to successfully construct an
effective quantum internet. The 6G network is expected to
bring speeds that have never been seen before, decreased la-
tency, more capacity, and enhanced dependability. These ad-
vancements will make it possible to launch new apps and
services that were not feasible in the past. On the other hand,
the quantum internet has the potential to revolutionise the way
that we communicate and process information by leveraging the
unique properties of quantum mechanics, such as entanglement
and superposition, to achieve unbreakable security and faster
processing. This could lead to a paradigm shift in how we
communicate and how we process information.

While it is anticipated that the 6G network might be put
into operation within the next decade, the development of the
quantum internet is still in its infancy at this point. Yet, in order
for any of these technologies to become a reality, major ex-
penditures in research and development as well as infrastruc-
ture are going to be required. In addition, there are a number of
technological and practical problems that need to be resolved
before these technologies may be used to their full potential.

The advent of 6G network and quantum internet heralds a
transformative era in communication, information processing,
and business operations. As we navigate through the challenges
and uncover new potentials, these groundbreaking technolo-
gies promise to shape our future, providing unexplored op-
portunities and advances. The path forward calls for rigorous
research and exploration, which undeniably holds an exciting
potential for unforeseen advancements.

The QKD is a technology that is on the verge of com-
mercialisation and has several possible applications for future
communication systems. According to what we have thor-
oughly described in this treatise, even though an unfathomable
amount of investment has been poured down for the research
and development of QKD, a massive standardisation effort is
required to guarantee the sustainability and reliability of near‐
future deployment and to accommodate a variety of potential
use cases and a number of plausible QKD protocols. This is
the case despite the fact that an immeasurable amount of in-
vestment has been poured down for the research and devel-
opment of QKD. To be more precise, we have included a
summary of the progress made in standardisation as well as the
industrial hurdles that stand in the way of the broad application
of QKD for our future communication networks. This applies
to both DV and CV‐QKD systems. The path that leads to the
industrialisation of QKD is one that is both lengthy and
winding, and it is abundantly evident that this is the case. A
multi‐disciplinary approach is required in order to conceive the
ultimate aim of quantum‐safe communications systems. This
approach must range from the theoretical investigation of the

TABLE 3 Summary of work items on QKD under ITU‐T SG 17.

Work item code Title Scope

X.1710 Security framework for quantum key distribution
networks

Specifying a simplified framework including security requirements and measures to
combat security threats for QKDN

X.1712 Security requirements and measures for QKD
networks—key management

Specifying the security threats, security requirements and security measures of key
management for QKDN

X.1714 Key combination and confidential key supply for
quantum key distribution network

Describing key combination methods for QKDN and specifying security
requirements for both key combination and key supply

X.sec_QKDN_AA Authentication and authorisation in QKDN using
quantum safe cryptography

Studying IDs and their management, public key certification supported by the public
key infrastructure (PKI), and authentication and authorisation in QKDN

X.sec_QKDN_CM Security requirements and measures for quantum key
distribution networks—control and management

Specifying use cases, security threats in the context of quantum computing, security
requirements and security measures for controllers and managers of QKDN

X.sec_QKDN_tn Security requirements for quantum key distribution
networks—trusted node

Identifying the security threats and providing security requirements of trusted node

X.sec_QKDNi Security requirements for quantum key distribution
network interworking (QKDNi)

Specifying security threats for QKDNi, and security requirements for QKDNi
including authentication and authorisation aspects
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QKD use cases to the actual physical implementation of QKD
devices. To finish this treatise, we think that close cooperation
between academia, industry, and the government will enor-
mously expedite the advancement of standardisation and the
adoption of QKD in industrial settings.

We project that the integration of QKD into 6G tech-
nology will not only be feasible but highly beneficial. This is
because QKD demands secure quantum connectivity to
quantum computational resources, a feature that aligns with
the advanced capabilities 6G is expected to offer. With tradi-
tional computational capacities, deploying QKD on a large
scale may present challenges due to its significant reliance on
quantum computational resources. However, with 6G
providing secure quantum access to these resources, it stands
to revolutionise the scalability of QKD systems. In this way,
6G technology could serve as a catalyst for the global
advancement and implementation of QKD, enhancing the
security and efficiency of future communication networks.

To do this, 6G networks may connect QKD users to
quantum computing facilities in a safe and high‐throughput
way. For this to work, there must be a reliable means of
communication that is impervious to snooping, hacking, and
other forms of interference.

QKD systems might be made more efficient, scalable, and
secure by utilising quantum computing resources, paving the
way for broad implementation of quantum encryption for
secure communication.

We envision that combining a quantum backbone infra-
structure with additional security technologies like encryption,
authentication, and access control can provide end‐to‐end
(E2E) safe functioning for 6G devices. Some possible ap-
proaches to realising this union are listed below.

i) Post‐Quantum Cryptography: While there are many secu-
rity benefits of quantum computing, traditional cryptog-
raphy is threatened by it. Together, QKD and post‐
quantum cryptography can give an extra layer of security
to 6G devices, as the latter is immune to assaults from
quantum computers.

ii) Authentication: With authentication procedures, we can
make sure that only approved devices may connect to the
6G network. Technologies like multi‐factor authentication,
biometrics, and digital certificates fall within this category.

iii) Safe Protocols: Safe protocols can be used to keep data
transmitted between 6G devices and the network safe. TLS
and SSH are two examples of protocols that may be used
to encrypt data in transit and authenticate communication.

In conclusion, the 6G network, quantum internet, and
QKD technologies are fascinating and intriguing innovations
with the potential to revolutionise how we communicate and
safeguard data.
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