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Résumé de la these en francais

L’avénement des ordinateurs quantiques menace la cryptographie classique, ce qui mo-
tive le développement de la cryptographie post-quantique (PQC). En effet, un ordinateur
quantique suffisamment puissant, exécutant l'algorithme de Shor, pourrait résoudre les
problémes de factorisation et du logarithme discret sur lesquels reposent notre cryptogra-
phie a clef publique actuelle. Depuis 2016, cet effort de développement de la PQC est
porté par le NIST (National Institute of Standards and Technology), qui a organisé une
compétition internationale ayant pour but de décider des prochains algorithmes standards.

Cette these porte sur ’analyse et I'implémentation sécurisée de 'algorithme a base de
codes HQC, candidat du quatrieme tour du concours de standardisation post-quantique
du NIST.

Apres avoir examiné les candidats participants au quatriéeme tour, nous avons choisi
d’étudier HQC. D’une part, tout comme BIKE, HQC repose sur des codes quasi-cycliques
rendant ses tailles de clefs et de chiffré compatibles avec les contraintes propres aux
systémes embarqués (ce qui n’était pas le cas de McEcliece). D’autre part, HQC se
distingue par des performances plus compétitives que celles de BIKE, en particulier en
termes de vitesse d’exécution pour la génération de clefs et la décapsulation.

Ce travail débute par une étude détaillée des attaques par canaux auxiliaires (SCA)
applicables a HQC. Elle présente également une amélioration d’une attaque en Timing de
Guo et al., rendue possible par une analyse fine de la capacité de correction du décodeur
de HQC, permettant de diviser par trois le nombre de requétes initialement nécessaires
pour retrouver la clef secrete de HQC. Sur la base de cet état de I’art, cette theése présente
la premiere analyse de sensibilité du schéma et évalue la contre-mesure de masquage,
une technique couramment utilisée consistant a randomiser les calculs intermédiaires. La
contribution principale est la conception et la validation expérimentale de la premiere
implémentation entierement masquée de HQC.

L’analyse de sensibilité a été utile pour déterminer quelles étaient les fonctions et
variables sensibles lors de l'exécution de HQC. Elle nous a également permis de définir
les variables non-sensibles, lesquelles ne nécessitaient pas de protection, ce qui a permis
d’éviter des surcotits inutiles dus au masquage dans notre implémentation.

Aussi, une attention particuliere a été portée au masquage de 'algorithme de vector
sampling ou tirage de vecteurs aléatoires. Le vector sampling de HQC n’était pas constant
en temps, cette différence de temps d’exécution pouvait étre exploitée pour retrouver
la clef secréte (comme démontré par Guo et al.). Un algorithme de vector sampling
en temps constant a été proposé par Nicolas Sendrier pour BIKE et cette solution a
été également retenue par I’équipe de HQC. Cependant, le tirage de I’aléa pour HQC
s’effectue avec un calcul de modulo, une opération qui n’est généralement pas constante en
temps, dépendamment des opérandes et de I'architecture exécutant le programme. Cette
observation a été faite par Schroder et al., qui ont suggéré de faire ce calcul de modulo en
codant en dur la réduction de Barrett dans le code de HQC. En masquant cette réduction
de Barrett, nous avons remarquée que 80 % du temps d’exécution était passé dans le calcul
de la multiplication. En utilisant le masquage arithmétique et des conversions de masque
nous avons pu accélérer la multiplication et réduire de 30 % le temps d’exécution total de
la réduction de Barrett masquée.

Afin de démontrer la sécurité théorique d’une implémentation masquée, on prouve
généralement la sécurité de chaque fonction masquée (appelées gadgets) indépendamment,
puis on compose ces gadgets de maniere sécurisée en suivant des regles de composition.
Ainsi, on prouve la sécurité de I’ensemble de la construction. Notre implémentation
sécurisée de HQC repose sur 'utilisation de gadgets MIMO-SNI. Cette notion, introduite
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par Cassiers et Standaert, définit un type de gadgets qui se compose entre eux, permet-
tant de prouver la sécurité théorique de I’ensemble uniquement & partir de la preuve de
sécurité des briques élémentaires. Nous avons également soumis notre implémentation a
une analyse de fuite side-channel afin de prouver sa sécurité aussi bien en théorie qu’en
pratique.

Enfin, nous avons fourni des benchmarks de notre implémentation masquée de HQC,
afin de rendre compte de 'impact du masquage sur ses performances en temps d’exécution.
Nous avons pu ainsi la comparer avec une implémentation masquée de ’état de I‘art, celle
de BIKE, et conclure que notre implémentation était compétitive. Cette dernieére est
disponible publiquement sur Github.
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1.1 Cryptography

Without realizing it, we rely on cryptography every day to exchange private messages or
pay with our credit card. Its origins date back to Antiquity, after the invention of writing,
mankind searched for a way to write down secret messages. Throughout history, both
cryptography (the art of writing secrets) and cryptanalysis (the art of recovering them)
evolved. In the beginning, the goal of cryptography was to convey messages between two
parties without the possibility for eavesdroppers to understand them (confidentiality).
Nowadays, cryptography stills serves for confidentiality, but also covers integrity (guar-
antee that the message was not modified), authenticity (guarantee the identity of the
communicating parties), non-repudiation (prevent a party from denying having carried
out an action), etc. Two types of cryptography are commonly distinguished: symmetric
and asymmetric.

Symmetric cryptography The same key is used to encrypt the plaintext (the clear
message) and to decrypt the resulting ciphertext. One drawback of the symmetric key
paradigm is that it requires a shared secret among the communicating parties, that is, a
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secure channel to exchange such a secret. This has been mitigated with the emergence of
asymmetric cryptography in the 1970s, especially with its public discovery by Diffie and

Hellman in 1976 |DHT76].

Asymmetric cryptography In asymmetric cryptography a pair of keys is used: a
public key is used to encrypt and a secret key is used to decrypt. The two keys are linked
via a mathematical relation that allows the owner of a secret key to decrypt any message
encrypted using the corresponding public key. It is similar to Bob giving Alice an open
padlock so she can store her message in a chest and lock it: only Bob owns the key that can
open the chest to read Alice’s message. Asymmetric cryptography is also used for other
services like, for example, authentication: to prove that she is the author of a message
Alice uses her private key to compute a digital signature of the message, and Bob uses
Alice’s public key to verify that the signature and the message he received match. As only
Alice knows her private key and can compute such signatures, this verifies that Alice is
indeed the author.

Alice Charlie

Bob’s
public key

0.0
=1 _ Encryption Insecure Decryption -
— Algorithm channel Algorithm =

1.2 Quantum threat

Asymmetric cryptography relies on the difficulty to recover a secret key with the only
knowledge of the corresponding public key. This difficulty comes from a computationally
hard mathematical problem requiring intractable amounts of computing power and time
to be solved. [RSA (Rivest—Shamir—Adleman)| for instance, relies on the hardness of the
factoring of numbers (find the prime factors of a number) and of the discrete logarithm
(given x and y two elements of a group, find integer d such that 2 = y).

Chapter 1 Maxime Spyropoulos 3
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However, these security guaranties are challenged by the emergence of quantum com-
puting.

While a classic computer uses bits to perform computations, quantum computers rely
on Qbits. Qbits are quantum elements (particles, groups of particles...) like electrons,
and quantum computers compute by acting on a particular quantum property of the Qbits
like, for instance, the spin of electrons.

Different from a classic bit, that can only be in one of two states (0 or 1), Qbits can
be in a superposition of states. For example, if the spin of an electron, measured along
a given axis, can take values [1) or ||), the electron can be in a superposition of 1/3 of
|1) and 2/3 of |}), meaning that a measure would output |1) with probability 1/3 and ||)
with probability 2/3.

Another fundamental property of Qbits is the entanglement: the state of a group of
entangled Qbits is not the simple juxtaposition of their individual states, as it would be
with classic bits, it is a superposition of all possible combinations of their fundamental
states. A pair of entangled electrons, for example, can be in a superposition of 1/4 of |11),
0 of 1)), 1/4 of |{1) and 1/2 of |||); if the first electron is measured as |1) the other can
only be measured as [1) too, no matter the distance between them, because the entangled
state has weight (probability) 0 in the |1]) direction.

Superposition and entanglement allow quantum computers to (theoretically) outper-
form classic computers on tasks where their ability to process as a whole the joint state of
a large number of entangled Qbits can be exploited. In particular Peter Shor proposed in
1994 several quantum algorithms [Sho94] to efficiently solve the factoring problem and the
discrete logarithm problem. As these two problems are the underlying hard problems of
[RSA] if a powerful enough quantum computer was developed, [RSA]and similar algorithms
(ElGammal, Diffie-Hellman, elliptic curves...) would not be secure any more.

Symmetric cryptography, integrity checking based on cryptographic hash functions,
and other cryptographic primitives are also threatened by quantum computers. In 1996
Lov Grover proposed a quantum algorithm providing a quadratic speed-up of an exhaus-
tive search |Gro96]. This implies that in order to maintain the same level of security of
a symmetric block cipher, a twice larger secret key must be used. [AES (Advanced En-|
lcryption Standard)| with 256 bits secret keys can be considered as post-quantum while its
version with 128 bits secret keys, cannot: V2256 — 9128 3 4 % 1038 encryptions by
an efficient and large quantum computer is likely intractable but v/2128 = 264 ~ 1.9 x 101?
is probably not. A quantum computer capable of one trillion (10'2) encryptions per
second would need almost one billion (10?) times the age of the universe to break
256 but only half a year to break [AES}128. Nevertheless, some experts argue that it will
never be possible to break AES-128 with quantum computers, citing in particular that
they parallelize badly (see the invited talk at CHES 2024 [che]). This opinion is shared
by INIST (National Institute of Standards and Technology)| [nis| but some certification au-
thorities like [ANSSI (Agence Nationale de la Sécurité des Systemes d’Information)| prefer
more conservative security parameters for block ciphers and hash functions [ans].

Companies like IBM (International Business Machines Corporation)| and Google al-
ready developed quantum computers, and aim to build larger, fault-tolerant quantum
computers in the future [goo,libm]. Governments have also expressed ambitions to build
their own |[fre,usa]. At the time of writing (2025) existing quantum computers are not
powerful enough to be a serious threat for classic asymmetric cryptography. However,
an adversary could record sensitive communications today and wait until the advent of
a quantum computer capable of decrypting them. This “Harvest Now, Decrypt Later”
threat puts at risk information that we want to keep secret in the coming years. This
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concern is formalized in Mosca’s Theorem [mos13|, which considers three time frames:
x: the desired confidentiality period of a given encrypted piece of data,
y: the time required to migrate to post-quantum cryptographic solutions,

z: the time before quantum computers become powerful enough to break current
cryptography.

According to the theorem, if x 4+ y > z, then action must be taken urgently, as the data
being protected today may be compromised in the future. This highlights the necessity of
accelerating the transition to [PQC (Post-Quantum Cryptography)|

1.3 New cryptographic algorithms

For all these reasons, the of the USA started a worldwide competition in 2016 to
select the post-quantum (i.e., resistant to both classic and quantum attackers) crypto-
graphic algorithms to become the next standards |nisl17]. Ideally, these post-quantum
algorithms would in time replace our current algorithms to ensure that we are ready when
a powerful enough quantum computer emerges. Initially, [NIST| received 82 candidate al-
gorithms and accepted 69 of them as first-round contestants [MAAS™19|. There were five
distinct algorithmic families: code-based (HQC (Hamming Quasi-Cyclic), [BIKE]), isogeny-
based (SIKE (Supersingular Isogeny Key Encapsulation)|), hash-based (SPHINCS+, Pic-
nic), lattice-based (ML-KEM (Module Lattice based Key Encapsulation Mechanism)| —
formerly CRYSTALS-Kyber, CRYSTALS-Dilithium), and multivariate-based (Rainbow,
GeMSS). To determine their suitability as new standards, the contestants were evaluated
on several criteria. First, their security levels were benchmarked, through cryptanalysis,
against security strengths offered by existing standards (namely [AES| and [SHA (Secure]
[Hash Algorithm)|). These levels were established to facilitate performance comparisons
between the contestants, they are recalled in Table [I.1] Second their computational cost
were evaluated, both in terms of execution time and memory footprint. Lastly, their
resistance against side-channel attacks (see Sectio was also taken into account.

Level Security description Equivalent standard
I Key search on a block cipher with a 128-bit key - 128)
IT Collision search on a 256-bit hash function SHAR56 //SHAB-256)
111 Key search on a block cipher with a 192-bit key AES 192)
IV Collision search on a 384-bit hash function SHAB84 //SHAB-384)
A% Key search on a block cipher with a 256-bit key (]AES+256)

Table 1.1: NIST security levels

At the time of writing, June 2025, the main competition has already ended, with
the selection of two [KEMs (Key Encapsulation Mechanisms)| and three
ISignature Algorithms)| [ABC™25]. A smaller, still ongoing competition, started in 2022 to
select other that would not rely on the difficulty of solving lattice-based problems.

The reader should note that an algorithm is considered “post-quantum” not because it
is proved to resist any quantum attack, but because there are currently no known efficient
quantum algorithms to solve the underlying mathematical problem.
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Key Encapsulation Mechanisms A [KEM] allows two parties to securely exchange
a shared key using a [PKE (Public Key Encryption)] This is achieved through the
[(Fujisaki-Okamoto)] transform [FO99], which strengthens a [PKE|into a CCA-secure
(i.e., secure against adaptive chosen ciphertext attacks). Once the key pair is generated,
the sender randomly selects a symmetric key, encrypts it using the recipient’s public key
and sends the resulting ciphertext to them. The ciphertext is then decrypted using the
recipient’s secret key to recover the shared key. The [FO| transform includes a check to
ensure the ciphertext is valid; if this check passes, both parties now share a common secret
key. If not, a random key is returned to preserve security.

Key Generation

Alice’s public key

1

1 1 ! 1

1 I ' . .

| ) | ! . Derivation of the ||

! Decryption T | Encryption [— shared key !
Decapsulation | I ! e e !

i Ciphertext i Encapsulation

1 1

1 1

rejection test

s = [ ........
&

1.3.1 BIKE vs HQC

In October 2022, [NIST| announced that four algorithms were selected for standardization,
out of the original 69 contestants [AACT22]. Three out of four relied on the hardness
of lattice-based problems. Fearing a major cryptanalytic advance against lattice-based
schemes, issued a fourth round of competition to diversify its selection [AACT22].
The four algorithms partaking in the fourth round of selection were BIKE] [HQC] McEliece
and [SIKE] They provided [NIST] a useful fall-back line.

[SIKE] the isogeny based scheme, was broken soon after in a paper by Castryck and
Decru [CD23|. Their attack ran on a laptop and could recover the secret key in ten minutes.
[SIKE] team acknowledged it and announced that they withdraw from the competition.

The three remaining schemes where all based on error-correcting codes. McEliece
suffered from its huge secret key (6 kB) and even larger public key (255 kB). The two
favourites were [BIKE| and [HQC| both relying on quasi-cyclic codes to mitigate the size
problems faced by McEliece. [BIKE| had a smaller public-key and ciphertext size. This lim-
ited its bandwidth usage, enabling faster and more efficient communication over networks.
On the other hand, [HQC]| had faster key generation and, more important, its encapsula-
tion plus decapsulation was also about twice faster than that of [BIKE] The byte sizes and
computation times in kilocycles on an x86_64 platform are shown in tables and
where [ML-KEM] values are also given for comparison.

In March 2025, [NIST] selected [HQC] for standardization as an alternative [KEM] to
[MI-KEMl The main reason behind this choice was its better and more stable [DFR]
|(Decryption Failure Rate)| analysis, which was a concern in [ABCT25).
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Name Private key Public key Ciphertext

HQC 40 2,249 4,497
BIKE 281 1,541 1,573
McEliece 6,492 261,120 96

ML-KEM 1,632 800 768

Table 1.2: Key and ciphertext sizes (bytes) of fourth round contestants

Name KeyGen Encaps Decaps

HQC 105 197 360
BIKE 599 105 1,642
McEliece 80,376 36 92

24 26 30

Table 1.3: Speed comparison (kilocycles) of fourth round contestants on x86_64 [oqs]

1.4 Side Channel Attacks

Even when cryptographic algorithms are considered as secure, they run on real hardware,
which components (memory, processor, ...) unintentionally leak information on sensitive
data via different channels called “side-channels”. These leaks are intrinsic to the hardware
platform and their magnitude directly depend on the operations carried out during the
computation. They take different forms: electromagnetic radiation, power consumption,
heat, noise, execution time, etc. An attacker can exploit these leaks to recover parts of
secrets without breaking the cryptographic algorithm itself.

In 1996 Paul Kocher was the first to publicly highlight and exploit the link between the
execution time of a cryptographic algorithm and the secret data it manipulates [Koc96].
The operands of modular multiplications and squares involved in the modular exponen-
tiation of [RSA] depend on the secret exponent, and the time taken by these operations
usually depend on the value of their operands, for various reasons mostly related with
performance optimisation techniques. Leveraging on this P. Kocher showed that the ex-
ecution time of a software implementation of [RSA] can serve as a distinguisher between
correct and wrong hypotheses on portions of the secret exponent. This discovery gave rise
to the discipline of SCA (Side Channel Attack)|

In 1999 the same P. Kocher extended his previous work to the power consumption side
channel and to symmetric block ciphers [KJJ99].

[SCA] are generally classified into two main families: non-profiled and profiled.

1.4.1 Non-profiled SCA

In “non-profiled” [SCA] attackers try to extract the secret directly from the target system.

Timing Attack Timing attacks exploit variations in the execution time of cryptographic
operations to extract secret information. In practice, the duration of such operations often
depends on the processed input and, crucially, on the secret key. By precisely measuring
these timings, an attacker can gradually recover sensitive data. Kocher’s 1996 attack is
one of the most prominent examples of timing attacks.
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IDPA (Differential Power Analysis) The [KJJ99] targets the result of an op-
eration that depends on both a known input and the secret key. The attacker begins by
recording power traces for different inputs. Next, they make a guess about the value of
(part of) the secret key, and compute the expected result of the target operation. The
traces are then divided in two groups, according to the value of a specific bit in this result.
If the guess is correct, the difference between the average power consumption of the two
groups will exhibit statistically significant peaks, corresponding to the moment when this
bit influences the power consumption. If the guess is wrong however, then this classifica-
tion will be arbitrary and no visible difference will be observed between the mean traces.
By testing multiple key hypotheses and repeating this process across all bits of the key,
the attacker reconstructs the full secret key.

|CPA (Correlation Power Analysis)| The [BCOO04] is a frequently encountered
technique in non-profiled power [SCA] It exploits the linear correlation between the power
consumption of the cryptosystem and the transitions on internal nodes of the target.
Attackers record power traces and input (or output) messages during operations of the
cryptosystem. Thanks to hypotheses on small portions of the secret, and the knowledge
of the input or output messages of the cryptosystem, attackers can estimate hypothetical
internal node transitions, and compute statistical correlations with the recorded power
traces. The highest correlation then indicates which hypothesis on the secret is the most
likely.

1.4.2 Profiled SCA

“Profiled” [SCA] assume that the adversary has access to a clone of the target system, on
which they can record as many side channel traces as they wish, with full control over
the inputs and keys used. A common example of profiled power [SCA] is the Template
Attack [CRRO2] in which the adversary first varies the keys and inputs on the clone, while
recording the resulting power traces. Using statistical methods, they next build a “leakage
profile” that models how the system behaves for each possible key value. Comparing the
models and the recorded power traces then allow to deduce the value of the secret.

1.4.3 Leakage Assessment

Before performing an attack, an attacker may run a leakage assessment to identify the
presence of side-channel leakage and determine the samples in the power traces where it
occurs.

Welch’s t-test Welch’s t-test is a statistical method used to assess whether there is a
significant difference between the means of two independent samples. It is a more robust
adaptation of Student’s t-test, particularly suited for situations where the two populations
have unequal variances and possibly unequal sample sizes.

Here, Sg and S; denote two sets of respective cardinalities ng and n;, with means pg
and p1, and variances o3 and o7. The Welch’s t-test result, commonly known as t-value
is computed as follows:

(1.1)
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It is statistically proven that a threshold value of |t| = 4.5 represents a classifier with
a confidence greater than 99.999%. An absolute t-value exceeding this threshold indicates
that the two distributions Sy and S; are statistically distinguishable [DCE16|. Conversely,
an absolute t-value below this threshold suggests that the two sets cannot be distinguished
by a linear classifier. Welch’s t-test is commonly used in side-channel analysis to detect
leakage. By varying an input or parameter between two sets of recorded traces, the
resulting t-value indicates whether the variation correlates with observable leakage. In the
remainder of this thesis, we will exclusively use Welch’s t-test. Therefore, we will simply
refer to it as the t-test.

IANOVA (Analysis of Variance)| The [YJ21] is a statistical test used to de-
termine whether the means of multiple groups of power traces differ significantly from each
other. If this is the case, and if the traces are grouped according to an intermediate value,
then it reveals the presence of data-dependent leakage. Unlike the ¢-test, the ANOVA] is
not limited to the comparison of two groups.

1.4.4 CMOS logic

This section provides a short insight on why electronic components leak information
through power consumption and, by extension, electromagnetic radiation. Current dig-
ital electronic systems are built using the [CMOS (Complementary Metal Oxide Semi-|
technology. components, such as memory and processors, are made of
transistors that behave like controllable switches. Depending on the voltage applied on
its control input (the grid) a transistor lets the current flow through it or blocks it.

We distinguish two types of power consumption in a [CMOS]| system.

o The static power consumption (Pst), is due to all the small leakages between the
power supply and the ground of the circuit. The more transistors in the system, the
higher the static power consumption.

o The dynamic power consumption (Pg,y), occurs when a transistor becomes passing
and the current flows trough it to charge (or discharge) its output capacitance.

In general Py, > Psq; the power consumption that can be observed with an equipment
like an oscilloscope is primarily dynamic. It is also the one that is most correlated with
the activity of the circuit, the operations it computes, and the data it manipulates. So,
most power [SCA]exploit the dynamic power consumption. It is less common but the static
power consumption can also be exploited to uncover secrets [LKMM21].
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1.5 Goals of the Thesis

As we have seen, the threat posed by quantum computers has motivated a worldwide
competition to develop [PQC|] The goal of this thesis is to analyse an algorithm competing
in the fourth round of selection process. This decision was motivated by the fact
that lattice-based algorithms, having been selected for standardisation, already received
significant attention from the community. Among the code-based candidates [BIKE| and
[HQC] were the most promising and the best suited for embedded devices. We ultimately
chose to focus on [HQC] due to its faster execution speed.

Since resistance to [SCA] is mandatory for future standards, our first objective is to
obtain a comprehensive understanding of implementation attacks and to explore potential
improvements to some of them. Then, our goal is to provide the community with a proposal
for a secure implementation, while identifying potential pain points. In particular, we
employ masking, one of the most widely used countermeasures against [SCA] Its principle
is to randomise intermediate computations in order to decorrelate them from sensitive
data. This work culminates in the design of the first fully-masked implementation of

HQCG

1.6 Contributions and Publications

1.6.1 Contributions

The main contributions of this thesis are as follows:

o Comprehensive survey of [SCA]on [HQC| and first complete sensitivity analysis of the
scheme.

« Improved version of Guo et al.’s attack [GHJT22], requiring 3x fewer decapsulations
and a new version working against constant-time implementations.

o First fully-masked implementation of [HQC|

1.6.2 Publications

The work presented in this thesis has led to two publications:

o Masked Vector Sampling for[HQC Mazime Spyropoulos, David Vigilant, Fabrice Pe-
rion, Renaud Pacalet, Laurent Sauvage In Proceedings of the 22nd International
Conference on Security and Cryptography, ISBN 978-989-758-760-3, ISSN 2184-
7711, pages T50-T58.

In 2022, Guo et al. introduced a timing attack that exploited a weakness in [HQC]
rejection sampling function to recover its secret key in 866,000 calls to an oracle. The
authors of [ HQC|updated its specification by applying an algorithm to sample vectors
in constant time. A masked implementation of this function was later proposed
for [BIKE] but it is not directly applicable to [HQC] In this paper, we propose a
specification compliant masked version of the [HQC]| vector sampling which relies, to
our knowledge, on the first masked implementation of the Barrett reduction.

o Side-Channel Sensitivity Analysis on[HQC}: Towards a Fully Masked Implementation
Guillaume Goy, Maxime Spyropoulos, Nicolas Aragon, Philippe Gaborit, Renaud
Pacalet, Fabrice Perion, Laurent Sauvage, David Vigilant
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This paper presents two major contributions to secure [HQC| against Side-Channel
Attacks. First, we present a detailed sensitivity analysis of [HQC] highlighting the
critical variables and critical internal functions that need to be protected. Second
and main contribution, we propose the first fully masked [HQC| implementation.
It is also the first [PQC| masked implementation that is formally proved to be se-
cure in the [MIMO-SN]]| security model. This security, introduced by Cassiers and
Standaert in 2020, ensures the security of gadgets composition against propagating
probes |[CS20]. In this paper, we provide benchmarks of our implementation, show-
ing that our masked implementation is competitive in the state-of-the-art masked
[PQC] implementations.

1.7 Structure of the Thesis

The remainder of this thesis is organized as follows. Chapter [2] recalls all the necessary
notions to understand both [HQC]| its sensitivity analysis and how it can be protected
against [SCA] Chapter [3| presents our contributions regarding the side-channel evaluation
of [HQC] Chapter [4] details the work carried out to achieve a masked implementation of
HQC|] Chapter [f] summarizes the benchmarking of our implementation and its practical
security analysis. Finally, Chapter [6] concludes the thesis.
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2.1 Notation

Vectors are denoted with bold lower-case letters, matrices with bold upper-case letters.
Polynomials are interchangeably considered as such or as row vectors of their coefficients.

2.2 Error-correcting codes

Coding theory originates from the field of information theory, formalised by Claude Shan-
non in 1948 . In this article, Shannon demonstrates that digital information can be
transmitted reliably over noisy channels, provided that appropriate redundancy is intro-
duced. Building on this foundation, coding theory studies how to design such redundancy
mechanisms. In particular, error-correcting codes are a set of techniques used to transmit
information over a noisy channel. They allow to detect and eventually correct errors due to
noise or interferences during the transmission. One example is the NATO (North Atlantic|
[Treaty Organization) phonetic alphabet where each letter is replaced by a word with same
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Symbol Description

N Set of non-negative integers

I, Field with g elements

R Polynomial ring Fy[X]/(X"™ — 1)

HW(v) Hamming weight of vector v (number of non-zero components)

vl Transpose of vector v

Ru {p € R |HW(p) = w} (set of polynomials in R with Hamming weight w)
S Random sampling of an element from R, seeded with

|S] Size of set S

|| Absolute value of number x

allb Concatenation of vectors a and b

v>>n  Right rotation (circular shift) of vector v by n positions

Table 2.1: Notation and Symbols

c L c’#(c
m — Encoder mmmmmmmmmd  NOiSy channel ey Decoder — m?

Figure 2.1: Message transmission using an error-correcting code

initial letter, like MIKE for M or NOVEMBER for N, to avoid confusion between letters
which names sound similar. Each word is carefully chosen to be as different as possible
from the others; the distance between words is maximized.

Error-correcting codes are useful not only to transmit information but also for long-
term storage on physical devices like Blu-ray discs or hard drives.

Definition 2.2.1: Linear code

Let k,n € IN with £ < n. An FFy-linear code C of length n and dimension k is a
linear subspace of dimension k of Fy; that is, a subset of Fy that is closed under

vector addition and scalar multiplication over IF; and contains exactly q" elements.

Definition 2.2.2: Minimal distance

The minimal distance (denoted d) of a code C is the smallest distance between two
distinct elements (codewords) of C.

A linear code of length n, dimension k and minimal distance d is designated as a
[n, k,d] code.
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Definition 2.2.3: Generator matrix

G ¢ IE’]q“X" is a generator matrix for the [n, k, d] code C if

C:{mG|m€]Ff§} (2.1)

Example. (with ¢=2) Alice and Bob communicate through a noisy channel. They use
code C to correct transmission errors. To send Bob a k bits message m Alice maps m to
a n bits codeword ¢ = mG (encoding) using the generator matrix G of the code. Alice
sends ¢ to Bob. Due to the noise Bob receives ¢’ # ¢, a corrupted version of Alice’s original
codeword e¢. Exploiting the structure of C, Bob tries to recover m from ¢’ (decoding).

Definition 2.2.4: Parity-check matrix
Given an [n,k,d] code C, H € an_k)xn is a parity-check matrix for C if H is a
generator matrix of the dual code C or, equivalently, if

C={ceF;|Hc' =0} (2.2)

Definition 2.2.5: Syndrome

Let C be a [n, k,d] code, H € an_k)x

the syndrome of ¢ is He' and:

" its parity-check matrix, and ¢ € Fy. Then

ceCs He =0

Definition 2.2.6: Hamming distance

The Hamming distance between two codewords of Iy is the number of coordinates
where they differ.

Proposition 1. Let C be a [n,k,d| code and t < d/2. The Hamming balls with radius
t and centred on the codewords of C are disjoint. A (theoretical) decoding strategy that
selects the codeword that is closest to the received word (in terms of Hamming distance)
correctly decodes any word with up to t errors.

Definition 2.2.7: Support

Let v = {v1,v2,...,vn} € Iy The support of v, denoted Supp(v), is defined as:

Supp(v) ={i € {1,...,n} | v; # 0}

Definition 2.2.8: Spectrum

Let v € I}, w = HW(v), and Supp(v) = {s1,...,5,}. The spectrum of v denoted

Spec(v) is defined as

Spec(v) = {|s; — sj[,1 < i< j <w}

e
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Definition 2.2.9: Cyclic code

Let T :

IFZ —>IFZ
(1,22, .., Tp) — (Tn, T1,. .., Tp—1)

be the cyclic shift map. Let C be a [n, k,d] code.

Ciscyclic <= ForallceC, T(c)eC

Definition 2.2.10: Quasi-cyclic code

Let C be a [n, k, d] code and T the cyclic shift map. C is|QC (Quasi-Cyclic)| of index
s (or s{QC]) if there exist an integer s dividing n such that:

YVeelC, T°(c)eC

where T denotes the composition of T" applied s times.

s{QC] codes have a compact representation because the generator matrix can be de-

duced from the first row via rotations (gs,...,gs € Iy):
g1 g2 - Gs
gs g1 - gs—1
G = . 2{91 gz - gs}

g 95 - @ )

Definition 2.2.11: Reed — Muller code [Ree54]

Let m,r € N with 0 < r < m. Let Fafz1,...,2,] be the set of polynomials
of m variables z1,...,z, with coefficients in Fy. Let Fa[xy,...,zn]/r = {f €
Folz1,...,xm] | deg(f) < r} (polynomials of Fa[z1,...,x,] with degree less or
equal ). The RM (Reed — Muller)| code of order r and length 2™ is defined as:

RU(r,m) = {(£(@))aery | f € Falzr,...,zm]/r}

Each codeword corresponds to a polynomial f € Fa[x1,...,x,]/r, and is represented
by the 2™ evaluations of f on the 2™ points of F5'. It is thus a 2™ bits string. The
dimension of the code is the number of distinct monomials of degree < r of m variables:

=5 (0)

Its minimal distance is d = 2™~ |[Reeb4].
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Definition 2.2.12: Reed-Solomon code [RS60]

Let IF, be the finite field with ¢ elements. Let a1, ..., a, € Iy be n distinct elements
of the field, with n < ¢. A [RS (Reed — Solomon)| code of length n and dimension
k is defined as:

RS(n, k) = {(f(n), faz), ..., flan)) | f € Fo[X], deg(f) <k}

The minimal distance of a RS(n, k) code is d = n — k + 1 [RS60).

Definition 2.2.13: Concatenated code [For65|

A concatenated code is a code built from two simpler codes: an outer code and an
inner code. The outer code C, is a [n,, ko, d,| code over a a, symbols alphabet, and
the inner code C; is a [n;, ki, d;] code over a a; symbols alphabet, where a, = afi
(each symbol of C, can be mapped to an input of C; and encoded by C;).

A well known property of concatenated codes is that their distance is at least the
product of the distances of the outer and inner codes. The concatenated code is thus a
[N = noni, K = koki, D > d,d;] code over the alphabet of the inner code.

Example. Let C, be a [n,, ko, d,| code over Iy and C; a [n;, k;, d;] code over Fy, with
g = 2F. To encode a message m = (my,...,mg,) € ]Ff;", it is first encoded with C,,
producing an intermediate codeword a = mG, = (a1, ...,a,,) € Fg°. Each a; is mapped
to a b; = ¢(a;) € ]F]; thanks to a bijection ¢ from IF, to IE"Q“', and encoded with C;

(ci = b;G;). The n, output blocks are finally concatenated to form the final codeword:

c=cife---len, € Fy™

Encoder Decoder

1 \ I |
1 \ 1 |
1 I 1 I
i | Outer Encoder > Inner Encoder ; Channel > Inner Decoder Outer Decoder !
! 1 ! 1
! 1 ! 1

______________________________________________________________

Figure 2.2: Schematic depiction of a concatenated code

2.3 Hard problems in codes and code-based cryptography

In this section we detail some mathematically hard problems in coding theory.

In 1948, Shannon observed that decoding a random code (i.e., a code without any
structure) was a hard problem [Sha48|. Thirty years later, McEliece extended this by
noting that decoding a code without any known structure was also hard [McE78|. This
observation was the starting point of code-based cryptography. McEliece’s idea was to
hide a trapdoor (the secret key) in the generator matrix of a code (the public key). The
generator matrix enabled anyone to encrypt a message with it, but only someone with
knowledge of the trapdoor could decode the ciphertext in polynomial time.
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Definition 2.3.1: Syndrome Decoding Distribution

Let n,k,w € IN. The |Syndrome Decoding Distribution| SDD(n, k,w) samples H €

Fé"_k)xn and x € I} such that HW(z) = w, computes y' = Hx' and outputs

(H,y).

Definition 2.3.2: Syndrome Decoding Problem

Given (H,y) € FS" ™™ x "™ from the SDD(n, k,w) distribution, the
[Decoding Problem|SDP(n, k, w) asks to find ¢ € I} such that y' = Hz " and HW(x)
= w.

Definition 2.3.3: Decisional Syndrome Decoding Problem

Given (H,vy) from the SDD(n, k, w) distribution, the [Decisional Syndrome Decoding]

DSDP(n, k,w) asks to decide with non-negligible advantage whether (H,y)
came from the SDD(n, k,w) distribution or the uniform distribution over ]an—k)xn X
Fy .

The was proven NP-complete by Berlekamp et al. [BMvT78]. Informally, this
means that it is impossible to decode all codes at any decoding distance in polynomial
time. The [DSDP| has been shown to be polynomially equivalent to the in [AIKO07].

2.4 HQC

[AMABT™17] is a code-based post-quantum It was selected on March 2025 by
the to become a new standard for [AACT25|. It has been noticed especially for
its {DFRY which “has remained stable throughout the[NIST|[PQQ standardization process”.

IHQC]is a [KEM]|based on a scheme, thanks to the[HHK (Hofheinz — Hovelmanns
|— Kiltz)| transform [HHK17], a variant of the well-known transform [FO99]. [HQC]
uses two codes: (i) a random code to ensure the security of secret keys and (7i) an efficient
public code for encryption and decryption. This public code C is formed by concatenation
of a duplicated [RM] code with a shortened RS] code. In the following we denote G its
generator matrix. Unlike cryptosystems based on the McEliece construction, there is no
trapdoor hidden in the decoding code.

consists of three algorithm: Key Generation (1), Encryption and De-

cryption . These algorithms are summarized in |Figure 2.3

Alice Bob
$ $ o
heR =Y <Ry s,h message m
s=x+hy > $

$
e onT ri,rs < ORUZJP

u=r;+ hry

m' = C.Decode(v —uy) v = C.Encode(m) + sry + e

<

Figure 2.3: Summarized HQC-PKE scheme
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2.4.1 Key Generation

The key generation algorithm is described in Algorithm [I] It generates two pairs of vectors
of R: pk = (h, s) make up the public key and sk = (x, y) make up the secret key. h defines
the random code and is randomly sampled in R, x and y are randomly sampled in R,,.

In the implementation, pk and sk are stored as two 40 bytes seeds (respectively pk_seed
and sk_seed) that allow to re-generate (h,s) and (x,y).

Algorithm 1 KeyGen
Input: n,k,w, [, pk_seed, sk_seed
h ﬁ pk,seedrR
o & B
(CC, y) (E SkjeedRi
sk « (z,y,0)
s<—x+ hy
pk < (h,s)
return (sk, pk)

2.4.2 Encryption

The encryption algorithm is described in Algorithm [2} It generates a ciphertext composed
of two vectors: u and v. u is derived from h, r1 and r3. v is obtained from s, 2, € and
mG, the encoding of the message to encrypt m.

Algorithm 2 Encrypt

Input: pk, m,0,w,, w.
el R
$ 059
(7‘1,1"2) < Rwr
u < r1 + hro
v + C.Encode(m) + sra + e
ct + (u,v)
return ct

2.4.3 Decryption

The decryption algorithm is described in Algorithm[3] It consists of decoding the vector v—
uy. Note that although the secret key additionally consists of &, most attacks concentrate
on retrieving vy, as it is the only secret needed for a successful decryption.

Correctness

From the specifications:

C.Decode(v — uy) = C. Decode((C. Encode(m) + sra + e€) — (r1 + hra)y) (2.3)
= C.Decode((C. Encode(m) + (x + hy)rs + e) — (r1 + hra)y) (2.4)
= C.Decode(C. Encode(m) + xrz + e — r1y)
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Security Level

Name Description HQC|-128 HQC|-192 HQC|256

mul multiplicity of code 3 5 5

k1 dimension of [RM| code 16 24 32

ko dimension of [RS|code 8 8 8

ny length of RM| code 46 56 90

N9 length of [RS[code 384 640 640

n1ng length of concatenated code 17664 35840 57600

n length of the random code 17669 35851 57637

l truncated bits (I =n — ning) 5 11 37

0 correction capacity of code 15 16 29

w weight of secret vectors 66 100 131

we = w,  weight of error vectors 75 114 149
public key size (in bytes) 2249 4522 7245
secret key size (in bytes) 56 64 72
ciphertext size (in bytes) 4433 8878 14421
shared secret size (in bytes) 64 64 64

Table 2.2: HQC parameters from [AMAB™'17]

And, if C correctly decodes:

C.Decode(v — uy) =m (2.6)

Let A be the number of errors that the code can correct. The condition for correct
decoding is:

HW(xre + e —riy) <A (2.7)

If Equation [2.7 does not hold a decryption failure can occur. [HQC| parameters are
chosen so that the is at most 27, where \ is the security level (128, 192 or 256).

Algorithm 3 Decrypt

Input: sk, ct
return C. Decode(v — uy)

In [HQCHKEM] the encryption function is de-randomized thanks to a hash of the mes-
sage and public key, used as a seed. This allows to re-encrypt the message after decryption
to verify if the received ciphertext is equal to the computed one (this step is required by
the transform). The session key, that corresponds to a hash of the concatenation
of the message and the ciphertext, is shared only if the equality is verified. The [KEM]is

composed of Encapsulation (Figure 4)) and Decapsulation (Figure 5|), where G,H and K

are cryptographically secure hash functions and pks, represents the first 32 bytes of pk.

2.4.4 HQC security

[HQCHPKE] has been proved IND-CPA secure, and the application of the [HHK] transform,
combined with the strong [DFR] analysis, allows [HQCHKEM] to reach IND-CCA2 security.

The security of relies on the hardness of solving the [BMvT78] without any
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Algorithm 5 Decapsulate

Algorithm 4 Encapsulate

Input: sk, c,salt

Inp;lt: pk m/ < Decrypt(sk, ¢)

m < F§ 0" <+ G(m' || pksy || salt)
salt & 128 ¢’ < Encrypt(pk,m/, ')
0 < G(m || pksy || salt) if ¢ # ¢’ then

¢ + Encrypt(pk, m, 0) return o

K + K(m,c) > shared key else

return (K, ¢, salt) return K(m,c)

end if

other assumptions. More details on the security reduction proofs can be found in section
5 of documentation [AMABT17].

2.5 Side-channel attacks on HQC

Although no quantum attacks are known against [HQC] its implementations have been
shown to be vulnerable to physical attacks, particularly [SCA] Since 2019, these attacks
have become more and more effective. The number of observations required to recover
secret information has been progressively reduced. [SCA] against [HQC] fall in two main
categories: timing attacks and power analysis attacks.

2.5.1 Timing attacks

The|BCH (Bose-Chaudhuri-Hocquenghem codes)|decoder used in the reference implemen-
tation of [HQC| submitted for the first round of the competition was not constant-time.

In [PT19], authors noticed that the decryption time depended on the number of errors
being decoded. With this information and 400 million ciphertexts they were able to
recover the spectrum of the secret key vector y. They then used a result from [GJS16] to
reconstruct a sparse vector from its spectrum.

Similarly, authors from [WTBB™20| proposed a chosen-ciphertext attack that exploits
the correlation between the weight of the error to be decoded and the runtime of the
decoding algorithm. Using a dichotomic search and an oracle that detects whether an
error was decoded or not, they recover the value of y in 5400 to 6600 queries (depending
on the security level). They also propose a countermeasure that achieves constant time
decoding with an overhead of less than 11%.

Although [HQC] switched from the [BCH] decoder to the current decoder in
2020 (third round submission), data-dependent computation times persisted in implemen-
tations. The June 2021 [HQC] specification suffered from a timing flaw in the encryption
function, which relies on the sampling of three small weight random vectors. The support
of each vector was computed from random bytes generated by an [XOF (eXtendable Out-|
called seedexpander, seeded with a hash of the message m to encrypt. In
most cases there was no collision between the indexes drawn and seedexpander was called
only 3 times, once per vector. However, if at least one collision occurred, a second call to
seedexpander was made (see Algorithm @ This is because, rand_bytes only contains
an amount of randomness sufficient for w drawings. If a collision occurs on Line the
algorithm will run out of random bytes and will need to fetch new ones (Line [5). This
variation in the number of calls was noticeable in timing, and related to the value of the
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input message m. The authors used this as a distinguisher to perform a timing attack
and recover the secret key in ~ 8.7 X 10% decapsulations [GHJT22].

Algorithm 6 HQC not constant-time sampling

Input: w,n and ctx the context of the seed expander
Output: v[0],...,v[w—1]€{0,...,n—1}
1: 140
2 I xXw
3: while i < w do
4 if j == 3 x w then
5 rand_bytes + seedexpander(ctx,3 X w) > draw 3 X w random bytes
6: j<+0
T end if
8 v[i] + (rand_bytes[j| < 16) & (rand_bytes[j + 1] < 8) ® rand_bytes|j + 2]
9

: j=73+3
10: v[i] + v[i] mod n
11: e <1
12: for k=0to7—1do
13: if v[k] == v|[i] then
14: e <0
15: end if
16: end for
17: 141+ 1nc
18: end while
19: return v[0],. .., v[w — 1]

Guo et al. suggested using an algorithm designed by Sendrier [Sen21] to sample vectors
in constant time in order to patch this vulnerability. Following this recommendation, the
team explicitly included this countermeasure in their 2023 update of the scheme.
The idea behind this new sampling is to always ask for the same amount of randomness
and handle potential collisions with the addition of a small bias. This bias was shown
to have no significant impact on the output distribution [Sen21|. The countermeasure is
detailed in Algorithm [7| where compare is a constant-time function that returns OxF...F
if the two input values are equal and 0x0. . .0 otherwise.

Later, Leander et al. [SGG24] warned that, in some cases, the modulo operation used
in the countermeasure was replaced by compilers with a division instruction. When the
divisor is known at compile-time, compilers sometimes optimize modulo operations by
transforming them into constant-time Barrett reductions. However, this optimization is
not guaranteed: compilers may instead emit division instructions to carry out the com-
putation. Depending on the target processor and on the value of the numerator, division
instructions can have variable execution time, which makes the countermeasure constant-
time in theory only. To address this, the authors proposed computing the modulo using a
hard-coded Barrett reduction.

2.5.2 Power analysis attacks

In [SRSWZ20] Schamberger et al. built an oracle using a power side-channel targeting
the decoder. The oracle indicates whether the decoder corrected an error or not.
With carefully chosen ciphertexts, they exploited the collisions between the support of y
and v to recover y. When [HQC]| switched to a RMHRS| decoder, the authors adapted their
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Algorithm 7 Sendrier’s constant time vector sampling in HQC

Input: s,seed,n
Output: support[0],..., support[s — 1]
. prng < prng_init(seed)
fori=0to s—1do
supportli] < i + rand(prng) mod (n — ) > supportli] € [i,n|
end for
for : = s — 1 downto 0 do
found <0 > collision flag
for j=i+1tos—1do
found < found V compare(support[i], support[j])
end for
support[i] < (i A found) & (support[i] A = found)
: end for
: return support[0], ..., support[s — 1]

==

strategy to attack the new design [SHR™22|. Most of the time, the decoder corrects all
the errors and the [RS] decoder processes an error-free codeword. But when errors persist
after the [RM] decoder, the power consumption of the [RS| decoder is significantly different.
It is then possible to build a new oracle, similar to the one in the previous attack, which
in turn can be used to recover the secret key.

Also targeting the decoder, authors of [GLG22b| showed a vulnerability in the
Galois field multiplication that enables the recovery of the 64 bytes of the shared secret
key. They attack the input of the decoder (that is, the output of the decoder). At
this point, the intermediate codeword is no longer a ciphertext, it was decrypted before
being fed to the [RM] decoder. Assuming that the [RS| decoder processes an error-free
codeword, Goy et al. described how to use a correlation analysis to recover it. Then, since
the [RS] decoder is public, they used the recovered codeword to compute the exchanged
message and deduce the shared secret key. Yet, this attack is not practical, as it requires
2% Galois field operations [GLG22b].

In [GMGL23], authors exploited the same vulnerability, this time using a
|Analytical Side-Channel Attack)|to recover the shared key in a single trace.

The RM]|decoder was targeted by [GLG22a] and [BMG™24]. In |[GLG22a|, the authors
targeted the FHT (Fast Hadamard Transform)| to build an oracle capable of revealing the
number of corrected errors in a block. By sending ciphertexts where u is set to 1, the
victim effectively decodes v — y, so the decoder has to correct errors that correspond to
y. With a divide and conquer strategy, they take advantage of the collisions between the
support of v and the support of y to recover y. In [BMG™24], the authors also target the
[FHT] but this time using a [SASCA] to recover both the secret key and the shared secret.

Leveraging soft information from the publicly available decoder, Dong and Guo build
what they call offline templates [DG24]. Unlike traditionnal Template Attacks, these
templates are not device-specific. Instead, they exploit the interactions that occur during
the decoding between predefined error patterns and sparse vectors sampled from [HQC]
secret key distribution. With these templates, Dong and Guo significantly reduce the
number of oracle calls required in some attacks. For example, they report a 2.4x reduction
in the number of calls needed in [SGG24] and an 87x reduction compared to [SHR™22].

While most [SCA] targeting [PQC| canditates were mounter on reference implemen-
tations, Maillet et al. proposed two attacks against the optimized implementation of
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[MNMD?25|. Both attacks exploit the power consumption of the decoder. In
the first, the authors analyze the power consumption at the start of the decoding process
to recover the value of the ciphertext after noise removal. This information enables them
to recover the secret key y in a single trace, assuming access to a side-channel oracle with
100% accuracy. Though the first attack was tested using a simulator, the second one
was carried out under real-world conditions. The authors targeted an STM32F303 and
measured power consumption with a ChipWhisperer. In this practical scenario, micro-
architectural leakage allowed them to recover the secret key in 83 traces, with 99% success
rate.

2.6 Masking

The state of the art in [SCA] against code-based [PQC| underscores the need for robust
countermeasures, especially in embedded systems. Masking [CJRR99,|GP99| is a widely
used countermeasure to protect implementations of cryptographic algorithms against side-
channel attacks. It consists in representing a sensitive variable x as a tuple of d shares
(x1,...,2q), denoted [x] in the following. Among the d shares d — 1 are chosen uniformly
at random, and the last one such that the “sharing relation” is satisfied. Any set of d — 1
shares is thus always statistically independent of any sensitive variable. d — 1 is called the
masking order. The most frequently encountered sharing relations are boolean:

d
T = @xz (2.8)
i=1

and arithmetic:

d
x = <Z a:z> mod ¢ (2.9)
i=1
In our work we select the sharing relation depending on the nature of the operations
to mask, in order to reduce the masking overhead. Of course, we also consider the cost of
conversions between boolean and arithmetic masking.

2.6.1 Security in the t-probing model

In the t-probing model [ISWO03] an attacker has access to at most t-probes on the imple-
mentation, giving an access to ¢ intermediate variables. By splitting the sensitive variables
of an algorithm in d > ¢ shares, and maintaining the statistical independence during the
execution, attackers cannot learn information. The algorithm is said t-probing secure if
any set of ¢t probes is statistically independent of the unmasked values of the sensitive
inputs.

Proving the theoretical security is a hard problem that does not scale well with the
number of variables and shares. A common solution is based on composability: break
down the algorithm into elementary operations referred to as “gadgets”, and to compose
them to build larger functions [BBDT16]. The composing gadgets and the composition
must obey rules that preserve the security.

We recall two commonly used security models, that we can define with the simulata-
bility framework introduced in [BBPT16]:

o A gadget is t{NI (Non-Interfering)| if and only if any set of ¢ < t probes can be
perfectly simulated from at most ¢’ shares of each input [BBP*16].
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o A gadget is t{SNI (Strong Non-Interfering)| [BBD ™ 16] if and only if any set of #;,; +
tout < t probes, where t;,; is the number of internal probes and ¢, is the number
of output probes, can be perfectly simulated from at most t;,; shares of each input.

Algorithm 8 A (d — 1){SNJ] version of the boolean d shares refresh gadget
Input: [z]
Output: [z] with refreshed shares
1: forie{l...d} do
2 for je{i+1...d} do
3 r<$
4: 1 T1Dr
5
6

Tj— ;DT
end for
7: end for
8: return [z]

Combining t{NJ| secure gadgets does not generally yield a ¢{NI| algorithm: an attacker
could exploit the correlation between reused shares across different masked operations to
recover sensitive information. To maintain the security guarantees of masking throughout
the execution of an algorithm, it is often necessary to perform refresh operations. The
refresh gadget was first introduced by Rivain and Prouff [RP10] to re-randomize a masked
value by generating new random shares that encode the same underlying secret. A
version of refresh (see Algorithm |8 for an example) is crucial since Barthe et al. demon-
strated that it allows secure composition of gadgets [BBD™16|. It is therefore a critical
component in masked implementations, as it prevents cumulative leakage and reinforces
the security of the masked scheme against side-channel attacks.

Remark 1. Any d shares gadget implementing a linear operation trivially, that is, share-
wise, is (d—1){NI] A d shares gadget implementing a linear operation trivially, is generally
not (d — 1) to perfectly simulate a probe on one share of an output, one would need
the corresponding share of each input.

A well known result is that a gadget over d > t shares satisfying ¢{NI| or ¢{SNJ| is
t-probing secure. A composition rule was established by Barthe et al. in Proposition 4
of [BBD'16, |:

Proposition. An algorithm is t{NI| provided all its gadgets are NI and all masked
variables are used at most once as input of a gadget other than refresh.

In the following we sometimes write that a d shares gadget is [N or [SN]| for short,
instead of (d — 1){NI] or (d — 1){SNIl We represent algorithms as computation graphs,
that is, [DAGs (Directed Acyclic Graphs)| where the composing gadgets, the inputs and
the outputs are the vertexes, and the connections between them are the edges. In the
figure representing a computation graph the light blue boxes are gadgets () and the
light red boxes are gadgets (OJ).

2.6.2 PINI and MIMO-SNI security

IPINI (Probe Isolating Non-Interfering)|and [Multiple Inputs-Multiple Outputs Strong Non-|
Interfering|are notions proposed by Cassiers and Standaert |[CS20] that extend to allow
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the secure composition of gadgets. They were developed after the authors observed that
the [SNI model applies only to single output gadgets, and that the trivial implementation
of a linear function is not As a result, the design of compositions involving linear
functions is not straightforward.

To reason about security, instead of using the simulatability definition from [BBP*16],
they introduce the equivalent concept of back-propagating probes towards the inputs. The
properties of [NI and gadgets can then be rephrased as:

Proposition 2. For a t{N] gadget with n, probes on its output shares and n; internal
probes with n; + n, < t, there are propagated probes on n; + n, shares of each input.

Proposition 3. For a t{SN] gadget with n, probes on its output shares and n; internal
probes with n; + n, < t, there are propagated probes on n; shares of each input.

[SNT] gadgets such as refresh guarantee independence between input and output
shares. Hence, [SN]| gadgets stop the propagation of probes towards the inputs.

Example. An illustration of these properties is shown on Figure where d = 2. In
Figure one internal probe in the [SNI| sec gadget propagates to one share of each
of its inputs, finally leading to both by and b;. With this knowledge, the attacker can
recover the secret value [b], because it was used twice without a refresh, thus violating
the composition rule from [BBD™16|. Figure shows how to correct this situation with
a well placed refresh that prevents the propagation. This example illustrates the threat
posed by propagating probes, especially the duplications caused by multiple, recombining,
paths.

[a] ——

[6] :;‘ secy ;:;1 SerJ:I []

bl

bo probe

(a) Computation graph without refresh

[a] ——

[4] :;‘ secy ’:# secxsl:; []

probe

(b) Computation graph with refresh

Figure 2.4: Illustration of propagating probes

In order to propose secure, yet simple, composition rules, Cassiers and Standaert [CS20)]
introduce the [PIN]| security model. Different from it applies to multiple outputs gad-
gets. Another major difference is that not only constrains the number of propagated
probes, as in [NI or but also their position: in a t{PINI| gadget, if there are ¢; internal
probes and if A is the set of output share indexes that are probed, with |A| = ¢ and
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t1 + to < t, then there is a set B of share indexes with |B| < ¢; such that the probes (out-
put and internal) propagate to input share indexes in A U B. This important constraint
limits the duplication effect and guarantees that multiple paths, if any, do not increase
the number of exposed shares. The authors prove that trivial implementations of linear

gadgets are and that any composition of t+{PIN]| gadgets is also t{PINIl They also
prove that any d shares tJPIN]| gadget with d > t is ¢-probing secure.

Remark 2. Any d shares gadget implementing a linear operation trivially is (d — 1){PINI

As designing [PIN]| gadgets from [NI] and [SNI| gadgets and verifying them is not easy

the authors of [CS20] also introduce the model. They prove that
implies [PINT], so [MIMO-SNI]| gadgets can be freely composed to form secure [PIN]] larger
gadgets. And they propose a small set of simple rules to design and verify
gadgets from [NI and [SNI] gadgets, based on the computation graph.

A gadget is t{MIMO-SNI] if for any set of ¢; internal probes and any set of probes on
output shares where the number ¢ of probes on each output is such that t1 + to < t, the
probes can be perfectly simulated with at most ¢; input shares.

To ensure structural [MIMO-SNI]| correctness, the computation graph forbids multiple
edges connected to the same gadget output or to a single input. In cases where an input
or a gadget output needs to be reused, the authors introduce a special vertex called split
that we represent as a light green box ([J) in the computation graphs. These vertexes
have one input and n identical outputs, and they perform no operation. Without loss of
generality, a[SNI| gadget other than the [SNI|refresh is implicitly considered as an equivalent
gadget followed by the [SNI| refresh gadget.

By leveraging the connection between the computation graph and the probe prop-
agation framework, and exploiting the fact that refresh gadgets block the back-
propagation of probes, the authors propose a simplification step. This consists in removing
all refresh gadgets and their incident edges from the graph. The internal probes
of these refresh gadgets are conservatively reassigned to their inputs, preserving secu-
rity equivalence in the probing model. This results in a simplified graph that remains
faithful to the original structure from a security standpoint.

Finally, the authors demonstrate that a gadget composition satisfies the [MIMO-SNI|
property if the following conditions are satisfied:

1. The composite gadget uses only single output [NI gadgets, single output [SNI| gadgets,
and single input multiple outputs split gadgets.

2. There exists no path between an input and an output.
3. Between any two vertexes of the simplified graph there is at most one path.

4. For any pair of output vertexes uy, us there is no vertex v such that there is a path
from v to w1 and a path from v to wus.

5. For any pair of input vertexes uj,us there is no vertex v such that there is a path
from u7 to v and a path from s to v.

The security-preserving compositions are a key advantage of the framework, as they
enable scalable and modular design of secured masked implementations. The and
frameworks suggest two ways to securely implement large and complex algo-
rithms like the ones of [HQC}
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1. Implement the complete algorithm from [NT| and split gadgets, according the
above conditions. The result is [MIMO-SNI| which implies [PINT]

2. Implement intermediate gadgets as building blocks, and compose them
to obtain the full algorithm. The composite gadgets are which implies

so the result is also

In both approaches the final implementation is [PIN]] and thus ¢-probing secure. As
we will see in Chapter [4] considering the complexity of we preferred a modular
approach, that is, the second one.

2.6.3 Prior art regarding Countermeasures and secure implementations

[HQC]is not the only post-quantum cryptosystem requiring protection against side-channel
leakage. Prior works explored masking implementations for other schemes.

Migliore et al. [MGTF19| proposed a masked version of the CRYSTALS-Dilithium
lattice-based signature scheme in 2019. Three years later, Azouaoui et al. [ABC™22a]
identified two flaws in this implementation: (i) unmasked sensitive variables, creating a
security gap, and (%) unnecessary masking of public information, degrading performance.
Azouaoui et al. improved the sensitivity analysis by categorizing intermediate computa-
tions and their security requirements.

Regarding ML-KEM] the other [NIST}selected [KEM] standard, several studies have
referenced masked implementations or accelerations of masked operations, particularly
focusing on the NTT (Number Theoretic Transform), Notably, a number of works have
proposed first-order masked implementations, such as [HKL"22] and [FVBR22|, the
latter of which also includes first-order masking for SABER and KECCAK. For higher-
order masking, Bos et al. [BGR™21] introduced a generic masking scheme that is provably
secure at any orders under the model. In 2022, Bronchain and Cassiers [BC22]
[KEM]| implementation achieves security level.

In 2024, Demange et al. [DR24a], introduced the first masked implementation of a
code-based algorithm. This implementation of [BIKE]is proven [N secure, for any masking
order. The authors used only boolean masking (avoiding arithmetic masking common
in lattice-based schemes). The advantages of this choice are twofold: (7) it does not
require mask conversions, which are known to be computationally expensive, and (ii)
[BIKE] is mainly based on binary operations, which makes boolean masking more natural
and efficient. They developed many new gadgets specific to [BIKE] including the masked
version of Sendrier’s countermeasure.

2.7 Problem statement

At the start of this research, our objective was to analyse side-channel vulnerabilities in
[HQC] and propose tailored countermeasures. Early on, a major challenge became appar-
ent: many [SCA] on [HQC]| had already been published, and all components of the scheme
seemed thoroughly vetted. While countermeasures against timing attacks were regularly
integrated to the [HQC] reference implementation, there was a lack of a unified imple-
mentation that was resistant to timing, power and [EM (Electro-Magnetic) [SCA]l This
gap became more evident with the publication of masked implementation [DR24a],
which motivated us to pursue a similar effort for [HQC|] But before working on the im-
plementation itself, it was essential to identify which variables and functions in [HQC]
are sensitive and need protection. This step aimed to avoid the issues encountered by

Chapter 2 Maxime Spyropoulos 27



HQC: Sensitivity Analysis and Secure Implementation

Migliore et al. [MGTF19]. To maximize the chances of success, we began a joint work
with part of the [HQC]| team to design a fully masked implementation of [HQC] based on
their reference implementation. Our work is supported by the first detailed sensitivity
analysis of [HQC| and relies on state-of-the-art masking techniques to achieve the first
fully masked implementation of [HQC]| at any order. Additionally the formal verification
is backed by practical side-channel analysis and benchmarks, showing that our masked
implementation is competitive in the state-of-the-art masked [PQC| implementations.
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Chapter 3

Evaluating HQC
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3.1 Improving Guo et al. attack

3.1.1 Attack Description

We begin our side-channel analysis of [HQC] by reproducing an attack from the state of
the art. Our goal is to find an attack that we could then build upon, either by targeting
another part of the algorithm or reduce its complexity in terms of assumptions and setup or
computational power. The dual aim is also to familiarize ourselves with [HQC]itself. After
a survey of the existing attacks on the October 2022 implementation of [HQC] we choose
Guo et al. Timing attack . In this article, the authors target the re-encryption
step in the decapsulation. They recover the secret key by exploiting a timing variation in
the vector sampling step of the re-encryption. This leakage can be exploited by mounting
an attack that recovers the secret key of [HQC}128 in around 866,000 decapsulations.
The timing variation is caused by collisions during the vector sampling. To sample
a vector v of weight w the algorithm draws w distinct values between 0 and n — 1 that
will constitute the support of v (n = 17669 for 128). Theses random values are
obtained through a call to the [XOF| seedexpander at the start of the sampling. If two
drawn values are equal there is a collision and the algorithm must ask seedexpander for
more randomness because it needs w distinct values (see Algorithm @ This additionnal
call to seedexpander is noticeable in timing and and may occur during each of the three
vector samplings required for encryption. The seed of the [XOF| comes form a hash of the
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plaintext. As such, we can categorize plaintexts according to the number of additional
seedexpander calls (zero, one, two or three) that occur during their encryption. Figure[3.]]
provides an overview of the strategy used by Guo et al. to extract the secret key from a
target device running an implementation. We abbreviate ”additional seedexpander
call(s)” as "asec”.

e In the first place, the attacker selects a message m that yields 3 additional calls to
seedexpander. Since they are rare (=~ 0.6%) and their encryption is noticeable in
timing, the attacker will use this properties as a distinguisher when asking the target
for a decapsulation.

o For the second step, they create a ciphertext such that ¢ = (u,v) = (1, mG). It is
not a valid ciphertext as w is set to 1 and m is simply encoded, not encrypted. This
choice was made so that the target, when decrypting this ciphertext computes:

C.Decode(v — uy) = C. Decode(mG — y) (3.1)

In other terms, the target has to decode a codeword that is a valid encoding of the
message m with added errors that corresponds to the secret key y.

e The third step is to iteratively add random errors (bit by bit) to the ciphertext
and query the target for a decapsulation. When the timing differs from that of the
original message, it indicates that the [XOF| has have been seeded with a different
value. This can only happen if the decoded message was different from the original
one, revealing the attacker that the correction capacity of the decoder has been
exceeded. From this point, the attacker stops adding error bits and saves the faulted
ciphertext.

e The fourth step will consist in going through each bit in the faulted ciphertext and
flipping it (one at a time), before querying the target. Two outcomes are possible:
if the timing remains different from the one of the original message, then they just
added another error to the ciphertext. However, if the timing is the same, then an
error bit has been corrected. Again, there are two possibilities: if this error bit was
not added during the third step, then it originates from y. It is a bit that is set in

Y.

Repeating this method until each bit of ¥ has been decided, the attacker recovers the value
of secret key.

3.1.2 Improving the attack

We searched for a method to reduce the number of decapsulations needed to recover
the secret key. We found the answer by drawing inspiration from Guo et al. optimized
strategy. To reach a total of 866,000 decapsulations, their idea is to exploit the block
structure of the ciphertext to speedup the third step: the search of the point where the
faulted ciphertext exceeds by one bit the error correction capacity of the decoder. The
ciphertext can be seen as 46 blocks of 384 bits each, among which can correct up to
15 faulted blocks. Their strategy was to fault 15 random blocks at once, and begin the
third step by searching for the tipping point in a 16th block. However, it was clear to us
that this bit by bit search in the 16th block was suboptimal. Since each block is 384 bits
long, it is highly unlikely that faulting just a few bits (e.g., 1, 2, or even 10) would lead to
a decoding error. We needed to take a closer look at the DFR] of duplicated RM] codes. A
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Figure 3.1: Outline of Guo et al. attack in [GHJ 122

pessimistic (but simple) upper bound to compute the probability of a decryption failure
is given by the authors of in their reference paper [AMAB™17], Proposition 2.5.1. :

d
DFR <255 ) (j)pj(l —p)di

j=d/2

with p the error rate and d the minimal distance.

In our case, d = 192 and we needed to determine a suitable error ratio p. We initially
chose p = %, which results in a decryption failure probability of less than 0.85% when
randomly faulting 137 out of 384 bits in a block.

3.1.3 Practical experiments

We performed a test to verify that our implementation produced the same distribution as
in the original paper, which it did. Figure [3.2] shows the distribution of plaintexts across
these four categories. To obtain it, we used the PQM4 implementation of KPR,
optimized for ARM Cortex-M4, and ran it on our STM32F4 Discovery board equipped
with that processor. We connected our board to a laptop through the serial port. The
board acts as a target device that continuously listens to the serial port and executes
the requests (encryption, decapsulation, ...) it receives from the computer. An internal
performance counter allows us to measure precisely the elapsed number of cycles taken to
execute an operation. Once completed, this number is sent to our laptop by the board. We
sent 100,000 plaintexts for the board to encrypt and recorded the number of cycles taken
for the sampling. Note that the more additional calls are made, the rarer the plaintexts
that provoke them become.

We also recorded traces to compare their aspect according to their timing class
(see Figure . The four timing classes can effectively be distinguished, for example by
concentrating our focus on the pattern pointed by the red arrow. It represents the end of
the vector sampling and we can notice it shifts to the right until it disappears. This indi-
cates that the sampling effectively takes longer as more collisions occur. We can observe
some desynchronization (small yellow arrows) in the second and third group of traces.
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Figure 3.2: Distribution of the number of cycles needed for the sampling of 3 small-weight

random vectors.
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These correspond to the traces were there was respectively one and two additional calls
to seedexpander. Although we know the number of additional calls, we ignore in which
vector sampling they happened, thus the apparent desynchronization. These [EM] traces
serve only for visualisation, to understand the internal behaviour of the implementation.

Figure 3.3: traces of the four timing classes.

Next, we reproduced the timing attack with our STM32F4 Discovery board as the
target, using the internal performance counter to deduce the timing class of the decoded
message. An initial test showed that a single decapsulation takes approximately 0.22
seconds to run on this platform. Performing the full attack requires around 866,000
decapsulations, which would take more than two days. To shorten this duration, there was
no other viable option than to reduce the number of decapsulations. The microprocessor on
the STM32F4 is mono-thread, meaning we can not parallelize the attack by doing multiple
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decapsulations at the same time. Additionally, the code was already compiled using the
-03 optimization flag, we can not further reduce the time taken for one decapsulation.
We tested our new faulting approach with an error rate p = %,
experimentally that the optimal value was closer to p = ééig. Subsequently, we added
a condition in the third step to start querying the oracle only if we had already faulted
140 bits in the 16th block. Thanks to this observation, we managed to divide by three
the number of requests needed to recover the secret key. As a result, the attack only
requires 290,000 requests to execute, % of the original amount, and the key was practically

recovered in around 17 hours.

and found out

3.2 Analysis of Sendrier’s countermeasure

3.2.1 Finding a new attack vector

Our contribution here is to analyse the sensitivity of the countermeasures beyond timing,
by exploring power and [EM]leakage. A solution to Guo et al.’s attack was already known,
an algorithm to sample a random vector in constant time (see Algorithm [7)). Proposed by
Nicolas Sendrier, it was initially designed to correct a similar issue in [BIKE] As suggested
by the authors of |[GHJT22|, the countermeasure has been integrated in the reference
implementation of [ HQC] Although it should no longer be possible to distinguish between
two messages based on their encryption time, other attack vectors can be considered. For
example, the power consumption observed during the sampling of two identical vectors
should be roughly the same, as the same intermediate values are processed. Conversely,
sampling different vectors is likely to result in distinguishable power traces due to the
manipulation of different data. This observation suggests that we could build a new
distinguisher, based of power consumption traces. The idea would be to pick a message m
and record traces of its encryption. If we are able to identify whether a given encryption
trace corresponds to m or to a different message, we could adapt Guo et al.’s attack to a
constant-time setup. The t-test should be sufficient to perform this binary classification.

3.2.2 Practical Experiments

We replaced the old vector sampling on our target with the code of the new constant-
time vector sampling. As expected, the variation in timing disappeared. We recorded
[EM] traces of the vector sampling and performed a t-test between two set of 1,000 traces
with two different input messages (see Figure . We also ran a t-test on two set of
1,000 traces with the same input message (see Figure . Crucially, there were no false
positives, meaning we were effectively able to determine whether the same vector was
being sampled or not. Experimentally, we found that this distinguisher was effective with
sets as small as 10 traces.

Building on Guo et al.’s attack strategy we replaced the timing distinguisher with our
new based one. Unlike the original attack, which only worked for 0.6% of messages
(those that triggered 3 additional calls to seedexpander), our attack works with any initial
message. The main drawback is that our distinguisher requires 10 traces per oracle call,
so the total number of decapsulations is multiplied by 10. Using our improved strategy
of Section [3:1.2] this new attack can recover the secret key of [HQC}128 in less than 3
million oracle calls, which would take about a week on our experimental setup. More
efficient attacks on [HQC]| already exist and can recover the secret key using significantly
fewer traces. Our goal here was to highlight the importance of protecting [HQC| against
side-channel attacks.
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Figure 3.4: t-test of Sendrier’s vector sampling
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3.3 HQC Side-Channel Sensitivity Analysis

This section is adapted from a text written by Guillaume Goy, as part of our co-authored
article Side-Channel Sensitivity Analysis on[HQC: Towards a Fully Masked Implementa-
tion, with his kind permission.

In this section, we provide a strong side-channel sensitivity analysis of variables of

We first represent variables and functions of in an oriented graph (see

Figure 3.5). A variable node is connected to a function node with a descending arrow if
it is an input or with an ascending arrow if it is an output. The purpose of this section
is to decide if a variable leaks information about a secret and must thus be masked.
Variables holding a secret key (sk) or part of the shared key are considered as sensitive
while variables holding part of the public key (pk) or ciphertext (ct) are considered as
non-sensitive. For any other variable v, we show that the knowledge of v (denoted % (v))
leads to the recovery of another sensitive data or secret. We summarize our analyzes in

igure 3.5 where sensitive variables and functions are red and non-sensitive variables and
functions are green.

3.3.1 Variables sensitivity
The secret key of is the pair of small Hamming weight vectors (x,y). The shared

key K is derived from the message m, denoted m’ in the Decapsulation process. The
public information in is the public key (h, s), the public known code represented by
generator matrix G and parity check matrix H, and ciphertext vectors ¢ = (u,v) and d.
KeyGen The following variables must be secured:

(i) (x,y) since it is the secret key and

(ii) tg since H (tg) = A (x) by: * = s — to.

Encaps The Encaps function involves the generation of ephemeral random values 71, 79
and e. From [AMAB™17], we know that the security reduction relies on the hardness
of solving an instance of The knowledge of any of the three vectors r1,rs or e
dramatically decreases the complexity of this operation which can be solved by inverting
the residual matrix. We thus have that:

H(r) <= H(ry) < A (e) (3.2)

any of them would break the IND-CPA security of [HQC] they must be secured. The
following other variables must also be secured:

(i) K since it is the shared key.

(ii) m since K is a publicly known hash function, so % (m) — J#(K).
(iii) @ since it allows to generate all encryption random values e, rq, 2.
r1) by: 71 :=u — ;.

(v) to since JH (to

m) as t3 = mG can be reversed.

)
)
)
(iv) t1 since H# (t) =
) (t2) = H (1) by: 72 = 5745
(vi) t3 since J# (t3) = H(
) (t) = A

(vii) t4 since 7 (t4 e), by: e =v —t,.
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Figure 3.5: Variables and functions of red: sensitive, blue: non-sensitive,
green: public data
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Decaps The following variables must be secured:

(i) K,y as they are respectively the shared key and part of the secret key.
m/ since K is a publicly known hash function, so % (m’) — J# (K).

z since the decoder is publicly known and decoding z allows J¢ (m/).

0’ since it allows to generate all re-encryption random values e, ry, 7.

u’ and v’ since the result of Comp could be used to build a CCA and bypass the
re-encryption security.

)
)
(iv) t5 since # (t5) = K (2), by: z = v — ts.
)
)

Re-encryption We have shown that all variables manipulated during the encryption
step are sensitive. In a typical use case of[HQC| the re-encryption step processes the exact
same variables as those used during encryption. It follows that the variables and functions
involved in re-encryption must also be protected using the same security measures as those
applied during encryption.

3.3.2 Functions sensitivity

Any function that manipulates at least one sensitive variable is considered a sensitive
function. Each sensitive function must be transformed into a secure gadget to ensure
that the manipulation of sensitive variables is carried out in a protected manner. These
functions are:

(i) + addition in characteristic 2.

(ii) - binary vector multiplication.
(iii) x binary matrix vector multiplication.

)
)
(iv) $R, random sample from a given set (with Hamming weight constraint).
(v) G,K and H hash functions.

)

(vi) Comp equality verification (inputs are secret and output must be secured to prevent
CCA).

(vii) Decoder is a complex operation, the next section is dedicated to its sensitivity
analysis.

3.3.3 Sensitivity of the HQC decoder

The decoder of [HQC]is a concatenation of [RM]and [RS| decoders. It is a complex function
composed of numerous operations.

Many side-channel attacks |[GLG22al,PRJBLBMG™24] exploit some leakage of the
decoder at various steps of the processing. It follows that all operations of this decoder
must be protected to thwart these attacks.

On the other hand, [GLG22b] and [GMGL23| showed the syndrome computation
leaks information that lead to recover the shared key of [HQC] The authors also showed
that the encoding process of [HQC]| can leak information about the shared key and thus also
needs to be secured. Furthermore, the attack in [SHR 22| demonstrates that the whole
[RS] decoder can be exploited for key recovery. Hence, each operation of the [HQC| encoder
and decoder needs to be masked to ensure the global security of the scheme.
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Wrap-up The attack presented in [SHR™22|, highlights the necessity of protecting the
entire [RS] decoder against side-channel attacks. Moreover, numerous state-of-the-art at-
tacks [GLG22a] [PRJB| [BMG™24] targeting the decoding step demonstrate that this
component must also be secured. In addition, we have established that all variables and
functions involved in (excluding public key generation and manipulation) are sen-
sitive (see , in the sense that knowledge of any one of them could lead to the
disclosure of a cryptographic secret. It follows that all such elements must be properly
protected to ensure the overall security of the implementation.
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Protecting HQC
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Though [HQC] was selected at the end of round 4 of [NIST| competition, there was no
implementation protected against [SCA] Our goal is thus to propose the first end-to-end
masked implementation of[HQC] In collaboration with part of the [HQC]| team, we develop
a publicly available masked implementation of and prove that it is secure both on
paper and in practice. We also develop new generic gadgets to best suit our needs. Using
all these basic blocks, we design and code masked versions of the [HQC]| functions. We
apply the MIMO-SNT| [CS20] framework to ensure the correct composition of our gadgets
and to benefit from its efficient security proof method. Finally, we analyse the side-channel
leakage of selected functions to demonstrate the efficiency of our solution.
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4.1 Masking strategy

Following the sensitivity analysis presented in Section [3.3] we gained a clear understanding
of which parts of [HQC]| required protection. This allowed us to establish a precise strategy
to secure sensitive variables and functions, ensuring the resilience of our implementation
against [SCA]

We started the masking of [HQC]| by identifying the gadgets, that we would need for its
protection. Most of these were state-of-the-art gadget that were proved [N or [SNI}secure
(see Section . In addition, we developed new gadgets tailored to specific operations in
where existing solutions were lacking (see Section .

Using this collection of [NI and gadgets, we set out to build composite

gadgets. As all gadgets in our collection have only one output, the first prerequisite of
the model is already satisfied. The remain four composition conditions, as
established in |[CS20], that can be informally summarized as follows:

1. No path from an input to an output.
2. At most one path between two gadgets.
3. No path from a gadget to two inputs.

4. No path from a gadget to two outputs.

These conditions must be verified by the "simplified” [DAG] once all refresh vertices and
their incident edges have been removed. To ensure compliance, our implementation was
designed to enforce these four conditions. Condition 1 and 3 were systematically satisfied
by always refreshing all the inputs within a composite MIMO-SN]| gadget. Condition 2
may only be violated in cases where a variable is reused and its copies later converge as
n inputs to the same gadget. To prevent this, we refresh (n—1) of the inputs originating
from the same variable. Most of our composite gadgets produce a single output, making
Condition 4 trivial to satisfy. In the rare cases where a gadget produces n outputs (n > 1),
we ensure that (n — 1) of them are refreshed.

Once we had these composite MIMO-SNI| gadgets, we assembled them to build the core
functions of (KeyGen, Encaps, Decaps, Encrypt, Decrypt). As implies
[PINT] we leverage the composition property of [PINI| gadgets, to obtain a fully-masked
[PINT] implementation of [HQC|

In parallel, we also dedicated significant effort on researching and designing efficient
gadgets (see Section and . Finally, we assessed our implementation through a
series of benchmarks and practical side-channel evaluations to validate both its efficiency
and its security (see Chapter [5)).

4.2 State-of-the-art gadgets

To complete our fully masked implementation, we use some generic gadgets (see
from the state-of-the-art. Some are used as-in, we re-implement from scratch
the conversions from arithmetic masking to boolean masking (AtoB) and from boolean
masking to arithmetic masking (BtoA), following the [NI| composition rules.

Note: the sec_ gadget is the simplest of all in boolean masking; it simply consist in
flipping one of the input shares: (a1, az,...,aq) = (a1, as,...,aq). It is trivially
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Gadget  References Security Function

sec-, NI Bitwise boolean NOT

secg [CGTV15) [SNT Bitwise boolean AND

sec [CGTV15) [NT Addition in Z

refresh [BCPZ16] ISNT Refresh mask

AtoB ICGV14] NI Arithmetic to boolean conversion
BtoA ICGV14] NT] Boolean to arithmetic conversion
sec— [DR24a] N Masked variables equality

secif IDR24a] NT] Conditional branch

secgia.s  |CGLT24)/Ger24] [NT Secure SHA-3

Table 4.1: Secure gadgets used in our implementation

4.3 New generic gadgets

We develop new generic gadgets using the ones from the state of the art as building blocks.
All binary secure operations for which it makes sense come in two flavours: secqp([A], [B])
(both operands masked), secop([A], B) (left operand masked, right operand public and
unmasked).

Since trivial implementations of linear operations are we do not represent them as
gadgets, to lighten the notation. We write: [a] @ [b] to indicate a sharewise XOR.

Under boolean masking, shift and AND (when the second operand is not masked) are
the same operation but sharewise. For example, we write [a] > b ([a] < b) to indicate a
right (respectively left) shift by b positions, and [a]&b for a sharewise AND between [a]
and b.

We represent a gadget with its algorithm, its computation graph and, when it is dif-
ferent, its simplified computation graph. Then we prove that it is by verifying
that it satisfies the conditions listen in Section 2.6.2

4.3.1 Boolean masked opposite

This gadget returns the two’s complement opposite of an integer masked in boolean mask-
ing. We use the two’s complement property: —z = —x + 1 (where -z is  with all bits
flipped).

Algorithm 9 secqppos

Input: [a]

Output: [z] | z = —a
L: [-a] + sec- [d]
2: [2] < secy([—a], 1)
3: return [z]

Theorem 1. secoppos 5[N]

Proof. sec and sec-, are NI and no masked variable is used twice. O

4.3.2 Boolean masked subtraction

This gadget computes the subtraction of two integers masked in boolean masking.
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Algorithm 10 sec.

Input: [a], [0]

Output: [z] |z=a—b
1 [t] < secoppos([b])
2 [2] + sec (lal, [{])
3: return [z]

Theorem 2. sec. is[NI

Proof. secoppos and secy are [NIland no masked variable is used twice. O

4.3.3 Building a composite MIMO-SNI| gadget: Boolean masked OR

In this section, we will give an insight on how we built our MIMO-SNI| composite gadgets.
To this end, we will take the Boolean masked OR as an example. It computes the logical
OR between two masked values. We use the relation: a Vb =a ® b @ (a A D).

!/

[o] :
nput: [, 1] ] T
Output: [z] |z=aVb ]

: [@'] + refresh([a]) [6] *{ refresh
. [b'] + refresh([b])

[ « seca([2], [6]) l
Feleblel [ .

return [z]

(a) Algorithm 161

(b) Computation graph (top: full, bottom: simplified)

c
secg, ]

[=]

[SA eV VR

Figure 4.1: sec,, gadget

Theorem 3. sec,, is|[MIMO-SNI.

Proof. After erasure of the refresh gadgets on [a] and [b] and their incident edges, there
is no path anymore from an input to an output, and no path from two different inputs
to the same vertex. The gadget has only one output [z], so there cannot be a path from
a vertex to two different outputs. After erasure of the implicit output refresh gadget of
secg and its incident edges, there are no paths any more between the output of secg and
another vertex. This leaves at most one single path between any two vertexes. O

Proposition of a simplified sec,, We developed a simplified version of the above secq,
gadget. We use the relation: a Vb = =(—a A —b).

Theorem 4. The simplified secoy gadget is[SNI.

Proof. The secg gadget is which is equivalent to an [N secg, followed by a refresh.
All gadgets are[NI and all masked variables are used at most once as input of a gadget. By
construction the simplified sec,, gadget is|NI and since its output shares are independent
from the input shares, its is O

For performance concerns, this is the version we will use in the following algorithms
when referring "seco,”.
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Input: [a], [5] al]] —| sec— sec sec—, z
Output: [1] | 2= avb [o] —{See=}{sscx | {seea]— [:]
. [-a] < sec~([a]) __sec-

- [b] « sec—([5]) [5]
. ] + sece([-a], [-0]) [a] —{seco|—{sece]| [sec-]— [-]
. [2] < sec~([c])

return [z] [6] 4>

(a) Algorithm (b) Computation graph (top: full, bottom: simplified)

TU A W N e

Figure 4.2: Simplified sec, gadget

4.3.4 Refresh

For the [SN]| refresh gadget we decided to use the one based on a recursive algorithm
proposed by Battistello et al. [BCPZ16|. It has a quasi-linear complexity, which offers
a significant speedup compared to the quadratic complexity of the other state-of-the-art

refresh gadgets.

4.4 Masked Vector Sampling for HQC

We wanted to use the masked vector sampling from [DR24a] because it was proven secure
and its implementation was publicly available. Though both [HQC| and [BIKE| vector
sampling are based on the algorithm described in [Sen21] they differ in the way they draw
randomness. Given a p bits random number a, multiplies it by n and shifts p bits
to the right (Algorithm Line , whereas returns the remainder of a modulo n

(Algorithm Line [3).

Algorithm 11 BIKE vector sampling

Input: seed,len,wt
Output: wlist, a list of wt distinct elements of {0,...,len — 1}.
: wlist < () > empty list
80y« -+, Swi—1 < SHAKE256-Stream(seed, 32 - wt)
> parse as a sequence of wt non negative 32-bits integers
3: for i = wt — 1 downto 0 do
4 pos < i+ | (wt —1i)s; /23]
5: wlist « wlist, (pos € wlist) 7 i : pos
6
7

N o=

. end for
: return wlist

This difference means that the SecFisherYates algorithm from [DR24a] cannot be
directly transposed to an [HQC| implementation, as it would not follow the specifications.
We thus needed to design a side-channel resistant function that computes the remainder
of a boolean masked value a modulo a public value n. Our design does not use divi-
sion or modulo instructions because on some architectures their execution time depends
on the numerator which, in our case, is a secret variable; a variation in execution time
could leak information about the secret. Moreover, they are not directly applicable to
boolean masking. We solve these problems with a masked Barrett reduction. Non-masked
Barrett reduction was already implemented in September 2023 in the PQClean version
of IKSSW22| before being added to the specification in February 2024. The
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Algorithm 12 HQC vector sampling

Input: n,w, seed

Output: w distinct elements of {0,...,n}
1: prng < prng_init(seed)
2: for i = w — 1 downto 0 do
3 [ < i+ (rand(prng) mod (n — 1))
4: pos[i] < (I € {pos[jl,i <j<t)?i:l
5: end for
6: return pos|0],...,pos[w — 1]

idea of manually coding the Barrett reduction was a proposition from [SGG24]. They
suggested it to fix a timing leakage in the randomness drawing caused by non-constant
time division operations.

4.4.1 Barrett Reduction

The Barrett reduction |[Bar87] efficiently computes the remainder of an integer division in
constant-time. To compute x mod n one can use r = x — [z/n| x n. Instead of performing
a division, Barrett reduction precomputes an integer m such that 5 ~ %, and uses it to
approximate the quotient x/n when computing  mod n. We usually take m = L%J

Remark 3. In our case, p = 32, because the function rand of (Algorithm [12] Line[3)

outputs pseudo-random 32-bits unsigned integers.

The main advantages are that variable m can be precomputed, and dividing by 2°
comes down to a shift p bits to the right, which is virtually free.

Algorithm 13 Barrett reduction

Input: a,n,p,m|m= L%J
Output: » =amod n

g (axm)>p

T a—gXxXn

. if » > n then
rér—mn

: end if

: return r

S O

Since we use the floor function, the quotient g5 is only guaranteed to be less or equal

to %, a final subtraction is sometimes required. This cannot be permitted in a secure
implementation as it would induce a timing inconsistency that could potentially be ex-
ploited. Our solution will compute both possible answers and return the correct one. It
is constant-time by design, provably secure and works with any masking degree.

4.4.2 Boolean Barrett

To preserve the constant-time property, we always compute the conditional subtraction.
We first subtract n from the computed value a_gn = a — ¢ X n, and store the result in A
(Line . There are 2 possibilities: either A is negative and a_gn is the correct result or A
is positive and the correct result. To evaluate the sign of A we shift it by 31 bits to the
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Algorithm 14 Masked Barrett reduction — “Boolean Barrett”

Input: [a], m,n

Output: [r] = [a] mod n

. [a'] + refresh([a])

[a] < secx ([T, m)

[q] < [q] > 32 > Sharewise shift
[an] + secx([d], »)

[a"] + refresh([a'])

[o-gn] « sec.([o"], [gn]) > (a—gxn)
minusn <+ 232 —n

[A] + secy([agn], minus_n) > conditional final subtraction
[2] « [A] > 31

[A'] + refresh([A])

. [a_gn'] + refresh([a_gn])

. [r] < secit([agn'], [A'], [2]) > [2] ? [agn] : [A]

: return [r]

—_ = =
W N = O

refresh
split H sect }—>{ split
I

[ [

m n -n

(a) Full

[a] split | {secs | {split [ {5 {seci|— [r]

(b) Simplified

Figure 4.3: Computation graph of Boolean Barrett

right and store the result in z; if A is negative then z is equal to 1, else A is positive and
z is equal to 0.

Theorem 5. “Boolean Barrett” is [MIMO-SNI.

Proof. m and n are public values, we only need to refresh [a] to ensure there is no path
from an input to an output (Line . As it operates independently on each share, the shift
operation (Lines @) is All used gadgets are [NI| and produce only one output. Three
variables are used twice, they are a (Lines @, A (Lines @], and a_gn (Lines .
They are all refreshed (Lines to ensure there is at most one path between two
gadgets. Finally, “Boolean Barrett” has only one output, there is no possible path from a
gadget to two outputs. O

4.4.3 Accelerating the Multiplication
Boolean masking is one of several masking techniques. Arithmetic masking, for instance,
splits a secret variable z into d shares such that:

r=x1+ --+x9 modgq (4.1)

In [DR24a] the authors decided to avoid conversions between boolean and arithmetic
masking (BtoA and AtoB) because they are considered as expensive and because most
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BIKE] operations are binary. As [HQC]| also uses binary vectors and operations, taking
advantage of this structure to do efficient computations (e.g., the addition of two vectors
is a bitwise exclusive OR (XOR) of their components), the choice of boolean masking
makes sense.

We profiled our Boolean Barrett to identify potential performance improvements. It
turned out that the secy gadget represented nearly 80% of the cycles of the function’s
total cycles. A possible way to reduce this number would be the use arithmetic masking:
multiplying by a public value n in arithmetic masking simply consists in multiplying each
share of [z] by n; the cost is in O(d). The performance of the multiplication could be
improved, provided that the cost of the conversions does not surpass the cost of the boolean
masked multiplication. We thus compared the cost of a multiplication in boolean masking
and the cost of a sequence BtoA, arithmetic multiplication, AtoB:

1. Boolean multiplication, no conversion: O(k x logk x d?)
2. Arithmetic multiplication, with conversions: O(logk x d?)

with k£ = 32 bits and d the order of masking.

It appears that, theoretically, the multiplication could be significantly accelerated. We
designed a new version of our masked Barrett reduction, replacing the boolean multipli-
cations with arithmetic ones and the appropriate conversions (see Algorithm . For
simplicity sake, we will refer to this version as Arithmetic Barrett, to contrast our first so-
lution which relied exclusively on boolean masking. We based the code for the conversions
on the pseudo-code described in [CGV14], Algorithm 4 & 6].

We have to convert [¢] back to boolean on Line {4] before doing the bit shift. This is be-
cause bit shifting is a boolean operation and we don’t know any shift gadget in arithmetic.
We perform both multiplications and one subtraction under arithmetic masking.

The last subtraction (that is no longer conditional) is done in boolean for efficiency
purposes. Indeed, if we had performed it in arithmetic, we would have had to pay for two
AtoB conversions (one for [A] and one for [a_gn]). It would have been more expensive
than a boolean masked addition and one AtoB conversion.

n

[a] —{zefresh}—{BtoA|—{split AtoB split | —{secy | —{split secit | — [r]
"

(a) Full
fa [Beah}—{oe1 | [} {85aB} {5} (B Ko} {sptie}{seei}{spine ®

(b) Simplified

Figure 4.4: Computation graph of Arithmetic Barrett

Theorem 6. Arithmetic Barrett is [MIMO-SNI.

Proof. Again, m and n are public values. We refresh [a] so it does not exist a path
from an input to an output. Once we erase the refresh gadgets and their incident edges
(Figure , we can verify that there is at most one path between any pair of vertices.
Finally, this gadget has only one output and no path to an input: there is trivially no
path from a vertex to either two inputs or two outputs. ]
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Algorithm 15 Arithmetic Barrett

Input: [a], m,n

Output: [r] = [a] mod n

. [a'] + refresh([a])

[ari_a]] + BtoA([a'])

[ari_q] < [ari-a] x m > Multiplication on each share

[a]  AvoB([ari q])
lq] «+ [q] > 32 > Shift on each share

[ariq] < BtoA([q])

[arign] < [ariq] x n

[ari_a’] < arithmetic_refresh([ari-a])
[ari_a_gn] < [ari_a'] — [arign] > Sharewise subtraction
[a-gn] « AtoB([ari-a_gn])

. minus.n < 232 —n

. [A] + seci([a-gn], minus_n)

: 2] < [A] > 31

. [a_gn'] + refresh([a_gn])

: [A’] + refresh([A])

+ [r] = secit([a-gn'l, [AT, [2])

: return [r]

e e e e e
N Ot W N O

4.5 GF multiplication

In multiplication between polynomials of GIF(254) is done very efficiently thanks
to an algorithm from [BGTZO08|. Our approach to protecting against side-channel
attacks with masking aims to ensure security while preserving performance. Not knowing
how long it would take to protect such a lengthy function and having no guarantees that
the resulting masked multiplication would remain efficient, we searched for a simpler,
faster alternative: a code that would perform the same operation, with boolean gadgets
in much fewer lines and less cycles. Fortunately, such a function already existed in the
masked BIKE implementation [DR24b]. We adapted it to HQC: in BIKE, polynomials
over GIF(2%4) are represented as unsigned 64-bit integers where the Least Significant Bit
(LSB) corresponds to the coefficient of the highest degree term, whereas in HQC the
representation is reversed. Then, we added refresh gadgets to make it MIMO-SNI

Once the entire masked implementation was functional, we protected the original poly-
nomial multiplication and compared both solutions. Results are available in Section
As expected, the solution from masked BIKE was not only the easiest to implement but
also significantly faster, with a speedup of approximately 3x for orders 1 to 5.

Theorem 7. GF multiplication is [MIMO-SNI

Proof. The multiplication uses the secg gadget and [z] is updated in each loop
iteration. There is no path from an input to an output, no path from a gadget to two
inputs. There is only one output and there is at most one path between any two gadgets
since [y] is refreshed after each use. O
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Algorithm 16 secgppqy(): GF multiplication from [DR24b|

Input: [z] € FZ,[y] € F¥
Output: [2] = [a] - [b] € F28

. [x] < refresh([z])

: [y] < refresh([y])

: [[Zﬂ 0

: for ¢ <~ 0 to B do

[tmp] — (2] > i) & 1)
[t] < [tmp] x —1 >tmp =0 or OxF... F
[u] + secg([1], [y])

[x] + refresh([x])

[y] - refresh([y])
[l [ ]

: end for

: return [z]

ﬂﬂ—hm%M%?FﬂlllﬁgiFIPWﬂ

1 1 -1

© %P g w2

—_ = =

[y] —| refresh

(a) Full

[] [~]
[y]

(b) Simplified

Figure 4.5: Computation graph of GF multiplication

4.6 Masked HQC

In this section we present how we build the core functions of (KeyGen, Encaps,
Decaps, Encrypt, Decrypt) to obtain a fully-masked [PINI| implementation of

4.6.1 Key generation

In the specification [y] is actually sampled before [x], and this order must be
preserved to remain compliant with the specification. According to the convention,
the public key is appended to the end of the private key. We sample with a masked seed
[sk_seed] using the masked [SHA3 gadget from [CGL*24].

In the C implementation, vectors are represented as arrays of 8-bit unsigned
integers. To concatenate a 64-bit masked vector [a] with a 32-bit masked vector [b], we
treat [a] as an array of 8 rows and d columns, where d is the masking order. We then
append the 4 rows of [b] to obtain the concatenated vector [a]||[b], which has 12 rows
and d columns. To concatenate a masked vector with an unprotected vector, we treat the
latter as a masked vector in which only the first share (column) is populated, while all
other shares are set to zero.
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Algorithm 17 Key Generation

Input: n,k,w,l, pk_seed,[sk_seed]
Output: sk, pk

h i pkjeedR

o] £ vy

[[y]] g [[sk,seed]]Rg)

[[.’L'ﬂ (i [sk_seed] sz

[tmp] « secvectmu (b, [¥])

IIS]] — Secvect,add(utmp]]a IIm]])

pk < pk_seed||s
sk < [sk_seed]||[o]||pk

4.6.2 Encrypt

Here we present a version of Encrypt with the output protected. A second version exists
in which the output remains unprotected. The two versions are identical, only the output
differs. Because of the re-encryption step in the Decapsulation (see Algorithm , the
output must be protected; otherwise, an attacker could exploit it to determine whether
the key exchange was successful. Or alternatively, being able to tell if the re-encrypted
ciphertext is equal to the received ciphertext gives a distinguisher to the adversary. This
adversary could then reproduce Guo’s attack in a constant-time setting (like we have in
Section .

The only moment when we allow to unmask the ciphertext is in the Encapsulation.
It is not sensitive since it’s supposed to be send publicly. Moreover, sending masked
ciphertexts would be detrimental to the bandwidth of

Again, we follow the sampling order: [r2], [e], [r1], to comply with[HQC|specification.
The gadgets secRSEncode(), secRMEncode() and seCyect_mul are unfortunately too large to
be fully detailed in this section. However, their complete implementations are available in
Appendix[B] The secyect_add gadget performs a sharewise XOR between the corresponding
entries of the two vectors.

Algorithm 18 Encrypt
Input: pk, [m], [0]
Output: [u], [v]

II"'Q]] ﬁ [[GHRw,.

[e] & o] Re.

[[7"1]] <$; [[GHRUJ’I‘

[u] + secvect.mul([r2], k)

[u]  secyect ada([u], [ra])
[cdwprs] < secRSEncode([m])

[v] < secRMEncode([cdwrs])
[[tmp]] — Secvect,mul([[TZ]]y 3)
[[tmp]] A Secvect,add([[tmp]]v [[6]])
[[U]] — SeCVeCtﬁdd([[’U]]; [[tmp]])
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4.6.3 Encapsulation

Algorithm 19 Encapsulation

Input: pk
[m] & F}
pky . 32 < (Pky, ..., pkss) > extract first 32 bytes of pk

salt & 128

[tmp] [[m]”|Pk1,...,32HS“lt
ﬂt‘)]] gﬂtmpﬂ

U, v SeCencrypt(Pk, [[mﬂ’ [[0]])
[mc] < [m]||ul|v

[ss] & Hmc]Fg”
ct « ullv||salt
return ct

4.6.4 Decrypt

In the Decryption step, we are supposed to compute the quantity: C.Decode(v — uy).
Since we work in characteristic 2, it is equivalent to computing C. Decode(v + uy).

The gadgets secRSDecode() and secRMDecode() are unfortunately too large to be
fully detailed in this section. However, their complete implementations are available in

Appendix

Algorithm 20 Decrypt
Input: [sk_seed], ct
Output: [m]

IIy]] ﬁ [sk-seed] ,sz

[tmp] « secvect mu([u], [y])

[[deRM]] — Secvect,add([[v]]v [[tmp]])
[edwrs] < secRMDecode([edwgrns])

[m] < secRSDecode([cdwrs])

4.6.5 Decapsulation

In the Decapsulation step, the received ciphertext is first decrypted, then re-encrypted,
and the result is compared to the original ciphertext. The algorithm then perfoms a
multiplexer (MUX) operation: if the two vectors from both ciphertexts are identical, the
correct shared secret is returned; otherwise, a random key o is returned. [res] is an 8-bit
value equal to 0 if the key exchange was successful, and 255 if not. The pseudocode for
S€Cvect_compare 15 provided in Algorithm [22]in the Appendix.
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Algorithm 21 Decapsulation

Input: [sk_seed], ct
Output: [res], [ss]
u, v, salt < ct
[[m’]]7 [o] « Secdecrypt([[Skfseed]],Ct)

Pk, 32 ¢ Pk, .-+, Pkag > extract first 32 bytes of pk and mask them
[tmp] [[m']]||Pk1,.‘.,32H5“lt

[tmp]
o] &

[u'], [v'] + secencrypt([07], [m'], pk)
[[C’I?’Lpl]] < SeCyect_compare (ua [[ul]])
ﬂcmpg]] < Se€Cyect_compare (U7 [[U/]])
[res] < secor([empi], [emp2])
[res] < sec.([res],1)
[notres] « sec—([res])
for i < 1 to 16 do
[mar] + secg ([m’];, [res])
[sar] < secg([o];, [notres])
[me]; + [mar] & [sar]
end for
[mc] « [mc]|ul|v
[ss] & Hmc]]Fng

4.7 Verifying MIMO-SNI properties

We developed a tool that automatically generates a graphical representation of an algo-
rithm, where the nodes are the elementary operations and the edges represent the data
flows. This ad hoc solution is built upon a Python parser inspired by white box analysis
methods. The parser scans a pre-compiled C file in order to extract function calls and link
their inputs and outputs together. It then produces a file containing the graph’s vertexes
and edges in DOT format, that we plot with the igraph library [igr]. With this tool, we
are able to generate the computation graph of simple masked algorithms, like the Barrett
reduction as illustrated in Figure In addition, a Python-based verifier reads the DOT
file [dot] and traverses the graph to ensure that the four conditions for compliance with the
[MIMO-SNI model are met. If any violation is detected, the graphical representation helps
us identify the most efficient placement of refresh operations, with the dual objective of
minimizing their number and ensuring that the required security properties are satisfied.

4.7.1 Limitations and future directions

As previously mentioned, the tool that parses the code and generates a graphical represen-
tation is currently limited to simple algorithms. At this stage, it does not handle branching
structures such as loops or conditional statements (if /else). Moreover, it relies on incon-
venient conventions: for example, code manipulating masked variables must follow a strict
pattern where each operation is written as a function call, so it can be correctly mapped
to a vertex in the graph. The main challenge resides in the fact that we are not interested
in the program’s call tree (that could be obtain via many existing tools), but rather in
tracing how masked variables evolve during execution. This is the difference between a
function call graph and a data flow graph. The first one represents how a program invokes
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bool_refresh bool_shift

(&
bool_sec_if
bool_sec_plus

convertBtoA
bool_refresh

Figure 4.6: Barrett reduction m
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functions, with nodes corresponding to functions and directed edges indicating that one
function calls another during execution. In contrast, the second one represents how data
(in our case, masked variables), evolve through a program. Its nodes represent operations
(in our case, masked gadgets), and its directed edges represent the flow of data between
them.

While the first improvement would be to generalize the tool to support more complex
gadgets, we could also envision automating the verifier. Instead of just verifying graph
properties, it could automatically fix violations by inserting appropriate refresh gadgets
where needed. The ultimate goal would be to minimize the number of refreshes while
ensuring compliance with the composition conditions. To this end, Al-assisted
methods [ZLY 22| might offer promising solutions by tackling this as a global optimization
problem: identifying the most efficient refresh placements across the entire algorithm, not
just within individual gadgets, while still preserving security guarantees.
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Experimental evaluation
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5.1 Experimental setup

To conduct our experiments we used the STM32 Nucleo-F439ZI development board which
is equipped with an ARM Cortex-M4 core running at 168 MHz. For our tests on the un-
protected version of we selected its pgm4 implementation, which is specially
designed for the ARM Cortex-M4. We implemented some 32-bit variants of the gadgets
to best fit our STM32 Nucleo-144 target board.

5.2 Boolean Barrett

We retrieved the code of the gadgets from Demange and Rossi’s Github and
implemented our solution. After setting the masking order to one, we ran 10,000 executions
of our masked Barrett reduction, once with fixed inputs and once with random ones; and
recorded the resulting electro-magnetic traces. For comparison purposes, we ran this
first experiment while fixing the masks to zero (virtually unmasking the secret value).
Using a [TLVA (Test Vector Leakage Assessment) [BCD 13| we confront these two sets
of traces and obtain Figure The numerous peaks well above and below the +4.5
threshold (dotted red lines) inform us of the presence of leaks. We then ran a
second experiment, this time relying on the integrated [TRNG (True Random Number|
of the board to produce the random masks required for the computation. This
time, there are no visible peaks (Figure which is expected from a first order leakage
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Figure 5.1: TVLA of the masked Barrett reduction
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analysis of a first order masking. Hence, the absence of leaks in the second experiment
gives us better confidence concerning the soundness of our solution.

Remark 4. A formal security proof on the pseudo or source code is not a complete
guarantee. Due to all optimizations performed by the compilation tool chain and even
by the hardware, executing the corresponding compiled software on a real hardware CPU
can leak secret data, even when the abstract algorithm was proved t{N]| secure. Further
analyses on the assembly code, on the linked and loaded binary or even on the actual
execution by the processor are needed before one can conclude that the masking provides
the expected security level, as demonstrated for instance in [CGP™12).
Our results were obtained with the compilation flag -Og and all caches ON.

5.2.1 Example of Leak Introduced by the Compiler Optimizations

When testing our solution with the more aggressive -03 compilation option we discovered
that the compiler decided to reuse the same register for two shares as can be seen on
Listing Since we use a first order masking, the transition between the two states of
the register induces a XOR between the two values, which unmasks the secret as illustrated

by Figure [5.2]

-6

-8

0 50000 100000 150000 200000
samples

Figure 5.2: TVLA of the masked Barrett reduction compiled with -03.

On Line 6] the value of y[0] is loaded in r2 then on Line [§the value of y[1] is loaded
in r2. Physically, for the register to switch from the value y[0] to y[1] there is an implicit
XOR between the two values. As y = y[0] & y[1], for all 0-bits of y there is no transition
(that is, no consumed energy) between the corresponding bits of y[0] and y[1], while for
all 1-bits of y there is a transition from 0 to 1 or from 1 to 0, that consumes energy.

This involuntarily exposes the secret y and advocates for further analyses on the as-
sembly code, on the linked and loaded binary or even on the actual execution by the
processor as proposed for instance by . Increasing the masking order, as sug-

gested by [BGG™15|, is another option but it is costly.
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<boolean_sec_and>:

push {r3,r4,r5,r6,r7,1r}
mov 1r5,rl

ldrd r1,r3,[r0]

mov 1r4d,r2

ldr r2,[r5,#0]

ands rl,r2

ldr 12, [r5,#4]

Listing 5.1: Abstract of the assembly code of secg for -03.

5.3 Arithmetic Barrett

We ran the same experiments as described at the beginning of Section [5.2| to check if this
new solution was still secure. The results are presented in Figure [5.3] As expected, using
mask conversions and arithmetic masking does not affect the security of our solution.

10

0 20000 40000 60000 80000 100000 120000
samples

(a) with masks set to zero.

-10

-15

0 20000 40000 60000 80000 100000 120000
samples

(b) with random masks.

Figure 5.3: TVLA of the masked Barrett reduction with mask conversions.

We ran a benchmark (see Table , where we compare the sampling of a random
vector of weight 75 in five different settings: the reference implementation of [HQC| and
using our masked Barrett solutions (Boolean or arithmetic with conversions)
and [BIKE| with the masking scheme designed by Demange and Rossi. The following results
were all obtained with the compilation flag -0g.
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Table 5.1: Comparison of the number of cycles needed to sample a random vector of weight
w =75 (ARM Cortex-M4 @168 MHz, caches ON).

Algorithm (vector sampling) Execution time (cycles) Overhead
747,500 -

Boolean Barrett (order 1) 17,496,000 2340%
Arithmetic Barrett (order 1) 12,203,000 1632%
746,500 _

Masked [BIKE]| (order 1) 11,606,000 1554%

Our fully Boolean masked solution is 51% more computationally intensive compared
to the one proposed for BIKE| This is due to the fact that [BIKE] specification only
requires a masked multiplication and a shift. In comparison, following [HQC] specification
requires to execute the entire masked Barrett reduction (Algorithm. However, by using
the arithmetic masking to accelerate the multiplications, our second solution achieves a
performance only 5% slower than despite the conversions. Thus, we think that
the impact of our second solution on the performance is limited while providing the key
advantage of preserving the [HQC]| specification.

5.4 GF multiplication

To compare the different multiplication methods, we ran 10000 multiplications and recorded
the elapsed number of cycles with the ”__rdtsc()” intrinsic. Then we calculated the average
number of cycles for one multiplication and compared for different masking orders. This
benchmark was run on a laptop equipped with an Intel Core i7-13700H. The results are
shown in Table

Masking order ‘ 1 ‘ 2 ‘ 3 ‘ 4 ‘ 5

Masked [HQC| mult 7919 | 20244 | 36540 | 53362 | 71846
Masked IBIKE[mult | 2938 | 7497 | 12090 | 16177 | 24338
Speedup x3.40 | x2.70 | x3.02 | x3.36 | x2.95

Table 5.2: Comparison of the number of cycles for a masked GF multiplication (BIKE|vs

mq0).

5.5 PINI vs. NI

Since the masked [BIKE] implementation is [NI-secure, we wanted to study the impact of
the two security models on performance. To this end, we developed an [NI|implementation
of based on the composition rule established in [BBDT16]. We performed a series of
benchmarks on our masked implementations to compare the execution times for different
numbers of shares and different security models. We conducted these experiments on a
laptop equipped with an Intel Core Ultra 7 165U processor, 16 GB of RAM, a 512 GB
SSD, and running a Windows operating system. The processor was configured to maintain
a fixed frequency of 2.69GHz, ensuring stable experimental conditions. To measure exe-
cutions times, we directly accessed the processor’s time-stamp counter unsing the rdtsc
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intrinsic, which directly provides the number of CPU clock cycles. We compiled our
masked implementations using gcc 11.4.0 with the -03 optimization flag.

For each masking order from 0 to 7 (1 to 8 shares) we repeated the experiment 120
times, preceded by a warm-up step, to obtain an average time for KeyGen, Encaps, and
Decaps. We did a benchmark for two different [HQC| implementations with two security
models, and to estimate the impact of increased security on performance. The
results of the benchmarks are shown in for the [PIN]] security model and in
for the [NT| security model. We also provide scaled values, with reference 1 for
masking order 0, for easier comparison of the impact of masking orders.

The order-0 masking configuration corresponds to an implementation using a single
share per variable. While this configuration provides no protection for sensitive variables,
it serves as a baseline for comparing execution time scaling across implementations with
masking structures.

Oder | 0 | 1 [ 2 | 3 | 4 [ 5 [ 6 7
HQC-128
KeyGen 6.3 43.7 95.1 247.0 | 328.1 | 4471 644.4 845.3
KeyGen scaled | x1.0 | x7.0 | x15.1 | x39.3 | x52.2 | x71.2 | x102.6 | x134.6
Encaps 11.7 | 81.7 | 181.5 | 463.9 | 622.5 | 843.4 | 1230.8 | 1608.9
Encaps scaled | x1.0 | x7.0 | x15.6 | x39.8 | x53.4 | x72.4 | x105.6 | x138.1
Decaps 25.8 | 1283 | 270.9 | 675.1 | 911.5 | 1220.5 | 1827.0 | 2374.5
Decaps scaled | x1.0 | x5.0 | x10.5 | x26.2 | x35.4 | x47.4 | x70.9 x92.2
HQC-192
KeyGen 19.0 | 122.5 | 262.9 | 690.8 | 916.1 | 1211.5 | 1787.7 | 2338.2
KeyGen scaled | x1.0 | x6.5 | x13.9 | x36.4 | x48.3 | x63.8 | x94.2 | x123.2
Encaps 35.2 | 227.5 | 492.9 | 1285.5 | 1718.8 | 2297.1 | 3378.0 | 4433.1
Encaps scaled | x1.0 | x6.5 | x14.0 | x36.5 | x48.9 | x65.3 | x96.0 | x126.0
Decaps 61.9 | 332.2 | 705.4 | 1799.7 | 2429.1 | 3231.9 | 4800.1 | 6267.4
Decaps scaled | x1.0 | x5.4 | x11.4 | x29.1 | x39.3 | x52.2 | x77.6 | x101.3
HQC-256
KeyGen 36.9 | 232.3 | 509.1 | 1352.8 | 1779.7 | 2340.4 | 3484.1 | 4574.9
KeyGen scaled | x1.0 | x6.3 | x13.8 | x36.7 | x48.3 | x63.5 | x94.5 | x124.1
Encaps 67.7 | 428.2 | 947.3 | 2486.2 | 3303.9 | 4371.5 | 6509.0 | 8517.3
Encaps scaled | x1.0 | x6.3 | x14.0 | x36.7 | x48.8 | x64.5 | x96.1 | x125.7
Decaps 115.8 | 618.3 | 1340.8 | 3461.1 | 4630.2 | 6129.8 | 9162.8 | 11975.6
Decaps scaled | x1.0 | x5.3 | x11.6 | x29.9 | x40.0 | x52.9 | x79.1 | x103.4

Table 5.3: Benchmarks of |[PINI masked implementation (in millions of cycles) with
-03 optimization flag.

As expected, increasing the security requirements introduces additional performance
and computational overhead. We observe an overhead of approximately 5 to 10% for the
implementation compared to the [NI| version. In this performance-security trade-off,
one may choose between (7) an implementation secure in the model, which remains
comparable to most state-of-the-art masked schemes [DR24a,|ABCT22b], or (ii) an
implementation that satisfies the [PIN]] security model.

represents the scaling of the number of cycles of our implementation with
the masking order. We use the execution time of our order-0 masked implementation as
the reference value to construct the plot.
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Order [ 0 | 1 | 2 [ 3 [ 4 5 6 7
HQC-128
KeyGen 6.2 43.0 93.6 239.6 | 3184 | 4214 | 620.8 817.6
KeyGen scaled | x1.0 | x7.0 | x15.2 | x38.8 | x51.6 | x68.2 | x100.5 | x132.4
Encaps 11.4 | 79.7 | 178.0 | 446.5 | 610.1 | 805.6 | 1179.8 | 1538.8
Encaps scaled | x1.0 | x7.0 | x15.6 | x39.1 | x53.5 | x70.6 | x103.4 | x134.8
Decaps 25.3 | 125.5 | 263.7 | 650.4 | 878.4 | 1170.7 | 1749.3 | 2264.9
Decaps scaled | x1.0 | x5.0 | x10.4 | x25.7 | x34.7 | x46.2 | x69.1 x89.4
HQC-192
KeyGen 18.3 | 117.0 | 257.2 | 670.2 | 878.8 | 1175.5 | 1735.3 | 2256.4
KeyGen scaled | x1.0 | x6.4 | x14.0 | x36.6 | x48.0 | x64.1 | x94.7 | x123.1
Encaps 34.0 | 217.0 | 483.1 | 1231.6 | 1648.2 | 2223.5 | 3277.5 | 4253.9
Encaps scaled | x1.0 | x6.4 | x14.2 | x36.2 | x48.4 | x65.3 | x96.3 | x125.0
Decaps 60.1 | 317.2 | 687.4 | 1726.1 | 2312.7 | 3117.0 | 4616.8 | 5996.5
Decaps scaled | x1.0 | x5.3 | x11.4 | x28.7 | x38.5 | x51.9 | x76.8 x99.8
HQC-256
KeyGen 35.8 | 227.5 | 501.8 | 1305.9 | 1718.0 | 2279.9 | 3364.8 | 4357.2
KeyGen scaled | x1.0 | x6.4 | x14.0 | x36.5 | x48.0 | x63.7 | x94.1 | x121.8
Encaps 65.3 | 417.8 | 928.0 | 2387.0 | 3171.0 | 4265.2 | 6345.3 | 8161.0
Encaps scaled | x1.0 | x6.4 | x14.2 | x36.6 | x48.6 | x65.4 | x97.2 | x125.1
Decaps 112.8 | 604.7 | 1310.9 | 3318.5 | 4453.5 | 5972.6 | 8783.2 | 11445.3
Decaps scaled | x1.0 | x5.4 | x11.6 | x29.4 | x39.5 | x52.9 | x77.8 | x101.4

Table 5.4: Benchmarks of masked implementation (in millions of cycles) with
-03 optimization flag.

—e— KGHQC-128 NI —¢ KG HQC-192 NI  —#— KG HQC-256 NI  --®- KGHQC-128 PINI  --%- KG HQC-192 PINI  --H- KG HQC-256 PINI

—e— ENHQC-128 NI — ENHQC-192 NI —#— ENHQC-256 NI  --@- ENHQC-128 PINI  --%- ENHQC-192 PINI  --H- EN HQC-256 PINI
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Figure 5.4: Scaling of the number of cycles with masking order, for all security levels, based
on benchmarks with -03 optimization flag (KG: Key Generation, EC: Encapsulation, DC:
Decapsulation).
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5.5.1 Update of the GF multiplication

Our previous implementation of the GF multiplication contained an error. To address
this issue, we adopted the masked implementation from [DR24b]. This approach
remains faster than applying masking to the original GF multiplication (see Sec-
tion . The modification introduces a 14-30% overhead compared to our previous im-
plementation, depending on the masking order. However, the [BIKE}based multiplication
improves scalability due to its better asymptotic complexity. As a result, the performance
gap between the previous and the current version decreases as the masking order increases.
These differences are shown in Tables [5.5 and [5.6]

Version KeyGen Encaps Decaps Version KeyGen Encaps Decaps

Previous 43.7 81.7 128.3 Previous 447 843 1220
Current 55.1 106.4 159.4  Current 509 990 1422
Overhead 4+26.1% +30% +24.2%  Overhead +13.8% +174% +16.6%

Table 5.5: Speed comparison (in millions of ~ Table 5.6: Speed comparison (in millions of

cycles) of [PINT (previous and current  cycles) of [PINI (previous and current

version) on x86_64 at masking order 1. version) on x86_64 at masking order 5.

5.5.2 Comparison to masked

Our [PINT}masked implementation still remains competitive when compared to [BIKE] for
the same masking order. For example, at masking order 5, [HQC| key generation requires
509 million cycles, compared to 1330 million for [DR24a]. For the same masking
order, the encapsulation and decapsulation phases require 2412 million cycles for [PIN]|
and 2971 million cycles for (see Table . On the other hand, comparing
the unprotected and masked implementations shows that masking reduces [HQCJs com-
petitive advantage over [BIKE] suggesting that [HQC]is inherently more complex to mask

(see Tables and [5.8).

Name KeyGen Encaps Decaps Name KeyGen Encaps Decaps
HQC 105 197 360 HQC 509 990 1422
BIKE 599 105 1642 BIKE 1330 278 2693
Ratio x 5.7 x0.53 x4.56 Ratio x2.61 % 0.28 % 1.89

Table 5.7: Speed comparison (in kilocycles)  Table 5.8: Speed comparison (in millions

of [BIKE| and [HQC| on x86_64. of cycles) of NI} BIKE| and [PINT [HQC| on

x86_64 at masking order 5.

5.6 Masked Reed-Solomon decoder leakage analysis

We tested the practical security of our implementation on several components; here, we
focus on the masked [RS| decoder as a representative case. It was chosen because of its
sensibility to as recalled in our sensitivity analysis (see Section. We performed a
fixed-vs-random t-test, first with masks to zero to assess the leakage level. Then we ran a
second t-test with random masks to find out the leakage level of our solution in its typical
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use case. The results are visible in Figure[5.5] The noticeable peak at x = 1e6 corresponds
to the moment when we create the input codeword that will be decoded. This is not part
of the decoder, but we wanted to capture what comes before, to assess the leakage level of
the algorithm when it is not manipulating the codeword. This is an important information,
because we can then compare this level to the apparent leakage level when using random
masks. Both have a similar amplitude, contained between -4.5/+44.5 (red horizontal lines),
which conforts us in the relevance of our solution. In Figure [5.5b small peaks are still
visible around x = 1e6. Again, they are due to the creation of the codeword, they are not
part of the decoder, thus not significant in the leakage analysis.

For completeness, we also ran an leakage analysis (see Figure . At the
input of the decoder, the codeword can be viewed as 40 blocks of 8 bits (i.e., 40 bytes).
For this analysis, we targeted the Hamming weight of each of these 40 bytes individually.
Once again, it demonstrates that the leakage is mitigated by the use of random masks,
reinforcing the relevance of our countermeasure.
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F02

0.0

[} 1 2 3 4 5
1e6

(a) with masks set to zero.

Fos8

Fo.6

ro4
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—40 4
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0 1 2 3 4 5

(b) with random masks.

Figure 5.5: TVLA of the masked decoder.
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ANOVA result details - input data
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Figure 5.6: [ANOVA| of the masked decoder
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Chapter 6

Conclusion

At the start of this thesis, the goal was to analyse an algorithm competing in the fourth
round of [NIST]| post-quantum standardisation process. We selected [HQC] and gained a
comprehensive understanding of existing implementation attacks, while exploring potential
improvements. In particular, we proposed a new version of Guo et al.’s attack |[GHJ22],
reducing by a factor of three the number of decapsulations needed to recover the secret key,
and introduced a new distinguisher allowing the attack to succeed even against constant-
time implementations.

Since side-channel resistance is a mandatory requirement for future post-quantum stan-
dards [AACT22], our second objective was to provide the community with a proposal for
a secure implementation, while identifying potential pain points in the process. With the
use of masking and the design of new generic gadgets, we developed the first fully-masked
implementation of [HQC] This work was carried out in collaboration with members of the
[HQC] team, who contributed a complete sensitivity analysis of their algorithm to guide
our protection strategy. Beyond theoretical MIMO-SNI| and [PINT| design, a full C imple-
mentation has been made available for the community as an example of put in practice.
Ultimately, our masked implementation was validated through practical side-channel eval-
uation and benchmarked to assess its performance. It compares favourably to [BIKE] the
only other masked implementation of a code-based scheme, for the same masking order.

Three years later, [HQC|has transitioned from being a candidate to becoming a standard
in the making. In this regard, our masked implementation can serve as a foundational
contribution towards a side-channel-resistant standard. Although the specification of[HQC]
may evolve during the standardisation process, and with it the implementation, our work
provides a basis for further research and development.

Several directions could be explored to improve it, notably reducing its memory foot-
print to better suit constrained environments, and optimising execution time. FEfforts
could focus on reducing stack usage and improving memory reuse. Additionally, combin-
ing masking with other countermeasures may offer improved security. On the one hand,
the verification of the construction could be automated, and even its design,
to optimize its cost by finding the minimal number of required refresh gadgets. On the
other hand, the gap between the source code and the actual executed code could be further
investigated, in order to assess the impact of compilers, linkers, and micro-architectural
factors, as well as the available techniques to mitigate their effects on security. Finally,
although has yet to be vetted against [FIA (Fault Injection Attacks), developing a
fault-resistant version could be a possible evolution.

67



HQC: Sensitivity Analysis and Secure Implementation

Personal Statement

On a personal note, beyond the satisfaction of having worked for three years on an al-
gorithm that was ultimately selected for standardisation, this thesis has taught me two
valuable lessons. First, while a doctoral journey is inherently individual, it does not mean
one must carry out everything alone. Collaboration and exchange were key in triggering
the late breakthrough that led to the success of this work. Second, I learned that apprehen-
sion about ambitious goals is more limiting than the challenge itself. The masking of [HQC|
could have started a month earlier; I delayed it, fearing the workload it would represent.
In retrospect, aiming higher sooner would have been both possible and beneficial.
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Appendix A
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AES Advanced Encryption Standard [4] [f]
ANOVA Analysis of Variance [9, [64} [65] [77]

ANSSI Agence Nationale de la Sécurité des Systémes d’Information [4]

BCH Bose — Chaudhuri — Hocquenghem codes, a class of cyclic error correcting codes

20} 211

BIKE Bit Flipping Key Encapsulation, a code-based key encapsulation scheme 6]

[ [10, 27, B3}, (45} (8}, [56, B9} [601 [63} [67) [7

CMOS Complementary Metal Oxide Semi-conductor []

CPA Correlation Power Analysis

DAG Directed Acyclic Graph [24] 42| B4} [77]
DFR Decryption Failure Rate [6]
DPA Differential Power Analysis

DSA Digital Signature Algorithm

DSDP Decisional Syndrome Decoding Problem

EM Electro-Magnetic 27], 32} [34} [35] [77]

FHT Fast Hadamard Transform 22|
FIA Fault Injection Attacks [67]
FO Fujisaki-Okamoto [6] [17]

HHK Hofheinz — Hovelmanns — Kiltz

HQC Hamming Quasi-Cyclic, a code-based key encapsulation scheme [5] [6] [7]

(L9} 20} 21}, [22} [23, 26} [27, [28) 30} [B1}, [32 [35}, 7], [38} [39} 0} (41}, 2}, [15), (46}, 48}, 19} [50)
I (6l B9} (60, 61} [62} 63} [67), [68} [77} [78]
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IBM International Business Machines Corporation [

KEM Key Encapsulation Mechanism [5, [6] [I7], [19} 27, [37], B8], [77]

MIMO-SNI Multiple Inputs-Multiple Outputs Strong Non-Interfering
AT} {2 @3} B4}, @7, @8] @9} B3} b5} [67]

ML-KEM Module Lattice based Key Encapsulation Mechanism, a key encapsulation
scheme based on module learning with errors, formerly CRYSTALS-Kyber [ [6] [7]

NATO North Atlantic Treaty Organization

NI NonInterforing £ 71, E5 [, 27 23, 3 [, 7 5 60 6, 63 3 9
NIST National Institute of Standards and Technology [} [B] [6} [L0} [I7} 27}, 1] [50} [67]
NTT Number Theoretic Transform

PINI Probe Isolating Non-Interfering [67]
PKE Public Key Encryption [6]
PQC Post-Quantum Cryptography

QC Quasi-Cyclic [15] [19} 7]

RM Reed — Muller [[5] [T7} [[9 20 21} 221 [23, 311 [59), 0]
RS Reed — Solomon I8, [7 (19} 20} [21} 22, 9% [0} 63} 6% 63 (77} G

RSA Rivest—Shamir-Adleman, a public-key cryptosystem [3] [}, [7]

SASCA Soft Analytical Side-Channel Attack [22]

SCA Side Channel Attack[7} [8] [9]
SDD Syndrome Decoding Distribution

SDP Syndrome Decoding Problem

SHA Secure Hash Algorithm [} [50]

SIKE Supersingular Isogeny Key Encapsulation, an isogeny-based key encapsulation

scheme [5] [6]
SNI Strong Non-Interfering [24] 25] [26] 27} [42] [43] [44] (A5 [49]

TLVA Test Vector Leakage Assessment [56]

TRNG True Random Number Generator [56]

XOF eXtendable Output Function
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Appendix B

B.1 Secure vector comparison

Algorithm 22 Secure vector comparison

Input: [u] € F3, [v], € I3
Output: [r], with » = 0 if the vectors are identical and 1 otherwise
. [u'] + refresh([u])
. [v’] + refresh([v])
: for i <~ 1 ton do
tmp «+ sec—([u'];, [v])
T < seco(tmp,r)
end for

B.2 Reed-Muller

B.2.1 Encode

Algorithm 23 BITOMASK

Input: [a] € F§

Output: [out], where out = 0x0...0 if a&1 == 0, else: out = OxF...F
L: [out] < secg([a],1)
2: Jout] <= secoppos([out])
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Algorithm 24 RM intermediate encode

Input: [m] € F$
Output: [[cword]] € Fi28

N N = = = = = = = s
= O © 0 O U W= O

. [fw] + secBitOMask([m] > 7)

[m] < refresh([m])

[fw] < [fw] ® (secBitOMask([m]) & OxAAAAAAAA)
[m] + refresh([m])

[fw] < [fw] & (secBitOMask([m] > 1) & 0xCCCCCCCC)
[m] + refresh([m])

[fw] < [fw] & (secBitOMask([m] > 2) & 0xFOFOF0F0)
[m] + refresh([m])

[fw] < [fw] @ (secBitOMask([m] > 3) & 0xFFO0FF00)
[m] « refresh(([[m]])

: [fw] < [fw] @ (secBitOMask([m] > 4) & 0xFFFF0000)
: [m] < refresh([m])

. Jeword]o < [fw]

: [fw] + [fw] @ secBitOMask([m] > 5)
. [m] + refresh([m])

o Jeword]y < [fw]

: [fw] « [fw] @ secBitOMask([m] > 6)
: [m] < refresh([m])

: Jeword])s < [fw]

: [fw] < [fw] © secBitOMask([m] > 5)
: Jeword])a < [fw]

Algorithm 25 Reed-Muller encode

Input: [m] € Fy*™
Output: [cdw] € Fyt*"?

1:

2
3
4:
5
6

for i < 1 to 46 do
[edw]2sixmul < ENCODERMintermediaire([m];)

for j < 1 to mul —1 do > copy
[cdw]axixmui+2x;j < refresh([cdw]axixmut)
end for
: end for
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B.2.2 Decode

Algorithm 26 secExpandAndSum()

Input: [src], the codeword
Output: [dest], the expanded codeword
1: for i+ 1to2do

2: for j <+ 1 to 64 do

3: [[dest]]64xi+j — ((HSTCHZ' > ])&1)
4: end for

5: end for

6: for k + 2 to 3 do

7 for i+ 1to 2 do

8: for j < 1 to 64 do

9: [tmp] < (([src]axiti > j)&1)
10: [tmp] < refresh([tmp])

11: [[destﬂ64xi+j — SeC+([[d€St]]64><i+j, [[tmp]])
12: end for

13: end for

14: end for

> the first copy

> sum the rest of the copies

Algorithm 27 secFHT()

Input: [src], expanded codeword
Output: [dst], expanded codeword
L [p1] < [src]
2: [[pg]] — [[dst]]
3: for i< 1to 7 do
for j <+ 1 to 64 do
[p1]2x; ¢ refresh([pi]ax;)
[p2]; < sec([pilaxj; [p1]2xj+1)
[p1]2x; ¢ refresh([pi]ax;)
[p2lea+j < sec-([p1]2xj: [p1]ax;+1)
end for
10:  [ps] < [m]
11: ﬂpﬂ] — [[pg]]
12: [[pgﬂ — [Lpg]]

13: end for

> swap [p1] and [p2]
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Algorithm 28 secFindPeaks()

Input: [transf], the expanded codeword
Output: [pos] € I35, location of the highest value
1: [[peak:abs]] — [[O]]
2: [peak] < [0]
3: [pos] < [0]

4: for i < 1 to 128 do

5: [t] < [transf];

6: [t'] + refresh(secoppos([t] > 15)

7: [t"] < refresh([t])

8: [t""] < refresh(secoppos([t]))

9: [abs] < [t] & ([¢']&([t"] @ [t"']) > abs =t & ((—(t > 15))&(t ® —t))
10: [peakqps] < refresh([peakqps])

11: [mask] < secoppos(sec.([peakqps], [abs]) > 15)

12: > mask = —(((peakqps — abs)) > 15)
13: [t] < refresh([t])

14: [peak'] < refresh([peak])

15: [mask] < refresh([mask])

16: [peak] < [peak] & secg ([mask], [peak’] & [t])

17: > peak = peak & (mask&(peak @ t))
18: [pos’] + refresh([pos])

19: [mask] < refresh([mask])
20: [pos] « [pos] @ secg ([mask], [pos’] & i) > pos = pos @ (mask&(pos @ 1))
21: [mask] < refresh([mask])
22: [abs] < refresh([abs])
23: [peak.,.]| < refresh([peakqps])
24: [peakaps] < [peakaps] ® secg ([mask], [peakqps] @ [abs])
25: > peakqps = peakqys © (mask&(peakqys © abs))
26: [peak] < refresh([peak])
27: [pos] < seco([pos], sec.([peak] > 15,1)&128) > pos| = 128&((peak > 15) — 1)
28: end for

Algorithm 29 Reed-Muller decode

Input: [cdw] € F5* ", received codeword
Output: [msg] € F3*™, decoded message
1: for i <+ 1 to n1 do

[expanded] < secExpandAndSum([cdw]axixmul) > mul :see Table
[transf] « secFHT([expanded])

[transfo < sec_([transf]o, 64 x mul)

[msg]; < secFindPeaks([transf])

end for
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B.3 GF

Algorithm 30 secgemicraru()

Input: [a] € F¥ b T2
Output: [c] € F¥
1: for i< 1to D do
2:
3: end for

[c]i < GFMult([a]:,b)

> D: order of masking

Algorithm 31 secqrrnverse()

Input: [a] € GF(28)
Output: [inv], the inverse of [a] in GF(2%)

e e T T
® N DU W= O

[a] < refresh([a])

[inv] < secarsquare([a])

[a] < refresh([a])

[tmp1] < secararu([inv], [a])
[inv] + refresh([inv])

[inv?] « secarsquare([inv])

[tmpz] < secararu([inv?], [tmp1])
[inv?] < refresh([inv?])

[tmp1] + secarparu([inv?], [tmps])
[inv?] < refresh([inv?])

o [inv] <= secararu([tmpi ], [tmpz])
. [inv?] « secarsquare([inv])

. [inv] < secarsquare([inv?])

. [inv?] « secarsquare([inv])

. [tmpa] < refresh([tmps])

. [inv] < secqrarue([inv?], [tmp2])
. [inv?] « secarsquare([inv])

. [inv] < [inv?]

Algorithm 32 secgrsquare()

Input: [a] € GF(28)
Output: [res] € GF(2°)
1 [b] « [a]
2: [a] < refresh([a])

3: [res] < secararut([al], [0])
4: [res] < refresh([res])
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B.4 Reed-Solomon

B.4.1 Encode

Algorithm 33 secRSEncode()

Input: [msg] € F328
Output: [cdw] € F5*™
1: for 1< 1to k do

2: ledw]n, —k+i + [msgl:
3: [msg]; < refresh([msg];)
4: end for

5. for j < 1ton; —k do

6 for i < 1 to k do

7: [tmp] <+ seciemicraru([msgli, rsGen; ;)
8: > rsGen:generator matrix of the RS| code
9 [edw]; + [cdw]; & [tmp]

10: end for

11: end for

B.4.2 Decode

Algorithm 34 secRSComputeSyndromes|()

Input: [cdw] € FS*°
Output: [synd] € F5*™
1: for i< 1to2x ¢ do

[synd]; < 0

for j < 2 ton; do
[tmp] < seciemicraru([cdw];, aPow; ;)

> aPow: precomputed Galois-field powers for [RS| operations

[synd]; + [syndl; ® [trmp]
[edw]; < refresh([cdw];)

end for

[synd]; < [synd]; & [edw];

10: [edw]; < refresh([cdw];)

11: end for
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Algorithm 35 secRSComputeZPoly()

Input: [o] error-locator polynomial, [deg] degree of o, [synd] € F32*?

Output: [z] € ]FlGX((SH)
2] <1
for i< 2tod+1do
[tmp] < i—1
[tmpz] < sec_([tmp], [degree])
[degree] < refresh([degree])
[tmp] < [tmp2] > 15
[mask] < secoppos([tmp])
[z]; « secg ([mask], [o];)
end for
[2]2 < [2]2 @ [synd]s
11: [synd]; < refresh([synd]:)
12: for i <~ 3 to 6 do
13: [tmp] < i—1
14: [tmpa] < sec.([tmp], [degree])
15: [degree] < refresh([degree])
16: [tmp] < [tmp2] > 15
17: [mask] < secoppos([tmp])
18: [tmp] < secg ([mask], [synd]i—1)
19: [synd]i—1 < refresh([synd];—1)
20: [2]i < [2]i @ [tmp]

_
oSS

21: for j«2toi—1do

22: [[tmp]] — secGFMult([[U]]j7 [[synd]]i_j_l)
23: [tmp2] < secg ([mask], [tmp])

24: [[Z]]z — [[Z]]z D [[tmpg]]

25: end for

26: end for

Algorithm 36: secRSComputeElp

Input: [synd]

Output: [o] error-locator polynomial, [deg,]
1: [Xop] < [0,1,0...,0] (length &+ 1)
2 [[pp]] — —1
3: [dp] «+ 1
4: [d] « [synd]1
5. [o]1 <1
6: [degop] < 0
T [[degg]] ~— 0
8 for <+ 1to2x4do
9: [mu] < u

10: [ocopy] < lo]

11: [dego.,,,] < [dego]

12: [[tmp]] — SeCGFI’rwerse([[dp]])

13: Hdd]] < SGCGFMult([[d]], [[tmp]])

14: [d] < refresh([d])
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15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:
62:

for i < 2 to min(u + 1,6) do
[tmp] < secararui([dd], [Xop]:)
[Xop]; < refresh([Xop];)
[dd] < refresh([dd])
[o]: + [sigmal; ® [tms]
end for
[degx] « sec.([mul, [pp])
[pp] < refresh([pp])
[degxopl < secy([degx], [degop])
[tmp] < secoppos([[d])
[tmp] < [tmp] > 15
[maski] + secoppos([tmp])
[degs] < refresh([degs])
[tmp] « sec.([dego], [degxop])
[tmp] < [tmp] > 15
[masksa] < secoppos([tmp])
[masks] < secg ([maski], [masks])
[degs] < refresh([degs])
[degxop] < refresh([degxqp])
[[tmp]] = [[degXUp]] & [[dega]]
[tmps]  secg ([tmp], [masks])
[degs] < refresh([degs])
[dego] « [dego] @ [tmpo]
if u==2x4§—1 then
break
end if
[mu] + refresh([mu])
[tmp] « [mu] @ [pp]
[masks] < refresh([masks])
[tmps]  secg ([tmp], [mashs])
[pp] < retres([pp])
[pp] « [pp] & [tmp,]
[d] < refresh([d])
[dp] < refresh([dy])
[tmp] < [d] @ [dp]
[masks] < refresh([masks])
[tmpz] < secg ([tmp], [masks])
[d,] < refresh([d,])
[4,]  [4,] ® [tmps]
for j < 6 to1 do
[masks] < refresh([masks])
[tmp]  sece([masks], [7comyli—1)
[notmasks] < —[masks]
[Xop]j—1 < refresh([Xop];-1)
[tmps] < secg ([Xop]j—1, [notmasks])
[Xopl; < [tmp] & [tmp:]
[tmp] < refresh([tmp])
end for
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63: [degspl < refresh([degqp])

64: [tmp] < [dego,.,,] ® [degop]

65: [masks] < refresh([masks])
66: [tmps] < secg ([masks], [tmp])
67: [degop] < refresh([degqp])

68: [degopl < [degop] @ [tmp2]

69: [d] « [synd]+1

70: for k < 2 to min(u + 1,0) do

71: [tmp]  secarrvrue([o]k, [synd]+1-k)
72: [o]x < refresh([o]x)

73: [synd] 41— < refresh([synd],+1-k)
74: [d] < [d] @ [tmp]

75: end for

76: end for

Algorithm 37: secComputeErrorValues

Input: [z] € Fi°F! [err] € F16*°
Output: [ev] € F16*°

1: [B] < [0,...,0] (length ¢)

2: [e] < [0,...,0] (length ¢)

3 [£1] « -1

4: [zero] <0

5t Hdcount]] 0

6: for ¢ < 1 to n1 do

i [found] < 0

8: [tmp] < sec—([err];, [zero])
9: [zero] < refresh([zero])

10: [mask1] < secit([f f], [zero], [tmp])
11: for j < 1to d do

12: [im] < j

13: [tmp] < sec—([jm], [0count])

14: [zero] < refresh([zero])

15: 1ff] < refresh([ff])

16: [0count] < refresh([dcount])

17: [masks] < secit([zero], [f f], [tmp])
18: [tmp] < [masks] & gf-exp;

19: [tmps] « secg ([maski], [tmp])
0 [8l;  sect ([l [tmps])

21: [masks] < refresh([masks])

22: [tmp] < [masks] & 1

23: [maski] < refresh([mask;])

24: [tmps] < secg ([maski], [tmp])
W5 [found] < sec([found], [tmpa2])
26: end for

27: [0count] < sect([dcount], [found])

28: end for

29: [[57'1)]] — Hécount]]
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30: for i <— 1 to ¢ do

31: Htmpg]] —1

32: [tmps] < 1

33: HZTZ'U]] < SecGFInverse([[B]]i)

34: [ipj] < 1

35: for j=2tod+1do

36: [tmp] < secararue([ipg], [inv])
37: [inv] < refresh([inv])

s  [ipf] « [tmo]

39: [tmp] + secaramru([ipi], [2]5)

40: [2]; < refresh([z];)

41: [tmps] < [tmps] @ [tmp]

42: end for

43: for k + 2 to 0 do

44: [tmp] + secararue([inv], [B]i+k) mod 5)
45: [inv] < refresh(inv)

46: [[/8]](1+k) mod § < refres}l([[ﬂ]] (i+k) mod 5)
47: [tmp] < [tmp] & 1

48: [tmps] « secararu([tmpa], [tmp])
49: [tmpa] < [tmp2]

50: end for

51: [im] < i

i [tmp] < secMax([dyy], [im])

B [0rv] < refresh([o,v])

54: [tmpa] < sec=([tmp], [6:v])

5 [0r] « refresh([o,v])

56: [zero] < refresh([zero])

57 [ff] < refresh([ff])

58: [maski] < secie([zero], [ff], [tmp2])
59: [[tmp]] — SeCGFInverse([[thM]])

60: [tmp2] < secararu([tmps], [tmp])
61: [e]: « secg ([maski], [masks])

62: [6count] < O

63: end for

64: for i + 1 to n; do

65: [found] < 0

66: [zero] < refresh([zero])

67: [[err]:] < refresh([err];)

68: [tmp] < sec—([err];, [zero])

69: [zero] < refresh([zero])

70: [mask1] < secit([f f], [zero], [tmp])
71 for j <+ 1 to 6 do

72: [im] < j

73: [tmp] < sec—([jm], [0count])

T4: [zero] < refresh([zero])

75: 1ff] < refresh([ff])

76: [0count] < refresh([dcount])

T [masks] < secit([zero], [f f], [tmp])
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78: [tmp] < secg ([masks], [e];)
79: le]; « refresh([e];)

80: [tmpa] « secg ([maski], [tmp])
81: lev]i < seci([ev];, [tmp2])

82: [tmp] < [masks] & 1

83: [maski] < refresh([maski])
84: [tmps] « secg ([maski], [tmp])
85: [found] < sec([found], [tmpa2])
86: end for

87: [Ocount] < sec([Ocount], [ found])
88: end for

Algorithm 38 secRSCorrectErrors|()

Input: [cdw] € FS*™, [err] € Fi6%°
Output: [res] € Fy*™

1: for i < 1 to n1 do

2: [res]; < [cdw]; & [err];

3: end for

Algorithm 39 secRSDecode()

Input: [cdw] € F5*™
Output: [msg] € ]F128
: [synd] < secRSComputeSyndromes([cdw])
[sigma], [deg] <+ secRSComputeELP([synd])
[err] < secRSComputeRoots([sigma])
[sigma] < refresh([sigma])
[z] < secRSComputeZPoly([sigma], [deg], [synd])
[ev] < secRSComputeErrorValues([z], [err])
[cdw] < secRSCorrectErrors([cdw], [ev])
for i <~ 1 to k do

[msgli < [edw]ira—1
end for
: [msg] < refresh([msg])

—_ =
= o

B.5 FFT

Algorithm 40 computeFFTbetas()

Output: § the array of basis used in the additive FFT
1: for i+ 1to 7 do
2: ﬁl — 270
3: end for
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Algorithm 41 computeSubsetSums()

Input: set, size
Output: sums

1: sumsy < 0

2: for i < 1 to size do

3: for j < 1 to 2' do

4: SUMSgi j <= set; O sums;
5: end for

6: end for

Algorithm 42: secFFTrec

Input: [f], f-coef fs,mnumber of betas, mf number of coefficients of f, 5
Output: [w]
: [g] < [0,...,0]
[h] < [O,...,0]
[u] < [0,...,0]
[v] < [0,...,0]
if mf == 1 then
for i < 0 to m do
[tmpli < GFmult(B;, [f]2)
end for
[wly < [/
1
for j + 1 tom do
for k£ + 1 to z do
[wlatk < [w]k & [tmp];
[w]k < refresh([w])
end for
x < 2F
end for
. end if
: if B—1 # 1 then
Bmp <1
z « 2mf
for i < 2 to z do
Bmp < GF_mult(Smp, Bm-1)

[[le — GFJnult(ﬁmp, [[f]]z)
end for

: end if

[[g]]a [[h]] A Secradix([[f]]a mf)

: for ¢ <1 to m do

vi < GF_mult(8;, GF_inv(5y,—1))

d; + GF_square(vy;) ® v;

: end for

: sums < computeSubsetSums(y,m — 1)

. [v] < secFFTrec([g], (f-coeffs+1)/2,m —1,mf — 1,0)
k « 2m~1

(length 4)
(length 4)
(length 64)
(length 64)

W W W W W NN DN NN NDNDNDN DN = = = = e e e e e
EERD OSSR IIIT R EIRE D0 RIS RO
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35: if f_coeffs <3 then

36: ﬂw]]l = [[u]]l

37: [uli < refresh([u]:)
38: [wlk < [uli @ [A]:
39: for i < 2 to k do

40: [u]; + refresh([u];)

41: [w]; < [u]; © GF mult(sums;, [h]1)
42: [h]1 < refresh([h]1)

43: [wlk+i < [w]i @ [A]1

44: end for

45: end if

46: if f_coef fs > 3 then
47: [v] < secFFTrec([h], f-coeffs/2,m —1,mf —1,0)

48: [wlk,... 3xk + []1,...2xk

49: ﬂw]]l — [[u]]1

50: [w]i < refresh([w]1)

51: ﬂw]]k — [[w]]k ©® [[u]]1

52: for i <~ 2 to k do

et [w]; < GFmult(sums;, [v];)
54: [w]; < refresh(Jw];)

55: [wlk+i < [w]e+i @ [w]s

56: end for

57: end if

Algorithm 43 secRadixBig()

Input: [f],mf
Output: [g], [~]

1: [P] < [0,...,0] (length 8)
2: [Q] < [0,...,0] (length 8)
3: [PO] < [0,...,0] (length 4)
4: [QO] < [0,...,0] (length 4)
5. [P1] < [0,...,0] (length 4)
6: [Q1] + [0,...,0] (length 4)
7N omf—2

8: [[Q]]l,...,2><n <~ [[f]]3><n ..... 5xn

9: [[Q]]n,..,,3><n < [[f]]3><n,,..,5><n

H
e

[P]1,...axn < [f]1,....axn

: for i+ 1tondo

Qi «+ [Q]: @ [f]2xn+i

[Pln+i < [Pla+i © [Q]:

. end for

: [[QO]]7 [[Qlﬂ «— Secradix([[Q]]amf - ]-)
: [[PO]], [[Pl]] A Secradiz([[P]]vmf - 1)
: [gli,....2xn < [PO]1,... 2xn

: [R]1,...2xn < [P1]1,..2xn

: [[g]]n,...,3><n — IIQO]]17...,2X’VZ

: [[h]]n,...,SXn < [[Ql]]l,...,ZXn

N = = == = = = s
S © WD U AW N
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Algorithm 44 secFFTRetrieveErrorPoly()

Input: [w]
Output: [err]

—_ =
= o

< computeFFTbetas()
sums < computeSubsetSums(y,7)
k <+ 128
[wso] < [0,...,0] (length 256)
fori+ 1to2xkdo
[wso]; + [w];
[wso]i <= secoppos([w]i)
[wso]; < [w]; > 15
end for
[err]y < [wso]1 @ Jwso]x

: for i+ 1 to k do

._.
»

H
w

._.
>

,_.
o

._.
@

—_ =
®

tdxl < 256 — GF_logsums;

1dx2 < 256 — GF_logsums,; o1
lerr]idgz1r < [err]idzzr © 1
lerr]idzz < [err]idz2 ® 1
lerr]iaz1 < [err]idzz1 © [wso];
lerrlidgza < [errliaze © [wsolit

: end for

Algorithm 45 secFFT()

Input: [f], f-coeffs
Output: [w]

e e T T =
® N DU W= O

[g] < [0,...,0] (length 8)
[h] < [0,...,0] (length 8)
[u] < [0,...,0] (length 128)
[v] < [0,...,0] (length 128)
B < computeFFTbetas()
sums <— computeSubsetSums(f,7)
[[g]]v [[h]] A Secradiz([[f]]v 4)
for i < 1to 7 do
0; < GF_square(f;) @ 5;
end for

. [u] < secFFTrec([g], (f-coeffs+1)/2,7,3,06)
. [v] < secFFTrec([h], f-coeffs/2,7,3,0)

: k<« 128

: [[wﬂk,...,gxk < [[U]]L.‘.,ka

s [wlh < [ulx

. [w]1 < refresh([w]1)

s [wle = [wlk @ [uly

: for i <~ 2 to k do

,_.
©

o
TR

NN
N =

[u]; + refresh([u];)
[w]; < [u]; ® GFmult(sums;, [v];)
[wlkti < [W]k+: ® [w]

: end for
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Algorithm 46: secRadix

Input: [f],my
Output: [g],[~]
1: [f] < refresh([f])
2. if my == 4 then
3 [gls < [flo ® [fT13
4: [fl13 < refresh([f]i3)
5: l9l7 < [fTs @ [f]1s
6: [f]15 < refresh([f]i5)
T [hle < [fT12 @ [f]14
8: Hf]]14 = refresh([[f]]14); |If]]15 = refresh([[f]]15)
9: [Rl7 < [fl1a ® [f]15
10:  [h]s « [f]s6
11: [h]s < refresh([h]s); [f]13 < refresh([f]i3)
122 [gle < [f]11 @ [f]13 @ [P]1s
13:  [fli4 < refresh([f]14)
14: [9l5 < [f110 ® [fT14 © [9ls
15 (gl < [fh
16: [[f]]12 — refresh([[f]]lg);[[f]]lg — refresh([[f]] 16)
17 [l < [fIs @ [fli2 @ [f16
18: [f]11 < refresh([f]i1); [f]15 < refresh([f]i5)
19:  [gla < [f]7 ® [f]11 @ [f]15 © [R]4
20: [h]4 < refresh([h]4)
2t:  [gls < [f]5 © [9]5 @ [g]s © [P]a
22: [f110 + refresh([f]10);[f]14 < refresh([f]i4); [A]s - refresh([h]s)
23:  [h]2 < [fla @ [f]6 @ [fl10 ® [f]14 ® [R]4
24:  [fla ¢ refresh([f]4);[g]4 < refresh([g]s)
25: [z < [fla @ [A]2 @ [9]4
26: [h]2 < refresh([h]2)
2. [g]2 < [f]3 @ [9]3 @ [A]2
28:  [h]1 < [f]2 @ [g]2
29: end if
30: if my == 3 then
31 gl « [f]x
322 [gls < [f]s @ [f]7
33: [f]7 < refresh([f]7)
3¢ [gls < [flr & [f]s
35 [f]s < refresh([f]s)
36:  [h]2 « [fla® [f]6 ® [f]s
37: [fle < refresh([f]e);[f]7 < refresh([f]7)
38:  [R]s < [fle ® [f]7
30:  [gla < [fIs
40: [g]la < refresh([g]s)
41:  [gl2 < [f1s @ [g]s @ [A]2
42:  [h]1 + [f]2 @ [9]2
43: end if
44: if my == 2 then

45 gl < [/]a
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46: lgle < [f1s @ [f]4
a7 [h]1 « [f]2 @ [9]2
48: [h]2 = [f]4

49: end if

50: if my == 1 then
51: gl < [fTa
522 [h]1 < [f]2
53: end if

54: if my > 4 then

ez secRadixBig([g], [~], [f], m})
56: end if

B.6 Vector Multiplication

Algorithm 47 Masked Karatsuba add 1

Input: [a], [b], sizen, size

Output: [alh], [blh]

: for i + 1 to sizep, do
[alhi] < [a:i] ® [@itsize,]
IIbth]] — [[bl]] @ [[bi-i-sizez]]

end for

if sizep < size; then
[[alhsizeh]] — [[asizeh]]
[[blhsizeh]] < [[bsizeh]]

end if

Algorithm 48 Masked Karatsuba add 2

Input: [f], [g], sizen, size;
Output: [out]
: for i < 1 to 2 x size; do
[fi] < [f:] ® [outi]
: end for
: for i < 1 to 2 x sizep, do

1
2
3
4
5 [fi] < [fi] @ [gi]
6
7
8
9

: end for

: for i + 1 to 2 x size; do
[out;]| < [out;] & [fi]

: end for
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Algorithm 49 Masked Karatsuba

Input: [a], [b], [stack], size
Output: [o]

. if size = 1 then

[o] < myMaskedMult([ao], [bo])
return

1
2
3
4: end if
5:
6
7
8
9

sizep, < size/2

. sizep + (size +1)/2

. [alh] < (pointer to)[stacko]
. [blR]  (pointer to)[alhgize, ]
: [f] + (pointer to)[blhsize, |
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

[g] < (pointer to)[0s;ze, x2]

[newstack] < (pointer to)[stacksize, x4]

[ah] < (pointer to)[asize,]

[bh] < (pointer to)[bsize,]

[o] « secKaratsuba([a], [b], size;, [newstack])
[newstack] < refresh([newstack])

[g9] < secKaratsuba([ah], [bh], sizen, [newstack])
[a] < refresh([a])

[b] < refresh([b])

[newstack] < refresh([newstack])

[alh], [blh] < secKaratsubaAddi([a], [b], size;, sizep)
[f] < secKaratsuba([alh], [blh], size;, [newstack])
[o] < secKaratsubaAdd2([a], [b], size;, sizep)

Algorithm 50 reduce

Input: [z]
Output: [out]

1: s < n&b63

2: Neq < n/64

3: mask < n mod 64
4: Jout] < [z1,... nga]
5:
6
7
8
9

for i < 1 to ng4 do
[out] <= [outi] & ([Ti-14ne.] > )
lout;] < Jout;] & ([Titne] < (64 = 5)))

: end for
s foutng,] < [[outn64]]&(2m“3k -1)

> n: see Table 2.2
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Algorithm 51 secyect_mul

Input: [u] € Fy, [v] € Fy

Output: [o] € F%

Neq < TL/64

stack < [0,...,0] (length ngs x 8)

. [okarat] < [0,...,0] (length nes x 2)

. [okarat] < secKaratsuba([u], [v], nes, [stack])
0 < reduce([okarat])

gl Wy
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