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Abstract. This paper investigates practical performances of the Ekert 91 protocol
(E91) for future secure quantum networks. To seek future possible improvement, we
investigate the important different principles of E91 and Bennet-Brasard (BB84) proto-
cols. We perform a series of computer simulations to evaluate the performances of them
and investigate the practical parameters. Furthermore, we simulate the E91 protocol us-
ing real-world practical scenarios involving eavesdropping and quantum channel errors.
We present two scenarios: (1) the performance with eavesdropper interception under a
perfect channel and (2) the performances with eavesdropper interception combined with
channel errors. We found that: (i) the E91 protocol produces fewer keys compared to
the BB84 protocol but does not require verification between two parties, (ii) the E91
protocol enhances security due to the utilization of Clauser, Horne, Shimony, and Holt
(CHSH) inequality, and (iii) both eavesdropper and channel errors can impact the less
production of keys obtained during the keys production.

1. Introduction
Questions about cyber security and consumer privacy have become critical with the emergence of commu-
nications systems [1]. All of the communications systems require highly advanced security. Failure in the
system could cause serious disruptions to essential service at any time. Classical cryptography is widely
used in today’s telecommunication systems, but it faces new threats from quantum computers, which
are still rapidly developing. The RSA algorithm, currently used in practice, can be broken by quantum
algorithms [2]. On the 5G and 6G future communications, quantum is one of the focusing study to give
everything services with fast speed [3-5]. Quantum communications provides higher capacity, greater
security, and lower latency, requiring quantum cryptography to support these needs [6]. Quantum cryp-
tography is grounded in the principles of quantum mechanics and relies on the laws of physics to ensure
secure communications. The main aim of quantum cryptography is to achieve information security and
figure out any eavesdroppers in the communications channel.

Quantum Key Distribution (QKD) addresses security challenges for future applications in the sixth
generation of telecommunications (6G) 2030 by leveraging entanglement and quantum teleportation. The
E91 protocol, based on entanglement, is one such QKD method. Entanglement swapping, a fascinating
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Fig. 1. QKD based on entanglement in quantum communications systems.

phenomenon in quantum mechanics, involves manipulating entangled particles like Einstein-Podolsky-
Rosen (EPR) pairs [7], which can generate sequences of random bits in two remote locations. QKD uses
this concept for key exchange, ensuring secure communications between distant nodes. The E91 protocol
exemplifies that how quantum entanglement and measurement can enhance security in communications.
Fig. 1 shows that how QKD serves as a key for secure communications through quantum mechanics.
The E91 protocol, devised by Artur Ekert in 1991, is a notable quantum key distribution method that
utilizes quantum entanglement and measurements to ensure the secure exchange of cryptographic keys.
This protocol is particularly robust against attacks, guaranteeing a high level of security.

Several developments of E91 protocols have been conducted and reported. Authors in [8] developed
E91 protocol for long distances communications. Authors in [9] explore a generalization of Ekert quan-
tum cryptographic protocol, where qubits are substituted with qudits, which are systems of N- or d-
dimensions. Authors in [10] developed E91 protocol with generated on demand by a quantum dot. Au-
thors in [11] reviews security of E91 protocol with several attacking strategies. Authors in [12] proposed
two new protocol inspired from E91 protocol for improving efficiency key exchange. Authors in [13]
investigated of strength of E91 QKD protocol. In securities issue era, several developments for devel-
oping E91 QKD protocol have been developed to solve classical cryptography problem and security for
entanglement communications. In the era of securities issues, several advancements have been made to
develop the E91 QKD protocol to address the challenges of classical cryptography and enhance security
for entanglement-based communications. In addition to these efforts, Authors in [14] proposed the uti-
lization of quantum cryptography with two non-orthogonal states, while Authors in [15] introduced the
concepts of anonymous-key quantum cryptography and unconditionally secure quantum bit commitment.

This paper investigates the impact of practical performance factors on the keys production in the
E91 protocol. Our analysis evaluates more real-world scenario, providing insights into how practical
challenges. On the other hand, this paper also clarifies the final key of keys productions process in
the E91 protocol and BB84 in [16], and elaborates on the differences between them. We also develop
E91 protocol to detailed investigation of the E91 protocol performance in the presence of eavesdropper
interception and erroneus channels. Therefore, in this paper, we focus on the performance evaluation to
the real-world scenario of the E91 protocol by doing a series computer sumulation. We also analyze the
impact of eavesdropper interception and erroneus channels, which is widely regarded as the most adverse
case in QKD or quantum communications.

2. Method and Scenario

Quantum cryptography in the E91 protocol is based on Bell theorem and entanglement. Introduced
by Artur Ekert in 1991, this protocol employs the concept of entangled quantum particles to detect
eavesdropping attempts. This approach makes E91 a highly secure QKD method, with the strength of
its security rooted in the non-locality properties of quantum mechanics.

2.1. Quantum Gates
Quantum gates are the basic components of quantum circuits. Quantum bits or qubits, can be in a
superposition of states, unlike classical bits. In this study, We utilize several quantum gates expressed
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Table 1. Bell States in E91 protocol.
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The Hadamard gate, represented by H in (1), is an essential single-qubit gate in quantum computing. It
converts the basis states |0) and |1) into equal superpositions. The CNOT gate in (1) performs a NOT
operation on the target qubit (qubit 2) only when the control qubit (qubit 1) is in state |1). It is pivotal
for creating entanglement and implementing conditional operations in quantum circuits. Other utilize
gates in this paper are Pauli matrices, which are expressed as

z=|p &) x=0 . =7 9] ®

The Gate Z, also called the Pauli-Z gate in (2), applies a phase flip by altering the sign of the second
qubit state. Specifically, it leaves the state |0) intact and changes the sign of |1), converting it to — [1).
The Gate X or the Pauli-X gate performs a bit flip by swapping the states |0) and |1). It acts like a
classical NOT gate flipping the qubit state.

The Gate Y or the Pauli-Y gate combines a flip in the bit and a flip in the phase. The Pauli-Y adds a
complex phase factor. It maps |0) to i |1) and |1) to —i|0), where 4 is the imaginary unit. Alice and Bob
measurement bases are linear combinations of the Pauli matrices X and Z normalized by % expressed

mathematically as

X+7Z X+ Z
VT Ve
In the E91 protocol, these gates are used to define the measurement bases and simulate the erroneus
channels for real-world E91 protocol scenarios.

W= 3)

2.2. Bell States or EPR Pair

Entanglement is a situation where two objects influence each other no matter how far the distance between
the two objects. In mathematical, the states are entangled when if there is no factorization as expressed
as

a]10) 4+ B]11) = |1) («]0) 4+ B]1)) (not entangled); (4)
a]00) 4+ B]11) (entangled). (5)

These Bell States can be generated using quantum circuits and are represented as shown in Table 1.

2.3. CHSH Inequality
John Stewart Bell, in his groundbreaking work [17], introduced a mathematical framework to differentiate
the forecasts of quantum mechanics from local hidden variable theories, encapsulated in Bell inequality.

The measurement results for two particles are given by A(d,\) = +1 and B(g, A) = £1, where A for

particle 1 is independent of the setting b for particle 2, and the reverse. The expectation value of the
product of the two measurements is

-,

P@,5) = / A\ p(VA®@ N BN, (6)



ICPTAM-NNS IOP Publishing

Journal of Physics: Conference Series 2980 (2025) 012038 doi:10.1088/1742-6596/2980/1/012038

7 Z

W V.. W
7z, ¢ | NEY
", N T 4
L :
X

(a) (b)

Fig. 2. The use of (a) Alice measurement angle ¢’ = {0, 37, 37} and (b) Bob measurement angle

d)i = {iﬂ, %7‘(‘, %77}.

where p(A) defines the probability distribution of the hidden variable A.

The CHSH inequality is a specific formulation of bell inequality, developed by John Clauser, Michael
Horne, Abner Shimony, and Richard Holt (CHSH). It provides a way to test the predictions of quantum
mechanics in the context of entangled particles. The CHSH inequality is expressed as

where A; and B, represent measurement settings chosen by two observers (Alice and Bob) and E(A4;B;)
represents the expectation value of the product of measurements taken along settings A; and B;. Specifi-
cally, E(A;B,) describes the average value of the product of outcomes from Alice measurement at setting
A; and Bob’s measurement at setting B;. We use E because the outcomes of the measurements are
discrete rather than continuous as assumed in (6). For any classical system governed by local hidden
variables, this inequality sets an upper bound of 2 for the combined correlation. However, quantum
mechanics, due to the phenomenon of entanglement, allows for the maximal violation of this inequality.
Specifically, for the quantum mechanical scenario, the (S) value is calculated as

(S)=(ZOW)+(Z@V)+ (X@W) — (X V) =2V2. (8)

Thus, we obtain (S) = 2v/2, which clearly violates the CHSH version of bell inequality in (7).

Violation in (8) benefit for security of the E91 protocol to detect an eavesdropper. The security of the
E91 protocol is deeply rooted in CHSH inequality. If an adversary like Eve attempts to gain knowledge
of the keys by performing measurements on the entangled particles, her intervention would inevitably
disturb the quantum system, leading to a drop in the CHSH value to below the quantum bound of 21/2.
Thus, the CHSH inequality acts as an additional safeguard, ensuring the security of keys production.

2.4. The E91 Protocol

In this section, we provide a summary on how the E91 protocol works. Bases in this protocol refers to
quantum gates for generate quantum state. The gates are uses is Z, X, W and V. These gates are used
for bases measurement. Steps for constructing a simple E91 protocol are as follows:

e The E91 protocol uses entangled states, where in this paper, we use singlet state of

o) = T )

e A trustful source generates pairs of %—spin particles in a singlet or an entangled state and sends
them to Alice and Bob.
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Fig. 3. Channel simulations scenario for (a) the performance with eavesdropper interception under a
perfect channel and (b) the performances with eavesdropper interception under the erroneus channels.

e Of each particle, Alice and Bob measure an observable, chosen randomly and independently from
each other from a set of complementary attributes.

e Alice measures with angles ¢!, = {0, 1m, 17} or similar to {X, W, Z} as shown in Fig. 2(a), while
Bob measures with ¢} = iﬂ', %7‘(‘, %7‘(‘} or similar to {W,Z,V} as shown in Fig. 2(b).

e Each random measurements can result in a spin state of +1 (spin up) or -1 (spin down), whereby
they show an correlation coefficient E of a certain observable to have a certain value calculated by

E(a;, bj) = Pyy(ai,bj) + P-—(ai, bj) — Pr_(ai, bj) — P-4 (a;, bj). (10)

e After that, they exchange the bases of their measurement over the public channel and divide the
results in two groups:
— one with according bases
— one with disaccording bases

e The ones with according bases determine the key as they are perfectly correlated (which means
they have the exact value) due to their entangled state expressed as

E(ag,bl) = E(ag,bg) =1. (11)

e The disaccording particles can still be used to test either Eve listens to the qubits on the quantum
channel or not.

e The Bell inequality is able to test the presence of an eavesdropper.
e The protocol uses a variant in [18] to test the presence of an eavesdropper.

e Alice and Bob can now exchange the disaccording particles openly (over the public channel), since
they do not participate in the composition of the key.

e These values determine whether or not S is fulfilled.

— if so, an entangled state is present and the key derived from the group of corresponding result
is legitimate

— if not, Eve may have altered some or all of the particles and the key is not secure.

2.5. Scenario of E91 Protocol with Eavesdropper under Erroneous Channels

In this subsection, we explore two scenarios of practical parameters in potential vulnerabilities in the E91
protocol as shown in Figs. 3(a) for perfect channels and 3(b) for erroneous channels. These scenarios
examine the impacts of eavesdropping and channel errors on secure communications. The E91 protocol
relies on entangled quantum states to facilitate secure key exchange between Alice and Bob. However,
these entangled states are susceptible to interference from eavesdroppers and simultaneously can be
disrupted by errors in the communication channel. Here, we discuss how these vulnerabilities affect the
reliability of keys production and compromise the security of the exchange process.
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Fig. 4. Probability of resulted keys from: (a) BB84 protocol and (b) E91 protocol.

2.5.1. Scenario with Favesdropper Interception under Perfect Channels

In this scenario, we consider the E91 protocol in the involvement of an eavesdropper. The E91 protocol
is simulated with a perfect channel, where no transmission errors occur. A trusted source generates
10,000 blocks of entangled qubits. Each blocks contains 100 pairs represented as L. The total number
of keys production per set for E91 protocol is expected to be 3L assuming that 1 EPR pair represent
1 classical bit.! Eve is intercepting the communications channel between Alice and Bob. The initial steps
for constructing the protocol remain the same as described in the previous subsection. A trustfull source
generates entangled states and one qubit from each entangled pair is sends to Alice while the other is sends
to Bob. However, in this scenario, Eve intercepts the qubits being sent to Alice as shown in Fig. 3(a).
After intercepting, Eve measures the qubits and then sends her own qubits to Alice, attempting to remain
undetected. Despite Eve interception, Alice and Bob proceed with the protocol as usual, they measure
their qubits using randomly chosen measurement bases and subsequently share their measurement results
over a public channel. To detect the presence of Eve, Alice and Bob compare a subset of their bases
measurement results. in this results, we analyze a deviations from the key production due to the eve
interception.

2.5.2. Scenario with Eavesdropper Interception Combined under the Erroneus Channels

In this scenario, we extend the E91 protocol to account for both the involvement of an eavesdropper
and the emergence of depolarizing errors within the communications channels between Alice and Bob, as
shown in Fig. 3(b). The same entangled state parameters are used: 10,000 blocks, 100 pairs per block,
and a total of 300 keys per set. The initial steps for constructing the protocol remain consistent with
the previous subsections. A trusfull source generates entangled states. From each pair, one qubit is
directed to Alice and the other to Bob. During the transmission, the channel is considered the worst-case
scenario because px = pz = py = &, representing equal error probabilities for all axes. Simultaneously,
Eve intercepts the qubits on both channels, measures them, and resends them in an attempt to remain
undetected. Intercept and error can happen on either or both. Despite these challenges, Alice and Bob
proceed with the protocol as usual. They measure their qubits using randomly chosen measurement bases

1The standard ASCII system uses 7 bits per character. However, in practice, ASCII typically employs 8 bits (1 byte)
for simplicity and compatibility. For example, a password consisting of 8 characters would require 8 bytes. Using 8 bits per
character, the total size for such a password would be 64 bits. In this simulation, each EPR pair represents 1 classical bit.
Given that the E91 protocol achieves a success rate of 22 %, a block of 100 pairs yields approximately 22 bits. Consequently,
to generate a password requiring 64 bits, at least 3 blocks are needed, calculated as 64/22 = 2.9, which is rounded up to 3
blocks.
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Table 2. The differences of E91 and BB84 protocols.

BBg&4 E91
Polarization state of a single photon Polarization state of two entangled photons
Need to verify between two parties No need to verify between two parties
Probability of same basis of resulted key much Probability of same basis of resulted key is very
more than E91 small
Unable to detect unauthorized interception Capable to detect unauthorized interception
Lower than E91 for high security and much Maintaining security and minimizing time
more time consumption than E91 consumption.
BB84 use single particle but vulnerable of a few | E91 leverages the CHSH inequality to offer extra
attack (like Photons Number Splitting) layer security.
The implementation of BB84 protocol more E91 protocol faces technological difficulties of
viable computing resources.

and then publicly share a subset of their measurement results. By analyzing these results, we can detect
deviations from the key production due to both the channel errors and Eve interception.

3. Simulation Results and Analysis

In this section, we demonstrate and analyze the findings from the simulation. We begin by demonstrating
a computer simulations of the keys production process in the E91 protocol. Then we delve into a
comparative analysis of the E91 and BB84 protocols. We also highlight their respective strengths and
weaknesses as well as the resulted keys from each. Finally, we explore the effects of eavesdropping and
channel errors on the E91 protocol. Beside that, we also provide insights into how these challenging
communications conditions influence key distribution and the overall robustness of the system.

3.1. Resulted Key

A notable difference is the final key rate for the E91 protocol as depicted in Fig. 4(b). This result indicates
a probability of around % for choosing equal measurement bases. This reflects thorough verification
steps that enhance security by detecting eavesdropping through entangled states, albeit at the cost of
a lower resultant key. Conversely, the BB84 protocol shown in Fig. 4(a) stabilizes at a probability
of % for equal measurement bases. This sign give a more straightforward and efficient resultant key.
However, this simplicity makes BB84 slightly less robust against eavesdropper interception compared to
E91. These parameters underscore the importance of selecting the appropriate protocol based on specific
communications needs and balancing the requirements for security, speed, and final key efficiency.

8.2. Comparison of The BB84 and E91 Protocols

the E91 and BB84 protocols exhibit notable differences in their approach to security and efficiency. One
of the key distinctions is the type of quantum states employed. The E91 protocol leverages the entangled
states of particles, which inherently provide stronger security features due to their sensitivity to external
disturbances. In contrast, BB84 uses single-particle polarization states, which, while easier to implement,
offer less robustness in revealing the presence of an eavesdropper.

A significant advantage of the E91 protocol lies in its ability to detect eavesdropping through quantum
entanglement correlations. The protocol applies the CHSH inequality to test for deviations from the
expected quantum correlations between the entangled particles. Any violation of these correlations serves
as a direct indicator of tampering, making E91 highly effective in identifying potential threats. This
contrasts with BB84, which requires statistical post-processing to infer the likelihood of an eavesdropper’s
presence, leading to potential delays and higher risks of undetected intrusion during transmission.

An important aspect to highlight is that the E91 protocol does not require verification between two
parties, contributing to reduced time for practical implementations. However, this efficiency comes at a
cost. Unlike E91, the BB84 protocol cannot inherently detect the presence of an eavesdropper and relies
on statistical post-processing to infer whether communications have been compromised. BB84 involves
the exchange of verification information, adding to the overhead of the key exchange process. However,
this efficiency in E91 comes with the tradeoff of a lower probability of basis alignment for keys production
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Fig. 5. The performances of secret key rate to total probability of (a) intercept under perfect channel
and (b) both interception and erroneus channels.

due to the randomness of entanglement measurements, which could lead to delays and a higher risk if an
eavesdropper is manipulating the transmission.

The E91 protocol has a lower probability of measurement basis alignment in keys production due to
the use of the CHSH inequality. Its reliance on entanglement and the CHSH inequality provides stronger
protection against eavesdropping compared to the BB84 protocol, where bases are chosen independently,
resulting in higher alignment and efficiency. Additionally, the BB84 protocol is particularly susceptible
to Photon Number Splitting (PNS) attacks. This vulnerability arises because, in BB84, an eavesdropper
can leverage multi-photon signals to gather partial knowledge about the keys without revealing their
presence. In contrast, the quantum correlations in the E91 protocol make such attacks more difficult to
perform without detection, enhancing the protocol’s overall security.

However, practical implementation of the E91 protocol in real-world scenarios presents certain chal-
lenges. One of the primary constraints is the hardware requirement. Quantum entanglement-based
systems, like those needed for E91, require more advanced and sensitive equipment, such as entanglement
sources and detectors with high precision and low noise. These systems are more expensive and complex
than those used for BB84, which can rely on relatively simpler single-photon detectors. Furthermore,
E91’s reliance on entanglement makes it more susceptible to environmental noise, such as photon loss
and decoherence over long distances, which can significantly degrade the quality of the entangled states
and compromise the security of the transmission. To address these issues, potential practical applica-
tions include the use of integrated photonic circuits to simplify hardware [19], superconducting nanowire
detectors to enhance detection efficiency [20], polarization-maintaining fibers to mitigate environmental
interference [21], and error correction algorithms [22]. Furthermore, investing in scalable sources of entan-
gled photons, leveraging shared research infrastructure, and developing hybrid protocols that integrate
quantum and classical systems can optimize practicality and scalability [23].

In summary, the E91 protocol offers enhanced security due to its reliance on quantum entanglement
and the CHSH inequality, providing more robust detection of eavesdropping compared to BB84. While
BB&84 may be more efficient in terms of basis alignment and practical for a broader range of applications, it
lacks the inherent security advantages of E91, especially in real-time eavesdropping detection. The choice
between E91 and BB84 ultimately depends on the specific priorities of the application, whether the
focus is on maximizing security or optimizing time and computational resources. Additionally, hardware
requirements and environmental noise tolerance are critical factors in determining the practical viability
of the E91 protocol in real-world networks.
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3.3. The Performances of Secret Key Rate to Total Probability of Intercept under Perfect Channel

The secret key rate (SKR) performance is strongly influenced by the probability of interception, which
reflects the likelihood of a successful eavesdropping attempt on the quantum communication channel.
In Fig. 5(a), the x-axis represents the total probability of interception under ideal (perfect) channel
conditions, while the y-axis shows the resulted SKR. This figure reveals that at low intercept probabilities
(approximately 10™* to 1072), the SKR remains consistently high at around 0.22, indicating that the
protocol is resilient to minor interceptions. However, once the probability of interception rises above 1072,
the SKR starts to decline noticeably. This sharp decline highlights the balance between maintaining a
high SKR and tolerating higher interception probabilities. At intercept probabilities nearing 1, the SKR
decreases significantly to around 0.15, underscoring how high intercept levels can severely compromise
the protocol’s efficiency in generating secure keys. This relationship emphasizes the need to minimize
interception probability to preserve a robust SKR and ensure protocol effectiveness.

8.4. The Performances of Secret Key Rate to Total Probability of Eavesropper Interception and
Erroneus Channels

The combined impact of interception probability and channel errors is crucial in assessing the overall
performance of the QKD protocol. Minimizing both factors is essential to maintain the integrity and
security of keys production in practical applications. In Fig. 5(b), the x-axis represents the combined
probability of interception and channel errors, while the y-axis displays the corresponding SKR. At low
combined probabilities (approximately 10~# to 1072), the SKR is stable and high, around 0.22, suggesting
that the protocol can withstand minor errors and interceptions with minimal performance loss. However,
as the probability of combined interception and error surpasses 1072, the SKR declines more steeply
than in the perfect channel scenario, indicating that errors further degrade protocol performance. As this
probability approaches 1, the SKR drops to approximately 0.09, demonstrating that both interception
and channel errors critically reduce the protocol’s effectiveness in generating secure keys. This finding
underlines the importance of controlling both interception and error rates to maintain a high SKR,
essential for effective protocol performance in real-world conditions.

4. Conclusion

In this paper, we have investigated and compared the E91 and BB84 protocols to evaluate their prac-
tical performances for future secure quantum networks. We have demonstrated a series of computer
simulations of: (1) probability of resulted keys from E91 and BB84 protocol and (2) the performance of
secret key rate to total probability of: (a) intercept under perfect channel and (b) both interception and
erroneus channels. The key findings from our study are: (i) the E91 protocol produced fewer keys with
small probability compared to the BB84 protocol, which had a keys production probability of higher.
However, the E91 protocol does not require verification between the communicating parties, (ii) the E91
protocol enhances security due to its utilization of the CHSH inequality, which provides a stronger basis
for detecting eavesdropping, and (iii) both eavesdropper interception and quantum channel errors sig-
nificantly impact keys generation when the error probability exceeds certain value. The combination of
eavesdropper interception and channel errors exacerbates the reduction in keys production compared to a
perfect channel, emphasized the need for robust error correction mechanisms to improve the performance
of the SKR to enhance the security of future quantum networks. Our simulations offer insights into keys
production under various real-world scenarios, underscoring the importance of selecting between E91 and
BB&4 based on specific security needs and technological capabilities. Advancements in the E91 protocol,
particularly its enhanced resilience to eavesdropping, have significant implications for future networks
like 6G. As the next generation communication systems increasingly rely on quantum technologies for en-
hanced security, the integration of E91 could provide stronger defenses against interception and improve
overall network security, even in the presence of errors. These findings highlight the protocol’s potential
to play a key role in the development of quantum-secure 6G networks and beyond.
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