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ABSTRACT Quantum Cryptography (QC) revolutionizes network communication – harnessing principles
of quantummechanics to enable the exchange of encrypted messages – for enabling secure data transmission
in an era of quantum information processing. With a significant rise in quantum computing research and
development efforts, there is an increasing interest in exploring QC (e.g., Quantum Key Distribution (QKD)
and Quantum Secured Encryption (QSE)) against a multitude of security threats in futuristic networks
for quantum information processing. The objective of this study is to review the existing research i.e.,
consolidating the published evidence, that streamlines and documents the predominant challenges, recurring
solutions, security threats, and their counter-measures against the outlined research questions in the context
of QC. To conduct this study, we followed the guidelines and method of Systematic Literature Reviews
(SLRs) to answer seven research questions. These questions investigate the proposed solutions for state-of-
the-art QC and its impact on future network security. Based on the seven (7) outlined research questions,
this study systematically selected and reviewed one hundred and thirty four (134) research studies published
from 2016 to 2023 with a focus on QC for quantum information processing. The results of this SLR
establish a knowledge base for modern QC applications to guarantee network security in quantum-enabled
network communications. The review reveals that though still in the phase of its inception, the research
on QC is progressing rapidly, highlighting the necessity for network protocol and frameworks to cater
for quantum network security. The SLR also highlights the challenges encountered while designing or
implementing the QC systems, pinpointing the significance of keeping abreast of QKD networks and
addressing possible ramifications for internet security in the future. The SLR provides theoretical foundations
and evidence-based guidelines to tackle emerging and futuristic challenges of security in the context of QC
and QKD for quantum information processing.

INDEX TERMS Quantum cryptography, systematic literature review, quantum computing, cryptographic
protocols, quantum key distribution.

I. INTRODUCTION
In the current era, network security plays a pivotal role in
safeguarding information transmitted over various communi-
cation channels. With the proliferation of digital data and the
increasing sophistication of cyber threats, traditional cryp-

The associate editor coordinating the review of this manuscript and

approving it for publication was Alessio Giorgetti .

tographic methods face significant challenges in providing
robust protection. Classical encryption techniques were used
(and are still in use) to encrypt data in the earlier eras [1].
Classical cryptography, usually referred to as conventional
cryptography, is the umbrella term encompassing the encryp-
tion and decryption methods that have been extensively
employed for protecting information and communication
networks for many years. It uses mathematical formulas
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and keys to convert plaintext (the original communication)
into ciphertext (the encrypted message) and the other way
around. Initially, classical cryptography primarily focused
on securing communication. However, with the advent of
modern cryptography, its scope has broadened significantly.
Presently, modern cryptography addresses a large number
of applications, including digital signatures, digital currency,
secure voting systems, and more. The security of con-
ventional cryptographic algorithms relies on mathematical
problems like factorization of large numbers and discrete
logarithms but quantum computers can break this [2]. With
adequate computational power on a quantum computer
implementing Shor’s algorithm [3], all these math problems
can be easily solved. Quantum computers are computational
devices that leverage principles of quantum mechanics to
tackle complex mathematical challenges that are difficult
or computationally infeasible for classical computers to
solve [4]. If high-capacity quantum computers are ever
developed, many of the current cryptosystems will become
susceptible to cracking. Quantum computers are a great
danger to modern cryptography that pose a serious threat to
the confidentiality and integrity of communications within
networks [5].

A. RESEARCH CONTEXT - CONVENTIONAL
CRYPTOGRAPHY SCHEMES AND THEIR
LIMITATIONS IN NETWORKS
Conventional cryptography schemes can be generally clas-
sified into two categories namely, the symmetric and asym-
metric cryptography. The same key is used for encryption and
decryption in symmetric cryptography [1]. It uses algorithms
like Advanced Encryption Standard (AES) [6], the Rivest
Cypher (RC) [7], and Data Encryption Standard (DES)
[6]. The confidentiality of the key determines the security
of the symmetric key cryptography. The ciphertext can be
decrypted by an attacker if the key is compromised. A pair
of keys i.e., a combination of public key and a private key,
are used in asymmetric key cryptography. The private key
is kept confidential and is used for decryption, while the
public key is used for encryption. Digital signatures and
safe key exchange are made possible by asymmetric key
cryptography. Elliptic Curve Cryptography (ECC) [8] and
Rivest-Shamir-Adleman (RSA) [9] are popular public key
algorithms. Symmetric key encryption surpasses asymmetric
key cryptography in efficiently encrypting large data volumes
due to its faster processing speed and lower computational
overhead [5], [10]. On the other hand, key distribution is
the major problem in symmetric encryption. To achieve a
balance of security and usability, a combination of symmetric
and asymmetric encryption is used in the current era.
Asymmetric key cryptography is used for symmetric key
exchange and once the key is exchanged safely then the
symmetric key is used for encryption/decryption for the rest
of the communication between sending and receiving entities.
Quantum computer attacks are a threat to conventional

cryptography, with the potential to compromise widely used
cryptographic methods like RSA and ECC. The security of
the encrypted data is now seriously threatened by quantum
computer attacks. Securely sharing the secret key between
the two communication parties is one of the main issues
in conventional cryptography, in particular, in large-scale
systems. Updating and managing keys securely is difficult,
especially when there are many people or devices involved.
As the number of keys grows, the danger of key compromise
and unauthorized access rises. Over time, the security of
traditional cryptography may deteriorate if new algorithms or
attack methods are developed. To fend off changing threats,
it needs constant upgrades and enhancements. Symmetric key
cryptography puts all the past and future communications
encrypted with the secret key at risk if it is compromised.
Conventional encryption does not, by default, offer perfect
forward secrecy which assures that the loss of long-term
keys will not preserve the confidentiality of previous
conversations [5].
Table 1, which was modified from the National Institute of

Standards and Technology (NIST) [3], displays how quantum
computing would affect current cryptography techniques.
NIST predicts that by increasing the key size twice would
be sufficient to ensure security of symmetric key systems
in quantum era [3]. Additionally, research has shown that
it is not possible to accelerate search algorithms exponen-
tially [5]. As mentioned above, the security of public key
cryptography schemes depends on complex mathematical
problems that can be solved by quantum computers [5].
These drawbacks of the existing key encryption schemes have
led researchers, academics, and professionals to consider
alternate strategies [11]. Post Quantum Cryptography is also
considered as a solution to this problem [5], [12]. NIST
report on Post Quantum Cryptography shows that in the
context of a quantum age, symmetric algorithms and hash
functions should continue to be feasible and useful [3].
According to Shor’s [13] and Grover’s [14] algorithms,
the mathematical problems which conventional encryption
techniques depend on can be solved by future quantum com-
puters as a result the existing public key encryption systems
will become obsolete [11]. NIST recommends increasing
key sizes to mitigate the impact of large-scale quantum
computers on conventional encryption algorithms [3], [11].
Quantum cryptography is also considered as a solution
for secure network communications in quantum era [11].
By utilizing the foundational ideas of quantum cryptography
(QC), the maximum level of communication security in
quantum era is reasonably guaranteed [11]. It is important
to distinguish between post-quantum cryptography and quan-
tum cryptography, quantum cryptography uses the concepts
of quantum mechanics to create a secure communication
channel [3], [11]. By switching to QC, it may be possible
to get beyond the drawbacks of traditional encryption and
address the new problems in network security [15]. This
paper’s goal is to examine the current state of knowledge
about quantum key distribution, quantum cryptography, and
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TABLE 1. Analysis of quantum computing on conventional encryption techniques [3].

quantum communication, including their constituent parts,
applications, and recent developments.

B. QUANTUM CRYPTOGRAPHY IN THE ERA OF QUANTUM
INFORMATION PROCESSING
QC is an emerging field that utilizes the ideas of quantum
physics to increase the security of cryptographic protocols
rapidly. QC achieves unparalleled levels of security by mak-
ing use of basic aspects of quantum mechanics as opposed
to traditional encryption which is based on mathematical
algorithms and keys. QC provides special benefits that
might revolutionize network security by taking advantage
of quantum events. During the early 1970s, As mentioned
in [16] StephenWiesner [17] was the pioneer who introduced
the concept of QC. Quantum cryptography [18] is founded
upon the basic principle of quantum physics, specifically
Heisenberg’s uncertainty principle [16]. This principle serves
as the basis for the concept of QC. By leveraging quantum
phenomena, such as QKD and quantum-resistant encryption
algorithms, QC offers enhanced security features that are
resistant to attacks based on computational power [19].

C. THE NEEDS, FOCUS, AND CONTRIBUTIONS OF THE
SYSTEMATIC LITERATURE REVIEW
Despite all the research work in the subject of QC, there are
still some issues and challenges related to its development
and implementation. These issues include quantum channel
noise, security and resilience of the quantum devices,
protocol distance limitations, practical implementation com-
plexity, and so on [20]. In this study, the research done in
the field of QC along with the challenges it faces and how
researchers hope to enhance the reliability, scalability, and
applicability of QC for future networks are discussed.

1) RESEARCH PROBLEM
Development in quantum technology has made QC a
viable method for boosting network security. However,
making the transition from classical to quantum encryption
presents several difficulties and needs considerable thought.
To thoroughly assess the existing level of knowledge,
surrounding the process of switching from conventional to
QC for future network security, is the research challenge
addressed in this literature review. The primary objective
of this research is to ’investigate the published literature
- i.e., conduct evidence-based findings via the SLR - to
consolidate existing research and document the predominant

challenges, recurring solutions, security threats, and their
counter-measures in the context of QC’.

2) RESEARCH CONTRIBUTIONS
In a Systematic Literature Review, secondary data are gath-
ered, research studies are critically reviewed, and qualitative
or quantitative conclusions are synthesized. As QC is an
emerging field and considerable researchwork is underway in
this area, there is a need for a comprehensive and up-to-date
systematic literature review that discusses the development
in the field of QC over the past few years. This SLR focuses
on quantum cryptography as a means to enhance future
network security. With the growing threats to information
transmission and the limitations of classical cryptographic
methods, QC has appeared as a viable candidate.We outlined
7 research questions and reviewed 134 research studies as
proposed solutions of QC to document this SLR. The primary
focus and main contributions of this SLR are to document:

• Applications of QC in Networks: Based on a synoptical
view of quantum cryptography solution, the SLR
highlights the application domains of QC in computer
networks.

• Principles of QC in Networks: Exploring the principles
and techniques that are being used to implement QC.

• Challenges of QC in Networks: Identify and streamline
the predominant challenges and issues in the implemen-
tation of QC.

• Strategies of QC in Networks: Explore the strategies and
approaches that exploit QC to enhance network security.

• State-of-Research on QC in Networks: Assess the
current state of research on QC, its potential, and
limitations in real-world network security.

By achieving these goals, this literature review will offer
insightful information about the process of switching from
conventional to QC, giving data scientists, researchers, and
practitioners thorough information on the state-of-the-art
knowledge, difficulties, and potential solutions for enhancing
network security in the future [21].

D. PAPER ORGANIZATION
The structure of this paper comprises several sections
that guide the reader through the research process and
findings. Section II provides research context in terms of
the principal concepts in QC. Section III serves as a brief
description of the related work, offering an overview of
the existing literature and studies relevant to the subject
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FIGURE 1. Overview of classical and quantum communication channel.

FIGURE 2. A scenario of the quantum coin flipping.

matter. It provides a foundation for the current research
by exploring the work that has been previously conducted
in the field. Section IV describes the research method to
perform the SLR study. The methodology section helps
to establish the credibility and rigor of the research by
explaining the procedures and tools employed. Section V of
the paper is dedicated to the discussion and presentation of the
results and offers a comprehensive analysis of the findings

obtained from the research. This section aims to describe a
detailed understanding of the research outcomes and their
significance within the broader context of the study. Concerns
about internal, external, concept, and conclusion validity are
discussed in Section VI along with other possible threats to
the study’s validity. Section VII concludes the paper with a
synopsis of the SLR and highlights the key findings of the
study.

II. RESEARCH CONTEXT
This section contextualizes the technical details of QC and
quantum networks that are visually illustrated using Figure 1
and Figure 2.

A. PRELIMINARIES
In this section, key concepts in QC are discussed which
includes quantum entanglement, quantum measurement, and
quantum teleportation [22]. In a quantum system as shown in
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Figure 1, the traditional methods of duplicating or moving
data from one point to another are impractical because
quantum bits (basic unit of quantum information) cannot
fully capture the state information at the destination due
to the limited coherence times in quantum states. Quantum
teleportation is employed to transmit quantum information
between different systems as an alternative approach. Quan-
tum mechanics is best described as the following.

• In the quantumworld, a phenomenon known as quantum
entanglement [22] takes place when two minuscule
particles that share a source interact. No matter how
far apart they may be physically, when the state of
one particle changes, the state of the other particle also
instantly changes in a connected way.

• We may retrieve information that is encoded in a
quantum state using a fundamental procedure known
as quantum measurement [22]. It is a dynamic process
that can discriminate between several quantum states
and record how these states change over time. Since
measurement directly affects how quantum states are
manipulated, quantum measurement and state develop-
ment are related.

• Through the use of their mutual entanglement, quan-
tum teleportation entails sending unknowable quantum
information to a faraway light quantum. The quantum
information is not physically transported, but rather
stays on its original physical carrier.

B. QKD PROTOCOLS
Two disciplines of photon behavior can generally be used
to classify quantum key distribution protocols: the first one
is based on superposition states (orthogonal/nonorthogonal),
and the second one is based on entangled states [23], [24].
According to the size of the source code space, conven-
tional QKD protocols may be classified into two classes
with respect to discrete and continuous variables. These
protocols may further be classified into two classes: prepare-
and-measure protocols and entanglement-based protocols,
depending on whether or not the entanglement is present in
the light source. The details about these protocols can be
found in [22] and [25]. A thorough review of many QKD
protocols is provided by the authors in the study [23], [24],
[26], [27].

C. QUANTUM COIN FLIPPING
A procedure, called quantum coin flipping [28], was created
for two parties who don’t trust each other. Quantum coin flip-
ping includes communication over a quantum channel where
qubits are communicated between the parties, in contrast to
the QKD which focuses on the safe key exchange. Due to
their shared skepticism of one another, the two parties Alice
and Bob expect each other to act dishonestly. As a result,
further precautions must be taken to guarantee that neither
Alice nor Bob can use the protocol to their advantage and get
the result they want. Bias is the term for the manipulation

or influence over a certain outcome. A lot of effort is
put into designing methods that decrease the bias of any
dishonest participant [29]. Figure 2 illustrates the information
exchange between Alice and Bob through quantum coin
flipping.

D. QUANTUM BIT COMMITMENT
Quantum commitment protocols are used in cases when there
is a lack of confidence between the parties in addition to
quantum coin-flipping. A commitment scheme ensures that
the receiver, Bob, stays unaware of the value until Alice
decides to divulge it. It enables one person, Alice, to securely
bind a particular value without the ability to change it (i.e.,
‘‘commit’’). This protocol ensures the consistency of the
committed value and maintains the information’s secrecy up
to the reveal phase [29].

E. DEVICE INDEPENDENT QUANTUM CRYPTOGRAPHY
When a QC system’s security is not reliant on the reli-
ability or honesty of the quantum devices it uses, then
protocol are termed as device-independent. This implies
that even in cases where the devices may be flawed or
purposefully exploited by malevolent people, the protocol
is still safe. To ensure the protocol’s resistance to such
threats, a variety of conceivable situations involving flawed or
dishonest devices are taken into consideration in the study of
device-independent protocols. Device-independent quantum
cryptographicmethods provide a greater degree of security by
removing the dependency on device trustworthiness, making
them appropriate for situations where the integrity of the
devices cannot be guaranteed [29]. Recently, in a research
work [30], a fully device-independent QKD scheme is
proposed.

F. QUANTUM AUTHENTICATION PROTOCOLS
QC has a branch called quantum authentication that focuses
on securely verifying the identities of communication parties.
Quantum authentication is sometimes known as quantum
authentication protocols or quantum authentication methods.
Verifying an entity’s stated identity and making sure it is
who it says it, is the process of authentication. Quantum
identity authentication and quantum digital signatures are
two schemes used in quantum authentication. Over conven-
tional communication techniques, quantum communication
protocols provide considerable security advantages. How-
ever, in real-world situations, its actual execution presents
difficulties. To fully utilize the potential of these techniques,
research on bias reduction and cheating prevention is still
active. The foundation of effective quantum communication
systems, integration with current network infrastructures, and
scalability are only a few of the difficulties that face QC
despite its immense promise. QC is still an interesting field
for study and development because of the potential benefits,
and it might open up new ways to improve future network
security.
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III. RELATED WORK
A considerable amount of work has been done in the past that
highlights the development of QC. Gisin et al. [16] conducted
an initial review on QC. Several researchers, including
Alleaume et al. [31], Giampouris [32], Diamanti et al. [33],
Long [34], Zhou et al. [15], Li, Jian and Kumar [35],
Alvarez [10], Na Li [22], Hong [36], and Kaushal Shah [37]
conducted review studies on the same subject. In their work,
Gisin et al. [16] conducted an initial assessment of the
advancements made in, both theoretical and experimental,
studies of QKD. Alleaume et al. [31] began their work
by conducting a comprehensive review and comparison of
various key establishment techniques with a specific focus
on QKD. Subsequently, they delve into the examination of
two distinct practical scenarios concerning the application
of QKD. Throughout their study, the authors analyze the
constraints and advantages associated with employing QKD
in these specific contexts. Additionally, they provide an
overview of the challenges that pertain to the advancement of
QKD technologywhich also present possible areas for further
research in the domain of cryptography.

Giampouris [32] presents fundamental definitions and
examines significant theoretical progress about the BB84
and E91 QKD protocols. Additionally, it seeks to present an
overview of essential advancements in the realm of QKD,
specifically associated with the two protocols mentioned
above. Diamanti et al. [33] discuss the real-world obstacles
encountered in QKD and explore the current strategies
being implemented to tackle them. Long [34] provides a
concise introduction to the fundamental concepts of Quantum
Secure Direct Communication (QSDC), outlines the key
protocols, presents the current status, and offers a perspective
on the field. Zhou et al. [15] examine the features of
QC and investigate its potential benefits in the future
Internet. Their analysis primarily revolves around the QKD
protocol, exploring its behavior in both noise-free and noisy
communication channels to simulate real-world scenarios in
the future Internet. Kumar [35] explore various experimental
endeavors within the field of QC, analyze different attacks,
and address the challenges associated with transitioning from
classical to quantum. Alvarez [10] discusses the evolution of
QC and explores its practical applications.

Na Li [22] begins by clarifying the definition of QC.
It then proceeds to present the current understanding of
QC, covering various aspects such as quantum information
processing, QC protocols, and potential attacks. Lastly, the
paper discusses the challenges and opportunities that lie
ahead in this promising field. Hong [36] examines the current
trends and addresses the challenges encountered in the
QKD. Kaushal Shah [37] conducts an in-depth exploration
of QC and QKD, covering their fundamental elements,
implementation methodologies, and the latest advancements
in the research. Furthermore, it comprehensively analyzes
the vulnerabilities and security concerns related with the
Internet of Things (IoT) infrastructure, while evaluating

the effectiveness of the classical cryptographic algorithms
currently in use. B. Harish Goud. [38] encompasses the
fundamental terminology and concepts of QC, explores
the emerging trends in this field, provides a detailed
examination of various QKD protocols, highlights their
vulnerabilities, and provides guidance for potential future
research areas. Aji [39] examined several modern quantum
cryptographic-based networks and simulation frameworks
for QKD. Their objective is to perform a comprehensive and
methodical assessment of how these experimental platforms
and functionalities are implemented. Hasan [40] explored
the foundational aspects of quantum communication. This
includes an in-depth discussion of its vision, the objectives
guiding its design, techniques for processing information, and
the various protocols involved.

A detailed and comprehensive overview of quantum cryp-
tography’s developments is given by the authors in paper [41],
who address satellite difficulties, device independence, and
discrete and continuous-variable quantum key distribution
methods. They discuss how quantum repeaters can expand
private communications beyond their current boundaries.
They also go through the uses of quantum cryptography,
including digital signatures and random number generators.
The writers of [42] went over the basic ideas of quantum
mechanics, including entanglement and superposition, which
are the cornerstones of quantum computing and cryptog-
raphy. Additionally, they investigated quantum encryption
methods, stressing the potential of post-quantum cryptog-
raphy and Quantum Key Distribution (QKD) protocols for
secure communications in the quantum era. The influence
of quantum cryptography on US national security in the
context of developing quantum technology is reviewed
in study [43]. It investigates how quantum cryptography
techniques might be used to produce unbreakable encryption
and improve digital security in the future. The examination
of reports and literature from 2013 to 2023 is the systematic
basis for the analysis. In a recent study [44] authors
emphasizes the importance of quantum-safe solutions to
protect current data and reviews advances in integrating
QuantumKeyDistribution, Post-QuantumCryptography, and
classical cryptography to ensure secure key exchange in the
face of future quantum threats.

These surveys have offered a range of point of views
on QKD technologies for future internet security. However,
our paper aims to complement these surveys by providing
an updated overview of recent developments in quantum
networks, field trials, and demonstrations that have emerged
since these publications. Furthermore, like the methodology
in [43], we employed systematic literature review tech-
niques to perform our survey. Nevertheless, our analysis
addresses quantum cryptography’s worldwide implications,
whereas [43] concentrated on how it can affect US national
security in the context of developing quantum technology.
Most of them have not addressed the specific topic of
QKD networks and applications of quantum cryptography.
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The exploration of QKD networks and its applications as a
critical dimension in the realm of QC for ensuring secure
communication over the internet are also explored in this
SLR. Our emphasis is on Quantum Communication within
the broader context of quantum cryptography.

A. NEEDS FOR THIS SLR
With the increasing potency of quantum computers, they
pose a substantial risk to the security of traditional cryp-
tographic systems. So, there is a dire need to explore and
understand the potential of QC as a solution to address these
emerging security challenges. In contrast to prior survey
papers, this SLR comprehensively covers the details of QC,
encompassing protocols, techniques, implementations, QKD
networks, threats, attacks, current advances, limitations, and
future directions. To the best of our knowledge, this survey
stands as the first comprehensive and up-to-date SLR of
quantum cryptography, making it unique in the existing
literature. Role of QC to implement network security is
also highlighted in this paper. Examining the current level
of knowledge about quantum key distribution, quantum
cryptography, and quantum communication as well as their
constituent elements, uses, and latest advancements is the
aim of the SLR. This survey serves as a valuable resource
for the researchers, offering insights into the application and
understanding of existing protocols, current research trends,
and exploring various open problems in the field.

IV. RESEARCH METHOD
By systematically reviewing the literature, this study aims
to present an overview of the existing knowledge, research
trends, and potential avenues for future research in this
domain. The review process involves a comprehensive search
of academic databases, selection of relevant articles based
on the predefined criteria, extraction and analysis of data,
and synthesis of findings. The results of this SLR will be
helpful in understanding the current state of QC in the
context of future network security, highlight its strengths and
limitations, and guide researchers and practitioners in further
exploration and implementation of advanced cryptographic
techniques for robust network protection. Figure 3 gives
an illustrative view of the steps of research methodology,
detailed in this section.

Within the research design, the careful selection of
suitable research methods can contribute to exploring the
potential aspects associated with advancements in QC for
future network security. This study employed the exploratory
research method to gain a comprehensive and well-rounded
understanding of the subject matter. By employing an
inductive approach, this study thoroughly analyzes all aspects
of the research topic and draws comprehensive conclusions
from the collected data.

A. FRAMING RESEARCH QUESTIONS FOR A REVIEW
The research questions (RQs) that guide this SLR are shown
in Table 2. These questions aim to investigate quantum

cryptography solutions, with a particular emphasis on quan-
tum key distribution (QKD) and quantum communication,
while addressing current and emerging security issues. Each
question is formulated on the basis of some objectives to
achieve. These objectives are listed below:

• RQ1: Understanding the challenges and constraints that
must be addressed for quantum cryptography to be
successfully adopted and implemented is the goal of this
research question.

• RQ2: The goal is to investigate and comprehend
quantum attacks’ characteristics and how they affect
QKD systems security.

• RQ3: The objective is to discover the primary causes of
the failure of conventional cryptographic schemes and
how quantum cryptography ensures the secured network
communications in the quantum era.

• RQ4: To provide insights into the different techniques
employed in quantum cryptography and shed light on
their practical implementation in real-world scenarios.

• RQ5: By addressing this question, the SLR will provide
valuable insights into the role of Quantum networks in
enhancing internet security and the potential avenues for
further research and development to meet the evolving
security requirements of future networks.

• RQ6: To give a thorough grasp of the state of knowledge
in the area today, this research question attempts to
collect and synthesize the knowledge and insights
produced by earlier studies.

• RQ7: To provide insights into the potential avenues for
future research and development in quantum cryptog-
raphy to address the evolving security landscape and
ensure the resilience of cryptographic systems in the
quantum era.

B. DEFINING PICOC CRITERIA
Table 3 showcases the adoption of the Population, Interven-
tion, Comparison, Outcomes, and Context (PICOC) criteria,
initially proposed by [45], as a framework for structuring the
research question. This approach enables the identification
and understanding of specific findings about the topics
addressed in the papers under review.

C. IDENTIFYING RELEVANT WORK
Defining the search technique and search string comes
after the research questions have been developed. Finding
research papers on QC that focus on network security is the
main objective of the search procedure. The search strategy
comprised an automated search given by the digital libraries
using a search string that is often used by scholars on this
subject.

1) STEP1: SEARCH STRATEGY
This strategy aims to identify relevant studies from various
electronic data sources (EDS), including IEEE Xplore, ACM
Digital Library, ScienceDirect, Springer Nature, Semantic
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FIGURE 3. An overview of the steps of research method.
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TABLE 2. Research questions.

TABLE 3. PICOC criteria for SLR.

TABLE 4. Composition of the search string for literature search.

Scholar, and Google Scholar, based on recommendations
from [46]. The search terms selected are based on a
combination of keywords and controlled vocabulary as shown
in Table 4. With the help of the aforementioned search
phrases, we define the search strings and apply them to
online literature databases to identify and gather pertinent
documents. We only consider studies published in English-
language peer-reviewed journals and conference proceedings
from 2016 to 2023, using the search string in Table 4:

2) STEP2: INITIAL STUDY SELECTION
Figure 4 shows the original search turned up 282 publications,
as demonstrated by SLR methodology, but many of them
were duplicates, of poor quality, or unrelated to the study
goals. For the reasons listed above, further filtration is

TABLE 5. Summary of the inclusion criteria for literature selection.

TABLE 6. Exclusion criteria.

performed using the study selection process. The study selec-
tion process consists of two phases: title/abstract screening
and full-text review. In the first phase, the screening of titles
and abstracts of identified studies is performed and in the
second phase, the full text of the potentially relevant studies
is retrieved and reviewed based on the inclusion/exclusion
criteria to determine their eligibility for inclusion in the
SLR. Inclusion/Exclusion criteria are given in Table 5 and 6
respectively.

3) STEP3: FINAL DATA SELECTION
A data extraction form is designed to capture relevant infor-
mation from the included studies, such as, title, publication
year, citations, research question(s), methodology, findings,
and implications. 134 research articles are selected from
the database of 181 publications after final selection. These
selected papers were then evaluated based on the quality
evaluation criteria.

D. ASSESSING QUALITY OF STUDIES
The quality of the included studies is assessed using a stan-
dardized procedure given in Table 7, and any discrepancies
will be resolved through discussion or consultation with the
supervisor.

V. RESULTS OF THE SYSTEMATIC LITERATURE REVIEW
Table 9 offers a comprehensive overview of past eight years
(2016-2023) research publications selected for the purpose
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FIGURE 4. Literature search and selection process.

of conducting SLR. In addition to the aforementioned pub-
lications, other relevant research papers are also referenced
within the article, and their corresponding citations can be
found in the References section of this paper. This section
includes an in-depth analysis and conclusive insights drawn
from the chosen articles, aligning with the research questions
at hand.

A. RQ1: ISSUES AND CHALLENGES OF QUANTUM
CRYPTOGRAPHY
Despite several improvements [47], quantum cryptography
is still seen as a developing technology that must overcome
a number of technical obstacles. Unintentional polarisation
shifts, short transmission lengths, and the need for specific
channels are a few of the difficulties that must be overcome.
Despite QKD’s intrinsic security, there are certain difficulties
with its actual application. Particularly, when the transmis-
sion distance grows, restrictions in the key generation rate
occur [48].

Theoretically, QC seems to provide a major advance
in the realm of data security. However, no cryptographic
technique can guarantee complete security. QC relies on
a certain set of presumptions in order to be conditionally

secure in practice. QKD typically uses weak laser sources
due to the difficulty in constructing single-photon sources,
paired with multiple single-photon detectors, one for each
party, designed to capture photons within a brief time
frame. However, the detection windows of the detectors
may show minor changes as a result of manufacturing
differences. A listener by the name of Eve can intercept
Alice’s qubit, measure it, and then transmit Bob a ‘‘fake
state’’ by taking advantage of this flaw in the system.
Eve can avoid Bob seeing that she is an eavesdropper by
changing the phase and time of the fake photon. Since
manufacturing tolerances can cause variations in optical path
length, wire length, and other faults, eliminating this vulner-
ability involves minimizing discrepancies in photodetector
efficiency [49].

The systematic grouping of challenges in the field of QC is
depicted in Table 8. These difficulties may be roughly divided
into three categories: hardware difficulties, performance and
cost difficulties, and difficulties related to the design of
the quantum paradigm. The hardware difficulties include
problems related to experimental settings, where the use of
particular hardware components has a direct influence on the
system’s performance.
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TABLE 7. Check list for the literature quality assessment criteria.

TABLE 8. Quantum cryptography challenges [29], [49], [50].

The emphasis now switches to finding the best bal-
ance between cost-effectiveness and enhanced performance
characteristics as we move on to difficulties connected to
performance and cost. The design problems include tackling
the complexity of real-time experiments while developing
novel quantum protocols, tools, or procedures [51]. The
goal is to provide solutions that not only advance quan-
tum capabilities but also successfully solve the practical
difficulties brought on by current experimental configu-
rations [33], [47]. Quantum Cryptography is plagued by
numerous vulnerabilities highlighted in different research
work. Photons have the capacity to alter in polarization
while being transmitted. Such modifications may be caused
by non-homogeneous transmission medium or malicious
hacker involvement. It is a challenging effort for engineers
to implement algorithms in QC, sometimes at the expense
of essential features like digital signatures. The algorithm
becomes more vulnerable as a result of this compromise.
Due to its extraordinary sensitivity, meeting the strict design
specifications of the photon emitter in QC proves to be quite
difficult. It is possible to hack the method via a time-shifting
assault [40], [47]. The possibility to use stimulated emission
or the light’s clustering features to create exact copies of
an unidentified quantum state. It is extremely difficult to
implement multiplexing in a quantum channel since each
individual photon needs its own high-quality channel. It is
pricey due to the necessity’s huge cost increase. In addition,

there are certain extra barriers that prevent the broad use of
QKD, in addition to the general difficulties connected with
it. First of all, the cost of the optical components used in
QKDmakes its implementation prohibitively expensive [20].
Further restricting the system’s accessibility is the fact that
using it requires users to have a foundation in physics due
to its intricacy. Thirdly, consumers need to feel confident
that the equipment they buy from sellers has been set
up securely for QKD purposes, which makes the lack of
security standards for QKD equipment a concern. Last but
not least, QKD is only useful for short transmission lengths,
which continues to be a major impediment to its wider
application across greater distances. In conclusion, there
are several issues with QC that are outside the scope of
the rules of physics. As a result, there is still a long way
to go before QC completely replaces traditional encryption
in the sphere of information security [52], [53]. In [54]
the authors highlight a range of challenges associated with
QKD networks that extend beyond hardware issues. The
advancement of quantum cryptography has been hindered
by the need to grasp the intricate rules of quantum physics.
To simplify quantum cryptography and promote its broader
adoption, it is crucial for computer science researchers to
develop a thorough understanding of these fundamental
principles. The issues and challenges discussed in this section
are derived from various sources, including [20], [40], [47],
[48], [49], [52], and [53]. Overcoming these obstacles will be
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TABLE 9. List of selected research articles (2016-2023).
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TABLE 9. (Continued.) List of selected research articles (2016-2023).
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TABLE 9. (Continued.) List of selected research articles (2016-2023).

key to bridging the gap between the theoretical foundations
of quantum cryptography and its practical applications.

B. RQ2: QUANTUM ATTACKS AND THEIR IMPACT ON
NETWORK SECURITY
The security of cryptographical protocols is significantly at
risk due to the advancement in quantum computers. Specific
cryptographic techniques, deemed secure against classical
attacks, can be compromised by quantum computers. The
security assurances offered by QKDmethods could be at risk
if a sufficiently strong quantum computer becomes available,
making them vulnerable to possible assaults. A particular
danger from quantum assaults exists for the security of
QKD methods. These assaults target weak points in the
quantum communication system by taking use of the laws
of quantum physics. As a result, there is a serious risk to the
overall security of the cryptographic keys created using QKD
techniques’ secrecy and integrity [56].

Rapid development in recent years has allowed quantum
technologies to steadily take the place of more tradi-
tional information security techniques [167]. They provide
noticeable advantages including higher security levels and
special qualities that outperform traditional information
security techniques. Notably, eavesdropping efforts may
be continuously and extraordinarily detected by quantum
technology. The capacity to detect eavesdropping without the
use of data encryption is the main benefit of quantum secret-
sharing systems. They differ from traditional secret-sharing
algorithms because of this. Comparable to their classical
counterparts, quantum stream cipher and quantum digital
signature both provide increased security [26].
By using quantum one-way functions, the quantum digital

signature in particular achieves information-theoretic secu-
rity. The actual use of these quantum technologies, however,
faces a number of technological obstacles. Researchers have
done a preliminary classification of attacks aimed at QKD
channels using scientific literature analysis. assaults against
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qubits, the fundamental building blocks of quantum binary
systems, and assaults that take advantage of flaws in the
quantum system’s components may be divided into two
primary groups. Furthermore, based on the difficulty of
the equipment needed to carry out such attacks, several
research groups have developed a fundamental categorization
of attacks on QKD protocols. An enhanced categorization
for assaults on QKD systems has recently been developed,
separating active from passive attacks [49].

In the world of QKD systems, this new categoriza-
tion offers a more thorough framework for classifying
various attack types. Several types can be found within
the realm of classical attacks: Intercept-resend attacks and
semi-transparent assaults are examples of non-coherent
attacks. DOS and Man-in-the-middle attacks are some
examples of attacks brought on by flaws in the protocol [20].
Collective assaults and joint attacks are the two subcategories
of coherent attacks. Collective assaults and joint attacks are
the two subcategories of coherent attacks. Exploiting flaws in
quantum systems or technologies to undermine their security
is known as quantum hacking. It includes employing quantum
ideas, methods, or tools to launch assaults on quantum-based
systems or cryptographic protocols. Quantum hacking tries to
gain unauthorized access, get private information, or impair
the regular operation of quantum systems by making use of
the specific properties of quantum mechanics i.e., quantum
superposition and entanglement [52]. Right now, the most
successful QKD attack is thought to be the Photon Number
Splitting (PNS) attack. This attack is examined in [134]
within a specific framework designed to model and simulate
QKD systems. Table 10 provides the summary of different
research work related to attacks on quantum protocols.
According to an article [62], since the eavesdropper (referred
to as Eve) may be able to indirectly access the transceiver
by using probing radiation, QC systems are typically thought
of as open systems assaults against technical implementation
or Trojan horse assaults are frequent names for these kinds
of attacks. It is impossible to guarantee the privacy of
distributed keys without a system that is resistant to such
assaults. The situation that arises in the face of such assaults
is fundamentally unique, making it impossible to directly
use the traditional techniques for assessing the cryptographic
robustness of QKD systems. Reference [101] documents
an experiment in which an attacker’s attempt to retrieve
the key distributed through the BB84 QKD protocol was
simulated within a controlled environment. New methods
must be created to identify both known and unknown assaults,
as well as varied combinations of both known and unknown
attack kinds. Traditional classifications divide all attacks on
QC systems into four categories mentioned in [5] and [48].
Research is now focused on improving and securing QKD
protocols as well as investigating post-QC algorithms that
are impervious to attacks from both classical and quantum
computers to lessen the impact of these quantum attacks.
To defend against new dangers and guarantee the long-term
security of quantum communication networks, it is crucial

to continuously assess and improve QKD techniques. This
section is extracted from [5], [20], [26], [29], [48], [49], [52],
[56], [62], [63], and [64] research papers.

C. RQ3: APPLICATIONS OF QUANTUM CRYPTOGRAPHY
IN NETWORK SECURITY
The science of cryptography deals with encrypting and
decrypting data in order to protect it and enable safe
transmission over the network. To do this, encryption is
carried out by using a key, and the encrypted data is
returned to its original state by carrying out decryption
on it. Traditional cryptography has the benefits of offering
safe communication over great distances, the ability to be
implemented in software or hardware, and the presence
of various effective algorithms. Despite the resilience and
effectiveness of Classical Cryptography, the dependence on
untested computational assumptions has spurred academics
to look at alternate approaches to solving security problems.
As a result, one important effort in this endeavor was the
creation of QC. In conventional cryptography, keys are
created randomly and are employed for this purpose, but
they are susceptible to eavesdropping and other quantum
attacks. However, by using quantum communication, or using
key distribution carried out by QC, we may solve the
issue. Thus, QC involves the key distribution process rather
than the communication itself. Utilizing the concepts of
quantum physics to increase network security, QC has several
uses and advantages over traditional cryptography. A com-
pletely secure communication channel is made possible
by QC, which is distinguished by its extraordinary speed
[55], [168].

The fundamental ideas of QC stem from the Heisenberg
Uncertainty Principle and the polarisation of photons, two
fundamental ideas in QC. It is difficult for eavesdroppers to
decrypt QC-based cryptosystems because of the Heisenberg
Uncertainty principle. On the other hand, the capacity to
polarise light photons in certain directions is explained
by the photon polarisation principle. A photon filter must
also match the exact polarisation of a polarised photon in
order to detect it since any incompatibility would cause the
photon to be destroyed. The no-cloning theorem, another
principle of quantum mechanics, denies the production of
exact duplicates of an unknown quantum state. QKD is the
most well-known of the many cryptographic applications that
quantum mechanics has to offer. Establishing a safe key for
use in encryption methods is the main goal of QKD. Bennett
and Brassard first devised the BB84 and B92 protocols,
which are two well-known QKD methods, in 1984 and 1992,
respectively [11], [25].

Quantum cryptography has the transformative capacity to
redefine many aspects of our daily routines. While still in its
nascent stage of development and integration, QC is actively
being investigated and integrated into real-world contexts.
Table 11 presents relevant studies and prominent examples
that illustrate its tangible applications. The creation of secure
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TABLE 10. Research work related to attacks on quantum protocols.

communication networks is one of the primary applications
of QC. QKDmethods make it easier to create encryption keys
that cannot be cracked, ensuring the privacy of sensitive data
sent via networks. The protection of confidential government
communications, the safety of financial transactions, and the
defense of vital infrastructure all depend on this. Research
conducted in references [20], [25], [28], [30], [33], [56],
[72], [73], [74], [75], [76], [77], [78], [79], and [93]
demonstrates the utilization of QC in the context of secure
network communication. Interestingly, QC holds promise
for enhancing the security of financial services. Concerns
regarding the susceptibility of conventional cryptography
methods to possible assaults have been raised by the
development of quantum computers. Financial organizations
may strengthen the defense of critical data, assure the security
of transactions, and effectively combat new security risks
by implementing quantum-resistant encryption approaches
like QKD. The utilization of QC in the domain of secure
financial services is highlighted in research undertaken in
[80], [81], and [82]. The handling of substantical volume of
sensitive data in data centers and cloud computing settings is
a crucial challenge. The potential for QC to play a significant
role in enhancing the security of these infrastructures is
great. Organizations can efficiently protect the privacy
and authenticity of their data within cloud environments
by integrating quantum-resistant encryption algorithms and
using QKD to create secure channels connecting data centers
and users. The study done in [84], [85], [86], [87], [89],
[94], and [124] emphasizes the use of QC in the area
of Data Centers and Cloud Computing security. Concerns
about the IoT devices’ vulnerability to cyber attacks are
increased by their fast proliferation. In order to provide
safe key distribution and encryption procedures specifically
designed for IoT devices, QC offers a viable solution. The
purity and privacy of IoT data may be protected, successfully
limiting potential vulnerabilities, by using quantum-resistant
algorithms and building reliable communication routes. The
research conducted in [59], [83], and [88] places a strong
emphasis on the application of QC to the security of the
IoT. The administration of very private patient information
and medical records is crucial in the healthcare industry.

The addition of a second layer of security using QC might
strengthen the protection of electronic medical records. This
technology can ensure patient privacy, prevent unauthorized
access, and stop any tampering with medical records. QC is
used in the context of healthcare and the security of
medical data, as shown by research in references [90],
[91], and [50]. By using QC, authentication and identity
management systems may be improved. Digital identities
may be strengthened using cryptographic algorithms that
are resistant to quantum hazards, reducing identity theft and
maintaining the validity of user authentication processes.
Research work presented in [81], [89], [92], [94], and
[103] illustrates the application of QC within the realm
of authentication and identity management. QC has the
ability to address concerns about security in voting processes
and systems. The avoidance of manipulation, preservation
of vote secrecy, and protection of the veracity of election
results become attainable with the deployment of encryption
techniques resistant to quantum threats and the development
of secure communication paths. The utilization of QC
within the scope of Secure Elections and Voting Systems is
demonstrated by research presented in references [95], [96],
and [97].

Network security may one day be future-proofed by QC.
The weaknesses of traditional encryption techniques become
increasingly obvious as quantum computers develop. Organi-
zations may reduce the hazards posed by quantum computing
and guarantee that their data and communication will be
safe in the face of upcoming technological advancements by
switching to QC. [20]
All the information in the above section is extracted from

the analysis of the following research articles referenced
as [11], [18], [19], [20], [25], [55], [57], and [168].
Quantum Cryptography for Future Networks:
As from the literature review QC guarantees the absolute

secrecy of cryptographic keys, it provides an unparalleled
degree of security. This indicates that the keys continue
to be 100 percent safe regardless of the computing power
or resources that prospective enemies may possess. This
absolute anonymity is predicated on a few requirements
being followed, though. In particular, it is assumed that the
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TABLE 11. Studies on applications of quantum cryptography.

FIGURE 5. Applications of quantum cryptography.

eavesdropper has no direct or indirect access to the sender
and receiver and that the assaults are purely directed at
the transmitted quantum states. In other words, by solely
taking into account assaults on the quantum states occurring
during transmission, QC protects the confidentiality of keys.
It is based on the supposition that any possible listener
lacks access of any kind to the quantum communication
channel or the transmitting and receiving stations. This
level of security is unmatched by conventional encryption,
which is based on computational presumptions and vul-
nerable to algorithmic or processing power advancements
[25], [168].

QC offers a strong barrier against listening in and
unauthorized access to cryptographic keys by utilizing the
fundamental ideas of quantum physics. It takes advantage
of the special qualities of quantum states to create secure
communication channels that are impervious to monitoring
andmanipulation. The communication system’s total security

is increased since the keys created through quantum pro-
cesses are resistant to assaults that aim to compromise the
transmitted quantum states, guaranteeing their complete con-
fidentiality. It is crucial to remember that although providing
this high degree of security, QC still necessitates careful
implementation and adherence to established protocols and
best practices. The security assurances of QC may be
jeopardised by any potential flaws or weaknesses in the
underlying hardware, software, or development procedures.
To maintain the integrity and secrecy of the quantum
communication system, it is imperative that all required
precautions be taken [26], [56].

A team from the Institute of Information Engineering led
by Tianqi Zhou [15] revealed that QC is derived from the idea
of quantum money, which Wiesner put forward in 1969 [17].
The uncertainty principle, the quantum no-cloning theory,
the quantum teleportation, and the hidden properties are the
key aspects of quantum information. Quantum teleportation
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and quantum direct communication are two different types
of quantum communication. With a quantum computer,
the well-known discrete logarithm issue will be solved
easily [48], [57]. Examining QC methods will be a crucial
component of future Internet security concerns. The results
of the experimental investigation show the absolute security
and efficiency of QC in spotting sniffer efforts. Due to these
characteristics, QC is a good candidate for Internet-related
applications in the future. Future networks should be secured
since they will house all information systems and the
environment necessary for communication and data sharing.
QC is now the first solution to the network security issue that
is becoming more and more of a problem [18], [39], [59].
The main use of QC is QKD, which has seen substantial
development. It includes using quantum communication to
create a shared key between two individuals, such as Alice
and Bob while making sure that any third person, such as
Eve, is kept in the dark about the specifics of the key even
if she intercepts all conversation between Alice and Bob.
Any attempt by Eve to learn more about the key results
in contradictions that let Alice and Bob know something
is up. The established key is then often used for encrypted
communication with conventional techniques like symmetric
cryptography, such as the one-time pad [40], [60]. In terms
of security, QKD has a distinct advantage since, unlike
traditional key distribution techniques, its mathematical proof
may demonstrate its resilience without placing restrictions on
the capacities of prospective listeners. This asset is frequently
referred to as ‘‘unconditional security,’’ but with a few
small presumptions. These presumptions include the use of
quantum physics rules, Alice and Bob’s capacity to verify one
another, preventing Eve from posing as them, and reducing
the likelihood of a man-in-the-middle assault [53], [58], [61].
These explanations are gathered from thorough analysis

of [18], [25], [26], [39], [40], [48], [53], [56], [57], [58], [59],
[60], [61], [168] articles mentioned in references.

D. RQ4: TECHNIQUES FOR IMPLEMENTING QUANTUM
CRYPTOGRAPHY
Several techniques exist within the domain of quantum
cryptography, each aiming to utilize the distinct qualities
of quantum mechanics to improve the security of commu-
nication and data transmission. An overview of recently
developed and tested QC methods is listed in Table 12. These
methods are arranged according to a number of factors, such
as their use in communication protocols, how they are imple-
mented, simulation techniques, the use of quantum-based
mechanisms for authentication, encryption and decryption
operations, key distribution, the detection and analysis of
quantum attacks, the consideration of entanglement scenarios
over various distances, and the investigation of various
quantum attack types.

QC encompasses an extensive array of cryptographic
methodologies and protocols as shown in Figure 6. Quantum
Communication Protocols encompass a range of strategies
and techniques designed to facilitate secure transmission of

information using quantum principles. QKD, examined in
studies [20], [86], [87], [95], [101], [108], [110], [111], [112],
[114], [116], [118], [119], [120], [123], [124], [125], [126],
[127], [129], [135], [144], [159], [160], [161], [162], [169],
[170], [171], [172], stands as a prominent protocol within
Quantum Communication Protocols.

Another crucial protocol is Mistrustful QC, scrutinized
in research [28], [73]. The exploration of the Bounded-
and noisy-quantum-storage model is observed in the context
of [73] and [76]. Position-based QC has been investigated
extensively by researchers [77], [78], [147]. Lastly, the
protocol of Device-independent QC has garnered attention
and insights from studies [58], [72], [79], [142], [143],
[176]. The realm of QC witnesses diverse implementation
techniques explored in a series of studies. These works, such
as [48], [50], [52], [60], [138], [150], [151], [177], and [178],
contribute to the understanding and advancement of practical
applications in quantum cryptographic systems. By investi-
gating awide spectrum ofmethods, these studies shed light on
the intricacies of translating theoretical principles into real-
world implementations, fostering the advancement of robust
and secure quantum communication technologies.

The exploration of simulation-based QC techniques is a
dynamic area of research, as evidenced by studies conducted
in [39], [61], [91], [93], [96], [96], [97], [99], [99], [113],
[131], and [134]. These investigations delve into the realm of
virtual experimentation, where intricate quantum phenomena
are simulated within controlled environments. Through these
studies, researchers gain insights into the behavior of
quantum cryptographic protocols under varying conditions,
paving the way for a deeper comprehension of their strengths,
weaknesses, and potential vulnerabilities. By harnessing the
power of simulations, these endeavors contribute to the
refinement and optimization of QC methodologies, ensuring
their effectiveness and security in real-world applications.

Quantum Encryption techniques stand as a captivating
domain within the realm of QC, with notable explorations
presented in studies [40], [60]. These investigations delve
into the intricacies of leveraging quantum principles to create
unbreakable encryption methods, enhancing data security in
the quantum realm. By delving into the specifics of quantum
encryption methodologies, researchers aim to harness the dis-
tinct characteristics of quantum states, such as superposition
and entanglement, to ensure data confidentiality and integrity
in a manner that traditional encryption mechanisms cannot
match.

The insights gained from these studies provide valuable
building blocks for the future development of quantum
cryptographic systems, with potential applications ranging
from secure communication to advanced data protection
across various sectors. The exploration of techniques related
to Quantum Authentication represents a compelling frontier
in the realm of QC, as evident from the comprehensive
investigations conducted in studies [74], [75], [81], [82],
[84], [89], [90], [92], [94], [103]. These studies delve
into the intricate landscape of quantum-based authentication
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TABLE 12. Quantum cryptography techniques.

FIGURE 6. Quantum cryptography techniques.

methodologies, aiming to leverage the inherent properties of
quantum mechanics to enhance the security of authentication
processes.

A significant body of research has been dedicated to tech-
niques for the exploration of Quantum Attacks, as evidenced
by the extensive investigations conducted in studies [5], [62],
[64], [65], [66], [67], [68], [69], [70]. These studies delve
into the intriguing domain of exploiting vulnerabilities within

quantum cryptographic systems, aiming to uncover potential
weaknesses and devise countermeasures to bolster their
resilience. In reference [100], a remarkable advancement
in the field of QC is detailed. The study showcases
the successful implementation of entanglement-based QKD
between two ground stations situated 1,120 kilometers apart.
What makes this achievement stand out is that it was
accomplished without the necessity of trusted relays. The
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researchers achieved a finite secret-key rate of 0.12 bits per
second, underscoring the potential for establishing secure
long-distance quantum communication without relying on
intermediary components. This breakthrough signifies a
significant stride towards the practical utilization of QC
for ensuring secure communication across extensive geo-
graphical distances. Entanglement-based techniques are also
presented in [100], [104], [105], [106], [121], [145], [146],
[148], [152], and [165].
Quantum information can be encoded in discrete time

intervals using time-bin encoding techniques. This tech-
nique enhances quantum communication’s resilience to
noise and works especially well for long-distance trans-
mission [154]. Time-bin encoding techniques for quantum
communication are proposed in [154], [155], [156], [157],
and [158]. Researchers used high-dimensional arrival-time
encoding in conjunction with wavelength multiplexing
to create a multi-user QKD network in [154]. Utilizing
wavelength-multiplexed time-bin encoding, [155] experi-
mentally demonstrated high-dimensional quantum key dis-
tribution. Using a two-photon interference technique, [157]
propose and experimentally show a novel scheme for mea-
suring high-dimensional phase states that we call quantum-
controlled measurement. An efficient time-bin encoding
for practical high-dimensional quantum key distribution is
presented in [158]. In summary, QC techniques offer a
promising avenue for future network security to provide
fundamentally secure communication. These techniques
address vulnerabilities present in classical cryptographic
methods.

E. RQ5: ADVANCEMENTS AND CHALLENGES OF
QUANTUM NETWORKS
The creation of quantum networks, which use the principles
of physics to provide increased safety and allow secure com-
munication and transfer of quantum states, is the primary use
of quantum technology. Even though this field’s study is still
in its infancy, a number of organizations have begun building
quantum testbeds in order to explore and develop quantum
networks. The most common use case for quantum networks
at the moment is Quantum Key Distribution (QKD), which is
the focus of most testbeds. Future uses, on the other hand,
may involve more intricate systems with new capabilities
and technical developments, such as distributed quantum
computing, blind quantum computing, and quantum sensor
networks [179]. Global Quantum Intelligence’s ‘‘Quantum
Safe Outlook’’ study offers further in-depth information
about quantum networking [180].

In table 13 List of a few quantum networks has been
compiled to follow the development of quantum network
testing on a global scale. While some testbeds for quantum
networking are operating or have /blen retired, others are
still in the research stage. QUANT-NET is introduced in
article [130], which also describes its creation, design,
and key technology. By 2025, it is anticipated that the

US will have connected many national laboratories over a
quantum internet, per research reported in [131]. The Chicago
network is currently in use and employs Toshiba technology
together with quantum security mechanisms, as detailed in
the published article [132]. Other Quantum Testbeds include
DC-QNet [133], SECOQC [169], IEQNET [135], DARPA
Quantum Network [136], QuTech [173], China Mobile Ltd
QKD Network [172], EPB Quantum Network [137], Quan-
tum Scientific Computing Open User Tested (QSCOUT)
[138], Satellite Quantum Network [107]. Many organizations
like IBM, Google, Amazon, Azure, Microsoft, Alibaba etc.,
are working on providing cloud bases services using quantum
network and resources [181]. An IoT Quantum Network has
been proposed in [139].
Since Quantum Key Distribution (QKD) is the most

common use case for quantum networks, as previously
indicated, our main focus is on highlighting the developments
and challenges in QKD networks. As discussed earlier a
number of QKD networks have been proposed, helping to
test the use of various practical solutions. In contrast to the
current reliance on public-key cryptography, which relies on
complex computational challenges, the proposal of a QKD
network seeks to establish QKD protocols as the fundamental
framework for the Internet [132], [133]. This would provide
unconditional security key distribution. Correlation studies
on QKD networks have received significant funding from
several countries and academic institutes.

1) QKD NETWORKS
The specific features of QKD networks and the unusual orga-
nization of network architecture are the main reasons why
QKD networks differ from traditional telecommunication
networks. QKD nodes and QKD links are the fundamental
building blocks of the QKD network [182]. Figure 7 shows
that three layers are used in the QKD network’s structure. The
quantum layer is devoted to creating a reliable symmetric key.
Layer of key management is used to validate and manage
the key that was earlier created and the communication
layer is used to protect data in transit. In [109] three-
layer QKD network architecture is proposed. In the ITU-T
Y.3800 guideline [182] the conceptual frameworks of both a
QKD network and a user network are shown. QKD network
architecture recommended in [182] consists of six layers.
In [110] an architecture for the control and management of
Quantum Key Distribution Networks (QKDN) is put forth,
aiming to fulfill the requisite functionalities and validate its
proof of concept implementation. A different architecture for
optical networks secured by QKD, introducing the concept
of Key as a Service, has been suggested in [118]. This
architecture aims to overcome the challenges of robust
deployment and utilization of keys effectively.

2) ADVANCEMENTS IN QUANTUM NETWORK
A link layer protocol for quantum networks has been pro-
posed in [140]. This paves the way for platform-independent
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TABLE 13. Quantum networks.

software to be designed and implemented with scalable
control and application protocols [140]. A technique for
determining resource states that are optimized while requir-
ing the least amount of storage was presented in [141],
providing an entanglement topology that is customized
for a particular quantum network operation. In [142],
a realistic strategy for multidimensional quantum networks
is put out. The authors show that basic quantum optical
resources, such as weak coherent states, weak compressed
states, and linear optics, can be used to address these
difficulties. A routing protocol for optimal routing for
quantum networks has been proposed in [143]. The problem
of increasing the accessibility of Quantum Key Distribu-
tion (QKD) as a consumer technology is tackled by the
work in [153]. It creates the first-ever quantum network
connecting three separate countries by utilizing optical
fibers installed by telecommunications firms throughout
several European countries [153]. Techniques for improving
Quantum network routing algorithms have been proposed
in conjunction with the addition of quantum link evaluation
criteria [111], [112], [113], [114]. A QKD network-based
method for ensuring the security of electricity microgrids
was described in references [115] and [116]. Simutation-
based software frameworks for quantum networks are also
presented in [97] and [99]. In the year 2020, a scientific
experiment took place involving the ground stations located
in Delingha and Nanshan. These stations were separated by
a considerable distance of 1120 kilometers, as documented
in reference [100]. An effort to develop a quantum access
network that enables multimedia services linking optical
network units (ONUs) was described in [117]. Through the

use of a ‘‘N:N’’ splitter arrangement, this network permits
direct quantum and conventional connections between ONUs
at the same time. A theoretical investigation and proposal
for multi-users utilizing the idea of entanglement have been
provided in [104]. In order to smoothly integrate QKD into
optical networks and hence increase their security, a research
project proposed a Key as a Service architecture in [29].

The framework’s capability as a workable and realistic
candidate for the seamless incorporation of QKD into optical
networks was highlighted by the performance evaluation that
followed. A secret key assignment priority ordering policy is
suggested in [119]. This increases the likelihood that quantum
lightpaths will succeed in lessening the effects of blocking
in QKD optical networks. For QKD in Space-Air-Ground
Integrated Networks, [120] offers a resource allocation
strategy utilizing stochastic programming. An integrated
quantum communication network that stretches from orbit to
the earth is demonstrated in [121]. This network combines
a vast fiber network with more than 700 QKD links
as well as two quick satellite-to-ground free-space QKD
links. To achieve twin-field QKD, the sending-or-not-sending
protocol described in [122] is used. This eliminates the need
for a reliable repeater and enables the distribution of safe
cryptographic keys over a prolonged 511 km long-haul fiber
link that connects two faraway metropolitan areas. In [144],
a mechanism for distributing quantum keys over an 830-
kilometer cable using twin fields is described. A stable and
effective 1,000 km-long terrestrial quantum-secure network
is demonstrated in this paper. For QKD across optical
backbone networks, a novel network topology incorporating
a hybrid mix of trustworthy and untrusted relays is explained
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FIGURE 7. QKD network architecture.

in [123]. In addition to describing the architectural makeup
of trustworthy and untrusted relay nodes, this article also
develops corresponding models for network architecture,
expenses, and security. A software-defined network (SDN) is
used to implement a QKD network in [125], taking advantage
of its advantages such as resource conservation through
the identification of alternate routes and the monitoring of
links to ascertain whether router network conditions are
compatible with the requirements. The size of the changeable
quantum key pool must take into account a number of
things. In the beginning, security and accessibility must
be balanced. Larger key pools can support a wider range
of requirements, but they also increase security risks and
add complexity to resource management. As a result, it is
vital to balance security and accessibility, assuring both
the appropriateness of the necessary pool size and the
skillful administration and protection of keys [126]. [127]
addresses the problem of guaranteeing safe packet routing

in QKD networks at the highest achievable pace. This
article introduces Tandem Queue Decomposition, a novel
safe, and throughput-optimal method for the quick and
secure routing of data in QKD networks. Using wave-
length multiplexing and high-dimensional encoding based
on arrival timings, [154] created a multi-user Quantum Key
Distribution (QKD) network. For the widespread imple-
mentation of QKD networks, a variety of technologies are
available, including i) trusted relays [129], ii) untrusted
relays [123], iii) optical switches [117], [119], [126], iv)
quantum relay [128]. A Model-Driven Satellite Quantum
Communication Simulator has been developed recently as
a result of research work [183], and it is intended to
give flexibility and evolution in supporting new satellite
quantum communications situations. Research work [121]
that the network can be extended to a remote node more
than 2,600 kilometers away by merging fiber and free-space
QKD lines. This enables every user in the network to
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communicate with others across a maximum distance of
4,600 kilometers.
Free-Space and Satellite Quantum Communication: It is

imperative that space-based quantum networks are developed
in order to enable worldwide secure communication. These
networks overcome the restrictions of terrestrial infrastruc-
ture by ensuring safe and dependable data transfer over
great distances through the use of satellites and other space
technology [121], [163]. Communication may be shielded
from interference, interception, and other weaknesses by
using space-based technologies, which makes it an essential
part of global safe data transmission [146]. A thorough
framework for the conception, creation, application, and
use of quantum technology in space is presented in [146].
Intercontinental quantum communication over a distance
of 7,600 kilometers was demonstrated between Beijing
and Vienna in 2017 [163]. The quantum teleportation of
independent single-photon qubits over distances of up to
1,400 kilometers via an uplink channel between a ground
observatory and a low-Earth orbit satellite is presented
in research work [164]. The exchange of single photons
between amediumEarth orbit (MEO) satellite and the ground
station at the Matera Laser Ranging Observatory over a
distance of 7000km is reported by the authors in [145].
The work in [147] uses multiple photon degrees of freedom
to create new possibilities for the application of quantum
physics to space communications. Studies like [148] and
[150] show that satellite-based quantum communication is
possible even in the daytime. The experiment in [149]
shows that it is possible to identify individual photons that
satellites broadcast. A Stable, low-error, and calibration-free
polarization encoder for free-space quantum communication
is proposed in [151]. At Padova, optics for free-space
quantum communication is now being studied [152]. Eagle-1
is an experimental QKD system that will be sent into orbit by
the European orbit Agency in late 2025 [184].

3) DEPLOYED QKD NETWORKS
Several QKD networks employing fiber-based configu-
rations have been implemented in real-world scenarios.
Examples encompass the DARPA [177], SECOQC [169],
Tokyo QKD Network [170], SwissQuantum [171], Beijing-
Shanghai QKD [162], Madrid quantum network [185], and
Cambridge Quantum Network [109] QKD networks, space-
to-ground QKD network [121]. The deployment of quantum
key distribution (QKD) networks throughout Europe is
covered in the research article [166], which includes various
use-case examples. It describes testing carried out with
commercial QKD systems at end-user sites, under real-world
settings. An overview of global quantum key distribution
(QKD) deployments is given in the report, [162] with a
focus on important initiatives, innovations in technology,
and partnerships. It addresses issues including scalability,
infrastructure, and laws, as well as the reasons for using QKD
to protect communications from potential dangers posed by

quantum computing in the future. Important case studies
from QKD hotspots including Europe, North America, and
Asia highlight practical uses and advancements in QKD
integration into current networks [162]. Table 14 presents the
summary of deployed QKD networks.

4) CHALLENGES OF IMPLEMENTING QKD NETWORK IN A
LARGE SCALE
While there exists a limited number of extended-range
QKD implementations, a comprehensive knowledge of the
weaknesses of these networks to different forms of attacks
remains necessary. Prior to incorporating QKD networks
into key infrastructure sectors, this understanding may be
improved by adopting regulated benchmarking and analyzing
methodologies. In [54], certain challenges related to QKD
networks are outlined that go past hardware considerations.
These challenges encompass the intrinsic disparities inherent
in quantum communication and the efforts to address the
constraints and flaws existing at the physical level. Although
substantial advancements have been made in past years,
some prominent challenges persist when it comes to the
establishment of large-scale QKD networks. Within an
article, an exploration is conducted into primary challenges
associated with the large-scale implementation of QKD
networks, encompassing aspects such as distance constraints,
scalability, and interoperability, security, and resilience,
as well as cost-effectiveness and accessibility. The article
delves into how researchers are striving to address and
surmount these challenges [186].

5) FUTURE PROSPECT
Despite above mentioned difficulties, the QKD network
has made significant advancements recently, demonstrat-
ing its viability and potential in a variety of situa-
tions and applications. The future landscape of quantum
communication and information security is poised to be
significantly influenced by the QKD network, offering
new opportunities and perspectives in a variety of indus-
tries and fields. The QKD network is dynamically and
continuously changing, navigating new opportunities and
difficulties.

F. RQ6: STATE-OF-THE-ART ON QUANTUM
CRYPTOGRAPHY
QC, which is a ground-breaking method in the realm
of cryptography, draws on the ideas of quantum physics
and classical encryption. When compared to traditional
encryption, it has certain significant benefits, especially in
terms of unconditional security and the capacity to spot
eavesdropping efforts [55]. These qualities address important
communication security issues, offering substantial pos-
sibilities for protecting the future network. For assuring
the security of numerous applications QC is particularly
beneficial. Experimental research supports QC’s capability
for sniffer detection and unconditional security, indicating
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TABLE 14. Summary of a few QKD networks.

its applicability for securing future networks [55], [168].
With the use of quantum physics and cryptography, it is
possible to achieve theoretically perfect security. Because
of its fundamental nature, any eavesdropper will be quickly
identified before any critical information is sent [57]. The
necessary technology is still being developed, though, so that
its promise may be fully realized. Although certain hardware
parts may already be available commercially, they are still
regarded to be at a developing stage, and the protocols used
to perform secure communications with this hardware still
have space for development [47]. The study of QC relies
heavily on simulations, which give researchers a useful tool
to learn at a minimal cost. Researchers can gain valuable
information from simulations that can help direct future
developments in the subject [61]. This information supports
the creation of novel communication protocols and assists in
the continual improvement of real hardware systems [52].
Researchers may explore novel ideas and improve current
procedures through the iterative simulation-based research
process, ultimately paving the road for QC’s future [25],
[56]. The lack of urgency that is perceived, the practical
difficulties that come with QKD, and the lack of widespread
knowledge of its unique advantages are barriers to QKD’s
commercialization [192]. Given the potential uses for QKD in
political and military settings, overcoming these difficulties
necessitates critical government backing [53]. A collection
of policy proposals for promoting the growth of QKD are
presented in the study paper [178]. The foundation for a future
quantum internet will be laid by creating a strong backbone
QKD network, which will open up a variety of uses beyond
secure communications and greatly increase the value of the
network as a whole [15]. According to [193] there are various
QKD solutions in use right now. The BB84 protocol was
successfully deployed across a 100 km fiber link in 2008 by
the University of Cambridge and Toshiba [168]. For lengths
above 100 kilometers, the University of Geneva and Corning
Inc. in 2015 achieved the longest distance and maximum bit
rate [159]. Secure quantum key distribution over 421 km of
optical fiber is presented in [160]. The Defence Research
and Development Organisation in India tested its in-house
QKD system in 2020 [174]. Although it is impractical to
build optical linkages between all communication parties,

attempts have been made to carry out QKD across empty
space [146], [163], [165]. However, the signal-to-noise ratio
may occasionally be too low for practical use, thus this means
of communication is dependent on favourable air conditions.
However, successful free space QKD tests have been carried
out in China and Los Alamos [39], [60]. The QKD network is
expanded to a remote node more than 2,600 kilometers away
by merging the fiber and free-space QKD link, according to
study in [121].
Several governments and academic institutions are

presently using QC for safe key distribution [162]. To make
this procedure easier, several organizations have created
specialized quantum networks [161]. For Quantum Commu-
nication, a broad range of protocols have been put forth, and
a lot of study has been done globally to evaluate and confirm
their security [40]. KEEQuant in Germany [175] have
introduced QKD systems to the commercial sector. Other
businesses are actively working on research and development
to produce QKD systems [161]. Quantum Communication
systems have also been commercially implemented and
demonstrated to show how useful this technology is [161].
These initiatives are intended tomitigate possible weaknesses
brought on by advancing quantum computing [61]. Table 15
shows the existing research work in the field of QC
technology [161], [194]. The market for QC is now estimated
to be worth $128.9 million globally as of 2022, and by
2026, it is expected to grow dramatically to a revised size
of $291.9 million, representing a strong Compound Annual
Growth Rate (CAGR) of 20.8%. Notably, the United States
now controls the greatest market share, accounting for 37.5%
of the worldwide market, with China expected to surpass
it in 2026 with a predicted market value of $40.6 million
USD [194]. By 2030, the QC Market is expected to reach
a worth of USD 455.3 million, according to research done
by Fortune Business Insights. Within the forecast period of
2023 to 2030, its growth trajectory is expected to advance
at a Compound Annual Growth Rate (CAGR) of 19.8%
[195]. Researchers from China and Austria made history in
2017 when they successfully created the first international
video connection using quantum encryption [187]. China
and Austria set up a satellite link in January 2019 to
allow for the exchange of quantum-encrypted data, including
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TABLE 15. Existing research work in quantum cryptography.

photos and a video feed. This was a major first step
towards the creation of a safe ‘‘quantum internet’’ [188].
Research documented in reference [107] disclosed the
pioneering achievement of conducting a satellite-to-ground
quantum communication experiment, spanning a distance
of over 1200 km. In 2020 Verizon achieved the milestone
in future-proofing data from hackers [189]. The first
commercial experiment of a quantum-secured metropolitan
network was presented by BT and Toshiba [190], [191].
Businesses are realizing more and more how important it
is to use these solutions [181], QC becomes increasingly
important in protecting our data and communications in the
future. Findings related to this section are gathered from
the analysis of these [5], [20], [25], [26], [30], [33], [39],
[48], [52], [53], [55], [56], [60], [168] research work in
literature.

G. RQ7: FUTURE RESEARCH ON QUANTUM
CRYPTOGRAPHY
Future Implementation of QC:

The remarkable advantage of QC over conventional
techniques has become more and more clear as it continues
to be improved and developed. QC is still a relatively new
and developing idea for many people and companies in the
current environment. For their security requirements, most
consumers continue to rely on non-quantum technologies.
But this young technology is developing really quickly, with
constant innovations. The need for increasingly advanced
and reliable security solutions grows in tandem with these
developments. Quantum computing’s upcoming general use
is anticipated to spark a paradigm change in the field
of cryptography. One of the most sought-after technical
developments in both the public and commercial sectors is
likely to be QC. It is becoming increasingly clear that this
cutting-edge sector has the capability to reform data security
and transport. The emergence of QC and quantum computing
holds the possibility of leading in a new age of security
when encryption techniques are essentially impermeable to
traditional computing approaches. QC’s uses are expected to
grow in the near future as it develops, touching on everything
from financial organizations and political organizations to
regular technological contacts. The security environment will
change as organizations work to exploit QC’s unprecedented
capacity to protect sensitive data from an ever-evolving
range of cyber threats. In conclusion, QC is still in its
early phases but already shows incredible promise and

supremacy. QC will surely become a crucial pillar of the
digital future as the combination of quantum computing and
encryption redefines security paradigms and raises protection
to previously unheard-of heights.

Some of the other future research directions are listed
below.

• QKD Protocols
• Quantum Repeaters
• Post-Quantum Cryptography
• Quantum Network Architectures
• Quantum Entanglement
• Quantum Hacking and Countermeasures
• Quantum Cryptographic Protocols for New
Technologies

• Quantum Communication in Space
• Quantum Cryptography Standards
• Quantum-Secured Multi-Party Computation
• Quantum Cryptographic Hardware
• Quantum Cryptography in Cloud Computing

VI. THREATS TO VALIDITY
The validity of this study could be compromised by a number
of possible dangers.We adhered to Kitchenham and Charters’
SLR criteria [45] in order to reduce these hazards. The four
primary categories of validity threats—construct validity,
external validity, internal validity, and conclusion validity—
are used to evaluate the risks that have been identified
[196], [197].

A. INTERNAL VALIDITY
The degree to which particular circumstances affect the
outcomes and analysis of the retrieved data is referred to as
internal validity. Internal validity risks in this study could
materialize in the following stages of the SLR:

1) SEARCH STRATEGY
As mentioned by [198], there is a chance that perti-
nent primary studies could be missed because of the
search strings chosen and the overlap between the
studies that were chosen. This is especially true when
employing the snowballing approach. In Section IV-C,
we outlined the search technique in detail to address
this. The final search string was created using search
phrases that were further improved via consensus sessions
once a complete grasp of the research questions was
obtained.
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2) STUDY SELECTION AND QUALITY EVALUATION
The most pertinent studies were found by applying the
inclusion and exclusion criteria described in Section IV-C
to the search results. Next, each chosen study’s quality
was assessed based on the evaluation standards outlined in
Section IV-D.

Data extraction: In SLR studies, personal bias presents a
serious risk to data extraction. In Section IV-C, we developed
a data extraction technique to guarantee consistency in the
extraction of pertinent information in order to lessen this.
As advised by [196], all writers took part in discussion
meetings to clear up any ambiguities and confirm the
information.

3) DATA SYNTHESIS
Improper categorization and mapping of data might lead
to biased conclusions. Following the theme classification
standards supplied by [199] allowed for the mitigation of this
hazard. Furthermore, the acquired data was analyzed using a
combination of quantitative and qualitative techniques.

B. EXTERNAL VALIDITY
The degree of generalizability of the study’s findings is
referred to as external validity. We attempted to improve
generalizability, albeit we do not claim complete generaliz-
ability, by giving a concise summary of quantum software
architecture, rationally arranging the data, and adhering
to a strict SLR procedure. In order to choose the most
pertinent peer-reviewed research and digital repositories,
we followed the recommendations provided in [46]. Together
with the SLR methodology and data extraction mechanism,
the methodological features presented in Section IV and
Figure 3 can aid in the identification of new studies and
research issues. The goal of this strategy is to reduce risks
to external validity.

C. CONSTRUCT VALIDITY
Making sure that the ‘‘data items’’ chosen from research
appropriately reflect thematerial under examination is known
as construct validity. There is a chance that data extraction
was done incorrectly, maybe as a result of using the wrong
search terms or omitting pertinent publications. In order
to reduce this, we conducted research quality evaluations,
developed inclusion/exclusion criteria, held group meetings
to finalize the search string, and used a data extraction form
to reduce interpersonal bias. To increase relevancy, the search
term was additionally modified to fit the unique qualities of
each database that was chosen.

D. VALIDITY OF CONCLUSION
The study’s conclusions’ level of plausibility and credibility
is referred to as conclusion validity. As stated in Section IV,
we used stringent selection criteria to guarantee that only
high-quality studies with distinct objectives and assessments
were included for analysis [45]. Even though this SLR offers

insightful information, more work will be needed to modify
the findings if new research becomes available, going outside
the purview of the study at this time.

VII. CONCLUSION
Quantum cryptography has a greater impact than public
key encryption technology. It has the ability to do what
traditional encryption cannot, which is important since we
expect the future development of quantum computers with
super-computing powers. QC distinguishes itself with two
key benefits: First off, it gives authorized communicators
the ability to quickly identify possible buggers and take
the necessary precautions. Second, QC makes sure that,
despite their enormous processing power, eavesdroppers
cannot compromise the quantum key. QC therefore becomes
a vital technique for ensuring the communication security
of upcoming networks. Both theoretical developments and
experimental achievements have advanced significantly in
recent years. With the help of these developments, QC will
soon be widely used in network communications, ushering in
a new era of quantum information. The ongoing development
of QC gives reason to believe that the protection of
communication security is about to undergo a revolution
as we approach the dawn of the quantum communication
era. In conclusion, this thorough systematic literature review
has explored the complex world of QC. It has methodically
investigated a variety of important research issues, starting
with the investigation of the many uses of QC to guarantee
network security in the quantum age. Additionally, it has
looked at how quantum attacks can affect the future security
of network communications. The review has not only pointed
out and analyzed the difficulties and problems that QC faces,
but it has also uncovered the complex methods that are
used in this area. Additionally, it has examined the dynamic
environment of QKD networks, highlighting the most recent
developments and difficulties that will influence the direction
of internet security. The review has carefully examined
previous studies during this study, offering insightful analysis
and discoveries that advance our understanding of QC’s
importance in the field of network security. As we come to
a close, this literature analysis has also cast its eyes ahead,
providing a glimpse of prospective research avenues that still
need to be explored in the constantly developing field of QC.
We aspire to open the door to a more safe and reliable digital
future in the quantum age by combining our expertise and
research in this manner.
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