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Imperfect bit-and-basis encoders compromise the security of quantum key distribution (QKD) systems via modu-
lation flaws, side channels, and inter-pulse correlations, which invalidate standard security proofs. Existing results
addressing such imperfections suffer from critical limitations: they either consider only specific flaws, offer an un-
reasonably poor performance, or require the protocol to be run very slowly. Here, we present a finite-key security
proof approach against coherent attacks that incorporates general bit-and-basis encoding imperfections (including
modulation flaws, side channels, and inter-pulse correlations) while achieving significantly better performances
than previous approaches and requiring only partial characterization.
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1. INTRODUCTION

Quantum key distribution (QKD) can theoretically achieve
the Holy Grail of cryptography, unconditional security against
eavesdropping. However, in practice, discrepancies between the
mathematical models assumed in security proofs and the ac-
tual functioning of the devices used in implementations prevent
it from reaching this goal. Device-independent QKD [1-3] is
currently not a satisfactory solution to this problem, as its per-
formance is extremely poor [4-7] and, in any case, its security
proofs assume that the user devices leak absolutely no infor-
mation to the outside [8,9]. On the other hand, measurement-
device-independent (MDI) QKD [10] provides a practical
approach to guarantee security with arbitrarily flawed receivers
while achieving high performance. Thus, the remaining chal-
lenge is ensuring the security of QKD with imperfect sources,
such as sources that suffer from imperfections and side channels
in the encoding of bit-and-basis information.

So far, all efforts in this regard [11-16] have come at a price;
some proofs are suitable only for particular encoding imperfec-
tions such as qubit flaws [14], while others severely compromise
the system’s performance, i.e., its repetition rate [15-18] and
maximum achievable distance [11-13] (see Section 3). Here,
we overcome these crucial problems by presenting a security
proof in the finite-key regime against coherent attacks that can
incorporate bit-and-basis encoding imperfections and side chan-
nels while achieving much higher performances than previous
approaches. Our approach unifies ideas from the quantum coin

2837-6714/25/060001-07 Journal © 2025 Optica Publishing Group

[11-13] and loss-tolerant [14] security analyses in a way that
naturally preserves their respective advantages—including their
validity against the most general attacks allowed by quantum me-
chanics without any sequential restrictions—while overcoming
their respective limitations. Moreover, our proof requires only
partial state characterization, which facilitates its application to
real-life implementations.

2. RESULTS

2.1. Partial State Characterization Assumption

For ease of discussion, in the main text, we present our security
proof approach by considering its application to an imperfect
BB84 [19] protocol; in Supplement 1, we provide a general de-
scription of our approach and explicitly show how to apply it to
other schemes. More precisely, here we consider that, in each
round k, the sender (Alice) probabilistically selects a setting
Jj€{0z,14,0y, 1} and sends a signal in the state p;k) to the re-

ceiver (Bob). The states p;k ) are partially characterized: they are
known to be e-close (in terms of fidelity) to some characterized
states {|¢f>3}f’ ie.,

(@0 19)) 21—, (1

for known 0 < € < 1, which could more generally depend onj. In
this discussion, for concreteness, we will assume that {|¢) B} ;is
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any set of qubit states, including flawed versions of the eigen-
states |j), of the Pauli operators. We remark, however, that
{i¢;) B} 7 could more generally be any set of characterized states
(see Section 4 of Appendix A).

We refer to the deviation between |¢ j>B and |f) z as the qubit

flaw, and to the deviation between pj(.k) and |¢;) 5 3 the side
channel. Equation (1) is general in that it is not necessary to
specify the cause for a non-zero ¢; it can cover any kind of
practical passive information leakage, such as those due to
mode dependencies [20-22], electromagnetic or acoustic radia-
tion [23], or power consumption [24]; and any kind of practical
active information leakage, such as those due to Trojan-horse at-
tacks (THAs) [15,16,25-27]. The partial state characterization
assumed by our security proof is useful because some imper-
fections could in principle live in arbitrarily high-dimensional
spaces, making it extremely challenging to fully characterize
them in practice.

In our main text discussion, for concreteness, we will con-
sider that the emitted states are pure, and we will not mark their
possible dependence on the round k, i.e., we will assume that
p](.k> =y )yl 5 However, we remark that our security proof is
directly applicable even if the emitted states are mixed and/or
different for different rounds &, as long as Eq. (1) holds (see Sec-
tion 1 of Appendix A). We also remark that our security proof
is applicable even if the emitted states are correlated, although
in this case, one needs to consider a modification to Eq. (1)
and to the post-processing step of the protocol (see Section 3 of
Appendix A).

Due to Eq. (1), the emitted states |y ,-)B, which we denote by
|y/j(ej))B hereafter, can be expressed as [15]:

(€)= 1= €j1b)), + V& 197) @)

which is simply a state expansion in the basis {|¢ ;) B \gl)})B}.
Here, 0<e¢ <€, and |¢>jl)B could be any state orthogonal to
;) B which implies that {ly;(c;)) B}f could be linearly inde-
pendent when ¢ #0. Importantly, this fact makes the system
inherently vulnerable to channel loss, as Eve could exploit it
to enhance the distinguishability of the emitted states caused
by the side channels. For example, she could perform an un-
ambiguous state discrimination (USD) [28] measurement and
ensure that conclusive (inconclusive) events result (do not result)
in detections. This implies that, if ¢ and the observed channel
loss are high enough, Eve could have learned Alice’s setting
choices for all detected rounds without introducing any errors,
and no security proof can provide a positive key rate. On the
other hand, qubit flaws do not cause this vulnerability, as in their
presence {|y j(O) ) B} ; remain linearly dependent, and there is no
USD measurement for linearly dependent qubit states.

Side channels and qubit flaws are thus qualitatively different,
and to achieve the best possible performance, security proofs
should treat them differently. However, so far, no security proof
achieves this satisfactorily. The loss-tolerant (LT) analysis [14]
deals with qubit flaws tightly, and in fact shows that they have
almost no impact on the secret-key rate, but cannot be applied in
the presence of side channels, i.e., when € > 0. Conversely, the
quantum coin analysis [11-13] can be applied in the presence of
both qubit flaws and side channels, but does not take into account
their qualitative difference, and thus offers an extremely pes-
simistic performance for the former. Meanwhile, recent attempts
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to combine the strengths of both analyses, such as the reference
technique (RT) [16] (see also [15]), require an additional se-
quential assumption [17,25,29] that restricts the repetition rate at
which the protocol can be run, severely reducing the secret-key
rate obtainable in practice.

2.2. Security Analysis

Here, we introduce a security proof approach that solves all
these drawbacks. To illustrate how, in this discussion, we con-
sider a particular instance in which the qubit components can be
expressed as:

W;(0)), =1$,), =08(0,) [02) 5 +sin(0)) 1125, (3)

where 0;= (1+ 6/n)(pj/2, @€ {0,0,01/2,3m/2} for je
{0£,1,,0y, 1%}, and & € [0, o) represents the magnitude of the
qubit flaws. We emphasize that this is just a specific example for
illustration purposes, and that our general security proof, pre-
sented in Supplement 1, can be applied regardless of the specific
form of the states {|¢ i) B} - Moreover, without loss of generality
(see Supplement 1), we consider that ¢; = ¢ for all j. The sifted
key is generated from the detected key rounds, i.e., the rounds
in which both Alice and Bob select the Z basis and Bob obtains
a bit value. In these rounds, instead of emitting lwo,(€)) 5 and
ly1,(€)), randomly, Alice could have generated the entangled
state,

1
2

and measured the ancillary system A in the Z basis. The amount
of privacy amplification that needs to be applied to turn the sifted
key into a secret key is directly related to the phase-error rate e,
which is defined as the error rate that Alice and Bob would have
observed if, in the detected key rounds, Alice had measured sys-
tem A in the X basis (X, ), complementary to the Z basis, and Bob
had used his actual X-basis measurement (Xz). This is the case
for security proofs based on the leftover hashing lemma with
the entropic uncertainty relation [30-34], and for those based on
phase-error correction [13,35-37], which have been shown to be
essentially equivalent [38].

The phase-error rate cannot be observed directly, and the goal
of the security proof is to estimate it using the data obtained in
the experiment. A common approach is to use the observed X-
basis bit-error rate ey. By noting that Alice could have replaced
her X-basis emissions by the generation of

W) 5= = (1020, 1w, (), + 110, Iy 1, (e)),). (8)

1
I¥x(€))ap= E( 10x)4 oy (€)), = 11x)a w1, (€)) ). (5)

one can define e, and ey as the error rates associated to the mea-
surement of X, and Xp on the detected rounds in which Alice
prepares |¥;(€)),5 and [¥x(¢)) , 5. respectively. If § and € are
close to zero, |¥4(€)), 5 and [¥x(€)) 4 5 are close to each other,
implying that ey, and ey should also be relatively similar. This
intuition was formalized in [11-13] by introducing the quantum
coin state,

1
E(|OZ>C|\I’Z(€)>AB+HZ)Cl\I’X(E))AB)’ (6)
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and then considering that Alice probabilistically selects one of
the complementary bases Z or X~ to measure the coin C. In par-
ticular, these works showed that the deviation between e, and ex
can be bounded by a function of the fraction of events in which
Alice obtained X~ = 1 amongst the detected events in which she
selected X. Of course, since in the real protocol Alice’s coin
is actually classical, this fraction cannot be observed. Instead, it
can be upper bounded by considering the a priori probability that
Alice obtains X = 1, given by %(1 —Re(¥,(€)|¥x(€))ap),and
assuming the worst-case scenario in which all events such that
Xc =1 are detected. However, the need to assume this scenario
leads to a bound on e, whose tightness deteriorates as the chan-
nel loss increases. The speed at which this occurs depends on
the probability to obtain X~ = 1, which grows with both § and
€. In the case of ¢, this behavior is expected, as the effect of the
side channels can be enhanced by Eve in the presence of loss.
However, as previously discussed, this is not the case for qubit
flaws, leading to a very loose bound when & > 0. The solution to
this limitation is the key to our security proof, and to understand
it, it is helpful to first review the LT analysis, which is tight for
S > 0 but only valid when € = 0.

The main idea of the LT analysis is to consider the state result-
ing from the measurement of X4 on [¥£(0)), 5 by re-expressing

|\I’Z(0)>AB = \' 1- qo |OX>A ‘V/virO(O))B + ‘/q_OHX)A |l//vir1 (0)>B
with go =5 (1-Re(yo, 0y ,(0))p); we call lyyp(0),
(B €10, 1}) the virtual states. That is, Alice emits [y y;0(0)),
(I vir1 (0))5) with probability 1 —gg (o), and the estimation
of the phase-error rate is reduced to the task of estimating the
Xp detection statistics of these virtual states. By using the fact
that when ¢ =0 the emitted states are qubit states, one can
always find an operator form a linear relationship between
the actual states and the virtual states. We remark that these
linear relationships can always be derived regardless of the
form of the qubit states {|y;(0)) B} 5 the general procedure to
do so can be found in [39, Appendix B] and is discussed in our
Supplement 1. When the qubit states have the particular form
in Eq. (3), one such linear relationship is given by:

|l//vir0(0)><l//vir()(0)|3 = |W0X(0))<W0X(O)|B > (7)

1 1wo,(0))(wo,(0)], + 1y yir1 (0))(wyir1 (0) 5
=21y, (00 Ny 1, (0], +c3ly 1, (0w, (0),.  (8)

where

_ cos(xir/2)

~ cos(xar) —cos(xa/2)’
_cos(xa/2)

B 1+ cos(xmr/2)

~ cos(xm/2) —cos(xm)’

C:

9

C3:

with « = 1 + § /ar. The existence of such linear relationships im-
plies that the X detection statistics of the virtual states can be
determined exactly using the observed X detection statistics of
the actual states, including basis-mismatched events. As a result,
the LT analysis allows a tight estimation of ey, even in the pres-
ence of high loss, and offers a key rate that is almost independent
of § when ¢ =0.
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The key idea of our proof to extend this behavior to the
case € >0 is to combine the quantum coin analysis and the LT
analysis through the notion of the target and reference states in-
troduced by the RT [16]. Note that, when € > 0, the relationships
in Egs. (7) and (8) do not hold exactly, but do still hold approx-
imately if € = 0, irrespectively of the value of 5. We use this fact
to construct a quantum coin state for which the probability to
obtain X~ =1 is almost independent of .

First of all, rather than considering [¥z(¢)), g, Which is a
purification of a convex combination of |y yixo(€)){Wyiro(€)lp
and |y i1 (€)){wyir1 (€)]5 taken according to the probabilities
1-g, and g, = %(1 —Re(w,(€)ly,(€))p); we consider in-
stead a purification of a convex combination of the LHS of
Egs. (7)and (8) taken according to these probabilities (followed
by normalization), i.e.,

1

|\IlTar(€)>DAB R ——
"1 +C1q€

+ae 1D p (Jer 1004 1wo, (), + 14 Wi (€))) |- (10)
Then, we define the target statistics as the error rate associated to
the measurement {|0), , |1),} and Xz on the detected rounds af-
ter Eve’s attack, i.e., the statistics of the outcomes (|0), Xz =1)
and (|1)p, X = 0). Note that, since this measurement commutes
with the measurement {|0), , |1) 4}, the target statistics can be re-
garded as a mixture of the phase-error statistics and the statistics
of the events in which Alice emits |1//OZ(€))B and Bob obtains
Xp =0, with the latter being observed in the actual protocol.
Therefore, if we can estimate the overall target statistics, we can
estimate the phase-error rate.

To do so, we consider a purification of a similar convex
combination of the RHS of Egs. (7) and (8), i.e.,

1
[WRet(€)) pag = ‘/1:[\“ =qc10)p 104 lwo, (€))
+C19,

+ 7 Dp (Y2 104 w1, (€)) , + s 1) w1 (e)) )]s
(11)

where the orthonormal basis {|0") 4 , /1) 4} has been chosen such
that (W1, (0)) pa g = [VRer(0)) p g g» Which is always possible due
to the equality in Eq. (8). As before, we define the reference
statistics as the error rate of the measurement {|0),,|1),} and
Xp on the detected rounds after Eve’s attack. Since this mea-
surement commutes with the measurement {|0),,[1"),}, the
reference statistics can be regarded as a mixture of the statis-
tics of the events in which Alice emits \WOX(6)> 5 and Bob
obtains Xp = 1, and the events in which Alice emits |y/12(e))B
orly (€) )B and Bob obtains Xp = 0, all of which are observed.
In other words, the reference statistics can be determined using
the data acquired in the actual protocol.

Finally, we define the loss-tolerant quantum coin state as:

[ 1- de |0>D |0>A |l//vir0(€)>3

|\I’LTcoin(5)>CDAB

= %( |OZ>C |\I1Tar(€)>DAB + |IZ)C |\I’Ref(€)>DAB )s (12)
and bound the deviation between the target and reference statis-
tics by considering the probability to obtain X-=1, given
by %(1 —Re(Wr, (€)1 WRer(€))pag)- When S > 0, the resulting
bound on the phase-error rate is much tighter than in the orig-
inal quantum coin analysis, since Re(Wr,.(€)|¥ger(€))pap is
almost independent of §, while Re(¥ 7 (€)|¥ x(€))pap decreases
rapidly as & increases.
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To turn the above argument into a full security proof against
general attacks, there remains a loose end to tie up. Unlike in
the original quantum coin analysis, it is not possible to assume
here that Alice replaces her actual source by the generation
of Eq. (12) in all rounds, since the statistics of Alice’s source
differ in general from those of Eq. (12). Instead, we consider
that Alice randomly samples her emissions, where the sampling
probabilities depend on her emitted state and are chosen such
that a sampled emission is equivalent to that originating from
Eq. (12). As shown in Supplement 1, this allows us to apply the
above analysis to estimate the number of phase errors within the
sampled rounds, and then extend this estimate to all rounds via
known statistical results, thus obtaining a bound on the overall
phase-error rate that is valid even in the finite-key regime. We
note that the proof merely relies on the idea that Alice could in
principle sample her emissions; in the actual experiment, how-
ever, Alice does not actually need to perform this sampling step,
nor to decide which sampled rounds correspond to measuring
the quantum coin in the Z. or X bases. The latter is another
improvement over the original quantum coin analysis, which re-
quires Alice to actually assign each round of the protocol to
either the Z- or X basis, and discard the data of the rounds
assigned to X [40].

A critical advantage of our security proof is that it allows
the protocol to be run at high repetition rates, unlike some
previous approaches that address source imperfections. In par-
ticular, the RT [16], while sharing many of the advantages of
our approach (including the ability to incorporate side chan-
nels and resilience to qubit flaws), requires the assumption
that the probability that Alice selects a particular bit-and-basis
choice in round k must be independent of Bob’s previous k — 1
measurement outcomes. This independence condition can only
be guaranteed if Eve’s attack is sequential, that is, if she is
prevented from correlating Bob’s measurement outcomes with
Alice’s setting choices in later rounds. In practice, enforcing
this sequential condition requires running the protocol slowly
such that Alice’s emitted pulses could not possibly have influ-
enced Bob’s previous outcomes, even if Eve wanted to correlate
them.

In contrast, our security proof directly guarantees security
against the most general attacks allowed by quantum mechan-
ics without any sequential restrictions, thus enabling high-speed
operation. The key technical insight is that our proof is based on
bounding the deviation between the reference and target statis-
tics by considering that Alice generates the quantum coin state
in Eq. (12), and then deriving a quantum coin inequality through
the application of the Bloch sphere bound to each coin system
C. To derive this inequality, we consider that Eve performs a
coherent attack on all rounds simultaneously, after which Bob
performs basis-independent quantum non-demolition measure-
ments to determine which rounds are detected, and then Alice
and Bob measure the systems corresponding to the detected
rounds. Crucially, the coin system C corresponding to any par-
ticular detected round k always remains a qubit system, even
when conditioning on Eve’s global attack, on Bob’s detection
outcomes for all rounds, and on all of Alice’s and Bob’s previous
measurement outcomes in detected rounds 1 through k — 1. As
a result, we obtain a quantum coin inequality that relates the ex-
pectation values for the outcomes on round k conditional on any
outcomes in rounds 1 through k£ — 1. We then apply concentra-
tion inequalities such as Azuma’s inequality or Kato’s inequality
[41] to relate the conditional expectations to the actual statis-
tics observed in the protocol. Importantly, all our proof steps
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Fig. 1. Asymptotic secret-key rate obtainable using our proof as
a function of the distance (km) for the BB84 (solid lines) and three-
state (dashed-dotted lines) protocols. We assume & = 0.063 [21,44]
and consider several values of €.

hold regardless of any correlations Eve might introduce between
rounds.

We remark that, while in this section we have focused on
the prepare-and-measure BB84 protocol for clarity, our secu-
rity proof approach is broadly applicable to other QKD pro-
tocols as well. For example, it can be directly extended to
standard MDI-QKD [10]. Since MDI-QKD eliminates all detec-
tor side channels while our proof addresses transmitter imper-
fections, combining these approaches enables security against
both source and measurement-device imperfections. The exten-
sion to MDI-QKD follows naturally because the bit-and-basis
encoding imperfections at each transmitter can be incorporated
using the same loss-tolerant quantum coin technique described
above. Furthermore, our approach can be applied to other pro-
tocols, including three-state protocols and even an MDI-type
protocol in which the users send non-phase-randomized coher-
ent states [26], demonstrating the versatility of our techniques.
For the full analysis of these scenarios, see Supplement 1.

3. DISCUSSION

Now, we apply our loss-tolerant quantum coin analysis to eval-
uate the secret-key rate obtainable for BB84-type protocols in
the presence of both qubit flaws and side channels, and discuss
our findings by drawing a comparison with previous analyses.
For the simulations, we assume the following parameters: error
correction inefficiency f = 1.16, detector dark count probabil-
ity p;= 1073 [9,42], detector efficiency 7,=0.73 [42], and a
repetition rate of 2.5 GHz [43].

In Fig. 1, we plot the achievable secret-key rate in bits per
second for both the BB84 and three-state protocols when using
our analysis. We consider & = 0.063, following the experimen-
tal results reported in [21,44], and several values of €. For both
protocols, the key rate is sensitive to the value of ¢, which is
expected, as higher values of ¢ make it easier for Eve to discrim-
inate the emitted states in the presence of channel loss. When
€ =0, both protocols offer the same secret-key rate, as already
known [14]. However, consistently with previous results [25],
we find that, for ¢ > 0, the additional state emitted in the BB84
protocol results in a tighter phase-error rate estimation, which
translates to higher key rates.
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Fig. 2. Asymptotic secret-key rate obtainable using our proof as a
function of the distance (km) for the BB84 protocol, compared with
that of the original quantum coin (GLLP) [11-13] and reference
technique (RT) [16,25] analyses. We consider the values € = 10~°
and & €{0,0.063}.

In Fig. 2, we compare the secret-key rate obtainable using our
proof with that of the original quantum coin analysis [11-13]
and the RT analysis [16,25]. We consider the BB84 protocol,
since the original quantum coin analysis cannot provide any
key for the three-state protocol. Also, we fix € = 107, and con-
sider the presence (6 =0.063) and absence (& =0) of qubit
flaws. When there are no qubit flaws, our proof converges to
the original quantum coin analysis. However, in their presence,
the secret-key rate offered by our proof decreases only very
slightly, while that of the original quantum coin analysis de-
creases dramatically. As already mentioned, applying the RT
requires running the protocol sequentially, which limits the rep-
etition rate. Therefore, for the RT, rather than using 2.5 GHz,
we determine the maximum repetition rate under the restriction
that Alice only emits a pulse after Bob has finished his measure-
ment of the previous pulse. For this calculation, we assume a
standard fiber in which photons travel at about 2/3 of the speed
of light [45]. As can be seen in Fig. 2, this significantly restricts
the secret-key rate achievable using the RT after the first few
kilometers. We note that this sequential condition, which is also
imposed by security proofs based on the generalized entropy
accumulation theorem [17,29], is not required by our security
proof, as discussed in Section I.B. In Supplement 1, we explain
at length why this is the case.

In Figs. 1 and 2, we have assumed the asymptotic regime in
which the total number of emitted pulses, N, approaches infinity.
However, our security proof can be applied to secure practical
QKD implementations with a finite N. In Fig. 3, we show the
achievable secret-key rate for several values of this parameter.
For large N, the performance approaches that of the asymptotic
regime.

4. CONCLUSION

We have introduced a security proof approach that can ensure the
finite-key security of QKD protocols against the most general
attacks allowed by quantum mechanics (i.e., coherent attacks) in
the presence of bit-and-basis encoding imperfections. As Fig. 2
demonstrates, our analysis achieves significantly higher secret-
key rates than previous results in the presence of both side
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Fig. 3. Finite-size secret-key rate against general attacks obtain-
able using our proof as a function of the total number of emitted
pulses N. We consider the BB84 protocol, € = 107%, § = 0.063, and
we set the correctness and secrecy parameters of the final key to
€ €eer = 10710,

corr — - secr

(=]

channels and qubit flaws, guaranteeing the security of practical
QKD setups without compromising their performance. More-
over, it does not need any characterization of the side channels,
other than an upper bound on their overall magnitude. Im-
portantly, when applied to the BB84 protocol, the asymptotic
performance of our security proof is essentially optimal given
its partial characterization assumptions [46].

While our security proof represents a significant advance
in addressing implementation imperfections while relaxing
the need for full characterization, several important chal-
lenges remain for achieving truly secure QKD in practice.
On the experimental front, accurately determining the param-
eter ¢ that bounds the magnitude of side channels remains
a difficult task. Real QKD systems may suffer from multi-
ple side channels simultaneously—including mode dependen-
cies, setting-dependent correlations, electromagnetic radiation,
acoustic emissions, power consumption variations, and suscep-
tibility to Trojan-horse attacks—each requiring careful char-
acterization, and new unexpected side channels are still being
discovered [22]. The total ¢ must account for all these leak-
age channels combined, and obtaining tight bounds requires
sophisticated measurement techniques with very high accuracy
and extremely low noise. Furthermore, as we have shown, if
€ is too large, the system becomes vulnerable to USD attacks
that can completely compromise security. This places stringent
requirements on experimental implementations to minimize
side-channel leakage through careful engineering, shielding,
and isolation techniques. Modulator-free [47] and passive QKD
[48,49] represent a promising approach to eliminate the side
channels introduced by active components, and our techniques
have been adapted to incorporate residual side channels in such
setups [50].

On the theoretical front, while our proof addresses bit-and-
basis encoding imperfections, extending it to simultaneously
handle imperfections in decoy-state implementations remains
an open challenge. Decoy-state QKD is crucial for practical
implementations using weak coherent pulses, but decoy-state
modulators can introduce their own side channels (including
correlations in intensity modulation and phase randomization)
that are not fully covered by our current analysis. Although we
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discuss in Supplement 1 how our techniques could potentially
be extended to address some of these issues, and simple imper-
fections like intensity fluctuations can be readily incorporated,
a comprehensive treatment of general decoy-state imperfec-
tions—particularly in the finite-key regime—requires further
theoretical development.

Despite these challenges, the techniques we have developed
demonstrate considerable flexibility and broad applicability.
While we have focused on the prepare-and-measure BB84 pro-
tocol for clarity in the main text, our security proof approach
can be extended to many other QKD protocols. For example, it
can be applied to MDI-QKD [10]. Since MDI-QKD eliminates
all detector side channels while our proof addresses transmit-
ter imperfections, combining these approaches enables security
against both source and measurement-device imperfections. The
extension to MDI-QKD follows naturally because the bit-and-
basis encoding imperfections at each transmitter can be incor-
porated using the same loss-tolerant quantum coin technique.
Furthermore, our approach can be applied to other protocols,
including three-state protocols and even an MDI-type proto-
col in which the users send non-phase-randomized coherent
states [26], demonstrating the versatility of our techniques (see
Appendix A and Supplement 1 for detailed analyses of these
scenarios). Moreover, as shown in [51], our security proof can
be combined with the result in [34] to incorporate also detection
efficiency mismatches in Bob’s setup, going beyond previous
attempts at simultaneously addressing source and detector im-
perfections [52,53] in terms of generality and applicability in the
finite-key regime. Beyond QKD, our techniques may also prove
useful for other information-theoretic tasks in which information
leakage must be addressed.

In short, we believe this work represents an important step
toward bridging the gap between the theoretical promise of
unconditional security and the practical reality of QKD imple-
mentations.

APPENDIX A: METHODS
1. Mixed and Non-Identically Distributed States

Our analysis directly applies even if the emitted states p; are
mixed. To see why, note that, if Eq. (1) holds, by Uhlmann’s
theorem, there must exist a purification |y ;) BS of p; such that

‘<¢j|l//j>BS|2=<¢j| Pj\fﬁf)BZl—fs (A1)

where we have defined |¢j)BS = |¢j)B |0)g. This implies that our
analysis for pure states can be directly applied to the mixed state
case simply by substituting |y/j)B - W/j)BS and |¢j>B - |¢j>BS
throughout.

Also, our security proof can be applied without any modifi-
cation even if the emitted states p(.k) are different for different
rounds , as long as Eq. (1) holds for all rounds. Note that, in
this case, the target and reference states \\IJ(TQ (€))and \\Ilg{e)f( €)),
and thus also the quantum coin state \\I/(LI‘T)COm(E)), depend on the
round k. However, this is not a problem since one can use ex-
actly the same procedure as in the case of identically distributed
states to find a lower bound on Re(\lfl({ke)f(e)llll(TIz(e)) that holds
for all rounds k, and apply our security proof as is.
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2. Determining the Value of ¢

Any device used in a communication system can leak par-
tial information about its internal settings to the channel. This
means that any cryptosystem, including device-independent
QKD [1-3], necessarily requires a degree of characterization
of such potential side channels to guarantee security. For this
characterization, our security proof requires only a bound on
the overall combined magnitude of all side channels — the
parameter ¢. That is, unlike other security proofs (e.g., [54]),
we do not need any state characterization of the side channels,
which might be impossible to obtain in practice. Remarkably,
this means that our proof could serve as a guideline to secure the
source while significantly relaxing the need for detailed charac-
terization. While obtaining a rigorous bound on ¢ for a given
implementation is a non-trivial experimental problem that is
outside the scope of this work, here, we discuss how one could
combine information about various side channels in order to
obtain a value for €.

One critical side channel is that caused by a THA, in which
Eve injects light into Alice’s source and then measures the back-
reflected light to learn information about Alice’s setting choice.
The amount of leaked information can be related to the intensity
of the back-reflected light, oy = 7 ftin, Where p;,, is the intensity
of the injected light, and y represents the optical isolation of the
transmitting unit. In particular, it is straightforward to show that
the back-reflected light can be expressed as:

|§j>E:"1_€j‘V>E+J€—j|Qj>E’ (A2)

where ¢ < Hout [25]. Here, |v)g is a vacuum state independent
of Alice’s setting j, and |Q;) £ is a non-vacuum state that can in
general depend on j. It has been argued [54] that, for any given
implementation, one can determine a threshold ,u}fl above which
the injected light is very likely to damage the optical components
of Alice’s source and be detected. Based on this, one can obtain
abound pY, :=y ul that can be reduced by adjusting the opti-
cal isolation y. If Eve’s THA is the only side channel present,
the emitted states are {|¢j>B ® |§j>E}j, where {\gbj)B}j are qubit
states. Therefore, we can apply our proof by considering the set
of qubit states {|¢j>B ® V)gl; and setting € = €yp = ﬂgut' Note
that, unlike other analyses [54], our proof does not need any
assumption on Eve’s injected light, such as it being a coherent
state, other than a bound on its intensity.

Beyond THAs, Alice’s source may also passively leak infor-
mation through unwanted modes. For example, consider polar-
ization mode dependencies in phase-encoding setups. While the
encoded pulses should ideally maintain constant polarization
(e.g., horizontal), imperfect alignment between laser and phase
modulator can cause the polarization to depend slightly on the
setting choice j. The generated pulse then becomes,

W) =\1= €} 100, Wg, +\cj Mg, 18, . (A3)

where Bj, (B,) denotes the horizontally (vertically) polarized
mode. While the exact values of {ej'. }; may fluctuate, obtaining
an upper bound 6;- < epp should be experimentally feasible. If
necessary, its value may be reduced using countermeasures such
as polarizing beam splitters. In the presence of both the THA
and the polarization mode dependencies, the emitted states are
{ly ;) B 157 E} » and one can apply our analysis by defining the
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it o k A  which satisf
qubit states {\ng)Bh Iv)BV |V)E}J, which satisfy,

2
lan (1 5, 0 £ 01,180 | <e, (A4)

where € :=1— (1 — epga) (1 — €mp) < €THA + €Mmp- That is, the
magnitudes of the side channels simply combine additively.
Other forms of information leakage, such as electromag-
netic/acoustic radiation, or temporal/spectral/spatial mode de-
pendencies, can also be written in the form of Egs. (A2) and
(A3), and thus their individual magnitudes also contribute
additively towards the overall €. Pulse correlations can also
be essentially regarded as a form of information leakage and
incorporated into € in this way (see below).

Based on all the above, we consider the following to be a
promising approach: (1) identify the principal source side chan-
nels affecting a particular implementation; (2) obtain an upper
bound on their magnitude; (3) if necessary, apply countermea-
sures to reduce this magnitude; and (4) sum all the individual up-
per bounds. Side channels that are too small to be precisely quan-
tified could be accounted for by conservatively increasing e.

3. Pulse Correlations

Pulse correlations are a special type of side channel that
occurs when the state emitted in the k-th round, denoted
as |lI/jka—lJ.k—2v-~-xfk—[c>Bk’ depends not only on the k-th set-
ting choice j;, but also on the previous [, setting choices
Jk=15Jk=25 -+ »Jk-1,» Where [, denotes the maximum correlation
length. In this case, these states should satisfy,

2
‘<¢fk|wjka—lsjk—zﬁ---:jk—[(.>Bk| 21- € qubit> (A5)
and

2

<ij[ik71 SO R S Wiy seesfkmloee Skl >B/<

>1-¢, (A6)

where {|¢j>Bk }j is a set of known qubit states, [ € {1, ...,/.}, and

Jr_s is a setting choice that differs from ji;_;. Then, one can apply
our security proof by setting:

e=1- (1 - €qubit)<1 - €correl) < € qubit + €correl (A7)
where
l. I
fcorrelzzl_n(l_fl)szfl- (A8)
I=1 I=1

Also, one needs to divide the protocol rounds into (I.+1)
groups according to the value of k(I.+ 1), and apply post-
processing separately for each group [16,25,27]. While this does
not affect the asymptotic key rate, it can have an impact in the
finite-key regime, as the blocksize is effectively reduced from
N to N/(l.+ 1) rounds. Also, although this discussion implic-
itly assumes a finite maximum correlation length /., our security
proof can also be applied when the correlations have an un-
bounded length, as recently shown in [55] (see also [56]). For
more details, see Supplement 1.
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4. A More General Form of Eq. (1)

In the main text, we have assumed that the emitted states p k) are
close in fidelity to some known qubit states {|¢ ,-)B }j» see Eq. (1).
However, our security proof can be applied under a more general
assumption; namely,

(‘5]|P_,(~k)|flsj>3 >1-e, (A9)

where {\(ﬁ i) B}j are any characterized states, not necessarily
qubits. This is because, in our analysis, the fictitious qubit states
{l$;) B}-i only serve as a blueprint to appropriately define the
states |Wory) s p @nd [Wrer) 4 g- The secret-key rate obtainable
primarily depends on Re(W,.|Wget) pag, Which is a linear com-
bination of the inner products Re{y /|y ;) g Vj, ’. Although these
inner products are not known precisely, in Supplement 1, we
show that, for any {|q§j> B}j’ the problem of finding the mini-
mum value of Re(Wr,.|¥rer) pap thatis consistent with Eq. (A9)
reduces to a numerically solvable semidefinite program. Our nu-
merical simulations focus on the case |¢ i) = l$;) B for which
Eq. (9) becomes Eq. (1). As explained in Section 2 of Appendix
A, this corresponds to minimal side-channel characterization, in
which one knows only the overall magnitude of the side chan-
nels, but has no information on their specific form. While this
minimal requirement is a key strength of our proof, given the
experimental challenges of obtaining precise side-channel char-
acterization, our proof is not only applicable in this scenario.
Namely, if one is able to obtain a partial characterization of
some side channels, one could include this information into
the definition of the states {|¢ i) B}f' This would generally im-
prove the bound on Re(W¥r, |Wger) pag, potentially resulting in
a significant performance improvement for many practical side
channels.

5. Characterizing Qubit Flaws

In addition to e, the proof also requires knowledge of the qubit
states {|¢;}}, which can be acquired by testing the source. Meth-
ods to characterize this imperfection have been proposed and
implemented, see e.g., [21,57]. In practice, these characteriza-
tion tests could be subject to small inaccuracies. The simplest
way to take these into account would be to incorporate any
deviation between the estimated {lg;)}; and the actual qubit
components of the emitted states into the parameter ¢. However,
this is in general pessimistic, since Eve cannot enhance the effect
of this deviation in the presence of loss.

A tighter approach would be to define {|¢ j)}; as the actual
qubit components of the emitted states. This requires a slight
modification to our security proof, as the states {|¢;)}; would
no longer be fully characterized. Consequently, the coefficients
in Egs. (7) and (8), which appear in the definition of the tar-
get and reference states in Egs. (10) and (11), are no longer
known precisely. However, as shown in [25], one can calculate
the maximum possible range for these coefficients and find the
worst-case scenario within those ranges. For more information
on this approach, we refer the reader to [25].

6. Protection against Detector Imperfections Side
Channels

Our security proof is designed to protect QKD implementations
from source imperfections. When applied to BB84—or other
prepare-and-measure (PM) scenarios—our security proof’s only
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requirement for Bob’s measurement is that it satisfies the basis-
independent detection efficiency condition, i.e., that the proba-
bility that he obtains a successful bit outcome is independent of
his choice of basis. While this requirement relaxes the need for
an exact characterization of Bob’s setup and can tolerate certain
imperfections (such as the measurement bases not being mutu-
ally unbiased), it is still a stringent condition that is only met
in practice if all of Bob’s detectors have the same efficiency.
However, we remark that, as recently shown in [51], our secu-
rity proof can be readily combined with the result in [34] to
incorporate detection efficiency mismatches.

Still, detector control attacks [58—61] constitute a significant
threat to the security of BB84 and other PM protocols, and no
solution at the security proof level is known to comprehensively
deal with these [8,9]. That being said, our approach is compat-
ible with MDI-QKD [10], which eliminates all detector-related
security vulnerabilities by delegating measurements to an un-
trusted intermediary node. When applied to MDI protocols, our
analysis secures both Alice’s and Bob’s sources against general
imperfections, providing robust protection against both source
and detector side channels. For details on applying our security
proof to MDI-type protocols, see Supplement 1.

7. Weak Coherent Sources

Our security proof can also be applied when the users emit
intensity-modulated phase-randomized weak coherent pulses,
rather than single photons. In this case, assuming ideal inten-
sity modulation and phase randomization, the emitted signals
can be regarded as a statistical mixture of photon-number states,
and our proof is directly applicable to obtain a bound on the
number of phase errors within the single-photon events. The
quantities needed to evaluate this bound are not directly observ-
able, since the users do not know which events correspond to
single photons. Nevertheless, one can simply obtain bounds for
these quantities using the decoy-state method [62—64].

For decoy-state QKD protocols, our security proof can di-
rectly incorporate general imperfections and side-channels in
the bit-and-basis encoder, which addresses a major practical
security concern. Our proof can also straightforwardly incor-
porate fluctuations in the intensity modulation, since in their
presence the emitted states can still be regarded as a mixture
of photon-number states. For scenarios with imperfect inten-
sity modulation (beyond simple fluctuations) and/or imperfect
phase randomization, additional considerations are needed since
the emitted signals may no longer be perfectly described as a
statistical mixture of photon-number states independent of the
intensity choice. As explained in Supplement 1, the techniques
introduced in our work could find applications in incorporating
such decoy imperfections into security proofs while consider-
ing the finite-key regime and general attacks. This represents
a promising research avenue, since previous works address-
ing such imperfections [65—71] have considered the asymptotic
regime and/or collective attacks.

An alternative approach to circumvent the security vulner-
abilities associated with these imperfections is the MDI-type
protocol proposed in [26], which employs coherent light but re-
quires neither intensity modulation nor phase randomization.
Our security analysis is directly compatible with this proto-
col and offers significant enhancements in both security and
performance compared with its original security proof [26]
based on the RT [16]. In particular, while the original proof is
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only valid against sequential attacks, ours can defend against
the most general attacks allowed by quantum mechanics. The
combination of our approach with this protocol constitutes a
practical solution that offers an unprecedented level of imple-
mentation security and performance. For more details, including
a comprehensive security analysis and numerical results, see
Supplement 1.

8. Choice of Target and Reference States

We note that Eqs. (10) and (11) are not the only possible choice
for Wy (€))pap and [Weee(€))p,5- Essentially, these states
need to satisfy two conditions: (1) when € =0, ¥, (0)),, 5 =
[WRef(0)) - as this ensures the resilience of the phase-error
rate bound against qubit flaws; (2) the coefficient of the state
[wyiro (€)) g (W yir1 (€)) ) inside Wy (€)) 4 5 should be propor-

tional to ,Il -4, (Jg.), as in |[¥z(¢€)), 5. Which is needed to
ensure that phase errors are correctly defined. To compute the re-

sults in Figs. 1, 2 and 3, we have used a slightly different choice
of target and reference states than thatin Eqs. (10)and (11). The
reason why this different choice is advantageous is explained in
Supplement 1.

9. Comparison with Side-Channel-Secure QKD

Both our work and side-channel-secure (SCS) QKD [72] aim
to address source imperfections in QKD systems, but they take
fundamentally different approaches. The main idea behind SCS-
QKD is to design a variant of twin-field QKD [73] that is inher-
ently immune to mode dependencies by having each user send
only two states: a vacuum state and a non-vacuum state. Since
the vacuum state is “mode independent,” the protocol becomes
immune to mode dependencies in the sense that, regardless of
which mode the non-vacuum state occupies, this does not al-
low Eve to better distinguish between the two states. However,
despite its name, SCS-QKD is not immune to other side chan-
nels that leak key information through systems different from the
intended signal, such as unintended electromagnetic radiation,
back-reflected light due to Trojan-horse attacks, or correlations
between consecutive pulses.

Recently, a refined version of the protocol was proposed [74]
to address a limitation of the original proposal—the require-
ment to generate perfect vacuum states—by demanding only
a lower bound on the fidelity between the two emitted states.
Although this is not discussed in [74], we believe this new as-
sumption could be exploited to incorporate side channels beyond
mode dependencies (including pulse correlations through the
approach described in Section 3 of Appendix A) after bounding
their overall magnitude, by introducing a parameter ¢ as in our
work. Thus, certain aspects of our work, such as our state char-
acterization (see Section 2 of Appendix A), may be relevant for
SCS-QKD as well.

A limitation of SCS-QKD is that its key idea is fundamen-
tally restricted to protocol designs where each user sends only
two different states. In contrast, our work develops general tech-
niques to incorporate source imperfections into security proofs
of QKD and is thus broader in scope. Our state characteriza-
tion can incorporate general imperfections directly into the state
used in the security proof, making it highly useful for the se-
curity analysis of the QKD protocol in general. Although we
focus mainly on BB84-type protocols, in Supplement 1, we
demonstrate the versatility of our techniques by applying them
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to an MDI-type scenario in which the users send non-phase-
randomized coherent states [26]. This latter scenario differs
from SCS-QKD mainly in that three states are emitted rather
than two, and thus the approach we take to prove security is
necessarily different.
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