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Abstract

This paper presents a novel approach to enhancing the security of error correction in quan-
tum key distribution by introducing randomization into the update rule of Tree Parity
Machines. Two dynamic update algorithms—dynamic_rows and dynamic_matrix—are
proposed and tested. These algorithms select the update rule quasi-randomly based on
the input vector, reducing the effectiveness of synchronization-based attacks. A series of
simulations were conducted to evaluate the security implications under various configura-
tions, including different values of X, N, and L parameters of neural networks. The results
demonstrate that the proposed dynamic algorithms can significantly reduce the attacker’s
synchronization success rate without requiring additional communication overhead. Both
proposed solutions outperformed hebbian, an update rule-based synchronization method
utilizing the percentage of attackers synchronization. It has also been shown that when
the attacker chooses their update rule randomly, the dynamic approaches work better
compared to random walk rule-based synchronization, and that in most cases it is more
profitable to use dynamic update rules when an attacker is using random walk. This study
contributes to improving QKD’s robustness by introducing adaptive neural-based error
correction mechanisms.

Keywords: quantum cryptography; artificial neural networks; tree parity machines

1. Introduction

Since the early days of communication, humans have developed various techniques
to secure transmitted information. Starting with the Skytale cipher, through Enigma
machines, to the wide application of modern public-key cryptography such as the
Rivest-Shamir-Adleman (RSA) algorithm, each approach reflects the technological ca-
pabilities of its era; while historical methods relied on the secrecy of the algorithm or
mechanical complexity, modern cryptographic systems derive their security from mathe-
matical principles and the computational difficulty. These systems, though secure for their
time, share one trait: their resistance is ultimately based on the computational difficulty
of solving certain mathematical problems, such as prime factorization. As computing
technology evolves, particularly with the advent of quantum computing, the limitations of
classical cryptography become increasingly evident.
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For nearly 10 years, the RSA key length recommended by the National Institute
of Standards and Technology (NIST) has been 2048 bits [1]. Although breaking modern
encryption remains theoretically impossible for classical machines, quantum algorithms
such as the Shor algorithm pose a serious threat. According to a commonly held estimate,
with today’s computer resources, it would take 300 trillion years to break an RSA-2048
encryption key. According to the Center for Strategic and International Studies, a powerful
quantum computer will break the same key in 10 s [2]. While such a quantum machine
does not yet exist, the field is advancing rapidly. At the time of writing, the most powerful
quantum computer has been created by Atom Computing—with a capacity of 1225 qubits
and population of 1180 qubits [3]-and IBM plans to release a 2000-qubit machine in 2033 or
later [4], so viable quantum decryption capabilities can be only a matter of time.

This approaching threat to our security mechanisms has driven the development of
post-quantum cryptography and quantum-safe communication models [5]. Among the
most promising approaches is Quantum Key Distribution (QKD), which leverages the
fundamental principles of quantum mechanics to securely exchange encryption keys.
However, QKD itself still depends on classical procedures, such as error correction and
privacy amplification, which must also be resistant to quantum adversaries. One emerging
solution is to combine quantum cryptography with adaptive mechanisms from machine
learning. Artificial Neural Network (ANN) structures, and in particular Tree Parity Machine
(TPM), offer a way to perform secure key synchronization and error correction without
explicitly transmitting sensitive key information. However, as with every approach to
security, neural-based cryptography is not invulnerable: if an attacker can predict the
internal parameters of the communication, the synchronization becomes endangered.

In this context, our work proposes a novel enhancement to TPM-based synchroniza-
tion: dynamic selection of the update rule, driven by the properties of the input vector. This
randomized approach increases the attacker’s uncertainty while preserving performance
and compatibility with existing QKD infrastructures. The proposed solution represents a
significant step toward improving the robustness of quantum cryptographic systems in the
face of realistic adversaries.

2. Overview
2.1. Quantum Cryptography

The motivation for using cryptography can generally be divided into two key ob-
jectives. The first is to ensure the confidentiality, meaning that the content of the com-
munication remains inaccessible to unauthorized parties. The second is to guarantee the
authenticity, meaning that the communicating parties are able to verify that the message
has been originated from a legitimate source. The simplest way to achieve this is to use a
secret key known only to the sender and the receiver. However, with conventional commu-
nication methods, it is nearly impossible to guarantee that no third party has accessed any
part of the key. Quantum cryptography addresses this problem by providing a more secure
way to detect whether data has been eavesdropped [6,7].

Quantum cryptography relies on two types of communication channels [8]: a pre-
authenticated quantum channel, used for the secure distribution of quantum bits used to
build cryptographic keys, and a public channel (which also should be pre-authenticated
by the communicating parties), used for error correction and the exchange of additional
information. In general, quantum cryptography consists of two main phases: quantum key
distribution based on communication in quantum channel and key distillation.
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2.1.1. Quantum Key Distribution

Quantum Key Distribution (QKD) refers to the process of establishing cryptographic
keys via a quantum channel. QKD protocols can be categorized based on the type of
quantum particles they use. The first category—for example, the BB84 [9] and B92 [10]
protocols—uses independent single qubits. The second category—for example, the E91 [11]
protocol-operates on pairs of qubits with entangled states, which means that the measure-
ment of one qubit instantaneously determines the state of the other [12].

The security of QKD relies on two fundamental principles of quantum mechanics:
Heisenberg’s uncertainty principle and the no-cloning theorem. The uncertainty princi-
ple [13] states that certain pairs of related physical properties cannot be simultaneously
measured with arbitrary precision. In other words, this means that any attempt to measure
a quantum state inevitably changes it, which may help detect that an adversary tries to
intercept the communication [6,14]. The no-cloning theorem states that unknown quantum
states cannot be copied [15]. This principle is crucial because it makes passive eaves-
dropping on the quantum key virtually impossible. Although an attacker can access the
quantum channel, they cannot simply observe the qubits without altering their state. As a
result, any eavesdropping attempt becomes detectable, limiting the attacker to actions such
as slowing down or intercepting the communication rather than remaining undetected.

2.1.2. Key Distillation

Public channels are the second medium of communication between both communicat-
ing parties. Unlike the quantum channel, the public channel does not protect information
from eavesdropping by default. Therefore, it is used only for transferring non-confidential
data to perform the key distillation. There are three main stages of key distillation [14]:
Quantum Bit Error Rate (QBER) estimation, error correction, and privacy amplification.

An attempt to eavesdrop quantum communication is not the only source of errors in
the quantum channel. In fact, multiple factors can affect the transmission of qubits, such
as disturbances in the channel, noise in the detectors, or environmental decoherence [16].
As a result, the key is never 100% accurate, and both parties must estimate the QBER
value. This value is typically a few percent [17,18], and its estimation can be performed
by comparing a portion of the raw key over the public channel [19]. If the QBER exceeds
an agreed-upon threshold, it may indicate an eavesdropping attempt or excessive channel
noise, rendering the key distribution unreliable. The portion of the key used for comparison
should be removed from the final key to minimize the potential information gained by an
attacker. The length of this compared segment must be chosen carefully: if too short, QBER
estimation may be inaccurate; if too long, a substantial number of bits would be discarded,
significantly reducing the final key length.

After QBER estimation, the next step is error correction. A popular solution is the
parity check method, such as in BBBSS [20] or in the solution presented by Jennewein,
et al. [21]. In this method, the key is divided into blocks and the parity of each block is
compared through the public channel. Blocks with matching parities are kept in the key
after discarding one bit (so the supposed attacker loses information about the parities of
specific blocks). The length of the final key depends on the number of iterations—many
iterations can significantly shorten the final key. To keep the final key length as close as
possible to the initial received key length, a more efficient protocol such as Cascade [22]
is necessary. Another error correction approach—first mentioned in [23]-uses ANNs with
initial weights based on the bit strings transmitted and received over the quantum channel.
This solution will be analyzed in this paper.

The final stage of key distillation is privacy amplification. The most widely used
method involves applying a one-way hash function that converts a string of bits into
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a shorter key [24,25]. Although the hash function is publicly known, its information is
essentially useless to anyone other than the communicating parties, as it is extremely
difficult (though not impossible [26]) to reverse a hash function. Other types of privacy
amplification include privacy amplification by sampling [27] and privacy amplification
by iteration [28], although these solutions are not widely adopted. The current research
is increasingly focused on eliminating this phase. One example, mentioned previously,
is key reconciliation using ANNs, which is secure enough to make privacy amplification
unnecessary. However, even in this case, an additional phase can still be applied to
enhance security.

2.2. Artificial Neural Networks

An Artificial Neural Network (ANN) is a system that simulates the operation of the
brain, in terms of learning ability, to solve computational problems that typically require
human intervention. The ANN consists of artificial neurons that—just as biological neurons-
—receive a signal, process it, and send the processed signal forward. The neural network
model was first introduced by McCulloch and Pitts in 1943 [29], and since then, the concept
has been widely used to perform estimations based on a large number of inputs. An ANN
typically consists of three types of layers. The first layer, called the input layer, initiates the
computing process by receiving an input from the user. The information is then transferred
and processed to the second layer, known as the hidden layer. An ANN can have either
zero [30] or multiple hidden layers. The connections between the input and hidden layers
can follow different patterns, such as one-to-one, one-to-all, or any custom configuration
defined by the user. The output layer is the final layer in the ANN-it returns the result(s) of
the process [31].

2.2.1. Tree Parity Machine

A specific type of ANN, Tree Parity Machine (TPM), was first introduced in [32]. TPM
specifically has only one hidden layer and one output, usually called 7 (tau). The total
number of input neurons is equal to N x K, where N is the number of neurons connected to
each hidden layer neuron, and K is the number of neurons in the hidden layer. An example
TPM with 3 hidden neurons and 3 X 4 input neurons is presented in Figure 1. Each
connection between the input and hidden layers has a parameter called weight. The weight
values are discrete and are chosen from the interval set by the L value: [—L,L]. The input
values (denoted as x) are either —1 or 1 [33].

Wkn E {_L,...,L}

Xkn e {_1,1}

Figure 1. Tree parity machine with 3 hidden neurons and 3 X 4 input neurons.
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The learning process of the TPM begins with computing the output values of the
hidden layer neurons. The value for the k-th neuron is calculated using the formula
presented in Equation (1) [23]:

N
Ok = sgn( Xkn * wkn> (1)
n=1
where n € {1..N}, k € {1..K}, x is the value of the n-th input neuron of the k-th hidden
neuron, w is the weight value on the connection between these neurons, and the signum

function is calculated as shown in Equation (2):

sgn(z) = { 1_1 i ig . 2)

The final output is then calculated based on the previously computed hidden layer
outputs, as shown in Equation (3):

K
=[] 3)
k=1

where k € {1...K}. Based on Equations (1) and (3), it can be concluded that the final output
value of the TPM is either —1 or 1.

2.2.2. TPMs in Cryptography

The characteristics of TPMs make them suitable for the implementation of the neural
key exchange protocol proposed in [34]. Although the term “neuro-cryptography” has been
introduced first in [35] in the context of using a model of perceptrons with back-propagation
of the gradient, the term “neural cryptography” is most widely used for TPM applications
in cryptography. This term for the neural key exchange protocol implemented with TPMs
has been described in [36]. In this protocol, the communicating parties start with a random
key, which is used as weights of the TPM. Using a channel that does not need to be secure,
they begin to exchange input vectors (in the form of K random vectors of length N) for their
machines. Depending on the outputs, they either update the weights (if the T values are
equal) or change the input vector (if the values differ). The process is repeated until both
weight vectors are synchronized. An example formula for verifying synchronization has
been provided in [37].

There are multiple learning rules used in neural cryptography. The most popular
are [33]: the hebbian rule (see Equation (4)), the anti-hebbian rule (see Equation (5)) and
the random walk rule (see Equation (6)).

wz}’l = wk?’l + kal * Uk * @(O—k, T)/ (4)
Wy = Wi — Xgp * 0% * O (0%, T), ®)
w;n = Wiy + Xy * @(Ukr T)r (6)

The variables have the same values as in Equation (1) and the © (theta) function is
calculated as presented in Equation (7).

O(0k, 7)) = )

1 ifeg=1"

{0 ifo, #1
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Furthermore, to ensure that the updated weights do not exceed the {—L;L} interval, in-
valid values can be corrected with a function similar to the one presented in Equation (8) [23].

~L  ifwy < —L
vL(wkn) = Wi if —L<wg, <L . (8)
L if Wien Z L

The benefit of neural cryptography is that the secret key is never transferred, even in
small parts, through the public channel. Additionally, if the attacker has no knowledge of
the TPM parameters (X, N, L, and the update rule), there are no feasible methods of attack
apart from setting up multiple TPMs. Unfortunately, if the attacker has sufficient resources
and establishes multiple learning networks (for example, in a genetic attack [33]), they still
have a reasonable chance of success if the parameter values are not large enough. On the
other hand, both parties in the communication process must know the parameters of the
TPM, and if these are transmitted through an open channel, the attacker can set up one or
more machines with the same parameter values, increasing their chances of obtaining the
secret key.

When considering an eavesdropping attack with a single TPM, even though all three
machines may start from a random vector, the attacker’s synchronization is always slower
than the synchronization between the sender and receiver. This is because there are only
three possible events during the synchronization process [23].

* T, # T—in this case, 7, does not matter, as the sender and receiver do not update
their weights.

* T, =T, # T,~in this case, the sender and receiver update their weights, but the attacker
does not.

* T, =T, = T,~this is the only case in which the attacker’s weights are updated.

In other words, the attacker’s output must be equal to both the sender’s and receiver’s
outputs (which means that these two values must also be equal) for the attacker to perform
an update of the weights. This implies that the attacker’s machine synchronizes slower
than the other two machines, as there is no possibility of the attacker’s update without the
sender and receiver updating at the same time. This attack may have a better chance of
success if there are multiple attacking TPMs, but security can be improved by increasing
the L value [33]. Although there are other types of attacks that perform synchronization
even if the third event from the list above occurs (such as the genetic attack or flipping
attack [38]), in these cases, the attacker’s synchronization is also slower compared to the
synchronization between the sender and receiver.

2.2.3. TPMs in Quantum Cryptography Error Correction

As mentioned in the previous section, the security of neural cryptography is highly
dependent on the attacker’s knowledge of the TPM parameters. The effectiveness of an
attack can be reduced if the sender and receiver synchronize from initially similar keys.
However, how can pre-synchronization be done without sending the key through a public
channel? Here, quantum cryptography fits perfectly. It was mentioned in Section 2.1.2
that the QBER value is usually a few percent. Considering the fact that the attacker cannot
gain significant knowledge of the key from the quantum channel without the sender and
receiver knowing, TPMs can be used for error correction. In this way, the networks can be
initialized with a raw key translated into weights, and synchronization would be much
faster, as the weights would already be pre-synchronized. At the same time, the attacker
needs to start the synchronization from a random vector, so their probability of success is
lower compared to neural cryptography.
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Quantum cryptography, when implemented with ANNSs, also benefits in terms of the
final key length, as error correction by TPMs does not require removing bits. An algorithm
for error correction based on TPM was proposed in [23], and the author states that although
privacy amplification is not compulsory;, it is still recommended in the future for new
attack methods on TPMs in the future. ANN-based synchronization of quantum keys as a
solution stands out in terms of the speed of synchronization and the general security of
communication compared to either quantum or neural cryptography alone. However, it is
important to identify how the values of the X, N, and L parameters affect the overall security
of synchronization. Based on the value of L, the maximum number of bits that the attacker
can obtain after the i-th iteration can be calculated as in Equation (9).

Z =log(pr41) 2 )

The impact of K and N is somewhat related, as both values affect the total number of
input neurons. In general, the longer the key, the more chances the attacker will have to
synchronize their key. However, at the same time, it becomes harder for the attacker to
synchronize larger numbers of weights because of starting from a random vector.

3. Materials and Methods
3.1. Methodology

As previously mentioned, the more data related to the TPMs used in the synchroniza-
tion that the attacker is able to obtain, the higher their chances of success. Due to this,
the authors propose a novel approach: instead of relying on a single synchronization rule,
the rule is selected quasi-randomly, based on the number of ones present in the input vector.
This method introduces additional uncertainty for a potential attacker who is then faced
with a choice: either to select a rule at random or to consistently apply a fixed update rule.
In scenarios where the communicating parties alternate between different update algo-
rithms, an attacker adhering to a static rule risks desynchronizing their machine, potentially
decreasing rather than increasing their machine’s synchronization.

In this paper, the following two new approaches are introduced:

. dynamic_rows,

. dynamic_matrix.

Both update algorithms utilize the values generated as the input vector (which consists
of —1’s or 1’s). This strategy leverages data already known to both communicating parties,
without requiring the transmission of any additional information over the public channel.
Each algorithm selects either the hebbian or random walk rule for a specified vector. Al-
though these algorithms operate in a similar manner, they differ in the resulting weight
distribution, which affects the number of updates required for synchronization [39,40].

The generalized pseudocode for both methods is as follows:

Initiate function with vector V.
If number of 1’s in V > floor of (V length/2):

Update part of the key corresponding to V using hebbian rule.
Else:

Update part of the key corresponding to V using random walk rule.
where: V is the chosen vector (which may be a part or the entirety of the input vector). and
floor function rounds the value to the largest integer that is less than or equal to that value.

The key difference between dynamic_rows and dynamic_matrix algorithms lies in the

granularity of their application. In case of the latter algorithm, the entire input vector is
used as V, resulting in a single update rule applied per iteration of synchronization. In the
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first algorithm, each subtree corresponding to a hidden layer neuron is treated as a separate
V. Therefore, in that case, the algorithm is chosen K times per iteration of synchronization,
each time based on a segment of the input vector of length N.

3.2. Testbed

The simulations included in this research paper have been conducted with a publicly
available tool, which was modified according to predefined requirements. All test results
presented within this research have been obtained using a personal computer with an Intel
Core i5-1335U CPU, 16 GB of RAM memory, and Windows 11 Pro 64-bit operating system.
All scripts have been executed using the Python programming language, version 3.11.

To perform the tests, the authors used a NeuralKey tool [41]. This allows the synchro-
nization process between two TPMs with specified values of K, N, and L to be simulated.
The update rule (referred to as the update algorithm from now on) can also be selected—-all
of the algorithms covered in Section 2.2.2 (hebbian, anti-hebbian, or random walk) are
available. During synchronization, an attack attempt is carried out-the attacker’s machine
tries to synchronize with both the sender’s and receiver’s machines (referred to as victims
from now on). In other words, this program allows simulation of the neural cryptography
process. The output of NeuralKey consists of the following:

e The number of updates between synchronizing TPMs,
*  The percentage synchronization value between the attacker’s and victims’ machines,
e The number of attacker’s TPM updates.

To simulate quantum cryptography, the tool was modified. The modified version
(called QuantumKey from now on) allows setting a specific QBER for the victims” machines,
as well as allows one to choose new, aforementioned update algorithms. Additionally,
the modifications enable to perform multiple iterations at once, ensuring that the results
are not merely anomalies. QuantumKey is executed with parameters corresponding to the
following variables:

e Kvalue,

e Nvalue,

e Lvalue,

. QBER value in %,

¢ Chosen update algorithm,

e Attacker’s update algorithm (optional, used in case of new, dynamic update algo-
rithms).

3.3. Parameters

The simulations conducted for this research can be split into two parts: in the first part
of tests, the K value is gradually increasing ({56,7,9,11}, and in the second part, the N value
is increasing ({5,13,34,89}). All tests are executed with L value from the range: {2,4,6}
and QBER value from the range {3,5,7}, which corresponds to the following percentage of
synchronization of victims” machines at the start of the synchronization: {97%,95%,93%}.
The QBER values that have been chosen were selected to reflect a realistic synchronization
process in quantum cryptography, where QBER is typically a few percent (as mentioned in
Section 2.1.2).

The tests for each set of parameters have been repeated with the following update
algorithms:

e  All parties: hebbian;

e  Victims: dynamic_rows, attacker: hebbian;

e  Victims: dynamic_matrix, attacker: hebbian;
*  All parties: random walk;
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e  Victims: dynamic_rows, attacker: random walk;
e  Victims: dynamic_matrizx, attacker: random walk;
] Victims: dynamic_rows, attacker: random rule;
*  Victims: dynamic_matrix, attacker: random rule.

Each test has been repeated 500 times. Part of the results is presented in the paper,
while all of the results, as well as the source code, are available in a dedicated GitHub
repository [42]. The values used for analysis were the total number of updates between the
victims and attackers’ synchronization percentage (as well as the 68% confidence intervals
of these values). Throughout the paper, the leading zeros of the values have been omitted.

Although only some of the test results will be presented in this work, an analysis of all
of the results has been conducted based on several questions.

¢ In how many cases did the dynamic algorithms result in the attacker retrieving less
information when the attacker chose the hebbian rule?

*  In how many cases did the dynamic algorithms result in the attacker retrieving less
information when the attacker chose the random walk rule?

* In how many cases did the dynamic algorithms result in the attacker retrieving less
information when the attacker chose a random update rule at each iteration?

The algorithm-specific analysis includes a direct comparison to the baseline scenarios
in which all parties utilized the same update algorithm. The final category of analysis,
involving random rule selection by the attacker, has been further divided to include
comparisons against both hebbian-only and random walk-only reference cases.

During the analysis, the upper limits of the confidence intervals for the dynamic
algorithms’ results were compared to the lower boundaries of the confidence intervals for
the corresponding standard algorithms. For example, if the percentage of synchronization
fora dynamic algorithm was 63.52 4= 0.3, and for a standard algorithm it was 65.09 &= 0.31,
the comparison was made between 63.82 (i.e., 63.52 4+ 0.3) and 64.78 (i.e., 65.09 — 0.31).
Additionally, for convenience in presentation, a one-hundredth value has been added to
the largest partial result to ensure that the entire pie chart sums to exactly 100%.

4. Results
4.1. Scenario 1
The first part of the tests has been conducted with the following parameter values:
. K:{5,7,9,11},
e N:{5},
e L1:{2,4,6},
° QBER: {3,5,7%}
Which resulted in 36 groups of tests with combinations of update algorithms presented
in Section 3.3.

4.1.1. First Example Test

The results of one of the tests of Scenario 1 (with parameters: K =5 N =4,L = 2,
QBER = 3), are presented in Table 1 and Figure 2. The number of victims” updates in
this test—presented in the second column of Table 1 and in Figure 2a—is comparable in
seven of the eight update rule combinations (~41.5 on average), while for all parties using
hebbian, it is more than two times lower (~17). Although prolonged synchronization
has been shown to increase the likelihood of a successful attack by the attacker [38,43,44],
this effect is not observed in the current scenario. Specifically, when the attacker is using
the hebbian update rule, the level of synchronization achieved-values are presented in
the third column of Table 1 and in Figure 2b-is lower if the victims utilize either the
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dynamic_rows or dynamic_matrix algorithm (~64% and ~63.5%, respectively), compared
to the significantly shorter synchronization process when all parties use the hebbian rule
(=65%).

While this is not the case for the random walk-oriented tests, it is worth noting that
the attacker’s synchronization percentage in those tests (approximately 69.5% on average)
was higher compared to the tests where the attacker used a random update rule at each
iteration (approximately 67% on average). This indicates that the attacker’s uncertainty
regarding which algorithm is being used during the synchronization process may benefit
the communicating parties. In particular, this advantage is evident when the attacker either
fails to recognize that the update rule is being dynamically chosen or does not deploy
multiple machines to attempt synchronization.

40+ 1 ]:
g
+ 304
kel
=3
=]
u—
o
ks
2 201 mmm all parties: hebbian
E e victims: dynamic_rows, attacker: hebbian
= Emm victims: dynamic_matrix, attacker: hebbian
B all parties: random walk
10 | B victims: dynamic_rows, attacker: random walk
victims: dynamic_matrix, attacker: random walk
B victims: dynamic_rows, attacker: random rule
victims: dynamic_matrix, attacker: random rule
0,
(a) Average number of victims” updates.
704 I
I
S
£ 651
=
8
=]
]
N
=
E 60 B all parties: hebbian
e B victims: dynamic_rows, attacker: hebbian
@ B victims: dynamic_matrix, attacker: hebbian
mmm all parties: random walk
55 4 B victims: dynamic_rows, attacker: random walk
victims: dynamic_matrix, attacker: random walk
B victims: dynamic_rows, attacker: random rule
victims: dynamic_matrix, attacker: random rule
50-

(b) Attacker’s average synchronization in percent.

Figure 2. Scenario 1-K =5,N =4,L =2, QBER = 3.
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Table 1. Scenario 1-K = 5,N =4,L =2, QBER = 3.

Update Rules Victims’ Updates Attacker’s Synchronization
all parties: hebbian 17.02 £0.72 65.09 £+ 0.31
victims: dynamic_rows,
attacker: hebbian 42.10 £2.25 63.98 £+ 0.31
victims: dynamic_matrix,
attacker: hebbian 39.8 £2.15 63.52 £ 0.3
all parties: random walk 4294 +£2.11 69.24 £ 0.32
victims: dynamic_rows,
attacker: random walk 40.56 + 1.94 69.82 £ 0.31
victims: dynamic_matrix,
attacker: random walk 4391 +£2.12 69.58 £ 0.32
victims: dynamic_rous, 38.46 + 1.91 66.6 + 0.31
attacker: random rule
victims: dynamic_matrix, 42.79 +2.09 66.79 + 0.32

attacker: random rule

4.1.2. Second Example Test

The results of a different test from Scenario 1 (with parameters K =9, N =4,L =4,
QBER = 7) are presented in Table 2 and Figure 3. In the case of this test, compared
to the previous one, the number of updates between victims—presented in the second
column of Table 2 and in Figure 3a—is comparable across all combinations of update rules
(=111 on average). However, many of the previously described observations related to the
synchronization percentage remain valid. Based on the data presented in the third column
of Table 2 and in Figure 3b, we can conclude several statements.

¢ In hebbian-oriented tests, the attacker was able to obtain less information when the
victims were using dynamic_rows or dynamic_matrix (=59% in both cases), compared
to the scenario in which all parties used the hebbian algorithm.

¢  The attacker’s synchronization percentage is lower when they choose the update rule
randomly, while the victims choose dynamic_rows or dynamic_matrix (=63.5% in
both cases), compared to any combination in which the attacker uses the random walk
algorithm (=69% on average). The values are also comparable with the attacker’s
synchronization when all parties use the hebbian algorithm (~63.5%), although the
confidence intervals are not narrow enough to definitely conclude which of these
combinations is more beneficial for the victims.

¢ Additionally, compared to previously presented tests, in this case, the mean value of
the attacker’s synchronization was lower when the attacker used the random walk
rule, and the victims used either dynamic_rows or dynamic_matrix (=68% and ~69%,
respectively), compared to all parties using random walk (=69%). However, in the
case of dynamic_matrizx, this observation is not conclusive, due to the width of the
confidence intervals.
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Figure 3. Scenario 1-K =9,N =4,L =4,QBER =7.

Table 2. Scenario 1-K =9,N =4,L. =4, QBER =7.

Update Rules Victims’ Updates Attacker’s Synchronization
all parties: hebbian 115.62 £+ 5.27 63.62 + 0.1
victims: dynamic_rows,
attacker: hebblan 110.32 £ 2.56 59.13 £ 0.25
victims: dynamic_matrix,
attacker: hebbian 110.78 £ 2.60 58.97 4+ 0.24
all parties: random walk 112.5 £2.56 69.31 £ 0.29
victims: dynamic_rows,
attacker: randon walk 108.8 £ 2.52 68.35 + 0.29
victims: dynamic_matrix,
attacker random walk 113.28 £2.76 68.92 + 0.27
victims: dynamic_xous, 107.93 + 2.6 63.55 = 0.29
attacker: random rule
victims: dynamic_matrix, 110.35 + 2.56 63.48 + 0.31

attacker: random rule




Appl. Sci. 2025, 15, 7958

13 of 22

4.1.3. Comparative Analysis

To provide a broader perspective on the impact of proposed solutions on the secu-
rity of synchronization, a comparative analysis was conducted. Both scenarios in which
victims employ the proposed dynamic algorithms and scenarios in which all parties use
the same standard update rule were considered. This comparison highlights the effective-
ness of the dynamic approaches in limiting the attacker’s ability to synchronize with the
communicating parties. The results are presented in Figure 4.

Legend: | less sync. in % for both solutions, I less sync. in % for dynamic_rows,
less sync. in % for dynamic_matrix, Bl more sync. in % for both solutions.

i 16.66%
41.67%

(b)

100%

19.44% 19.44%

100%

(0) (d)
Figure 4. Attacker’s synchronization percent using different update rules with victims using proposed
solutions compared to all parties using the same update rule-Scenario 1. (a) Only attacker using
hebbianversus all parties using hebbian; (b) Only attacker using random walk versus all parties using
random walk; (c) Attacker using random update rule versus all parties using hebbian; (d) Attacker
using random update rule versus all parties using random walk.

The analysis consists of four parts, each corresponding to a different subset of tests.
The first part, presented in Figure 4a shows that in all of the tests conducted within
this scenario, the attacker achieved a lower percentage of synchronization when victims
were using either dynamic_rows or dynamic_matrix, compared to the scenario where all
parties were using the hebbian update rule. This observation is consistent with the results
from the previously discussed tests. This leads to a conclusion that while hebbian-only
synchronization may require fewer iterations or less time, the use of any of the proposed
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dynamic algorithms provides improved communication security for the victims. Therefore,
if the communicating parties suspect that the attacker might employ the hebbian update
rule, it is always more secure to adopt a dynamic algorithm-regardless of the combination
of the parameters described in Scenario 1.

A similar analysis on the random walk update rule is presented in Figure 4b. In this
case, both dynamic algorithms outperformed all parties using the random walk scenario
in only 41.67% of the tests. In 11.11% of the cases, only dynamic_matrix was more secure,
while dynamic_matrix provides higher security in 16.66% of the cases. These results
suggest that in most cases, employing either of the proposed dynamic algorithms yields
better protection against an attacker utilizing the random walk rule. As such, even in
less consistent scenarios, the use of dynamic algorithms remains a reasonable and often
advantageous choice for enhancing communication security.

If we compare scenarios in which victims use dynamic approaches, perform signifi-
cantly worse in the means of synchronization security, compared to all parties using the
hebbian update rule. The results for this part of the analysis is presented in Figure 4c.
Both dynamic approaches performed better in 19.44% of the cases, in the same percentage
of scenarios only dynamic_matrix was better, while dynamic_rows outperformed other
algorithms only in 2.77% of cases. As the mean synchronization of the attacker was lower
when all parties used the hebbian update rule in 55.56% of the cases, it may be more ad-
vantageous to rely on that algorithm when there is a reasonable suspicion that the attacker
may know about dynamic rule selection and they also dynamically select their update rule.
It should also be noted that the observed decrease in performance of the dynamic solutions
can be attributed to the fact that the hebbian rule is the fastest learning algorithm among
the most widely adopted ones, as discussed in Section 2.2.2 [45].

In the scenario where the attacker randomly selects the update rule, they consistently
achieved a lower percentage of synchronization when the victims used either of the dynamic
approaches, compared to the scenario in which all parties used the random walk update
rule. As illustrated in Figure 4d, both dynamic_rows and dynamic_matrix outperformed
the uniform random walk synchronization in 100% of the evaluated cases. This observation
supports the conclusion that, in situations where the attacker is suspected of dynamically
selecting the update rule, the use of dynamic synchronization strategies by the victims
provides a more secure synchronization process. This is an important observation, as the
results indicate that regardless of whether the attacker is using a random update rule or the
random walk algorithm-provided they are not utilizing the hebbian rule-the security of
the synchronization process for the victims does not deteriorate. In such cases, the synchro-
nization security remains at a standard level when victims also use the random walk rule,
or it can be improved if either of the dynamic algorithms is used.

4.2. Scenario 2

The second part of the tests has been conducted with the following parameter values:
e K:{5},
e N:{5,13,34,89},
e 1:{2,4,6},
*  QBER:{3,5,7}

Which resulted in 36 groups of tests with combinations of update algorithms presented
in Section 3.3.

4.2.1. First Example Test

The results of one of the tests in Scenario 2 (with parameters: K =5, N =13,L = 2,
QBER = 3) are presented in Table 3 and Figure 5. The number of victims’ updates in



Appl. Sci. 2025, 15, 7958

15 of 22

this test, presented in the second column of Table 3 and in Figure 5a, is—as in the first
test of Scenario 1-comparable in seven of the eight combinations of the update rules
(=55 on average), while for all parties using hebbian its nearly two times lower (~33).
The level of synchronization of the attacker (in %) is presented in the third column of
Table 3 and in Figure 5b. Similarly to the observation from the first test of Scenario 1,
again, the lower number of updates did not result in a more secure synchronization process.
In this case, the difference in the attacker’s synchronization percentage between tests in
which the victims utilize either the dynamic_rows or dynamic_matrix algorithm and the
test where all parties use the hebbian rule is even larger (=64% for both proposed solutions,
versus ~68%).

In case of random walk-oriented tests, the attacker’s synchronization percentage was
nearly identical in all three cases—71.39%, 71.38% and 71.35%. These values are much
higher than the results achieved by the attacker when they use random update rule, and the
victims use any of the proposed textttdynamic solutions—~68%. As stated in the summary
of the first test of Scenario 1, in this case, the communicating parties also benefit from
attacker not knowing which update rule is used at every iteration.

60 4 I
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9 40+
o
o°
o
=]
s
© 30
2 B all parties: hebbian
§ [ victims: dynamic_rows, attacker: hebbian
Z 201 B victims: dynamic_matrix, attacker: hebbian
mew all parties: random walk
B victims: dynamic_rows, attacker: random walk
10 4 victims: dynamic_matrix, attacker: random walk
B victims: dynamic_rows, attacker: random rule
victims: dynamic_matrix, attacker: random rule
O,
(a) Average number of victims” updates.
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551 B victims: dynamic_rows, attacker: random walk
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m victims: dynamic_rows, attacker: random rule
victims: dynamic_matrix, attacker: random rule
50-

(b) Attacker’s average synchronization in percent.

Figure 5. Scenario 2-K =5,N = 13,L = 2,QBER = 3.
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Table 3. Scenario 2-K = 5,N = 13,L = 2, QBER = 3.

Update Rules Victims’ Updates Attacker’s Synchronization
all parties: hebbian 33.06 = 1.19 68.41 4+ 0.24
victims: dynamic_rows,
attacker: hebbian 53.95 + 1.69 64.42 £ 0.21
victims: dynamic_matrix,
attacker: hebbian 56.16 + 1.84 64.08 £+ 0.21
all parties: random walk 53.95 + 1.64 71.39 £ 0.23
victims: dynamic_rows,
attacker: randon walk 55.65 £ 1.71 71.38 £ 0.22
victims: dynamic_matrix,
attacker: random walk 55.26 + 1.69 71.35 £ 0.21
Victims: dynamic_rous, 54.88 + 1.79 67.92 + 0.26
attacker: random rule
victims: dynamic_matrix, 57.5+ 1.86 67.64 + 0.23

attacker: random rule

4.2.2. Second Example Test

The results of a different test from Scenario 2 (with parameters: K =5, N = 34,L =4,

QBER = 7) are presented in Table 4 and Figure 6. The results related to the average number
of victims” updates in the second test from Scenario 2 are presented in second column
of Table 4 and in Figure 6a. In this test, the trend continues, as the number of updates
between the victims is much more comparable comparable across all rule combinations
(~88.5 on average). At the same time, the observations related to the attacker’s average
synchronization percentage—presented in third column of Table 4 and in Figure 6b-remain
consistent: dynamic approaches provide a higher level of security compared to hebbian-
only synchronization (~61% compared to ~69% of attacker’s synchronization) and the
attacker’s synchronization percentage in all of the random walk-oriented tests is higher
than in tests where victims were using dynamic_rows or dynamic_matrix while the attacker
chose the update algorithm randomly (~71.5% compared to ~65%).

Table 4. Scenario 2-K =5,N =34,L =4,QBER =7.

Update Rules Victims’ Updates Attacker’s Synchronization
all parties: hebbian 78.94 £ 2.06 69.32 £ 0.22
victims: dynamic_rows,
attacker: hebbian 85.05 + 1.89 61.42 +0.18
victims: dynamic_matrix,
attacker: hebbian 91.08 4+ 1.95 61.28 £ 0.18
all parties: random walk 92.15 £ 2.17 7154+ 0.2
victims: dynamic_rows,
attacker: random walk 93.71 £2.23 7117 £ 0.2
victims: dynamic_matrix,
attacker: random walk 89.12 + 2.06 71.13 £ 0.21
victims: dynamic_rous, 87.02 + 2 65.85 + 0.21
attacker: random rule
victims: dynamic_matrix, 90.76 + 2.17 65.41 + 0.22

attacker: random rule
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Figure 6. Scenario 2-K =5, N =34,L =4,QBER =7.

4.2.3. Comparative Analysis

A broader analysis of the impact of the proposed solutions on the security of syn-

chronization, following the same methodology as in the previous section, is presented in

Figure 7. The analysis is again split into four parts:

1.

Comparison of scenarios in which all parties are using hebbian versus scenarios in
which victims change their update algorithms to proposed solutions.

Comparison of scenarios in which all parties are using random walk versus scenarios
in which victims change their update algorithms to proposed solutions.
Comparison of scenarios in which all parties are using hebbian versus scenarios in
which victims change their update algorithms to proposed solutions and the attacker
chooses their update rule randomly.

Comparison of scenarios in which all parties are using random walk versus scenarios
in which victims change their update algorithms to proposed solutions and the
attacker chooses their update rule randomly.

Most of the results are almost the same as in the analysis of Scenario 1. In fact, in the

first part (presented in Figure 7a) they are the same-usage of either of the dynamic solutions

resulted in attacker achieving a lower percentage of synchronization, compared to all

parties using hebbian in all cases. The same applies to the fourth part of the analysis
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(presented in Figure 7d)-when the attacker was choosing their update rule randomly
(and the victims were using dynamic update rules), in all of the tests in this scenario, they
were unable to synchronize their machines as much as in case where everyone was using
random walk.

In the case of the second part of the analysis (presented in Figure 7b) the results were
not identical, but very close to the results from Scenario 1. In Scenario 2, the percentage of
tests in which both proposed solutions outperformed random walk synchronization has
increased (50% of tests, compared to 41.67% in Scenario 1), percentage of tests in which
only dynamic_rows was better and both proposed solutions were worse have decreased
(from 16.66% to 11.11% and from 30.55% to 27.78% compared to Scenario 1, respectively),
while percentage of tests in which only dynamic_matrix was better when it remained
unchanged (11.11%).

Legend: ' less sync. in % for both solutions, " less sync. in % for dynamic_rouws,
less sync. in % for dynamic_matrix, Bl more sync. in % for both solutions.

:
)

@) (b

100%

(0) (d)

Figure 7. Attacker’s synchronization percent using different update rules with victims using pro-

L

posed solutions compared to all parties using the same update rule-Scenario 2. (a) Only attacker
using hebbian versus all parties using hebbian; (b) Only attacker using random walk versus all
parties using random walk; (c) Attacker using random update rule versus all parties using hebbian;
(d) Attacker using random update rule versus all parties using random walk.

In Scenario 2, the proposed solutions performed significantly worse in the third
part of the analysis (shown in Figure 7c). The percentage of cases in which both dynamic
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approaches performed worse than the hebbian-only synchronization increased from 55.56%
to 75%, while the percentage of cases in which both dynamic algorithms performed better
increased slightly (from 19.44% to 22.23% compared to Scenario 1), the other metrics
have notably decreased: from 19.44% to 2.77% for dynamic_matrix and from 5.55% to 0%
for dynamic_rows.

In general, the outcomes for Scenario 2 are the same as for Scenario 1:

e If the victims have suspicion that the attacker is using hebbian, it is always better to
use any of the dynamic approaches;

o If the victims have suspicion that the attacker is using random walk, in general
dynamic_matrix or dynamic_rows are better (about 3/4 of all cases);

o If the attacker is using random update rule, dynamic algorithms perform worse com-
pared to hebbian-only synchronization;

¢  If the attacker is using random update rule, it is always better to use dynamic update
rule compared to all parties synchronizing with random walk.

5. Discussion

The results clearly indicate that introducing dynamic update rules in TPM-based
synchronization improves resistance against various forms of attacks. In particular, when
the attacker is unaware of the update rule strategy or incorrectly assumes a static rule
(e.g., always hebbian or random walk), their ability to synchronize with the victims is
significantly diminished.

To evaluate the robustness of the proposed approach under different conditions,
a structured set of simulation scenarios was designed. In each scenario, different TPM
parameter is increased, to both test out what is the influence of the key length and the hidden
to input neuron ratio on the security achieved by dynamic_rows and dynamic_matrix
algorithms, compared to standard update rules. To analyze how the length and structure
of the cryptographic key, derived from TPM parameters, affect the system’s security, two
scenarios have been prepared. Scenario 1 focused on varying the number of hidden
neurons (K) while keeping the number of input neurons per hidden neuron (N) constant.
This setup tests how increasing the depth of the neural structure (i.e., the number of sub-
trees involved in synchronization) affects the resilience to attacks. In contrast, Scenario 2
kept the number of hidden neurons constant and varied the number of input neurons
per hidden neuron, simulating the effect of extending each hidden neuron’s input space,
and in result increasing the entropy and granularity of the key. This dual approach allows
to compare how different architectural dimensions of the TPM influence synchronization
behavior and the effectiveness of dynamic update strategies against potential attackers.

While dynamic algorithms do not always outperform standard rules in all configu-
rations, they consistently provide a better security-to-performance trade-off in scenarios
involving attacker uncertainty. There are two main approaches—either the victims suspect
that the attacker is using a single rule or that the attacker is choosing their rule randomly.
In the first case, the dynamic update rules are either better in 100%-if the attacker is using
hebbian—or in ~ 3/4% of the cases—if the attacker is using random walk. These results
reinforce that hebbian—while efficient in terms of learning speed-leads to increased vulner-
ability when the attack model is predictable. Alternatively, when random walk is used by
the attacker, the dynamic methods show clear statistical advantages.

In case the attacker uses the random update rule, the dynamic_rows and dynamic_matrix
in most cases do not provide more security compared to all parties using hebbian, but they
outperform random walk-based synchronization in all of the cases. This trade-off indicates
that dynamic update rules may not always be optimal in absolute terms, but can introduce
substantial confusion and desynchronization in adversarial conditions where the attacker’s
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strategy is uncertain or varies between the attacks. This robustness to unpredictability
makes the dynamic rules particularly appealing in practical QKD systems where full
knowledge of the attack model cannot be assumed.

Based on all of this information, we can conclude two main outcomes (for synchro-
nization using machines with parameters as described in Section 3.3).

e In the vast majority of cases, it is more secure to use either dynamic_rows or
dynamic_matrix if we are sure that the attacker will use a static update rule (in
case they are using hebbian rule, it is always more profitable).

e If the communicating parties would want to use random walk as the update rule,
in the vast majority of cases it is more secure to use dynamic approaches, no matter
what the attacker’s approach is (in case they are using random update rule, it is always
more profitable).

It is quite important that these gains are achieved without adding any modifications
to the TPM architecture or increasing the amount of exchanged data (not counting the
results from the less complicated machines, like those presented in Sections 4.1.1 and 4.2.1),
preserving compatibility with existing QKD protocols. This compatibility, combined with
enhanced security under realistic adversarial conditions, suggests that dynamic update rule
selection is a viable enhancement to existing QKD error correction protocols.

Future studies on the dynamic approaches to TPM synchronization in the context
of cryptography applications should include a broader data set (e.g., more populated or
expanded sets of parameters’ values) or should be based on some specific list of TPM
parameters—either already used in the QKD process, or some recommended values (like
those proposed in [46]). The additional expansion of the research could explore integration
into live QKD networks and further optimization of selection criteria to balance security
and synchronization speed (e.g., integrating multiple approaches to leverage their respec-
tive strenghts while simultaneously mitigating the limitations and risks associated with
using individual soltions in isolation), comparison of dynamic_rows and dynamic_matrix
with other, less popular update rules (such as selective update rule based on entropy,
error-corrective update rule which updates weights only when the outputs differ, weight-
decaying update rule, or standard rule with additional decaying factor) or even testing
the proposed solutions with novel approaches, such as synchronization with non-binary
input vectors [47]. Additionally, we do recognize that the attacker may somehow obtain the
information on how the victims choose their update rule on each iteration, so it would be
worth comparing the performance of synchronization (in the means of number of updates
required to synchronize the key, number of attacker updates or attacker’s synchroniza-
tion percentage) in the scenario where all parties use ‘"dynamic” approaches, compared to
standard update rules scenarios.
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