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Fig. 1. BKM-07 protocol model.
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Fig. 2. Decoy SQKD model based on BKM-07 protocol.
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Table 1.  Pulse strength w1, vi, v2 and the number of

Secret key ratio every 5 km in a 50 km transmission dis-

tance.
FEfmBEE /m 1 U1 v2 R
0 0.68 0.48 0.07 0.001745822
5 0.68 0.48 0.07 0.000785235
10 0.68 0.48 0.07 0.000483058
15 0.68 0.48 0.07 0.000331894
20 0.68 0.48 0.07 0.000240990
25 0.68 0.48 0.07 0.000180301
30 0.68 0.48 0.08 0.000137404
35 0.68 0.48 0.08 0.000105438
40 0.68 0.49 0.09 0.000081846
45 0.68 0.49 0.10 0.000063533
50 0.68 0.49 0.10 0.000049545
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Fig. 3. (a) The comparison of secret key rate of different
key sizes nz, when using the pulse frequency of 1 GHz.
The value of nz are 10° (where s = [4, 5, 6, 7]). When
10% is chosen to be nz , the secret key rate is close to the
asymptotic limit’s. The secret key rate decreases sharply
with the increase of fiber length, but it can maintain a
secret key rate of 10 for about 30 km; (b) the comparison
of the proximity security key rates between six different nz

when considering a pulse frequency of 1 GHz. The value of
nz are 10° (where s = [5, 6, 7]).
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Finite-key analysis of decoy model semi-quantum key
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Abstract

Semi-quantum key distribution allows a full quantum user Alice and a classical user Bob to share a pair of
security keys guaranteed by physical principles. Semi-quantum key distribution is proposed while verifying its
robustness. Subsequently, its unconditional security of semi-quantum key distribution system is verified
theoretically. In 2021, the feasibility of semi-quantum key distribution system based on mirror protocol was
verified experimentally. However, the feasibility experimental system still uses the laser pulse with strong
attenuation. It has been proved in the literature that the semi-quantum key distribution system still encounters
the risk of secret key leakage under photon number splitting attack. Therefore, the actual security of key
distribution can be further reasonably evaluated by introducing the temptation state and conducting the finite-
key analysis in the key distribution process. In this work, for the model of adding one-decoy state only to Alice
at the sending based on a four state semi-quantum key distribution system, the length of the security key in the
case of finite-key is analyzed by using Hoeffding inequality, and then the formula of the security key rate is
obtained. It is found in the numerical simulation that when the sample size is 10°, the security key rate of 107,
which is close to the security key rate of the asymptotic limits, can be obtained in the case of close range. It is

very important for the practical application of semi-quantum key distribution system.
Keywords: semi-quantum key distribution, decoy state, Hoeffding’s inequality, finite-key
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