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Abstract

The quantum communication channel is considered to be eavesdropped when the signal
Quantum Bit Error Rate (QBER) exceeds a defined theoretical limit and is thus
considered a figure of merit parameter for assessing the security of a quantum channel.
This work presents a general mathematical model considering device imperfections and
various sources of errors for estimating signal QBER in polarisation encoded satellite-
based QKD systems. QBER performance for satellite-to-ground downlink scenarios
has been investigated for multiple sky brightness conditions (day time and night time
operations), two operating wavebands: 800 and 1550 nm as well as for different quantum
transmitter and quantum receiver architectures. Further, a novel QBER estimation
analysis for inter-satellite QKD links has also been presented. The estimation results
obtained from the developed model have been validated against and found in good
agreement with the measured results of the only reported satellite-to-ground QKD ex-
periments till date. The presented QBER modelling and analysis will aid in system en-
gineering and efficient design of future satellite-based QKD systems.
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Due to absorption in fibre cables and atmospheric losses,
fibre and terrestrial free space QKD are limited to few hun-

Quantum Key Distribution (QKD) is a technique to ensure
unconditional secure key distribution between two parties by
using the principles of quantum mechanics [1]. Developed by
Bennet and Brassard in 1984 [2], the first experiment was
conducted eight years later using a 32 c¢m free space trans-
mission [3, 4]. QKD has come a long way since then with
several experiments leading to a lot of new free space and
fibre-based QKD protocols using different encoding schemes
like polarisation, phase and time-bin over much larger dis-
tances. This quantum evolution has led to a large boost in the
related technologies such as single photon sources [5], single
photon detectors [6], time taggers etc. along with several ad-
vancements in post processing techniques such as error
correction and privacy amplification.

dreds of kilometres [7, 8]. However, the satellite-based free
space QKD link can overcome such limitations by successfully
distributing secure keys between two ground stations situated
over thousands of kilometres apart. Several space agencies are
working towards the establishment of satellite-to-ground
quantum communication links [9-16]. The two standard
operating wavelengths window suitable for space-based quan-
tum communication are 800 and 1550 nm. The former
wavelength is preferred because of the availability of efficient
and low-cost detector technology, while the latter is better
suited for realising all day-time operational QKD links.

The quantum bit error rate or QBER is considered as an
important figure of merit for polarisation encoded QKD sys-
tems for analysing the security of a quantum communication

Abbreviations: FOV, Field of View; ISL, Inter-Satellite Link; LEO, Low Earth Orbit; OGS, Optical Ground Station; QBER, Quantum Bit Error Rate; QKD, Quantum Key

Distribution.
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channel. The quantum channelis considered to be eavesdropped
when the QBER exceeds the value of 11% [17] and would not be
able to generate any secure keys for encryption. The accurate
error and link loss estimation are therefore essential to efficiently
analyse and optimally design the satellite-based QKD links. The
currently available literature [14, 18-21] quantifying the errots in
a satellite-based QKD link lacks in comprehensive analysis and
modelling of the signal QBER considering various quantum
transmitter and receiver design parameters. Also, to the best of
our knowledge, none of the reported papers address the QBER
estimation for the ISL-QKD scenatio.

In this work, we have presented a simple mathematical
model to obtain the QBER of a polarisation encoded satellite-
based quantum communication system by analysing the errors
introduced due to the free space transmission channel and lim-
itation of the quantum transmitter and receiver. The major
constituents responsible for limiting the noise performance are
stray light, polarisation errors as well as dark noise and after-
pulsing effects of the detectors. This developed model is then
used to analyse the satellite-to-ground quantum communication
link in a downlink configuration and inter-satellite (ISL) QKD
link for 800 nm as well as 1550 nm wavebands. The QBER is
analysed for different sky brightness situations such as clear
daytime, full moon clear night and moonless clear night. The
detailed comparative analysis is then presented to aid in the
design of an efficient satellite QKD system.

This paper is organised as follows: the mathematical
modelling of the QBER is presented in Section 2. In Section 3,
the analysis of the satellite-to-ground QKD scenario is done
followed by the analysis of the ISL QKD in Section 4. In
section 5, the system requirements for practical and efficient
realisation of satellite-based QKD scenarios are presented.
Finally, we conclude the work in Section 6.

2 | QBER MODEL
The QBER of a quantum communication channel accounts for
the errors in the link and is defined as the ratio of the number (or
rate) of wrong bits to the number (or rate) of total received bits.

Nwrong meng
BER = = 1
Q Nwrong + Might Rwrong + Rrigbt ( )

Figure 1 illustrates the schematic of a polarisation-based
QKD receiver which includes key components such as half-
wave plates, single photon detectors (SPD) band pass filters
(A), 50/50 beam splitter (BS), polarisation beam splitters
(PBS), waveplate-based polarisation compensator (PC) and the
primary sources of noise in a BB84 QKD optical receiver. A
satellite-based QKD scenatio is prone to different noise fac-
tors introduced due to dark count (Ng), stray light (N,
polarisation errors (Nsop) and after-pulsing (Ngp). Noprong can
be defined as follows:

Nwmng =Ny + Mzmy + Nsop + Nap (2)

In this work, we have considered a polarisation encoded 2-
state decoy BB84 QKD protocol given its suitability in
satellite-based QKD scenarios in terms of high secure key rate,
longer transmission distance and robust eavesdropper detec-
tion [22]. However, for the practical implementation of this
protocol, one of the critical parameters of importance is s, the
occurrence percentage or proportion of signal pulses against
decoy and vacuum pulses at the Quantum transmitter output
and has implications on the signal bits generated at the ground
and hence overall QBER. Thus, a more genetic QBER (E,)
expression in the high-loss regime also incorporating this
parameter can be represented as follows:

eo)/o + epol X (1 — e_<llink></‘><5>)
n

where Q, =Y, + (1 - e_(%kx’”‘)) is the defined as the gain
of the signal states. p is the signal mean photon number, e, is
the error rate due to the random background noise and is
considered as 0.5. The term (1-e~(m*#=9)) expresses the
detection probability due to incoming photons from a signal
state. €,/ is the probability of incorrect bit received due to the
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FIGURE 1

Schematic illustrating key components and noise contributions in a polarisation-based QKD receiver.
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polarisation errors and can be calculated using the phase delay
and basis deviation [23] as follows:
1 (ER-1)  ,
= si 6 4
e = R T ) 4)

here @ corresponds to basis deviation, and ER represents the
signal's Polarisation Extinction Ratio. Yo, the background
detection probability is represented by

Yo= (4d X At + Mzmy X Mop X nqrx) ®

Here, the first term represents the noise contribution due to
dark counts of single photon detectors. It depends on the
detector dark count rate (d) and the gating window (Af). Here,
the time gate filtering is applied to reduce the number of
background photons.

The second term corresponds to the noise due to stray
light. Ny tepresents the number of stray photons per pulse,
which is directly related to the brightness conditions of the sky
and other receiver optics properties such as telescope aperture
size, field of view (FOV) and receiver spectral filter bandwidth
Biter Mop corresponds to the quantum receiver terminals front
end optics throughput, and #,,, corresponds to the quantum
receiver efficiency including free space to fibre coupling, which
is related to the receive chain architecture. The stray noise
power received by the telescope can be given as [18] follows:

Py, = Hy x Qroy X Ay X Bjyer (6)
where H), is the brightness of the sky background in W2
Srtmam™L Qroy is the quantum receiver field of view in a
solid angle, and A,, is the receive telescope aperture area. Thus,
by choosing different values of lighting and weather conditions
(H}p) and different properties of the optics, we can obtain the
noise received in different satellite-to-ground QKD scenarios.
Using this P, we can thetefore calculate the number of un-
desired photons received per pulse for a given detector:

P,
]thmy - EIZA[ (7)

The tj;,k, probability of a photon being detected at the
receiver or the total link efficiency can be expressed as a
product of several loss factors:

Link = ngeo X Natm X npoim X nop X nqrx (8)

Ngeo cOrresponds to the geometric loss factor and can be
represented as [24] follows:
D, ?
r]geo = 4% (9)
D, +Div xR

Dy, and D,, cottesponds to the transmitter and receiver
aperture diameter respectively, R represents the slant range and

Div corresponds to the estimated divergence of the transmitter
telescope. The divergence can be estimated by multiplying the
theoretical divergence by a factor (greater than 1), so as to
account for any practical limitation (taken 1.2 in this work).
Nam cotresponds to the atmospheric loss factor and is calcu-
lated from an atmospheric loss of 1-4 dB for 1550 nm and 2—
5 dB for 785 nm [25] with OGS visibility elevation angles
ranging from 30° to 90°. 77,04, represents the loss factor due to
the error in the beam pointing.

Another factor that needs to be accounted for is the aftet-
pulsing phenomena which represents the spontaneous detec-
tion events being triggered by trapped carriers after previous
avalanches at the detector [20]. It depends on the detector after-
pulsing probability (P4p) and the number of detector clicks
generated from different sources. For commercially available
SPAD, the after-pulsing probability reported can be as large as
3%. This will cause a non-trivial increase in QBER and thus
necessitates its incorporation in the overall noise error counts.
Therefore, to arrive at a general expression for the estimation of
signal QBER, eq (3) can be further modified as folllows:

€0 X Y 4 (€por + €0 X Pap) x (1 — e imx1xs))
e Y; + (1 — e_(tlmleXHXS)) % (1 + (PAP))
(10)

where Y' is expressed as Y,(1+P4p), which includes the
erroneous counts due to after pulsing caused by the detection
events of stray light and dark counts.

3 | SATELLITE-TO-GROUND
QUANTUM LINK

For a satellite-to-ground QKD scenario, a satellite at a typical
circular LEO orbit with an altitude of 500 km with an incli-
nation of 31° is chosen for analysis. For Optical Ground Sta-
tion (OGS), a visibility elevation of 30° is chosen so as to
account for the completion of the pointing and acquisition
phase. As a result, the maximum and minimum range for a
typical satellite overhead pass over the OGS lies within 900—
500 km. For this analysis, the worst-case slant range, that is, the
maximum range of 900 km is considered for various loss
calculations. The pointing loss is taken as 3 dB as this is
acceptable for the required limits of receiver FOV. The front-
end optics consist of the telescope and the relay optics and is
assumed to have a throughput of ~75%.

The receiver efficiency is taken as ~50% that includes the
total efficiency of the detector, fibre coupling and associated
losses of the BB84 decoding module. The dark count rate per
detector is taken as 100 Hz, while the after pulse probability
for 785 nm is taken to be 2% for a Single Photon Avalance
Diode (SPAD)-based single photon detector [28], while for
1550 nm, it is considered zero as SNSPD (Superconducting
Nanowire Single Photon Detector) types of detectors [29] are
used. Ultra-narrow bandpass filters with a filter bandwidth
Bﬁlm of 0.2 nm [30] ate considered for analysis. For the stray
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light calculation, three different cases have been considered
with values of Hj, [18, 25, 27] as given in Table 1. The other
system specifications chosen for the satellite-to-ground sce-
nario include the transmitter aperture diametre (100-300 mm),
the receiver aperture diameter (1000 mm), polarisation error
(1%) and detector gating window (1.25 ns). The same analysis
can be extended for other orbits and subsystem properties as
per the user requirements.

In Figure 2, the QBER is calculated for both the wave-
lengths at three different sky brightness conditions, that is,
moonless night, moonlit night and clear day. Firstly, for the
moonless night scenario, with smaller receiver FOV values and
assuming the pointing loss would still be less than 3 dB, the
QBER is primarily dominated by error counts due to the after
pulsing of the detector, and as a result, 1550 nm has a better
SNR performance given the absence of after pulsing effects.
However, as the FOV increases, the QBER due to the stray
noise dominates. Since the number of noise photons per pulse
at moonless night for 1550 nm is more due to smaller energy
per photon, the QBER increases rapidly as the FOV is
increased, while for 785 nm, we can achieve acceptable signal
QBER even with comparably larger FOVs. For the case of
moonlit night and clear day, the stray noise at 1550 nm is

expected to be lesser than 785 nm [18, 25, 27|, leading to a
decrease in error counts at 1550 nm. Therefore, as the FOV
increases, the QBER for 785 nm increases more quickly.
However, for clear day-conditions, the FOV specifications
become very stringent even with a 300 mm onboard Tx tele-
scope aperture, leading to very fine pointing requirements.

4 | QUANTUM ISL LINK

For the ISL scenatio, up-conversion detectors are considered
for the receiver at 1550 nm having an overall photon detection
efficiency typically as 30% and a dark count rate of <150 cps
with the after pulsing of ~1% [31-33]. The aperture of both
the transmitter and receiver telescopes is assumed to have the
same diametre. The signal QBER is calculated for varying ISL
separation between the two satellites and different transmit
apertures as plotted in Figure 3. Here, we are considering only
the case when both the satellites are in eclipse as sufficient ISL
contact time is available to perform QKD even when both the
satellites are in complete darkness. Therefore, for a typical
500 km orbit and ISI. separation of ~1000 km, the satellites
will have as high as ~8.5 h/day access duration.

Hb (W.m2.5r ".nm™)

Hb (W.m 2.5 '.nm™)

TABLE 1 ‘Typical radiance data for 785
and 1550 nm(18, 25, 27].

Atmospheric condition 785 nm 1550 nm

Clear day 31 x 107° 6.85 x 107°
Moonlit clear night 1.5 x 107° 1.5 x 1077
Moonless clear night 1.5 x 107° 1.5 x 107°

SATELLITE-TO-GROUND QKD SCENARIO

MOONLESS NIGHT

1550 nm

50
4 4501000 2000 3000 4000 5000 6000
785nm

300 300

Transmit telescope aperture (mm)

,
50
4 4501000 2000 3000 4000 5000 6000

MOONLIT NIGHT

1550 nm 1550 nm

50
450100 200 300 400 500 €00 700 800
785 nm 5

50
450100 200 300 400 500 600 700 800

CLEAR DAY

FOV (prads)

FIGURE 2 Estimated signal QBER for the satellite-to-ground QKD scenario; Moonless night condition: (a) 1550 nm and (b) 785 nm, Moonlit night
condition: (c) 1550 nm and (d) 785 nm, Clear-day condition: (e) 1550 nm and (f) 785 nm.
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ISL QKD SCENARIO

Tx aperture : 100 mm
1550 nm

—
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2]

Tx aperture: 200 mm
1550 nm

QBER > 11%
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Tx aperture: 300 mm
1550 nm

QBER > 11%

FOV (urads)

FIGURE 3 Estimated signal QBER for the ISL. QKD scenario; 100 mm Tx aperture: (a) 1550 nm and (b) 785 nm; 200 mm Tx aperture: (c) 1550 nm and

(d) 785 nm; 300 mm Tx aperture: (e) 1550 nm and (f) 785 nm.

It can be observed that with the transmit aperture size of
100 mm, the maximum separation for which 1550 nm ISL
QKD is feasible with QBER <11% is 250 km, while for a
larger aperture of 300 mm, the distance increases to 2000 km.
With 785 nm, however, this maximum ISL separation range
value gets increased to 750 and 6500 km for the 100 and
300 mm aperture, respectively. The primary reason for this
increase is because of the near double transmit beam diver-
gence experienced by a 1550 nm signal compared to the
785 nm, resulting in larger geometric path loss.

5 | ANALYSIS OF THE SYSTEM
REQUIREMENTS FOR SATELLITE
BASED QKD SCENARIOS

For a satellite-to-ground scenario with a 100 mm onboard
telescope, it can be seen that for the moonless night operation
scenario 785 nm performs better than 1550 nm, however for
moonlit night scenario, the receiver FOV must be < 300 prad
and <250 prad for 1550 and 785 nm, respectively, to ensure
the QBER remains <11%. Even with 250 prad as the FOV, the
initial assumption of 3 dB pointing loss is acceptable as it
corresponds to a pointing error of 7.5 prad for 1550 nm and
3.9 prad for 785 nm [34], which is much less than the FOV
itself. However, when operating in daylight conditions with a
100 mm transmit aperture, the FOV must be <13 prad for
1550 nm and <4.7 prad for 785 nm. Correspondingly, the
maximum stray noise the system can tolerate is 3.8 x 107> and
1.4 x 107 counts/pulse for 785 and 1550 nm, respectively.

Thus, for moonlit night and clear-day conditions, the 1550 nm
seems to be a better choice for QKD. Cleatly, the pointing
accuracy needs to be better than these stringent collecting FOV
values in order to cater to daylight QKD scenarios.

For the case of ISL QKD, the use of 1550 nm appears
more difficult to practically realise as it demands at least a
300 mm onboard telescope that leads to increase in payload
mass, weight and power consumption. Similar performance
can be realised using 785 nm with smaller transmit apertures of
<200 mm. Also, from this analysis, it is evident that for the
case where satellites are in sunlit condition, the system
requirement such as minimum ISL separation and Tx aperture
size will become even more demanding, making it unfeasible
for practical realisation with current available technology.

Apart from FOV, certain device parameters can also be
optimised to achieve lesser QBER with increased distance.
Firstly, the telescope and associated optics need to be designed
and fabricated such that the practical divergence is close to its
theoretical diffraction limited value. Another parameter of in-
terest could be the pulse width and pulse repetition frequency
of the transmitter. Smaller pulse widths allow for smaller gating
windows, whereas higher Pulse Repetition Frequency (PRF)
would increase the signal photon detections, both of which
help in improving the overall SNR. Other parameters for
improving QBER performance include the front-end optics
throughput as it is directly linked to the overall efficiency,
spectral filter bandwidth (Bgpe,) of the receiver as the filter with
smaller FWHM to further reduce the stray photons being
captured by the OGS, and the use of adaptive optics at the
OGS will reduce the influence of the atmospheric turbulence.
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TABLE 2 Comparison of estimated QBER values with reported experimental works.

Operating conditions Reference Yo Signal QBER
850 nm (night time only) Measured results ~ 589 x 1077 ~3%
(Micius [12])
Estimated [this work] ~527 x 1077 2.8%
(Hy=2x 107" Wm ™28 nm™", Bfitier = 10 nm,
FOV = 20 prad, Pyp = 2%)
800 nm (night time only) Measured results ~9x 107 ~4.9%
(SOCRATES [13])
Estimated [this work] ~9.18 x 107° 4.88%

(Hy, =525 x 1077 Wom 2.8 .nm™", By, = 5 nm,
FOV = 100 prad, Pap = 2%, €yo = 3.5%, gating = 10 ns)

Note: For estimating signal QBER, the operating conditions for the maximum QBER have been simulated. The assumed parameter values considered are mentioned in parenthesis for

cach section.

The accuracy of this developed QBER model would further
improve if the experimentally measured sky radiance data
around the concerned OGS region can be fed into it.

Y, and signal QBER values were calculated using this
developed model for two well-reported satellite-to-ground
QKD experiments. We found the outcome of this model to
be in good agreement with the published measured data as
summarised in Table 2 [12, 13], thus validating the applicability
of the developed model for practical scenarios. We also
compared our model with one of the recent terrestrial free space
daylight QKD experiment carried out at 1550 nm [25], and the
estimated signal QBER of ~3.20% (for H, = 1.5 x 107 W.
m ™28  nm ™! Pyp = 2%, Hop = 75%) was also found to be in
close agreement with the reported measured QBER of 3.24%.
Further, our model was compared with our previously con-
ducted inter-building free space QKD demonstration at 785 nm
during night time over ~300 m [35], and the estimated signal
QBER of ~2.5% (for H,=1.4 x 107" Wom™>.87"' .nm™'—H,
was estimated based on the dark-noise measurement,
€po1 = 1.5%) was also found to be in close agreement with the
reported measured QBER of ~2.6%.

6 | CONCLUSION

In this work, the main sources of noise encountered in the
satellite-based quantum communication link and errors limiting
the QBER performance of the satellite QKD system have been
discussed and analysed. A more inclusive mathematical model
of the QBER has been presented considering prime noise
contributors such as stray light, polatisation errors, dark counts
and after-pulsing effects. The influence of the various system
parameters for the estimation of signal QBER in the satellite-
to-ground downlink and ISL QKD scenarios have been
investigated in detail. The simulation and comparative analysis
for 800 and 1550 nm wavelength window are presented for
different sky brightness conditions, which clearly shows the
advantage of a 800 nm waveband for satellite-to-ground QKD
during night time operation. However, for day time operation,
1550 nm window performs slightly better but poses stringent

system requirements. Requirement analysis has also been pre-
sented for the design of various technology elements for space
and ground segments in order to practically realise an efficient
satellite-based QKD links while operating the system in a
quantum secure regime. Also, the efficacy of this developed
QBER model has been validated with measured results of the
only reported satellite-to-ground QKD experiments as well as
few recent terrestrial free space experiments.
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