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Abstract

Quantum Key Distribution (QKD) enables provably secure communication, but its security
depends on accurately characterising quantum devices. Since this is a challenging task, any
inaccuracies in characterising the devices can pose security risks. Device Independent (DI) QKD
protocols address this issue by making minimal assumptions about the devices used, and we refer
to them as untrusted devices.

This thesis begins with an introduction to key concepts in quantum information and quantum
optics that are relevant to quantum communication with untrusted devices, along with examples
of quantum cryptographic protocols and tasks that can be performed using these untrusted
devices.

We then explore the limitations of DI QKD protocols and other protocols that use untrusted
quantum devices. We introduce a new mathematical framework to study the necessary conditions
for untrusted devices in the presence of photon losses and other common types of noise in quantum
communication protocols. We find that protocols using untrusted devices require high detection
efficiencies, which refer to the ability of the experimental setup to reliably detect quantum states.
This significantly limits the distance over which DI QKD can be implemented.

We present frameworks for analysing the security of DI QKD and apply these methods to the
most common protocols of this type. We introduce a general analytical framework applicable to
the study of the security of DI QKD protocols with devices producing only two inputs and two
outputs. Subsequently, we outline two numerical methods that can be used to analyse setups
with any number of inputs and outputs.

Finally, we propose a hybrid solution that combines DI QKD with standard QKD. This ap-
proach involves partially trusting one side of the communication protocol while not trusting the
other side. It is particularly suitable for secure communication between a server and its clients.
Our findings show that this hybrid technology can overcome the distance limitations of DI QKD
and achieve security over distances of the same order as standard QKD protocols.






Résumeé

La distribution quantique de clés (QKD) permet une communication dont la sécurité peut étre
prouvée, mais qui dépend d’une caractérisation précise des appareils quantiques. Or cette carac-
térisation est en pratique complexe et toute inexactitude peut poser des risques de sécurité. Les
protocoles de QKD indépendants des dispositifs (DI QKD) abordent ce probléme en faisant des
hypothéses minimales sur les dispositifs utilisés.

Cette thése débute par une introduction aux concepts clés de I'information quantique et de
l'optique quantique qui sont pertinents pour la communication quantique avec des dispositifs
non fiables, ainsi que par des exemples de taches et de protocoles cryptographiques quantiques
pouvant étre réalisés avec ces dispositifs non fiables.

Nous étudions ensuite les limitations fondamentales des protocoles de DI QKD, ainsi que
d’autres protocoles utilisant des dispositifs quantiques non fiables. Nous introduisons un nouveau
cadre mathématique pour étudier, en présence de pertes et de bruit, les conditions nécessaires
pour que des dispositifs non fiables puissent néanmoins produire un avantage quantique dans des
protocoles de communication quantique. Nous montrons que des efficacités de détection élevées
sont nécessaires, ce qui limite de maniére significative la distance sur laquelle la DI QKD peut
étre utilisée.

Nous abordons ensuite la question de I’analyse de la sécurité de la DI QKD. Nous introduisons
un cadre analytique général applicable & ’étude de la sécurité des protocoles de DI QKD avec
des dispositifs avec seulement deux entrées et deux sorties et appliquons cette approche aux
protocoles les plus courants de ce type. Nous décrivons ensuite deux méthodes numériques qui
peuvent étre utilisées pour analyser des configurations avec un nombre quelconque d’entrées et
de sorties.

Finalement, nous proposons une solution hybride qui combine la DI QKD avec la QKD stan-
dard. Cette approche consiste a faire partiellement confiance a un cété du protocole de com-
munication tout en ne faisant pas confiance a 'autre coté. Elle est particulierement adaptée
4 la communication sécurisée entre un serveur et ses clients. Nos résultats montrent que cette
technologie hybride peut surmonter les limitations de distance de la DI QKD et atteindre une
sécurité sur des distances de méme ordre que les protocoles de QKD standard.
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1 Introduction

The aim of this thesis is to present the works I carried out during my doctorate [1-3]. It also
provides an introduction to the subject of Device Independent Quantum Key Distribution [4, 5].

Quantum Key Distribution (QKD) [6, 7] is a technique that was proposed in the 1980s [8], and,
for the first time in history, allows provably secure communication to be achieved without relying
on trusted carriers. In particular, QKD is able to solve the problem of the key distribution, which
was the missing piece to achieve information theoretic security, i.e., security against adversaries
with unlimited computing resources.

Before QKD the only known way to achieve information theoretic security was to rely on
trusted carriers distributing a secret key to the locations where one needed to communicate
securely. Having a secret shared key allows two parties to encrypt and decrypt messages. If (and
only if) the shared key is random, equally long to the message, and was not used before, then
one can prove information theoretic security [9]. This can be done, for instance, using the One
Time Pad (OTP) which involves adding modulo-two each bit composing the key with each bit
used to represent the message. To decrypt the message, one just has to subtract modulo two the
key from the encrypted message.

Currently, cryptosystems tend to rely on a different notion of security which is called com-
putational security. According to this notion, a system is said to be secure when it cannot be
cracked in “reasonable” time. There are two types of algorithms which are currently used to
encrypt communication: symmetric key algorithms and public key algorithms. A symmetric key
algorithm uses a single key for both encryption and decryption of secret messages. An example
of this class of algorithms is the previously mentioned OTP, which is impractical as it requires
the distribution of extremely long keys. For this reason, the most used algorithm of this type
is the Advanced Encryption Standard (AES) which is the encryption scheme established by the
U.S. National Institute of Standards and Technology [10]. In this algorithm the key is not as
long as the message and thus it does not guarantee information theoretic security. Instead, it
guarantees computational security and it involves a typically 128 bit key from which 10 other
keys are derived and are used in a process involving 10 encryption rounds.

The problem of distributing secret keys is usually solved through public key cryptography.
In this scheme, a public key known to everyone is used to encrypt a secret message (in this
case the secret key that we want to distribute to perform symmetric key encryption), but the
decryption can only be performed using a private key which is known solely by the receiver of the
message. Every known public key algorithm aims for computational security but they are never
information theoretically secure. These algorithms rely on mathematical problems denoted as
one-way functions. These are functions that are easy to compute for any input, but very hard
to invert given the image of a random input. More specifically, finding the input with the best
currently known algorithms requires a computational time which increases exponentially with
the dimension of the input. An example of such function is the multiplication of prime numbers.
It is easy to find the product between two large primes, but once we have the product, retrieving
the prime factors is believed to be extremely hard. This one-way function is at the base of the
RSA, the most-used public key encryption algorithm. This protocol was invented by Ronald
Rivest, Adi Shamir and Leonard Adleman in the late 1970s [11] and it is today still used in a
large number of applications.
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1 Introduction

In 1994, Peter Shor discovered a quantum algorithm able to efficiently solve prime factorization
(and another one-way function called discrete logarithm) [12]. This means that, if a large-scale
quantum computer will be built, most of the public key cryptosystems currently in use will
be under threat. As it became clear in the last years that quantum computers are becoming
a concrete possibility, other public key algorithms believed to be resistant against quantum
computers have started to be studied extensively and initiated undergoing a standardization
process [13]. This field of studies is called post-quantum cryptography. One of the most successful
classes of post-quantum algorithms are based on lattice problems as, e.g., the shortest vector
problem. This problem consists of finding the non-zero vector with the smallest length in an
n-dimensional lattice given a basis of vectors in a Euclidean space.

Figure 1.1: Shortest vector problem in a two-dimensional lattice. Given the basis of vectors a and b, the shortest
non-zero vector is the red one.

While this field of studies is extremely promising, it is not immune to sudden technological
advances. Great increases in computational power and the discovery of classical or quantum
algorithms able to hack these systems efficiently cannot be prevented. Moreover, there are certain
types of communication which are required to stay secret for several years or decades (as the
identity of undercover agents, DNA data, or health data). Computational security cannot ensure
long-term security as one may record encrypted messages and wait for technological advances
that will allow for their decryption.

Quantum Key Distribution can offer information theoretic security and this means that security
is guaranteed even in the long-term. QKD bases its security on the postulates of Quantum
Mechanics. Intuitively, we can say that it relies on the fact that the measurement of a quantum
system causes an irreversible disturbance to it. For this reason, if one tries to eavesdrop the key
distribution protocol, it is possible to detect the disturbance, abort the protocol, and restart from
scratch. Let us remark that QKD is based on a set of assumptions besides the laws of quantum
mechanics and, when they are not met, it is still possible to hack it. Anyway, the act of hacking
the protocol needs to be performed while the key distribution is happening and once the secret
keys are successfully distributed there is no way to retrieve them. This technology does not exist
only in theory or in physics laboratories, but since the early 21st century it is available from a
number of companies [14-18].

The security of QKD systems in use today relies on a set of assumptions. For example, it is
assumed that the source of quantum states prepares states of a specific form, shares them through
an untrusted quantum channel, and that the measuring devices perform precise measurements
on the received states. In these scenarios, the state preparation and measuring devices are
considered trusted. This trust implies that these devices are assumed to produce the states and
perform the measurements exactly as prescribed by the protocol. These assumptions are used
in the proofs of security of the protocols and thus they need to be fulfilled to guarantee that the

12



distributed keys remain secret.

However, verifying these assumptions about preparation and measurement devices is not
straightforward. For instance, it is challenging to confirm whether measurements performed
by Bob are restricted to a two-dimensional Hilbert space, and it is not possible to conclude only
from the input-output probability distributions whether the fair sampling assumption discussed
in Section 1.2.3 holds. Typically, these assumptions derive from a simplified mathematical model
of the devices, which does not fully capture the complexities of the real devices in use. Ideally,
one could attempt to model the devices with more sophisticated theories, but this would again
require trust in the accuracy of these new models relative to the actual workings of the devices.

This discrepancy between the mathematical models used in security proofs and the real-world
implementation of QKD systems presents not only theoretical concerns. Soon after the advent
of commercial QKD devices, practical vulnerabilities have been exposed. Notably, V. Makarov
and his research team exploited these discrepancies to experimentally demonstrate that these
commercial devices could indeed be hacked [19-22].

Two main solutions have been explored to address this problem. The first involves patching
the commercial devices. This method consists of integrating modules into the devices that
block specific types of known attacks. Although this strategy does not resolve the underlying
issue of discrepancies between the security proof assumptions and the actual implementation of
the protocol—since any new patches would also need to be included in the security proofs—it
does prevent the exploitation of known vulnerabilities. However, as new types of attacks are
discovered, additional patches must be developed and implemented.

The second solution, which is the focus of this thesis, seeks to establish a more robust set
of assumptions for our security proofs. An approach that has been studied extensively consists
of making the minimal possible set of assumptions. This approach is denoted as Device Inde-
pendent (DI) QKD [4, 5] and it consists of a QKD protocol in which the security is proven
without trusting the internal workings of some critical parts of the devices used for the protocol,
and in particular the quantum elements which are difficult to characterise and prone to errors.
Specifically, it involves an untrusted source generating quantum states in an unknown form,
which are then distributed to Alice and Bob’s untrusted measuring devices. These devices are
treated as black boxes, they receive inputs and produce outputs without needing their internal
mechanisms to follow a specific mathematical model. Instead, they are only required to satisfy
a few reasonable assumptions, which will be discussed in detail in Chapter 3. By analysing the
joint statistical distribution of the inputs and outputs from Alice and Bob’s devices, we can
demonstrate information-theoretic security.

A visual representation of a Device Independent QKD protocol is given in Fig. 1.2. From now
on, we will use the colour black to represent untrusted sources or devices and the colour white
to represent the trusted ones. Moreover, we will also use the colour gray to draw elements that
are only partially trusted.

13



1 Introduction

*

a b

Figure 1.2: Schematic representation of a DI QKD setup. An untrusted source distributes quantum states to Alice
and Bob, whose devices are represented as black boxes receiving inputs x, y and producing outputs a, b.

The first three proofs of principle experiments demonstrating the feasibility of DI QKD were
performed soon after I started my doctorate, in 2022 [23-25]. However, these experiments were
limited to very short distances, of the order of hundreds of meters. As we will explain throughout
this thesis, achieving long distances in DI QKD is extremely challenging with the technologies
available today.

Finally, note that, while QKD can offer information theoretic security which is a huge selling
point, this is not the only aspect to consider when choosing a cryptosystem. QKD is an extremely
expansive solution as it requires a completely new infrastructure and, when combined with the
OTP, it is extremely slow. Most of the commercial devices offering QKD share a secret key which
is used to perform AES instead of the OTP.

QKD will most likely be used, at least in the short and medium term, only for niche applications
and its DI version remains at the moment only a research field. That said, it is fundamental
to keep studying diversified cryptographic solutions. Diversification allows one to more easily
replace a technology with the other existing ones in case things go bad. If we stake everything on
a single technology and that technology is found to be flawed, then it will take a very long time
to replace it. This is what happened recently to Germany, which staked everything on a single
reliable technology to produce energy, relying on a single supplier, and is now facing an economic
stall after being forced to stop buying from that supplier!. This is not an ideal scenario in the
case of cryptography which is used for financial transactions, communication of sensitive data,
computer passwords and so on. Using different cryptographic solutions for different security
requirements is probably the best way to diversify the use of this technology.

In this thesis, besides presenting the achievements that I obtained together with my collabo-
rators, I will outline some of the latest theoretical achievements in the field of DI QKD.

In this first chapter, we will cover the key concepts needed for the next parts of this thesis. In
particular, we will focus on the task of communicating quantum information and we will examine
some of its applications. A basic understanding of quantum information, quantum optics and
probability theory is recommended to fully grasp the discussions that follow. This chapter aims
to provide an introduction rather than an exhaustive review.

In Chapter 2, we will describe a general framework for characterizing the admissible levels of
photon loss and noise in a wide range of scenarios and protocols with untrusted measurement
devices. Photon loss represents a major challenge for the implementation of quantum commu-
nication protocols with untrusted devices. This chapter is predominantly composed of the first
part of [3].

1See https://www.bbc.com/news/world-europe-68361717
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1.1 Quantum information

Chapter 3 will present the most recent results allowing one to prove the security of DI QKD
protocols. We will clarify what assumptions are needed to prove security, how security is defined
in mathematical terms, and the different types of attacks that have been defined on QKD pro-
tocols. Finally, we will present an existing framework that allows one to prove security against
the most general class of attacks on DI QKD. We will conclude by providing expressions that
are able to describe when QKD protocols can output an identical and secret couple of keys.

In Chapter 4, we will show how the results of Chapter 2 can be improved in the context of
partially DI QKD protocols and DI QKD protocols. This will lead us to compute upper bounds
on the key rate of many protocols introduced in the literature, thereby identifying levels of loss
and noise where protocols cannot be proven secure. This chapter is largely derived from the
second part of [3],

Chapter 5 will introduce three different methods to compute lower bounds on the key rate of
DI QKD protocols and thus prove its security. The main focus of the chapter will be a semi-
analytic approach introduced in [1] that offers a computationally efficient method to calculate
lower bounds on the key rates of a relatively large class of protocols. This section incorporates
substantial text from the article in question. We will also discuss two numerical methods that
can be used to analyse the security of larger classes of DI QKD protocols.

Finally, in Chapter 6, we will explore a hybrid approach between standard QKD and DI QKD
where only one party’s quantum device is partially trusted, while the second is untrusted. This
chapter, based on [2], will allow us to prove security over distances that are similar to the ones
achieved in standard QKD protocols.

1.1 Quantum information

We start by introducing the concept of quantum information and by describing how it can be
quantified. A complete discussion of the topics presented here can be found in [26].

In classical information theory, information can be measured in terms of bits. A bit can be
represented by a physical system that can take two possible values, usually 0 and 1. When
we are “ignorant” about the value of a bit, we say that learning that value gives us one bit of
information.

The quantum analogue of a bit, the quantum bit or qubit, is represented by a physical two-level
quantum system. Our system is now described by the laws of quantum mechanics. We have that
a qubit can be prepared in the first level, which we will denote as |0), in the second level, which
we will denote as |1) and is a vector orthogonal to |0), or in a superposition of the two, which
we can denote as

Wy =al0)+8l1), aBeC, (1.1)
where |a|? + |8|? = 1. Also in this case, it is a natural question to ask what is the amount of
quantum information that we can learn from a given qubit. Contrarily to the classical case, the
information that we learn depends on the basis that we choose when we measure our system. For
instance, if we know that the qubit was prepared in |0), and we measure the X = |0X1]| + |1)X0]
observable, then, before performing the measurement, we still are ignorant about the outcome.
Before answering this question let us go back for a moment to the classical case.

Classically, we say that a system contains one bit of information when the system can be 0 or
1 with the same probability. If we know that our system always takes the value 0, then reading
its value is not surprising at all and we say that it contains zero bits of information as we do
not learn anything from it. In general, a two level classical system with probabilities p, 1 — p of
being in 0, 1 respectively contains

h(p) = —plogy(p) — (1 — p)logy(1 — p) (1.2)
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1 Introduction

bits of information. Here, the function h(z) is called the binary entropy. In general, for a random
variable K with n realisations k1, ..., k, each having probability p(1),...,p(n), the information
content can be described by the Shannon entropy

n
S(K) = - p(x)log, p(z), (1.3)
r=1

where the information content is a measure of how surprising it is to learn the possible outcomes
of a random variable. More specifically, we can interpret this quantity as an average of how
surprising it is to learn K as we are considering the expectation value of log, p(z) over the
distribution p(x). In the context of cryptography, it is also useful to define the min-entropy [27]
which can be interpreted as the measure of how surprising it is to learn K in the worse case
scenario. We can write this quantity as

Sin(K) = — log ( lrllaxnp(x)> , (1.4)
and it is always a lower bound on the Shannon entropy.

The concept of quantum information is defined analogously, but it contains an important
difference. As we pointed out before, the surprise in learning the outcome of the measurement
of a quantum state, depends on the basis that we choose to perform the measurement. For this
reason, we describe the quantum information content as a measure of how surprising it is to learn
the outcome of the measurement of a quantum system, optimized by selecting the measurement
that minimizes the average surprise or, equivalently, the measurement that disturbs the least the
original state of the system. Such measurement basis is given exactly by the eigenbasis of the
state of the system. Therefore, the content of quantum information of a state described by a
density matrix p can be quantified by

H(p) =—Tr(plog,p) = _Z/\i logy s, (1.5)
r=1

where \; are the eigenvalues of p. This measure of information is called the Von Neumann
entropy. We will often use the notation H(A) to indicate the Von Neumann entropy of the
state of the system A. Similarly to the classical case, we can define the quantum version of the
min-entropy as

Hpin(p) = — JBax log, Tr (T1p) . (1.6)

A further quantity that we will use throughout this thesis is the so-called conditional Von
Neumann entropy. This measure comes in handy when we work with a state p4p that describes
the joint state of two subsystems A and B. In this case, the conditional Von Neumann entropy
of the system A given B is

H(A‘B)pAB = H(AB)PAB - H(B)PB = - Tr(pAB logy pap — pB log, PB), (1'7)

and it quantifies the remaining information content of the state p4 = Trg(pap) given that we
have access to the state pg = Tra(pag)-

1.2 Encoding and transmission of quantum information
Quantum information is usually encoded into the various degrees of freedom of photons for the

purpose of being transmitted. Photonic degrees of freedom offer many possibilities for encoding
quantum information.
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1.2 Encoding and transmission of quantum information

The most straightforward physical property of photons where we can encode a qubit is the
polarization. Here, a qubit can be prepared in a two-mode state. The first mode represents
the presence or absence of a photon in the horizontal polarization (H) and the second mode
represents the presence or absence of a photon in the vertical polarization (V). Let |n) represent
a photon number state and [n)y [m),, = [n,m)y ; a two mode photon number state with n
photons polarized horizontally and m photons polarized vertically. A qubit can be expressed as

) :O‘|071>H7V+5|LO>H,V' (1.8)

Defining [0) := [0,1),, and [1) == [1,0)p ,, We can write our qubit in the form of eq. (1.1).
Expanding this concept, a d-dimensional state can be created by placing photons in different
modes and creating a superposition as follows

1) =a1]0,...,0,1) + a2 ]0,...,0,1,0) + - - + g |1,0,...,0) . (1.9)

Other qubit encoding techniques include time-bin encoding, where we send photons in different
time windows to represent different qubit states or frequency encoding, where we encode the
qubit states in different photon frequencies.

Additionally, photons can be used to transmit infinite-dimensional quantum states by encoding
the information in the optical phase space. A notable example is the coherent state. We can
write this state in terms of the photon number states as

n

ja) = eloF/2 3" % In), (1.10)

n=0

where o € C. In this configuration, the information can be encoded into the ¢ and P quadratures
of the phase space (or into combinations of the two). Coherent states have a Gaussian distribution
in the phase space. The expected values for Q) and P are the real and imaginary parts of « and the
variance in both quadratures is % (Fig. 1.3). Quadratures can be measured through homodyne
detection.

P

Re(w) Q

Figure 1.3: A coherent state |a) in the phase space.

Coherent states are a particular type of Gaussian states. Gaussian states are a class of quantum
states characterized by a Gaussian Wigner function, which is a quasiprobability distribution in
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1 Introduction

the phase space. Additionally, channels that map Gaussian states to Gaussian states are denoted
as Gaussian channels. Gaussian states and channels encompass a wide range of operations that
are relatively easy to work with and can be realized in a laboratory. This framework is detailed
in sources such as [28, 29].

Photons are usually transmitted using optical fibers or through free space and, during the
transmission, the information that we encoded in their degrees of freedom is susceptible to
corruption. Additionally, the instruments used to prepare and to measure the photons often
have imperfections that further contribute to the degradation of the transmitted information. In
the following, we will describe some of the models that are used to describe and simulate this
corruption.

1.2.1 Dephasing and white noise

We begin with the dephasing noise model. In this model, the original state partially loses its
off-diagonal terms. Let p be the ideal quantum state prepared by a source, a dephasing channel
I', acts on p as

Ly(p) =vp+ (1 —v)diag(p), (1.11)

where diag(p) = ), pi; |4)(i| returns the diagonal part of p in a given basis |7) and v is denoted
as wvisibility. Similarly, the white noise model dilutes the original state by mixing it with a state
that introduces uniform noise across each diagonal element. The white noise channel acts on p
as

Walp) = vp+ (1 - ) (1.12)

where d is the dimension of p.

1.2.2 Photon losses

Losses represent another common source of corruption of the information carried by photons.
Photons tend to be lost during transmission or during detection. Optical fibers and other optical
components can be described as beam splitters of transmittances ngner and nopt respectively,
acting on the incoming state. Similarly, imperfect photon detectors can be described by a beam
splitter (with transmittance 74c) followed by the ideal detector. Overall, the effect of optical
fibers, optical components, and imperfect detectors can be described as a single beam splitter of
transmittance 17 = Naber - Nopt * Ndet, referred to as detection efficiency. The state p is combined
at this beam splitter with a vacuum state |0) and one of the two output ports is traced out as in

O O

| .

77 . Ain 77 Aout
> Pout in > > out

4 b

10) 10)

Y

Figure 1.4: Model for photon losses. On the left hand side, the figure represents the model in terms of states, while
on the right hand side, it is represented in terms of ladder operators a;,, v, Gout, Gpin-
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1.2 Encoding and transmission of quantum information

The ladder operators of the input (ai,, v) and output (aout, abin) ports of a beam splitter with
transmittance 7 follow the relation

Gou) _ (1 VIZm) (an) (1.13)
Abin -V 1-— n \/77 v
The action of a beam splitter U, on a photon |1), (with the vacuum state at the second input
port) is

U77 ‘1>1 ‘ > U aT ‘0> | > (\/ﬁa’iut + V 1- nalin) |O>out ‘0>bin
= \/ﬁ|]‘>out ‘O>bin tv L—n |0>out |1>bin : (114)
The impact of losses on a state of the type (1.9) can be described by appending a vacuum

state to each mode of the initial state and applying the transformation given by eq. (1.14) to
each pair of modes

UZ™ 1) 10, ..., 0) = ar (v/7711,0,...,0) 4 10,0} — /1T =710, 0ut|1 0,...,0)pin ) + -
tan (\/>|0 0 1>0ut ‘O bln \% 1- |0 out |0 0’ ]‘>bin)
- f|¢>out |O bm + \% 1- ‘0 out |¢>bm .

Finally, by tracing out the environment modes, we obtain the following output state

pout = Trp (U™ [¢);, 10, ..., 0) (¢, (0,...,0[UP"T) (1.15)
=N Pous + (L =) [0,...,0)0,...,0[,; - (1.16)

Therefore, when we measure the resulting state, the probability of obtaining the same outcome
as in the lossless case is 7. Conversely, with a probability of 1 — 7, we measure the vacuum state.
The latter case is denoted as no-detection event or no-click event.

For a coherent state, the effect of losses is

m@ . (1.17)

bin

Uy la);, [0) = |\/ﬁa>out

resulting in an attenuated coherent state |\Ma>, if we trace out the environment.

1.2.3 Fair sampling assumption

As discussed in the previous section, no-detection events are one possible outcome in photonic
experiments with discrete variables. These outcomes can be handled in two ways: either by
including them in the analysis of our experiment or by considering only the subset of events
where a photon was detected, discarding the rest. However, in the latter case, the subset may be
biased and not representative of the entire set of events. The fair sampling assumption consists
of deciding that we can safely discard the no-click events without introducing bias. The name
fair sampling assumption, which refers to the fact that the subset of considered events is a fair
sample of the entire set of events, is mainly used in the context of Bell tests, a subject that will
be discussed later in this chapter.

To prevent bias in the considered subset, we adopt a mathematical model to describe photon-
detectors. In the type of experiments considered in this thesis, measuring devices are required to
perform multiple different measurements during multiple rounds, and the choice of measurement
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is performed according to a randomly provided input, that we will here denote as x. In the
following, we describe a model which is detailed in [30].

Let us assume that our measuring device is composed of a filter and an ideal detector (Fig. 1.5).
The filter outputs a flag D = v/, | based on whether our device accepts the round or not. The
filter is composed of two parts acting independently on the classical and quantum input. The
part acting on the quantum input accepts the round only when the photon was detected. When
they both accept the round, we say that our device produces a click. If our device does not click,
the round of the protocol gets discarded.

If the filter outputs D = v/, our device performs a lossless measurement based on the random
input = and yields an outcome a. It is crucial in this model that the choice of the measurement
does not influence the output of that part of the filter processing the quantum input. In other
words, the fact that the detector clicks or not is independent of the choice x of the measurement.

Modelling our measuring device in this way is equivalent to performing an ideal measurement
with unit efficiency and outcomes a.

r=1,2,
4 )
_\\ (
L
9
+~
Q
E
)
A
Filter J L
(. J

D=v,l a=12,...

Figure 1.5: A model describing a measuring device under the fair sampling assumption. A filter returns an output
D = v, L which is determined independently by the input = and the state p. The detector performs a
lossless measurement only if the filter returned D = v'.

1.2.4 Dark counts

While performing a fair sampling assumption allows us to get rid of the effect of losses, introducing
a high number of discarded measurements introduces another problematic effect known as dark
counts. Dark counts are essentially random clicks generated by detectors resulting from thermal
fluctuations inside the detectors. These are of critical importance particularly when operating
at low detection efficiencies, as their frequency becomes noteworthy over the fraction of rounds
that have not been discarded under the fair sampling assumption.

In the following, we present a model for computing the measurement operators taking into
account photon loss and dark counts in two scenarios: one where we discard no-detection events,
and one where we do not. For simplicity, we will describe the case of a measuring device with
only one input. As previously mentioned, the fair sampling assumption requires multiple mea-
surements. Adapting this model to multiple inputs is straightforward: it involves evolving the
measurement operators for each setting accordingly.
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1.2 Encoding and transmission of quantum information

p > 4(177

((277

Figure 1.6: Schematic representation of an ideal polarization measurement in the absence of losses and dark counts. A
polarizing beam splitter divides the incoming photonic state into two paths. At the two output ports of the
beam splitter, we place two detectors and each of them corresponds to one of the two possible outcomes.
Outcomes “1" and “2" correspond to two orthogonal polarizations of the photon.

In Fig. 1.6, we represent an ideal measurement of the polarization of a photon. Let us initially
address photon loss. When a photon arrives at the measurement device (with probability 7), it
encounters a polarizing beam splitter, which then directs it to one of two detectors based on its
polarization state. If the photon is lost (with probability 1 — ), then neither detector clicks.

Let us now evaluate the POVMs describing the aforementioned scenario. We will take into
account the ideal POVMs M; and Ms of the photon being detected by the first and second
detectors, respectively. The measurement operators evolve as

M7 = {nMa if a detector clicks (1.18)

(1 —=mn)1 if neither detector clicks.

Note that measuring the POVMs in eq. (1.18) on an ideal qubit state is equivalent? to evolving
a qubit state as in eq. (1.16) and performing the measurement

|0,1%0,1| for outcome “1”,
M, = { [1,0%1,0| for outcome “2”, (1.19)
|0,0X%0,0| for the no-click outcome.

Let us now assume that our detectors exhibit also a dark count behavior, with each of the
two possible outcomes having a probability of p, of registering a spurious click in every round
of the protocol. Our setup does not allow us to differentiate whether the detection was due to a
genuine photon detection, or a dark count.

Let us delineate the four possible detection outcomes.

1. Single click in the first detector: This outcome indicates that only the detector “1”
clicked. It could arise from the detection of a photon with a specific polarization or a dark
count in the first detector.

2. Single click in the second detector: This outcome indicates that only the detector “2”
clicked.

3. Double click: It occurs when both detectors register a click simultaneously. This can
arise from both detectors experiencing dark counts, or one detecting a photon while the
other registers a dark count.

4. No click: When neither detector registers a click, suggesting the photon was lost and no
dark counts occurred.

2By equivalent here we mean that it returns the same probability distribution.
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Let us now evaluate the POVMs related to each of these four events. We will take into account
the efficiency 1 of the photon’s arrival at the detectors, and the probability py of a dark count
occurring in each detector.

Assuming the photon arrives at the measurement device, four possible events can occur. We
list them in table 1.1.

Event POVM Outcome Type
Photon at first detector, no dark count at second | n- (1 — pg) - M; | Single click in the first
Photon at second detector, no dark count at first | 1 - (1 —pg) - Ms | Single click in the second
Photon at first detector, dark count at second M- pq - My Double click

Photon at second detector, dark count at first 1 - pq - Ma Double click

Table 1.1: POVMs of detection events with photon arrival, considering dark counts and categorized by outcome type.

For the scenario where the photon does not arrive, we have four cases which we list in table 1.2.

Event POVM Outcome Type

No dark count in either detector 1—n)-(1—pg)?-1 No click

Dark count in the first detector only (I=n)-pg-(1-— pd) 1 | Single click in the first
Dark count in the second detector only | (1 —n) - (1 —pa) - pa- 1 | Single click in the second
Dark counts in both detectors (1—mn)-p2-1 Double click

Table 1.2: POVMs of detection events without photon arrival, categorized by outcome type.

To compute the measurement operators without making the fair sampling assumption, given
the ideal measurement operators N; for outcome “1” and N> for outcome “2”, we need to consider
the probabilities of each event as previously discussed. We obtain in this way four measurement
operators Ny(np,pq) corresponding to the four outcome types.

Ni(n,pa) = n(1 = pa) N1+ (1 = n)pa(l — pa)1, (1.20)
Na(n,pa) = n(1 — pa) N2 + (1 = n)pa(1l — pa)1, (1.21)
Noe(n,pa) = (pan + (1 = n)p3) 1, (1.22)
Nne(n,pa) = (1 =n)(1 = pa)*1. (1.23)

For simplicity, we can group no clicks and double clicks into a single outcome, obtaining in
this way
N (1, pa) = (pan + (1 = n)(pg + (1 — pa)*)) 1. (1.24)

Let us finally focus on the measurements under the fair sampling. Our ideal POVMs are
denoted as M,. Given the assumption that the probability of a click in our detector is independent
of the basis choice, we are allowed to discard events where both our detectors do not click or where
they both click. As we discard these events, we will need to renormalise our POVMs dividing
them by the probability of having only one click. Consequently, the measurement operators
M, (n,p) can be expressed in terms of the ideal ones M; as

n(1 = pa) My + (1 —n)pa(l — pa)l
1 —pan — (1 —=n)(p7 + (1 —pa)?)’

M (n,pa) = (1.25)

and Ma(n,pq) = 1 — My(n, pa).
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1.2 Encoding and transmission of quantum information

1.2.5 Thermal noise

In earlier discussions, our focus was primarily on noise models suitable for finite-dimensional
systems. However, for infinite-dimensional quantum systems and continuous variable quantum
communication protocols, a more representative model of photonic state degradation involves
thermal noise. Similarly to the photon loss model, which mixes the input state with a vacuum
state at a beam splitter, the thermal noise model mixes it with a thermal state. Thermal states
can be expressed in terms of the photon number basis as

o0

7, = 1iyz<liy)n|nxn|, (1.26)

n=0

where v is the mean photon number. These states, similarly to the coherent ones, have a Gaussian
distribution in the phase space, are centred at the origin, and have a variance of % +v. Forv — 0
the thermal state converges to a vacuum state, reverting this model to the photon loss model.
The thermal state can equivalently be expressed in the basis of coherent states |5) as

S / d2pe 18717 |8y B (1.27)
C

v
This noise model is typically described in terms of the transmittance n of the beam splitter and
of the ezcess noise
2v(l —n)

€ ; . (1.28)
Let us conclude by discussing the evolution of coherent states under thermal noise. From a phase
space perspective, the smaller the transmittance, the more the input state moves to the origin
of the phase space and the more the excess noise, the greater the variance of the output state.
In particular, a coherent state |a) evolves under this model to

918 — 2
g = [[ 252 e (- 22T ) (129

which is a Gaussian state centred in \/fa and with variance HTEW (Fig. 1.7).

P

Im(a) 1
1+4en
2

VviIm(a) |

\/ﬁﬁe(a) Re(a) Q

Figure 1.7: A coherent state |a) evolving in the phase space under a thermal noise channel with transmittance n and
excess noise €.
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1.3 Quantum Key Distribution

Quantum Key Distribution is a technique that allows for the first time to achieve secure com-
munication in a provable manner by distributing a pair of secret keys to two distant parties.

Let us describe some of the most famous QKD protocols in their simplest form. As it is
typically done in cryptography, we will describe our scheme using two fictitious parties, Alice
and Bob, willing to establish secure communication.

1.3.1 BB84 protocol

The BB84 was introduced in 1984 by C. H. Bennett and G. Brassard and it was the first QKD
protocol to be invented [8]. The protocol is described below.

1. State Preparation: Alice randomly prepares one of four quantum states: |0), [1), |+),
or |—), where

V2 V2

Alice keeps track of what state she prepared and what basis she used (Z for |0) and |1) or
X otherwise).

(1.30)

2. Transmission: Alice sends the prepared state to Bob through an untrusted quantum
channel, susceptible to interception by an eavesdropper, which we will call Eve.

3. Measurement: Upon receiving the state, Bob randomly chooses to measure using one of
two observables:
Z = 10)X0] — [1X1], or X =[0X1]+ [1)XO]. (1.31)

Bob notes the observable used and the outcome. Alice and Bob repeat the first three steps
for n rounds.

4. Public Communication: Alice and Bob perform classical communication through a
public but authenticated channel. This means that Eve might be listening but she cannot
pretend to be one of the two honest parties. During this step, Alice informs Bob about the
basis (Z or X) used for the state preparation at each round, without revealing the specific
state.

5. Basis Reconciliation: Bob tells Alice whether his measurements matched the basis used
by Alice. They discard any rounds where the bases did not match. When they used the
same basis, Bob’s outcome and Alice’s prepared state should match.

6. Error Checking: They reveal a subset of their outcomes to detect any interference by
Eve. If too many errors are found, they abort the protocol.

7. Key Generation: If the error rate is acceptable, Alice and Bob use the remaining, unre-
vealed, not-discarded outcomes to generate a shared secret key.

It is easy to verify that, if Eve has been measuring the states sent by Alice, then the outcomes
of Alice and Bob will not match perfectly as her measurements would alter the outcomes of Bob.

At the end of the protocol, if Eve did not interfere and the protocol proceeded without errors,
the two honest parties will share two perfectly matching strings composed by the outcomes of
the retained measurements of Z and X.
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In real experiments, it is extremely unlikely that the protocol will run without errors. As
discussed in Section 1.2, quantum information tends to arrive at the receiver in a corrupted
form. Consequently, after completing the steps above, Alice and Bob usually end up with a pair
of imperfect keys, denoted as raw keys, that do not exactly match and may have been partially
eavesdropped by Eve. Therefore, QKD security proofs establish bounds on Eve’s potential
correlation with the secret key and the correlation between Alice and Bob. Should the security
criteria be met, Alice and Bob can employ information reconciliation and privacy amplification
algorithms. These algorithms reduce the length of the raw key in exchange for producing a pair
of perfectly matching and perfectly private keys, up to a reasonably low failing probability. These
keys can be used to perform secure communication in a symmetric key algorithm.

1.3.2 B92 protocol

A few years later, following his work on the BB84 protocol, Bennett introduced a second QKD
protocol using similar principles. This is known as the B92 protocol [31]. Similarly to before,
Alice and Bob need an untrusted quantum channel and an authenticated classical channel for
this protocol. The steps are outlined below.

1. State Preparation and Transmission: Alice sends one of two states to Bob: |0) or |+).

2. Measurement and Public Communication: Bob measures the incoming quantum
state using the Z or X observables, as in BB84. He publicly communicates that he discards
the round if the measurement outcome corresponds to the eigenvalue +1, since it doesn’t
reveal the state Alice sent.

3. States Discrimination:
o If the outcome is —1 and Bob used Z, the state must have been |+).
o If the outcome is —1 and Bob used X, the state must have been |0).

Alice records a ’0’ for |0) and a ’1’ for |[+). Bob records a ’0’ for retained measurements
where he used X and a ’1’ for Z.

4. Error Checking: As with BB84, they publicly reveal a subset of their outcomes to check
for eavesdropping. If discrepancies are found indicating Eve’s interference, they abort the
protocol.

5. Key Generation: If no interference is detected, the retained and unrevealed outcomes
form the basis of a secure shared key.

As before, if Eve did not interfere and the protocol proceeded without errors, it is easy to
verify that the bits stored by Alice and Bob will match perfectly. In a real protocol, we establish
a bound on Eve’s information and the correlation between Alice and Bob and decide whether
to run information reconciliation and privacy amplification to distil perfect keys or whether to
abort the protocol.

1.3.3 Entanglement-based protocols

Previously, we discussed the BB84 and B92 protocols in their prepare-and-measure format, where
Alice prepares a state each round, sends it to Bob, and Bob then measures the received state.
However, it is possible to achieve the same statistical results using entanglement-based meth-
ods, where a source prepares entangled states that are distributed to both Alice and Bob for
measurement.
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Entanglement in BB84: For the BB84 protocol, an equivalent entanglement-based approach
involves the use of the maximally entangled state

~100) +]11)
=75

Here, Alice measures one of the subsystems using the observables Z and X with equal probability.
This setup ensures that Bob’s subsystem will collapse into one of the four states |0), |1), |+), or
|—), exactly as in the prepare-and-measure scenario.

Entanglement in B92: For the B92 protocol, the source should prepare the state

[ (1.32)

10)10) +[1) [+)
V2
Alice then measures the first subsystem in the Z basis. Consequently, the second subsystem,

which is sent to Bob, will end up in one of the two states |0) or |4), just as it would in the
prepare-and-measure version.

¢} = (1.33)

1.4 Untrusted devices

In the previous section, we described QKD protocols where Alice and Bob trust their preparation
and measuring devices. As we explained in the introduction, it became soon evident that,
because of such trust, this technology contained some loopholes that could be exploited to hack
and eavesdrop on the communication protocol [19-22]. For this reason, in parallel with the
development of QKD, researchers began to explore a new technology that could have guaranteed
higher levels of security and would have prevented the loopholes in question to be exploited.
This new technology is called Device Independent QKD. The DI approach, initially developed
in the context of Bell tests, has applications across various areas of quantum information, which
we will now shortly outline.

1.4.1 Bell test

In the first decades of the 20th century, the scientific community started debating around the
nature of randomness in quantum mechanics, particularly whether it could be explained through
hidden variables that might predict outcomes deemed random by quantum theory.

In 1964, J. S. Bell proposed a thought experiment designed in a way that it could falsify
any local hidden variables theory [32]. We will describe a relatively simple example of a Bell
experiment. For an extensive review on Bell non-locality see for example [33]. According to local
hidden variable theories, the results in setups like the one shown in Fig. 1.2 can be described in
terms of a probability distribution

p(a, bz, y) = / dx g(Np(alz, Np(bly, A), (1.34)

where a hidden variable A, occurring with probability ¢(\), supposedly accounts for every sta-
tistical correlation between Alice and Bob’s devices.

Assuming that the values of a and b are either +1 or —1, and that x and y can be 1 or 2, we
define the quantity

S = <a1b1> + <a1b2> + (a2b1> — (a2b2>, (135)
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where (azby) = >, ,a-b-p(a,blz,y). It can be shown that for distributions like the one in
equation (1.34), the value of S is constrained by the inequality S < 2, known as the CHSH
inequality [34].

However, quantum theory allows for scenarios where this inequality is violated. For example,
using a maximally entangled state with observables

Z+X Z-X
2 B = (1.36)
V2

Ai=2Z, Ay=X, By =
we find

S=(A1®(B1+ B2)) + (A2 ® (B1 — Bz)) = %(2(2 ®Z)+2(X @ X)) = 2V2, (1.37)
which violates the CHSH inequality.

This example provides a specific strategy to achieve S = 2v/2. However, to experimentally
demonstrate the violation of the CHSH inequality, it is not necessary to make assumptions on
the specific form of states and measurements. It is sufficient to look at the frequencies of the
outcomes for given inputs and compute the probability distribution p(a, b|z,y), which can then
be used to calculate S.

The first empirical demonstration of the violation of this inequality was conducted by S. J.
Freedman and J. F. Clauser in 1972 [35]. However, this experiment, like others conducted over
the subsequent decades, was not entirely conclusive. Specifically, they all suffered from loop-
holes, which are technical flaws in experimental implementations that leave room for alternative
explanations involving hidden variables.

One significant loophole relevant to this thesis is the detection loophole. This issue arises when
experiments discard no-click outcomes. These kinds of experiments do not allow to falsify all
hidden variable models. In principle, we cannot exclude that nature is causing the discarding
of rounds that would otherwise not support a violation of Bell’s inequality. To falsify every
possible hidden variable model, it is necessary to perform an experiment without employing
the fair sampling assumption discussed in Section 1.2.3. This means that we need to retain all
outcomes, because the no-click ones might be dependent on the inputs that have been generated.
Importantly, the detection loophole is not only a theoretical concern in Bell tests, it can also
lead to practical security vulnerabilities when detectors do not accurately match their theoretical
descriptions. For instance, attacks on the first commercial QKD systems [19-22] exploited these
discrepancies. Attackers manipulated the detectors to control detection efficiencies based on the
measurement settings, effectively reopening the detection loophole. By exploiting the fact that
the detectors’ real-world behaviour deviated from idealized models, they were able to bias which
detection events occurred, potentially compromising the security of the system. This issue will
be described with a simple example in the next section and it will be one of the main focuses of
the next chapter.

To avoid this loophole, experiments must account for all outcomes, including those in photonic
implementations where no photons are detected. No-detection outcomes, for instance, can be
mapped to another outcome category, effectively modifying the observables O used by Alice and
Bob to 7O + (1 — n)1. For a maximally entangled state, this adjustment gives:

S =n?2v2 + (1 —1n)%2, (1.38)

which exceeds the value of 2 only if > 82.8%. For partially entangled states with an angle that

maximizes the value of S for each 7, the threshold detection efficiency required is n > 2/3.
Achieving such high detection efficiencies, while addressing other known loopholes, demanded

extensive experimental advancements over many years. In 2015, three different research groups
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Figure 1.8: An eavesdropper performs a measurement E on the incoming state, obtains outcomes A\ and p, and
processes the results.

in Delft, Vienna, and Boulder independently conducted the first loophole-free Bell tests [36-38].
The achievements of all those years of research led to the 2022 Nobel prize in Physics which was
awarded to A. Aspect, J. F. Clauser, and A. Zeilinger “for experiments with entangled photons,
establishing the violation of Bell inequalities and pioneering quantum information science”.

1.4.2 Discarding no-clicks on untrusted devices

When the internal workings of measuring devices are not well characterised, discarding no-click
events can introduce a bias in the subset of retained events. This bias can be exploited by a third
party to infer the outcomes of the device or, in the case of Bell tests, allow for an explanation of
the experiment through hidden variables. Let us illustrate this with an example.

Specifically, we will demonstrate that when the detection efficiency 7 is %, discarding no-
detection events can create the false impression that a two-measurement experiment is conclu-
sive. Without discarding these events, the experiment can be explained in two ways: either both
measurements are randomly being performed, or an alternative explanation exists where only
one measurement is performed and the results are manipulated to mimic the two-measurement
scenario. When no-detection events are discarded, it may misleadingly appear that the ex-
periment is conclusively demonstrating the two-measurement scenario, even though it remains
inconclusive.

Consider a measuring device that performs measurements of the Z and X observables with
equal probability. Before discarding no-clicks, the measurements can be represented with the
POVMs

MR =no)o], Mg =nl0a], MY =X+, My =nl-X-|, M) =1 -l
(1.39)

We will demonstrate that an eavesdropper can perform a single measurement on the incoming
state and process the outcomes to reproduce the same statistics as in Eq. (1.39). This scenario
is depicted in Fig. 1.8. The eavesdropper’s single measurement is a two-outcome measurement
described by the POVMs

1 1 1 1
Bia=3 [OXO0], FEon = 3 [IX1], Ei2= 3 [+X+, Eoo= 5 |=X—I- (1.40)

We will label the first outcome with the variable A and the second with p. The measuring device
is built in a way that it outputs A only when the outcome p matches the device’s input x, and
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it triggers a no-click event otherwise. In terms of conditional probabilities we have

p(a|:c, >\a ,LL) = 5#,15)\,117 for a = 1,2, (141)
p(@lz, A p) =1— 044 (1.42)

After this post-processing of the outcomes, the measurement operators become

> plalz, A uwaEarfMﬂ”Q), fora=1,2, (1.43)
A =1

2 1

S p(@la A ) Ex, = 51= MG, (1.44)
poA=1

This demonstrates that in an experiment where 1 = %, we cannot rule out the presence of Eve
or the validity of hidden variables theories unless our device is well characterised in the way
explained in Section 1.2.3. In Chapter 2, we will see how this strategy can be adapted to more
general scenarios.

1.4.3 Steering

The concept of steering captures a scenario in which Bob performs a measurement on his subsys-
tem, influencing the state of Alice’s subsystem to a specific post-measurement state, as depicted
in Fig. 1.9. In this context, Bob is said to steer Alice’s state by his choice of measurement. It is
crucial to note that this phenomenon does not allow for instantaneous communication because
Bob cannot control the outcomes of his measurements directly. Different outcomes will result in
different post-measurement states for Alice.

Alice

Pbly *

b

Figure 1.9: A quantum steering experiment. Bob performs a measurement selected by an input y and obtains an
outcome b, leaving Alice’s subsystem in the state py),,.

If Alice’s state can be described only by local properties and is independent of Bob’s actions,
the state pap that describes both Alice and Bob’s systems is said unsteerable. This is the case
when Alice’s state can be modelled using a statistical ensemble of states oy, where o) represents
the state of Alice’s subsystem corresponding to a hidden variable A\. The hidden variable A occurs
with probability ¢(\), and Alice’s overall state can be written as

iy = [ dNa(Np(alz Voo, (1.45)
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In this setting, to determine if Alice’s state is unsteerable, it is necessary to perform tomography
on her system, which requires trusting her measurement devices. Conversely, trust in Bob’s
measurement devices is not required as only the knowledge of his inputs and outputs is needed
to evaluate the steerability of Alice’s states. Therefore, the steering scenario is usually denoted
as a one-sided device-independent scenario. For a comprehensive review on steering, see [39].

1.4.4 Device Independent QKD

Finally, we discuss the case of Device Independent Quantum Key Distribution, which is the
primary focus of this thesis. As we outlined in Section 1.4.1, the results of the loophole-free Bell
tests have shown that nature cannot be described in terms of hidden variables, meaning that
the outcomes of some measurements are intrinsically random and cannot be predicted. Because
such measurement outputs are unpredictable, Bell tests can be exploited to generate secret keys
that are unknown to any third party. This is the intuition at the base of DI QKD.

In DI QKD, Alice and Bob aim to distribute a secret key without relying on specific math-
ematical models to describe their measurement devices or the quantum states generated. This
section provides an intuitive example of how DI QKD can be implemented, while a comprehensive
discussion of the assumptions and security proofs will be detailed in Chapters 3-5.

Consider a setup similar to the one shown in Fig. 1.2, where a protocol is executed over many
rounds. In each round, Alice performs one of two measurements, A; or Ao, while Bob chooses
from three measurements, By, Bo, or B3 and they both store their outcomes. At the conclusion of
the protocol, Alice and Bob disclose the inputs and outputs for a fraction of these measurements
and use them to compute the CHSH parameter S, as defined in eq. (1.35). If the computed
value of S reaches 2v/2, it implies [40, 41| that the quantum state they shared was maximally
entangled and their measurements were, up to local rotations, given by

Z+X L, _Z-X
\/i ) 2 = \/i .

Since they share a maximally entangled state, the monogamy of entanglement [42] ensures that
no third party can be correlated with Alice and Bob. If Bob’s measurement Bjs correlates with
Alice’s measurement A; (e.g., if A; = Z and B3 = Z), they can derive a secret key from the
measurement outcomes corresponding to the inputs x = 1 and y = 3. A similar version of this
protocol was first proposed by A. Ekert in 1991 [43].

This protocol allows for the exclusion of eavesdropping by Eve without dependence on the
specific forms of the measurements or states involved. However, in practical settings, achieving
S = 24/2 is highly unlikely due to noise, photon losses, and other imperfections in implementa-
tion, leading to a lower value of S. The methods for extracting a secret key under these imperfect
conditions will be elaborated in Chapter 5.

Lastly, if Alice and Bob are located in the same laboratory, they can also use the outcomes of
their measurements to generate randomness in a device-independent manner, ensuring that the
resultant random strings are not correlated with any external entity. This process, known as DI
randomness erpansion, requires an initial amount of randomness to determine the measurement
settings. The final random string combines this initial seed (the part that was not revealed to
compute S) with the new random bits generated from the measurement outcomes.

A =2, Ay=X, B = (1.46)

1.4.5 Semi-Device Independent QKD

We have seen that Quantum Key Distribution protocols rely on ensuring that quantum devices
behave as expected. If this is not done correctly we potentially open security loopholes in
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the protocol. In contrast, Device Independent Quantum Key Distribution protocols do not
require such precise characterization of the devices. However, DIQKD protocols are currently
strongly limited in distance. This follows from the fact that they are much more sensitive than
device-dependent protocols to photon losses, which in optical fibers scale exponentially with
the distance. To address these challenges, one possible approach is to incorporate well-chosen
additional assumptions and ensure their validity. Many approaches have been proposed along
these lines. Let us shortly describe some of the most famous ones.

The first semi-DI protocol we will introduce is Measurement-Device Independent QKD (MDI-
QKD) [44, 45]. As depicted in Fig. 1.10, in this scenario two trusted parties send quantum states
to a central untrusted measuring device controlled by a referee. The two sources prepare one of
the four BB84 states |0), |1), |+), or |—) according to random inputs z and y. The untrusted
referee performs a Bell State Measurement on the two incoming states and publicly announces
the outcome c. This allows Alice and Bob to discard rounds where they did not end up correctly
correlated. At the end of the protocol, Alice and Bob communicate the basis used to prepare
their states and extract secret keys.

x Y

J J
% Eos

Alice Bob

c

Figure 1.10: A schematic representation of a Measurement-DI QKD protocol. Two trusted sources send quantum
states to a central untrusted measuring device. We use the colour black to fill untrusted elements and
white for the trusted ones.

A second option are the so called one-sided device-independent (1SDI) protocols, where only
one of the two parties in the communication protocol is trusted. This setting can either be of the
prepare-and-measure type [46, 47] (Fig. 1.11), where we trust the source, or of the entanglement-
based type [48-55], (Fig. 1.11) where we trust a measuring device.

T Y
J x )
%#% Alice *
Alice
b a b

Figure 1.11: A schematic representation of 1SDI QKD protocols: a) in the prepare-and-measure setting where the
source is trusted and b) in the entanglement-based setting where one measuring device is trusted.

The prepare-and-measure setting of [46, 47| involves semi-trusted sources with an assump-
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tion on the overlap between prepared states. We will explain these protocols in Section 4.3.2.
Other assumptions can also be considered, such as restricted distrust in state preparation [56] or
constraints on the guessing probability by third parties regarding the prepared states [57]. Gen-
erally, anyway, entanglement-based 1SDI settings have an advantage over prepare-and-measure
ones since they allow achieving longer distances by placing the source close to the untrusted side,
which is more sensitive to losses. In a prepare-and-measure scenario, losses must be accounted
for across the entire path from the source to the measuring device. For this reason, in Chapter 6,
we will study in detail an entanglement-based 1SDI scenario.

Finally, it is also possible to prove the security of semi-DI scenarios based on dimension bounds,
as demonstrated in [58-61].
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2 Joint measurability and quantum
communication with untrusted devices

In this chapter, we describe a general framework for characterizing the admissible levels of loss and
noise in a wide range of scenarios and protocols with untrusted devices. In particular, we present
general bounds that apply to prepare-and-measure protocols for the semi-DI approach, as well as to
Bell tests for DI protocols. A key step in our work is to establish a general connection between quantum
protocols with untrusted devices and the fundamental notions of channel extendibiliy and joint-
measurability, which capture essential aspects of the communication and measurement of quantum
information. The content of this chapter is reproduced from the first half of [3].

2.1 Introduction

Photon loss, which results from unavoidable absorption and scattering in optical channels, as
well as limited detector efficiency, represents one of the key challenges for the implementation of
long-distance quantum communication. This issue becomes even more critical in experiments and
applications where quantum states are transmitted through untrusted channels and measured
using untrusted apparatuses. This is common in quantum cryptography, most notably within
the DI [4, 5] or semi-device-independent (SDI) [58, 59] approaches, but also in fundamental tests
of quantum physics such as quantum Bell nonlocality [32, 33| and steering [39, 62].

In these situations, certifying quantum properties such as entanglement or randomness, and
achieving quantum advantages, such as information-theoretic security, becomes impossible when
photon losses exceed a certain threshold. The underlying reason is that the untrusted channels
and measurement devices could potentially implement processes in which losses are not merely
passive phenomena, but are actively influenced by the experimenter’s chosen measurement set-
tings. The most famous example of this is arguably the so-called “detection loophole” [63], that
plagued experimental tests of quantum nonlocality for decades, before experiments could finally
close it, and, eventually led to the celebrated loophole-free Bell experiments. From a more prac-
tical point of view, losses also open the door to potential attacks from eavesdroppers on quantum
cryptographic systems, such as blinding attacks [19-22]. In the latter, Eve, the attacker, can
remotely manipulate the device of the receiver, such that conclusive detection events will be
recorded only for a subset of measurements determined by Eve.

The level of admissible losses is generally highly dependent on the specific quantum com-
munication protocol that is considered. Moreover, this tolerance also depends on the detailed
aspects of the experimental setup, including the specific states that are intended to be transmit-
ted through the channel and the expected measurements to be performed on them. An intense
effort has been devoted to characterizing critical loss thresholds. This started in the context of
Bell experiments (see e.g. [63-66] and [33, 67] for reviews) as well as in steering test (see e.g.
[68-70]). In turn, critical efficiencies for DI and SDI protocols have also been discussed (see e.g.
[71, 72]). While all these works have played a significant role towards the first loophole-free Bell
tests [36-38] and proof-of-principle implementations of DI protocols [23-25], it is fair to say that
our understanding is currently limited to few specific cases.
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2 Joint measurability and quantum communication with untrusted devices

In this chapter, we develop a general framework for characterizing critical losses in quantum
communication setups. This allows us to establish upper-bounds on admissible losses that are
applicable to a wide range of experiments and protocols involving untrusted measurement devices.
The key point of this chapter is to establish a connection with the notion of “joint-measurability”,
which captures the incompatibility of quantum measurements [73-75|.

Our starting point is to introduce the concept of a “channel-measurement unit” (CMU), which
represents a fundamental component of quantum communication protocols with untrusted de-
vices. Specifically, the CMU consists of an untrusted communication channel C' followed by an
untrusted measuring device M, as depicted in Fig. 2.1. The CMU serves as the basic building
block for a broad range of setups. The simplest examples are SDI prepare-and-measure scenarios
[76, 77], as in Fig. 2.2.a), and bipartite Bell experiment where a pair of entangled photons are
sent to two separated CMUs (see Fig. 2.2.b.). These setups serve as a basis for SDI QKD pro-
tocols [58, 59, 72]) and DI protocols [4, 23] respectively. More generally, the CMU can also be
seen as a part of more complex scenarios, e.g. involving quantum networks or quantum circuits
(see Fig. 2.2.c).

Figure 2.1: A channel-measurement unit (CMU) is composed of an untrusted channel C' and an untrusted measurement
device M. The CMU receives as input a quantum state p that is transmitted through the channel C' and
then measured by M. The classical input y denotes the choice of measurement (performed e.g. by the
honest user), while its output is denoted b.

We aim to determine the admissible level of loss in the CMU before it loses its ability to
exhibit ‘quantumness’, i.e. when it becomes classically simulable. We provide several natural
definitions for this, which are shown to be all equivalent to the condition that the effective POVMs
implemented by the CMU, representing the combined effect of the channel and the measurement
device, are jointly measurable. An equivalent condition, based on the channel extendibility of the
CMU, is also particularly convenient to work with. Using these definitions, we provide several
upper bounds on the loss threshold. Notably, these bounds typically depend only on the number
of measurements implemented by the CMU, and on the noise level, but not on the details of the
channel and/or the measurements.

More generally, our work motivates the investigation of joint measurability for sets of mea-
surements that are not only noisy, the case most existing works have focused on [78-82], but
that also feature losses, which has been considered only in a limited number of previous works
[72, 83-85].

We consider two different scenarios for taking losses into account in protocols with untrusted
devices. The first consists of attributing a specific measurement outcome (an inconclusive ‘no-
click’ outcome) to events where the photons are lost. We refer to this as the no-click scenario,
corresponding e.g. to experiments involving single-photon detectors. The second consists of
general optical scenarios where measurements may always produce a conclusive outcome, as,
e.g., in continuous variable setups based on homodyne (or heterodyne) measurements. In this
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Figure 2.2: The CMU is a basic component of many experiments with untrusted devices, such as (a) a simple prepare-
and-measure scenario, (b) A Bell test, (c) a quantum network featuring several sources and measurements

case, we consider the standard model of loss for the optical channel described in Section 1.2.5,
corresponding to mixing the input system with a thermal state through a beam splitter of limited
transmissivity. We refer to this as the thermal-noise channel scenario.

In the no-click scenario, we introduce general bounds on critical loss thresholds, which, in their
simplest form, recover or improve on certain known bounds [64, 71]. In particular, we prove a
bound on N-extendibility of channels combining white noise and loss. In the thermal-noise
channel scenario, we point out that it is possible to apply directly existing bounds for channel
extendibility [86] and joint-measurability [87], but we also provide in addition explicit strategies
for achieving these bounds.

We will proceed as follows. In Section 2.2, we introduce the CMU, we make it clear that the
concept of joint-measurability is appropriate for defining at what point a CMU loses its utility
in a quantum protocol with untrusted devices, and we relate it to other properties of the CMU,
such as channel extendibility. In Section 2.3, we derive upper-bounds in the no-click scenario
and in Section 2.4 in the thermal-noise channel scenario.

2.2 Joint-measurability of a CMU

A CMU consists of a quantum channel C followed by a measurement device M, as in Fig. 2.1.
The channel is described by CPTP map @, while the measurement is given by a set of POVMs
M, = { My, }, where My, > 0 and ), My, = 1 for all y,b. Note that we use the notation M,
to denote the POVMs and Mj, their elements.

From a black-box perspective, the CMU is characterized by the probabilities P(bly, p) of ob-
taining a measurement outcome b, given the measurement input y and the incoming quantum
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2 Joint measurability and quantum communication with untrusted devices

state p. Formally we have that

P(bly, p) = Tr [B(p) My, - (2.1)

The CMU can also be described through a set of effective POVMs with elements Ml:II)y =

o (Mb|y)7 where ®* is the dual channel of ®. These POVMs describe the combined effect
of the channel and of the measurements. The probabilities P(bly, p) can then also be written as

P(bly, p) = Tr [p M3}, | - (2:2)

We would like to determine the admissible level of loss in the CMU, regardless of its usage in a
larger experiment, before it loses its ability to exhibit ‘quantumness’. Since most experiments and
protocols with untrusted devices require the distribution of entanglement and/or incompatible
measurements, we could define this threshold using one of the two following natural conditions:

(1) The CMU can be replaced by an equivalent CMU for which the channel ® is entanglement-
breaking.

(2) The CMU can be replaced by an equivalent CMU for which the N measurements M, are
compatible, i.e., jointly measurable.

By ‘equivalent’ CMU, we mean one that may differ in implementation from the original CMU,
but yields the same output probabilities P(bly, p), since from an operational and blackbox per-
spective, only these output probabilities are relevant.

As an example of the above definition, consider a standard bipartite nonlocality test. If either
Alice’s or Bob’s CMU satisfies condition (1) or (2), it becomes clear that the entire experiment
admits a local hidden-variable theory and no violation of a Bell inequality is possible. Simi-
lar conclusions can be drawn for steering experiments. Moreover, even protocols that do not
directly rely on entanglement may require condition (1) to hold. For example, in a prepare-and-
measure quantum key distribution (QKD) scheme where the channel connecting Alice to Bob is
entanglement-breaking, no key rate can be extracted [88].

More generally, the purpose of a CMU is to distribute quantum information from the entry
of the channel to a remote measurement device where one of several measurements should be
performed. Then an alternative, and seemingly more stringent, way to define the threshold at
which a CMU becomes ineffective is the following:

(3) The CMU can be replaced by an equivalent CMU for which the channel ® is a quantum-
classical channel and the measurements M, represent classical measurements on the output
of this channel.

In a quantum experiment involving a CMU that satisfies condition (3), the quantum part of the
experiment can be truncated just before the CMU, since all information processing that happens
in the CMU is purely classical, see Fig. 2.3. This criterion is used, for instance, in [89] to
determine when a routed Bell experiment can establish only short-range quantum correlations.
Furthermore, in any cryptographic protocol where the CMU channel is a public channel and
satisfies condition (3), an eavesdropper could have a perfect copy of the information sent in that
channel since it is purely classical.

Although conditions (1), (2), (3) may appear distinct, they are actually all equivalent in an
untrusted scenario, and equivalent to the following condition:

(4) The set of effective POVMs Mf"y of the CMU are jointly measurable.
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Figure 2.3: A CMU that satisfies conditions (3) and (4) can be implemented through a (single) quantum measurement
E, at the entrance of the channel, whose classical output \ is then transmitted and processed to generate
the output b depending on y.

The set of effective POVMs M;I‘) , s said to be jointly measurable [75] if there exists a parent
POVM E with elements E, and probability distributions p(bly, A) such that

M2, = A dAp(bly, N Er . (2.3)

Operationally, and as illustrated in Fig. 2.3, this means that the CMU can in principle be
implemented via the following strategy. First, at the entrance of the channel, upon receiving
the quantum state p, one measures the parent POVM FE; note that this is a single (fixed)
quantum measurement, hence independent of the input y. The outcome A of the parent POVM
is then transmitted through a classical channel to the remote measurement device, where a simple
classical device generates the output b using the probability distribution p(b|y, A), which depends
on y and on the classical outcome .

From the above operational interpretation of (4), it is immediate that conditions (3) and (4) are
equivalent. It is also clear that conditions (2) and (4) are equivalent, since if the measurements M,
are jointly measurable, the same holds for the effective measurements M; , and vice versa. Finally,
conditions (1) and (4) are also equivalent, as shown in [90]. Indeed, ® is entanglement-breaking

if ®(p) = Y\oaTr[Expl. But then P(bly,p) = >, Tr[Exp] Tr [0 My, ] = Tr [le;Il’y}, for

Mg, = 30, Tr [02 My, ] Ex which is of the form (2.3) if we define P(bly, A) = Tr [0 My, ]. This
argument can be extended to infinite-dimensional quantum systems; in this case, an entanglement
breaking channel is of the form ®(p) = [dAoyTrpE, where the POVM is in general not
atomic [91].

Note that condition (4) is not only sufficient for guaranteeing that a CMU is “useless”, but also
a necessary one; indeed, any set of measurements that is incompatible (in the sense of not being
jointly measurable) can be used to demonstrate the effect of quantum steering [78, 79|.

In the following, we will thus take condition (4) as our definition of when a CMU does not
exhibit quantumness. We say that a CMU is jointly-measurable (JM) whenever condition (4)
holds.

Finally, note that there are other possible conditions than (1) on the channel of a CMU that
are equivalent to (4). For instance, a channel ® is said to be incompatibility-breaking if the set
of measurements {®*(M,)} are compatible for any M, [80]. It is said to be N-extendable if
there exists another channel ®;_, , called the parent channel, which outputs N quantum system
S1...,Sn such that

Trs, stk P1on(p) = (p) (2.4)
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for any output system S} and any input state p. These notions give rise to the following additional
conditions.

(5) The CMU can be replaced by an equivalent CMU for which the channel ® is incompatibility-
breaking.

(6) The CMU can be replaced by an equivalent CMU for which the channel ® is N-extendable.

The entanglement-breaking, incompatibility-breaking, and N-extendibility of a channel are in
principle distinct properties. While every entanglement-breaking channel is N-extendable, and
any N-extendable channel is incompatibility breaking, there exist incompatible channels that are
not N-extendable, and N-extendable channels that are not entanglement-breaking. However, in
the context of an untrusted CMU, the conditions (1), (5), and (6) are all equivalent to (4). This
is because they are not statements about the properties of the channel in the actual realization
of the CMU, but they are statements about an operationally equivalent CMU that reproduces
the combined effect of the channels and of the measurements of the original CMU.

Specifically, since a classical channel is both incompatibility-breaking and N-extendable , we
clearly have (3)=(5) and (3)=-(6), and thus (4)=-(5) and (4)=(6). It is also clear that (5)=-(4).
On the other hand, if (6) holds, i.e., the channel ® is N-extendable, the effective POVMs &* (M, )
are jointly-measurable because they can be obtained by applying the channel ®;_, 5 on the input
state, and then performing each of the N different measurement M, for y = 1,... N on each of
the N output systems, as illustrated in Fig. 2.4. Thus (6)=-(4). We will make extensive use of
this equivalence between the JM property of the CMU and N-extendibility in the remainder of
the paper.

Figure 2.4: A CMU satisfying condition (6) can be implemented by splitting the incoming system in N systems,
measuring each of the output systems with one of the N different measurements, and sending their
classical outcomes to Bob.

2.3 No-click CMUs

We first analyse a large class of CMUs taking as input quantum states p in a finite d-dimensional
Hilbert space H and for which the N measurements y = 1,..., N yield a finite, discrete set of
L+1outcomes b=1,...,L,d, where the last outcome & is a ‘no-click’ outcome happening when
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the measurement device fails to register an actual outcome, e.g. because the photon is lost. In
addition to the loss, the measurements can also be affected by another type of noise.
In general, such a CMU is described by effective POVMs of the form
O* (M, ifb#£ o
ng‘ﬁb: 0 * (My),) ! 7 (2.5)
Y (I-n1 ifo=g,

where My, describe the ideal POVMs, n is the detection efficiency, and the CPTP map & :
L(H) — L(H) models the additional noise channel (®* is its adjoint). Similarly to the case
described in Section 1.2.4, this CMU can be understood as a concatenation of the channel ¢ and
the loss channel

Ay(p) = np+ (1 —n) |2} (2.6)

acting on the state p before the measurements J\ny with elements

(2.7)

M =
W loNe| ith=o

. {Mby ifb# o
are performed. Here, |@) is an additional state orthogonal to H describing the loss of a photon,
and (2.7) extends the ideal POVMs so as to produce the no-click outcome whenever the state
|@) is received. This allows one to write Ml?\f = (A 0 @)*(Mpyy).

For most of our applications, we will consider the noise channel ® to be the white-noise channel

1
Wv(p):Up—i—(l—v)E, (2.8)
with wvisibility v. In this case, the effective POVMs of the CMU read
nv _ nv My, +n(1—v)gpy 1 ifb#@ (2.9)
bly (1-n)1 ifb=o, '

where gy, = Tr (Mb‘y) /d.

Given the ideal POVMs My, the noise channel ® and the efficiency 7, the question of whether
the effective POVMs (2.5) are JM can be formulated as a semidefinite program (SDP) [75, 92].
Furthermore, the threshold efficiency 7, below which they are JM can readily be determined by
solving a single SDP since the above effective POVMs depend linearly on 7.

In the following, we are interested in providing bounds on the critical values of n that hold for
a large class of measurements M, and noise models ®.

2.3.1 Bounds on 7 for arbitrary sets of measurements implied by channel
extendibility
In this section, we first collect some results on the N-extendibility of some families of channels.
As discussed in the introduction, we then use them to imply that any CMU featuring such a
channel and composed of N POVMs is JM. We start by introducing two general parametric
families of channels.
A channel R, with ¢ € [0,1] is called replacement if it is of the form

Ry(p) =ap+(1—q)o, (2.10)
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where o is any fixed state (possibly orthogonal to #). The loss channel A, in Eq. (2.6) and the
white-noise channel W, in Eq. (2.8) are instances of replacement channels.
A channel T, with v € [0, 1] is called convez noise if it is of the form

L'y(p) = vp+ (1 = v)lo(p), (2.11)

for some I'y. An equivalent definition is to impose the properties I'y = id and pT', +(1—p) Ty, =
s, where © = pvy + (1 — p)ve. It is easy to see that all the replacement channels are convex
noise channels. However, there are other prominent examples of convex noise channels, e.g. the
dephasing channel

Ly(p) = vp+ (1 —v)diag(p), (2.12)

where diag(p) = ", pii |4)(i| is the diagonal part of p in the computational basis.

With these definitions, we now formulate a few results on N-extendibility. The first one holds
for all replacement channels.

Lemma 1 ([80]). A4 replacement channel Ry(p) as in Eq. (2.10) is N-extendable if ¢ < +.
Proof. For q < % the channel

Rion(p) =qp@0® NV +qo@pe o0

. 4 qo® NV @ p 4 (1—gN)e®V . (2.13)
is well defined and is the parent of R,. O

This directly implies that the loss channel A, in Eq. (2.6) is N-extendable for n < . A
similar implication holds for the white-noise channel W, in Eq. (2.8), however for this channel
the following result gives a tighter bound.

Lemma 2 ([93]). The white-noise channel W, in Eq. (2.8) is N-extendable if

N+d

v < m (2.14)

Proof. This follows from results on universal quantum cloning. An optimal one-to-N universal
cloning machine is a channel @PS% from one to N qudits whose output resembles N copies of the
input state as closely as possible for all possible input states [93, 94]. Furthermore, for each of
the output systems, the marginal channels of Eq. (2.4) induced by the optimal universal cloning
machine are precisely given by a white-noise channel W, (implied by the symmetry of the task)
with visibility saturating the inequality (2.14) [93]. More noise can always be added if v is lower
(see Lemma 3 below). O

Now, following our original motivation we proceed to study the N-extendibility of concatenated
channels. The next result is a very simple but useful observation.

Lemma 3. Consider an N -extendable channel ® and another arbitrary channel T'. The con-
catenated channels
To® and PoT (2.15)

are N -extendable.

Proof. The parent channels are given by T'®N o ®,_, ; and ®,_, 5 oI respectively. O
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2.3 No-click CMUs

Now consider a concatenation of channels with known properties.

Lemma 4. Consider a convex noise channel T, (Eq. 2.11) with v > v, and a replacement
channel R, (Eq. 2.10) with g > ¢., where above the threshold values the channels T, and R, are
N-extendable. The concatenated channel

®,,=R,0T, (2.16)

is N -extendable for
1 —w,
=0+ (0—)/a

Proof. First, let us write the concatenated channel explicitly as

(I)q,v(p) = Rq (Up + (1 - U)Fo(p))
=qup+q(l—v)lo(p) + (1 —q)o.

q< ( (2.17)

(2.18)

By assumption, there exist parent channels I'y_, 5y and R;_, y that reproduce the marginal chan-
nels Iy, and R, when tracing out N — 1 systems. Let us now consider a mixture thereof
pTion 4+ (1 — p) Ri— N for some parameter p € [0,1]. It defines a parent channel which estab-
lishes the N-extendibility of &,(p) = Trxy—1(pT1on + (1 —p)Ri-n)(p) given by

Ep(p) =pTu, (p) + (1 —p)Ry. (p)
= (pvx + (1 = p)g«)p + p(1 — vi)Lo(p)
+ (1 =p)(1 —g.)o.

Comparing with Eq. (2.18) we conclude that @, , is identical to &, if

1-g=(1-p)(1—-q)

(2.19)
q(1 —v) =p(l—v,).
Solving the first equation for p gives 1 —p = f_;qq*. Plugging this in the second equation implies
]- - Ux
Y (2.20)

L ey pray prymr YR

The channel @, , is thus N-extendable when this equality is satisfied. To see that any channel
with a lower transmission ¢’ < ¢ is also N-extendable note that it can be decomposed as @4, =
Ry /q 0 @4, and apply Lemma 3. O

Let us now come back to our channels of interest and apply the above Lemmas to obtain
sufficient conditions for the CMUs with effective POVMs (2.5) and (2.9) to become JM. First,
consider the concatenation of any channel ® with the loss channel A,, and apply Lemmas 1 and
3 to obtain the following bound.

Upper bound 1 ([71]). The concatenation of the loss channel with any noise channel ®

Ay o ®(p) =n®(p) + (1 —n) 2N (2.21)

is N-extendable, and thus the corresponding CMU with effective POVMs (2.5) is JM, if
< —. 2.22
n< % (2.22)
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2 Joint measurability and quantum communication with untrusted devices

This is essentially a reformulation from the channel perspective of a result already obtained in
[64] in the context of Bell experiments, in [71] for general one-sided-device-independent protocols,
and in [80] where channels of the form R, o I'(p) = nT'(p) + (1 — n)o were shown to be N-
incompatibility breaking for n < %

Next, we also assume that the noise channel & = ®,, is convex and apply Lemmas 1 and 4 to
get.

Upper bound 2. The channel
Ay o ®y(p) =nPu(p) + (1 —n) @)X, (2.23)

corresponding to the concatenation of the loss channel and any conver noise channel ®, with
v > v, where ®,, is N-extendable, and thus the corresponding CMU is JM, if

1 — v,
1—v)+Nw—uv,)"

n < ( (2.24)

Remarkably, this bound is useful even if we only know that the channel ®, becomes N-
extendable at v = 0. Direct application of (2.24) shows that in this case A, o ®,, is N-extendable
for

1

< —.
= (1—-v)+ Nv

(2.25)
This bound applies for example when ®, =T, is the dephasing channel in Eq. (2.12).

Similarly, if ®, is a replacement channel itself (or becomes N-extendable for v < % for another
reason) the bound (2.24) implies that A, o ®, is N-extendable for

1
< —. 2.26
NS g (2.26)
Finally, we give special treatment to the case where ®,, = W, is the white-noise channel, as
it will be important for applications. Combining the Upper bound 2 with Lemma 2 (giving

Ve = %) we get our last bound in this section.

Upper bound 3. The concatenation of loss and white-noise

Ay o Walp) = nvptn(l — o) +(1—n) |2Ka], (227)

is N-extendable, and thus the corresponding CMU with effective POVMs (2.9) is JM, if

n< d : (2.28)

N@M+1%&)

Note that we can make this bound dimension-independent by taking the worst-case value of
the right-hand side of (2.28), 7 < ming>1d/(N(v(d + 1) — 1)) = - , which coincides with the
more general bound (2.26).

The fundamental trade-off between the visibility v and the detection efficiency 7 provided by
the bound (2.28) is illustrated in Fig. 2.5 in the case of qubits.
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2.3 No-click CMUs
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Figure 2.5: The full curves depict the lines below and on the left of which the channel ®,, ., of the no-click white-noise
qubit CMU is N-extendable according to Upper bound 3 for N = 2,3,4 and according to Lemma 2 for
N = co. The dashed curves correspond to the additional assumption that the ideal measurements are
binary and are determined according to Upper bound 6 (see Section 2.3.2) for N = 2, 3,4 and the bound
(2.52) (see Section 2.3.2) for N = co. Note that for the case N = 4 the two lines coincide.

2.3.2 Bounds on 7 for binary qubit measurements

The bounds obtained so far on 77 depend on generic parameters such as the number of measure-
ments N, the level of noise v, or the dimension d of the underlying Hilbert space in the case
of white noise. And as they follow from the N-extendibility of the CMU channel, they hold
for any possible measurements M, implemented by the CMU. We now take additionally into
account information about the specific measurements M, that define the CMU, focusing on the
particular case of qubits.

First note the following variation of Upper bound 2.

Upper bound 2’. Consider a no-click CMU defined in terms of a conver noise channel @,
with v > v, and ideal measurements M, such that the effective POVMs ®; (M) are jointly
measurable. Then the effective POVMs ®; (M,) defining the no-click CMU in Eq. (2.5) are JM

for

1— v,
< . 2.29
nﬁ(l—v)—FN(v—v*) (2.29)
This can be proven identically to the Lemma 4 by comparing the POVMs
D5 o (Myjy) = noMy), +n(1 — v)®@7 o(Myy,)
+ (1 =n)®g,1 (My)y) (2.30)
with the family of POVMs
Py, (M) + (1= p)@% 4 (M), (2.31)

which are JM by construction.

43



2 Joint measurability and quantum communication with untrusted devices

From now on we set d = 2 for the rest of the section. A binary qubit measurements is composed
of two POVM elements {E, E_} of the form

Ei=-(1£y)1l+m- o), (2.32)

N =

with 1 — |y| < ||m|| guaranteed by positivity. If v = 0 it is said to be unbiased, otherwise it is
biased. A biased measurement can be decomposed as a mixture

{Ey, E_} = [m|{My, M_} + (1 = |m|){R4, R_}, (2.33)
of a PVM (unbiased)
1
M= (1£m-o) (2.34)
with a unit vector m = HTmTH’ and a "dummy measurement" Ry = ¢+1 with g+ = ;ﬁv_;m

whose output is independent of the measured state. This observation leads to the following
result.

Lemma 5. Consider a channel ® and a set of binary measurements Ey|, = %((livy)]limy-a).
The measurements set ®*(E,) is JM if the measurements ®*(My,,) with My, = 1 (1+m, o)
and My = Hzﬁ are JM.

Proof. By Eq. (2.33) the measurements ®*(£.,) can be decomposed as
O (Eyy) = [lmy[|®* (M) + (1 = [lmy ) Ryyy, (2.35)

since Ry, = ®*(Ryy) = q+|y1 (the adjoint of a CPTP map is unital).

Since the measurements ®*(M,) are JM by assumption there exists a parent POVM Ey
simulating them. Then the measurements ®*(Ey,) are simulated by the following strategy.
Perform the parent POVM E). Upon receiving the setting y simulate ®* (M, ) with probability
[y ||, or with probability 1 — ||m,|| sample a random output from g/, O

This result implies that when discussing the JM of sets of ideal binary measurements subject to
noise and loss, biased measurements can be ignored. That is, if we show that the set @}  (My,)
with

1
My, = 5(1imy co), (2.36)
and ||, || = 1 is JM it automatically implies that any set of (biased) measurements ®;  (E+,)

with m, parallel to m, is also JM. We will thus restrict our consideration to N measurements
of the form (2.36) in the rest of the section. Furthermore, we now set the channel @, to be the
white-noise channel W, mapping PVMs to

* 1 o
W (M) = 5(1£vri, - o), (2.37)

which are also unbiased.

The question of the joint measurability of unbiased qubit measurements has been studied
extensively, see e.g. section IIL.A in the review [75].

In particular, from [95] it follows that any set of N = 2 measurements of the form (2.37) is

JM if and only if

2
3 ) L ) 2.38
v S vl e = e T+ T —mal -
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2.3 No-click CMUs

For N = 3, the measurements are JM if and only if [96, 97]

4
USU*(Thl,Th%mg) = 3 s
> k=0 Ite — trr||

where tg = m1 + mo + M3, tp = 2y, — tg for k > 1, and tpr is the so-called Fermat-Toricelli
vector of the set {12, 1y, 13}, ie. tpp = argming S o_, |1y, — ¢
For any set of NV unbiased qubit measurements, we now show the following result.

(2.39)

Lemma 6. A set of N unbiased qubit measurements M., = %(]l +m, - o) specified by the
vectors mq, ..., my with |my,|| <1 is JM if

N
DD (=) myl < 2 (2.40)
a k=1

where a = (ay,...,ayn) € {0,1} runs through the 2 bitstrings. (See also the relazed condition
in Fq. (2.49)).

Proof. Define the following set of 2%V vectors

Wa = (—1)my + (—1)%my + -+ (—1)"Vmy (2.41)
labeled by the bitstrings @ = (aj,...,ay) € {0,1}"V and denoted their normalized versions
as wg = H:"D—ZH, which define 2V projective measurements. Using the probability distribution
pla) = % define the parent POVM composed of 2V elements
E 2@ g 44, o) 1(()11“’“'” ) (2.42)
ta = "5 We - 0) = = | pla . .
2 2 >a llwal

With the post-processing

1 £1 =sign(b(—1)%
p(bly, +,a) = . b=1™) (2.43)
0 otherwise
for b = £1, the parent POVMs can simulate all measurements of the form
Mbk‘/ = Z Ei,a p(b|y7 :I:v 0,) = Z Esign(b(fl)“y)}a (244)
+,a a

— % (]1 + bZQNaHmk : a') . (2.45)

ol

These measurements are identical to My, if #ﬁlﬂa” = 1, in which case the proof is done. If

. . . N . . "
this ratio is even larger m > 1, one can mix some randomness into M|, to complete the
a a <

proof. O

Applying this Lemma to the measurements W (M ,) in Eq. (2.36) with m, = v, gives
the follwing condition for their joint measurability

2N

S ISy (1) |

v < v (My,...my) =

(2.46)
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2 Joint measurability and quantum communication with untrusted devices

Note that Eq. (2.38) is a particular case of Eq. (2.46) for N = 2, while it is unclear to us if this
is also the case for Eq. (2.39). An attentive reader also noticed that for general N we used v,
instead of v, to indicate that the bound is potentially not tight.

The threshold visibilities for two, three and N measurements in Eqgs. (2.38,2.39,2.46) can be
used together with the Upper bound 2’ to obtain sufficient conditions on the joint measurability
of the corresponding CMUs Mbnlyv The resulting bounds would depend on the specific choice of
binary the qubit measurements described by the vectors mq,...,my.

Nevertheless, it is also possible to derive a simple bound for any set of N binary qubit mea-
surements by noting that the rhs of Eq. (2.46) satisfies

vu (s i) > (2.47)

VN

To see this first use the concavity of the square root to obtain 3, i |[wa| = 3, 5% V/[[wal]? <

QLN > a llwal|?. Then in the last term simply compute
N N N
SISl = 3 S () g iy = 303 g = 2V, (2.48)
k=1

a a kj=1 a k=1

which implies \/Za o | o (1)@ iy |2 = \/ 2NN = /N and the inequality (2.47). This
bound is, however, only saturable for N = 2 and 3 by the measurements corresponding to MUBs.
Remarkably the same arguments imply sk >, || Zgzl(—l)‘““mkﬂ < /22 Iy, hence

N
Sl <1 (2.49)
k=1

can be used as a relaxation of the condition (2.40) in Lemma 6.

To conclude this section we combine the Upper bound 2’, the Lemmas 5 with 6, and the
bound (2.47) to obtain the following simple sufficient condition for joint measurability of our
CMUs.

Upper bound 6. The no-click CMU implementing N binary qubit measurements (2.9,2.536)
with white-noise visibility v and detection efficiency n is JM if

1
n<\/ﬁ((\/ﬁ+1)v1).

It is easy to see that for NV > 4 this condition does not bring any improvement over the general
upper bound (2.28), which reduces in the case d = 2 to

n<—2 .
N(3v71)

In contrast, for N = 2 and 3, it improves on this bound, as illustrated in Fig. 2.5. We can
also demonstrate numerically that in these cases the bound (2.50) is tight. Indeed, selecting o,
and o, as the two measurement directions in the case N = 2, and additionally o, in the case
N = 3, we can determine, for any fixed v, the maximal value of i such that the resulting effective
POVMs are JM by solving a single SDP, as noted below Eq. (2.9). We observed that for all the
tested values v, the maximal transmission n found by the SDP matches with the upper bound
of Eq. (2.50) up to numerical precision.

(2.50)

(2.51)
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2.4 Thermal-noise channel scenario

2.3.3 Bound on 7 independent of N

Finally, let us mention the asymptotic case where the number of measurements IV is unbounded.
In [85] a necessary and sufficient condition for the joint measurability of all d-dimensional pro-
jective measurements subject to white noise and loss was derived. In the case of qubits, this
condition takes a simple form
n<2(l-v), (2.52)

depicted in Fig. 2.5. This bound improves over the upper bound (2.51) whenever (1—v)(3v—1) >
%. By the Lemma 5 this result is promoted to all binary measurements.

For all POVMs, a sufficient condition is given by n < (1 — v)?~! [84]. When N is large these
bounds can be tighter and used instead of the bound (2.28).

2.4 Thermal-noise channel scenario

The bounds obtained in the previous section are based on the assumption that the measurements
of the CMU have a finite number of discrete outcomes and that a photon loss can be modeled
as a no-click outcome. However, some common quantum optics measurements are not of that
form. Quadrature measurements are an example of measurements with an infinite, continuous
set of outcomes, and which always produce an outcome, even when the photon is lost.

In this section, we thus make no hypothesis at all on the measurement device and we assume
that losses in the channel are modeled, as is usual in quantum optics, through a thermal-noise
(or attenuator) channel [28, 29| characterized through the transmittance n and the excess noise
€. As discussed in Section 1.2.5, the thermal-noise channel (Fig. 2.6) can be viewed as combining
on a beam-splitter of transmittance 7, the incoming state p and a thermal state 7, with mean
photon number v = (n€)/(2(1 — n)). The resulting CPTP map is

®y,.c(p) = Try (Upp ® TVUJ) , (2.53)
where

1 2
o e (254)

is a thermal state written in the basis of coherent states |3), and

Un _ earccos(\/ﬁ) (5«4(17*(3«54()7 (255)

represent the action of the beam-splitter, where @ and b are annihilation operators acting on the
input state p and the thermal state 7, respectively.

|
| |
1 e
e
b

Figure 2.6: CMU where the channel is a thermal-noise channel which can be viewed as combining p with a thermal
state 7, at a beam-splitter of transmittance 7.
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Figure 2.7: The curves depict the lines below which the channel ®;,  of the thermal-noise CMU is jointly measurable
according to Upper bound 7 for N = 2,3,5,10. The blue line provides also the region below which any
number of Gaussian measurements is jointly measurable as we state with Upper bound 8.

Upper bound 7. The channel ®, . of a thermal-noise CMU is N-extendable, and thus the
corresponding CMU is JM irrespective of the measurements M,, if

1

n < m . (2.56)

Proof. Consider the channel ®;_,y = ®pg, © Pamp corresponding to first amplifying the input
state p with a gain G > 1 and then splitting it using a symmetric N-mode beam-splitter, as
illustrated in Fig. 2.8. We now show that if we trace out N — 1 output modes at the exit of this
channel, we get the thermal-noise channel ®, . by choosing appropriately G.

The thermal-noise channel, the amplifier, and the beam-splitter are Gaussian channels, and
their action can be fully described in terms of two real matrices, the scaling and noise matrices
X and Y [29]. These matrices capture the evolution of the characteristic function of the system,
regardless of whether the initial state is Gaussian or not. For the thermal-noise channel, the

amplifier, and the channel corresponding to tracing out all but one ouptput mode of a symmetric
N-mode beam-splitter, these matrices are respectively

X1h = /11, Yrn=(01—-n+enl, (2.57)
XAmP = \/512’ YAmp = (G - 1) 1o, (258)
and
1 N -1
Xps =/ 12 Yps = — L. (2.59)

In the Gaussian systems framework, the channel obtained by applying two channels in succession,
each described by the matrices X4 p and Y4 p, is described by the matrices

Xpoa = XpXa, (2.60)
Ygoa = X£YaXp + Ya. (2.61)
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p

—_—

PN

—

Figure 2.8: Strategy for establishing the N-extendibility of the thermal-noise-channel. The initial state p is amplified
and split into N modes using a beam splitter.

We thus have

|G
XBSoAmp = XBSXAmp = N]12 y (262)

G—-—N-2
YBSoAmp = XEI;SYAmeBS + Yps = T]lg .

These matrices are equal to the target matrices Xy, and Yy, for G =1/(1 — €/2) and

T Na i /2) (263)

Of course, lower values of n are also possible by simply attenuating the overall channel output,
resulting in the bound (2.56). O

We note that the above result was also obtained in [86], where a necessary and sufficient
condition for the N-extendibility of single-mode Gaussian channels is presented. The above
proof, however, provides an explicit strategy for establishing the N-extendibility of the thermal-
noise channel.

While we considered a single-mode thermal-noise channel ®, ., the argument extends to n-
mode scenarios, where the global noise channel is the product P, = X1 Pn,e)- It is easy to
see that this channel ®, . is N-extendable if ®, . is. Therefore the Upper bound 7 also holds in
this scenario.

The bound (2.56) is completely generic as it depends only on the number of measurements N
and the excess noise €, and holds for any possible measurements M, implemented by the CMU.
A much more stringent bound can be obtained if we assume that the measurements M, are
Gaussian measurements, which can be implemented by first applying a Gaussian channel to the
state and then performing homodyne detection [98].

Upper bound 8 ([87]). A CMU consisting of a thermal-noise channel followed by Gaussian
measurements is JM if
1

< .
n_2—6

(2.64)
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2 Joint measurability and quantum communication with untrusted devices

Remakably, the above bound on the tranmsissivity 7 is independent of the total number N of
measurements performed. It follows from the fact that the thermal-noise channel is incompati-
bility breaking for Gaussian measurements as shown in [87]. We provide an explicit strategy to
obtain this bound in the following in the case of pure homodyne measurements.

Proof. Homodyne measurements corresponding to the observables
X(0) = cos X +sinOP, (2.65)

specified by the angle 6 and where X and P are the position and momentum quadrature operators

X

I
®
=
a
e
I

(2.66)

We now show that when the measurements A, in a thermal-noise CMU correspond to the
above observables (with the angle 6(y) depending on y), the resulting effective POVMs are JM
independently of the total number N of such measurements.

In a thermal-noise model, the annihilation operators follow the input-output relation

dout = \/ﬁ&in + 1- nar, , (267)

where a,, is the annihilation operator acting on the thermal state that is combined with the
input state in our noise model. We can use the latter relation to express the effective CMU
quadratures that are implemented by the CMU as

Xout (9) = \/ﬁf(m(e) +v1- UXTU (0) (268)

We now introduce a single parent POVM that simulates the results of the measurements of
such quadratures for any value of §. This parent POVM consists in performing first a heterodyne
measurement on the input state, i.e, we split the initial mode in two modes using a 50/50 beam
splitter and measuring the X quadrature of one output mode and the P quadrature of the other
output mode. The obtained classical outcomes, x and p, are then sent to the measurement
device, where given the input angle 6, it ouputs

zg = G(cos Oz + sinfp) + A, (2.69)

where G is a constant real number, while A is a random real number with centered Gaussian
distribution of variance 2.
In this equivalent CMU, the input-output relations for the annihilation operators after the

50/50 beam splitter are

(Alin'f'@ and & _din_v
9=
V2 V2
where v is the annihilation operator of the vacuum state entering the dark port of our beam
splitter and a; and as are the annihilation operators of the two output modes. The quadrature

X measured in the first ouptut mode and the quadrature P measureed in the second output
mode can then be written as

a1 =

, (2.70)

T Xin XU 7 Z:A)in - pv
X =t e g gy =t (2.71)
V2 V2
The probability distribution of the final output x4 of the CMU after the post-processing (2.69)
is then fully characterized by the moments (zf). This strategy simulates the original CMU if these
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2.4 Thermal-noise channel scenario

moments coincides with the moments (X (0)")¢, of the distribution of the effective observables
(2.68). We now determine such moments.

We first compute the target moments.

<X(9)n>th = <(\/ﬁX1n€) + V 1- UXTU (0))n> (272)
=3 () o) VT (R 0 (2.73)
k=0
[n/2] n R
B (2k> VI (X (0)" )
k=0
(1 (X, (0 2.7
[n/2]
- Z (2/€> \/ﬁn_2k<X1n(9)n72k>
k=0
k
(2% — 1)1 <;(17]+677)> , (2.75)

where we used the fact that the odd moments of the thermal state in Eq. (2.54) are zero, while
the even ones are

(2/@—1)!!(;4- il )k (2.76)

(2) = ((G(cos 0%y +5in0P) + A)") (2.77)
- <(\%(Xm(9) + X\ (—0)) +A>n> (2.78)
- ;0 () (\%)k (X (6)"H)
<\%XU(—9) - A) k> (2.79)
[n/2] n—2k
<<\%Xq,(e) + A) 2k>, (2.80)

where in the last line we used the fact that the sum of two random variables with Gaussian
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central distribution has zero odd moments. Now, we have

< (\%Xz(e) + A) 2k> =

S (ST moiay 28
(

(8" )

(2(k — 1) — 120 — 1)1, (2.83)

where we used again that the odd moments are zero and that the even ones are

(X, (—0)20) = (;)l (k-1 - 1)1, (284)
(Al = g% (21 — ). (2.85)

Using (2n)! = (2n)!1(2n — )1 and (2n)!! = 27!, we get

(22’;) (2(k — 1) — 1)L — 1)1 = (I;)(% -1l (2.86)

<(5§XQ)(9)+A>%> = (2k — 1! (Cff +02>k. (2.87)

We finally obtain that

and thus

w= 3 (1) (S) o

k=0

(2k — 1)1 (Cf + JQ)k . (2.88)

It thus follows that (X (6)")n = (zf) for all n if
1
G =+/2n, and 0225(1—2774—677). (2.89)

Since 02 > 0, we conclude that this strategy works as long as (2.64) holds.

2.5 Discussion

We have developed a general framework for characterizing the impact of losses in quantum
communication setups with untrusted measurement devices. A key element in our work is the
concept of a CMU, which should be viewed as a set of effective measurements, characterizing both
the imperfections of the channel and the subsequent measurement apparatus. We investigated
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2.5 Discussion

the joint measurability of this set, establishing a direct connection between this fundamental
notion and quantum communication.

Our work motivates the investigation of the (in)compatibility of sets of POVM under the com-
bined effect of noise and loss, of which we discussed several cases. In particular, we have derived
a sufficient condition for the compatibility of sets of N unbiased qubit measurements (Lemma 6).
We have also seen that results on channel extendibility are very useful in this context, as they
imply compatibility of CMUs solely based on the noise channel and the number of measurements
that compose it. We derived a general result on the extendibility of concatenated noise channels.
Our results can be applied to any protocol or experimental scenario with untrusted measurement
devices, including DI and SDI protocols, providing insight into the admissible trade-off between
noise and loss. Obtaining more results in this direction would be desirable.
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3 Security and key rate

Device Independent Quantum Key Distribution relies on specific assumptions and on the principles
of quantum mechanics. In this chapter, we describe these assumptions, and we define security for
both DI QKD and semi-Device Independent protocols. We explore various attack types and methods
to prove security against some of them, particularly the most general type. Key rate formulas are
discussed, highlighting the relationship between eavesdropping detection and the final length of the
secret key. The chapter focuses on key rate formulas in the asymptotic case, where the number of
protocol rounds tends to infinity, and describes the generalised Entropy Accumulation Theorem which
allows to derive security against the most general attacks.

3.1 Introduction

The security of a quantum cryptographic protocol relies on the properties of quantum mechanics
and an additional set of assumptions. A DI QKD protocol minimises these additional assump-
tions, while semi-DI QKD protocols add a few carefully chosen assumptions that seek to be
more manageable compared to those in standard QKD protocols. In standard QKD, we need a
complete characterization of all operations, including for example the dimension of the Hilbert
space. In semi-DI QKD, the assumptions can be chosen to avoid such complex characterizations
of the devices used.

Unlike classical algorithms, which rely on the belief in the computational hardness of certain
mathematical problems and the assumption that potential adversaries lack the computational
power to solve them, DI QKD protocols adopt a different approach consisting only on securing
the location of measuring devices and trusting the classical computations performed during the
protocols. This approach makes it possible to achieve information-theoretical security through
principles rooted in quantum mechanics.

Proving the security of a quantum cryptographic protocol starting from a minimal set of
assumptions is a non-trivial task. A crucial step in this process is obtaining a formula for the key
rate, defined as the amount of secret key bits per round of the protocol. The key rate formulas
discussed in this chapter express that the less an eavesdropper could have accessed information
about the raw key, the longer the final key can be. Conversely, the less correlation there is
between Alice and Bob, the shorter the final key can be. If it is possible for an eavesdropper to
have accessed “too much” information about the key, then the key rate formulas tell us that the
length of the final key is zero and we need to abort the protocol.

In a real protocol, only a finite number of rounds are performed, introducing statistical fluc-
tuations on the parameters estimated during the protocols and reducing the performance of the
error correction algorithms. These fluctuations need to be taken into account in the security
analysis of protocols, ensuring that the protocol remains secure despite these finite-size effects.
Analyses of this type are typically conducted when the security of protocols is assessed. Refer-
ences such as [99, 100] provide detailed insights into this aspect. However, in this chapter, we
will focus mainly on the asymptotic case, where we assume that the number of rounds of the
protocol tends to infinity.

In the following, we will explain how key rate formulas can be derived and what expressions are
used to quantify the information that Eve might have obtained, and the amount of correlation
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between Alice and Bob. We will begin by outlining the assumptions used to prove security
in Section 3.2. In Section 3.3, we will discuss the definition of security in QKD, followed by
a description of the different types of attacks in Section 3.4, leading up to the most general
class of attacks that can be performed within our assumptions. In this section, we will also
express a formula for the key rate that holds when eavesdroppers are restricted to a less general
class of attacks, denoted as collective attacks. Finally, in Section 3.5 we will employ the Entropy
Accumulation Theorem and we will sketch the derivation of the asymptotic key rate for protocols
secure against the most general class of attacks. By the end of the chapter, we should be able
to understand how to express the key rate in different scenarios and what we mean by security
in the context of DI QKD. The following subjects are discussed in [5, 99, 100].

3.2 Assumptions in Device Independent QKD protocols

Just as in mathematical or physical theories, where proofs are established based on axioms or
postulates, the proofs of security in cryptography also start from assumptions that we believe
true. These assumptions must be met to ensure the security of a protocol. If they are not satisfied,
it might be possible to break the cryptographic protocols. It is crucial for those implementing
and using the protocol to understand these assumptions and ensure they are fulfilled.

Let us list the assumptions necessary for proving the security of a DI QKD protocol. We will
discuss the definition of security in more detail later in this chapter. A DI QKD protocol is
considered secure under the following conditions.

e The theory of quantum mechanics is correct.

e Alice and Bob’s locations and their classical devices are secure. This means that no infor-
mation can leak from their laboratories and that the classical units behave as established by
the protocol. For instance, there is no quantum cryptographic protocol that could prevent
an undercover agent from copying the secret key after it has been generated and sending
it to his allies, and, similarly, compromised classical devices could transmit the secret key
to the eavesdroppers without the quantum protocol failing.

e Alice and Bob can rely on a secure random number generator. There is no eavesdropper
that can decide the random numbers generated or read them before they are revealed.

e Alice and Bob can communicate through a public authenticated classical channel. This
means that eavesdroppers might be listening their classical communication but they cannot
pretend to be one of the honest parties.

Assuming the correctness of quantum mechanics is necessary because, in principle, a theory
with greater predictive power could allow an eavesdropper to better predict the outcomes of
Alice and Bob’s measurements. Typically, one would also assume that quantum mechanics
is complete—that is, no extension of quantum mechanics can predict measurement outcomes
more accurately than quantum mechanics itself. However, in this specific case, this additional
assumption is not required. By assuming only the correctness of quantum mechanics and that the
inputs are generated by a secure random number generator, we can guarantee that Eve cannot
obtain a more accurate description of Alice and Bob’s outcomes than what quantum mechanics
provides. This result was demonstrated in [101].
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Figure 3.1: A quantum device represented as a black box receiving inputs z and producing outputs a. The generated
inputs and outputs are sent to a trusted computing unit that can perform authenticated public communi-
cation.

In traditional QKD protocols, such as the well-known BB84, there is an additional assumption
that the quantum devices used by Alice and Bob are accurately characterized and consistently
perform as expected, similarly to what we assumed about the classical ones. For instance,
in the traditional version of the BB84 protocol, Alice prepares specific two-dimensional states
|0), 1), |+), |—), and Bob measures corresponding two-dimensional observables Z and X. How-
ever, as we pointed out in Chapter 1, characterizing devices is extremely challenging and when
we do not succeed, we open loopholes that can be exploited to eavesdrop the communication.

In contrast, Device Independence refers to the fact that the devices of Alice and Bob are
not characterized as in a standard QKD protocol. In DI QKD the devices used are modelled
as black boxes which receive inputs and produce outputs (Fig. 3.1). The devices do not need
to be characterized in the sense that we do not need to have a specific model describing the
behaviour of the measurement apparatus. However, untrusted does not mean that the entire
device could be provided by a malicious third party, otherwise it could for instance be designed
to initially generate the secret key securely, but then transmit it back to the eavesdropper.
It is important that every unit responsible for performing classical computation steps must be
trusted. This includes protocols for authentication on the classical channel, privacy amplification,
information reconciliation algorithms, and so on. This makes sense, as classical devices are much
less susceptible to noise and errors compared to quantum devices, making their characterization
more straightforward. Indeed, hacking the classical device can compromise any type of QKD
protocol, but this risk is inherent to all cryptographic protocols, as a malicious actor could always
install a virus on the end user’s system to share the generated key with the eavesdropper once
it has been generated. Therefore, implementing robust cybersecurity measures and securing the
classical infrastructure are essential to prevent such attacks.

For semi-DI QKD protocols, additional assumptions can be introduced in a way that they
make the protocol more practical while still being secure. These assumptions can vary. For
example, in Section 4.3.2, we will explain that we can consider fixed overlaps between the states
prepared. Another approach is to have characterized sources and untrusted measuring devices,
as in Measurement-Device-Independent QKD. Alternatively, we can assume that only one side in
the protocol is trusted, which can be useful for asymmetric tasks such as communication between
a server and clients, as we will discuss in Chapter 6.

Finally, let us remark that, as in the standard QKD scenario, in DI and semi-DI frameworks
the quantum channel allowing Alice and Bob to exchange quantum information is not trusted,
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and Eve is allowed to intercept and modify any signal passing through it.

From this point onward in the chapter, we will assume that the secret key is generated at Alice’s
device, while the string produced by Bob is used to reconstruct Alice’s key through information
reconciliation. In this scenario, the protocol involves one-way public communication from Alice
to Bob. The initial strings obtained are referred to as raw keys, and they are composed by
realisations of the random variables K4 and K. These random variables consist of the outcomes
of measurements during the rounds designated as key generation rounds. In the remaining rounds
of the protocol, known as parameter estimation rounds, Alice and Bob estimate quantities that
will be used to bound the information possessed by Eve. During these rounds, they store the
symbols K4 =1 and Kp =1 in their raw keys to indicate that such rounds should be excluded
from the extraction of the final secret key.

3.3 Security definition

In QKD, as with most existing technologies, a protocol carries a possibility of failure, though we
require that the probability of this happening is small. A QKD protocol can fail in three ways:
it can either abort even without an eavesdropper’s interference, fail to protect the secret key
from Eve, or fail to produce matching keys for Alice and Bob. Security proofs assign a maximum
probability to each of these failure events.

1. Completeness: For the first eventuality, we require that an honest implementation of the
protocol has a probability €comp of aborting which has to be low. An honest implementation
refers to a simulated implementation of the protocol based on a mathematical model of the
devices. The models include a realistic amount of noise and imperfections in the devices.
The completeness condition ensures that the protocol has a low probability of aborting
when everything functions as expected.

2. Secrecy: For the second case, we require that the QKD protocol is €5-secret, meaning that
the probability of an eavesdropper gaining sufficient information to correctly guess the key
is less than 5. Specifically, let A be Alice’s register, F be any register possessed by Eve,
p(accept) be the probability that the protocol does not abort, and I be the length of the
final key. We require that the output state 74g of our DI QKD protocol shared by Alice
and Eve satisfies

1 1
p(accept)§ TAE = 5 Z |EXEl, @ TE|| < €. (3.1)

ke{0,1}! 1

Here, 74 represent normalized states conditioned on the protocol not aborting and 7 =
TI“A (TAE)-

3. Correctness: Lastly, we require that the protocol is e.-correct, indicating that the prob-
ability of the protocol not aborting and, at the same time, Alice’s and Bob’s keys not
matching is at most e,.

A QKD protocol, before performing information reconciliation and privacy amplification, out-
puts a raw key of length n which is composed by the realisations of the random variables
K% = Ka1...Ka, of each key generation round. This raw key may contain imperfections
due to noise or potential eavesdropping and thus, not meet the secrecy and correctness condi-
tions.
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First, the keys produced by Alice and Bob might not perfectly match. This issue is addressed
by employing an information reconciliation algorithm, which reveals a fraction leakpc of Alice’s
raw key to allow Bob to reconstruct Alice’s key (or vice versa). We can estimate the cost of
information reconciliation in the case of a honest implementation of our protocol, where the
random variables K} are identical and independently distributed. We will refer to one of the
random variables as K 4 since they all have the same probability distribution. As shown in [99],
the fraction of bits leaked in a protocol with n — oo is
. leakEc

lim
n— 00 n

< H(KAlKB7 Xa Y)? (32)

where X and Y are the random variables representing the inputs of Alice and Bob’s devices.
From now on we will neglect the conditionings on X and Y. Information reconciliation can be
implemented in such a way that the probability of failure is at most €., thereby meeting the
correctness requirement.

As for the secrecy requirement, we can invoke the generalised Leftover Hash Lemma [102].
This lemma enables us to meet the secrecy condition by applying a two-universal hash function
f(z) to Alice’s raw key. This function ensures that for any two inputs = and y, the probability
that the outputs f(z) and f(y) are the same is no more than 1/m, where m is the number of
possible inputs. This guarantees that even if Eve knows part of the raw key, the output she
obtains after applying the hash function is very likely to be different from Alice’s.

Let us now define the conditional smooth min entropy which is

HE

m1n(K2|E) max HIIliIl(KK|E)o'7 (33)

paE o s.t. 0<Tro<1 and P(pag,0)<es

where the min-entropy was defined in Section 1.1, while its conditional version will be discussed in
Section 5.4. The conditional smooth min entropy quantifies the minimum amount of randomness
remaining in Alice’s key K} when conditioned on any information E available to Eve. Specifically,
it is defined as the maximum value that the function Hy,in(K}|E) can take over a set of states
o that are es-close to the original state psg in terms of purified distance

P(p, U) =V 1- F2(p, 0)7 (34)

where

F(p.0) = T |pva| + /1 — T(p)(1 — Tx(e)). (3.5)

The generalised Leftover Hash Lemma states that the secrecy condition can be met as long as

the length [ of the final key, after the hash function has been applied, is less than or equal to the
conditional smooth min-entropy of Alice’s raw key, hence

I<HS

min(Kz|E)l)AE - leakECa (36)

where we subtracted the term leakpc because the hash function is applied after information
reconciliation.

In conclusion, it is desirable to choose [ to be as close as possible to the right-hand side of
equation (3.6), while still ensuring that it is smaller. In the following, we will see how to simplify
the computation of this quantity.

3.4 Attacks

As we pointed out in Section 3.2, a DI quantum key distribution protocol is designed to be secure
against any attack within the defined set of assumptions. These protocols are considered secure
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against coherent or general attacks. Historically, however, three increasingly general classes of
attacks on quantum cryptographic protocols have been defined (Fig. 3.2). Additionally, there
is a category of attacks known as no-signalling attacks. These fall outside the assumptions
of quantum mechanics but still respect all other assumptions we made, and they include the
constraint that the speed of light cannot be exceeded.

4 )

Coherent attacks

Individual
attacks

No-signalling
attacks

_ Collective attacks

Figure 3.2: Classes of attacks

Let us present the three classes of attacks allowed by quantum mechanics. We will start from
the most specific and proceed to the most general ones.

3.4.1 Individual attacks

The first class that was discussed in the literature [103-106] is the one of individual attacks
(Fig. 3.3).

Liy Yi

Figure 3.3: An individual attack performed by Eve. At each round she prepares a state p and she stores a subsystem
of it. At the end of the protocol she measures individually each subsystem stored.

A protocol performed by Alice and Bob proceeds in many rounds. At each round (labelled
asi=1,...,n), the two parties receive a quantum state, they produce random numbers z;, y;,
they measure the state received, and they obtain outcomes a;, b;. For individual and collective
attacks, we will assume that the state representing the systems of Alice, Bob and Eve during the
entire protocol is of the form

Pprotocol :p®p®®p:p®n, (37)

where n is the number of rounds of the protocol, and the measurements performed by Alice and
Bob are of the form

Mprotocol =MoM®--- @M and Nprotocol =NQN®---®N. (38)

This means that the outcomes generated at each round of the protocol are random variables
which are identical and independently distributed (i.i.d.) of the ones at the previous rounds.
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3.4 Attacks

In an individual attack, Eve performs an identical attack in every round of the protocol. At
each round, she generates the initial state p, she sends one part to Alice, one part to Bob, and
conserves one subsystem for herself. She is allowed to store her subsystem in a quantum memory
and measure it at the end of the protocol, after she learned the information leaked during public
communication, but she is not allowed to perform a joint measurement of all systems she kept.

Moreover, as we are in a DI setting, Eve is allowed to tamper the measuring devices of Alice
and Bob. In particular, Eve is allowed to decide what is the operation performed inside their
device once the device is provided with a certain quantum state and a classical input (x;, ;).
The outcome produced, anyway, will remain private.

3.4.2 Collective attacks

The second class that we describe was introduced in [107, 108] and is denoted as collective attacks
(Fig. 3.4).

Z1,Y1

Figure 3.4: A collective attack performed by Eve. For simplicity, we represent a protocol consisting of three rounds.
At each round a state p is prepared and all the operations performed do not depend on the ones at the
previous rounds. Eve is allowed to perform a joint measurement E on all the subsystems that she stores
at each round of the protocol.

As before, for this class of attack, we assume that the outcomes at each round of the protocol
are i.i.d. random variables. This allows us to drop the label i indicating the round when we refer
to the random variables of a single round. The only difference with the previous section is that
Eve is allowed to perform a joint measurement of all the subsystems that she conserved at each
round of the protocol.

When Eve is limited to collective attacks, the quantum Asymptotic Equipartition Property
[109] can be used to compute the conditional smooth min-entropy of eq. (3.3) using the conditional
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von Neumann entropies of individual protocol rounds. We have

HE

min

c(es)
(KX|E) 00 >n (H(KAE),, — Jn > , (3.9)
where c¢(es) is an error term dependent on €,, and K4 is the random variable that we obtain
from a single key generation round. Note that during test rounds the outcomes and inputs are
revealed, and we get H(K4|E,test round) = 0, while for all other n rounds the entropies are
equal since K 4 are i.i.d. Finally, we obtain the asymptotic key rate which is

roo > lim L = H(KA|E) — H(KA|Kp). (3.10)
n—,oo N

The asymptotic key rate for collective attacks is often referred to as Devetak-Winter rate as it
was first proven by I. Devetak and A. Winter in [110] in the context of fully characterized devices.
However, as we just described, this formula holds for all protocols where only collective attacks are
allowed. In the previous formulas, we expressed the conditonal Von Neumann entropy in terms
of the random variables K whose realisations are stored in registers. Alternatively, indicating as
A and B the registers of Alice and Bob used to store the raw keys, we can write the key rate
formula (3.10) in terms of their registers. In this way, we obtain the most common expression of

this formula, that is
reo > H(A|E) — H(A|B), (3.11)

or, in case the information reconciliation is performed by Alice to retrieve Bob’s key, we have

reo > H(B|E) — H(B|A). (3.12)

3.4.3 Coherent attacks

The classes of attacks that we just discussed, are characterized by the assumption that at each
round the behaviour of the quantum devices is independent of what happens before. However,
in principle, it is not completely safe to assume that the outcomes of Alice and Bob are not
correlated with the outcomes from previous rounds. For example, their measuring device might
be warmed up by the arrival of a certain type of quantum states and, because of its temperature,
it might be more likely to perform some specific operation during the following round. This piece
of information can be exploited by Eve to better perform her attack.

1, Y1 Z2,Y2 TnyYn

ay, bl az, b2 Gy bn

Figure 3.5: A coherent attack performed by Eve. At each step of the protocol the memory of Alice’s and Bob's device
R; and Eve's system FE; are updated.
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In the most general case, the attack of Eve consists of preparing an initial state py at the
beginning of the protocol and providing with a subsystem Ry of it the devices of Alice and Bob,
while keeping a second subsystem Ej for her. The devices produce at each round random inputs
x; and y;, perform operations M; decided by Eve, and return outputs a; and b;. At each round,
the internal memory of the devices R; and the system of Eve F; are updated.

This scenario precludes the use of the quantum Asymptotic Equipartition Property to provide
a lower bound on the conditional smooth min-entropy because the variables K4 ; across the n
rounds of the protocol are not independent of each other. In the next section, we will provide
an instrument to handle this more general and complex case.

3.5 Entropy Accumulation

The Entropy Accumulation Theorem (EAT) is a result which was first proven in 2016 [111]. This
theorem indicates that, for protocols meeting certain criteria, the entropy of the random variables
K 4,; conditioned on Eve’s information, accumulates in each round in a way that is similar to
the case where K4 ; are i.i.d. In this section, we will present a more recent result which is more
general than the initial EAT and it is denoted as generalised Entropy Accumulation Theorem
[112].

The generalised EAT aims to establish a bound on the conditional min-entropy in the most
general context of a sequential process like that depicted in Fig. 3.5. The state describing the
system in this scenario evolves at each round through the maps M; : R, _1E;_1 — Ka ;R F;,
ultimately becoming M, 0---oM; (P%O £,)- The generalised EAT applies only when the channels
M, satisfy a no-signalling condition, which requires that for each M;, there exists a channel
R;: E;_1 — E; such that

TrKA,iRi OMZ' = Ri o TI'RF1 . (313)

This condition ensures that at each step ¢, the side information in F;;; does not reveal any
additional information about the previous outputs K41 ... K4,; that was not already present in
E;.

According to the Generalized EAT, if our DI QKD protocol respects the no-signalling condition,
the conditional min-entropy can be bounded as

ansjn(Kz|En)MW,o~~<oM1(p%OEO) > Z;igf H(KA,i‘EiEi—l)Mi@idEFI(w) —O0(Vn), (3.14)

where w represents a quantum state lying on the purification of the systems R;_1F;_1, denoted
as Ei—1~

The bound in eq. (3.14) can be used by finding a convex function f of the observed prob-
ability distributions p(a,blz,y) or of some witness as the CHSH parameter S introduced in
Section 1.4. This function, known as the min-tradeoff function, has to lower bound the term
inf,, H(KA,i|EiEi71)M¢®idEi_l () independently of the round of the protocol, in a way that the
infimum is taken over the states w that are compatible with the observed witness or probability
distribution. This allows us to lower bound the asymptotic key rate in the same way as we did for
collective attacks. A simple example of a min-tradeoff function can be found at the beginning of
Chapter 5 (eq. (5.1)). During this chapter, we will provide different ways to obtain min-tradeoff
functions.

Finally, it is important to remark the limitations imposed by the no-signalling condition on
the types of protocols that can be analysed using the generalised EAT. A notable example is
protocols that employ post-selection techniques, which are particularly advantageous in scenarios
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characterized by photon losses. In such protocols, Alice and Bob differentiate the rounds used
for secret key generation from those used for estimating the probability distribution p(a, b|z,y).
During parameter estimation rounds, all outcomes, including non-detection events, are retained.
Conversely, during key generation rounds, only rounds with photon detections are considered.
This approach differs from a fair sampling assumption, where no-detection events are uniformly
discarded. In this case, a loophole-free Bell test is performed to bound the conditional min-
entropy, but the secret key is extracted solely from the subset of detected events.

Protocols involving post-selection can be analysed assuming that Eve is limited to collective
attacks under the quantum Asymptotic Equipartition Property. However, they are incompatible
with the generalized EAT framework (and also with the standard EAT) due to their violation of
the no-signalling condition. Generally, in DI protocols, the outcomes at each round may depend
on those from previous rounds due to potential design flaws. Announcements made at round i
might be dependent on the outcome at round i—1. This implies that by announcing the discarding
of a round due to non-detection of a photon, we inadvertently disclose side information about the
outcomes of previous rounds, violating the no-signalling condition. This is not only a theoretical
concern arising from the assumptions of the EAT framework, it was indeed shown in [113, 114]
that for protocols employing post-selection, coherent attacks are stronger than collective attacks.
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key rates based on joint measurability

Finding lower bounds on the conditional Von Neumann entropy in DI or semi-DI QKD protocols
can be a very complicated problem as we will see in the following chapter. In this chapter we will
use the results of Chapter 2 to compute upper bounds on the asymptotic key rate of DI or semi-DI
QKD protocols. This will allow us to easily establish when protocols have no chance to be proven
secure within certain noise regimes. To do this, we will introduce the new notion of partial joint-
measurability, which arises naturally in this context. The content of this chapter is reproduced from
the second part of [3].

4.1 Joint measurability and DI QKD

The approach outlined in Chapter 2 allows one to put bounds on the performance of any QKD
protocol involving a CMU, in particular within the DI or semi-DI (SDI) approaches. Counsider a
protocol in which one of the parties, say Bob, generates their copy of the secret key by performing
an untrusted measurement on a quantum state received from an untrusted channel, i.e., the key
is obtained by post-processing the input y and output b of a CMU. Then no key can be extracted
from the protocol if the effective POVMs of the CMU are JM. This follows from the fact that
in any CMU that is JM, Alice and Bob cannot certify the presence of entanglement, which is a
necessary condition for the security of QKD [88].

This result can also easily be directly proven. Let B’ = BY where B and Y are the random
variables describing the input and output of Bob’s measuring device, let A denote Alice’s registers
used in the QKD protocol and € be Eve’s classical register (potentially obtained by measuring
a quantum system she holds). In this chapter, Eve’s attacks are limited to the individual class
as it is not required to consider the most general class of attacks when looking for necessary
conditions on quantum protocols. In particular, we will assume that at each round of the protocol
Eve performs a measurement and stores the outcome in a classical register. It is known that for
arbitrary post-processing of A and B’, the key rate that can be extracted is upper-bounded by
the intrinsic information [115]

I(A: B} &)= min I(A: B'|F), (4.1)
E=F
where F runs through all post-processing of Eve’s register £ and I(A : B'|F) = 3_, p(f)I(A :
B'|F = f) is the conditional mutual information
I(A:B)=H(A)+ H(B) — H(AB). (4.2)

Now consider the case where Bob’s CMU is JM. Then, as Eve controls the public channel of
the CMU, we can assume that she implements herself the parent POVM FE, obtains the output
A, keeps a copy for her, and sends the other copy to Bob’s apparatus that uses it to determine
B given Y. Hence, the probability distribution conditional on Eve’s register £ = A factorizes

p(A=a,B =by|€ = \) = pla]\)p(y)p(bly, ) (4.3)
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and I(A: B' | &) <I(A: B'|€) =0, proving that no key rate can be extracted.

We conclude from the above discussion that in any DI or SDI QKD protocol where Bob’s
device is untrusted and his inputs and outputs are used to establish the final key, no key can
be extracted if the losses and noise satisfy the various bounds presented above. However, these
bounds can be further improved by using the concept of partial-joint-measurability, which we
introduce in the next section.

4.2 Partial-joint measurability

In many QKD protocols, the key on Bob’s side is obtained by post-processing the input y and
output b only of a subset K C {1,..., N} of cardinality K = |K| < N of all possible measurement
inputs, while other measurements are solely used for parameter estimation. In this situation, we
can weaken the notion of JM through the following definition.

We say that the POVMs M, for y € {1,..., N} are K-JM, where K is subset of {1,..., N},
if there exists i), a quantum instrument I = {I}, with classical measurement outcomes A, ii)
probability distributions p(b|y, A), and ¢7) measurement M, » such that, for any state p, the
probabilities p(bly, p) = Tr [pMy,] can be written as

2P0y, A\)Tr[Ix(p)] ifyek

S Te [I(p)Myyyn]  ify € K. (4.4)

P(ly, p) = {

Operationally, this means that instead of carrying out the original POVMs M, on the state p,
one can instead first perform the parent instrument I on the state p, obtaining a classical output
A and a quantum output Ix(p). If y € K, then one only uses the classical output A to generate
the outcome b with probability p(bly, ), as in the case of full JM. If y ¢ K, then one generates
b by carrying out on the state Ix(p) a measurement defined by the operators { My, »}, which
depend on y, but also on .

Since the relations (4.4) should hold for any input state p, they can be equivalently formulated
as

v {ZAp(bly7A)I§(1) ifyeck (4.5)

NS I (Myy) iy gk

where I3 denotes the adjoint of I and I3 (1) = E) defines a parent POVM as in the case of full
JM.

In the context of QKD applications, when a CMU is K-JM, we can assume that the parent
instrument I, is performed by Eve, which can store a copy of its classical output A. If Bob’s
register B’ = BY used to distill the final key only depends on the inputs y € K (while the other
inputs may still be used for parameter estimation) the intrinsic information is zero

I(A:B' | &) =0. (4.6)

This is because, analogously to the discussion leading to Eq. (4.3), the probability distribution
of Alice’s and Bob’s random variable factorizes p(A4, B'|E = \) = p(A|€ = \)p(B’|€ = ) when
conditioned on A, which is hold by Eve. Hence, if the CMU gives rise to -JM measurements,
no key can be distilled from the outputs of any measurements in K.

Note that in the case where K = N — 1, partial joint-measurability becomes equivalent to
full joint measurability. This is because there is then a single y ¢ K and the corresponding
measurement can be directly performed right after the parent instrument.
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4.2 Partial-joint measurability

In the case of the no-click scenario, the following result relates the full joint-measurability of a
subset K of the measurements to the partial joint-measurability of the full set of measurements.

Upper bound 9. Consider a no-click CMU with an arbitrary number N of inputs and as-
sume that for a subset K C {1,..., N}, the measurements {®;(My)}yex are JM for a detection
efficiency n. Then the full CMU is K-JM for detection efficiency ' < n/(1+n).

Proof. By assumption, the set {®}(M,)}yex is JM, which means that there exists a parent
instrument £ that simulates it. Define then the following strategy. With probability ¢, perform
the parent POVM & and follow the corresponding simulation scheme if y € I, while output
no-click @ if y ¢ K. With probability 1 — ¢, leave the system untouched, output no-click & if
y € K, and perform the measurement ®*(M,) if y ¢ K. On average this strategy realizes the
POVMs with elements

(M) ifh# o
Moty = {(q(l (- a)1 ifb=o (4.7)
if y € K, and
- (=)@ (M) ifb#@
My = {q]l RV (4.8)

if y ¢ K. These measurements have the form of the no-click CMU (2.5) if gn = (1 —¢q) = 7/,
which implies ' = /(1 + 7). O

As an illustration, if we apply the above construction to the bound (2.50), we obtain that a
white-noise no-click CMU implementing the qubit measurements (2.36) is K-JM if

1
n< m ; (4.9)

which improves the original bound when K < N — 1.

Note that by construction, the condition of partial joint measurability is weaker than that of
joint measurability. The bound (4.9) allows us to illustrate this difference explicitly. Indeed, we
mentioned below the bound (2.50) that for N = 3, it is tight. In particular, the three MUBs
measurements o, 0y, 0, are incompatible if n > 2/(9v — 3). However, from (4.9) these three
measurements are 1-JM up to n < 1/(2v). For instance, for v = 1, the three MUB measurements
are incompatible but 1-JM in the region % <n< %

The construction above can also be applied to, e.g, the generic white-noise no-click bound
(2.28). However in this case a better improvement can be obtained using the following relation
between partial joint measurability and channel extendability.

Lemma 7. If a channel ® is (K + 1)-extendable, then the effective POVMs ®*(M,) are KC-JM
for any subset K C {1,..., N} of K measurements.

To see this it is sufficient to apply, as illustrated in Fig. 4.1, the extended channel ®;_, x4,
perform the intended measurements M, for y in KC on the first K systems and leave the last one
untouched. This defines a quantum instrument that satisfies all the required properties.

The above observation can be applied to the bounds (2.28) and (2.56) and implies that the
white-noise no-click CMU is K-JM if

d

TS KD od+1) —1)’

(4.10)
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y_

ifyek

Y

Figure 4.1: Consider a CMU that admits an implementation with a channel ® that is K + 1-extendable. Perform each
of the K measurements M, for y € K in the first K extensions, resulting in outcomes A1,..., Ak, and
forward the K + 1th extension to the measurement device. Then by simply outputting A, if y € K and
performing the measurement M, on the K + 1th extension if y ¢ K defines a CMU with effective POVMs
that are IC-JM.

and that the thermal-noise CMU is K-JM if

1
K+1)(1—¢/2)’

A (4.11)

which both improve (or equal) the original bounds when K < N — 1.

In the context of DI QKD or semi-DI QKD where the key is generated from a subset I of the
measurements, the bounds (4.9), (4.9), and (4.11) can be used to strengthen the critical levels of
losses and noises beyond which no key can be generated whenever K < N — 1. For instance, in
the thermal-noise channel scenario, no key can be generated if n < 1/(2 — €) whenever the key
is generated from a single measurement, independently of the total number N of measurements
used in the protocol, including those used for parameter estimation. While in the white-noise
no-click scenario, we deduce from (4.10) that no key can be generated for K = 1ifn < 1/(3v—1),
corresponding, e.g., to n < 0.5235 for v = 0.97.

4.3 Convex combination attacks for public communication
from Bob to Alice

As we explained above in any QKD protocol involving Alice and Bob and where Bob’s quantum
device is an untrusted CMU, no security can be guaranteed if the CMU is (partially)-JM, since
Eve can then have full information about Bob’s output, i.e., Alice and Bob are decorrelated
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4.3 Convex combination attacks for public communication from Bob to Alice

conditioned on Eve’s knowledge. This is true independently of the protocol used to distil the
shared key from Alice and Bob’s generated data. However, as Eve’s JM attack targets Bob’s
device, one would intuitively expect protocol involving one-way public communication from Bob
to Alice for key distillation to be more sensitive to such attacks. Indeed, for such protocols, the
maximum achievable key rate is given by the Devetak-Winter formula [110, 116]

reo = H(B|E) — H(B|A) (4.12)

where H(X]Y) is the von Neumann entropy of X conditioned on Y. This key rate is zero as long
as Eve’s uncertainty H(B|E) on Bob’s symbols is lower than Alice’s uncertainty H(B|A), thus
Eve’s does not necessarily need to have full information about Bob’s raw key for the protocol to
be insecure.

This leads us to consider a class of conver combination attacks directly inspired by a similar
strategy proposed in [117] in the context of DI QKD®. In such attacks, Eve employs a mixture of
two strategies: either, with probability p, she implements a lossy and noisy version of the expected
measurements performed by Bob, in which case she exploits the fact that this implementation is
(partially) JM to get full information about Bob’s outcome. Or with probability 1—p, she replaces
Bob’s CMU with an ideal, loss-free, and noise-free CMU, in which case she has no information
about Bob’s outcome. This mixed strategy allows her to reproduce the actual CMU used by
Bob beyond the admissible level of losses and noises derived in the previous sections, while at
the same time providing her with enough information to make ro, = H(B|E) — H(B|A) = 0.

We consider such attacks only in the no-click scenario. Indeed, they cannot straightforwardly
be applied to CMUs with a thermal-noise channel, since such channels are not closed under
convex combinations. Specifically, we show the following in Section 4.5.

Lemma 8. A thermal-noise channel ®, . that is not N-extendable cannot be decomposed as
¢, =pPs+(1—p)? 0<p<1) (4.13)
where ®g is a N-extendable Gaussian channel and ®' is an arbitrary channel.

We prove this observation by showing that the Q-function of the channel ® = (®,. —
p®@q)/(1 —p) (for a coherent state input) can not be positive for such a decomposition.

In the following, we thus focus on QKD protocols with one-way communication from Bob to
Alice and involving a white-noise no-click CMU represented by effective POVMs {M;]“} of the
form (2.9). We assume that this set of POVMs is neither JM, nor K-JM, where K is the set of
inputs used to establish the raw key, since otherwise we have already shown that no key can be
extracted.

Consider now an attack, where, with probability p, Eve uses a strategy S, and, with proba-
bility 1 — p, a strategy S7. In the former case, Bob’s untrusted measurement device implements
the POVMs MJ*’“*, where n* and v* are chosen such that these POVMs are K — JM so that
Eve has full information about Bob’s outcome, i.e., H(B|E,S,) = 0. In the latter case, Bob’s
measurement device implements the ideal POVMs M,)*!, which may prevent Eve from having

n the case of DI QKD, our attacks improve on the ones of [117] because they take into account not only losses
but also white-noise. However, we can further improve these attacks by targeting both CMUs of a DI QKD
protocol, see next subsection. We also remark that it is important to consider separately the case where a
no-click outcome is kept as a distinct outcome in Alice and Bob’s post-processing and the case where it is
discarded. In [117] only the former case is analysed. An example of a DI QKD protocol where binning of
the no-click outcome leads to a positive key rate for a detection efficiency that is lower than the threshold
computed in [117] can be found in [1].
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4 Upper bounds on DI and semi-DI QKD key rates based on joint measurability

any non-trivial information about his outcome. Conservatively, we can upper-bound Eve’s in-
formation by H(B|E,S1) < Hy1(B), where Hy 1(B) is the entropy of Bob’s outcome, averaged
over the inputs y € IC, when Bob performs ideal POVMs Mjl

Altogether Eve’s information on Bob’s outcome is then given by

H(B|E) = pH(B|E, S.) + (1 —p)H(B|E, 51)
< (1 =p)H1a(B), (4.14)

hence the key rate is upper-bounded by
T S (1 - p)Hl,l(B) - Hn,v(BlA) ’ (415)

where p remains to be determined, and where H,, ,(B|A) is computed from the actual correlations
between Alice and Bob’s outcomes, characterized by an efficiency n and visibility v.
This attack must reproduce on average Bob’s actual POVMs Ml?\; Thus, it must satisfy

oo Vs 1,1
MRY = pMy* + (1= p) My, (4.16)

which is equivalent to the following system of equations

p(l =mv) =1—1mu (4.17)
pd—n)=1-n.
We have seen in the previous sections, that the POVMs M;]*’”* are JC-JM if n* satisfies a bound
n* < fin k,d(v*) which depends on the visibility v*, the number of measurements N or K,
the Hilbert space dimension d, and other properties of the measurements. Eve will pick the
transmission value n* which saturates this bound

e = NN, K,d(Vs)- (4.18)

Inserting this value for 7, in Eq. (4.17), we can then determine p (and v.) as a function of
Bob’s actual CMU parameters 1 and v, and the obtained value of p can be used in (4.15) to
get a bound on the key rate. We now illustrate this using several of the bounds obtained in the
previous sections.

Arbitrary measurements in dimension d. Using the bound (4.10) and setting 7. =
d —7y to the value saturating this bound, by solving Eq. (4.17) we find that p = p v 4

KD (0. (@) -1)
with
n(l—wv)+d(1—nv
p/K,N,d(naU) = d ( )
o K1 N (4.19)
UK 'N-1f"

Here we used the fact that if all the N measurements are used to extract the key one simply
replaces K + 1 with N. An interesting special case is the one where the key is extracted from
an extremely large number of measurements. A bound on the key rate independent of N and K
can be obtained from Eq. (4.19), by taking the limit of large K, N. We find

nv(d+1)—1)

. / _ _
K}\IZIEOOPK,N,d(n»U) =1 a4 (4.20)
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and thus by Eq. (4.15) the key rate ro, = 0 is zero if n(v( dH) b < ;Il”fl(gg‘;‘).

A few binary measurements in dimension 2. In the case d = 2, the value (4.19) based
on the generic bound (4.10) can be used. However, in the specific case of qubit measurement of
the form (2.36) and K = N =2 or K = N = 3, it is more advantageous to use the bound (2.51).
Setting 7, to saturate this bound we find that p is given by

N(l—nv)—knx/ﬁ(l—v).

i = 4.21
Pe(n,v) — (421)

Note that for any specific set of N qubit measurements, one can of course use a tighter JM
condition based on Upper bound 2’ and (2.46) to derive a better attack.

All binary measurements in dimension 2. Finally, as discussed in Section 2.3.3 the set
of all qubit PVMs subject to noise and loss become JM for n < 2(1 — v). Setting 1, = 2(1 — vs)
in 4.17 we find p to be equal to

p"(n,v) =1—nu+/nl—v)2—n(l+0)). (4.22)

For the case of a qubit (d = 2) with projective measurements, which is the most studied in
the literature, we have thus obtained three different expressions for p leading to different bounds
on the key rate in Eq. (4.15). In the following table, we compare these expressions and indicate
which one gives a better attack depending on the values N and K.

N
K 2 3 >4
1 Eq. (4.21)
Eq. (4.21)
3 X Egs. (4.19) or (4.2
>4 X X Egs. (4.19) or (4.2 )
— 00 X x Eq. (4.22)

Table 4.1: In the case of N binary measurements (ideally) on a qubit, K of which are used for key extraction, the
table gives the optimal attack parameter p among the expressions p’KJ\,z(n7 v), N (m,v) or p”’'(n,v) in

Eqgs. (4.19 ,4.21, 4.22) derived by using different JM bounds discussed in the previous section. In addition

K41 N

to the table, we find that for v = 1 the maximal value is always p = (1 — 1) max { ==, =7 (-

4.3.1 Application to BB84/CHSH-type protocols

We now illustrate the above approach on a family of qubit protocols where the key on Bob’s
side is based on the output b € {0,1} of a single measurement, which we assume in the honest
implementation to be a 0, measurement. We also assume that in the key generation rounds, the
state entering Bob’s CMU is the o, eigenstate |0) or |1), depending on Alice’s key variable a = 0
or a = 1. These are the only features of the protocol that we need to apply a bound on the key
rate using our approach.

Protocols satisfying the above conditions are the one-sided-DI version of the original BB84
protocol, where the source is fully characterized [52], semi-DI versions of it, where Alice’s device
is only trusted to prepare qubit states [60], the semi-DI CHSH prepare-and-measure protocol
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4 Upper bounds on DI and semi-DI QKD key rates based on joint measurability

of [59], entanglement-based protocols such as the one-sided-DI protocols based on steering of
[2, 50], fully DI CHSH-based protocols [4], or their routed version [118].

As K =1 and d = 2, we have from (4.19), p = 2+ n(1 — 3v), while H; 1(B) = 1. To compute
H, (B|A), we can consider two possibilities. Either non-detection events are treated as distinct
outcomes, i.e., b € {0,1,2}. Or they are grouped with one of the other possible outcomes. In
the first case, we have H, ,(B|A) > nh (12) + h(n), so that the key rate is upper-bounded as

rocgn(?w—l)—l—nh(l—;v>—h(n). (4.23)

In the case where Bob’s bin his no-click outcome with one of the other outcomes, we have
H(B|A) > 1 (h(2(1+v)) +h (Z(1 —v))) and the key rate is upper-bounded as

1
Too <NBv—1)—1—= (h (Q(l-l-v)) +h(ﬁ(1—v))> .
2 2 2
As an illustration, for a visibility v = 1, we find thresholds of n = 83.0% in the case where
Bob does not bin and n = 71.6% in the case where he bins, and for a visibility v = 0.97, we find
thresholds of n = 87% and 1 = 76%, respectively.

4.3.2 Application to receiver-device-independent protocols

As a second application, we consider the class of so-called receiver device-independent (RDI)
protocols [46, 47], which can be seen as an extension of the B92 protocol [31] to the case of many
states and measurements. These are prepare-and-measure protocols as outlined in Fig. 2.2(a).
Here, the measuring device is completely untrusted, while the preparing device is assumed to
produce N pure states whose Gram matrix is fixed. We will consider the version of the protocol
where Alice prepares qubit states

Ith2) = cos(6/2) [0) + e ¥ T sin(6/2) 1), (4.24)

for some choice of # € [0, 7], analysed in [46] in detail. Bob’s ideal measurements are then
My, = ‘wjij J |y X1y | for b = 0,1 respectively, with the setting y chosen at random. After
his measurement, Bob tells Alice to reject the round if b # 0. This allows him to unambiguously
exclude the value x = y, since <1/Jy|1/);-> = 0, in all the rounds which are not rejected. Next, Alice
reveals an unordered pair of values (z, ') where z is the value she encoded in the state and z’ is
a different value chosen at random. This pair is only accepted by Bob if y € {z,z’}. Since there
are only two possible values left, and Bob excludes one of them, Alice and Bob are left with a
perfectly correlated bit after the sifting. This gives the idea of the protocol. We now explicitly
compute the correlations observed by Alice and Bob.

The probability to observe the outcome b = 0 depends on the state |¢,) sent by Alice and is
given by

PO, y) =no (el + @ (425)

where | <1/Jw‘wj> |2 = sin?(0) sinz(w). A round is successful if b = 0 and 2 = y (for any ')
or ' =y (for some z # y), leading to

p(succly) = %p(olu y) + m > p(0]z, y). (4.26)
TF#Y
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Combining with Eq. (4.25) we find that the success probability is independent of y and given by

nusin?(0)  n(1 —v)

(,0)
p\"" (suce) = SN = 1) 7

(4.27)

Eve’s strategy consists of replacing the CMU with a jointly measurable one, given by the
parameters (7., v, ), with probability p = p(attack), or with the ideal one with probability 1 —p
In fact, the probability that the round is successful depends on her choice. The conditional
probability of the attack reads

p(70) (succ) p

P = p(attack|succ) = P09 (succ) (4.28)
and implies H(B|E,succ) = (1 — p). With the help of Eqs. (4.17) we see that
2
(ne,02) prvssin®(0) | pna (1 —vs) 499
) suce) p = P L - (1.29)
1 — p)sin®(0
_ 1) (suce) — L= P)$(6) (4.30)

2(N — 1)

sin2(0)
andthusp:l—(l—p)%.

When Eve replaces, with probability p, the CMU with a JM one, her parent POVM predicts,
according to the strategies detailed in Section 2.3 that a no-click outcome b = {0,1} will be
obtained for Bob for only one of his possible measurements y. This implies that when Bob
announces that he obtained the value b = 0, Eve can infer which input y was used by Bob
and hence her entropy about Bob’s raw key is 0. Analogously to Eq. (4.14), we thus have

H(B|E,succ) < (1 —p)Hy 1(Bl|succ) <1—p or

sin?(6)
2(N—1)

p(:v) (suce)

H(B|E,succ) < (1 —p) (4.31)
While this formula is affected by post-selection, we see that the optimal strategy for Eve is
still the one maximizing p such that the noisy CMU is jointly measurable and we can use the
formulas derived in the last section and summarized in Table. 4.1 (in our case K = N as all of
Bob’s measurements are used for the key).

Finally, to compute the key rate, we also need the expression of H(B|A,succ). For a suc-
cessful round where Alice prepared the state x and also revealed z’, Bob must have chosen the
measurements with y = x or y = /. For Alice the likelihood of these events is

p1) 0|z, x)
P O]z, 2) + pr) O], o)
p) (0], 2)
p)(0lz, ) + p(1) (0], 27)

p(y = x| A, succ) = (4.32)

p(y = n|A, suce) = (4.33)

The entropy of this distribution (as well as the success probability) depends on the pair {z,z’}.
) = 1 in which case it is equal to the rhs of

. .. . .92 —z
The entropy is minimal if sin® (7 %57

H(B|A,succ) > h <2(1—1v_(:;;2(9))> . (4.34)
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This gives a general upper bound on the key rate with one-way error correction
r < p(succ) (H(B|E,succ) — H(B|A, succ)) (4.35)

R e R b )

To apply the bound we now take the limit of many measurements N — oo, where it was
shown [47] that the key rate remains positive for arbitrary losses provided that the visibility is
perfect v =1 and N > % Since the ideal measurements of Bob are qubit PVMs we can use the
Eq. (4.22) for the strategy of Eve that maximizes (1 — p). We find that for n = 10%,1%,0.1%
the key rate is zero if v < 95%,99.5%,99.95% respectively.

With the same approach tighter bounds can be derived on the RDI protocol by computing the
entropy H(B|A, succ) explicitly, and deriving a tighter JM condition for the specific set of the
CMUs stemming from the measurements My, = {|1h, Xty |, [1;- X5 |} specified by Eq. (4.24).

4.4 Convex combination attacks for DI QKD protocols

The convex combination attacks introduced in the previous section are asymmetric as they
apply to generic QKD protocols where Bob holds a CMU, but where Alice may hold, e.g., a
trusted preparation device. Fully DI QKD protocols, however, are symmetric in the sense that
both parties hold a CMU. Exploiting this feature, we analyse in this section improved convex
combination attacks for DI QKD protocols that lead to more stringent constraints on the key
rate. Furthermore, again due to the symmetry of the protocol, they can be applied to situations
where the public communication for key distillation goes from Bob to Alice, as in the previous
section, or from Alice to Bob. For simplicity, we consider explicitly only the former case. But we
note that in many cases the measurements and post-processing performed by Alice and Bob in
DI QKD are essentially identical (up to e.g. local unitaries), implying that the same bounds on
the key rate would be obtained by considering the public communication in the other direction.

Our convex combination attacks, in their simplest version, are a mixture of strategies where
Eve replaces either Alice’s or Bob’s CMU with a full JM for a portion of the time, and allowing
the devices to operate ideally for the remainder. In the former case, the correlations between Alice
and Bob are local, while they are non-local in the latter case. This class of attacks thus fits in the
same framework as those proposed in [119, 120] involving a convex combination of local and non-
local correlations. Such local/non-local mixtures are obtained in [119, 120] through analytical or
numerical (linear programming) results tailored to specific quantum correlations. However, the
analytical results are limited to highly specific cases and linear programming methods become
increasingly challenging when dealing with a large number of measurements and outputs. In
contrast, the approach based on joint measurability is generic, as it depends only on rough
properties of the quantum protocol, and it can provide bounds even in scenarios with many
measurements. The downside is that it may lead to bounds on the key rate less stringent than
the ones of [119, 120] when applied to the specific correlations for which their methods are
tailored.

Note, however, that more generally, we will consider attacks where Eve replaces Bob’s CMU
with a K-JM one with some probability. This gives rise to a class of attacks different from the
one considered in [119, 120], since correlations arising from a K-JM POVMs are not necessarily
local, yet, are sufficient for Eve to have full information about Bob’s key-generating outcomes.
This may compensate for the fact that our joint measurability bounds are not tailored to specific
correlations.
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Let us now describe our attacks in more detail. Consider a generic DI QKD scenario consisting
of a central source distributing bipartite states p, a CMU for Alice, and a CMU for Bob, as
depicted in Fig. 2.2.b. For concreteness, we assume that both Alice and Bob have a white-noise
no-click CMU characterized by the effective POVMs (2.9) with detector efficiency n and white-
noise visibility v. Therefore, together they implement the joint effective POVMs M:I;) ® Ml:’l’yv
on the incoming state p. We further denote by N4 the number of measurements on Alice’s side,
and by Npg the overall number of measurements on Bob’s side. Furthermore, let us assume that
the key is only extracted from a subset of Bob’s measurements with the inputs y € Kp.

Eve’s attack is based on the following convex decomposition of Alice and Bob’s joint POVMs

MY ® MY = pAMTIAﬂJA ® Mbll,yl —‘rpBMLl ® MBVB

alz bly alz alz bly
+aM]) @ My (4.36)
+(1—pa—pp—qM,, © My},

where ' = n(1—v)/(1—nv), ¢ = (1 —nv)?, and na, va, N8, VB, P4, and pp are free parameters
that Eve can chose. Using the explicit form for the white-noise no-click CMU POVMs (2.9),
it is readily verified that this decomposition is valid provided that these parameters satisfy the
following system of equations

2nv(1 —nv) = pa(l —nava) +pp(l —nsvp) (4.37)
n*(1 = v)v =napa (1 —va) = npps (1 —vp) (4.38)
no(l —n) =pa(l —na) =pp(l—n5) . (4.39)

The first constraint (4.37) is linearly redundant and can be omitted. The remaining ones are
equivalent to

nu(l —nv) =pa (1 —nava) =ps (1 —npvp) (4.40)
no(l—=n)=pa(l—na)=pp(l-n5) . (4.41)

Here, one sees that the tuples of parameters (pa,na,va) and (ps,na,v4) are subject to inde-
pendent constraints, leaving one free parameter for each tuple.

The convex decomposition (4.36) can be exploited by Eve as follows. With probability 1 —
pa — pB — q, Alice’s and Bob’s CMUs behave ideally as they implement the ideal POVMs
Mili ® Mbll’yl. In this case, we assume that Eve has no extra information about Bob’s outcomes,
i.e. her conditional entropy is only bounded by H(B|E) < Hy 1(B), where Hy 1(B) the entropy of
Bob’s outcomes averaged over the inputs y € Kp in the ideal (noise-free and loss-free) situation.

With probability g, the CMUs of Alice and Bob implement the POVMSs M:"f QM ;7‘;/,0’ which are

maximally noisy, i.e., the visibility is zero. In this case, the correlations generated by Alice and
Bob are local. Since Eve can further decompose these correlations as a mixture of deterministic
correlations, she has full information about Bob’s outcomes, i.e., H(B|E) = 0. With probability
pa, Alice’s CMU implements the POVMs M;’";’UA. If we choose 4 and v,4 such that these
POVMs are (full) JM, then, again, Alice and Bob’s correlations are local, and thus H(B|E) = 0.
Finally, with probability pg, Bob’s CMU implements the POVMs M, :‘5”3. If we now choose 7
and vp such that these POVMs are Kp-JM, Eve has again full information about Bob’s outcomes
for the inputs y € Kp, i.e., H(B|E) = 0, since she can implement the parent instrument and
predict all these outcomes. Note that in this last case, though, the correlations between Alice
and Bob, which involve also the inputs y ¢ K, are not necessarily local. Summarizing, by our
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attack the key rate is upper-bounded as

Too < tH11(B) — Hy(BJA),
with (4.42)
t=1—q—pa—pp=200—1"v"—ps—ps.
Hence to find the tightest upper-bound, we must maximize the probabilities p4 and pg subject
to the constraints that the POVMs MjJ4-*4 are full JM and the POVMs M]5*5 are K-JM.
For this, it is optimal for Eve to set the efficiency na = 7w, 4(va) saturating one of the bounds
for JM that we have derived in the previous sections and similarly setting ng = fin, Kkp5.a(UB)

saturating one of the bounds for Kp-JM. Then, the optimal values of p4 and pp are given by
the solutions of the Eqs. (4.40,4.41), i.e

pA . bB «
s (1 =Ny a(va)va) = s (1 =g, k5.4(vB)VUB)
=1-nv
(4.43)
ba N PB ~
s (1 —=iinya(va)) = P (1 = 7Np.K5,d(VB))
=1-—n.

Remarkably, these equations become equivalent to those in (4.17) by the following parameter

change (pa(By, na(B)> va(B)) = (10D, N, V). 1t follows that the expressions n v p y 4(1,v), v P (1, v)
or nvp”(n,v) in Eqs. (4.19 ,4.21, 4.22) can be readily used to find p4(py in different cases.

In particular, our bound (4.42) guarantees that the key rate is zero if one can choose the values
pa and pp such that

Hyo(BJA)
A+pB > 2 —nPv? — =L = 7 =0. 4.44
pa+pp =20 -1 Hor(B) (4.44)
Noticing that the term %@?) is always positive one obtains a weaker but correlation-independent

condition for zero key rate
pa+oB > 2w —n*? = re =0. (4.45)

We now illustrate this bound on the three specific attack strategies already discussed in Sec. 4.3.

Arbitrary measurements in dimension d. Using the bounds (2.28) and (4.10) we find
that

PA=NVPN,1.N4.a(1) (4.46)
PB =N0Pk, Ny ), (4.47)

with the function pi v 4(n,v) defined in equation (4.19). In particular, no key can be extracted
(Eq. 4.45), whenever

(TNA7KB;NB - 2) d

< b
7 (INy k5. Np —1)dv —TN, k5 Nz (1 —v)

where we introduced Tn, k,; Ny = % + min { Kﬁ;'l, szil} to shorten the equation. This
bound becomes 1

<1
K TNA7KB,NB -1

(4.48)
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4.4 Convex combination attacks for DI QKD protocols

for v =1, and

v < INaKp N + d(TN K p,Ns —2) (4.49)
TNakp.Np + ATNA K5 Np — 1)
for n = 1.
A few binary measurements on a qubit. When Alice and Bob use N4, Np (respectively)
binary qubit measurements we can use the bound in Eq. (2.50) to obtain

PAB) =NVPN, . (0:0), (4.50)

with the function p/(n,v) defined in Eq. (4.21). In particular, for Ny = Np = N we find that
no key can be extracted (Eq. (4.45)) whenever

2(N 4+ 1)v +4(1 —v)VN
1= (N2 +4N(2v — 1)’

2
VIN+1

which becomes v < forn=1.

All binary measurements on a qubit. Finally, in the same situation but with an unre-
stricted number of measurements for Alice and Bob, we can use the bound of Eq. (2.52) valid
for the set of all qubit PVMs to obtain

paey =nvp” (n,v), (4.51)

with p”’(n,v) defined in Eq. (4.22). In particular, we find that no key can be extracted (Eq. (4.45))
if
8(1 —v)
< =~ 7
=3 T30

which becomes v < % for n = 1.

Note that different bounds can be used on the sides of Alice and Bob. Furthermore, the
attack we presented can be easily improved with additional knowledge about the measurements
performed by the parties, as in this case one can use tighter (partial)-JM bounds specific to a
given CMU.

Recall also that in the most common case where Alice and Bob perform qubit PVMs, the
comparison of the three bounds pi v »(1,v), PR (n,v) and p”'(n,v) was given in Table 4.1. It
can be readily used to find the optimal attack of Eve in different cases. With its help, let us
now explore the performance of popular DI QKD protocols in noisy conditions and determine
the maximum achievable key rate. The challenge here is to compute the terms H, ,(B|A) and
H1(B).

4.4.1 Application to qubit protocols without binning
Consider the protocols where Alice and Bob share a two-qubit state
|Wg) = cos(6)]00) + sin(f) [11) . (4.52)

When the state is not maximally entangled Alice and Bob can only establish perfect correlation
when they both measure in the Z basis. In this case, we thus assume that the key is only
extracted from this measurement and set Kg = 1. The entropy of the key-generating outcome
is then given by

Hy1(B) = h(cos*(0)) (4.53)
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4 Upper bounds on DI and semi-DI QKD key rates based on joint measurability

for the ideal implementation. The conditional entropy term H, ,(B|A) is always larger than
(equal for optimally aligned measurements)

H,,(B|A) = n(1 —n) +h(n) +n*h <1zvz> (4.54)

where h(z) is the binary entropy.
Plugging these expressions into Eq. (4.42) gives

oo < h(cos®(0))(2nv — pa — pp — n°v®) — H,, (Bl A). (4.55)

One notices that h(cos?(0)) is the only term depending on the parameter 0, and it is straightfor-
ward to see that the optimal protocol (where the key rate bound is the less stringent) consists of
preparing the maximally entangled state. We can thus set 6 = 7 for which H; ;(B) = 1. To find
the best bound it remains to maximize p 4 +pp with the guidance of Table 4.1 and the functions
Pr.N.a(1:v), Py (n,v) or p”'(n,v) defined in Egs. (4.19 ,4.21, 4.22). To do so we consider three
situations.

(i) (Na,Np, Kp) = (3,2,1) is the setting of the DI QKD CHSH protocol introduced in [4, 121].
Here the optimal bound reads

Too < mu(2 = P (n,v) — Ph(n,v)) — n*v*> — Hy ,(B|A). (4.56)

(1) (Na, Np, Kp) = (00,00,1) corresponds to the setting where only one measurement is used
for key generation, but the number of test measurements is not restricted. Here the bounds

Foo < 10(2 = P a2 (n,0) = P (1, 0)) — 1*0* — Hy o (B|A), (4.57)
are to be used depending on the values of n and v.

(11i) (Na, Np, Kp) = (00, 00,00) is the scenario with no restriction on the number of measure-
ments. This is a meaningful scenario as for the maximally entangled state Alice and Bob can
have perfect correlation for any number of measurements. Here the bound

Too < 771)(2 - 2]?/”(777 U)) - 7721}2 - Hn,v(BlA) (458)
is optimal.

In Fig. 4.2 we plot the lines in the (n,v) plane below which the bounds of Egs. (4.56-4.58)
guarantee a zero key rate. The threshold values of n and v (for v, = 1 respectively) are reported
in Table. 4.2
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4.4 Convex combination attacks for DI QKD protocols

Setting Threshold n | Threshold v
(Nao,Np,Kp) | (atv=1) (at p=1)
(3,2,1) 88.3 % 89.8 %
(00,00,1) 87.4 % 88.8 %
(00,00,00) 85.3 % 87.1 %

Table 4.2: Threshold efficiency 1 and visibility v for varions number of measurements (N4, Ng, Kg). This applies
to DI QKD protocols with the maximally entangled two-qubit state, dichotomic measurements (ideally),
no-binning of the no-click outcome, and one-way public communication from Bob to Alice.
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Figure 4.2: For the parameters (n,v) below the lines the key rate roo is guaranteed to be zero. The lines show when
the right-hand sides of the corresponding equation fall to zero. (From top to bottom) for Eq. (4.56) :
(i) (Na,Np,Kp) = (3,2,1) dash-dotted line , Eq. (4.57) : (ii)) (Na, Np,Kp) = (c0,00,1) full line,
and Eq. (4.58) : (iii) (Na,Np,Kp) = (00,00,00) dashed line. This applies to DI QKD protocols based
on two-qubit states, dichotomic measurements (ideally), no-binning of the no-click outcome, and one-way
public communication from Bob to Alice.

4.4.2 Application to qubit protocols with binning

A common strategy in the DI QKD protocols is to bin non-click outcomes of Bob with the most
likely among the other two outcomes. After such binning the key rate bound in the Eq. (4.55)
remains valid upon replacing the conditional entropy term with

Hz,v(B|A) =(1-nh (g(l — UCOS(QH)))

1—?

(1= veos(20)) h (n (1 - 2(1—7}008(29))>)
+ - (1+wcos(20)) h <’7

+

VRS

1—?
2(1+ vcos(29))> - (459)

BN
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4 Upper bounds on DI and semi-DI QKD key rates based on joint measurability

Setting Threshold n | Threshold v
(NaA,Np,Kp) | (atv=1) (at n=1)
(3,2,1) 72.7 % 89.8 %
(00,00,1) 68.3 % 88.8 %
(00,00,00) 74.2 % 87.1 %

Table 4.3: Threshold efficiency 1 and visibility v for different number of measurements (N4, N, Kp). This applies to
DI QKD protocols with the partially entangled two-qubit state, dichotomic measurements (ideally), binning
of the no-click outcomes, and one-way public communication from Bob to Alice.
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Figure 4.3: For the parameters (n,v) below the lines the key rate ro was found to be zero after a maximization
over 0. The lines show when the right-hand sides of the corresponding equation fall to zero. (From
top to bottom) for Eq. (4.60) : (i’) (Na,Np,Kp) = (3,2,1) dash-dotted line , and Eq. (4.61) : (ii’)
(Na,Np,Kp) = (00,00,1) full line. For the curve, Eq. (4.62) : (iii’) (Na,Np,Kp) = (00,00, 00)
dashed line, no maximization over 6 is needed as it only makes sense to consider the maximally entangled
state # = Z. This applies to DI QKD protocols based on two-qubit states, dichotomic measurements
(ideally), binning of the no-click outcomes, and one-way public communication from Bob to Alice.

Note that in general this reduces Alice’s entropy, i.e., Hﬁ,u(B |A) here above is lower or equal
to Hy,(B|A) in Eq. (4.54) since the binning channel applied by Bob is two-to-one. It follows
that the key rate bounds that we obtain using binning are less stringent than without. With the
new expression for ng(B |A) let us consider the following settings.

(i’) For (Na, Np,Kp) = (3,2,1) the optimal bound reads

oo < h(cos®(0)) (nu(2 — pf(n,v) — p(n,v)) — n°v*) — Hz,U(B|A). (4.60)
(ii’) For (Na, Ng, Kp) = (00,00, 1) the optimal bound reads
reo < h(cos?(0)) (nv(2 = P o 2(n,v) =" (n,0)) —n*v*) — H)) (B|A) (4.61)

(iii’) For (Na, Np, Kp) = (00, 00, 00) we only consider the case of the maximally entangled state
0 = T, as it is the only one where Alice and Bob can have perfect correlations in more than one

4
measurement basis. We then get the optimal bound

Too < nv(2 - 2p”’(77,v)) —n? — H,%U(B\A). (4.62)
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4.5 Proof of Lemma 8

To derive state-independent upper-bounds one needs to maximize the right-hand side of the
above expressions with respect to . Here, both quantities H1(B) and Hf (B|A) have a
nontrivial dependence on the angle 6, and this maximization has to be done for all  and v. In
Fig. 4.3, we display the thresholds that we found after maximizing the key rate over the angle
# in a heuristical way. Specifically, we used the Nelder-Mead technique [122]. In Table. 4.3 we
give the corresponding threshold values.

4.5 Proof of Lemma 8

In this section, we prove Lemma 8 from Section 4.3. But first, we recall some elements of the
formalism of Gaussian channels, states, and their phase-space representation.

The Wigner function of a single-mode Gaussian state with the covariance matrix V' and dis-
placement vector p is given by

W(a) = (—2(a - )TV - w)) . (4.63)

1
Jet(mv/2) P

with o = (Re a). By definition, the pair V, g thus uniquely specifies a Gaussian state. In

Ima

particular, for a coherent state |y) we have p =~ = (ﬁz 1) and V = 1.

A single mode Gaussian channel ® maps Gaussian states to Gaussian states. It can be repre-
sented by matrices X,Y and a vector §, which transform the Wigner function as follows [28, 86]

u—=Xpu+o (4.64)
Vi XVXT 4y (4.65)

Therefore, if a Gaussian channel acts on a coherent state, the resulting Wigner function of state
®(|y)X~|) is Gaussian and characterized by the pair V/ = X XT +Y and g’ = X~ + 6.

Finally, let us compute the Q-function corresponding to this state. It is well known that it is
the convolution of the Wigner function with a Gaussian

Q)= 2 [@sw(ge e (4.66)

Hence the Q-function is also a Gaussian with the displacement vector g = p' and covariance
matrix Vg = V/ + 1 (note that a convolution of two distributions describes a random variable
given by the sum of the random variables described by the distributions). Thus if a Gaussian
channel (X,Y,d) acts on a coherent state |v), the Q-function of the finals state is Gaussian with

po=Xv+90 (4.67)
Vo=XX"+Y +1 (4.68)

Now let us come back to the Lemma that we want to prove.

Lemma 8. A thermal-noise channel ®,, . that is not N-extendable cannot be decomposed as
¢, =pPs+(1—p)? 0<p<1) (4.69)

where ®¢ is a N-extendable Gaussian channel and ®' is an arbitrary channel.

Proof. To prove this result we use the following Lemma, which is demonstrated below.
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4 Upper bounds on DI and semi-DI QKD key rates based on joint measurability

Lemma 9. The thermal-noise channel ®, . can admit a decomposition
®ye =pPa+ (1—-p)2f (4.70)

with a Gaussian channel ®¢ characterized by the matrices X and Y (see e.g.[28]), a positive
trace preserving map ®', and some p > 0, only if

X =nl Y <(1-n+nel. (4.71)

Let us now take a thermal channel ®, . which is not N-extendable, that is with

n(l —e€/2) > % (4.72)

accordingly to [86] (note that on the level of the channel, this is a necessary and sufficient
condition). Consider any Gaussian channel ®¢ appearing in the decomposition of Eq. (4.70).
On the one hand we know that it is N-extendable if and only if [86]

1
\/detY21—N+

1
det X — —|. 4.73
X - 3 @.73)

On the other, Lemma 1 implies that vdetY < (1 —n 4+ ne) and det X = 7 must hold. By using
these identities together with the bound in Eq. (4.72), it is easy to see that the condition of
Eq. (4.73) can never be satisfied. Hence, the decomposition in Eq. (4.70) is impossible. O

Proof of Lemma 9. First note that the case n = 0 is trivial, we thus assume n > 0.

Consider the map o = (1—-p)® = @, . — pPg, which must be at least positive for the
decomposition to make physical sense. Let us act with ® on a coherent state |7), the Q-function
of final state ®(|y)(y|) is given by

Qy(a) = Q2 () = pQS (), (4.74)

where Q7€ and Q,? are the Q-functions associated to the states @, .(|v)v|) and ®¢(|v)y|). The
Q-function of a state is proportional to the probability density of the output of the heterodyne
measurement. Therefore, if ® is a positive channel, the function @, («) must be positive for all
a and v, i.e. we must have

Q%) = pQSi(a) (4.75)

G
for some nonzero p and all o and . This is equivalent to requiring that the ratio 3,”’7((02) is
ol

bounded. Since both distributions are Gaussian this is equivalent to the following bound
(a0 = pen) Vi e = pen) T = (@ = pa) VG Ha — pa) < o0, (4.76)

where for the thermal channel ®, . we have p;;, = /7y and Vi, = (2 4 en)1, while for a general
Gaussian channel Vg = XX7 +Y + 1 and pug = X~ + § accordingly to Eqs. (4.67,4.68). This
condition is only nontrivial in the limit where |a/, || or both go to infinity. In this limit, & plays
no role, and we can thus ignore it.

Plugging the values of psp, Vi and pe in Eq. (4.76) we obtain

m — (o= X7)"(Vg) " (e = Xv) < o0, (4.77)
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This is a bilinear form in the varibles & = (Rea, Ima, Rey, Im7y)? and can be expressed as
£"ME < o (4.78)
1 _ -1 _ /Ml Ty, —1
M = < %;7]]16 VG - ‘ ?14‘176 +X V? ) (4 79)
n - Ty — ) )
T 24me + VG X ‘ 21775 +X VG X

or simply M < 0. The positivity of this matrix M remains unchanged if we multiply it by the

diagonal matrix
. 2+ ne 2+ ne
dlag(\/2+ne,\/2+ne,—\/ U ,—\/ il ) (4.80)

Vi V1)
from the left and from the right. This allows us to rewrite the condition as
1-w— | 1-Z"w!
<
( 1-W1Z[1-2TW Z > =0 (481)
or 1 ‘ Ty —1
W= Z* W
< .
Lo s ( WZ [ ZTWZ ) (4.82)

for W=t = (2+ne)V5 "' and Z = X/

We now consider two cases. First, assume that the matrix X (and hence Z) is invertible.
Multiplying the Eq. (4.82) with diag(1|Z~!) from the right and diag(1|(Z~1)T) from the left
does not change the positivity of a matrix, and allows us to cast the inequality in the form

() (i)

The right hand side is block-diagonal (}) (})T ® W', And since the inequality must hold in
both blocks, we get

Q+z A +zYH <aw? (4.84)
1-z"NHa-z"Y<o. (4.85)

The second inequality implies 1 — Z~* =0, or X = \/5j1. This reduces the fist one to W~ > 1,
or W < 1. Recalling that W = V5 /(2 + n¢) with Vg = XXT +Y +1 =17l +Y + 1 we obtain

1 1+Y
A+nl+Y <1, (4.86)
2+ ne
leading to
Y <(1-n+nel. (4.87)

This proves the Lemma for an invertible X.
Next, consider the remaining case where X is not invertible. There is thus a normalized vector
v such that Xv = Zv = 0. Multiplying the Eq (4.82) with (0,0/v) from the right and (0, 0Jv)T
from the left we find
1<0. (4.88)

X must thus be invertible, which concludes the proof. O
Note that the Lemma is most probably also true with an if and only if statement. The if
direction could be shown by an explicit decomposition, noting that the thermal-noise channel

can be viewed as a loss channel followed by a random displacement with a normally distributed
complex amplitude.
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4 Upper bounds on DI and semi-DI QKD key rates based on joint measurability

4.6 Discussion

We applied the tools presented in Chapter 2 to derive upper bounds on the key rates of DI
or semi-DI QKD protocols. In the context of QKD, the notion of joint measurability of a
CMU leads to necessary criteria for extracting a secure key. The analysis of QKD protocols
also led us to introduce the concept of partial joint measurability. We showed that this notion
differs from standard joint measurability, in the sense that there exist sets of measurements that
are partially jointly measurable but not (fully) jointly measurable. It would be interesting to
investigate this concept further, in particular how to cast partial joint measurability as a semi-
definite program. We note that this concept as we defined it differs from the notions discussed
in previous works, where sets of POVMSs that are incompatible can feature subsets of POVMs
that are jointly measurable [75, 123, 124|. In contrast, our definition is closely related to the
notion of no-exclusivity introduced recently for quantum instruments [125], and to the notion
of weak-compatibility introduced earlier in the same context [126]. In particular, the notion of
partial joint-measurability that we introduced for a channel followed by a set of POVMs can be
generalised to an analogous notion of partial no-exclusivity for a channel followed by a set of
instruments. Lemma 7 then can naturally be extended to this setting.

Finally, the intuition behind the notion of partial joint measurability can be used to improve the
class of attacks on DI QKD considered in [119, 120]. These attacks are based on decompositions
of the correlations observed by Alice and Bob p(a, b|z,y) = qpr(a,blz,y) + (1 — Dpyr(a,blz,y)
into a mixture of local py,(a, b|z,y) and non-local pyy (a,blx,y) correlations. In fact, the locality
of correlation py (a,blx,y) is sufficient but not necessary for Eve to predict the key. Since she
only needs to predict the outcomes of the key-generating measurements, we introduced here
attacks where p(a,b|x,y) is decomposed into a mixture of non-local quantum correlations and
partly-JM pja(a,blz,y) correlations. The partly-JM correlations can be associated with a
quantum-classical state, where only the classical register is used to simulate the outputs of the
key-generating measurements, whereas for the other measurements the quantum register is used,
hence can display non-locality.
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5 Lower bounds on the key rate of fully
DI QKD protocols

In this chapter, we will provide an overview of methods used to provide lower bounds on the asymptotic
key rate of DI QKD protocols and, thus, prove the security of DI QKD protocols. There are two main
types of approaches used to carry out this task, the analytical approaches and the numerical ones.
We will focus mainly on the analytical case which was studied in [1]. After introducing our analytical
approach, we will apply it to compute the key rates of different versions of DI QKD protocols as
a function of different noise parameters. At the end of this chapter, we will also outline two types
of numerical methods to compute lower bounds which will be used in the following chapters. The
content of this chapter up to Section 5.3 included is reproduced from [1].

5.1 Introduction

Realizing a working DI QKD protocol has long presented a significant challenge both to theorists,
due to the mathematical difficulty of devising practical and rigorous security proofs, and to
experimental researchers, due to the difficulty of distributing entangled quantum systems with
low noise and high detection rates over long distances. Recent advances paved the way to three
successful proof-of-principle experiments demonstrating the feasibility of this technology [23-25].
However, there is still a long way from these proof-of-principle experiments to practical DI QKD
implementations, with the necessity to improve the distance and the rate at which the keys are
distributed.

As we explained in Chapter 3, one major theoretical advance introduced a few years ago is the
entropy accumulation theorem [127], and the related technique of quantum probability estimation
[128], which reduces proving the unconditional security of a generic DI QKD protocol in the finite-
key regime to the problem of obtaining a lower bound (referred to as min-tradeoff function) on
the conditional von Neumann entropy H(K 4|F) of Alice’s raw key variable K4 conditioned on
an eavesdropper’s possible quantum side information F, as a function of the expected value of a
Bell expression or of the input-output probability distribution of our measurements. For instance
the security of the simplest DI QKD protocol based on the CHSH inequality follows from the
following lower bound on the conditional von Neumann entropy of Alice’s measurement outcome

A
1 H(AE) > 1—-¢(\/S2/4—1), (5.1)

where ¢(z) = h(%+12), h(z) is the binary entropy, and S = (A1 By)+ (A1 Ba)+(A2B1) — (A2 Bs)
is the expected value of the CHSH Bell expression [4].

The basic CHSH protocol based on the above lower bound is, however, not optimal in a
number of respects. There has thus been in the last few years a search for ways to bound the
conditional entropy for more general DI QKD protocols, either focusing on the 2-input/2-output
setting [100, 129, 130], or finding numerical methods to tackle the problem in a more general way
[131, 132]. Despite these efforts, bounding the entropy can be a numerically-intensive problem,
with one recent approach [100] notably requiring thousands of processor core-hours of computing
time to numerically bound the average entropy for a two-basis variant [130] of the CHSH-based
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5 Lower bounds on the key rate of fully DI QKD protocols

DI QKD protocol. This has significant drawbacks, reducing confidence in the results (as they
are harder for others to reproduce), increasing the difficulty to optimize over parameters in
simulations, and generally increasing the time and computing resources necessary just to calculate
a key rate.

In this chapter, we will proceed by introducing three approaches for computing the key rates.
First, we present in Section 5.2 a semi-analytic approach to bound the conditional entropy in
the 2-input/2-output device-independent setting that is conceptually and technically relatively
simple. This is the approach introduced in [1]. It is a generalization of the approach in [133] that
was used to derive an analytical bound on the conditional entropy for a family of asymmetric
CHSH inequalities. As we explain here, the main conceptual steps of this security analysis are not
specific to the protocol considered in [133] but can actually be easily adapted to other 2-input,/2-
output device-independent protocols. Second, we present in Section 5.4 a popular numerical
approach, which consists of bounding the probability for Eve to guess correctly the secret key.
This approach is extremely versatile and not limited to 2-input/2-output settings, but it is not
able to provide tight lower bounds on the key rate. Finally, we will describe in Section 5.5 a
very recent numerical method introduced in [132] which is extremely versatile and can provide
the tightest lower bounds on the key rate which can be currently computed.

5.2 Semi-analytic DI QKD security analysis via BB84-type
uncertainty relations and Pauli correlation constraints

Let us start presenting our semi-analytic approach. As usual in the 2-input/2-output scenario,
the starting point is to use Jordan’s lemma to reduce the analysis to convex combinations of
qubit strategies. From there, our approach is based on three steps. First, as in a standard
qubit QKD protocol like BB84, we bound the conditional entropy of Alice’s key generating
measurement, say, A; through an uncertainty relation involving the correlations (A; ® B) between
an orthogonal measurement A; on Alice’s subsystem and a binary observable B on Bob’s system.
In a device-independent setting, though, and contrarily to, e.g., BB84, we cannot have direct
access to the correlations (A; ® B) as we cannot assume that Alice’s measurement devices perform
measurements in two orthogonal bases Ay, A;. The second step is then to establish a device-
independent qubit constraint on (A; ® B) which is based on correlations between Alice and Bob
that are actually observed in the protocol, e.g., the CHSH expectation value or some other Bell
expression. Combining the first and second step, we obtain a bound on the conditional entropy
which is device-independent, apart from the assumptions that Alice and Bob are measuring
qubits. The third step then involves a convexity analysis: either the resulting bound happens
to be convex or, if this is not the case, we convexify it. In this way, we get a lower bound that
is valid for convex combination of qubit strategies, and thus by Jordan’s lemma, for arbitrary,
dimension-free strategies.

We illustrate this approach in detail on two variants of the CHSH-based DI QKD protocol:
the two-basis variant [130] and a new variant that incorporates, in addition to the CHSH value,
information about the bias in the key generating measurement A;. This last feature is particularly
relevant for photonic implementations of DI QKD where no-click outcomes () are mapped to a
given key bit value, say () — +1, resulting in highly biased outcomes. The bounds that we obtain
are optimal or close to optimal and significantly simpler technically and less computationally
demanding than other approaches. We show in particular that a qubit DI QKD protocol can
tolerate detector efficiencies as low as 80.26%.

In the following, we provide a high-level description of our approach to bounding the condi-
tional entropy in 2-input/2-output scenarios.
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5.2.1 Description of the approach

We start by specifying the class of problems that we aim to solve. We consider a tripartite
setup involving a state papg shared among Alice, Bob, and the eavesdropper Eve. We assume
that Alice can measure one of two +1-valued observables A; or Ay on her system, and similarly
Bob can measure one of two +1-valued observables B; or Bs;. We refer to the tuple Q@ =
(paBE, A1, A2, B1, Bs) as a strategy.

A strategy Q can be seen as describing a single round of a multi-round DI QKD protocol.
The measurements by Alice and Bob serve two purposes: generating some random variable K 4
on Alice’s side (which will constitute Alice’s copy of the raw key in the DI QKD protocol) and
establishing some correlations between Alice and Bob (which will be estimated in a parameter
estimation step of the DI QKD protocol). Any strategy Q implies some tradeoff between how
random K 4 is to Eve and how correlated Alice’s and Bob’s measurement outcomes are. This
tradeoff can be formalized as follows.

Eve’s information on the raw key K 4. Let us assume that Alice uses the following general
procedure to generate a random key value K 4: she first selects a measurement choice X = 1,2
according to a probability distribution px, she measures the corresponding observable A or Ao,
she gets the classical output A = £1, and finally she applies to A a (possibly stochastic) map
$, : {£1} — K4 : A — K4 to obtain a value K4 in some finite alphabet 4. A measure of
how random K 4 is to Eve, given knowledge of the measurement choice X, is the conditional von
Neumann entropy

H(KalXE) = H(pk,xE) — H(pxE) (5.2)

where H(p) = —Tr(plogy(p)) is the Von Neumann entropy and pxg = Trx, (px, xE) where

praxe = Y @) ka, ) (ka,z| @ pp* (5.3)

ka,z

is the classical-quantum state describing the correlations between K4, X, and E. In the above
expression, the reduced states of Eve are given by

1+ aA,
7a®13®1E (5.4)

Pt = Z Pz(kala) Trap {PABE 5

a==+1

where p,.(k|a) are the transition probabilities of the map $,.

In this paper, we will often be interested in the case where K 4 is simply obtained as the
outcome of one of Alice’s measurement, e.g., A; (i.e., there is no random input choice X and no
classical preprocessing). By a slight abuse of notation, we write A; both for the random variable
denoting the measurement outcome of A; and for the measurement A; itself. We thus write in
such cases K4 = A; and H(K4|XE) = H(A;|E). We will also consider noisy preprocessing
[116, 134], where Alice’s raw key bit K 4 is again the outcome of the measurement A;, but with
probability ¢ she flips it and with probability 1 — ¢ she keeps it as it is. We write K4 = Af
for the corresponding random variable and thus H(K4|XE) = H(A{|E) for the conditional
entropy. Finally, the last case we will consider is one where K4 is obtained by choosing the
observables A; and A, with probabilities p and p = 1 — p, respectively, and applying noisy
preprocessing with flip probability ¢ to the measurement output. We then write K4 = A% and
H(KA|XE)=H(A%|XE).
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5 Lower bounds on the key rate of fully DI QKD protocols

Alice-Bob correlations. In a device-independent setting, the correlations between Alice and
Bob can be characterized through Bell linear functionals, which are linear functions of 1-body
and 2-body correlators. In the 2-input/2-output scenario, 1-body and 2-body correlators can all
be written in the common form

(Ay @ By) = Tr[pap Ay ® By| for z=0,1,2 (5.5)

if we define Ag = 14 and By = 1. A Bell linear functional S is then specified by 9 real
coefficients {Syy}zy=0,1,2 (x,y = 0,1,2) and its value on a given set of correlators {(4, ® By)}
is given by

2
S= Y Suy(4, ®B,). (5.6)

x,y=0

We refer to S as a Bell expectation. We will particularly be interested in the following in the
CHSH functional
S =(A1B1) + (A1 B2) + (A2B1) — (A2 Ba) . (5.7)

Tradeoff between Eve’s information on the raw key and Alice-Bob correlations. Assume that
a procedure for generating a raw key value (as specified by a measurement probability distribution
px and preprocessing maps $,) and a series of m > 1 Bell expectation values S = (Si, ..., Sm)*
are fixed. Our objective is to establish a lower bound

H(Ka|XE) > f(S) (5-8)

that is device independent, in the sense that it is satisfied by every quantum strategy Q. For
technical reasons, we require f to be a convex function of its arguments?.

Relation to the security of DI QKD protocols. In a typical DI QKD protocol, Alice’s and Bob’s
devices are successively used for n rounds. Some of the rounds are used to generate raw key
values K 4 on Alice’s side and K on Bob’s side. Some of the rounds are used to gather statistical
data to decide, based on whether one or several Bell statistics are above some thresholds, if the
protocol should be aborted or if it can proceed. In the latter case, error correction and privacy
amplification are applied to the final raw key string. Following the application of the entropy
accumulation theorem [127], the security of such a generic multi-round protocol can be reduced
to deriving a tradeoff bound (5.8), which can be understood as characterizing the behavior of a
single round?® in expectation. In particular a tradeoff bound allows one to compute the key rate in
the finite-key regime and in the asymptotic one, where it simply reduces to the Devetak-Winter
formula [110]

r=H(Ka|XE) - H(Ka|lKg), (5.9)

where H(K 4|Kp) is the conditional Shannon entropy of the classical random variables K 4 and
Kp.

IThis can range from a single Bell functional, such as CHSH, to the entire set of correlators {(A; ® By)}, or
anything in between.

2This is required for application of the entropy accumulation theorem, and follows naturally when reducing
the analysis to qubits. Furthermore, if f defines a bound on H(K|XE) that is tight, it must necessarily be
convex by concavity of the conditional entropy and because any convex mixture of two strategies defines a
valid strategy.

3The raw key generation procedure and the set of Bell statistics to be used in the single-round bound (5.8)
should obviously coincide with those of the multi-round protocol.
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5.2.2 Reduction to qubits

The lower bounds (5.8) we aim to derive must be proven valid for any quantum strategy Q =
(paBE, A1, As, By, Bs), defined a priori on Hilbert spaces of arbitrary dimension. However,
because the strategies we consider involve only two binary measurements for Alice and for Bob,
it is well-known that it is sufficient, thanks to Jordan’s lemma, to consider pure qubit strategies
[135].

More specifically, suppose that we have derived a lower bound H(K4|XE) > f(S), that is
valid for any strategy Q = (|U),5p A1, A2, B1, Bs) where i) Alice’s and Bob’s systems are
two-dimensional, i) |¥) 4 5 is a pure state, i) Ay, Ay, By, By are qubit, non-degenerate Pauli
observables constrained to the Z-X plane on the Bloch sphere, and where ) the function f is
convex. Then this lower bound is valid for arbitrary strategies. For details, see for instance [133].

Note that the “2-input/2-output” restriction, which allows to make this qubit simplification,
only applies to Alice’s measurements and to those measurements of Bob that are involved in
the definition of the Bell functionals S, as these are the only measurements involved in the
relation (5.8). The raw key generation procedure on Bob’s side leading to the raw key value
Kp can, however, involve further measurement choices with more outputs, see examples in the
Section 5.2.6.

We now assume the above simplification and present our approach to deriving tradeoff bounds,
which follows three technical steps described in the next three subsections.

5.2.3 BB84-type uncertainty relations

The first non-trivial step in our approach is device-dependent and consists in deriving a qubit
uncertainty relation akin to those used in the analysis of the standard entanglement-based BB84
protocol and variants of it. Let us illustrate this on several examples. In the following, ¢(x) =
h(% + 1x), where h(z) is the binary entropy.

Consider first the simple situation where Alice’s raw key bit K4 = A; is simply obtained as
the outcome of the measurement Aq, i.e., there is no random input choice X and no classical
preprocessing. We then have the following bound.

Entropy bound 1. (BB84)
HAE) > 1- 6(/(4, 0 B)]) (5.10)

where Ay is a Pauli observable orthogonal to Ay on the Bloch sphere and B any given £1-valued
observable on Bob’s subsystem.

This bound is simply a reexpression of the one-sided device-independent entropy bound H (Z|E) >
1—¢(|(X ® B)|) for the BB84 protocol [136] that relates the information Eve has about the out-
come of a Z measurement by how much Bob is correlated to the complementary X measurement.
The bound (5.10) directly follows from the fact that A; and A; are Pauli operators, which we
can identify with the Z and X operators.

As a second example, let us add noisy preprocessing [116, 134] to the raw key procedure:
Alice’s raw key bit K4 = A is again the outcome of the measurement A;, but with probability
q she flips it and with probability 1 — ¢ she keeps it as it is.

Entropy bound 2. (BB8/ bound with noisy preprocessing)
H(AY|E) > fo(|(41 ® B)]), (5.11)

where

falw) =1+ 6(VIT =202 +44(1 - 9)?) - 6(2). (5.12)
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and Ay is a Pauli observable orthogonal to Ay on the Bloch sphere and B any given +1-valued
observable on Bob’s subsystem.

This again follows by identifying A; and A; with the Z and X operators and reusing a one-sided
device-independent bound known for BB84 with noisy preprocessing [133, 137].

The two above bounds were used in [133] to analyse the security of a family of CHSH-based
DI QKD protocols. But more generally, it is also possible to obtain other bounds, such as the
two ones below, which we will apply to other variants of CHSH-based DI QKD protocols in
Section 5.2.6.

Entropy bound 3. (BB8/ with noisy preprocessing and bias)
H(A|E) > g4(I(A1)], (A1 @ B)]), (5.13)

where
ga(5,2) = (3(Ry + R)) + 6(3(Ry — R)) — 6(v/2 +27), (5.14)

with

Ry = /(1 —2q=+ 2)2 +4q(1 — )22, (5.15)

and Ay is a Pauli observable orthogonal to Ay on the Bloch sphere and B any given +1-valued
observable on Bob’s subsystem.

This bound represents a refinement of the bound 2, as it depends not only on (4; ® B), but
also on the value of the 1-body correlator (A1) measuring how much Alice’s raw output is biased.
Our last example is one where Alice’s raw key bit K4 = A% is obtained by choosing the
observables A; and A, with probability p and p = 1 — p, respectively, and applying noisy
preprocessing with flip probability ¢ to the measurement output. The conditional entropy is

then
H(AY X E) = pH(AY|E) + pH(AYE) (5.16)

and one has the following bound.

Entropy bound 4. (Two-basis bound)

H(AX|XE) > fq(\/p@‘il ® B)? + p(As @ B’>2) (5.17)

where Ay and As are observables orthogonal to A1, As, respectively and fq(z) is the function
defined in (5.12).

The above bounds are essentially similar to those used in the analysis of standard entanglement-
based QKD. They are valid for arbitrary entangled states |U),;, where Alice’s and Bob’s
systems are two dimensional and are expressed in terms of correlators (A ® B) between Alice
and Bob that involve (contrarily to the device-independent case) specific, fized observables, such
as A; on Alice’s side. As such they can be derived using existing techniques.

We remark that all of these bounds can be derived from bound 3, which we derive in detail in
Section 5.3.1. In particular, bound 2 is a special a case of bound 3 evaluated with (A;) = 0%, while
bound 1 is obtained by further setting ¢ = 0. Bound 4 follows from bounding both contributions
to the average entropy separately using bound 2,

H(AY|XE) = pHy(A1|E) + pHy(A2|E) (5.18)
> pfe(|(A1 ® B)|) + bfq(|(A2 @ B)|) ,

4The resulting bound holds independently of the actual value of (A1) thanks to the monotonicity property
discussed below: if we make in bound 3 the replacement [(A1)| — 0 we obtain a bound that remains valid.
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and then using that the function x — f,(v/z) is convex (see Appendix B of [133] for a proof of
this property).

Importantly, we also show in Section 5.3.1 that all the above bounds satisfy a type of mono-
tonicity property. We say that a bound H(K4|XE) > f(x) is monotone in zx if the bound
H(KA|XE) > f(x_) holds for all z_ < z and similarly in the multivariate case for each variable
independently, e.g., H(KA|XE) > f(z,y) is monotone in x and y if the bound H(K4|XFE) >
f(z—,y—) hold for all z_ < x and y_ < y. Note that this monotonicity property is weaker
than monotonicity of the function f itself: if the function f is monotonically increasing then the
bound H (K 4|XE) > f(z) is monotone, but the converse does not necessarily hold.
Monotonicity property. The entropy bounds (5.10) and (5.11) are monotone in |</Il ® B)|,
the bound (5.13) is monotone in |(A1)| and |(A; ® B)|, and the bound (5.17) is monotone in
p(A1 ® B)? + p(Ay @ B')2.

The monotonicity of the bound (5.13) is established in Section 5.3.1 from which the mono-
tonicity of the other bounds follows®. This property will be important in Section 5.2.4 as it
allows replacing in the entropy bounds the correlators on which they depend in the right-hand
side by a lower bound on these correlators and in Section 5.2.5 where it allows the systematic
computation of a convex envelope based on a discrete set of points.

5.2.4 Pauli correlation constraints

The bounds on the conditional entropy H (K 4|X E) that we have given in the previous subsection
are expressed in terms of correlators involving observables which are not necessarily accessible
through the devices, e.g., the correlator (A; ® B) involving the observable A;. The second step
of our approach consists in deriving a constraint on these correlators in terms of correlators
involving only the observables Ay, As, By, By actually measured by the devices.

For instance, it is a straightforward exercise, see [133], to show the following bound.

Correlation bound 1. Correlation bound 1 (CHSH)

|(A; ® B)| > /S?/4 -1, (5.19)
where S = (A1B1) + (A1Bs) + (A2B1) — (A3Bs) is the expected value of the CHSH statistic and
B x By — Bs.

More generally, one can also consider a family of asymmetric versions of the CHSH statistic

for which the following bounds are shown in [133].

Correlation bound 2. Correlation bound 2 (asymmetric CHSH) Let S, = a(A1B1)+a{A; Ba)+
(A2B1) — (A2Bs) be a variant of CHSH depending on a given parameter o € R. Then for some
appropriate choice of a £1-valued observable B,

(A1 ® B)| = Eo(Sa), (5.20)

Eo(S,) = 1/5.%/4 — a2 (5.21)

if la] > 1 or|Sa| > 2vV1+ a2 —a* and

where

Eo(Sa) = \/1 -(1- LA —a2)(s.2/a- 1))2 (5.22)

otherwise.

5In the case of bounds (5.10), (5.11), (5.17), it also follows from the stronger property that the function fq(z) is
monotonically increasing in z, as shown in Appendix B. of [133].
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The correlation bounds (5.19) and (5.20) can be derived analytically. But more generically,
one can derive numerical lower bounds on polynomial functions of arbitrary qubit correlators,
such as (A; ® B) or (A, ® B’), in terms of Bell functionals involving only the accessible correlators
(A ® By) (z,y = 0,1,2), using the Lasserre hierarchy of semidefinite programming relaxations
for polynomial optimization [138, 139]. This can be done by parameterizing explicitly all qubit
operators in the Z—X plane.

We illustrate this general idea on the specific problem of deriving a lower bound for the
expression

p(A1 ® B)? + p(Ay ® B')? (5.23)

appearing on the right-hand side of (5.17) in terms of the CHSH expectation value S.
We first recall that we can use any +1-valued observables B and B’ in (5.17). Taking these to
be of the form
BU) = cos(npg)Z + sin(p ¢ )) (5.24)

and then choosing the angles pp and ¢/; that maximize (5.23) we obtain
p(A1 ® B)*> + (A, ® B')?
=p((A1 ® Z)* + (A; ® X)?)
+p((A2 ® Z)* + (A, ® X)?) . (5.25)
We then choose Alice’s basis such that

Ay = cos(52)Z —sin(£4)X, (5.26)

Ay = cos(£2)Z +sin(44)X (5.27)
and the complementary operators are
A1 = sin(£2)Z + cos(£2)X, (5.28)
= —sin(£2)Z + cos(£2)X (5.29)
for some unknown angle 4. Using these in the above expression we obtain, explicitly,
p(A1 @ B)? + p(A; ® B')?
—sm( )(E +E,, )+cos( )(E +E_%)
+2(2p—1) sm(““) cos(““ ) (B EBxs + EuxFxx)

2 (5.30)

where we note the expectation values of products of Pauli operators Ey, = (X®X) and similarly
for Ey,, E,«, and E,,.
We wish to constrain (5.30) for a given value of the CHSH expectation value which, in the
choice of basis made above, takes the form
S = ((A1 + A2) ® B1) + ((A1 — A2) ® By)
=2cos(8)(Z® By) — 2sin(52) (X ® By). (5.31)

Maximizing the second line over (nondegenerate) +1-valued observables By and Bs in the Z-X
plane gives

5/2 < |cos(4)|VE,,2 + Ey,>
+ [sin(£2) [V Ey,? + Eg 2, (5.32)
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which can be read as a constraint on the unknown angle p4 and Pauli correlations Fyy, Fy,,
E,«, and E,, appearing in (5.30).

To complete the problem, we finally remark that FEy., Fy,, F,x, and E,, can be interpreted as
expectations of products of the Z and X Pauli operators for some underlying state only if they
satisfy

E, +E, <1, (5.33)
B+ By <1, (5.34)
and
(1 - lazz2 - EZXQ) (1 - Exz2 - Exx2)
> (BB + EnBuo)’ (5.35)

as shown in Section 4.3 of [133].

To get a valid lower bound on (5.40), it is thus sufficient to minimize the left-hand side of
(5.30) given the constraints (5.32)—(5.35). The problem can be simplified by introducing the new
variables

E,, = Acos(z), E,x = Asin(z), (5.36)
E,, = pcos(z), Ey = psin(x), (5.37)
s =sin(£2), c=cos(£), (5.38)
(5.39)

Using the trigonometric identity COS(%“)2 + sin(%“)2 = 1 and that we can drop the absolute

values from (5.32) without substantially changing the problem, we arrive at the following.

Correlation bound 3. Correlation bound 3 (two-basis) There exist +1-valued qubit operators
B and B’ acting on Bob’s subsystem such that

p{A1 @ B)” +p(A: @ B')? > E,(S5)?, (5.40)

where E,(S)? is the solution to the minimization problem

E,(S)? = min $2A% 4 P+ 2(2p — 1)scApA
s.t. N+ spu > S/2
<1
p? <1
(1= X2)(1 - 2) > A22A2
At+si=1
A? <1 (5.41)

in the five variables A\, p, ¢, s, A € R.

As the above is a polynomial optimization problem, it can be reduced to a sequence of semidef-
inite programs using the Lasserre hierarchy [138, 139]. Importantly, every SDP relaxation at a
given order in the hierarchy provides a valid lower bound to the optimization problem and conse-
quently a valid lower bound of the form (5.40). At level 3 of the Lasserre hierarchy, the problem
takes less than a second to solve and appears to already give the optimal solution.

93



5 Lower bounds on the key rate of fully DI QKD protocols

In the case in which p = 1/2, the above problem can actually be solved analytically, as shown
in Section 5.3.2. The result in that case is

B (sp < Ltel (S lta. S (L+a)¥”
Cl-z, 41—z, 2 1—u,

, (5.42)

1
2
where the variable z. is the solution of

4r(2 —2) +2(S? +2) + S(z - 5)v/2(1 +2) =0 (5.43)
in the range

—%\/8752§x§§\/8752. (5.44)

Eq. (5.43) can be rearranged to a root-finding problem for a degree 4 polynomial in 2 and can
thus be solved analytically, though the solution is quite lengthy and we do not explicitly report
it here.

5.2.5 Convexity and fully device-independent bounds

Combining the above correlation bounds and the entropy bounds of the previous section, one
obtains bounds on the conditional entropy that are device independent modulo the qubit reduc-
tion. For instance, using the CHSH correlation bound (5.19) in the BB84 entropy bound (5.10),
where the substitution of (5.19) in (5.10) is possible thanks to the monotonicity property of the
BB84 entropy bound, we recover the CHSH entropy bound

H(A|E) > 1— ¢(y/S?/4—1) (5.45)

given in the introduction and originally derived in [4]. Using (5.20) in the BB84 bound with
noisy preprocessing (5.11), one obtains the more general qubit bound

H(AY|E) 2 fy(Ea(Sa)) (5.46)

derived in [133].
But other combinations are also possible, such as the two original following ones, which we are
going to consider in more detail in Section 5.2.6.

The first, which gives a bound on the entropy in terms of (A;) in addition to CHSH, is simply
obtained by combining (5.19) and (5.13):

H(ATE) > g4 (I(A1)], v/ S?/4 - 1). (5.47)
For the second, let Ep(S )? denote any lower bound to E,(5)? obtained by solving analytically
or numerically the polynomial optimization problem (5.41) or any of its relaxations in the Lasserre

hierarchy. Then using such a bound in (5.17), we obtain

H(AY|XE) > f,(E,(9)) (5.48)
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Convexity analysis

Regardless of the combination used, the result is a bound on the conditional entropy valid for
two-qubit systems, which can only be extended to give a fully device-independent bound, valid in
arbitrary dimension, if it is convex. The third and final step thus consists of a convexity analysis.

If we obtain a qubit bound on the conditional entropy with a reasonably simple analytic
expression then it may be feasible to study its properties directly. Either we simply prove it is
convex, as can be done for (5.45), or more generally as was done in [133] for (5.46) for |a| > 1.
Or we analytically establish that it is not convex and determine its convex envelope, as was done
in [133] for (5.46) for |a| < 1.

More generally, however, the qubit bound may be obtained numerically or it may be analytic
but of a form that does not easily lend itself to an analytic convexity analysis, as is the case for
the bounds (5.47) and (5.48). In such cases, we need a way of constructing a convex lower bound
on whatever qubit bound we obtain.

Convex lower bounds through linear programming

A simple solution that we can use, provided our entropy bounds satisfy the monotonicity property
introduced in Section 5.2.3, is based on a discretization of the qubit bound, similar to the
approach used in [130]. In the following, let us generically write the bound valid for two-qubit
systems as

H(KA|XE)> f(S), (5.49)

where f: D — R is a function, defined on some domain D, that we either know analytically or
can compute numerically, of one or more Bell expectation values S = (S1,Ss,...,S,) € D.

Let us introduce a covering K = {K} of the domain D by polytopes {K}, such that every
S € D is contained in at least one of the polytopes K. In practice, we would typically use a grid
partition in terms of hyperrectangles where each point (outside of vertices and shared edges)
is contained in only one hyperrectangle K (but this is not strictly necessary for the method to
work).

Let us suppose, furthermore, that for every K we have a way of identifying a value f[K] that
we can use as a lower qubit bound on the conditional entropy valid for the entire polytope, i.e.,
such that

H(K4|XE) > fIK], VSEK. (5.50)

We can then define a discretized qubit bound,

H(KalXE) = fx(S) (5.51)
where fx is defined as
fx(8) = min f[K], (5.52)

where the minimization is taken over all polytopes K that contain S. This, in particular, as-
sociates unique values fxc(S;) to the vertices S; of the polytopes. The convex envelope of the
discretized function fix, finally, is readily given by the solution to the following linear program-
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ming problem,
fc(S) = minimize Zﬁj frc(S5)
J

subject to ZHij =5

J
>0 =1
J
6; >0, (5.53)
where the S; are the combined vertices of all the polytopes K in K. We thus obtain a bound
H(KAIXE) = fi(S) (5.54)

on the conditional entropy that is convex and extends to the fully device-independent setting.

We have not explained, however, how one can identify in (5.50) the lower-bound values f[K]
for each polytope K, which is crucial to define a discretized qubit bound. This can be done if
the bound (5.49) is monotone in |S| = (|S1],]S2],..-,|Sx]), i.e., if the bound still holds if we
replace in (5.49) any of the n Bell expectation values .S; by a value s; that is smaller in absolute
value, |s;| < |S;|. This is in particular the case for all the bounds (5.45)—(5.48) presented above
since they are obtained by combining the monotone entropy bounds of Section 5.2.3 with the
monotonically increasing correlation bounds of Section 5.2.4. Using this monotonicity property,
we can now simply divide the domain D into hyperrectangles K and use as the lower-bound
value f[K] for each hyperrectangle K, the value of the qubit bound evaluated at the corner that
is closest to the origin.

T T T T T T

L — f(=) 8
— fx(x)

08— fx(=z) 7 -
0.6 |- |
0.4 |
0.2} |
0 |

| | | | | |

0 02 04 06 08 1

T

Figure 5.1: Convex lower bound fi of a function f constructed on n (in the figure n = 10) equally spaced subdivisions
of its domain, i.e., the polytopes K are here n consecutive line segments between x = 0 and z = 1. We
actually used this method on the qubit bound (5.48), but the function f,(E,(S)) is too close to convex
to make a visually interesting example. The construction is thus illustrated on the figure for the visibly
non-convex function f(z) = 0.6/ + 0.4x*.

Finally, in the special case that we are working with a qubit entropy bound H (K 4| X E) > f(S)
of a single variable S, we remark that one can avoid the linear program and compute fx(S) very
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rapidly essentially by eliminating the redundant vertices and interpolating between the remaining
ones, as illustrated in Figure 5.1. This can be done in linear time in the number of vertices
[140, 141]. We in particular applied this technique to the two-basis bound (5.48) to compute the
key-rate bounds obtained in Section 5.2.6 below.

Certifying an affine tradeoff bound

While we can always use the above approach when we have a qubit entropy bound satisfying the
monotonicity property, it is not always necessary to solve the linear programming problem to
obtain a valid convex lower bound on the conditional entropy. An alternative approach, which
would ultimately lend itself to more direct use in the entropy accumulation theorem, is to certify
a linear or affine lower bound on the entropy.

Here, let us suppose we believe that the conditional entropy respects an affine lower bound
H(K7s|XE)> B+ a-S —¢, (5.55)

that we wish to certify up to some precision €. Such a bound may be obtained, for example, by
computing at a particular point the tangent of a function f(S) that we believe to be the convex
hull of a known qubit bound f(S). As above, we introduce a covering K = {K} of the domain
D with polytopes K and assume for every K a lower bound f[K] on the conditional entropy, as
defined in (5.50). We also define

alK]=max - S
SeK

= max «a-S (5.56)
SeVert(K)

where Vert(K') are the vertices of K. To check that (5.55) holds, we then only need to verify
that

B+alK]— fIK]<ce (5.57)

holds for all polytopes K in the covering KC, which is now a finite problem. Alternatively, we can
compute the maximal value over K of § 4+ o[K] — f[K] to determine the best possible precision
€ we can achieve given our covering choice.

An important difference with the linear programming approach above is that we do not nec-
essarily have to decide on a covering K in advance. In fact, this is often very wasteful as, to
obtain a good bound with a small tolerance, we would typically find we need a fine discretization
of the domain only close to where the bound coincides with its tangent. Finding a suitable
discretization can then be done naturally, and in practice often very rapidly, by starting by test-
ing (5.57) for the polytopes K in an initially coarse covering (which could consist of just one
polytope containing the entire domain) and then, for each K for which the test fails, subdividing
K into smaller polytopes and recursively applying the test to each of those (see illustration in
Figure 5.2).
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Figure 5.2: Certification of an affine lower entropy bound based on the qubit bound (5.47) depending on the CHSH
expectation value S and the one-body correlator (A1). The blue curve represents the boundary of the
domain D C [0,1] x [2,2v/2] where the values of ({A1),S) are consistent with quantum theory. We
conjecture that the convex envelope of the function G4 ((A1), S) = gq(I(A1)],1/5%/4 — 1) in D is obtained
by taking a convex decomposition of the point (1,2) and a point on the line from (1,2) to ((A1),S). The
figure illustrates such a convex decomposition (red points) for the point (0.5,2.2) (green point). From
this, we can compute a candidate affine function (5.55) that optimally certifies the entropy of the point
(0.5,2.2). Setting a value for €, we then run a recursive algorithm to find a rectangle covering, depicted in
the figure, that certifies the candidate affine function. We chose a value € = 0.025 such that the resultant
covering is coarse enough that it can be visualized, but much smaller values, e.g., ¢ ~ 10~8 or less can
readily be used.

Application to the bound (5.47) including the bias (A;). We used this recursive certifi-
cation method, coupled with a guess on the optimal linear tradeoff functions, for the qubit
bound (5.47) which depends on the two variables (A;) and S. The function g,((4:),S) =
9q(|(A1)],/S?/4 — 1) defining this bound is not convex as its Hessian matrix is not positive
semidefinite everywhere. It appears, though, to be convex in each of the parameters (4;) and S
individually, and more generally in any direction passing through the positive orthant in the plane
(A1)—=S. This implies that the convex envelope of g,({A41),S) can be constructed by considering
at most convex combinations of two points in the plane, instead of three points as follows by
Carathéodory’s theorem. Indeed, any non-trivial convex combination of three points in the plane
(A1)—S would have at least two of those points joined by a segment aligned in the direction of
the positive orthant. But since the function is convex in that direction, one can advantageously
replace the two points by a mixture of those.

Furthermore, if we are interested in computing a valid entropy bound for a point with (A;)
positive, it is sufficient to consider convex combinations in the domain D C [0, 1] x [2,2v/2] of the
plane (A;)-S, i.e., points with negative values of (A;) can be neglected. To see this, consider a
convex combination

((A1),8) =t ((A1),S") + (1 —t) ((41)", S") (5.58)

where (A1)’ < 0 is negative for the point ((A4;),.S) yielding a corresponding value for the entropy
function

t3q((A1)"8") + (1 = 1) g4 ((41)", §) (5.59)

that is a valid lower bound for H(AJ|E). Replace now this convex strategy by the (valid) convex
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combination

((A1),S) =t(0,5) + (1 —1) <<A1> 5”) . (5.60)

1—¢’

The corresponding value for the entropy function is

£5,(0,8") + (1 —1) gq<i‘4_1>t, s”) : (5.61)

which is still a valid lower bound for H(Af|E) because of the monotonicity property of the bound

and the fact that <1A_1t> < (A1)" (since (A1) < 0).

Finally, we numerically observed that the convex envelope of §,({A1),S) in the domain [0, 1] x
[2,2v/2] was always obtained by taking a convex decomposition of two particular points: the
point (1,2) and a point on the line from (1,2) to ((A1),S). This observation gives a conjecture
for the convex envelope of the qubit bound (5.47), from which candidate linear tradeoff functions
of the form (5.55) can readily be computed as tangents to this envelope. We can then attempt to
certify that such candidates are indeed proper tradeoff functions through a rectangle covering and
the recursive procedure described above, as illustrated in Figure 5.2. We can in principle perform
such certification to arbitrary precision €, though, in practice, we may be limited by the number
of rectangles required to reach a very small £ and by the limited precision of hardware floating-
point arithmetic on typical computers. The key rates and results presented in Section 5.2.6 have
been computed using this procedure. From our results, it appears that our conjecture on the
convex envelope of g,((A1),S) is correct as we are always able to certify the resultant linear
tradeoff functions up to a precision of the order of £ ~ 10~° or better.

5.2.6 Applications

Here, we apply our method to bound the asymptotic one-way key rate, given by the Devetak-
Winter rate
r=H(Kus|XE)— H(Ks|lKp), (5.62)

for DI QKD in two situations of interest: white noise, where we assume that Alice and Bob share
an attenuated version,

p=voT + (1 —v)1/4, (5.63)
depending on some visibility v, of the ideal maximally-entangled state
1
67) = —=(100) + [11)) (5.64)

V2

and limited detection efficiency, where we assume that Alice’s and Bob’s devices return one of
the expected outcomes +1 with a probability 7 less than one.

The qubit bound (5.45) (which is already convex) was used in [4] to compute the key rate
of the standard CHSH DI QKD protocol and the convexification of (5.46) was used in [133] to
generalize the analysis in terms of the asymmetric CHSH expressions S, and incorporating noisy
preprocessing. We will now illustrate the use of the two other qubit bounds (5.47) and (5.48)
given in the preceding section, in subsections 5.2.6 and 5.2.6, respectively.

In [133], the asymmetric CHSH expressions were chosen for parameter estimation because they
retain the same symmetries as the version of the DI QKD protocol where only one of Alice’s
measurements, A1, is used to generate the key and they can be used to derive the optimal one-way
key rate for that protocol with respect to white noise. There is no analogous connection between
the asymmetric CHSH expressions and losses and, in fact, the lowest threshold, n ~ 82.57%, on
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the global detection efficiency reported in [133] was obtained using CHSH (the special case of S,
with a = 1).

In the following, we reanalyse these correlation models using different setups. In particular,
as [133] already does an optimal analysis for white noise using one measurement basis for key
generation and with noisy preprocessing, the only remaining way to improve the noise robustness
is to use a different protocol. For that case, we apply our approach to a variant of the protocol
based on CHSH, proposed recently in [130], in which both of Alice’s measurements 4; and A,
are used to generate the key. For losses, by contrast, as remarked in [133] the analysis performed
there was likely not optimal as the treatment of losses introduced biases in the probabilities of
Alice’s and Bob’s measurement outcomes, while the analytic bound on the entropy used there was
optimized for the case that Alice’s outcomes are obtained equiprobably. For losses, therefore, we
concentrate on bounding the key rate using the expectation value (A4;) of Alice’s key-generation
measurement in addition to the Bell violation.

White noise analysis for the two-basis protocol

In the two-basis protocol of [130], Alice and Bob ideally share a maximally-entangled state |¢™)
and have devices that, for Alice, ideally perform the two measurements

A =7, Ay =X, (5.65)

and, for Bob, the four measurements

Z+X
B =22 Bs=17, 5.66
1= 5 (5.66)
7 X
By=""= By=X. (5.67)

\/i )

This ideal realization is designed so that the measurements Ay, Ao, By, and B yield a maximal
violation of the CHSH Bell inequality while Bob’s measurements Bz and B, yield outcomes that
are perfectly correlated with Alice’s when she measures, respectively, A; and As, i.e., (A1 B3) =
(AaBy) = 1.

In the protocol, Alice and Bob use rounds where Bob measures B; or Bs to estimate CHSH;
they use a small fraction of the rounds where Bob measures B and By to estimate how correlated
the outcomes are with A; and As, and use the results of the remaining rounds where Alice and
Bob measured A; and B3 or A; and By as their raw key. We also assume in the following that
Alice flips her outcomes in the key generation rounds (i.e., applies noisy preprocessing) with
some probability q.

Let us suppose that Alice uses the measurements A; and A, with probabilities p’ and p’ = 1—p/
and that Bob uses the measurements Bs and B; with the same relative probabilities. Then, out
of the rounds not used for parameter estimation, the asymptotic key rate, taking into account
the effect of sifting®, is

r=p?ris+p%rau
= (P?+0?)(priz+praa), (5.68)

where
ruy = H(AYE) — H(AZ|B,) (5.69)

6In particular, the key rate is attenuated by the probability p’2 + 5’2 that Alice and Bob use matching bases. It
has been pointed out in [100] that this can be avoided, but this requires the parties to either possess quantum
memories or to use a very long preshared key to coordinate the measurement choices.
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and we introduced p = p'*/(p'> + %) and p = 1 — p in the second line. Here, H(A? Bs) and
H(A%|By) depend only on the correlations between Alice’s and Bob’s measurement outcomes,
which they know from parameter estimation. Assuming Alice and Bob perform the ideal mea-
surements on an attenuated state (5.63), the entropies of Alice’s outcomes conditioned on Bob
are

H(A9|Bs) = H(AY|B1) = h(q+6(1 - 29)) (5.70)

where the channel error rate § is related to the visibility v in (5.63) by v = 1 — 2§, while the
CHSH expectation value is

S =2v2(1—26). (5.71)

Bounding the key rate thus amounts to establishing a lower bound on the weighted average
conditional entropy
pH(A{|E) + pH(A3|E) = H(A%|XE) (5.72)

depending on the CHSH violation. A valid qubit bound in terms of the CHSH expectation value
S is given by (5.48), from which a valid, fully device-independent, convex lower bound can be
obtained using the techniques discussed in Section 5.2.5.

We can thus express the bound we obtain on the key rate, via CHSH, in terms of § using our
approach as

P2 (0 4+ 5% £ (2v2(1 - 20)) — h(g + 5(1 - 20))] . (5.73)

where f,(S) is the convex lower bound we obtain for the entropy, evaluated at S = 2v/2(1 — 24).

We remark here that we could, in principle, bound the average entropy in terms of any cor-
relation Bell inequality. We use only the CHSH expectation value here both for simplicity and
because, in the most interesting case where the bases are used equiprobably (i.e., p = 1/2), we
can infer from the symmetries of the protocol that CHSH is already the optimal measure of
nonlocality for white noise (see Section 5.3.3 for details).

The key rate we obtain using our approach for p = 0.5 and p = 0.75 are illustrated, and
compared with the known analytical bounds for p = 1, without noisy preprocessing (i.e., ¢ = 0)
and with the optimal amount of noisy preprocessing applied in Figures 5.3 and 5.4. The threshold
noise rates up to which we obtain a positive key rate are reported for different values of ¢ in
Table 5.1. For ¢ = 0 and ¢ close to 1/2, the results essentially rigorously confirm the thresholds
of 8.36% and 9.24% that were anticipated could be obtained in the conclusion of [133]. For
0 < p < 1/2, similar to [130], we did not see any improvement to the key rate; the highest
rate appeared to always be obtained with either p = 1 or p = 1/2, depending on the value
of S. However, as it may not be realistic to be sure that the measurements are used ezactly
equiprobably in a real implementation, we note that it is important to be able to bound the
entropy for values of p that may deviate a little from 0.5. The key rate is in fact very robust
against deviations of p from 0.5, as can be seen comparing the results for p = 0.5 and p = 0.75
in Figures 5.3 and 5.4.

The best threshold of 9.24% obtained for ¢ close to 1/2 using our method is close to the best
threshold of 9.33% recently reported in [100] and obtained for ¢ = 0.3, although the method we
have used allows the key rate to be bounded much more rapidly’. Without noisy preprocessing,
the threshold of 8.36% we obtain is slightly better than the threshold around 8.24% found in [130]
and the same as the threshold that would be obtained using the “conjectured alternative proof”

"Ref. [100] reports requiring ~ 5000 processor-core hours to obtain a numerical bound on the average conditional
entropy. For comparison, using our method we could generate a plot of the conditional entropy with 500 points
in a minute or two on a regular laptop using the Lasserre hierarchy or almost instantaneously using the analytic
method for p = 1/2 described in Section 5.3.2.
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5 (%)

Figure 5.3: Lower bound on the Devetak-Winter rate as a function of the channel error rate §, assuming ¢ = 0.

p | ¢g=0 ¢=02 ¢=03 ¢=049 q¢g—1/2
1 | 7.1492 7.9503 8.0321 8.0848 8.0848
0.5 | 83599 9.1130  9.1923 9.2434 9.2435

Table 5.1: Threshold error rates (%) obtained for different probabilities p of measuring A; after sifting non-matching
basis.

(after taking the convex envelope of the result) proposed in Sectionl.H of the supplementary
information to the same paper®.

We provide an indication of how close the key-rate bound we obtain in the case p = 1/2 is
to being optimal by comparing with a specific strategy, which was already identified as a likely
candidate for the optimal collective attack for ¢ = 0 in [133], and described in Section 5.3.4. This
attack yields the following value for the average entropy

SH(AYE) + JH(AS|E) = fy(S/V8), (5.74)
where
Flr) — fq() if v > x,
o) = {h<q> + @)@ —1V2) e <a, (5.75)

with z, (dependent on ¢) such that

@) + folaa)(x = 1/v2) = fy(x.), (5.76)

and where f,(x) is defined in Eq. (5.12).

The results of numerical tests done without noisy preprocessing in [133] and [143] strongly
suggest that (5.74) actually gives the optimal bound on the average entropy for ¢ = 0. Additional
tests we did for this work did not find a counterexample for ¢ # 0. But even without a proof of

8This is not a coincidence. The section in question proposes to bound the key rate using a lower bound on the
conditional entropy in terms of the fidelity of Eve’s marginal states. This is very closely related to the BB84
bound [142] and, in fact, all of the lower bounds we derive on the correlation terms |(1¢_1z ® B)} appearing in
the BB84 bounds we use are also (typically tight) lower bounds on the fidelity of Eve’s marginals following
the qubit reduction.
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Figure 5.4: Lower bound on the Devetak-Winter rate as a function of the channel error rate §, using an optimal noisy
preprocessing.

optimality, as (5.74) is obtained with a known collective attack it gives an upper bound on the
one-way asymptotic key rate with noisy preprocessing. A comparison of the key rates, optimized
over ¢, using our numerical lower bound (already given in Figure 5.4) and using (5.74) is given
in Figure 5.5 and shows the two to be very close. The threshold error rate obtained using (5.74)
ranges from ¢ ~ 8.4447% for ¢ = 0 up to § ~ 9.4756% for ¢ — 1/2, and is compared with the
threshold obtained using our numerical method in Figure 5.6.

T T I I I
----- Explicit attack ||
—— Lower bound

0.5

0.4+

0.1

5 (%)

Figure 5.5: Comparison between the conjectured optimal attack and the lower bound on the Devetak-Winter rate as
a function of the channel error rate §, using an optimal noisy preprocessing.
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Figure 5.6: Thresholds for the channel error rate as a function of the noisy preprocessing computed using the conjec-
tured optimal attack and our lower bound on the conditional entropy.

More refined loss analysis exploiting bias

Here, we consider a setup where we suppose that the main imperfection is that Alice’s and
Bob’s devices have a detection efficiency that is less than perfect, i.e., we suppose that, in each
protocol round, each of their devices outputs one of the regular outcomes +1 with probability n
and outputs nothing, or a “nondetection” outcome (), with probability 1 — n. In order to use our
approach, which strictly applies to protocols in which the measurements in the Bell test have
binary outcomes, we map nondetection events resulting from the measurements A, A,, By, and
Bs used to perform the Bell test to +1.

In this case we consider the usual, single-basis, version of the DI QKD protocol, but with
different states and measurements. Similar to the Eberhard scheme [63], we suppose that Alice
and Bob (ideally) share a partially-entangled two-qubit state

1hg) = cos(%) |00) + sin(4) [11) , (5.77)

and that Alice and Bob (ideally) perform, respectively, two and three measurements
Ay =cos(par)Z+sin(pa )X, z=1,2 (5.78)
By = cos(¢p,y)Z +sin(pp 4 )X, y=1,2,3, (5.79)

determined by angles ¢4, and ¢p, that we will optimize over when bounding the key rate”.
Alice and Bob use the measurements Ay, Ay, Bi, and Bs to estimate the CHSH expectation
value and use A; and B3 to generate the key.

As we are only considering the usual single-basis version of the protocol, the asymptotic key
rate is

= H(A{|E) — H(A{|Bs) (5.80)
where the Shannon entropy of Alice’s outcome conditioned on Bob,
H(AY|B;) = Zp a,b)log, (p(alb)), (5.81)

9Note that this is a slight generalization with respect to [133], which fixed A; and B3 to Z.
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Figure 5.7: Key rate as a function of the detection efficiency with no channel error rate and with a little error rate.

depends on the joint probability p(a,b) that Alice obtains the outcome a € {+1,—1} from
measuring A; after mapping nondetection events to +1 and flipping the result with probability
g, and Bob obtains the outcome b € {+1,—1,0} from measuring B3 and possibly obtaining the
loss outcome () with probability 1 — 7.

To bound the key rate we need to bound H(A{|E). As mentioned above, mapping nondetection
events deterministically to +1 and deliberately using a partially-entangled state bias Alice’s and
Bob’s measurements to giving one of the outcomes more frequently than the other. We can exploit
this by taking into account the expectation value (A;) of Alice’s key generation measurement,
in addition to the CHSH expectation value S, to derive a better lower bound on the entropy.

The expectation value (A;) can be taken into account using the qubit bound (5.47) and the
convexification procedure discussed at the end of Section 5.2.5 and illustrated in Figure 5.2.
Using this approach, we optimized the key rate numerically over the angles ¢4,, ¥p,, and
f. The optimized key rates, both assuming no noise and a white noise rate of § = 0.5% are
represented both for ¢ = 0 and with optimized ¢ in Figure 5.7.

As one can see in the figure, the highest key rate is very small for a significant range of global
detection efficiencies close to the threshold as a result of being obtained for values of ¢ close to
1/2 and very weakly entangled states. Due to this, the threshold detector efficiency above which
a positive key rate can be certified is very sensitive and, for example, significantly worsened by
the addition of even a small amount of depolarizing noise. To illustrate this, we plot the threshold
global detection efficiency as a function of the error rate § in Figure 5.8, where a comparison is
provided with the earlier results of [133] using the analytic entropy bound for the asymmetric
CHSH expressions.

Table 5.2 gives the thresholds on the detection efficiency that we find using our approach for
different values of ¢ assuming no additional noise. We include in the table both the thresholds for
which we can certify a positive key rate and the ones obtained using our conjecture regarding the
convex envelope of the qubit bound. The small discrepancy between the two values, particularly
for larger values of ¢, is due to the difficulty of numerically certifying the key rate accurately when
the key rate becomes very small (the key rate for the last column of Table 5.2 is of O(10712)).
Indeed to certify the entropy to a very high precision using a discretized qubit bound requires
using a very dense covering, which at some point becomes too time-consuming computationally.
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Figure 5.8: Threshold detection efficiency 1 as a function of the channel error rate 4.

| ¢g=0 ¢=02 ¢=03 ¢=049
Certified | 84.2149 80.4642 80.3411  80.2593
Conjectured | 84.2147 80.4362 80.3046  80.2283

Table 5.2: Threshold detection efficiencies (%) for different probabilities g of flipping Alice’s outcome assuming no
channel noise. For ¢ between 0.49 and 0.5, we did not observe an improvement of the threshold up to the
precision reported in the table.

This issue however only affects the certification of extremely small asymptotic key rates, such
as the long tail observed in Figure 5.7, which are probably too low to be of practical value and
likely to be dwarfed by the difference made by even small amounts of noise or corrections due to
finite-key effects. To illustrate this, in Table 5.3 we report the detection efficiency thresholds in
the presence of a channel noise rate of 4 = 0.5. In this case, the thresholds using the conjectured
convex envelope and those that can be properly certified are the same up to the precision to
which we report the results.

Finally, we remark that the qubit bound (5.47) is tight in (A;) and S for all ¢ as there is
an explicit attack, described in Section 5.3.5, that saturates it. This means that our conjecture
regarding the convex envelope of the qubit bound represents a valid attack yielding upper bounds
on the key rate (as it corresponds to an explicit mixture of two-qubit strategies). This means
that the certified bounds that we report in Table 5.3 are, up to the precision we use, optimal in
terms of (A1) and S, and that the second line of Table 5.2 corresponds to the minimal detection
thresholds one can hope to attain using only information about (A;) and S.

| ¢=0 ¢g=02 ¢=0.3
6=0.5% | 87.6017 86.5842  86.5013

q=0.49
86.4490

Table 5.3: Certified threshold detection efficiencies (%) obtained for different probabilities g of flipping Alice's outcome
and with § = 0.5% of channel error rate. We do not observe a difference with the conjectured case up to
the precision reported in the table.
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5.3 Technical Details

5.3.1 Derivation of BB84 bound with bias

The BB84 entropy bound (5.13) is a generalization of the two bounds (5.10) and (5.11), which
give the special cases of (5.13) with (A;) = 0 and both with (A;) = 0 and no noisy preprocessing
(¢ = 0). It can be derived, in a way that also confirms the monotonicity property, essentially by
modifying the symmetrization step in the derivation done in Section4.2 of the paper [133]. We
do this in detail here.

As in the derivation of [133], we suppose that Alice, Bob, and Eve share a pure tripartite state

|¢>ABE = |0>A‘¢O>BE+|1>AW1>BE > (5~82)

where |0) and |1) are the eigenstates of Ay, which we identify here with Z, and [¢) and |¢1) are
arbitrary (and not necessarily orthogonal) states shared by Bob and Eve normalized so that

(Yoltbo) + (Yrln) = 1. (5.83)

After Alice measures A1 = Z and flips the outcome with probability ¢, the correlations between
Alice and Eve are described by the classical-quantum state

Tag = [0]a ® (@ + qf) + [1]a ® (g + qvt), (5.84)

where § = 1 — ¢ and ¥F = Trg[t),] are the partial traces of the states |1,) accessible to Eve.
Now, since renaming the outcomes does not change the entropy, the conditional entropy
H(Z|E) = H(ZE) — H(E) computed on the above state is the same as the conditional entropy
computed on
o Yo E E | - E
Tap = [1]a ® (g +qv1’) +[0]a @ (qvp + qv1) (5.85)

which is the same state as above except that we have swapped [0]4 and [1]4. They in addition
have the same entropy as a partly symmetrized state,

Tapr =PTap @ [0]r +p7hp ® [1]F, (5.86)
for any probability p and p = 1 — p, since
H(ZIEF), = pH(ZIE), + p H(Z|E), = H(Z|E), . (5.87)
The above state, written out explicitly, is
Tapr = 04 ® [p(@f +avF) © [0]r
+p(qvy +quy) ® [HF}

+ (14 ® [plavf +qvf) @ 0]

+ (@l + quP) @ [1]] - (5.88)
We rewrite this as
Tapr = [0]a ® (qo= + qo) + [1]a ® (go= + Goz) (5.89)
with the (unnormalized) states
o= =ps @ 0lr +pu7 @ [Ur, (5.90)
oz =p¥r © [0p +pihy @ (1. (5.91)
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The state can be obtained as the marginal of an extended one,

Tapep Fr = [0)a ® (Ix= + qx)
+[1a ® (gx= + ax#), (5.92)

where |x=),|x%) € Hp @ Hg ® Hrpr ® HF ® Hps are unnormalized pure states

in which

IX=) = VP [tho) |¢0) [00) + /P [1h1) [¢1) [11) (5.93)
IX2) = VP [¥1) [61)100) + /P [vo) [¢0) [11) (5.94)
[Y}) =B @ 1g|t1) € Hp ® HE, (5.95)

where B is a Hermitian unitary operator (thus satisfying B? = 1p) acting on Hp and ¢ is a
phase chosen such that (ig]]) is real and nonnegative, and

[$0) s 91) € Hi (5.96)

are normalized states chosen to have some nonnegative real overlap (¢o|¢1) = Ax € [0, 1].
Using that the conditional entropy cannot increase if we extend the Hilbert space being con-
ditioned on, direct calculation of the conditional entropy on the state (5.92) gives

H(ZIE), = H(ZIEF),
> H(Z|BEE'FF'),
= S(TaBerrr) — S(X=+ x#)

= H\) - ¢(\/Z’2 + X’2> : (5.97)
where
= lIx=Il = lIxzll = (x=Ix=) = (xzlx) (5.98)
X' =2[{x=Ix)1, (5.99)
and H(A) = — > .4 Ajilogy(Ajk) is the Shannon entropy associated to the four eigenvalues of
(5.92),
1 !/
A= g [1 + Q7 +/R? ¢ 2@2/} , (5.100)
1
Ao =g [1 QZ' +\/R? - 2QZ’} : (5.101)
1
dot = [1 Q7' —\/R? - 2@2/} : (5.102)
1
Moo = [1 107 —\JR? 1 2QZ/} , (5.103)
where @ is related to the amount of noisy preprocessing applied by
Q=qg—qgq=1-2q (5.104)
and
R =\Z?+Q2+(1-Q*)X"?. (5.105)
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We can factorize the four eigenvalues above as )\jk = p;p), with
1

pr=g+ (R’+ +R), (5.106)

1 1
p2=5— 4 (Ry+ R, (5.107)

11
P = 5t Z(R’+ R, (5.108)

11
phy = 3~ Z(R’+ R.), (5.109)

and

R, =\/R?2+2Q7, (5.110)

so that H(A) = H(p)+ H(p’). This allows us to express the qubit entropy bound more concisely
as

H(Z|E) = go(Z', X) (5.111)
with
94(2', X") = ¢(3 (R, + BL)) + 6 (5 (R, - RL))
- ¢(\/m) (5.112)
and
L=V(QEZ)?+(1-Q*)X72, (5.113)

At this point, we have recovered the form of the function g, defined in Section 5.2.1. To
complete the derivation note that, from the definitions of |y=) and |x») we have
= [Ixoll = IIxxll
= plivoll + pllll = pllvoall = plivol
= Az (%ol = [le1ll)
where Ay € [—1,1] is related to the symmetrization-step probability by Az = p — p, and that

(x=Ix#) = P Wol¥1) (Pold1) + p (¥ |1bo) (¢1]¢0)
= Ax €’ (Y| B® 1 [¢1)

= Ax |Re[(vo| B® 1 [v1)]], (5.115)
where we recall that we set (¢g|¢1) = Ax € [0,1], while
(X® B) = 2Re[(¢o| B® 1g|¢1)], (5.116)
so that
2 (x=|x2) = X |(X® B)|. (5.117)

Putting all this together and recalling that we identify A; with Z, and can choose A; = X, means
that we finally get )
H(A|E) > gq(Az(A1), Xx|(A1 @ B)]) (5.118)

for all —1 < Az, Ax < 1 (as the derivation we have given applies for any values of the sym-
metrization probability p and overlap (¢g|¢1) we may wish to use). This confirms that the
inequality

H(A|E) > 94(Z,X) (5.119)

holds for any (real) numbers satisfying

|Z] < (AL and X[ < [(4; @ B)|. (5.120)
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5 Lower bounds on the key rate of fully DI QKD protocols

5.3.2 Analytic solution for p = 1/2

Here we derive in detail the average entropy bound for the two-basis protocol in the case that
Alice’s measurements are used equiprobably. When p = 1/2, the minimization problem (5.41) in
Section 5.2.4 simplifies to

minimize F\ 1, 0a) = sin(E2 )2)\2 + COS(%A)zHQ
subject to |cos (%) [|A] + [sin(5*) |lu] > S/2
A<
p? <1, (5.121)

where we have reintroduced the angle ¢ 4 from earlier in the section explicitly and used that the
single constraint involving the variable A becomes irrelevant. As we stated in Section 5.2.4 and
show here, the above problem can be solved analytically subject to finding the root of a degree
four polynomial.

In the following, we will assume that S > 2, since the solution to the classical case S = 2 is

trivially B, = 0.
2
First, we note that, as our problem is invariant under the transformations A — —A and g — —p
and that, for S > 2, the points p = 0 or A = 0 do not satisfy the first constraint

|cos () [|A] + [sin(£2) ||u] = 5/2, (5.122)

we can replace the constraints A2 <1 and 2 <1with0<A<land0< pu<1.

Moreover, the problem is also invariant under the transformation ¢4 — 27 — ¢4, meaning
that for all solutions such that p4 € [0, x], there exists an equivalent solution in [, 27]. Thus,
we can restrict the domain of ¢4 to be 0 < ¢4 < 7, where we excluded the boundaries since the
cases p4 = 0,7 are not in agreement with S > 2.

The function that we need to minimize can be rewritten as

FOup,0a) = %2(1 — cos(pa)) + %2(1 +cos(pa)) -

(5.123)

Let us look for a minimum for our function by checking where its derivatives are zero. We
start with

d
d—f(A,u, @) = p(l+ cos(pa)) . (5.124)
Here, dﬂf()\ 1, 04) = 0if and only if 4 = 0 or ¢4 = w. These points are not part of the restricted

domain that we are considering. We conclude that the minimum must be at the boundaries of
our domain. From now on, we will analyse this case.

Case 1: We consider the boundary A = 1. We have

2
f(Lppa) = ! +2M + COS(;A) (p?—1) (5.125)

and p
@f(lvﬂa @a) = p(1+cos(pa)), (5.126)

thus duf()\ wyoa) = 0if and only if u =0 or p4 = 7. Such solutions are not in the domain.
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Case 2: We consider the boundary u = 1. Analogously, we obtain non-feasible solutions.

Case 3: We consider the boundary cos(%‘))\ + sin(%“),u = S§/2. This region is the one in
which

sin(pa) o sin(%)
cos(pa) — 1 cos(pa) — 1
7}\\/1—x2 S V1i—=z

x—1 V2 x—1"

where we made the change of variable = cos(p4). The domain of z is —1 < z < 1.
We have

(5.127)

B 21+x2_ S(1+x)%?  S%2(14x)
FO @) = N )\\/i(l—x) + i (5.128)

and ) 52
d 1+z2 S(l+x)
LFON iy ) = 22 - . 5.129
IO e =g - (5.129)
Now, recalling that we assumed z # 1, we have that % (A s, ) = 0 iff
1 3/2
_ S )T (5.130)
2v/2(22 4+ 1)
Thus,
521 — 2?2
)\*7 * 9 = o 1 27 131
FOwr i) = 21 (5131)

which is a concave function of £, meaning the minimum is at the intersection between boundaries.

Case 3+1: We intersect the boundary of case 3 with A = 1. We get

V1 —a? S V1—z
[y = - . (5.132)
x—1 V2 z—1
Here, requiring pu. < 1, we obtain the condition
—%\/8—52§x§§\/8—52. (5.133)
‘We have ) ( )3/2 2 )
r+1 Slx+1 S4(x+1
1, piy, ) = - + 5.134
FLpy ) = 57— VAl -2 Al ( )
and
d
— (1, g, ) =
oo/ (L ps2)
4r(2 —x) +2(5%+2)+ S(z — 5)/2(1 +z) (5.135)
4(x —1)2 ’ ’
hence, since = # 1, %f(l,,u*,x) =0iff
42(2 —z) +2(S? +2) + S(z — 5)/2(1 + ) = 0. (5.136)
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5 Lower bounds on the key rate of fully DI QKD protocols

Case 3+2: We intersect the boundary of case 3 with u = 1. Here, one can check that we obtain
the same result as in case 3+1.

Case 1+2: We consider A = p = 1. With this choice we have El2 = 1 Vyp4. This region of
parameters does not contain in general the absolute minimum. ’

We conclude that the solution to the optimization problem must be the one of case 341
(or equivalently 3+2). If there is more than one solution to Eq. (5.136) satisfying the con-
straints (5.133), then we take the smallest one.

We used Mathematica to find the roots of Eq. (5.136) analytically. Moreover, imposing the
constraints (5.133) and S > 2, we found a single solution. We used the resulting expression for
the computations for p = 1/2 done in Section 5.2.6.

5.3.3 Optimality of CHSH for the two-basis protocol

In the case that the bases are used equiprobably, i.e., p = 1/2, the symmetries of the two-basis
DI QKD protocol studied in Section 5.2.6 imply that the CHSH Bell expectation value alone
already gives the optimal bound on the average conditional entropy

H(A,|XE) < 1H(A{|E) + H(A2|E) (5.137)

for the optimal CHSH-violating correlations attenuated by white noise. The reason for this is
that, given any quantum strategy giving a particular value of the average entropy and CHSH
expectation value, one can construct a new symmetrized strategy giving the same entropy and
CHSH expectation value.

To see this, let us suppose we have a particular quantum strategy Q = (papg, A1, As, B1, Ba).
We note first that both conditional entropies H(A;|E) and the CHSH expectation value S =
(A1B1) + (A1Bg) + (A3B1) — (A2Bs) are unchanged if we flip all the measurements, i.e., do
Ay — —A,; and B, — —B,. By randomly and equiprobably using these two strategies we can
force Alice’s and Bob’s local outcomes to become equiprobable. This corresponds to using a new
strategy Q' = (Papg, A1, Ab, Bi, B)) with

A=A ® Ay, (5.138)
B, =B, & —By, (5.139)
Papp = %PABE 3] %PABE7 (5.140)

for which the CHSH expectation value and the values of the entropies are unchanged, but for
which (A7) = (By;) = 0.

Next, we use that the average entropy and CHSH both remain unchanged under the two
transformations

Al — A1 Al — A2
Ay~ —A Ay — A
T2 ? Ty 270 (5.141)
Bl — BQ Bl — Bl
Bz — Bl BZ = _BZ

as well as their composition Ty o T}. By randomly using the strategy Q' with neither, either one,
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or both transformations applied, we construct a new strategy Q" = (p/4 g, AY, Ay, BY, BY) with

A=Al e Al o AL o A, (5.142)
A=Ay —A,p Al o —A, (5.143)
B! =B} @ B,® B ® —B), (5.144)
BY =B,y® B, ®—-B,® B, (5.145)
PapE = 1PapE © 1PapE ® P4 © 1PABE (5.146)

for which
(AYBY) = (A1By) = (A3 Bf) = —(A3By) = S/4. (5.147)
As, given any strategy Q, we can in this way always construct a strategy Q” with the same
average entropy and CHSH expectation value, but satisfying (A7) = (B;) = 0 and (A{BY) =
(AYBY) = (AYBY) = —(A4BY), we can infer that these constraints, if they are satisfied for real
correlations, do not contain any information other than the CHSH expectation value that can
be used to improve the entropy bound.

5.3.4 Explicit attack for the two-basis protocol

We describe here an explicit attack for the two-basis protocol in the case p = 1/2, which we
conjecture to be optimal.
Suppose that Alice, Bob, and Eve share the optimal symmetric BB84 attack state

) apE = %[(1 +B)|6%) 45 [+ g
+ m’¢_>AB |+_>E
+VI-E2|9t) o l—HE
+(1—=E) | ), 5l—)E } ; (5.148)

where |¢T) and |[¢)T) are the four Bell states, depending on some number 0 < E < 1. Its marginal
once Eve is traced out is

1
xIJABzi[n®1+EX®X—E2Y®Y+EZ®Z}. (5.149)

By measuring A; = Z, Ay = X, and By 5 = (Z £ X)/+/2, the highest possible CHSH expectation
value of S = 2v/2F with this state is obtained. Direct computation of the conditional entropies
after Alice measures Z and X on this state gives

L1H(A|B) + LH(AJ|E) = £,(S/V3) (5.150)

where f, is the same BB84 bound with noisy preprocessing used earlier and given by Eq. (5.12).
This is too high to be the optimal bound on the average entropy for all S, as the correct bound
must attain h(q) at S = 2. But we can construct a plausible strategy by taking a convex
mixture (similar to the construction in Section 2 of [133]) of the strategy just described with a
deterministic one giving (H(A%|XE), S) = (h(q), 2). This gives

YH(AY|E) + $H(A|E) = f,(S/VB), (5.151)
where
2o fq(x) if ¢ > x,
o) = {h<q> b @)@ - 1/VE) i <a, (5:152)
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5 Lower bounds on the key rate of fully DI QKD protocols
with z, (dependent on ¢) such that
h(q) + fo(@)(@ = 1/v/2) = fo(z.) . (5.153)

5.3.5 Explicit attack saturating the qubit entropy bound with bias (5.47)

One can verify that the qubit bound (5.47) is attained with measurements and an initial state
of the form

A =17, (5.154)
Ay =X, (5.155)
By = cos(£2)Z +sin(£2)Z, (5.156)
By = cos(££)Z —sin(£2)Z, (5.157)
and
[0) 4 = cos(§) 100) 4 [Y0) p +5in(5) [11) 4 [¥1) (5.158)
with

Note that, because cos(6)? + sin(8)*|(go|v1)|* < 1, (5.159) and (5.160) are only consistent with
each other if
(A1)? +5%/4 <2, (5.163)

but this is a known boundary of the quantum set [144, 145].

5.4 Numerical DI QKD security analysis via Eve's guessing
probability

The semi-analytic method described earlier in this chapter is limited to protocols where each party
has only two inputs and two outputs. Additionally, even for two input-two output scenarios,
if we want to compute H(K4|E) by constraining Eve’s operations using the full probability
distribution p(a,b|x,y) rather than simpler witnesses like .S, the method becomes significantly
more complicated. This is because it requires identifying qubit bounds on the entropy based on
the entire probability distribution. Even if such bounds were found, we must also verify their
convexity with respect to each variable in the bound. Due to these complexities, it is beneficial
to introduce numerical methods that can handle more general scenarios.

A very popular way of bounding the conditional entropy of the random variable K 4 given
Eve’s information is the evaluation of the so called min entropy. This method is extremely
versatile in the sense that it can be used to compute the key rate of any protocol, not only in a
2-input /2output scenario. Moreover, it has the advantage of providing a clear physical picture
of the reason why it works, as we will see in this section. Anyway, the bounds that it provides
tend to be very far from being tight. In this section, we will outline explain this approach.

Let’s consider Eve’s task of correctly guessing the random variable K4 representing Alice’s
measurements outcomes. Eve aims to generate an outcome e that matches Alice’s outcome. If

114



5.4 Numerical DI QKD security analysis via Eve’s guessing probability

Alice performs measurement x with probabilities p(z) and reveals x afterward, Eve’s guessing
probability can be expressed as

P (KalE) = Zu p(alx)p(e = ala), (5.164)

where p(e = a|a) denotes the probability of Eve obtaining the same outcome as Alice when Alice
gets outcome a. To achieve this, Eve holds a portion of the global state pap and she performs
a measurement {E,}. on her subsystem. The number of outcomes of Eve needs to be the same
as the number of the possible combinations of a,z, hence we will denote her measurement as
{Ea,}a,z- At this point, we can write

plalz)p(e = ala) = Tr (papMajs ® Eaa) - (5.165)

Consider the scenario where Alice and Bob observe input-output statistics p(a, b|z,y) during
an experiment, while Eve wants to correctly guess Alice’s outcomes. The maximum guessing
probability P2 (K 4|E) for Eve, consistent with this data, is determined by solving the following
optimization problem:

maximize > @) (| Myjy @ 1 ® B 1) (5.166)
subject to (| My ® Nyjy [¢0) = pla, blz, y) (5.167)
Mg, >0, Ny, >0, E,,>0, (5.168)
> Mye =1, > Ny, =1, (5.169)

a b
> Eup=1, (@[1[¢)=1 (5.170)

This optimization problem, a non-commuting polynomial optimization problem, can be relaxed
to a converging hierarchy of SDPs using the NPA hierarchy [146, 147]. Consequently, upper
bounds on Eve’s guessing probability can be computed, independent of the specific forms of
Alice’s and Bob’s measurements and the quantum state they hold.

These upper bounds can be used to compute a bound on the conditional Von Neumann entropy
of the variable K4 given Eve’s information. Let us assume that the random variable K 4 is given
by the two outcomes of the measurements of Alice, then we define the conditional min entropy
of K given Eve as

Hpin(KA|E) = {gun ( log, <Z,u Tr pAEMa‘z ® E, w))) . (5.171)

For a given state pap and measurements M, ., the Von Neumann entropy is bounded by the
min entropy

(KA|E) > Hmm(KA‘E)pAE,JWa‘I- (5172)

pPAEMyz =

This means that we can compute a device-independent bound on the Von Neumann as

HUKAE) 2 iy Huia(Kal By, = —logs PE(KAlE).  (5.173)
AE,Mqg|z

The intuition behind this bound is that the more accurately Eve can guess Alice’s outcomes used
to construct the secret key, the lower the secret key rate will be.
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5.5 Numerical DI QKD security analysis via Gauss-Radau
quadrature

More recently, Peter Brown, Hamza Fawzi and Omar Fawzi [132] introduced a very effective
method to bound numerically the conditional Von Neumann entropy and they showed how
this can be used in the context of DI QKD. This approach, similarly to the one based on
the min entropy, allows to compute the key rate for protocols featuring any number of inputs
and outputs. Notably, it yields remarkably tight results, surpassing the approach from the
previous section. In addition, this method allows one to consider the entire set of probability
distributions to constraint the lower bound on the key rate, hence yielding even better results
than the semi-analytic approach from Section 5.2. Unfortunately, understanding the underlying
physical motivation behind this method can be extremely challenging. For ease of reference, we
will refer to this approach as "BFF" throughout this thesis.

In the following, we will outline the optimization problem required to establish lower bounds
on the conditional Von Neumann entropy of Alice’s random variable K 4 given Eve’s information.
The optimization problem in question is a non-commuting polynomial optimization problem. As
in the previous section, employing the NPA hierarchy enables the derivation of a converging
hierarchy of lower bounds through solving semidefinite programs. Additionally, we will explore
a speed-up for computing lower bounds by relaxing one of the constraints within the problem
formulation. Delving deeply into the specifics of this approach would go beyond the scope of this
thesis. More detailed explanations can be found in the original paper [132].

Let us assume that the random variable K 4 represents the outcomes of a specific measurement
xz* of Alice. Let t1,...,t,, and wy, ..., w,, be the nodes and weights of an m-point Gauss-Radau
quadrature on (0, 1] where we fix ¢,, = 1. These coefficients can be computed efficiently in terms
of Legendre polynomials [148]. Moreover, let

3 1 1
= Smind s L 5.174
! Qmm{ti 1_ti} (5.174)
We have that
m— m—1
w;
H(KJ|E) > 1
(Kal _g +;tlln20 (5.175)
where O; are the solutions to the following polynomial optimization problems
minimize Y (Y| Mo (Zai + Zi i + (1= 1) Z5 1 Zai) + tiZa i 25 ; |0) (5.176)
subject to (1)) MuNopy [4) = plas blz, ), (5.177)
Mgje >0, Ny >0, (5.179)
Z* Za 7 S Qi Za zZSZz = Qg (5180)
(Moo Nyjy) = [Maja, 280 = 1257), Ny, = 0. (5.181)

It is worth noting that the problem introduced here isn’t the original formulation presented in
[132]; rather, it aligns with one of the speed-ups outlined in Remark 2.6. The original problem,
while comprehensive, is computationally intensive, making it impractical for the scope of this
thesis, especially in the context of DI QKD scenarios.
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Each of the m—1 problems introduced above requires the introduction of 2a localizing matrices
to enforce constraints (5.180). Although these constraints yield tighter results, they significantly
decelerate the computation of the lower bounds. Consequently, it proves advantageous to consider
a simplified problem formulation:

minimize Y (Y| Mo (Zai + Zis s + (1 = 1) Z5 1 Za i) + tiZa i Z5 ; V) (5.182)
a

subject to <¢|Ma\be|y |1/1> :p(a7b|x7y)a (5183)

> My =Y Ny =1, (5.184)

Ma\z > 07 Nb|y > 07 (5185)

(W1 Zg i Zai |0) < iy (| ZaiZy i 1¥) < cu, (5.186)

[Ma|xaNb|y] = [Ma\xazt(:i)] = [Z(*)

a,t’

Ny} = 0. (5.187)

This formulation is a lower bound on the problem introduced in eqs. (5.176-5.181), thereby
allowing the computation of a lower bound on the conditional entropy H(K4|FE). Furthermore,
it tends to yield results more fastly, offering a practical advantage in computational efficiency.

Finally, we implemented the approach of this section in order to compare its performances with
the semi-analytic bounds introduced at the beginning of the chapter. We include in Fig. 5.9 a
plot of the key rate as a function of the detection efficiency for a protocol like the one analysed in
Fig. 5.7 without noisy pre-processing (hence we fixed ¢ = 0). In the analytical case we bounded
the key rate exploiting S and the bias (A4;), while in the numerical case we used the entire input-
output probability distribution to constraint the SDP from egs. (5.176-5.181). In both cases,
we maximized the key rate over the angle of the partially entangled state shared between Alice
and Bob and the angles of the measurements performed on the ZX plane. The level of the NPA
hierarchy that we used was 2+ AB + AZ + ABZ and we fixed m = 16.

T T T
1071 F 1
1072 ¢ T
=~
107° T
—— BFF bound
1077 —— Analytic Bound |
11 |
84.4 100

83.5

n(%)

Figure 5.9: Plot of the key rate lower bounds obtained with the methods of [1] and of [132].
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5.6 Discussion

In the first part of this chapter, building on [133], we have introduced a flexible approach to
derive practical and fully device-independent bounds on the key rate for DI QKD in the 2-
input/2-output setting. We have illustrated it on to the two-basis variant of the CHSH DI
QKD protocol as well as to undertake a more optimized analysis of the single-basis variant when
the main anticipated experimental imperfection is losses. Contrarily to [133], we used numerical
methods to solve part of the problem in both cases and obtain optimal or close to optimal bounds
on the conditional entropy within a very low amount of computation time. The results may be
used to derive bounds on the key rate in the asymptotic limit or in the finite-key regime via the
entropy accumulation theorem. They may also be useful as a point of comparison with different
numerical approaches used to bound the conditional entropy in the device-independent setting.

When considering losses we found that the global detection efficiency can be brought under
80.26%. This is notably below the detection efficiency of 87.49% attained in the recent experi-
mental demonstration of device-independent quantum key distribution based on a photonic setup
[25]. As we remarked in the previous section, however, our threshold is attained using a very
weakly entangled state and increases significantly if any realistic amount of noise is added to the
model we studied. (Separately, a finite-key analysis would likely have the same effect.)

While writing the manuscript [1], the promising numerical method of Section 5.5 to bound
the conditional entropy in general DI scenarios was proposed [132]. Our detection threshold,
derived using only the expectation value (A7) of Alice’s key-generation measurement in addition
to CHSH, is slightly lower than the threshold of 80.5% reported in [132] using full statistics. This
is not a limitation of the method of [132], but rather a matter of using a suboptimal state and
measurement implementation parameters in that work. Indeed, running their method on the
correlations achieving the threshold of 80.2593% in Table 5.2, the authors of [132] confirmed to
us that they also find a positive key rate [149] (though, again, using full statistics instead of only
(A1) and S). This illustrates the interest of having complementary methods. While [132]| can
in principle be used to tackle very general problems, our method specializing on the 2-input/2-
output scenario allows us to rapidly explore the parameter space to find a good implementation.
Moreover, there exist scenarios in which our analysis can provide slightly better bounds compared
to the numerical method as one can observe from [132, Figure 6b].

A recent result [150] obtained lower bounds on the key rate for the finite-size case without
the use of the entropy accumulation theorem in the two-input/two-output scenario. It might
be interesting to investigate whether our results involving different parameters to bound the
conditional Von Neumann entropy can be used in combination with their technique.

Finally, although we discussed in detail two specific examples illustrating our approach to
bounding the conditional von Neumann entropy, we point out that other bounds can be derived.
For instance, we could combine the BB84-type bound (5.13) using bias with the correlation
bound (5.20) in terms of the asymmetric CHSH expectations. As suggested by Figure 5.8, this
should slightly improve the analysis presented here (are least for larger amounts of noise §).
One could also, much more generally, use numerical techniques [151] to derive device-dependent
bounds on the conditional von Neumann entropy that are more stringent and combine them
with correlation bounds involving full-statistics obtained through relaxations of the Lasserre
hierarchy. Our method can also in principle be applied to the n-partite setting, e.g., to derive
entropy bounds based on Mermin-type Bell inequalities [152, 153].

The code used to obtain the semi-analytical results in this paper is available on GitHub [154]
as well as the one for the numerical method of Section 5.5 [155].
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As we pointed out in the previous chapters, it is desirable to find quantum key distribution protocols
that are based on realistic assumptions on the devices as well as implementable over long distances.
In this chapter, we consider a one-sided DI QKD scheme with two measurements per party and show
that it is secure against coherent attacks up to detection efficiencies greater than 50.1% specifically
on the untrusted side. This is almost the theoretical limit achievable for protocols with two untrusted
measurements. Interestingly, we also show that, by placing the source of states close to the untrusted
side, our protocol is secure over distances comparable to standard QKD protocols. The content of
this chapter is reproduced from [2].

6.1 Introduction

As we discussed in Section 1.4.5, well-chosen additional assumptions can simultaneously address
the device characterization challenges typical of QKD protocols and the distance limitations
inherent to DIQKD protocols. In this chapter, we will focus on an entanglement-based 1SDI
scenario.

In our analysis, we assume that the source and one party’s device (Bob’s) are completely
untrusted, while the second party’s device (Alice’s) is trusted. In particular, we assume that the
trusted side measures two anti-commuting observables with a discrete number of outcomes and
that the probability for a detector to click is independent of the basis choice (a.k.a. the fair-
sampling assumption in the context of Bell experiments). This implies that rounds where she does
not detect a photon can safely be discarded. As we do not make any assumption on the Hilbert
space dimension or on the specific form of the measurements, we will say from now on that Alice’s
device is semi-trusted. This framework, where only one party is untrusted while the second is
(semi) trusted, is usually referred to as quantum steering [39]. From a real-world perspective,
this scenario resembles a situation where a user needs to establish secure communication with
a server. In this context, the device belonging to the server can be considered semi-trusted, as
it is affiliated with a company that possesses the necessary resources and expertise to regularly
test and validate their devices.

The robustness against photon losses of various forms of 1SDI QKD protocols with discrete
variables have previously been explored in [46, 47, 50, 51, 53]. However, all these protocols
are based on different forms of post-selection, where the secret key is derived only from spe-
cific measurement outcomes, discarding data from other rounds. Notably, in [46, 47, 51, 53],
which are B92-like protocols, rounds yielding a particular outcome are discarded entirely. As we
pointed out in Section 3.5, the use of protocols where certain outcomes coming from untrusted
devices are discarded does not allow to prove security against the most general class of attacks
in a device-independent scenario using the recently introduced Entropy Accumulation Theorem
(EAT) framework of [111, 112, 127]. Moreover, it was shown in [113, 114] that protocols relying on
post-selection are indeed sensitive to coherent attacks. As a result, the work by Branciard et al.
[50], as mentioned by the same authors, is based on a security proof applicable against coherent
attacks, only under the constraint that the devices do not retain memory from previous rounds,
thus precluding consideration of fully untrusted parties. This limitation extends to subsequent
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Alice %

a b

Figure 6.1: The scenario under consideration consists of an untrusted source preparing states p and distributing them
to both an untrusted measuring device (the black box), positioned near to the source, and a semi-trusted
measuring device (the gray box), situated far from the source.

works such as [51, 53]. More recently, Ioannou et al. [46, 47] studied a 1SDI prepare-and-measure
setting, described in Section 4.3.2, where the security was proven only against collective attacks.
Notably, their class of protocols allows for the demonstration of security at detection efficiencies
that can be relatively low. However, this setting, since it is of the prepare-and-measure type,
does not allow to achieve secure communication over distances comparable to standard QKD
protocols.

In this work, we explore a generalised entanglement-based version of the well-known BB84
protocol [8] and we demonstrate that, in the simple case where Bob represents the undetected
quantum states as separate outcomes, our 1SDI QKD scheme is secure as long as Bob’s measure-
ment has a detection efficiency greater than 50.1% which is well within the current experimental
limits. Interestingly, this threshold roughly corresponds to the one where any two-untrusted-
measurements protocol becomes insecure, as shown with Upper bound 1 in Chapter 2. Fur-
thermore, as we do not perform any type of post-selection, one can analyse our protocols using
the Entropy Accumulation Theorem, allowing one to prove that our scheme is secure against
coherent attacks. Finally, by placing a source of entangled photons close to Bob’s detector, we
estimate that our 1SDI QKD protocol can be effectively implemented over distances of roughly
247 km, assuming that Bob’s detectors and optical components have a total detection efficiency
of 90%, that the visibility of the state prepared is of 99%, and that the detectors have a dark
count rate of pg = 1076, All of these values have been achieved in a recent experiment on DI
QKD [25].

6.2 1SDI scenario

We will begin by outlining our setting, the additional assumptions we make beyond the standard
assumptions made in DI QKD [5], and the protocol considered in this work.

Within this work, we have two spatially separated observers, Alice and Bob, who share a
quantum state p (Fig. 6.1). They perform measurements on their respective portions of the
state corresponding to inputs z, y and obtain outputs a, b for Alice, Bob respectively. Alice’s and
Bob’s measurements are represented as M, = { Mg, } and N, = { Ny, }, respectively where Mg,
Ny|, are the measurement operators that are positive semi-definite and sum up to identity. The
experiment’s observed correlations are characterized by a set of joint probability distributions
or correlations, denoted as p = {p(a,b|z,y)}. The observables of Alice and Bob are represented
using the measurement operators as A, = My, — My, and B, = Ny, — Ny|,. The observables
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6.2 1SDI scenario

Ay, Ay corresponding to Alice’s measurements are trusted to obey the relation:
{41,421 =0. (6.1)

In contrast, Bob’s measurement device is untrusted.

Let us remark here that, to account for no-detection events on Alice’s side, we will model
her semi-trusted device using the assumption explained in Section 1.2.3. In this model, a filter
returns an output D = v/, L, determined independently by the input x and the state p. When
D = v, the detector performs an ideal lossless measurement. When we obtain a D =1, meaning
that the quantum state was not detected, we skip the round. In contrast, if Bob fails to detect
an incoming state, he stores a separate outcome as b = &.

One should be careful to note that the scenario we consider — where an untrusted source is
placed close to Bob’s untrusted measuring device, both inside Bob’s laboratory — cannot be
described merely in terms of an untrusted source alone in Bob’s lab. If we were to consider
only an untrusted source in Bob’s laboratory, that source could simply produce infinite copies
of the same quantum state, send one to Alice, and the rest to Eve. Eve could then perform full
tomography using the infinite copies she receives, gaining complete knowledge of the state sent
by Bob and compromising the security of the protocol.

The key difference between these two scenarios lies in the sequence and dependence of state
generation and measurement. In the entanglement-based scenario, the quantum state is first
generated independently of Bob’s measurement choice y, and only afterwards does Bob perform
a measurement based on y. This means the state generated is independent of y. Bob’s measure-
ment choice cannot influence the state at Alice’s location due to the no-signalling condition at
Bob’s side. If Bob’s measurement could instantaneously affect the state at Alice’s lab, it would
allow for faster-than-light communication, violating causality. In contrast, in the prepare-and-
measure scenario, the state prepared by Bob is directly dependent on his random input y. The
outcomes obtained by Alice can indeed depend on the specific state that Bob sends. However,
this dependence is permissible because the state must physically travel from Bob to Alice, and
any influence is limited by the finite speed at which information can propagate.

Let us now describe the key distribution protocol.
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1SDI QKD protocol:

e An untrusted source prepares an entangled state p which is distributed to Alice and
Bob.

e The two parties choose the measurements settings x = 1,2 and y = 1, 2 according to
a known distribution p(z) and p(y).

e They obtain outcomes a = 1,2, D = v/, 1, and b = 1,2, &. The measurement settings
and D are announced publicly. If D =1, then the round is discarded.

e Based on a random bit 7', Alice and Bob decide if the round will be used to generate
the secret key (I' = k) in which case they store their outcomes, or to assess the
security of the protocol (T' = t) by revealing publicly their outcomes to estimate the
probability distribution p.

e They use p to compute the key rate and decide whether to abort or not the protocol.

e Finally, they perform error correction and privacy amplification.

An example of an honest implementation of the protocol is the case where Alice and Bob
share a partially entangled state and perform the measurements of the observables Ay = B; = Z
and A; = By = X and extract the secret key from the outcomes of the measurement of Z.
The particular case where the state prepared is a maximally entangled state corresponds to an
entanglement-based version of the BB84 protocol.

In a typical DI QKD scenario, the source of quantum states is placed in the middle between
Alice and Bob and distributes two subsystems of an entangled state to the two parties. In
this work, we consider a scenario (Fig. 6.1) where the untrusted source is positioned near Bob’s
laboratory, a configuration previously explored in various contexts, e.g., [50, 156-159]. This
arrangement minimizes losses during the transmission of the state to Bob’s device, which is the
one particularly sensitive to losses. The performance of Bob’s device is primarily affected by
detector inefficiency. On Alice’s side, losses are less relevant as rounds with non-detection are
simply discarded.

6.3 Key rate lower bounds

The 1SDI QKD protocol described above satisfies the no-signalling condition of the generalised
Entropy Accumulation Theorem [112]. This allows us to assess their security in the asymptotic
case by verifying the positivity of the Devetak-Winter rate [110, 116]. When the secret key
is extracted from Alice’s outcomes of the observables A; and Bob uses the outcomes of By to
reconstruct her string, the asymptotic key rate is given by

reo = H(A1|E) — H(A1|B). (6.2)

Here, we decided to extract the key by using one-way public communication from Alice to Bob.
We make this choice because, as Alice’s device is semi-trusted, the convex-combination attacks
as introduced in Section 4.3 do not apply to her device. Therefore, with this choice, we can
achieve better key rates.

In eq. (6.2), H(A1|E) (or H(A1|B1)) represents the conditional Von Neumann entropy of the
outcomes of the measurement of A; given Eve’s information (or given the measurement outcomes
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6.3 Key rate lower bounds

of the observable B;). As one can observe from (6.2), to find the asymptotic key rate, one needs
to obtain the values of the conditional Von Neumann entropies H(A;|E) and H(A;|B1).
As far as H(A;|By) is concerned, it can be estimated as

p(a,b|1,1)

D) (6.3)

H(A1|By) = pla,b]1,1)log,
a,b

The above quantity can be directly inferred from the input-output statistics obtained through
measurements of A; and Bj.

Let us now focus on H(A;|E). Here, we describe how to obtain a lower bound of H(A;|E)
using two different techniques. The first one is analytical and based on the approach described in
Section 5.2, while the second one is numerical and based on the method outlined in Section 5.5.
Here, we provide a sketch of both techniques while more detailed descriptions are provided in
Sections 6.6.1-6.6.2.

Let us start with the analytical case. As shown in Section 5.2.3 with Entropy bound 3 (for
g = 0), for measurements of Alice and Bob acting on two-dimensional spaces, H(A;|E) can be
lower bounded as

HAE) 2 o) - o (i + (o B ) (6.9

Here, ¢(2) = h (3(1+z)), where h(z) represents the binary entropy function. In this context,
Ay is any observable that anti-commutes with the one employed for key extraction on Alice’s
side, while B is a unitary operator, that is, BfB = 1. As described earlier, Alice’s observables
are trusted to be anti-commuting. Consequently, we can substitute A; = A, which allows us
to easily bound the quantity (A; ® B) by estimating the correlator (A ® Bs). At this point,
as we are in a two-input-two-output scenario, we can use Jordan’s lemma [160] to make our
bound valid for measurements of any dimension. This lemma asserts that all statistics in the
two-input-two-output scenario can be derived by employing convex combinations of strategies
involving Alice and Bob using qubits. In essence, if a lower bound is determined by assuming a
qubit strategy, it must be convexified to account for the possibility of obtaining a lower bound
through the mixture of strategies. This ensures that one cannot obtain further lower bounds by
convex mixing of two different strategies. We show in Section 6.6.2 that the function appearing
on the right-hand side of eq. (6.4) is convex in (A;) and (A2 ® Bz2). Hence, we can say that our
bound holds for states and measurements of any dimension.

The application of Jordan’s lemma necessitates the restriction that the statistics employed to
bound the adversary’s information are derived only from two inputs per party with only two
possible outcomes. Therefore, for the specific rounds where we estimate (A; ® Bs), we need to
modify the protocol by deterministically mapping Bob’s non-detection outcomes (&) to one of
his other possible outcomes for all the rounds used for parameter estimation.

Alternatively, to compute H(A1|E), we can adopt the BFF approach of Section 5.5 focused
on numerical techniques based on the NPA (Navascués-Pironio-Acin) hierarchy of semi-definite
programs (SDP) [146, 147]. As we described before, the quantity H(A;|E) can be lower bounded
by the solution to a noncommutative polynomial optimization problem. In our case, we include
into the optimization problem a further polynomial constraint (given by eq (6.1)) that will force
Alice’s measurements to anti-commute (Section 6.6.1).

The latter analysis can be used to analyse more general scenarios including both the case
where Bob maps his non-detection outcomes into one of the other outcomes and the case where
he keeps it as a separate outcome. Moreover, it is possible to constraint the information of Eve
not only by taking into account the correlators (A; ® Bs) and (A7), but using the full probability
table p(a,b|z,y).

123



6 One-sided DI QKD protocols

6.4 Reference experiment

In order to simulate the performance of an experiment, we will assume an honest implementa-
tion of the protocol where we consider a reference state prepared by the source and reference
measurements performed by both parties that generate the probability distribution pies. For our
purpose, we assume that the source prepares the two-qubit entangled states of the form

[1)(0)) = cos 6 |00) + sinf |11) . (6.5)

Alice measures the Pauli operators A; = Z and As = X. Since she is semi-trusted, she can
discard the non-detection events due to which her measurements will not be affected by detection
losses. For Bob’s measurements, we include the detection losses using the factor 7 in the ideal
measurements as

Nijy(n) = nNyjy + (1 —n)1, (6.6)
Najy(n) = nNajy, (6.7)

where Ny, are the projective measurements that Bob performs in the ideal case, and 7 represents
the transmittance or detection efficiency. To obtain the optimal key rates we will maximize the
lower bound to the key rate over the parameter 6 of the state |1)(0)) (6.5) for every value of
1 taken into account. For the ideal measurements, we choose B; = Z as this will make Bob’s
measurements used for the secret key correlated to Alice’s ones, and By = X as this will maximize
the correlator (4> ® Bs) and thus also the value of the conditional entropy in eq. (6.4) (we expect
the case where we use BFF to be analogous).

We now plot the lower bound to the key rates in Fig. 6.2 obtained using the above-mentioned
techniques. Firstly, we display the bound of [50]. This bound was obtained for a protocol that
includes post-selection on the untrusted party and the key rate was estimated using a different
technique which allowed to prove security only for the case of memoryless devices. Notice that,
as we show in Section 6.6.2, the bound of [50] can be obtained also under the same assumptions
considered in this work without performing post-selection on Bob’s side and, thus, allowing us
to prove security without assuming memoryless devices. In particular, the conditional entropy
of Alice can be bounded by

H(AE) > 1 - ¢({As ® By)). (6.8)

Hence, using the measurements described above and partially entangled states (eq. (6.5)), the
key rate becomes

ro>1-h (;(1 + nsin(29))) (1= p)h(cos2(6)), (6.9)

and its maximum is at § = 7/4 for all 7, meaning that the optimal state in this case is always a
maximally entangled state.

Secondly, we plot the bound obtained using eq. (6.4). In this case, we obtained an improve-
ment that comes from the use of partially entangled states together with the inclusion of the
information on the bias (A1) in the bound.

Additionally, we include in Fig. 6.2 the key rates for three different scenarios computed using
the BFF technique. Firstly, we have the case where Bob maps his non-detection events into one
of his other outcomes, and we only constrained the mean value (A ® Bs). In this case, displayed
with a black dashed line in Fig. 6.2, we recovered a lower bound on the key rate which is almost
identical to the one identified in [50]. We maximized the key rate over the angle of the partially
entangled state for all values of 7, but, as in the analytical case, the optimal angle was always
0 ~ /4, i.e., a maximally entangled state. Using the same technique, we could recover also the
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Figure 6.2: Plot of the key rate as a function of Bob's detection efficiency computed using different techniques as
explained in the main text.

bound of eq. (6.4) by constraining the mean values (A; ® Bs) and (A;) and maximizing over the
partially entangled states. Anyway, for this case, the closer we got to the threshold the more
we had to increase the level of the NPA hierarchy and the number of Gauss-Radau coefficients
(see Section 5.5 for the definition), and this was possible up to slightly less than 64%, where
the key rate was of the order of 10™° and the precision of the SDP solver used was not enough
to provide reliable results. We did not encounter this problem in the first case as the key rate
remains above 10™% up to n = 65.9%.

Secondly, we analysed the same protocol using the full probability distribution pi.s as a con-
straint on our problem. This procedure led to an improvement of the key rate which was positive
up to a detection efficiency of 59.5% as we can see from the orange dotted line. The use of
optimal angles 6 led to a small improvement compared to a scenario where we use full statistics
and binning of Bob’s third outcome, but with maximally entangled states.

Lastly, we computed the key rate using full statistics in the scenario where Bob keeps unde-
tected photons as a separate outcome (red line). For this last case, the optimal 6 was again the
one of a maximally entangled state for all . Here, we could show the positivity of the key rate
up to 50.1%. Notice that at n = 50% Bob’s measurements become jointly measurable, and thus
no secret key can be extracted under our assumptions [3, 71].

Finally, for the sake of comparison, we include in Fig. 6.2 the plot of an analogous setting
for the case of a 1SDI scenario where we make only a fair sampling assumption on Alice’s
side (purple line). In this case, Alice performs two measurements, and we do not assume anti-
commutativity. Bob measures three different observables each with three possible outcomes. The
ideal observables of Alice and Bob are

Ay = cos(ay)Z + sin(ay ) X, (6.10)
B, = cos(By)Z + sin(By) X. (6.11)

We apply the same noise model described before, hence, Bob’s measurement operators are evolved
according to eqgs. (6.6-6.7), while Alice’s ones remain the ideal ones due to the fair-sampling
assumption. Here, Alice has only two possible outcomes as she discards the undetected photons,
while Bob keeps his three outcomes separate. The secret key is extracted from the outcomes of Ay,
while Bob uses the outcomes of B3 to guess Alice’s ones. Moreover, we use a technique denoted
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as noisy pre-processing [161], where Alice randomly flips her outcomes during key generation
rounds with a probability ¢. We did not use this technique for the previous case as our best
result allowed us to obtain a 50.1% threshold which is already very close to optimal. We finally
compute the key rates using BFF using the full probability distribution as a constraint. We
optimize the key rate heuristically at each value of 1 over the parameters 0, a1, as, 1, 52, Ps,
g and obtain a threshold of 68.5%.
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?}(0/0)

Figure 6.3: Regions where the key rate becomes zero as a function of visibility and detection efficiency. The region
where the BFF 3 outcome protocol with partially entangled states is secure is above the red line, the case
where we include also noisy preprocessing is above the orange dotted line, while the purple line denotes the
boundary below which Bob's observables are jointly measurable, rendering any protocol insecure in that
region.

We will now study the robustness of our technique in the presence of depolarizing noise acting
on the initial state together with photon losses. The reference statistics are obtained by adding
depolarizing noise to the state generated by the source as

p = vl (@) (wo)] + 1 (6.12)
where v is denoted as visibility. We show in Fig. 6.3 the region in the space of parameters n
and v where the key rate is positive. This analysis is conducted in two scenarios. One where we
optimize the key rate only over the angle of the partially entangled state and another where we
additionally perform optimal noisy pre-processing. The key rate was computed using BFF with
full statistics and keeping Bob’s undetected photons as a separate outcome. We noticed that for
visibilities smaller than one, the use of partially entangled states (and of noisy pre-processing)
leads to an improvement also for the BFF case where the three outcomes of Bob are kept separate.
Moreover, we include in the plot a curve from [3] which displays the zone where the evolution
of X and Z measurements of Bob under depolarizing noise and losses are jointly measurable.
When Bob’s measurements are jointly measurable, the correlations between Alice and Bob are
unsteerable. As a result, no secure key can be extracted in this region regardless of the initial
state prepared, and regardless of the measurements performed by the semi-trusted party. One
can see in Fig. 6.3 that, for non-unit values of the visibility, a region exists wherein the key rate
is non-positive, and the noisy versions of X and Z observables are not jointly measurable. This
suggests that refining our protocol or improving its analysis might enhance its resilience against
such noise. Specifically, exploring variations of our protocol involving secret key extraction from
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both Alice’s measurements and using the BFF technique with higher levels of the NPA hierarchy
may prove insightful. However, recall that the joint measurability of Bob’s measurements is only
a necessary condition for the protocol to be insecure. For non-unit values of visibility, stricter
conditions may be necessary.

6.5 Theoretical distance estimate of implementability

Finally, in order to estimate the distance at which our protocols can be implemented, we will
deploy a model where Alice’s and Bob’s devices observe dark counts. We describe our model in
Section 1.2.4. It is crucial to note that the noise model we are about to use is regarded as part of
the untrusted quantum channel that evolves the untrusted state p. Therefore, as it is typically
assumed in standard QKD protocols, dark counts are not included in the model of Alice’s semi-
trusted device, ensuring that her measurements remain anti-commuting. For convenience, we will
evolve Alice’s ideal POVMs to compute the probability distribution resulting from our model as
this is equivalent to evolving the state p.

0 T T T | .
107 — s = 90% ||
--- Nay = 80%
10—2_ ""'Tlﬁx:'?()% -
....... Nix = 60%
= 107t 8
1076 - -
1078 7
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Figure 6.4: Plot of the key rate as a function of the distance in a model that includes photon losses, depolarizing noise,
and dark counts in the case where we assume that Alice’s measurements anti-commute.

Let us provide Bob’s measurement operators. We choose to categorize all the events where
Bob experiences zero or double clicks as a separate outcome &. As explained in Section 1.2.4,
his POVMs evolve as

Niapy(nB,pa) = n5(1 = pa)N1 2y + (1 = np)pa(l — pa)l, (6.13)
Nojy(ns,pa) = (pans + (1 —ns)(pF + (1 — pa)*)) 1, (6.14)

where Ny, are the projective measurements that Bob performs in the ideal case.

On Alice’s side, we choose to discard all events where her detectors do not click or where they
both click. As we discard these events, we will need to renormalize her POVMs dividing them
by the probability of having only one click. We show in Section 1.2.4 that the measurement
operators of Alice Ml‘z(nA,p) can be expressed in terms of the ideal ones M, as

na(l —pa) Mz + (1 —n4a)pa(l — pa)l
1 —pana — (1 —na)(p+ (1 — pa)?)

Mz (na,pa) = (6.15)
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and My, (na,pa) = 1 — Myz(na,pa)-
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Figure 6.5: Plot of the key rate as a function of the distance in a model that includes photon losses, depolarizing noise,
and dark counts in the case where we do not assume that Alice’s measurements anti-commute.

For the reference statistics, we will take into account the values of visibility and dark counts
of the most advanced experiment we are aware of, which employs an entanglement-based scheme
[25]. Specifically, we take v = 0.99 and pg; = 107°. As far as the detection efficiency is concerned,
we will take into account a fixed component 7g, due to the efficiency of the detectors and of the
other optical components, and a variable component that accounts for optical fiber losses based
on its length I, given by ngper = 10~*¥/10 Here, we will use the typical value for telecom
wavelength of & = 0.2dB/km (see e.g. [71, 159]). Since the source is placed very close to Bob’s
laboratory, we can ignore the losses arising due to the fiber. Consequently, his efficiency will be
nB = Nsx, while Alice’s one is 74(1) = 7ax - 10719, Given these parameters of the setup, in
Fig. 6.4 we plot the lower bound to the asymptotic key rate as a function of the distance. To
show the number of key bits generated in each actual round of the protocol (and not only in the
ones that have been retained), the key rates in Fig. 6.4 have been multiplied by the probability of
retaining a round which is 1 —pgna — (1 —na) (2 + (1 —pa)?). To compute the key rates, we used
the BFF method where Bob’s third outcomes are kept separate. We provide the plot for different
values of ngx. For each specific ngx and [ value, we optimized the key rate by adjusting the angle
of the partially entangled state and the amount of noisy pre-processing. Let us remark that the
optimization for each value of [ resulted only in a few kilometers of improvement compared to
the case where we optimize only for [ = 0 and apply the same parameters for each [. This is
due to the fact that the key rate drops quickly to zero when 14 and pg reach a similar order of
magnitude.

Finally, we include in Fig. 6.5 a plot where we estimate the achievable distance in the case of
a protocol where we do not assume that Alice’s observables anti-commute and Bob makes three
measurements as explained before. Similarly to the previous case, we computed the key rates
using the BFF method where Bob’s third outcomes are kept separate, and we fixed v = 0.99 and
pq = 1076, In this case, for each specific ngx value, we optimized the key rate by adjusting the
parameters 0, ay, as, 81, B2, B3, q for a distance of [ = 0, and then applied the same parameters
to compute the key rate across all other distances. This was due to the fact that computing
a key rate in this setting requires a higher level of the NPA hierarchy and optimizing over the
parameters in question for each value of | would require a too large computational time. We
can see that we can obtain similar distances as in the previous case, but Bob’s device needs
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greater detection efficiencies. In particular, for ngx < 70% this type of protocol is not secure,
while the one where we assume that Alice’s observables anticommute can still be proven secure.
This requirement can be inconvenient in a client-server scenario where Bob is a user with limited

resources.

6.6 Technical Details

6.6.1 Brown-Fawzi-Fawzi bounds

In this section, we provide the non-commutative polynomial optimization problem that we used
to lower bound the conditional Von Neumann entropy to verify the security of our protocols.
Our lower bound is a simple extension of the one described in Section 5.5 to a steering scenario.

Let t1,...,tm, W1,..., Wm, Q1,...Qn_1 be defined as before. We have that
m—1 W m—1 W
H(A|E) > : ' _0; 1
(Ai]E) = ; @) ; rm@ " (6.16)

where O; are the solutions to the following polynomial optimization problems

inf (W Moy (Zai + Z3 i+ (1= 6) 25 1 Zai) + i Za i 25, |0) (6.17)

a

st (Y| Moo Nypy [¥) = p(a, blz, y), (6.18)
ZMtﬂx = ZNHy =1, (619)

Ma|w >0, Nb|’q >0, (
ZgiZai < @iy Zaily; < i, (6.21
[Majas Nojy) = [Maga, Z5)) = [Z52), Nojy) = 0, (

(

(Myjy — Maj1)(Myjo — Maj2) + (Myjg — Majo)(My)y — Ma)) = 0.

In the last constraint (eq. (6.23)) of the optimization problem, we introduced the anti-commutation
constraint. Note that we expressed w.l.o.g. A, = My, — My|,. The probabilities p(a,b|z,y) are
the ones observed during the experiment or, in our case, computed from the simulations.

In the case where we perform noisy preprocessing, the measurement operators Mg, in the
objective function need to be replaced with

My — (1= q)Myjx 4 qMys, (6.24)
Moy — (1 — q)Mypy + My (6.25)

The latter problem is a non-commutative polynomial optimization problem and it can be
relaxed to a hierarchy of semi-definite programs [146, 147]. The lower bound that we obtain
from the solution of this problem is increasingly tighter as a function of the level of the hierarchy
and as a function of the number of points of the Gauss-Radau quadrature. For the computations
performed in this work in the case where Alice’s observables are assumed to anti-commute, we
kept the level of the localizing matrices of the NPA hierarchy fixed to 1 and used m = 15 in the
Gauss Radau quadrature. The level of the principal moment matrix was slightly bigger than one
in order to make sure that all the terms that appear in the localizing moment matrices were also
present in the principal one. Additionally, our analysis revealed that for the problems examined
in this article, incorporating localizing matrices representing the constraints 2 ;Z,; < «; and
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6 One-sided DI QKD protocols

ZayiZy,; < «a; did not improve the lower bounds on the conditional Von Neumann entropy.
Consequently, we opted for simpler constraints (| Z; ; Za i [¢) < a; and (Y| Z,:Z5 ;1Y) < ay,
which still establish a valid lower bound on the conditional Von Neumann entropy.

Finally, in the case where we analysed a DI protocol with a fair sampling assumption on
Alice’s side, we did not include any localizing matrix. This comes from two reasons. First, we
did not need to enforce anti-commutativity and, second, as before, we used the simpler constraints
(W Zs i Zai |V) < o and (Y[ Zo:Z;; ; [¢h) < ;. However, in this scenario, achieving satisfactory
results required the use of a principal moment matrix at level 2 + ABZ.

6.6.2 Analytical bounds

In this section, we will prove extensively the analytical lower bound on the key rate described in
the main text.

We will bound the quantity H(A;|F) as a function of input-output statistics derived from
measurements of A; o and Bj 2 that only have two possible outcomes. In this way, we can use
Jordan’s lemma [160] and reduce our problem to deriving a convex lower bound on the conditional
Von Neumann entropy between Alice and Eve in the case where Alice and Bob’s systems are
two-dimensional.

If the secret key is extracted from the outcomes of the measurement of the two-outcomes
observable A; on Alice’s side, the conditional Von Neumann entropy of Alice conditioned on Eve
can be bounded by (Entropy bound 1 in Section 5.2.3)

H(A|E) 2 1- 6 ({14, B)]). (6.26)

where B is any unitary observable on Bob’s subspace, A; is an observable on Alice’s subspace
that anticommutes with A;, and ¢(x) = h(1/2(1+x)) where h(x) is the binary entropy function.
Under the same assumptions, a second bound that we can use (Entropy bound 3 with ¢ = 0) is

HIE) 2 o () - o (VA + (Ao 52). (627)

At this point, we need to find a lower bound on (A; ® B) as a function of the input-output
statistics of Alice and Bob’s devices such that it is independent of what is the form of the
measurements performed by Bob.

For the steering scenario, we can choose to bound the correlator directly. By assuming that
A, = Ay, and choosing B = B,, we can evaluate (A2 ® Bs) from the input-output statistics. In
this case, using eq. (6.27), our bound becomes of the type

H(AE) 2 6 (A1) - ¢ (VA7 + (42 ® B2)?) (6.28)

Notice that for the case of eq. (6.26) applied to an honest implementation where Alice and Bob
measure Pauli operators Z, X on a maximally entangled state undergoing losses and depolarizing
noise, we obtain the same lower bound of [50] just by assuming the anti-commutativity of Alice’s
measurements and making a fair sampling assumption on her side.

Finally, in order to use Jordan’s lemma, we will need to prove that the bounds obtained are
convex in the variables z = (A2 ® Bs) and z = (A;).

The case of eq. (6.26) is straightforward since the binary entropy function is a concave function.
Let us now prove the convexity for the case of eq. (6.27).

We start with the direct case. We need to show that, for the function

f(z,2) = ¢(2) — ¢ (\/ 22+ x2) : (6.29)
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the hessian matrix is such that

2 2
i f(ze)  Inflea)
H(f(z,2)) = > 0. (6.30)
2 2
Lafza) L f(za)
Being a 2 x 2 matrix, the positivity is ensured by the positivity of the diagonal elements and of
the determinant. We have

df2 (2,2) = 72 22— 149222 N arctanh(\/z2 + 932)
dz? CIn(2) \ (22 +22)(1 — 22 — 22)(1 — 22) (22 + 22)3/2 '

(6.31)

we can easily notice that, since 22 < 1, the positivity of eq. (6.31) is ensured by the condition
22 + 22 < 1 which is proven in Section 6.6.3.
The second diagonal element is

d? 1 z? arctanh (v/z2 + 22)
Ef(z,x) ~ In(2) ((z2 +22)(1 — 22 — 22) + 2° (22 + z2)3/2 ) ’ (6.32)

whose positivity is ensured by the same conditions as before. Finally, the determinant is

2 2 g ?
O R P ) I
2

- V22 + 22 arctanh /22 + 22 — 6.33
@)+ 2221 — a2 = D) (1= )< 22 4+ 22 arctanh /22 + 22 — (22 +2?) ), (6.33)
whose positivity is ensured by 22 < 1, by 22 + 22 < 1, and by arctanh(z) > .

We conclude that eq. (6.28) is a valid lower bound under the assumptions of anti-commutativity
between A; and A and under a fair sampling assumption on Alice’s side. Notice that Alice’s
Hilbert space dimension does not need to be bounded.

6.6.3 Domain of the correlations
In this section, we prove the condition
(A +(A®B)* <1, (6.34)

which is required in Section 6.6.2.

Let us begin by considering a state pap and then purifying it to | apg) such that pap =
Trg Yapr where E denotes the ancillary system. Now, any general state [Yapr) € C? ® Hpg
can be written as

Wasg) = Y Aili)alei) s (6.35)
i=0,1
where \; > 0, >, A7 = 1 and |e;) g, are normalised but in general not orthogonal. Now,

evaluating the left- hand 81de of eq. (6.34) by plugging in the state (6.35), we obtain
(Z)2+ (X @ B)? = (A2 = A2)” + 4)2\2 (Re(eo|Bles))? (6.36)

where we used the fact that B is Hermitian. As B is unitary, we have that —1 < Re(eg|Ble;) <1
using which we arrive at

(Z)+ (X @B < (A2 =A2)°+ 4202 = (A2 +22)° = 1. (6.37)
This completes the proof.
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6.7 Discussion

We applied to a 1SDI scenario the most recent methods to derive lower bounds on the conditional
Von Neumann entropy. We provided lower bounds with both analytical and numerical methods
and showed that our analytical results can be recovered with the numerical method of [132]. We
showed that the first QKD protocol ever introduced, the BB84 protocol, can be proven secure
in an entanglement-based 1SDI scenario with up to 50.1% detection efficiency on the untrusted
side. This result is almost optimal as no protocol employing an untrusted party performing two
measurements can achieve security below a 50% detection efficiency threshold. Furthermore, we
observed that, by increasing the number of Gauss-Radau coefficients, we can get closer to this
critical threshold.

Detection efficiencies above 50% have now been obtained in a large number of photonic ex-
periments both in the context of Bell tests [37, 38, 162], Quantum Random Number Generation
[163-170] and DI QKD [25]. Therefore, our protocol is well within the current experimental
limits. It is worth noting that DI QKD protocols can also be proven secure at similar distances
as the ones simulated in this chapter but they require more complex schemes [157, 159] and much
higher detection efficiencies. In the case of [159], for example, the detection efficiency required
to prove security with unit visibility is 96.1%. Notice also that [159] assumes a dark count rate
of 10~7, while here we make the more pessimistic assumption of a dark count rate of 1076.

Finally, while our findings achieve near-optimal thresholds in terms of detection efficiency,
it remains an open question whether our result is optimal also in terms of depolarizing noise.
As we showed in Fig. 6.3, there is a region where either our protocol could be improved, or
there is an attack that goes beyond the joint measurability of Bob’s measurements. Let us also
point out that our work can be easily extended to the case where the measurements of Alice
are not perfectly anticommuting using the BFF method. For instance, one can explore the case
of A1As + As A1 = €l, where € is small. Another possible extension is to consider multipartite
scenarios like Conference Key Agreement.

The code used to compute the key rates numerically can be found in the GitHub folder [155].
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7 Conclusions

In this thesis, we delved into the subject of Quantum Key Distribution with untrusted devices.
We reviewed some of its most important theoretical aspects, we examined the advantages that it
offers in terms of security, and we highlighted the practical challenges relative to its implementa-
tion. One of the most demanding experimental requirements for an effective DI QKD realisation
is achieving high detection efficiencies over distances that are adequately long for practical use.
While current technology does not allow to overcome this requirement, we investigated whether
theoretical advancements or modified assumptions could ease this challenge.

In Chapter 2 we studied the minimal requirements for communication channels and measure-
ment devices in Device Independent scenarios. We found that high detection efficiencies are
not a necessary condition when a large number of measurements is performed. While this is
true in general, we observed that, when the measurements are Gaussian, we cannot reduce the
requirements in terms of detection efficiency by increasing the number of measurements. In
Chapter 4, we focused on the necessary conditions for DI QKD protocols. We analysed DI QKD
setting where a large number of measurements are performed. We could show that the simplest
protocols, the ones using maximally entangled states and a large number of measurements in
the ZX plane, cannot be proven secure at low detection efficiencies. However, considering more
sophisticated protocols, which were not included in our analysis, might show improvements. For
instance, noisy preprocessing was not considered in our study.

In Chapter 5, we described some of the most promising approaches to lower bound the con-
ditional Von Neumann entropy in DI QKD protocols and, thus, prove their security. Our best
analysis applied on the most sophisticated protocol that we could study, showed that realising
such DI protocol in practice requires detection efficiencies above 80% on both Alice’s and Bob’s
sides. This result was confirmed also using the numerical method of Section 5.5 in [132]. This
80% value is extremely challenging to achieve in an experiment because each optical component
has a non unit detection efficiency and each of them needs to be multiplied with the efficiency
of the detectors and the one of the optical fiber. Even assuming to use ideal detectors and op-
tical components with 100% detection efficiency, since the detection efficiency of optical fibers
decreases exponentially with their length!, the DI QKD protocols analysed cannot be realized
over more than 10km of distance.

The study of more sophisticated DI QKD protocols, where a large number of measurements is
involved, is extremely complex with the means available at the moment. Analytically, solving this
would require a result similar to the Jordan lemma for protocols with more than two inputs and
outputs. Numerically, handling many measurements demands immense computational power
because the NPA hierarchy requires solving extremely large Semidefinite Programs when a large
number of measurement operators are involved.

We observed in Chapter 4 that protocols where only one side’s quantum devices are untrusted
have less strict requirements. This was for instance the case of the receiver-device independent
protocols analysed in Section 4.3.2. Guided by this observation, we explored in Chapter 6 a
scenario where one side’s quantum device in the communication protocol is partially trusted,
while the other side’s quantum devices are untrusted. We could show that this scenario can be
proven secure against coherent attacks over distances that are similar to the ones achieved in

1For telecom wavelength we have that 1 ~ 107°-02/! where [ is the length of the fiber in kilometers.
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7 Conclusions

standard QKD protocols. Moreover, we observed that our result was quasi-optimal in terms of
detection efficiency.

Advancing the field of quantum cryptography could benefit from studying hybrid approaches
between Device-Independent and traditional Quantum Key Distribution protocols. Address-
ing the challenges of characterizing quantum devices in traditional QKD and the experimental
complexity of DI QKD is important. Hybrid approaches may offer a solution to both issues
simultaneously. Exploring various assumptions and tailoring specific protocols to different secu-
rity requirements could be particularly beneficial. For instance, the asymmetric case discussed in
Chapter 6 is especially suitable for scenarios where a server needs to securely communicate with
a client, demonstrating how specific protocols can be designed to meet distinct security needs.

A further scenario worth studying involves protocols with assumptions about the information
an eavesdropper might have about the source, a setting introduced in [57], or protocols with
imperfect state preparations [56]. My preliminary studies in this direction indicate that QKD
under these assumptions can be proven secure. Additionally, there are other assumptions worth
exploring, such as limitations on the energy emitted by the source or received by the detector
[171], and protocols where Eve is only allowed to perform collective attacks, as the protocol
described in Section 4.3.2 or the one of [172].
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