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Abstract

Modern information security relies heavily on symmetric-key cryptography such as AES.
As quantum computing advances, these classical schemes face increasing pressure from
quantum key-search attacks, most notably Grover’s algorithm. To evaluate and compare
quantum security quantitatively, the core components of symmetric-key algorithms must
be implemented and optimized as quantum circuits. Among them, the S-box is a key source
of nonlinearity and often dominates the circuit cost. In this paper, we introduce ADOQ
(Automatic Depth Optimizer for Quantum circuits), a modular Python (version 3.13.3)
framework that automatically synthesizes reversible quantum circuits from S-box speci-
fications and applies a sequence of depth optimization techniques to produce optimized
QASM circuits. Our experiments show that ADOQ achieves circuit depths comparable to
prior work on 4-qubit S-boxes, and it also supports synthesis for larger S-boxes.

Keywords: quantum computing; quantum circuit synthesis; depth-optimization; automation

MSC: 81P68; 68Q12; 94A60

1. Introduction

Symmetric-key cryptography constitutes a core component of modern cryptographic
systems, providing efficient and secure mechanisms to protect large volumes of data. We
typically consider these algorithms computationally secure, meaning that an exhaustive key
search on classical hardware would require impractically large computational resources.
However, the emergence of quantum computing poses a fundamental threat to this security
assumption by enabling quantum algorithms that can accelerate the solution of certain
computational problems.

Among known quantum algorithms, Grover’s algorithm [1] is particularly relevant to
symmetric key cryptography, as it provides a quadratic speedup for exhaustive key search,
reducing its computational complexity from 2" to approximately 22. Consequently, the
effective security level of symmetric-key algorithms is reduced to half of their nominal
key length under quantum adversaries. For example, AES-128 would offer only 64 bits
of security level. This significant reduction in security level motivates a more systematic
evaluation of symmetric-key encryption schemes in the quantum setting. In particular, it
has become important to evaluate cryptographic algorithms based on their quantum circuit
characteristics. However, there is no widely accepted standard for measuring quantum se-
curity. Nevertheless, the depth of the quantum circuit is generally recognized as a dominant
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factor in determining the time complexity and execution cost of algorithms on quantum
hardware. Hence, the circuit depth serves as a practical metric to compare the circuit-level
execution cost of quantum implementations under a fixed cost model. This is because the
depth of the circuit directly reflects the time complexity of quantum implementations.

Based on this observation, it is essential to ensure fairness in comparison by applying a
consistent depth optimization methodology across different algorithms. However, previous
studies [2,3] have employed different optimization strategies, making it difficult to compare
their results in a fair and consistent manner. Although previous studies have proposed
circuit synthesis approaches and optimization methods, these approaches have limitations.
Lighter-R [2] is based on a meet-in-the-middle (MITM) algorithm. This is similar to the
well-known width-first search algorithm in the context of graph theory, which is only
effective for small functions S : GF(2°) — GF(2°) (where ¢ < 4). DORCIS [3] extends
LIGHTER-R by incorporating Clifford+T gate decomposition. It enables optimization with
respect to both the quantum circuit depth and the T-depth. However, the synthesis of
S-boxes with more than five qubits remains challenging due to the large search space. As a
result, it is difficult to compare the resulting quantum circuit representations objectively in
terms of key metrics such as gate count, circuit depth, and qubit utilization.

To address this challenge, we propose an automated framework named ADOQ (Au-
tomatic Depth Optimizer for Quantum circuits) for the quantum circuit optimization of
symmetric-key encryption algorithms. The proposed framework also provides a consistent
basis for benchmarking circuit-level resource costs relevant to quantum-security assess-
ments by enabling systematic comparisons of circuit-level metrics. It ensures fairness and
reproducibility by standardizing the circuit generation process. It automatically synthesizes
quantum circuits from truth tables through an integrated translation and depth optimiza-
tion pipeline. We demonstrate the proposed framework by comparing S-box synthesis
results for eight lightweight encryption algorithms.

This work does not propose a new cryptanalytic attack on symmetric-key primitives.
Instead, ADOQ provides an automated and reproducible framework for synthesizing and
optimizing quantum (reversible) circuit implementations of core components such as S-
boxes, enabling systematic resource benchmarking in terms of depth, gate counts, and qubit
counts. Hence, ADOQ itself should not be interpreted as introducing a new threat to the
security of symmetric-key cryptography. Rather, it can help refine constant-factor resource
estimates for implementing known quantum attack models (e.g., quantum-accelerated key
search) by providing tighter and reproducible circuit-level cost assessments. For broader
discussions on quantum threats and mitigations—including post-quantum cryptography
and quantum-secure communication—we refer readers to [4].

To evaluate the proposed framework, we first compare the S-box synthesis results
across eight lightweight cryptographic algorithms. These S-boxes are implemented as
quantum circuits and evaluated under uniform depth optimization conditions (e.g., the
4-qubit S-box of the DEFAULT-CORE cipher [5]). In addition, we apply the proposed
framework to larger S-boxes that were not synthesized in previous work. Specifically,
we present synthesis and optimization results for the 5-qubit S-box of ASCON [6] and
the 8-qubit S-box of AES [7]. These S-boxes were not addressed in previous work due
to limitations of existing approaches [2,3]. We compare the proposed framework against
representative prior approaches for quantum S-box synthesis. The experimental results
show that the proposed framework achieves a 2.58% improvement in depth optimization
compared to LIGHTER-R [2]. While DORCIS [3] reports higher optimization efficiency,
it is limited to S-boxes with fewer than five qubits. In contrast, our framework supports
scalable synthesis and depth optimization for larger S-boxes, enabling evaluation beyond
the scope of existing methods.
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Our contributions are summarized as follows:

e We propose ADOQ, an automated framework that synthesizes and depth-optimizes
quantum circuits directly from S-box truth tables, enabling consistent circuit generation
across different S-box implementations. We demonstrate that the proposed framework
can handle larger S-boxes, including the 5-qubit S-box of ASCON and the 8-qubit
S-box of AES, which prior work could not address due to methodological limitations.

e Weintroduce a unified evaluation framework for quantum circuit synthesis and depth
optimization. The proposed framework provides a fair and reproducible benchmark-
ing basis by standardizing quantum circuit synthesis and depth optimization across
different S-box implementations.

The rest of this paper is organized as follows. Section 2 reviews related work on
quantum circuit synthesis and depth optimization for S-boxes. In Section 3, we introduce
the bidirectional synthesis algorithm used to generate reversible quantum circuits that
satisfy given S-box specifications. In Section 4, we present a set of depth optimization
techniques. Section 5 describes the proposed ADOQ framework, which integrates and
automates the synthesis and optimization algorithms. The experimental results are reported
in Section 6, and we conclude the paper in Section 7.

2. Related Work

Reversible logic synthesis has been extensively studied as a fundamental technique
for embedding classical functions into quantum circuits [8-14]. Early foundational work
by Shende et al. [8] established the theoretical basis of reversible synthesis, demonstrating
that any even permutation can be realized using only NCT (NOT-CNOT-Toffoli) gates
without auxiliary lines, whereas odd permutations require exactly one ancilla. This result
led to cycle-decomposition-based synthesis frameworks that underpin many subsequent
reversible and quantum circuit synthesis approaches.

Building on the foundational theory of reversible logic synthesis, subsequent studies
have focused on improving synthesis efficiency through local optimization and structured
search techniques. Prasad et al. [9] proposed graph-based data structures that enable the
constant-time replacement of equivalent 4-bit reversible subcircuits, thus systematizing lo-
cal optimization within the synthesis pipeline. Beyond brute-force enumeration, later work
explored more scalable algorithmic and algebraic approaches. In particular, Li et al. [10]
leveraged bit-wise perfect hashing and compressed state representations to accelerate
both search and storage, enabling fast optimal synthesis of 3-qubit reversible circuits and
achieving up to a 69.8 x speedup over prior methods.

For larger reversible functions, several works explored meet-in-the-middle
(MITM)-based synthesis frameworks. Yang et al. [11] combined permutation group
theory using GAP software with bidirectional MITM search to synthesize minimal-
cost 4-bit reversible circuits under various gate cost metrics. Extending this line of
work, Golubitsky et al. [12] introduced symmetry reductions—including simultaneous
input/output permutations and negations—to enable optimal synthesis for arbitrary 4-bit
reversible functions. The same authors later expanded this framework to enumerate all
optimal realizations for a given specification, incorporate linear nearest-neighbor (LNN)
constraints, and provide a benchmark corpus of permutation-hard 4-bit functions along
with their optimal-size distributions [13].

Collectively, prior studies demonstrate that optimal or near-optimal synthesis has
been extensively explored for small-scale reversible and quantum circuits, typically limited
to 4-bit or 4-qubit functions. These approaches provide strong optimality guarantees, but
they inherently suffer from exponential growth in the search space, which fundamentally
limits their scalability to larger specifications. As a result, exhaustive and MITM-based
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techniques quickly become computationally infeasible for larger S-boxes or higher bit-width
reversible functions.

Moreover, classical reversible synthesis typically optimizes gate count or abstract cost
models, which do not always capture hardware-relevant constraints in practical quantum
architectures, such as circuit depth, qubit connectivity, and limited coherence time. Although
several quantum-aware synthesis approaches have been proposed—particularly for crypto-
graphic S-boxes—these methods are often tightly coupled to specific heuristics, cost models,
or gate libraries, making generalization and fair comparison across techniques challenging.

More broadly, existing work largely follows a method-centric evaluation paradigm,
where each synthesis or optimization technique is evaluated under its own experimental
setup, benchmarks, and metrics. Consequently, it remains difficult to reproducibly compare
different approaches and systematically analyze their scalability. In particular, a unified
and extensible benchmarking framework that enables a consistent evaluation of depth-
optimized quantum circuit synthesis across diverse S-box specifications is still lacking.

As representative examples of such quantum-aware, depth-oriented approaches, sev-
eral studies have specifically addressed cryptographic S-box synthesis. Several studies have
specifically addressed quantum-aware synthesis and depth optimization for cryptographic
S-boxes. Dasu et al. [2] proposed LIGHTER-R, an end-to-end tool that generates candidate
circuits for 4 x 4 S-boxes using graph-based meet-in-the-middle (MITM) techniques and
selects near-optimal implementations based on user-specified cost metrics over a reversible
gate library. Building upon LIGHTER-R, Chun et al. [3] introduced DORCIS, which extends
the framework toward depth-first optimization by adopting T-depth as the primary cost
metric. DORCIS explicitly accounts for Clifford+T decomposition and demonstrates im-
proved depth performance for 3-bit and 4-bit S-boxes under identical specifications. Recent
research on quantum circuit optimization has progressed in several directions, including
reducing non-Clifford resources (e.g., Toffoli/T cost), exploiting explicit space—depth trade-
offs via ancilla allocation, and in some lines of work, incorporating architecture constraints
and fault-tolerant overhead models into resource estimation [15-18]. ADOQ is complemen-
tary to these directions by providing an automated, modular pipeline from S-box truth
tables to reversible synthesis and depth optimization, enabling systematic benchmarking
across cryptographic primitives.

While previous approaches demonstrate promising depth reductions for small S-
boxes, they are typically tailored to specific synthesis strategies, cost models, or S-box
sizes. As a result, systematic comparisons across different optimization techniques and
scalable evaluation beyond limited bit-widths remain challenging. To address this gap,
we introduce ADOQ), a unified benchmarking framework designed to systematically eval-
uate depth-optimized quantum circuit synthesis across a wide range of S-box sizes and
optimization strategies.

3. Bidirectional Quantum Circuit Synthesis

In this section, we describe the quantum circuit synthesis mechanism employed in our
framework. To efficiently synthesize reversible quantum circuits, our approach adopts a
bidirectional quantum circuit synthesis algorithm [19] and extends it with a framework-
specific strategy designed for larger S-boxes.

Bidirectional quantum circuit synthesis was originally proposed as a method for
constructing reversible logic circuits. This approach systematically transforms a given
reversible truth table into a functionally equivalent quantum circuit. The synthesis is
performed iteratively by inserting reversible quantum gates (e.g., NOT, CNOT, and Toffoli)
that preserve reversibility at each step. Given a reversible Boolean function f : {0,1}" —
{0,1}", the goal of the synthesis algorithm is to derive a sequence of reversible gates for
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which their composition realizes f. To achieve this, the algorithm maintains two evolving
representations of the target function: a forward representation initialized from the input
and a backward representation initialized from the output. During synthesis, gates are
applied in the forward and backward directions to progressively reduce the differences
between two representations. When the forward and backward transformations reach an
identical intermediate state, the synthesis terminates. The final reversible circuit is then
obtained by concatenating the forward gate sequence with the inverse of the backward
gate sequence.

Existing bidirectional synthesis algorithms [19] were primarily developed for small
reversible circuits and have been demonstrated mainly for functions involving up to
three qubits. As the number of qubits increases, the search space grows rapidly, limiting
scalability and reducing the effectiveness of depth-count and gate-count optimization. As
a result, circuits synthesized by these approaches often exhibit non-minimal gate counts
and excessive circuit depth. Such characteristics pose practical challenges for near-term
quantum hardware, particularly NISQ (Noisy Intermediate-Scale Quantum) devices, where
limited coherence time and imperfect gate fidelity impose strict constraints on circuit
complexity. To address these limitations, our framework extends existing bidirectional
synthesis algorithms to support scalable synthesis of quantum circuits with four or more
qubits. In addition, the proposed approach incorporates framework-level optimization
mechanisms aimed at reducing circuit depth and gate cost, making the synthesized circuits
more suitable for execution on NISQ devices.

3.1. Reversibility and Design Considerations

We focus on reversibility, the use of an elementary gate set, and circuit depth, since
these factors directly shape the design and optimization of the synthesis procedure. Quan-
tum circuits must be reversible, meaning that the underlying function defines a one-to-one
mapping where each input state corresponds to a unique output state. Consequently, we
define our synthesis target as an n-bit reversible function f : {0,1}" — {0,1}", represented
by a reversible truth table. We use a standard set of reversible quantum gates, namely the
NOT, CNOT, and Toffoli gates. These gates are commonly used for reversible and quantum
circuit synthesis. The elementary quantum gates considered in this work are as follows:

*  NOT Gate: Performs a single-qubit inversion.

¢ CNOT Gate: Performs a conditional inversion on a target qubit controlled by a single
control qubit.

e Toffoli Gate: Performs a conditional inversion on a target qubit controlled by two
control qubits (controlled-controlled-NOT).

This gate set offers three practical benefits: (i) It preserves reversibility at every inter-
mediate step, (ii) it simplifies the composition of the forward and backward sequences in
bidirectional synthesis, and (iii) it enables the consistent evaluation of circuit depth and
gate cost. These metrics are critical for assessing the practicality of synthesized circuits on
NISQ devices. When a circuit requires more complex multi-controlled operations, such
operations can be decomposed into combinations of these basic gates. This allows both the
quantum cost and the circuit depth of the synthesized circuit to be evaluated consistently.

In this context, the quantum cost is typically defined as the weighted sum of gate oper-
ations, while circuit depth corresponds to the length of the longest sequence of operations
that cannot be executed in parallel. Both metrics are critical for assessing the feasibility of
quantum circuits on noisy hardware. In NISQ devices, circuit depth directly impacts execu-
tion time and must remain within qubit coherence limits. Even circuits with modest gate
counts may become impractical if their depth exceeds hardware noise tolerance, whereas
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shallower circuits can exploit parallelism. Accordingly, our framework explicitly considers
circuit depth as an important optimization objective in bidirectional synthesis.

3.2. Bidirectional Synthesis Procedure

In Algorithm 1, we synthesize a reversible circuit directly from a reversible truth table
T={(xy)|y=f(x)} over {0,1}". The procedure processes T in canonical input order
and incrementally fixes the mapping for each indexi = 0,...,2" — 1. At iteration i, the
i-th row (x;, ;) satisfies x; = i, and we enforce y; = i, thereby permanently fixing the i-th
mapping before proceeding to the next index.

Algorithm 1 Bidirectional Synthesis Procedure for Reversible Circuits

1: Input: Reversible truth table T = {(x,y) | y = f(x)} over {0,1}"
2: Output: Reversible circuit C such that C(x) = f(x)
3: Notation: dy (-, -): Hamming distance; Siy, Sout: gate sequences
4: Initialize S < (),  Sout < ()
5: Maintain T in canonical input order (row i corresponds to input i)
6: fori =0to2" —1do
7: Let the i-th row be (x;,y;) where x; =i
8: if y; = i then
9: continue
10: end if
11: Find the unique index j such that y; =i
12: dout “— dH(i/]/i)
13: din — dH(i, x])
14: if dout > diy then
15: Input-side update
16: while x; # i do
17: Choose ¢ € {NOT,CNOT, Tof foli} that reduces dp(x;, i)
18: Sin < Sin [ (8)
19: Apply g to Inputs of T
20: Restore canonical input order of T
21: end while
22: else
23: Output-side update
24: while y; # i do
25: Choose g € {NOT,CNOT, Tof foli} that reduces dy(y;, i)
26: Sout < Sout || <g>
27: Apply g to Outputs of T
28: end while
29: end if
30: end for
31: C ¢ Sin || S5k > S5k denotes the reverse-ordered gate sequence (NOT/CNOT/ Toffoli
are self-inverse)
32: return C

At each iteration, we decide whether to apply synthesis from the input side or the
output side by comparing two Hamming-distance-based mismatches. We define the
output-side mismatch, denoted by doyt, as

dout = dH(i/ yz) (1)
which measures how far the current output at row i is from the desired value i. Since f is

bijective, there exists a unique index j = f~1(i) such that y;j = i. We define the input-side
mismatch, denoted by dj,, as
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din = dH(i, X]) = dH(l, xf,l(i)) (2)

which measures how far the corresponding input label is from the target index i. We select
the input-side update if dout > din; otherwise, we select the output-side update as follows:

Input-side, dout > din,
Direction = P out m

©)

Output-side, otherwise.

Table 1 illustrates this selection rule on a 3-qubit truth table. In the input-side update,
we iteratively insert gates from {NOT,CNOT, Tof foli} on the input labels to reduce
dy(xj,i) until x; = i, which effectively moves the row-producing output i into the j-th
position. After applying an input-side gate, we restore the canonical input order of T so that
the j-th row again corresponds to input i. In the output-side update, we analogously insert
gates on the outputs to reduce dy(y;, i) until y; = i. Finally, we construct the synthesized
circuit by concatenating the input-side sequence in order and the output-side sequence in
reverse order (i.e., C = Si || So.b)-

Table 1. Synthesis direction selection using the bidirectional algorithm. (a) Synthesis applied from
the output side. (b) Synthesis applied from the input side.

Inputs Outputs Inputs Outputs
cba c'v'a’ cba c'b’a’
000 000 000 000
001 010 001 001
010 111 010 010
011 100 011 100
100 110 100 101
101 011 101 110
110 101 110 011
111 001 111 111

(a) (b)

For example, in Table 1a, the row with input 001 currently maps to output 010. Since
010 does not match the desired value 001, the algorithm applies an output-side update to
transform 010 into 001 while preserving reversibility. In contrast, Table 1b illustrates an
input-side update, where the row producing output 7 is moved into position i by modifying
the input labels.

After all indices 7 have been fixed (i.e., the truth table has been reduced to the identity
mapping), the final circuit is constructed by composing the gate sequences synthesized
from both directions. Specifically, gates accumulated on the input side are placed on the
left in their original order, while gates accumulated on the output side are placed on the
right in reverse order. Therefore, the resulting circuit is given by C = Sy || S;.L, which

out’
implements the original mapping f.

3.3. Extending Synthesis to Four or More Qubits

The bidirectional synthesis procedure in Section 3.2 serves as a strong baseline for
reversible circuit construction. However, existing approaches [19] are mainly effective for
small circuits, typically up to three qubits. In modern cryptographic settings, S-box circuits
often require four or more qubits, where the synthesis space grows rapidly, and naive
extensions become inefficient. For example, PRESENT uses a 4-bit S-box [20], ASCON uses
a 5-bit S-box [6], and AES uses an 8-bit S-box [7].
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To bridge this gap, our framework extends the bidirectional synthesis procedure to
support scalable synthesis for n > 4 qubits. The key idea is to allow multi-controlled Toffoli
(MCT) updates when correcting a mismatched row in the reversible truth table. Given
a row (x;,y;) with x; # y;, the algorithm selects a target bit position to be flipped and
derives a set of control conditions from the remaining bits of the row. This yields a control-
target relationship that can be expressed as an MCT operation, enabling direct updates
even when more than three control qubits are required. Most NISQ devices are evaluated
using a small set of elementary gates. Therefore, we do not leave multi-controlled Toffoli
(MCT) gates in the final circuit. Whenever an MCT gate with more than three controls
appears, we automatically decompose it into a circuit composed of Toffoli and CNOT gates.
While the enhanced procedure supports larger S-boxes, its complexity increases as the
number of control qubits in MCT updates grows. Therefore, post-synthesis optimization
is crucial to reduce circuit depth and gate cost. In Section 4, we present four optimization
techniques that are integrated into our framework to further improve the circuit depth and
overall efficiency.

4. Depth-Oriented Optimization Techniques

In this paper, ADOQ targets the synthesis of a reversible circuit implementing a given
S-box while minimizing logical circuit depth under the stated gate library and scheduling
policy. Functional correctness is enforced during optimization, and gate count and/or
algorithmic ancilla are treated as secondary criteria depending on the evaluation setting.

We describe the depth-optimization phase applied after the synthesis of quantum
circuits using the bidirectional synthesis algorithm. Although the synthesized circuits
satisfy the reversible truth table of the target S-box, they often contain a significant number
of MCT gates and redundant or sequentially dependent gate structures. Such characteristics
lead to increased circuit depths and gate counts, which directly affect execution time and
error rates with respect to NISQ-era quantum circuits.

To address these challenges, we introduce four complementary optimization tech-
niques that target different sources of depth overhead, including gate decomposition,
dependency reduction, and global restructuring. These techniques are integrated into the
ADOQ framework and can be applied independently or sequentially depending on the
optimization objective:

1.  MCT decomposition;

2. Bidirectional optimization;
3. Ancilla use optimization;
4. Simulated annealing.

Each optimization technique is discussed in detail in the following subsections.

4.1. MCT Decomposition

MCT gates are essential components for implementing complex Boolean functions in
reversible and quantum circuits. However, it often requires many gate operations to be
executed sequentially when MCT gates are implemented directly, significantly increasing
circuit depth and T-count. In this work, we extend the MCT decomposition algorithm
proposed in [21] by explicitly incorporating context-aware decomposition to reduce cir-
cuit depths.

Previous work has extensively studied the decomposition of MCT gates into com-
binations of Toffoli and CNOT gates to reduce implementation complexity and improve
hardware compatibility [21]. These approaches primarily focus on minimizing gate count
or simplifying gate structures, while applying fixed decomposition patterns regardless of
the surrounding circuit context. Figure 1 illustrates a representative example of such a
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conventional MCT decomposition, where an MCT gate with three control qubits is decom-
posed into a sequence of Toffoli gates using one ancilla qubit. As shown in Figure 1b,c,
multiple equivalent decomposition patterns exist for the same MCT gate.

o

—

-

% A
L/ IV

™ I

L/ (N

(a) (b) (©)

Figure 1. Decomposition of MCT gate. (a) A MCT gate with three control qubits. (b) Decomposition

N
1

N
1V
JR
1

that applies the first and second control qubit operations to the ancilla qubit. (c¢) Decomposition that
applies the first and third control qubit operations to the ancilla qubit. Black dots represent control
qubits, empty circles denote target qubits, and the bottom wire corresponds to the ancilla qubit.

Although these decomposition strategies are effective for standardizing complex gates,
they do not explicitly address reducing circuit depth. In particular, it can force gates
to be executed sequentially when fixed decomposition patterns are used, even though
alternative decompositions could allow gate cancellation or parallel execution. In contrast,
our approach dynamically selects a decomposition pattern based on the surrounding gate
context, with the explicit goal of minimizing the overall circuit depth.

Unlike conventional decomposition methods that apply a fixed pattern regardless of
the circuit structure, the proposed algorithm explicitly evaluates the potential for circuit
depth reduction when selecting a decomposition strategy. To this end, it estimates the
depth impact of each candidate decomposition based on the following factors:

e The number of control qubits;

e The dependency relationships between adjacent gates;

e  The potential for gate elimination;

e The potential for concurrent execution with neighboring gates.

If the gates immediately before or after an MCT gate share control qubits, it prioritizes
decomposition patterns that allow gate cancellation. Otherwise, it selects a decomposition
that maximizes parallel execution with neighboring gates, thereby reducing the overall
circuit depth. Figure 2 illustrates how this context-aware decomposition strategy selects
different decomposition patterns depending on the surrounding gate context.

Figure 2a shows a context-aware decomposition process for an MCT gate with ¢[0],
q[1], g[2], and q[3] as control qubits and g[4] as the target qubit. Among multiple valid
decomposition candidates composed of Toffoli gates, the algorithm selects a pattern that
becomes structurally identical to the preceding gate. As a result, the decomposed gate can
be canceled, eliminating an entire sequential layer and thereby reducing the circuit depth.

Figure 2b shows a case where the MCT gate cannot be decomposed into a form
identical to the preceding gate. In this scenario, it performs a swap with the preceding
CNOT gate to expose new opportunities for depth reduction. By decomposing the MCT
gate considering gate swapping, the circuit depth is reduced, allowing more favorable
gate ordering.

Furthermore, when the gate following the MCT gate is also decomposable, the algo-
rithm evaluates its decomposition candidates and selects the combination that maximizes
the overall depth reduction. The MCT decomposition stage plays a crucial role in stan-
dardizing the circuit by transforming complex MCT gates into context-aware elementary
gate structures. This preprocessing step not only reduces the local circuit depth but also
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prepares the circuit for subsequent global depth optimization techniques. After MCT
decomposition, we apply the swap-based gate reordering rules described in Section 4.2 to
expose parallelization and subsequent depth-optimization opportunities.

.
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Figure 2. Context-aware decomposition of an MCT gate. (a) Decomposition into gates with the same
properties as the preceding gate and gate deletion to reduce depth. (b) After swapping with the
preceding gate, decomposition into gates with the same properties and gate deletion to reduce depth.
Red gates placed side by side indicate operations that can be removed during optimization; black
dots represent control qubits, empty circles denote target qubits, and dashed boxes highlight local
decomposition blocks.

A fixed MCT decomposition applies a predetermined pattern to a k-control MCT
gate and therefore incurs O(k?) work without candidate search. In contrast, our context-
aware decomposition performs (i) candidate generation and (ii) candidate scoring with
a one-step lookahead. Let A denote the number of available ancillas. Naively, candidate
enumeration yields O(k?- A) candidates; in our implementation, we restrict the search to
a local neighborhood, reducing it to O(k- Ajocar). With this pruning, lookahead scoring
costs O(k?) per iteration, and the decomposition loop runs O(k) iterations, resulting in
a worst-case overhead of O(k?) per MCT gate. Over a circuit containing M MCT gates
with control sizes {ki}f\i 1, this yields O(Zf\il ki) for fixed patterns versus O(Z?ﬁl k?) in
the worst case for the context-aware selection.

4.2. Bidirectional Optimization

After decomposition, the circuit may still contain gate sequences that can be reordered
to enable greater parallelism. The bidirectional optimization algorithm [22] reduces circuit
depth by scanning the circuit in both forward and backward directions to identify gates
that can be executed simultaneously or safely reordered. To identify a set of gates that can
be executed in parallel, adjacent gates must not overlap in their control qubit C and target
qubit T. This condition can be expressed as follows:

{eicuticap N {ei iy =@ (or {c;, ti} N{ciy1,tiy1} = D)

Similarly, adjacent gates can be swapped only when their control and target qubits
satisfy the following condition:
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When these conditions hold, the gates can be reordered without affecting the circuit’s
functionality. The algorithm applies a sequence of adjacent gate-swap (commutation)
operations to group gates acting on disjoint qubits into the same time layer, thereby
increasing parallelism and reducing circuit depth. Building on previous work [22], our
approach further incorporates gate deletion during bidirectional reordering. When two
identical gates become adjacent during reordering, they are removed to further reduce
circuit depth. For example, two consecutive CNOT gates acting on the same qubits can be
safely eliminated since they cancel each other.

Figure 3 illustrates the depth optimization process achieved by moving the bidirec-
tional gate position. By first applying bidirectional optimization from the input side, the
circuit depth is reduced from 7 to 5. Subsequent optimization from the output side further
aligns independent gates into the same execution layers, reducing the depth from 5 to 4.
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Figure 3. Position movement of gates considering depth optimization. Black dots represent control
qubits, open circles denote target qubits, and dashed boxes indicate gates executed in the same
depth layer.

Previous work has explored depth optimization through gate movement and reorder-
ing. However, beyond simple gate relocation, our approach also identifies pairs of identical
gates that become adjacent due to swapping. When two equivalent gates appear consec-
utively, they can be safely removed without affecting the circuit’s functionality. Figure 4
demonstrates this deletion process, where gate movement exposes cancelable gate pairs,
leading to additional depth reduction.

Figure 4. Position movement and depth reduction for gate deletion. Black dots represent control
qubits, open circles denote target qubits, red gates indicate operations identified for deletion, and
dashed boxes highlight groups of gates executed within the same depth layer.

By combining gate movement, reordering, and elimination, the proposed bidirectional
optimization fully exploits latent parallelism in the circuit. This process not only achieves
substantial reductions in circuit depth but also aligns the gate structure for subsequent
optimization stages.

4.3. Ancilla Optimization

Ancilla qubits enable the temporary storage of intermediate values. By leveraging this
capability, gate sequences that would otherwise execute sequentially can be performed
in parallel, thereby reducing circuit depth at the cost of additional qubits. The proposed
ancilla optimization algorithm scans the circuit to identify consecutive or non-consecutive
gates that share identical control qubits and introduces ancilla qubits to decouple these
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dependencies. By storing intermediate control states on ancilla qubits, the algorithm
restructures the circuit to execute multiple gates in parallel and subsequently restores the
original state, preserving functional correctness. In ADOQ, this ancilla optimization is
an optional module controlled by an ancilla budget. It explicitly trades increased qubit
count for reduced depth; the quantitative trade-offs for ASCON and AES are reported
in Section 6.

Compared to previous work [23], our approach extends the usage of ancilla beyond
strictly consecutive gate patterns by considering a broader gate context to maximize depth
reduction. As illustrated in Figure 5, the algorithm first identifies a candidate gate section
that shares a common control qubit. It then expands the optimization region when beneficial
and inserts auxiliary CNOT operations for ancilla initialization and cleanup. Among
multiple candidates, the algorithm selects the configuration that achieves the greatest depth
reduction, achieving a measurable reduction in circuit depth in the given example.

q[0] PP ql0] : PP
ql1] Q_____Q] ql1] D ST
ql2] e o i ql2] : :
q3] - a3l b :
ql4] & & qi4] ———H b
ancilla[0] ancilla[0)] —78 ¥ —
(a) (b)
ql0] | N N q[0] | N S
qlll —=p S alll —P—O—
ql2] : | ql2] : |
atsl (}i Jan) if“\ 9] {}i Jan :f“\
ql4] ' NP NP, ql4] : N, NP,
ancillal0) — ¢ N ancilla[0] ——AB-4+—H—

Figure 5. Depth-aware optimization using ancilla qubits. (a) Identification of a candidate gate section.
(b) Expansion of the candidate section. (c) Insertion of CNOT gates using ancilla qubits to enable
parallel execution. (d) Final circuit after depth optimization. Black dots represent control qubits, open
circles denote target qubits, and red dots indicate control qubits selected for optimization. Dashed
boxes highlight local blocks considered for optimization (including ancilla-assisted updates), and the
final arrangement illustrates gates grouped into the same depth layer.

In Figure 5, the highlighted gates indicate a candidate section sharing a common
control qubit. By introducing an ancilla qubit and auxiliary CNOT operations, the originally
sequential gates are decoupled and executed in parallel, resulting in reduced circuit depth.
Although this optimization slightly increases the total qubit count, it provides a practical
trade-off in NISQ environments, where limited coherence time and high gate error rates
make depth reduction more critical than minimizing qubit usage.

4.4. Simulated Annealing

While the previous optimization stages are deterministic and rule-based, the final
stage employs a stochastic global optimization approach based on simulated annealing.
Simulated annealing is a probabilistic search algorithm that explores the solution space
by occasionally accepting higher-cost solutions. This mechanism helps avoid convergence
to local minima and improves the chance of finding near-optimal solutions in complex
optimization problems [24].
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The algorithm is inspired by the physical annealing process, where a system is gradu-
ally cooled to reach a low-energy stable state. At high temperatures, the algorithm explores
the solution space aggressively by allowing diverse circuit modifications. As the tempera-
ture decreases, the acceptance of higher-cost solutions is gradually restricted, leading the
search to converge toward a low-cost circuit.

To modify the circuit, the algorithm randomly adds, replaces, or deletes elementary
gates (NOT, CNOT, and Toffoli) at arbitrary locations. Each generated circuit is evaluated
using a cost function that combines the Hamming distance, circuit depth, and the number
of gates, reflecting both functional correctness and optimization objectives. The simulated
annealing optimization procedure used in this work consists of the following steps:

1.  Initial Circuit: Set the circuit synthesized by the bidirectional synthesis algorithm
as the initial state. Alternatively, the reversible truth table alone can be used as the
initial input.

2. Perturbation: Apply random perturbations by adding, replacing, or deleting an
elementary gate (NOT, CNOT, or Toffoli) at arbitrary locations in the current circuit.

3. Cost Function: Compute the Hamming distance to evaluate functional correctness
with respect to the reversible truth table. In addition, circuit depth or gate count is
incorporated into the cost function to reflect the optimization objective.

4. Acceptance Criterion: Let A = Cpew — Ceur. If A < 0, accept the new circuit; otherwise,
if the probability is P(tcyr, A) > Random(0, 1), accept—probability P(tc,,, A) is defined
in Equation (4):

P(teyr, A) = exp(—KA ), (4)

tcur

Here, t.,, denotes the current temperature, and K is a scaling parameter controlling
the acceptance sensitivity. We use K = 10 for 4-qubit S-box synthesis and K = 30 for 8-qubit
S-box synthesis. These values were selected via a pilot study over candidate settings to
minimize the average circuit depth, and then, they are kept fixed across all benchmarks
within each bit-width for fair comparability.

A previous work [24] applied simulated annealing to circuit optimization; however,
the probabilistic nature of the temperature schedule could cause previously discovered
low-cost circuits to be discarded during the search. In this work, we refine the acceptance
strategy to preserve the best solutions found so far, thereby improving the probability of
retaining the minimum-cost circuit while maintaining effective global exploration.

In this section, four optimization techniques—MCT decomposition, bidirectional
optimization, ancilla-based optimization, and simulated annealing—are used together
to reduce circuit depth and improve synthesis efficiency. Each technique addresses a
different aspect of the optimization problem: MCT decomposition maps complex gates to
hardware-compatible primitives, bidirectional optimization exploits parallelism through
gate reordering and elimination, ancilla-based optimization enables concurrent execution
via temporary qubits, and simulated annealing provides global refinement to escape the
local optimum.

Together, these methods form the core of the proposed Automatic Depth Optimizer for
Quantum (ADOQ) circuits, enabling fully automated synthesis and the depth optimization
of reversible circuits for S-boxes and other symmetric-key cryptographic components.

4.5. Optimization Policy Summary

To avoid ambiguity, we explicitly summarize which optimizations are applied in the
reported pipeline. Unless stated otherwise, we apply the following: (i) local gate-level
simplifications (e.g., cancellation of adjacent inverses and commutation-enabled reduc-
tions), (ii) depth-aware ordering/scheduling during bidirectional optimization (Section 4.2),
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(iii) ancilla-aware transformations as described in Section 4.3, and (iv) heuristic refinement
via simulated annealing (Section 4.4), which is enabled by default in our experimental
configuration but can be disabled as a toggle.

We do not claim exhaustive global Toffoli minimization or globally optimal ancilla
reuse; instead, the goal is consistent, reproducible improvements under a fixed set of
heuristics and constraints. Throughout optimization, we preserve the fixed I/O convention
and do not intentionally introduce additional garbage outputs; in particular, ancillary work
qubits introduced by decomposition follow the ancilla clean-up property described in
Section 6.

5. Optimization Framework and Case Study

In this section, we present an automated optimization framework named ADOQ.
ADOQ integrates the bidirectional synthesis algorithm and the depth optimization tech-
niques described in Sections 3 and 4. Given a reversible truth table as input, the framework
first synthesizes a functional quantum circuit and subsequently applies a sequence of depth
optimization steps to produce an optimized QASM (Quantum Assembly Language) circuit.

5.1. Design Objectives and Principles

To improve the understanding of our framework, we describe its design principles
and the overall architecture of the proposed ADOQ framework. ADOQ is designed
to automatically synthesize and optimize circuits corresponding to reversible Boolean
functions, with a primary focus on minimizing circuit depth for resource benchmarking
under a consistent cost model.

5.1.1. Benchmarking Objective and Rationale for Staged Design

Our goal is to provide a standardized and reproducible benchmarking pipeline for
S-box quantum circuits—the core nonlinear components of symmetric-key cryptography—
so that circuit-level resource metrics (e.g., depth, gate counts, and qubit counts) can be
compared under a consistent cost model. To this end, we adopt the following requirements:
(1) a uniform input interface (e.g., reversible truth-table /permutation form) that supports
S-boxes of varying bit-widths, (2) end-to-end automation from truth-table input to QASM
output for reproducible benchmarking, and (3) circuit representations that reduce unneces-
sary redundancy where possible and remain amenable to consistent depth optimization
under shared evaluation rules.

Reversible implementations of the same S-box are not unique: Different embed-
dings, ancilla policies, and decomposition strategies can yield different depth/width/gate-
count trade-offs. For fair and reproducible comparisons across primitives, we there-
fore fix a benchmarking baseline (input format, I/O convention, and cost model) and
evaluate synthesis/optimization results under the same protocol. Consequently, the re-
ported metrics should be interpreted as model-dependent logical-level estimates under the
chosen baseline.

Guided by these requirements, we adopt the bidirectional reversible-logic synthesis
algorithm (Section 3) as the front-end module to reliably construct functionally correct
circuits implementing the given reversible specification. However, reversible synthesis
alone does not typically guarantee circuit optimality (e.g., minimum depth). We therefore
modularize and chain post-synthesis components (decomposition and depth-oriented
optimization modules in Section 4) to systematically improve synthesized circuits under
the same cost model. The concrete module composition, input/output artifacts, and the
automation boundary of this staged pipeline are detailed in Section 5.1.2 and Figure 6.

https://doi.org/10.3390 /math14040719


https://doi.org/10.3390/math14040719

Mathematics 2026, 14, 719 15 of 27
ADOQ(Automatic Depth Optimizer for Quantum circuits)
IR  synthesis | | Optimization
cba cba’ !
000 110 BSPM: | MDPM: CQPM: Aultq/erur. SAPM:
001 on 3 Circuit Optimization Auto/Stoch.
o7 = Auto/Det. || Auto/Det. .
s AN LA Processing Module N (seed, default) | | |
— a5 T Bidirectional MCT Simulated
Synthesis /| Decomposition | V/| imuiate
100 000 X : i Bidirectional Use Ancilla Annealing
P e Processing | Processing Opt Opt Pratassi m
15 o3 Module Module i ’ Moduleg
1 100 |

Figure 6. Overall architecture of ADOQ, illustrating the synthesis and multi-stage depth optimiza-
tion pipeline from a reversible truth table to an optimized QASM circuit (Auto: automatic; Det.:
deterministic; Heur.: heuristics; Stoch.: stochastic).

5.1.2. Architecture and Automation Boundary

Figure 6 illustrates the overall architecture of ADOQ as a sequential pipeline from a re-
versible truth table (e.g., CSV) to an optimized QASM circuit: BSPM (bidirectional reversible
synthesis), MDPM (MCT decomposition), COPM (depth-oriented circuit optimization),
and SAPM (simulated annealing refinement). To remove ambiguity about intermediate
representations, ADOQ passes explicit artifacts between modules (summarized in Table 2).

Table 2. Intermediate artifacts (representations) passed between modules in ADOQ.

Artifact Symbol Description/Producer — Consumer
Reversible specification T Truth table (CSV); Input — BSPM

Circuit (MCT gates included.) Cmcer Sequence of gates; BSPM — MDPM

Circuit (MCT gates decomposed.)  Crof Sequence of gates; MDPM — COPM/SAPM
QASM output - Exported QASM circuit; output

Under the default configuration used in this paper, all stages run automatically without
manual circuit editing or manual selection of intermediate results. Users may optionally
enable/disable modules or adjust a small set of global hyperparameters (e.g., SA budget or
ancilla budget) for sensitivity studies; unless stated otherwise, these settings are fixed across
all benchmarks to ensure fair and reproducible comparisons. As indicated in Figure 6, BSPM
and MDPM are fully automatic and deterministic given the input and a fixed configuration.
COPM is automatic and uses heuristic optimization logic (e.g., scheduling/rewrite choices)
while applying predefined rule sets and objective functions uniformly across all instances
(no per-benchmark manual tuning). SAPM is automatic but stochastic; it is enabled by
default and made reproducible via a fixed annealing schedule and a fixed scaling parameter
K across experiments:

1. BSPM constructs an initial reversible circuit satisfying the given truth table using the
bidirectional synthesis algorithm.

2. MDPM decomposes MCT gates into combinations of standard Toffoli gates, improving
hardware compatibility and preparing the circuit for subsequent depth optimization.
In our benchmarking setting, MDPM follows the same minimum T-depth Toffoli
decomposition as DORCIS; details and the ancilla clean-up property are specified in
Section 6.

3. COPM applies depth-oriented optimization techniques such as gate reordering/
elimination and ancilla-assisted parallelization while preserving logical equivalence.

4. SAPM performs global stochastic refinement using simulated annealing to further
reduce circuit depth or overall cost by escaping local optima.

Each module can be enabled or disabled depending on the optimization objectives,
allowing ADOQ to balance synthesis complexity and depth reduction under the same
benchmarking protocol.
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5.1.3. Key Design Principles
The design of ADOQ is guided by the following key principles.

*  Modularity: Each synthesis and optimization algorithm is implemented as an inde-
pendent module. This modular design allows individual components to be enabled,
disabled, or replaced without affecting the overall framework, facilitating easy inte-
gration of new algorithms and future extensions.

*  Automation: ADOQ provides end-to-end automation under a fixed default config-
uration; see Section 5.1.2 for the automation boundary and reproducibility settings
(seeded simulated annealing enabled by default).

e Flexibility: The framework supports the selective activation of optimization modules,
enabling users to tailor the optimization process according to specific performance
objectives, hardware constraints, or available computational resources.

e Focus on depth optimization: While maintaining functional correctness, ADOQ priori-
tizes the reduction of circuit depth, as shorter execution depth directly translates to
improved reliability and execution fidelity on real quantum hardware.

We use the notation in Table 3 consistently across Sections 3-6.

Table 3. Notation and reported metrics used throughout this paper.

w

<
8
o
S
=

Meaning

Number of input qubits (S-box bit-width)
Number of ancilla qubits

Number of gates

Circuit

Truth table

Circuit depth (number of parallel layers)
Total logical qubits, W =n + A

Scaling parameter of SAPM

Temperature of SAPM (e.g., tinit, teur)

TARSOHO0OO> R

We do not assume that mapping a classical primitive to a reversible circuit is unique
or canonical. Multiple reversible realizations can implement the same function while ex-
hibiting different trade-offs among ancilla usage, depth, and cost proxies (e.g., Toffoli/gate
counts). In this work, we adopt a fixed embedding/decomposition choice primarily for re-
producibility and controlled comparisons under a fixed benchmarking baseline; exploring
a broader space of reversible decompositions is an important direction for future work.

5.2. Case Study: PROST S-Box Optimization

To demonstrate the operation of ADOQ, the PRIST cipher’s S-box [25] is selected as a
case study. Table 4 presents the hexadecimal mapping of the PRIST S-box, which defines
the input-output correspondence for 4-bit values.

Table 4. Input-output mapping of the PRIST S-box in hexadecimal notation.

When the PRIST S-box truth table in Table 4 is provided as an input, the BSPM first
synthesizes a reversible quantum circuit that satisfies the given input—output mapping.
The synthesized circuit is then exported as a QASM file. The resulting circuit is composed
of NOT, CNOT, Toffoli, and three controlled Toffoli (C3X) gates.
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Although the resulting circuit is functionally correct, it contains MCT gates (e.g., C3X
gates), which require further decomposition and optimization to reduce circuit depth and
hardware efficiency. Figure 7 illustrates the circuit generated by BSPM.

alo] Dty DD D
qi1] A T
q12] P R Eir

qi3] — b O+—D

Figure 7. Reversible quantum circuit synthesized by BSPM for the PRIST S-box. Black dots represent
control qubits, open circles denote target qubits, and dashed boxes highlight the MCT gates to
be decomposed.

The MDPM module then decomposes these C3X gates into sequences of Toffoli gates
using ancilla qubits. This decomposition simplifies the circuit structure and reveals op-
portunities for parallel execution. As a result, certain gates, such as subsequent CNOT
operations, can be executed concurrently.

Figure 8 shows the circuit obtained after applying the MDPM module. In this stage,
each C3X gate is decomposed into a sequence of standard Toffoli gates using an ancilla qubit.
For example, the C3X(q[0], q[2], q[3], q[1]) gate is decomposed into a sequence of Toffoli
gates involving the ancilla qubit, which enables subsequent CNOT(q[3], q[1]) operations to
be executed in parallel. Similarly, the C3X(q[0], q[1], q[2], q[3]) gate is transformed into an
equivalent Toffoli-based construction that exposes additional opportunities for concurrent
execution, such as overlapping CNOT(q[3], q[0]) operations. As a result of MDPM, the
circuit structure becomes more amenable to parallelization, reducing the overall circuit
depth to 14.
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Figure 8. Circuit after MCT decomposition by the MDPM module using ancilla qubits. Black dots
represent control qubits, open circles denote target qubits, and dashed boxes highlight the local gate
blocks produced by MCT decomposition.

Next, the COPM module performs depth optimization by reordering gates and selec-
tively introducing ancilla qubits. When consecutive gates share the same control qubits,
COPM identifies sections that can be parallelized and applies ancilla-assisted transforma-
tions to eliminate unnecessary serialization.

Figure 9 illustrates an example of this process. In Figure 9a, COPM detects a circuit
segment in which multiple Toffoli gates are executed sequentially due to shared control
qubits. As shown in Figure 9b, an additional ancilla qubit (ancilla[1]) is introduced, and
CNOT(q[2], ancilla[1]) gates are inserted at both ends of the selected section to preserve
functional equivalence.

This transformation converts the Toffoli(q[1], q[2], q[3]) gate into Toffoli(q[1], ancilla[1],
q[3]), allowing it to be executed concurrently with the Toffoli(q[0], q[2], ancilla[0]) gate
within the same optimization region. As a result of COPM, the circuit depth is reduced
from 14 to 13, and the overall cost is further lowered by enabling the parallel execution of
these Toffoli gates.
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Figure 9. Ancilla-assisted depth optimization by COPM: (a) original gate sequence selected for
optimization; (b) optimized circuit with parallel execution enabled. Black dots represent control
qubits, open circles denote target qubits, and red dots indicate control qubits selected for optimiza-
tion. Dashed boxes and the shaded region highlight the local gate window considered for COPM
optimization (including ancilla-assisted updates), and the final arrangement illustrates gates grouped
into the same depth layer.

Finally, SAPM is applied to perform global probabilistic optimization via the simu-
lated annealing algorithm. At each iteration, the algorithm applies stochastic transforma-
tions—adding, removing, or replacing gates—while continuously evaluating the validity
of the circuit using the Hamming distance against the target truth table.

The simulated annealing process aims to escape local minima and identify circuit
configurations that further reduce circuit depth and gate count. Figure 10 shows the circuit
obtained after applying SAPM. In this experiment, SAPM successfully synthesizes a PRJST
S-box circuit with a depth of 7, without introducing any ancilla qubits. Although simulated
annealing does not guarantee convergence to the global optimum, this result demonstrates
its strong potential to discover compact circuit structures that are difficult to obtain through
deterministic optimization methods.

ql0] — T—P :
alll =15 DD
al2] —4-b SPS i
qi3] e e S B :

Figure 10. Circuit obtained after probabilistic global optimization using the SAPM module. Black
dots represent control qubits, open circles denote target qubits, and dashed boxes indicate groups of
gates executed within the same depth layer.

The PRIST S-box case study demonstrates the effectiveness of ADOQ’s integrated
optimization pipeline. By combining deterministic synthesis, structural decomposition,
local depth optimization, and stochastic refinement within a single automated frame-
work, ADOQ is able to generate functionally correct quantum circuits with significantly
reduced depth. The resource comparison for the PRIST S-box across optimization stages
is summarized in Table 5.
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Table 5. Resource comparison for the PRIST S-box at each stage of the ADOQ optimization pipeline.
Qubit/ancilla counts, gate counts by type (CX/CCX/C3X), total gates, and depth are reported for

“_

baseline and intermediate stages. indicates zero ancilla.

Resources Baseline After MCT After Bi-Directional/ After SA
(Input) Decomposition Ancilla Optimization Optimization

Qubits 4 4 4 4
Ancilla Qubits - 1 2 -

CX (CNOT) 9 9 11 6
Cates CCX (Toffoli) 3 9 9 4

C3X (MCT) 2 - - -

SUM 14 18 20 10
Depth 12 14 13 7

The modular architecture of ADOQ allows the framework to be readily extended to
other S-boxes and cryptographic primitives, supporting systematic and fair comparisons of
quantum resistance among symmetric-key algorithms. Moreover, its design enables the
future integration of emerging optimization techniques, such as template matching, gate
commutation analysis, and learning-based synthesis methods.

6. Experimental Results

We present an experimental evaluation of ADOQ on S-box circuits derived from
lightweight encryption algorithms that have been studied in previous works, including
LIGHTER-R [2] and DORCIS [3].

The experiments are designed with two primary objectives. First, our goal is to verify
the effectiveness of ADOQ’s integrated depth optimization pipeline by comparing its
results against existing synthesis and optimization methods on 4-bit S-boxes. Second, we
demonstrate ADOQ’s capability to synthesize and optimize larger S-boxes that are difficult
or infeasible to handle using prior approaches.

To ensure fairness in comparison, ADOQ adopts the minimum T-depth Toffoli de-
composition method [26], which is also used in DORCIS [3]. As illustrated in Figure 11,
this decomposition realizes a Toffoli gate with a circuit depth of 7 and T-depth of 1 using
four clean ancillas that are uncomputed back to 10) (hence being reusable and leaving
no residual garbage on ancilla qubits). In this paper, the T-depth refers to the number of
sequential layers of non-Clifford gates, where gates that can be executed in parallel are
counted as a single layer. Based on this definition, ADOQ assigns a depth cost of 7 to a
Toffoli gate, while Clifford gates such as H, X, NOT, and CNOT are assigned a unit depth
cost of 1.

[0} E [x0)
[x1) E [x1)
Ix2) —{H (1] H - Ix2)
0 ja Sl g I Jan 0
) N NN N )
l0) S, (1t] D S 10)
l0) D (1] S H— 10
10) T—o— 1 —3—=¢ 10)

Figure 11. Minimum T-depth Toffoli decomposition used for fair comparison, achieving T-depth of 1
and circuit depth of 7 and requiring four ancilla qubits. Black dots represent control qubits, open
circles denote target qubits, H denotes the Hadamard gate, T denotes the phase gate, and Tt denotes
the conjugate transpose of a T-gate.
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6.1. Experimental Setup

We describe the experimental setup used to evaluate the effectiveness of ADOQ.
Our experiments focus on the synthesis and optimization of S-box circuits, which are
fundamental nonlinear components in symmetric-key cryptography and a primary target
in quantum resource estimation.

For 4-bit S-box benchmarks, we compare ADOQ against the results reported in
LIGHTER-R [2] and DORCIS [3] on the same benchmark set. To ensure fair compari-
son, we align (i) the evaluation gate set and counting rules, (ii) the reported metrics (depth,
T-depth, and ancilla usage), and (iii) the depth-cost model and Toffoli decomposition rule
used to compute ADOQ’s results. For larger S-box instances, prior tools do not report
results and are not applicable prior tools do not report results and are not applicable due to
scalability limitations; thus, we report ADOQ-only results to demonstrate scalability.

We verify functional equivalence of all synthesized and optimized circuits with respect
to the target S-box specification. Since our benchmarks are up to 8 bits, we validate circuits
by exhaustively evaluating the input-output mapping on all 2" inputs after key stages
(BSPM/MDPM/COPM/SAPM), ensuring that depth/resource numbers are reported only
for functionally equivalent circuits.

The runtime of ADOQ depends on the input size and the intermediate circuit structure.
In practice, the dominant runtime cost is typically the stochastic refinement stage (SAPM),
for which its runtime scales with the chosen budget and the circuit size.

ADOQ is heuristic and may not always yield further improvements under a fixed
optimization budget, especially for larger instances. In such cases, ADOQ returns the best
circuit found within the budget. We report these outcomes explicitly in our tables.

6.1.1. Benchmarks and Evaluation Protocol

Our evaluation is conducted in two complementary parts. In the first part, we consider
4-bit S-boxes used in lightweight block ciphers that were previously analyzed in the
DORCIS framework [3], including S-boxes adopted from LIGHTER-R [2]. These S-boxes
have been widely used as benchmark instances in prior quantum synthesis studies, allowing
a direct comparison of synthesis and optimization methods under identical problem sizes.
Using the same set of 4-bit S-boxes, we applied ADOQ and compared the resulting circuit
depth and cost against the reported results of LIGHTER-R and DORCIS. In the second
part, we evaluate the scalability of ADOQ by extending the synthesis to larger S-boxes
with five and eight qubits. For instance, LIGHTER-R and DORCIS are not applicable,
and no experimental results are reported in previous work. Accordingly, this experiment
is conducted exclusively using ADOQ to demonstrate its capability to synthesize and
optimize larger S-boxes beyond the practical limits of existing tools. The results are reported
separately to highlight the scalability and generality of the proposed framework.

6.1.2. Default Configuration (Used Throughout Experiments)
Unless stated otherwise, we use the following default configuration:

¢ Input: Reversible truth table/permutation in CSV with a fixed I/O convention.

¢  BSPM: Bidirectional synthesis with fixed parameters.

e MDPM: Minimum T-depth Toffoli decomposition consistent with DORCIS; ancilla
clean-up enabled (Figure 11).

e  COPM: Bidirectional optimization + ancilla optimization enabled.

*  SAPM: Simulated annealing enabled by default; fixed schedule, fixed scaling parame-
ter K, and the optimization budget.

* Reporting: Logical-level depth, logical qubits, and gate counts under the fixed
cost model.
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We report logical-level resource metrics, including logical qubit counts (data + ancilla)
and logical gate-cost proxies such as [Toffoli/T count, T-depth, circuit depth]. We do not
include fault-tolerant overheads (e.g., logical-to-physical qubit expansion, syndrome ex-
traction, or code-distance-dependent costs), because these depend strongly on the assumed
physical error rates, target logical error, error-correcting code family, and architectural
constraints. Accordingly, the reported numbers should be interpreted as model-dependent
logical-level estimates intended for relative comparisons under a fixed-cost model, rather
than definitive physical-resource projections.

6.1.3. Determinism and Variability

BSPM, MDPM, and COPM are deterministic given the same input and configuration,
producing identical outputs across runs. In contrast, SAPM is stochastic due to simulated
annealing and its output may vary with the scaling parameter K. To ensure reproducibility,
we fix the SAPM scaling parameter K (K = 10 for 4-qubit S-box, K = 30 for 8-qubit S-box)
and the optimization budget in all experiments.

6.2. Results on 4-Qubit S-Boxes
6.2.1. Input Specification and Conversion

Here, we focus on 4-qubit S-boxes used in lightweight symmetric-key cryptographic
algorithms and show how different synthesis and optimization methods transform their
lookup tables into optimized quantum circuits. Each S-box is originally specified as a
hexadecimal lookup table (LUT), which is directly mapped to a reversible truth table by
enumerating all 4-bit input values from 0000 to 1111. For example, DEFAULT-CORE [5]'s
S-box is defined by the hexadecimal LUT 196F7C82AED043B5. Interpreting this LUT in
order, the i-th hexadecimal digit corresponds to the output value for the 4-bit input i. Thus,
the first digit “1” represents the mapping “0000” — “0001.” This direct LUT-to-truth-table
conversion yields a reversible truth table, which serves as a unified input format for all
synthesis and optimization methods evaluated in this section.

6.2.2. Representative Circuit Comparison

Figure 12 compares the quantum circuit implementations of the DEFAULT-CORE
S-box across three synthesis frameworks:

¢  LIGHTER-R synthesizes the S-box using six Toffoli gates, each contributing a depth of
7, along with three Clifford gates of depth 1, resulting in a total circuit weighted depth
of 45.

e  DORCIS employs four Toffoli gates and five Clifford gates. By identifying Clifford op-
erations that can be executed in parallel, DORCIS reduces the overall circuit weighted
depth to 31.

*  ADOQ synthesizes the same S-box using four Toffoli gates and eight Clifford gates.
Although the number of Clifford operations is higher, ADOQ exploits concurrency
among gates to achieve a total circuit weighted depth of 32.

ADOQ and DORCIS differ in how they handle qubit line ordering. ADOQ preserves a
fixed one-to-one input-output qubit-line alignment (no wire permutation across the S-box
boundary). DORCIS may apply wire permutations (qubit relabeling) to reduce depth,
which can be more beneficial in some small 4-qubit instances. We keep a fixed interface to
ensure structural consistency when composing S-box modules within larger encryption
circuits; otherwise, extra routing (e.g., SWAPs, often realized by three CNOTs) may be
needed to match the assumed line ordering.
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Figure 12. DEFAULT-CORE S-box implementation: (a) LIGHTER-R (weighted depth of 45).
(b) DORCIS (weighted depth of 31). (c) ADOQ (weighted depth of 32). Black dots represent control
qubits, open circles denote target qubits, and X denotes the Pauli-X gate.

6.2.3. Aggregate Results and Discussion

Table 6 summarizes the synthesis results for multiple 4-qubit S-boxes. Overall, the
results show that ADOQ achieves performances comparable to or slightly better than
LIGHTER-R, while remaining close to DORCIS in terms of circuit depth, with the added
benefit of a more general-purpose and modular synthesis framework.

Table 6. Weighted depth/T-depth comparison for 4-qubit S-box synthesis (LIGHTER-R, DORCIS,
and ADOQ) and gate composition of ADOQ outputs. Depth is the number of gate layers under
disjoint-qubit parallelization on the final circuit; T-depth is the number of T-gate layers under the
same rule. For ADOQ, we also report the counts of X, CX, and CCX gates (SUM: total).

S.B LIGHTER-R [2] DORCIS [3] ADOQ ADOQ Gate Composition
-Box

Depth T-Depth Depth T-Depth Depth T-Depth X CX CCX SUM
DEFAULT-CORE [5] 45 6 31 4 32 4 3 5 4 12
GIFT [27] 32 4 31 4 32 4 2 4 4 10
NOEKEON-
GAMMA [28] 32 4 30 4 34 4 2 8 4 14
PICCOLO [29] 32 4 30 4 32 4 3 5 4 12
PRESENT [20] 33 4 32 4 35 4 6 6 4 16
PYJAMASK-4 [30] 32 4 31 4 34 4 2 6 4 12
RECTANGLE [31] 33 4 31 4 33 4 2 5 4 11
SKINNY [32] 32 4 30 4 32 4 2 5 4 11

On average, ADOQ achieves an approximately 2.58% improvement in circuit depth
compared to LIGHTER-R while producing circuits that are 6.81% deeper than DORCIS.
Concretely, as shown in Table 6, enforcing fixed input-output alignment incurs an overhead
of 1-4 additional depth layers (2.25 layers on average, corresponding to 6.81% on average)
relative to DORCIS, which permits wire permutations. However, ADOQ offers greater
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generality by enabling automatic synthesis and optimization across different S-boxes, which
is especially useful for scalable designs and integration into larger cryptographic circuits.

6.3. Results on Larger S-Boxes
6.3.1. Main Results

While most previous studies focused on 4-qubit S-boxes due to the exponential growth
of the search space, ADOQ extends applicability to larger S-boxes by integrating automated
optimization algorithms that handle increased qubit counts. To demonstrate scalability, we
applied ADOQ to synthesize the S-box of the ASCON algorithm [6] (5 qubits) and the AES
algorithm [7] (8 qubits). Table 7 shows the comparative results. For these larger S-boxes,
prior methods such as LIGHTER-R and DORCIS do not report results due to scalability
limitations, and thus, only ADOQ results are shown.

Table 7. Weighted depth comparison of more qubits S-box circuit synthesis of ADOQ with previ-

ous works.
S-Box LIGHTER-R [2] DORCIS [3] ADOQ
ASCON [6]-5 qubits - - 273
AES [7]-8 qubits - - 6093

For the 5-qubit ASCON S-box, the final optimized circuit uses up to 5 additional
ancilla qubits (peak ancilla usage). The synthesized circuit consists of 72 quantum gates,
including one NOT gate, 28 CNOT gates, and 43 Toffoli gates, resulting in an optimized
circuit weighted depth of 273. For the 8-qubit AES S-box, the final optimized circuit uses up
to 9 additional ancilla qubits. In this case, the circuit contains a total of 1674 quantum gates,
including three NOT gates, 433 CNOT gates, and 1238 Toffoli gates, and the weighted
depth of the circuit was optimized to 6093.

The reported weighted depths (e.g., 6093 for the AES S-box) are logical-level metrics
computed under our reversible gate library and scheduling rules. They do not include
architecture-dependent overheads such as decomposing Toffoli/MCT operations into a
device’s native 1-2 qubit gate set, routing constraints (e.g., SWAP insertion due to limited
connectivity), or fault-tolerant error-correction costs. Accordingly, we do not claim direct
executability on near-term NISQ devices; instead, we present these results as reproducible
resource benchmarks that can inform architecture-aware compilation and fault-tolerant
resource estimation.

6.3.2. Ablation and Sensitivity

Tables 8 and 9 quantify the depth—ancilla trade-off for the ASCON (5-bit) and AES
(8-bit) S-boxes and provide a stage-wise ablation of the ADOQ pipeline by reporting
intermediate metrics after each stage (baseline/BSPM, after MDPM decomposition, after
COPM optimization, and after SAPM refinement). After MCT decomposition, the circuits
use 2 (ASCON) and 5 (AES) algorithmic ancilla qubits. The ancilla-assisted stage increases
the ancilla usage to 5 (ASCON) and 9 (AES), enabling more parallelism and reducing depths
from 54 to 52 for ASCON (3.70%) and from 1011 to 980 for AES (3.07%). The weighted
depth shows a similar reduction from 300 to 286 for ASCON (4.67%) and from 6495 to 6134
for AES (5.56%). Finally, simulated annealing further reduces depth without increasing
ancilla (ASCON: 52—51; AES: 980—969), illustrating that additional refinement is possible
even under a fixed ancilla budget.
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Table 8. Resource comparison for the ASCON S-box at each stage of the ADOQ optimization pipeline.
Qubit/ancilla counts, gate counts by type (CX/CCX/C3X/C4X), total gates, and depth are reported

for baseline and intermediate stages. indicates zero ancilla. “Qubits” denotes data qubits (S-box
bit-width), and “Ancilla Qubits” denotes additional algorithmic ancilla.

Baseline After MCT After Bi-Directional/ After SA

Resources (Input) Decomposition Ancilla Optimization Optimization
Qubits 5 5 5 5
Ancilla Qubits - 2 5 5
X (NOT) 1 1 1 1
CX (CNOT) 20 20 28 28
Gates CCX (Toffoli) 14 43 43 43
C3X (MCT) 9 - - -
C4X (MCT) 2 - - -
SUM 46 64 72 72
Depth 46 54 52 51
Weighted Depth - 300 286 273
Table 9. Resource comparison for the AES S-box at each stage of the ADOQ optimization pipeline.
Qubit/ancilla counts, gate counts by type (CX/CCX/C3X/C4X/C5X/C6X/C7X), total gates, and
depth are reported for baseline and intermediate stages. “~" indicates zero ancilla. “Qubits” denotes
data qubits (S-box bit-width), and “Ancilla Qubits” denotes additional algorithmic ancilla.
Resources Baseline After MCT After Bi-Directional/ After SA
(Input) Decomposition Ancilla Optimization Optimization
Qubits 8 8 8 8
Ancilla Qubits - 5 9 9
X (NOT) 3 3 3 3
CX (CNOT) 297 297 473 433
CCX (Toffoli) 165 1238 1238 1238
C3X (MCT) 113 - - -
Gates C4X (MCT) 95 - - -
C5X (MCT) 59 - - -
C6X (MCT) 27 - - -
C7X (MCT) 7 - - -
SUM 766 1538 1714 1674
Depth 724 1011 980 969
Weighted Depth - 6495 6134 6093

Overall, the results demonstrate that ADOQ not only matches the depth optimization
performance of prior approaches such as DORCIS on small S-boxes but also extends their
applicability to larger S-box constructions.

While DORCIS achieves slightly better depth for 4-qubit S-boxes by allowing line
crossings, it is mainly designed for small, fixed-size circuits and does not scale well with
respect to larger S-boxes. In contrast, ADOQ is designed to preserve consistent qubit
ordering and to integrate heuristic and probabilistic optimization techniques, enabling
efficient synthesis and depth optimization for S-boxes with five or more qubits.

By maintaining structural consistency in qubit mapping and supporting a fully au-
tomated optimization pipeline, ADOQ provides a reproducible and fair benchmarking
framework for evaluating the quantum resistance of symmetric-key algorithms. These
properties make ADOQ not only an optimization tool but also a practical platform for
analyzing and comparing cryptographic S-boxes in the quantum setting.
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Regarding sensitivity, we fix the SAPM hyperparameters (scaling parameter K and
optimization budget) as specified in Section 6.1.3; a broader parameter sweep is left as
future work.

7. Conclusions

In this paper, we present ADOQ (Automatic Depth Optimizer for Quantum circuits),
a modular and automated framework for synthesizing and depth-optimizing reversible
quantum circuits for S-box functions. ADOQ takes an S-box lookup table, converts it
into a reversible truth table, and generates an optimized QASM circuit through an end-to-
end pipeline.

ADOQ first constructs an initial circuit using the bidirectional synthesis algorithm
and then applies four depth optimization modules: MCT decomposition, bidirectional
optimization, ancilla-assisted optimization, and simulated annealing. In our experiments
on multiple 4-qubit S-boxes, ADOQ achieved depth results comparable to existing methods,
while providing a unified and reproducible workflow. Importantly, ADOQ also demon-
strated scalability beyond 4 qubits by synthesizing and optimizing larger S-boxes such as
ASCON (5-bit) and AES (8-bit), which is difficult for prior approaches that focus on small
fixed-size settings.

Moreover, circuit cost should not be interpreted as cryptographic security: Security
depends on the best-known attack complexity, whereas our results focus on implementation-
level resource benchmarking under a fixed reversible specification and cost model. Finally,
while we provide empirical scaling results, deriving tight analytical bounds for the full
pipeline is beyond the scope of this work due to heuristic and representation-dependent
optimization stages.

As future work, we plan to extend ADOQ with additional synthesis strategies and
validate the optimized circuits on real quantum hardware.
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