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Abstract
Herewe introduce the application of TensorNetworks (TN) to launch attacks on symmetric-key
cryptography. Our approachesmake use ofMatrix Product States (MPS) as well as our recently-
introduced Flexible-PEPSQuantumCircuit Simulator (FQCS).We compare these approaches with
traditional brute-force attacks andVariational QuantumAttack algorithm (VQAA)methods also
proposed by us.Our benchmarks include the SimplifiedData Encryption Standard (S-DES)with
10-bit keys, SimplifiedAdvanced Encryption Standard (S-AES)with 16-bit keys, andBlowfishwith
32-bit keys.We find that for small key size,MPS outperformsVQAAand FQCS in both time and
average iterations required to recover the key. As key size increases, FQCS becomesmore efficient in
terms of average iterations compared toVQAA andMPS,whileMPS remains the fastest in terms of
time. These results highlight the potential of TNmethods in advancing quantumcryptanalysis,
particularly in optimizing both speed and efficiency. Our results also show that entanglement becomes
crucial as key size increases.

1. Introduction

In the digital age, information security has become paramount [1], making cryptology an essential discipline in
modern society. Cryptology, the science of encryption and decryption, ensures that data remains confidential
and intact during transmission. As information has become a critical asset, the ability to protect it against
unauthorized access is crucial. This has led to the development of advanced cryptographic protocols and
techniques to safeguard sensitive information [2–4].

With the advent of quantum computing [5], traditional cryptographicmethods face unprecedented
challenges [4, 6]. Quantum computers leverage the principles of quantummechanics to perform computations
at speeds unattainable by classical computers [7, 8]. This capability threatens current cryptographic systems, as
quantumalgorithms can potentially breakwidely used encryption protocolsmuchmore efficiently than classical
methods [4, 9, 10]. In theNoisy Intermediate-ScaleQuantum (NISQ) era, current quantumdevices, while
powerful, still struggle with errors and qubit coherence limitations [11, 12]. Despite these challenges, significant
progress is beingmade towards realizing the potential of quantum computers. One area of active research is the
development of quantumalgorithms that can operate effectively within the constraints ofNISQdevices. The
Variational QuantumAttack algorithm (VQAA), previously proposed by us, is one such approach that has
shownpromise in cryptanalysis by optimizing a set of parameters tofind encryption keys [13, 14].

Moreover, in theNISQ era, simulations can offer reliable benchmarks of noisy quantum computers [15],
whichmotivates us further to use our quantum-inspired tensor networkmethods. Suchmethods have also seen
substantial advancements [16]. Tensor networks such asMatrix Product States (MPS) have proven effective in
simulating quantum systems [17, 18].MPS are especially powerful inmodeling one-dimensional systems,
efficiently capturing their entanglement structure with polynomial resources. This efficiency stands in contrast
to the exponential resources required by brute-forcemethods. The success ofMPS in one-dimensional systems

OPEN ACCESS

RECEIVED

9April 2025

REVISED

1 July 2025

ACCEPTED FOR PUBLICATION

9 July 2025

PUBLISHED

24 July 2025

Original content from this
workmay be used under
the terms of the Creative
CommonsAttribution 4.0
licence.

Any further distribution of
this workmustmaintain
attribution to the
author(s) and the title of
thework, journal citation
andDOI.

© 2025TheAuthor(s). Published by IOPPublishing Ltd

https://doi.org/10.1088/1402-4896/adedd2
https://orcid.org/0009-0009-7510-1192
https://orcid.org/0009-0009-7510-1192
https://orcid.org/0000-0002-5792-7697
https://orcid.org/0000-0002-5792-7697
https://orcid.org/0000-0001-7058-8426
https://orcid.org/0000-0001-7058-8426
https://orcid.org/0000-0002-4496-8115
https://orcid.org/0000-0002-4496-8115
mailto:borja.aizpurua@multiversecomputing.com
https://crossmark.crossref.org/dialog/?doi=10.1088/1402-4896/adedd2&domain=pdf&date_stamp=2025-07-24
https://crossmark.crossref.org/dialog/?doi=10.1088/1402-4896/adedd2&domain=pdf&date_stamp=2025-07-24
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/


has inspired extensions to higher dimensions, such as Projected Entangled Pair States (PEPS), which handle two-
dimensional systems and beyond. As an example, we recently introduced the so-called Flexible-PEPS approach
[19], able to simulate quantum complex systemswithout a geometry constraint.When simulating quantum
computers, the resulting Flexible-PEPSQuantumCircuit Simulator (FQCS) is particularly powerful.

In this paperwe use TNs to launch attacks on cryptographicmodels, focusing on symmetric-key ciphers. In
particular, wemake use of variational algorithms forMPS, aswell as FQCS simulations of theVQAA approach.
Our approaches allow to scale the attacks to large key sizes without the need of quantumhardware [20], within
reasonablememory and time demands.

To bemore specific, our approach addresses the known-plaintext problem,where the attacker has access to
both the plaintext (also known as a crib) and its encrypted version (ciphertext) [21, 22], potentially allowing for
the revelation of secret keys. The tensor networkmethodswe explore are inspired by theVQAAmethod [13],
which encodes a known ciphertext as the ground state of a classical Hamiltonian. ThisHamiltonian represents a
cost function, and themethod seeks tofind this ground state by optimizing a set of variational parameters,
ultimately retrieving the secret key. In our current approach, the key is generated either by anMPS (through
sampling) or by approximately simulating aVariational QuantumCircuit (VQC)with the tensor network
simulator FQCS.Our study focuses on three cryptographic protocols: SimplifiedData Encryption Standard (S-
DES)with 10-bit keys [23, 24], SimplifiedAdvanced Encryption Standard (S-AES)with 16-bit keys [2], and
Blowfishwith 32-bit keys [25].

In parallel with quantum and tensor-network-based cryptanalysis, recent cryptographic research has
explored biologically inspired and hardware-driven encryption techniques, particularly formultimedia data.
For example, chaotic systems andneuralmodels have been employed in image and video encryption using 3D
memristive cubicmapswith dual discretememristors [26], 2DLogistic-Rulkov neuronmaps [27], and 2D
extended Schaffer functionmaps combinedwith neural networks [28].While theseworks target different
applications—mainly focusing on data protection in visual and IoT contexts—they underscore the diversity of
approaches emerging inmodern cryptographic research and the growing importance of alternative
computationalmodels.

Recent quantum cryptanalysis efforts have explored both gate-based and annealing-based approaches. For
instance, Phab et al [29] implemented theQuantumApproximateOptimization algorithm (QAOA) on theHeys
cipher using IBM’sNISQdevices, highlighting the limitations of current quantum circuit depth. Similarly, Pei
et al [30] proposed a quantum annealing-based attack usingD-Wave hardware on SPN ciphers, formulating the
key-recovery problem as a constrained quadraticmodel.While theseworks demonstrate early hardware-based
feasibility, they target toy ciphers and rely on quantumaccess. In contrast, ourwork introduces quantum-
inspired tensor networkmethods—specifically,MPS and FQCS—which enable efficient classical simulation of
quantumattacks on realistic symmetric-key protocols (S-DES,S-AES, Blowfish)without requiring access to
quantumhardware. Our contributions lie in (i) algorithmdesign combining tensor networkswith variational
principles andHamiltonian simulation, (ii) performance benchmarking across increasing cipher complexity,
and (iii) analysis of scalability in entanglement, key size, and time/space cost.

This paper is structured as follows. Section 2 provides a detailed overview of themethodologies employed,
including the specific tensor network techniques and the setup of our experiments. In section 3, we present the
results of our numerical analysis for S-DES,S-AES, and Blowfish, comparing the performance ofMPS, FQCS,
VQAA, and brute-force approaches. Finally, section 4 discusses the implications of ourfindings and potential
future improvements together with concluding remarks.

2.Methods

This section outlines themethodologies used to benchmarkMatrix Product States (MPS) and the tensor
network-based quantum computer simulator (FQCS) against brute-force attacks and theVariational Quantum
Attack algorithm (VQAA).We detail the implementation, optimization strategies, and experimental setup for
each of them in symmetric-key cryptographic protocols.

2.1. Variational quantumattack
TheVariational QuantumAttack algorithm (VQAA), as developed in [13] and inspired by [14], enables the
recovery of a cryptographic key given amessage (plaintext) and its corresponding encryptedmessage
(ciphertext). As illustrated infigure 1(a), a Variational QuantumCircuit (VQC) is employed to generate the key
space and sample potential keys. These keys are subsequently used to encrypt the knownplaintext, and the
resulting ciphertext is compared to the known ciphertext. Classical optimization techniques are then applied to
update the variational parameters of theVQC, and the process is repeated iteratively until the target key is
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discovered. Thismethod has been demonstrated to bemore efficient than traditional brute-force
approaches [13].

TheVQAA incorporates the use of non-orthogonal states [20], which involves selecting sets of states that are
not perfectly distinct (orthogonal) but are designed to represent different bit configurationswithmaximal
distinguishability.Mathematically, this can be defined as the followingminimization problem:
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where the columns ofmatrixA, i.e., ai, represent the kmaximally orthogonal states overN qubits and ∥ · ∥F
denotes the Frobenius norm. For simplicity, one of the states is often chosen to be the |0〉⊗N state. This process
requires local (individual) qubit state tomography, which can be performed in parallel for each qubit to obtain
the reduced densitymatrices, fromwhich themost probable state is extracted. Note that in ourwork, these non-
orthogonal states are not physically realized on quantumhardware, but rather classically emulated as part of our
simulation framework.

In the context of theVQAA, theHammingDistance has proven to be themost effective cost function among
several tested options, including quadratic polynomials, higher-order polynomials, and p-normsThismetric
measures the difference between two binary strings a and b, specifically the number of bits inwhich they differ.
TheHammingDistance is computed by summing up the bitwise XORoperations (ai⊕ bi):
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Moreover, the ansatz for theVQC includes single-qubit unitary rotation gatesU(θ,j,λ) andCNOTgates.
Concerning the optimization of parameters in theVQC, using the hyperspherical coordinates approach

[31], the cost function ( )f x and original nCartesian coordinates define a point P in a (n+ 1)-dimensional

space. The coordinates are then transformed into (n+ 1)-dimensional hyperspherical coordinates { }q


r, as
follows:
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Optimization is performed on this new set of coordinates { }q


r, with respect to the reference cost value
( )f x . Each point is projected fromhyperspherical coordinates back intoCartesian coordinates to obtain the

Figure 1. (a) Schematic diagramof the improvedVQAA. Single lines represent qubits, and double lines represent classical bits. The
circuit includes a proposed superposition of keys (left), a parameterized quantum circuitVQC(β), and a conjugate gradient
optimization loop (dashed line) that iteratively refines the parametersβ tominimize the cost function. The process involves encoding
themessage, generating a ciphertext, and updating the parameters based on the gradient of theHammingDistance. The part that runs
on a quantum computer is highlighted. (b)MPSof six sites. (c)Arbitrary PEPSwithout geometry for 10 sites, like the ones that show
up in the Flexible-PEPSmethod.
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new reference value, and then back to hyperspherical coordinates where parameters are updated using the Adam
optimizer [32]. This transformation strategy helps tomitigate the problemof barren plateaus, which are regions
offlat gradients that hinder optimization in high-dimensional spaces. The new point defined by the change

{ } { }q q



¢ ¢r r, , after parameter updates is:

[ ] ( )q q q¢ = ¢ ¢ ¢ ¢P r, , , , . 4n1 2

Upon convergence, thefinal transformation { } { ( )}q
¢ ¢   r x f x, , cc c is performed, yielding the pointPc:
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Thismethod has shown significant improvements in the number of iterations required for convergence,
making it a valuable addition to our variational quantumattack algorithms.

Here we explore also some variations of our original VQAAmethod. InVQAAweuse a variational quantum
circuit (∣ ( ) ( )∣y  ñ =  ñÄx U x 0 N ) consisting of single-qubit gates and entangling two-qubit CNOT gates, where
x are the parameters. Finally, we sample from this quantum circuit state to recover the key.However, the role of
entanglement in key recovery remains unclear. To investigate this, we also adopted amean-field ansatz, where
we use a parameterized quantum circuit butwithout the use of CNOTgates, i.e. involving only single-qubit
gates. This circuit is fully classical, but as we shall see, itmay already provide good results for small key sizes.
Larger keys, however, benefitmore from entangling gates in the circuit.

In addition, we explored an alternative approach by utilizing a parameterizedHamiltonian:
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where the one-qubit (O(1)) and two-qubit (O(2)) terms are exactly those employed in the parametrized quantum
circuit as one-qubit and two-qubit gates. The algorithmproceeds through the following steps:

1. First, we simulate the ground state of this Hamiltonian by doing imaginary time evolution using our Flexible
PEPS tensor network simulator.

2. We recover a key by sampling from the ground state, which is then used to generate the ciphertext.

3. Thenwe optimize the parametersy tominimize the distance from the target ciphertext.

This optimization loop is repeated until the target ciphertext is successfully recovered.We call thisHamiltonian
based variational quantum algorithmVQAA-h.Wefind that VQAA-h is comparable when one bit of the key is
assigned to one qubit/tensor, i.e., when non-orthogonal states are not used.However, when assigningmultiple
classical bits to a qubit through non-orthogonal states, the performance of VQAA-h significantly degrades.

As detailed in [13] the results for VQAAwere obtained using a statevector simulation on a classical
computer, specifically utilizingQiskit’s statevector simulator. This simulation computes the exact quantum
state vector for the given quantum circuit, which is then used to determine themost probable key. For each
qubit, we performpartial trace operations to extract its reduced densitymatrix, and then calculatefidelities
between the quantum state and the possible bit configurations. By analyzing thefidelities for each qubit, the
most likely bit values are identified, which are then combined to form a candidate key. Thismethod allows us to
recover the key by selecting the configurationwith the highestfidelity, ensuring that themost probable key is
sampled from the quantum state.

2.2.MPS attack
OurMPS implementation is inspired by [33] but is fully reformatted to a new functionality. This process is
similar to the one in section 2.1 but with the quantum circuit being replaced by anMPS.Unlike the previous
approach, where variational parameters of theVQC are updated tofind the key, in theMPS approach, the
tensors are updated directly to sample a key closer to the target one.

As usual, we define theMPSwith open boundary conditions as:
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where Aik are tensors associatedwith each site k= 1, 2,L ,N, and the indices ik represent the physical states at
each site, see figure 1(b) for the diagrammatic notation.Using this, theMPS-based key recovery algorithm is
detailed as follows:

1. Initialize anMPSwith a number of tensors equal to the key size, using a randomdistribution.

2. Set hyperparameters:
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• BondDim: Virtual bond dimension of theMPS (e.g., 20).

• step_length: Learning rate for parameter updates (e.g., 10−2).

• steps: Number of updates per tensor (e.g., 1).

• cutoff_value: Threshold for SVD truncation (e.g., 10−8).

• reset_value: Gradient norm threshold to reset parameters (e.g., 25).

• temperature: Controls stochastic acceptance in updates (e.g., 1).

3. Left canonicalize theMPS and generate a key sample by sampling theMPS.

4. Calculate the cost function using theHammingDistance (equation (2)).

5. Update Sweep: for each tensor from the right-most to the left-most, do

(a) Merge the current tensor with its neighbor to form a combinedmatrix, calledmergedmatrix.

(b) Update the merged matrix by applying a small random change, normalize, and then decompose back
into the original tensors via SVD.

(c) Left canonicalize theMPS and generate a new key sample.

(d) Calculate the cost functionwith respect to the target ciphertext.

(e) If the change is favorable then accept the change. If it is not favorable, accept the changewith probability:

( ) ( )D µ -
D

P E T
E

T
, exp , 8⎛

⎝
⎞
⎠

withT the temperature.

(f) Apply theAdamoptimizer to update themergedmatrix:

• Calculate gradients and update parameters.

• Normalize and decompose back into the original tensors via SVD.

(g) Monitor gradient norms to detect localminima; if detected, reset parameters.

6. Right canonicalize theMPS.

7. Repeat theUpdate Sweep, sweeping from left to right.

8. Continue left-to-right and right-to-left sweeps until the target key is found.

In this approach, the optimization is guided by the cost function, calculated as theHammingDistance
between the generated and target ciphertexts. The optimization process employs a simulated annealingmethod
characterized by state and energy calculations, acceptance criteria based on theMetropolis-Hastings criterion,
which allows the algorithm to escape localminima. TheAdamoptimizer is used to adapt the learning rate for
each parameter, based on thefirst and secondmoments of the gradients, ensuring efficient convergence to the
optimal solution.We observed thatmoderate choices of bond dimension (1–25) and step sizes in the range
10−3

–10−2 generally achieved good performance across all tested ciphers. The optimizationwas robust to small
variations in hyperparameters, and excessive tuningwas not required.

2.3. Flexible-PEPS attack
The Flexible-PEPS basedQuantumCircuit Simulator (FQCS) is a sophisticated simulation tool [19], leveraging
TNmethods to approximately simulate quantum circuits without an underlying lattice constraint. This section
details the design, implementation, and advantages of FQCS in the context of quantum cryptographic analysis.

FQCS is built on the concept offlexible-PEPS, which extends the capabilities of traditional tensor networks.
PEPS are a class of quantummany-body states described by tensor networks that generalizeMatrix Product
States (MPS) fromone-dimensional to higher-dimensional systems. Typically, PEPS are defined on regular
lattices, such as square or cubic grids. However, FQCS employs aflexible geometry approach, allowing the
tensor network geometry to adapt dynamically to the system’s correlation structure by deleting less correlated
connections, seefigure 1(c). This adaptability is particularly advantageous for simulating quantum circuits with
long-range random interactions and dense connections. FQCSuses a cut-off parameter,κ, which represents the
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maximumvertex degree in the tensor network and controls the computational complexity. By enforcing a
tunable vertex degree limit, FQCS canmanage the exponential growth in computational resources typically
associatedwith densely connected graphs. This is achieved through an edge-deletion rule based on bond
entanglement entropy (BEE), which ensures that the network retains themost significant correlationswhile
discarding less relevant ones.

A detailed step-by-step flowchart of the FQCS simulation algorithm is provided inAppendix, outlining the
sequence of gate application, entanglement update, and truncation procedures.

Theflexible-PEPS approach in FQCS offers several significant advantages. First, FQCS can efficiently scale to
simulate large quantum systems by dynamically adjusting the network’s geometry keeping the computational
complexity in check. This scalability is crucial for cryptographic applications that require the simulation of
circuits with large key sizes. Second, by using aflexible geometry, FQCS reduces thememory and time
requirements compared tofixed-geometry PEPS. This efficiency enables the simulation of complex quantum
algorithms that would otherwise be infeasible. And third, the edge-deletion strategy based onBEE ensures that
the essential quantum correlations are preserved,maintaining the accuracy of the simulationwithout using any
SWAP gates. This is particularly important for cryptographic analyses, where precisemodeling of quantum
systems is necessary.

Themain tunable parameters for FQCS include the same as in theMPS attack, addingnumber_layers
(typically 2) andnumber_qubits (e.g., 16) for the circuit simulation. Aswith theMPS attack, performance
was robust across reasonable values, with convergencemost sensitive to the number of layers and the reset
threshold. Unlike inMPS, we did not vary the physical bond dimension extensively in FQCS, as itmostly affects
the precision of tensor contractions.With relatively shallow circuits and few qubits, we observedminimal
performance differences across bond dimension settings.

Our approach to use FQCS to device a cyberattack is simple: we’ll use it to simulate classically theVQAA
attack described in section 2.1 and shown infigure 1. As such, we know that the simulationwill break down for
quantum circuits involving a very large amount of entanglement. Butwe also know that the classical simulation
of the quantum circuit can be a remarkably good, if not the best, classical algorithm for such attacks.Wewill be
benchmarking against traditional brute-force attacks and other quantum-inspired techniques.

Although FQCS is designed as a classical simulation framework, the quantum circuits it simulates consist
entirely of standard one- and two-qubit gates, which are natively supported by current quantumhardware. This
makes FQCS-generated circuits directly implementable on gate-based quantumplatformsHowever, the depth
and entanglement of the circuitsmust be carefullymanaged to remainwithin the limits imposed by decoherence
and gate noise. In this context, FQCS serves as a valuable tool for prototyping and benchmarking variational
quantumattacks prior to deployment on real devices.

3. Results

In this section, we present the results of our cryptanalysis using tensor networkmethods on three symmetric-key
ciphers.We benchmark thesemethods against traditional brute-force attacks and theVQAA to evaluate their
efficiency and effectiveness in key recovery.We beginwith S-DES, themost extensively studied cipher in our
experiments, followed by S-AES andBlowfish. To ensure statistical significance, all reported averages are
computed over a large number of independent attack attempts (e.g., 200 for S-DES and 100 for S-AES and
Blowfish), eachwith randomized key and plaintext-ciphertext pairs.

3.1. Simplified-data encryption standard (S-DES)
S-DES, or SimplifiedData Encryption Standard is a cryptographic protocol designed to provide a basic
understanding of symmetric-key cryptography. It operates on 8-bit blocks of data using a 10-bit key, employing
a series of permutation and substitution techniques to transformplaintext into ciphertext and vice versa. This
makes S-DES suitable for educational purposes and basic encryption tasks, providing a foundational
understanding ofmore complex cryptographic protocols like theData Encryption Standard (DES).

A brute-force attack, requiring an average of 512 iterations, served as a baseline for comparison. In a brute-
force attack, every possible key is tried until the correct one is found. Given that S-DES uses a 10-bit key, there are
210= 1024 possible keys, and on average, half of these (512)would need to be tested tofind the correct key. The
brute-force approach took 2.51 s in our tests, which involved generating all possible keys using a Python script
and encrypting the known plaintext with them. This time could be further reducedwith dedicated hardware
designed for such tasks.

For the FQCS,we conducted an extensive analysis considering various factors such as the number of samples
to generate when deciding a key, use of non-orthogonal states or not, number of tensors (qubits), use of CNOT
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gates or not, and the structure of the quantum circuit (usingVQAAorVQAA-h).We also tuned algorithm
hyperparameters to optimize performance.

The impact of CNOTgates on the average number of iterations to recover the key is shown infigure 2. the
figure illustrates the effect of usingCNOTgates on the average number of iterations required to recover the key
as a function of the number of qubits. The results show that incorporating CNOTgates slightly enhances
performance, reducing the number of iterations needed. The impact of CNOT gates on elapsed time is shown in
figure 3. The results show that implementations using CNOTgates are significantly slower. There is an increase
in time from2 to 5 qubits, followed by a decrease from5 to 10 qubits, indicating greater efficiency of the
algorithmwith 10 qubits. The impact of the number of layers in theVQCon the average number of iterations to
recover the key is discussed infigure 4. The results show that havingmore layers improves performancewith
fewer qubits but has a diminishing effect as the number of qubits increases. This suggests that with fewer qubits,
additional layers providemore variational parameters to explore the key space efficiently, while withmore
qubits, the number of layers becomes less important. Last but not least, the impact of VQAAandVQAA-h
(Hamiltonian) on the average number of iterations to recover the key is shown infigure 5. The results show that
while the performances of VQAA andVQAA-h are similar for systemswith 10 qubits, VQAA is significantly
more efficient for smaller systemswith fewer qubits. This difference in performancemight be due to the non-
orthogonal states not favoring theHamiltonian-based approach inVQAA-h for smaller qubit numbers.

Concerning theMPS approach, we found that using a bond dimension of 1 (product state) yielded very
efficient results, even though this implies a product state with zero entanglement. As shown in table 1, this

Figure 2. Impact of CNOT gates on the average number of iterations to recover the key in S-DES as a function of the number of qubits.

Figure 3. Impact of CNOT gates on the elapsed time (seconds) to recover the key in S-DES as a function of the number of qubits.
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approach ismore effective than other approaches in terms of the number of iterations it takes to recover the key,
and is alsomuch faster (except brute-force), as the algorithmupdates the tensors directly.

Themost effective configuration of the FQCSmethod used 10 qubits, without CNOTs (no entanglement),
1 layer, and sampled only once (the generated samplewas considered as the key directly). This configuration
involved theVQAA-h (Hamiltonian) approachwherewe sample from the simulated ground state ∣ ( )y  ñy of a

parameterizedHamiltonian ( )H y , and did not involve non-orthogonal states.While this was the best
configuration of FQCS, it was not themost efficient approach overall.

Figure 4. Impact of the number of layers in theVQCon the average number of iterations to recover the key in S-DES as a function of
the number of qubits.

Figure 5. Impact of VQAA andVQAA-h (Hamiltonian) on the average number of iterations to recover the key in S-DES as a function
of the number of qubits.

Table 1.Comparison of average number of iterations and
time required to recover 200 keys by various cryptanalysis
methods on the S-DES algorithm.

Method Average iterations Average time (s)

Brute-force 512 2.51

VQAA 238 232.2

FQCS 221.9 145.4

MPS 203.2 11.83
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TheVQAA approachwas utilized as described in [13]. TheVQAA results, with an average of 238 iterations
and 232.2 s, were obtained by simulating 5 qubits and encoding 2 bits in each qubit using non-orthogonal states.
Thismethod leverages the variational quantum circuit’s ability to explore the key space efficiently by optimizing
the circuit parameters to recover the key.

Our extensive analysis of S-DES cryptanalysis is summarized infigure 6 and reveals thatMPSwith a bond
dimension of 1 (product state) outperforms TNandQuantumbasedmethods in terms of both iterations and
computational time, effectively serving as amean-field approach, although brute-force has the lowest runtime
overall. This result indicates that entanglement is not necessary to recover the key efficiently in the case of S-DES,
likely due to the simplicity and small key size of the cipher.However, thismay not hold true formore complex
ciphers with larger key sizes, whichwill be examined in the following sections. The FQCS approach, while
efficient, shows significant variability based on the configuration of qubits, layers, and gate structures.

3.2. Simplified advanced encryption standard (S-AES)
The SimplifiedAdvancedEncryption Standard (S-AES) [34] is an educational adaptationof thewidely-used
AdvancedEncryptionStandard (AES) algorithm, designed to aid inunderstanding the complexities ofAES. S-AES
simplifies key components of the encryptionprocess,making it accessible for learning and illustrative purposes. It
operates on smaller data blocks, typically 16 bits, anduses shorter key lengths compared toAES, typically 16 bits.
S-AES employs substitution-permutationnetworks, a core concept inmodern symmetric-key cryptography, to
transformplaintext into ciphertext and vice versa. By reducing thenumber of rounds and employing
straightforwardoperations, S-AESoffers a practical and comprehensible entry point to study encryption algorithms.

Webenchmarked the same four cryptanalysismethods aswith S-DES: brute-force,VQAA,MPS, andFQCS. For
S-AES,we conducted 100 runs for eachmethod, using different plaintext-ciphertext pairs in each run to evaluate the
averagenumber of iterations needed to recover the correct key and the computational time for each iteration.

A brute-force attack, requiring an average of 32,768 iterations, served as a baseline for comparison. In a
brute-force attack, every possible key is tried until the correct one is found. Given that S-AES uses a 16-bit key,
there are 216= 65, 536 possible keys, and on average, half of these (32,768)would need to be tested tofind the
correct key. The brute-force approach took less than 14 s in our tests, which involved generating all possible keys
using a Python script and encrypting the knownplaintext with them. This time could be further reducedwith
dedicated hardware designed for such tasks.

For the FQCS,we conducted a similar analysis to the one in S-DES, considering factors such as the number
of samples to generate when deciding a key, use of non-orthogonal states, different numbers of tensors (qubits),
use of CNOTgates, and the structure of the quantum circuit (VQAAorVQAA-h).

The results for S-AES are summarized in table 2. Unlike S-DES, the FQCSwasmore effective in terms of the
average number of iterations it takes to recover the key. The best FQCS configuration used 16 qubits, 1 sample,
noCNOTs (mean-field ansatz), 1 layer, and theVQAA-h approach. Again, including CNOTs improves average
number of iterations a little bit but in terms of time (due to simulation runtime) it’s too slow.

TheVQAA approach also followed themethodology outlined in [13]. The results, with an average of 23,584
iterations and 8,241 s, were achieved by simulating 4 qubits and encoding 4 bits in each qubit using non-

Figure 6.Performance comparison of different cryptanalysismethods on S-DES. The plot illustrates the average number of iterations
required to recover the key across 200 different attack attempts (single, independent execution of the cryptanalysis algorithmusing a
unique key and a corresponding plaintext-ciphertext pair) using Brute Force,VQAA, FQCS, andMPSwith BondDimension 1.
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orthogonal states. This configuration allowed theVQAA to handle the increased complexity and key size of
S-AES, demonstrating its capability to adapt tomore challenging cryptographic problems.

Againwe found that using a bond dimension of 1 yielded faster results due to the algorithm’s simplicity in
theMPS approach, but it was no longermore effective than FQCS in terms of the average number of iterations
needed to recover the key.We believe the downgrade in performance could be due to over-parametrization (too
manyweights to optimize) if bond dimension is greater than 1, or lack of parameters in the case of bond
dimension 1.We also tested higher bond dimensions and observed thatwhile they generally reduced the number
of iterations required, they increased runtime due to the added computational overhead. As such, a bond
dimension of 1 provided the best trade-off between accuracy and speed for small key sizes.

Our analysis of S-AES cryptanalysis, summarized infigure 7, reveals that whileMPS offers faster
computation times compared to FQCS andVQAAdue to its algorithmic simplicity, it is not as efficient as brute-
forcemethods in terms of raw speed. Among quantum-inspired approaches, FQCSprovesmore effective in
terms of the average number of iterations needed to recover the key, particularly when configuredwithout
CNOTs—effectively serving as amean-field ansatz. This highlights the importance of optimizing circuit
configurations for practical quantum cryptanalysis.

A direct comparison betweenMPS andVQAA-h further clarifies this trade-off. As shown infigure 7, VQAA-
h outperformsMPS in terms of average iterations required to recover the key. However,MPS remains
significantly faster overall due to its lower per-iteration cost and simpler tensor updates. This reflects a core
distinction: VQAA-h, simulated via FQCS, accesses a richer variational space incorporating entanglement, but
at higher computational expense. In contrast,MPS—especially at low bond dimension—offers rapid
convergence with reduced expressivity. As cipher complexity and key size increase, we anticipate that the
advantages of VQAA-hmay becomemore pronounced, provided sufficient simulation resources are available.

3.3. Blowfish
Blowfish is a symmetric-key block cipher encryption algorithm [25], known for its simplicity and efficiency. It
operates onfixed-size blocks of data and supports key lengths ranging from32 bits to 448 bits,making it
adaptable to various security requirements. Its key setup phase is notably fast, enabling rapid encryption and

Figure 7.Performance comparison of different cryptanalysismethods on S-AES. The plot illustrates the average number of iterations
required to recover the key across 100 different attack attempts using Brute Force,VQAA, FQCS, andMPSwith BondDimension 1.

Table 2.Comparison of average number of iterations and
time required to recover 100 keys by various cryptanalysis
methods on the S-AES algorithm.

Method Average iterations Average time (s)

Brute-force 32,768 13.48

VQAA 23,584 8,241

FQCS 13,067.1 7,231

MPS 31,303 1,162
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decryption processes. Despite its age, Blowfish remainswidely used and respected due to its robust security
features and speed. Its open design and absence of any licensing restrictions have contributed to its popularity in
both commercial and open-source applications. The algorithm’s resilience against various cryptanalytic attacks
has solidified its reputation as a reliable choice for secure data encryption.

Remarkably, no effective cryptanalysis has been found to date for Blowfish, with brute-force attacks being
the standardmethod. Although the cipher is believed to beweak against birthday attacks, these are also brute-
force collision attacks based on the birthday paradox [35].

Given our previous experience with Blowfish in [13], instead of attempting a full attack on the 32-bit key, we
employ a hybrid approach.Wefix thefirst 8 bits of the key to the correct values, reducing the search space to the
remaining 24 bits. This approach simulates running 28= 256 configurations in parallel in few-qubit quantum
processors. Our analysis used 6 qubits, implying the need for 256 independent 6-qubit quantumprocessors,
which is realistic with currentNISQ technology that handles thousands of qubits, such as those using neutral
atoms [36]. In this approach, a brute-force attack searching 224= 16, 777, 216 possible keys would require on
average half of these (8,388,608) to be tested tofind the correct key.

Similarly, we benchmarked the performance of the same four different cryptanalysismethods over 100 runs.
The results for Blowfish are summarized in table 3.

Unlike previous algorithms such as S-DES and S-AES, theVQAAapproach provided themost effective
results in terms of the number of iterations required to recover the key, though brute-force was still faster in
terms of computation time. Specifically, theVQAAmethod, as detailed in [13], utilizedCNOTgates and a
6-qubit simulationwhere 4 bits were encoded into each qubit using non-orthogonal states. This configuration
resulted in an average of 4.3million iterations and 86,000 s, underscoring the increasing importance of CNOTs
and entanglement as the complexity of the cryptographic algorithm scales.

For theFQCSmethod,we simulated24 tensors/qubits, following a configurationwith1 layer, theVQAA
approach, 1 sample, andnoCNOTgates.This setup,however, proved tobequite slow,with anaverageof 10.6million
iterations anda significantly longer runtime (351,177 s). The lackofCNOTsand theuseof a lowbonddimension in
this configuration limited its effectiveness. It is likely that amore expensiveFQCSsetup, incorporatingCNOTsand
higherbonddimensions, could improve the results, but such configurationswould require significantlymore runtime.
TheMPSapproach,while faster in some scenarios, still failed tobe efficient enough topose a significant threat to the
cryptographic security ofBlowfish.The results for theMPSmethod showedanaverageof 14.8million iterations and
89,914 s, indicating that despite its speed, it is not as effective asVQAA in termsof iteration count.

Overall, as it can be seen infigure 8, thesefindings suggest that while VQAA remains a potentmethod for
cryptanalysis, especially as algorithm complexity increases, the FQCS approachmay require further
optimization, particularly when applied tomore complex algorithms like Blowfish. TheMPSmethod, although
quick,might lack the depth required to tackle such sophisticated cryptographic challenges.

For theMPS approach, the per-sweep time complexity is ( ) D3 and the space complexity is ( ) D2 , whereD
is the bond dimension.While small bond dimensions (e.g.,D= 1) are sufficient for simple ciphers like S-DES,
larger values ofD are needed to capturemore entanglement in complex ciphers, which significantly increases
runtime andmemory requirements.

The time complexity of the FQCS algorithm is ( )k- D2 1 , and space complexity ( )k D , whereκ is themax
vertex degree. Although FQCSbenefits from entanglement pruning, highκ values and deep circuits for 64- or
128-bit keys demand largememory and compute resources. In practice, VQAA-h offers better key recoverywith
fewer iterations for intermediate-size ciphers (e.g., S-AES), but the higher computational overheadmakesMPS
more practical for quick attacks on simpler protocols (e.g., S-DES).

VQAA simulations, based on full statevector backends, have exponential time and space complexity ( ) 2N ,
limiting practical runs to fewer than 25 qubits. In contrast, brute-force attacks scale as ( ) 2k in time and remain
infeasible beyond 64-bit keys.

Table 3.Comparison of average number of iterations
required to recover 100 keys and the time required for each
of themby various cryptanalysismethods on the Blowfish
algorithm.

Method Average iterations Average time (s)

Brute-force 8,388,608 15,558

VQAA 4,390,952 86,051

FQCS 10,647,241 351,177

MPS 14,844,610 89,914
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Overall, while allmethods face scaling challenges, tensor network approaches (MPS, FQCS) offermore
tractable classical alternatives for intermediate key lengths. Further optimization or parallelizationwould be
required for full 64/128-bit cryptanalysis.

4. Conclusions

In this study, we analyzed the performance of four cryptanalysismethods—brute-force, VariationalQuantum
Attack algorithm (VQAA),Matrix Product States (MPS), and the Flexible-PEPS basedQuantumCircuit
Simulator (FQCS)—on three symmetric-key ciphers: SimplifiedData Encryption Standard (S-DES), Simplified
Advanced Encryption Standard (S-AES), and Blowfish. Eachmethodwas evaluated based on the average
number of iterations needed to recover the correct key and the computational time required for each iteration.

For S-DES, the results indicated thatMPSwith a bond dimension of 1 (product state) performed remarkably
well, benefiting from the simplicity of the cipher and the limited entanglement required. This low-complexity
setup allowedMPS to achieve high efficiency in both convergence and runtime. In contrast, for themore
intricate S-AES cipher, FQCS showed stronger performance in terms of average iterations, despite longer
runtimes. The ability of FQCS to approximatemore expressive circuit structures—while remaining classically
executable—proved beneficial in this intermediate regime. Finally, for Blowfish, theVQAAmethod,
incorporating entangling CNOT gates and simulated over six qubits, achieved the best key recovery rates. This
reflects the increasing relevance of quantum resources as cipher complexity scales.

Overall, these findings suggest that the balance between algorithmic expressivity and computational cost
plays a critical role in cryptanalysis.While brute-force attacks remain effective for small key spaces,more
sophisticatedmethods such asMPS, FQCS, andVQAAoffer advantages in scalability and search space
exploration. The progression of results across the three ciphers hints at a gradual transition: as key size and
internal cipher structure becomemore complex, the effectiveness of quantum-inspired and tensor-based
methods becomes increasingly evident.

This evolution is summarized in table 4, which aligns each cipherwith the attackmethod that yielded the
most favorable trade-off between efficiency and complexity.

Figure 8.Performance comparison of different cryptanalysismethods onBlowfish. The plot illustrates the average number of
iterations required to recover the key across 100 different attack attempts using Brute Force,VQAA, FQCS, andMPSwith Bond
Dimension 1.

Table 4.Ciphers analyzed and best hackingmethods.
Themore complex the cipher, themore complex the
hacking algorithm.

Cipher Key size Most effective (iterations)

S-DES 10 MPS

S-AES 16 FQCS

Blowfish 32 VQAA
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Ourwork opens the door to further research in the study of TN and quantummethods for cybersecurity. For
instance, there is room for optimizing the FQCS algorithm to further enhance performance. Some important
improvements are utilizing the highly parallelizable nature of the Flexible-PEPS algorithm, which can
significantly improve speed, and refining the samplingmethod to increase efficiency and effectiveness, especially
for higher physical bond dimensions. The role of larger bond dimension for large-size keys is also an interesting
path to explore. Additionally, this approach can be extended to other protocols like asymmetric-key protocols,
such as RSA, and hash functions, such as those used in cryptocurrencies, as shown in [13]. Futureworkwill focus
on these aspects to better leverage the potential of TNs in cryptographic key recovery.
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Appendix. Flowchart for FQCS simulation algorithm

In this appendix, we present a detailedflowchart of our Flexible PEPS-basedQuantumCircuit Simulator
(FQCS). The primary goal of FQCS is to simulate quantum circuits composed of arbitrary one- and two-body
gates. The simulation backend is based on the Flexible Projected Entangled Pair States (fPEPS) tensor network
algorithm [19].

The fPEPS framework captures entanglement between qubits via virtual bonds connecting vertex tensors
that represent the individual qubit states. A higher virtual bond dimension corresponds to higher entanglement
content. Tomaintain computational efficiency—even for non-local gates and densely connected circuits—the
method dynamically prunes virtual edges based on the instantaneous correlation structure (quantified by bond
entanglement entropy). FQCS leverages this fPEPS formalism to apply gate sequences to a tensor network
representing the evolving quantum state. Below,we outline the core steps of the FQCS simulation in a structured
flowchart format, encompassing both gate application and entanglementmanagement.

High-Level Flowchart of FQCS (withHyperparametersχ andκ)

• Initialization: Initialize a product state onN qubits/spins by assigning a vertex tensorΓi (a vector) to each site
i. The initial tensor network contains no virtual bonds. This corresponds to the quantum circuit initialization
where all qubits are in the state |0〉i.

• For each gateO in the quantum circuit:

– IfO is a one-body gateOi: Apply the gate via exact localmatrixmultiplication:

·G ¬ GOi i i

– IfO is a two-body gateOij:

1. Apply the gate using the Simple Update method: apply Oij locally to the vertex tensors Γi and Γj,
followed by singular value decomposition to obtain updated vertex tensors and an edge tensorλij (or
update the existing edge tensor if one already exists).

2. Truncate the bond dimension of λij to a maximum value χ, preserving only the dominant singular
values.

3. UpdateΓi,Γj, andλij accordingly after truncation.

4. Check:Does either vertex (i or j)nowhavemore thanκ virtual edges?
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5. If yes: For each overconnected vertex xä {i, j}

(a) Compute the bond entanglement entropy (BEE) xy for all connected edges (x, y).

(b) Sort the BEE values to obtain a ranked list ̄x .

(c) Identify the edge (x, y)with the lowest BEE to truncate.

(d) Truncate edge (x, y) as follows:

∗ Reshape the vertex tensorsΓx andΓy intomatricesMx andMy.

∗ Perform a rank-1 truncation (matrix slicing) by retaining only the leading singular value inλxy.

∗ Absorb lxy intoMx andMy:

· ·l l = ¢  = ¢M M M M,x x xy y xy y

∗ Reshape Mx and My back into updated vertex tensors G¢x and G¢y.

∗ Remove the edge (x, y) from the network.

• Repeat: Iterate over all gates in the circuit.

Thefinal tensor network represents an approximate simulation of the full quantum circuit, governed by the
approximation parametersχ andκ, where c k Î +, . Larger values of these parameters allowmore accurate
simulations at the cost of increased computational complexity.
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