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Abstract
With the development of quantum computing technology, efficiently implementing the core component S-box of block ciphers
in quantum environments has become an important research direction in the field of cryptographic engineering. Due to the
limitations of the no-cloning theorem of quantum states, the implementation of S-boxes in quantum circuits faces the dual
challenges of exponential growth in space complexity and excessive consumption of quantum resources, especially in 16-bit
and larger S-boxes. To address these problems, this paper proposes a construction framework for 16-bit S-box quantum circuits
based on composite fields. This method relies on normal bases representation to construct composite field structures, decom-
posing high-dimensional multiplicative inverse into low-dimensional subdomain operations through isomorphic mapping,
thereby significantly reducing the quantum cost of nonlinear component. In the linear component, a dynamic optimal pivot
selection strategy is proposed to effectively optimize the Gaussian elimination process while maintaining the row echelon
form of the matrix, thereby reducing the number of CNOT gates. Taking the 16-bit S-box in the MK-3 algorithm as an
example, experimental results show that the proposed method maintains correct circuit structure while reducing CNOT gate
consumption in the linear component by more than 32.8%, and the utilization of quantum resources in the nonlinear com-
ponent is more advantageous. This study provides theoretical support and an implementation path for the high-performance
implementation of block ciphers in practical quantum computing environments.

Keywords Large S-box · Quantum circuit · Composite field · MK-3 · Optimize

1 Introduction

With the rapid advancement of quantum computing tech-
nology, quantum computers have demonstrated significant
potential in solving complex computational problems and are
gradually moving toward applications in general computing.
Leveraging the powerful computational capabilities of quan-
tum computing to efficiently execute cryptographic algo-
rithms has become a focal point of cryptographic research. In
today’s information security field, block ciphers are widely
applied in secure information transmission, data storage
encryption, and communication protection for mobile and
IoT devices (Abed et al. 2021; Rahman et al. 2022), but
how to efficiently implement block ciphers on quantum cir-
cuits has gradually become a research hotspot (Jing et al.
2023). As the core nonlinear component of block ciphers,
the cryptographic properties of the S-box directly determine
the security strength and attack resistance of the algorithm. In
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the quantum computing environment, due to the constraints
of the quantum no-cloning theorem, copying quantum states
requires adding a large number of qubits, rendering tradi-
tional lookup table implementation methods ineffective. The
quantum circuit implementation of S-boxes faces the dual
challenges of exponential growth in space complexity and
severe consumption of quantum resources (Lee et al. 2024).
Therefore, in the research on the implementation of block
cipher algorithms for quantum computing, how to efficiently
and securely implement and optimize the S-box is partic-
ularly important, with the core scientific issues focusing on
the design and optimization strategies of newquantum circuit
architectures for S-boxes.

In the paradigm of quantum computing, mainstream
approaches for S-box quantum circuit implementations rely
on finite field theory to construct quantum circuit archi-
tectures (Canright 2005; Wood 2013; Stafford 2021; Liu
et al. 2024; Saravanan and Kalpana 2018). The core mech-
anism transforms the nonlinear substitution mapping of
S-boxes into algebraic expressions based on field operations
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through the synergistic interaction of linear affine transfor-
mations and nonlinear multiplicative inverse in the finite
field GF(2n). This enables the mathematical formalization
of cryptographic permutations at the qubit level, providing
theoretical support for efficient implementations in quantum
environments. For optimization of the linear component’s
affine transformations, researchers commonly employ Gaus-
sian elimination (Luo et al. 2022), PLU decomposition (Li
et al. 2023, 2022; Chung et al. 2022), and permutationmatrix
methods (Li et al. 2024a), which systematically decompose
matrix operations to reduce quantum gate counts and cir-
cuit depth. For the multiplicative inverse in the nonlinear
component, research methods exhibit diverse characteris-
tics: the Itoh-Tsujii algorithm based on finite field GF(2n) is
applied for algebraic inverse calculations in quantum circuits
(Luo et al. 2021; Grassl et al. 2016); tools like LIGHTER-
R employ graph-based meet-in-the-middle algorithms to
exhaustively enumerate inversion results (Li et al. 2023); the
isomorphism between finite fields and composite fields is
used to simplify the inversion process (Liu et al. 2024; Li
et al. 2022; Saravanan and Kalpana 2018). These methods
collectively promote significant optimizations in key metrics
such as qubit count and T-depth for quantum S-box circuits,
establishing both theoretical and technical foundations for
the practical implementation of cryptographic quantum cir-
cuits.

Current quantum circuit research focuses on efficient
implementation and resource optimization of 8-bit S-box
structures (such as AES, SM4, etc.), primarily due to
their dominant role in classical cryptographic designs (Liu
et al. 2024; Li et al. 2022; Wang et al. 2022). However,
with post-quantum cryptography’s stringent requirements
for quantum attack resistance, constructing large S-boxes
of 16-bit and larger is emerging as a new research direc-
tion (Li et al. 2024b). In 2013, Wood (2013) constructed
a 16-bit S-box based on finite field multiplicative inversion
in composite field GF((((22)2)2)2) using polynomial bases
and normal bases, reducing circuit area in FPGA imple-
mentations through operational module reuse. In 2015, this
S-boxwas improved and applied to the authenticated encryp-
tion algorithm MK-3 based on a simplified duplex sponge
construction (Kelly et al. 2015). In 2019,Xu et al. (2019) con-
structed a 16-bit S-box in theNBCalgorithmusing a 16-stage
NFSR with 4 state-update functions through 20 iterations. In
2021, Stafford implemented the MK-3 algorithm’s S-box on
FPGAs (Stafford 2021) using polynomial bases in composite
fields GF((28)2) and GF(((24)2)2), capable of processing
8 or 4 inputs simultaneously to better adapt to and fully uti-
lize the LUTs inside the FPGA. In 2022, Wu et al. (2023)
designed a4-roundbalanced two-branchFeistel-NFSRstruc-
ture and obtained a 16-bit S-box through exhaustive search.
In 2024, Wu et al. (2024) proposed a novel method for con-

structing 16-bit dynamic S-boxes by extending traditional
8-bit S-boxes and incorporating dynamic update mecha-
nisms, combined with chaotic mappings and NFSR.

In current research, although optimization methods based
onfinite field theory andmatrix decomposition have achieved
significant progress in 8-bit S-box quantum circuit imple-
mentations, their extension to 16-bit S-boxes still faces
challenges. 1. Existing approaches are constrained by the
no-cloning theorem and inefficient elimination strategies,
resulting in excessive quantum resource consumption in the
linear component. 2. Existing methods struggle to balance
the contradiction between the algebraic complexity of high-
dimensional nonlinear operations and quantum resource
consumption.

To address the aforementioned challenges, this paper
makes the following contributions:

1. We propose a quantum circuit implementation frame-
work based on normal bases construction for composite
fields. Through an innovative co-design of the dynamic
optimal pivot algorithmwith computational optimization
in composite field GF(((24)2)2), we achieve an efficient
construction of 16-bit S-box quantum circuits for the first
time.

2. During matrix row operations in the linear compo-
nent, the method detects consecutive identical element
sequences and dynamically selects the rowwith the max-
imum consecutive identical elements as the pivot through
a pivot selection strategy. By reducing redundant opera-
tions in row transformations, this approach significantly
decreases the number of CNOT gates during elimination
while maintaining the row echelon form structure that
facilitates quantum implementation.

3. For the multiplicative inversion operation in the non-
linear component, the method employs an isomor-
phic mapping from finite field GF(216) to composite
field GF(((24)2)2). This hierarchical transformation
decomposes high-dimensional inversion operations into
lower-dimensional subfield operations, reducing quan-
tum resource consumption while establishing an alge-
braic foundation for subsequent quantum circuit opti-
mizations.

This paper takes the 16-bit S-box of the MK-3 algorithm
as an example, and experimental results show that the pro-
posed 16-bit S-box implementation consumes a total of 60
qubits, 116 Toffoli gates, and 622 CNOT gates. Compared
with existingmethods, the number of CNOTgates used in the
linear component is reduced by more than 32.8%; the non-
linear component is more compact than equivalent existing
modules, achieving superior overall performance.
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The remainder of this paper is organized as follows. Sec-
tion 2 reviews related work on quantum implementations
of S-boxes, including their construction and implementa-
tion optimization. Section 3 presents a composite field-based
16-bit S-box construction designed for quantum circuits,
describing the composite field GF(((24)2)2) and the con-
struction of the corresponding isomorphic matrix using
normal bases. Section 4 provides detailed mathematical
derivations and quantum circuit implementations for the key
components of the 16-bit S-box. Section 5 presents and eval-
uates the implementation results of this paper. Section 6
concludes with a summary of contributions and discusses
potential research directions.

2 Related work

2.1 S-box construction

In cryptography, the S-box, serving as the sole nonlin-
ear component in block cipher algorithms, has maintained
its design security and construction methods as a cen-
tral research focus (Curlin et al. 2025; Abd-El-Atty 2023;
Çavuşoğlu et al. 2017). Current S-box construction approa-
ches primarily include finite field-based, structure-based, and
special integer-based methodologies.

Finite field-based S-box constructions mainly use affine
transformations and multiplicative inversion within finite
fields to provide a complete algebraic expression describing
the S-box mapping relationship. In 2005, Canright (2005)
proposed the classical optimized implementation scheme for
the AES algorithm’s S-box using normal bases in the com-
posite field GF(((22)2)2). He mapped computations from
the finite field GF(28) to the composite field GF(((22)2)2),
simplifying operations within the composite field to obtain
the results. In 2010, Boyar and Peralta (2010) redesigned
the multiplicative inversion module over 16-element sub-
fields within Canright’s composite field structure, achieving
a more compact implementation through novel SLP algo-
rithms. In 2013, Wood (2013) constructed an S-box based
on finite field multiplicative inversion in GF((((22)2)2)2)
using polynomial bases and normal bases, following AES
S-box design methodology. The composite field construc-
tion of this S-box is clear and allows extensive circuit reuse
on FPGA implementations to reduce circuit area. In 2015,
this S-box was improved and adopted in theMK-3 algorithm
(Kelly et al. 2015). In 2021, Stafford (2021) implemented the
MK-3 algorithm’s S-box on FPGAusing polynomial bases in
the composite fieldsGF((28)2) andGF(((24)2)2). This con-
struction method can simultaneously process 8 or 4 inputs,
thus better adapting to and fully utilizing FPGA internal
LUTs. In 2023, Nandan and Rao (2023) constructed a more

area-efficient AES S-box using dual-basis composite field
expansion techniques in the composite fields GF(((22)2)2)
and GF((24)2).

Structure-based S-box constructions primarily employ
specific cryptographic structures, such as Feistel structures,
SPN structures, Lai-Massey structures, or their variants to
create S-boxes. In 2014, Li and Wang (2014) constructed an
8-bit S-box with excellent cryptographic properties and low
hardware implementation costs using a three-round Feistel
structure. In 2019, Xu et al. (2019) constructed a 16-bit S-
box using NFSR structure in the NBC algorithm to enhance
both algorithm speed and security. In 2022, Wu et al. (2023)
combined Feistel structure with NFSR structure to design
a four-round balanced two-branch Feistel-NFSR structure
for constructing 16-bit S-boxes. In 2024, Wu et al. (2024)
proposed a new method for constructing 16-bit dynamic S-
boxes by extending traditional 8-bit S-boxes and introducing
a dynamic update mechanism, combined with chaotic map-
ping and NFSR.

In the field of S-box construction based on special inte-
gers, recent research has primarily focused on utilizing the
unique properties of Gaussian integers, Eisenstein integers,
and Quaternion integers to design more secure and effi-
cient S-boxes. In 2023, Hazzazi et al. (2023) proposed an
S-box design scheme based on Eisenstein integers that could
generate a pair of S-boxes using a fixed set of parame-
ters in resource-constrained environments, demonstrating the
potential of this mathematical structure for enhancing cryp-
tographic algorithm security. In 2024, Sajjad et al. (2024)
designed a novel SPN architecture based on Gaussian inte-
gers for RGB image encryption and proposed a new method
for constructing S-boxes using Gaussian integers, providing
new ideas and technical approaches for image encryption.
Also in 2024, Shah et al. (2024) published research on con-
structing S-boxes using Quaternion integers, implementing
a design where each input corresponds to a pair of S-boxes
through the algebraic properties of quaternions, significantly
increasing computational complexity and enhancing cryp-
tosystem security. In 2025, Sajjad et al. (2025) further
extended the research on Gaussian integer-based S-boxes
by designing an S-box scheme based on residue classes of
Gaussian integers, expanding the application scope from sin-
gle image encryption to multiple image encryption, marking
a significant advancement in this direction. Currently, these
methods mostly focus on the construction of 8-bit S-boxes;
however, with appropriate parameter adjustments, they have
shown potential to support the construction of 16-bit and
larger large S-boxes, indicating an important research trend
in future S-box design. Continued exploration in this field not
only helps improve the security of existing cryptographic sys-
tems but also provides valuable theoretical foundations and
technical approaches for the development of post-quantum
cryptography.
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2.2 S-box implementation optimization

In quantum circuit design, the primary optimization objec-
tives are to minimize the number of qubits, quantum
gates (particularly Toffoli and CNOT gates), and overall
circuit depth (Liu et al. 2023; Haferkamp et al. 2022).
Current research on quantum circuit implementations of
S-boxes predominantly employs finite field-based construc-
tions, focusing on optimizing affine transformations and
inversion operations. Specifically, resource consumption is
reduced by optimizing the linear component on one hand,
and overall efficiency is improved by simplifying multipli-
cation operations on the other (Boyar and Peralta 2010). By
precisely adjusting these key parameters, not only can the
performance of quantum circuits be significantly enhanced,
but also a solid foundation can be provided for building effi-
cient and secure post-quantum cryptographic systems.

For the implementation and optimization of linear compo-
nents, the primary focus lies in optimizing linear operations,
with particular emphasis on reducing the number of CNOT
gates in linear computation circuits. Chung et al. (2022) and
Li et al. (2023, 2022) utilized PLU decomposition, decom-
posing the original matrix into an upper triangular matrix,
a lower triangular matrix, and a permutation matrix. After
implementing quantum circuits for the upper and lower tri-
angular matrices using CNOT gates, the permutation matrix
can be realized by rewriting the indices of input and out-
put bits, with its quantum resource overhead considered as
zero. Luo et al. (2022) employedGaussianelimination,where
elementary row operations on matrices in modulo 2 can be
equivalent to applying CNOT gates. By reducing the original
matrix to an identity matrix through row operations and then
reversing all the row operation steps, the quantum circuit can
be obtained. Li et al. (2024a) adopted the permutation matrix
method, proposing a greedy strategy-based matrix elimina-
tion approach that selects two rows that can eliminate the
most 1s for each elimination step, ultimately obtaining a per-
mutation matrix. The implementation of a matrix can also
be viewed as solving a shortest linear program (SLP) prob-
lem along the path between each input and its corresponding
output (Boyar et al. 2008). However, this method assumes
that the circuit states both before and after the gates can be
accessed by later points in the circuit, which is not directly
compatible with the quantum computing paradigm (Chun
et al. 2023).

The implementation and optimization of nonlinear com-
ponents primarily focuses on reducing multiplicative com-
plexity, with particular emphasis on minimizing AND gates
(i.e., Toffoli gates) in nonlinear operations. In 2016, Grassl
et al. (2016) employed the Itoh-Tsujii algorithm, construct-
ing a quantum circuit for the AES S-box requiring 40
qubits through repeated applications of multiplication and
squaring circuits. In 2018, Saravanan and Kalpana (2018)

used tower field decomposition techniques to map elements
from GF(24) to the composite field GF((22)2) for inver-
sion operations, then mapped them back to the finite field
GF(24), reducing the use of qubits and Toffoli gates. In
2020, Langenberg et al. (2019) adopted the combinatorial
logic optimization techniques proposed by Boyar and Per-
alta (2010) to optimize inversion operations in the finite field
GF(24), reducing the use of Toffoli gates, and presented a
quantum circuit for the AES algorithm S-box requiring 32
qubits. In 2023, Li et al. (2023) utilized the LIGHTER-R tool
(Dasu et al. 2019) to treat the multiplication inversion oper-
ation in the finite field GF(24) as a lookup table, optimizing
nonlinear operations by searching for quantum circuits.

For 16-bit S-boxes, among current linear component opti-
mization methods, PLU decomposition faces conflicts due
to the constraints of the quantum no-cloning theorem, mak-
ing implementation difficult without adding auxiliary qubits.
Furthermore, PLU decomposition has been proven to gen-
erate a larger number of CNOT gates (Liu et al. 2024).
Elimination strategies in Gaussian elimination and permu-
tation matrix methods are inefficient for 16×16 matrices,
resulting in higher consumption of CNOT gates. Current
implementation and optimization of nonlinear components
focus on 8-bit S-boxes, with no specific implementation
schemes for components used in 16-bit S-boxes, making
construction extension difficult. Meanwhile, existing finite
field-based 16-bit S-box construction schemes demonstrate
good implementation effects in FPGAs. However, in quan-
tum circuits, these schemes face issues such as complex
composite field constructions, high implementation costs for
operation module quantum circuits, and numerous opera-
tion rounds, making it difficult to balance the contradiction
between algebraic complexity of high-dimensional nonlinear
operations and quantum resource consumption.

Therefore, this paper proposes a quantum circuit imple-
mentation framework based on normal bases for constructing
composite fields. For the linear component, we employ a
dynamic optimal pivot method to reduce redundant oper-
ations in row transformations, thereby decreasing CNOT
gate counts during elimination. For the nonlinear compo-
nent, through an isomorphic mapping from GF(216) to
GF(((24)2)2), we decompose high-dimensional inversion
operations into low-dimensional subfield operations, signif-
icantly reducing quantum resource consumption.

3 16-bit S-box construction scheme for
quantum circuits

To construct and implement a 16-bit S-box in quantum cir-
cuits, this paper adopts an S-box construction scheme based
on normal bases for composite field implementation. This
section presents the proposed scheme.
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3.1 General construction scheme for large S-boxes

The traditional finite field construction of S-boxes processes
the input through multiplicative inverse and affine trans-
formation to generate the output, where the inversion may
fail if the solution space is too large. The composite field
method improves this by optimizing the inversion operation
through isomorphic transformations between finite fields and
composite fields. This paper proposes a general construction
scheme for large S-boxes using the composite field method,
which can be divided into two phases, with the process shown
in Fig. 1.

The first phase involves constructing a composite field
based on specific bases, ensuring it has an isomorphic rela-
tionship with the original finite field. By determining the
values of the bases, isomorphic and inverse isomorphic
matrices between the finite field and composite field are
constructed,mapping the S-box input to the constructed com-
posite field. The second phase computes the inverse of the
S-box input in the composite field, where field extensions
and subfields can be interconverted, transforming the inver-
sion in the large field into a series of operations in subfields
and smaller fields. Finally, the inverse result in the compos-
ite field is mapped back to the original finite field through
the inverse isomorphic transformation, followed by an affine
transformation to obtain the S-box output.The advantage of
the composite fieldmethod lies in its clear algebraic structure
and well-defined hierarchical relationships, which enable
continuous decomposition of high-dimensional operations
into low-dimensional subfield operations.

3.2 Composite field construction of 16-bit S-box

The implementation of the composite field method requires
selecting a basis for constructing the composite field. This
paper utilizes normal bases to construct the composite field
GF(((24)2)2) based on finite field extension theory. The the-
orem for finite field extension is presented below:

Theorem 1 Lidl and Niederreiter (1997) Let GF(p) be a
finite field with p elements, and Q(x) be an irreducible
polynomial of degree n over GF(p). Then the quotient ring
GF(p)/Q(x) can form a finite field with pn elements.

Theorem 1 provides the method of extending from a small
field to a large field. In the construction of a composite field,
the process is bottom-up, expanding from the small field to
the large field. In contrast, the implementation of operations
in the composite field involves transforming operations from
the large field into a series of operations in the small field,
which is a top-down implementation process.

Taking the 216-element composite field in this paper
as an example, according to Theorem 1, the residue class
GF(2)/Q1(x) can form a finite field. In GF(2), the irre-
ducible polynomial is uniquely determined, so we can
directly specify Q1(x) = x2 + x + 1, with its two roots
defined as normal bases W and W 2. Since the degree of
Q1(x) is n = 2, through quadratic finite extension inGF(2),
we can construct the 4-element fieldGF(22), where elements
can be represented using normal bases as x1W 2 + x0W ,
where x0, x1 ∈ GF(2). Similar to constructing finite field
GF(22), for composite field GF((22)2), we can determine
the irreducible polynomial Q2(x) = x2 + Ax + B, with its
roots denoted as normal bases Z and Z4. Through quadratic
extension over finite field GF(22), we construct the 16-
element fieldGF((22)2), whose elements can be represented
as x1Z4 + x0Z , where x0, x1 ∈ GF(22). Similarly, compos-
ite fields GF(((22)2)2) and GF((((22)2)2)2) can be derived
using the same extension method. Elements in compos-
ite field GF(((22)2)2) are represented as x1Y 16 + x0Y ,
where x0, x1 ∈ GF((22)2), and elements in composite field
GF((((22)2)2)2) are represented as x1T 256 + x0T , where
x0, x1 ∈ GF(((22)2)2). This 216-element composite field
structure consists of four layers of composite fields.

For a more compact composite field structure, this
paper uses finite field GF(2) to directly represent finite
field GF(24). Composite field GF((22)2) and finite field

Fig. 1 Composite Field Method
Flow
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GF(24) are isomorphic, and their elements can be derived
through conversion. Elements x1Z4+x0Z in composite field
GF((22)2), where x0, x1 ∈ GF(22), can be converted by
using the base field GF(2) to transform x0, x1 over GF(22)
into x1W 2 + x0W and x3W 2 + x2W , where x0, x1, x2, x3 ∈
GF(2). This allows us to derive the result of finite field
GF(24) being directly represented byGF(2), while keeping
the remaining extension structure unchanged.We can convert
the original four-layer composite field structure GF(22) −
GF((22)2)−GF(((22)2)2)−GF((((22)2)2)2) into a three-
layer composite field structure GF(24) − GF((24)2) −
GF(((24)2)2).The construction parameters for composite
field GF(((24)2)2) are shown in Table 1.

According to finite field extension theory, elements in
GF(((24)2)2) can be represented through normal bases as
linear combinations of elements in the subfield GF((24)2),
thereby transforming operations in GF(((24)2)2) into a
series of operations in the subfield GF((24)2). By decom-
posing high-dimensional operations into lower-dimensional
operations layer by layer, the algebraic complexity of oper-
ations can be reduced. Higher-dimensional operations can
be implemented layer by layer through the implementation
of lower-dimensional operations. In the irreducible poly-
nomials for composite field construction in this paper, the
first-degree term coefficients are specified as A,C, E = 1,
and the constant terms as B = W 2, D = B2Z , F = DY .

3.3 Isomorphic matrix construction of 16-bit S-box

Theorem 2 Lidl and Niederreiter (1997) If both F1 and F2
are n-th degree extensions of the finite field F, and their
primitive polynomials over F are f1 and f2 respectively,
then there are exactly n isomorphic matrices between the
fields F1 and F2.

Previous work has proven that if two fields have the
same number of elements, then the fields are isomorphic,
and an isomorphic transformation must exist. The number
of isomorphic matrices in an isomorphic transformation is
guaranteed by Theorem 2. This paper chooses to map finite

field GF(216) to composite field GF(((24)2)2), which has
the same number of elements as the original finite field, sat-
isfying the isomorphism condition.

For a 16-bit element p in the finite field GF(216), its
representation using polynomial bases is given by the (1):

p = p15A15 + p14A14 + · · · + p0A0,

pi ∈ {0, 1}, Ai ∈ {0, 1} (1)

To leverage the compactness of composite fields and the
computational simplicity brought by element transforma-
tion, this paper chooses to compute by mapping elements
represented in polynomial bases in finite field GF(216) to
elements represented in normal bases in composite field
GF(((24)2)2). Through the example in Section 3.2, a 16-bit
element n = n1T 256+n0T , where n0, n1 ∈ GF((24)2), rep-
resented in normal bases in composite field GF(((24)2)2),
can be transformed using elements and bases in subfield
GF((24)2) as n = (n3Y 16 + n2Y )T 256 + (n1Y 16 + n0Y )T ,
wheren0, n1, n2, n3 ∈ GF(24). Subsequently, by transform-
ing elementn throughGF(24) elements andbasis operations,
we ultimately derive (2) after simplification.

n = n15W 2Z4Y 16T 256 + n14WZ4Y 16T 256

+ · · · + n0WZYT , ni ∈ {0, 1} (2)

When an element p in finite field GF(216) is mapped
to element n in composite field GF(((24)2)2) through an
isomorphic mapping, the mapping relationship can be estab-
lished by combining (1) and (2):

⎡
⎢⎢⎢⎣

n15
n14
...

n0

⎤
⎥⎥⎥⎦ = PN

⎡
⎢⎢⎢⎣

p15
p14
...

p0

⎤
⎥⎥⎥⎦

⎡
⎢⎢⎢⎣

p15
p14
...

p0

⎤
⎥⎥⎥⎦ = N P

⎡
⎢⎢⎢⎣

n15
n14
...

n0

⎤
⎥⎥⎥⎦ (3)

Equation 3 provides two mapping chains: the element p
represented in polynomial bases is mapped to element n rep-
resented in normal bases through isomorphicmatrix PN , and

Table 1 Construction
Parameters of the Composite
Field GF(((24)2)2)

Composite Field Irreducible Polynomial Element Representation Normal Bases

GF(22) Q1(x) = x2 + x + 1 x1W 2 + x0W , W ,W 2

x0, x1 ∈ GF(2)

GF(24) Q2(x) = x2 + Ax + B (x3W 2 + x2W )Z4 Z , Z4

+(x1W 2 + x0W )Z ,

x0, x1, x2, x3 ∈ GF(2)

GF((24)2) Q3(x) = x2 + Cx + D x1Y 16 + x0Y , Y , Y 16

x0, x1 ∈ GF(24)

GF(((24)2)2) Q4(x) = x2 + Ex + F x1T 256 + x0T , T , T 256

x0, x1 ∈ GF((24)2)
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element n is mapped back to element p through inverse iso-
morphic matrix N P . The 16 coefficients of element n are all
derived from the multiplication of normal bases, which are
a set of specific values determined during the construction
of the composite field. After representing each coefficient in
hexadecimal, a 16×16 inverse isomorphic matrix N P can be
obtained. The specific values of the normal bases selected in
this paper are as follows:

– W 2 = 0x0733; W = 0x0732
– Z4 = 0x8f9e; Z = 0x8f9f
– Y 16 = 0xb0df; Y = 0xb0de
– T 256 = 0xe5ef; T = 0xe5ee

In finite fields, the isomorphism matrix PN can be
obtained by inverting the inverse isomorphism matrix N P .
Their specific values are provided in Appendix A. In this
paper’s matrix representation, elements with the largest row
and column indices are placed in the leftmost column and
topmost row of the matrix. However, quantum computing
conventions typically place elements with the smallest row
and column indices in the leftmost column and topmost row.
Therefore, to align with quantum computing standards, the
computedmatrices N P and PN in this paper have undergone
row and column order reversal.

4 Quantum circuit implementation of key
components

This paper implements a composite-field-constructed 16-
bit S-box employing the dynamic optimal pivot algorithm
to eliminate redundant operations in 16×16 matrix row
transformations for the linear component, while decom-
posing high-dimensional multiplicative inversion into low-
dimensional subfield operations for the nonlinear compo-
nent. This chapter provides detailed explanations for both
components.

4.1 Linear component

The linear component comprises matrix operations of affine
transformations and isomorphism mappings in the 16-bit
S-box, where the computational results can be viewed as
linear combinations of elements in column vectors. For 16-
bit S-boxes, existing methods are limited by the quantum
no-cloning theorem and inefficient elimination strategies,
resulting in poor performance when implementing 16×16
matrices. This paper proposes a new elimination strategy
using dynamic pivot selection based on Gaussian elimina-
tion, achieving an effective implementation for 16×16matrix
operations.

The dynamic optimal pivot algorithm takes a 16×16
matrix as input and converts it to a 16×16 identity matrix
through a row transformation elimination strategy estab-
lished by the algorithm. In this process, the pivot column i is
defined as the index of the current target column for elimina-
tion. After completing one round of elimination operations
on pivot column i , the i-th column of the matrix will contain
the value 1 in only one row, while the i-th column elements
in all other rows will be 0. Key terminology is defined as
follows:

A consecutive-1 sequence of length n: Refers to an ele-
ment sequence in a matrix row starting from pivot column i ,
where positions i , i + 1, i + 2, ..., i + n − 1 consecutively
contain the value 1, with n denoting the sequence length.

Consecutive identical sequence: Refers to the longest
contiguous sequence where two rows share identical ele-
ment values (either 0 or 1) in corresponding column positions
starting from pivot column i during comparative analysis. It
should be specifically noted that having identical elements
only at pivot column i does not constitute a consecutive iden-
tical sequence.

To clarify the above definitions, suppose the first three
rows of matrix A are as follows, with the current pivot col-
umn i = 0. Among these three rows, Row0 has the longest
consecutive-1 sequence with length n = 6. Row1 and Row2

both have consecutive-1 sequences of length n = 2. The
consecutive identical sequence between Row0 and Row1 is
[1, 1], between Row0 and Row2 is [1, 1], and between Row1

and Row2 is [1, 1, 0, 1, 1, 0, 0, 1]. Therefore, among these
three rows, Row1 and Row2 have the longest consecutive
identical sequence.

Row0 = [1, 1, 1, 1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 0, 1, 0]
Row1 = [1, 1, 0, 1, 1, 0, 0, 1, 1, 1, 0, 0, 1, 0, 1, 1]
Row2 = [1, 1, 0, 1, 1, 0, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0]
The algorithm flow of the dynamic optimal pivot algo-

rithm consists of two main phases, with the detailed process
illustrated in Fig. 2.

Non-pivot column elimination: The non-pivot column
elimination procedure operates on rows 0 to i − 1 of the
matrix. Although these rows have undergone preliminary
elimination processing in previous pivot columns, after sev-
eral rounds of elimination, former non-pivot columns now
become pivot columns, and there may still be uneliminated
elements 1 in the current pivot column, necessitating supple-
mentary elimination operations. The algorithm first traverses
the specified row range to identify rows with value 1 in pivot
column i , then incorporates them into the Non-pivot Column
set NC . Subsequently, it progressively compares each row
in set NC against all rows in the Candidate Row set CR to
detect the longest consecutive identical sequence. Select two
rows containing the longest consecutive identical sequence,
use the rows in CR to perform elimination operations on the
rows in NC , and remove the eliminated rows from NC .
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Fig. 2 Flowchart of the Dynamic Optimal Pivot Algorithm

Pivot column elimination: Pivot column elimination
implements elimination operations for rows i to 15 in the
matrix. First, the algorithm traverses the specified row range
to identify rows with value 1 in pivot column i , incorporating
them into the Candidate Row set CR. The set CR needs to
complete the non-pivot column elimination part at this stage
before continuing with subsequent operations. For all rows
in set CR, the algorithm identifies the longest consecutive-1
sequence and records its length as n. When n > 1, the algo-
rithm determines whether consecutive identical sequences
exist among consecutive-1 sequences of length n; if they
exist, dynamic pivot elimination is performed on these rows,
the eliminated rows are removed from setCR, and n = n−1;
if they do not exist, n is directly set to n−1.When n decreases
to 1, the algorithm continues to determine whether rows with
consecutive identical sequences still exist in set CR; if they
do, dynamic pivot elimination is prioritized for them until
no consecutive identical sequences remain in set CR. Sub-
sequently, dynamic pivot elimination is implemented for the
entire set CR. Finally, the pivot row PR is swapped with row
i . After one round of elimination, i = i + 1, meaning the
pivot column moves to the right, and all row sets used are
emptied, with n reset to 0. The dynamic pivot elimination
algorithm is shown in Algorithm 1.

In quantum circuit implementation, all elimination steps
need to be reversed, with one CNOT gate representing one
row transformation elimination. Therefore, the dynamic opti-

Algorithm 1 Dynamic Pivot Elimination Algorithm.
Input: Row set S containing the longest consecutive identical sequence
Output: Optimal Pivot Row PR
1: Starting column i of the longest consecutive sequence
2: Termination column j of the longest consecutive sequence
3: Initialize the candidate optimal pivot row set CPR as an empty set
4: Initialize the pivot row set PR as an empty set
5: Maximum next 1 column index M_1 = −1
6: for each row r ∈ S do
7: Next 1 column index N_1 = Find next 1 column starting from

column j
8: if N_1 > M_1 then
9: N_1 = M_1, CPR = {r}
10: else if N_1 = M_1 then
11: add r to CPR
12: end if
13: if size of CPR == 1 then
14: PR = sole row r in set CPR
15: else
16: Create new set and recursively continue optimal pivot row

selection
17: end if
18: if r ! = PR then
19: Row_Elimination(PR, r )
20: end if
21: end for

mal pivot algorithm significantly reduces the use of CNOT
gates by decreasing the number of elimination operations.
The performance comparison results between the dynamic
optimal pivot algorithm proposed in this paper and the Gaus-
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sian elimination method and permutation matrix method are
shown in Table 5. The implementation of linear component
is provided in Appendix B. Experiments demonstrate that
this paper’s algorithm significantly improves the resource
utilization efficiency of 16×16 matrices in quantum circuit
implementation.

4.2 Nonlinear component

The nonlinear component of the S-box refers to multiplica-
tive inverse in finite field GF(216), which is mapped to
inversion in composite field GF(((24)2)2) through isomor-
phic transformation. Due to the conversion relationships in
composite fields, operations in GF(((24)2)2) can be simpli-
fied into operations in its subfields.

4.2.1 Operations on GF(((24)2)2)

As known from Section 3.2, elements a and b in the com-
posite field GF(((24)2)2) can be represented by the two
roots of the irreducible polynomial, namely the normal bases
T 256 and T . The irreducible polynomial in the composite
field GF(((24)2)2) is Q4(x) = x2 + Ex + F , with trace
T 256 + T = E and norm T (T 256) = F . Thus, the trace can
be simplified to:

1 = E−1(T + T 256) (4)

If a and b are inverses of each other, the definition of
inverse yields (5).

ab = (a1T
256 + a0T )(b1T

256 + b0T )

= (a1b1)(T
256)2 + (a1b0 + a0b1)(T

256)T

+ (a0b0)T
2

= (a1b1)(ET
256 + F) + (a1b0 + a0b1)F

+ (a0b0)(ET + F)

= (a1b1E)T
256 + (a0b0E)T

+ (a1b1 + a1b0 + a0b1 + a0b0)F

= (a1b1E)T
256 + (a0b0E)T

+ [(a1 + a0)(b1 + b0)F]E−1(T 256 + T )

= [(a1b1E) + (a1 + a0)(b1 + b0)FE−1]T 256

+ [(a0b0E) + (a1 + a0)(b1 + b0)FE−1]T
= 1 (5)

Combining (4) and (5) yields:

{
E−1 = (a1b1E) + (a1 + a0)(b1 + b0)FE−1

E−1 = (a0b0E) + (a1 + a0)(b1 + b0)FE−1

⇒ a1b1 + a0b0 = 0
(6)

Multiplying both sides of (6) by a0E and simplifying
yields:

a0 = (a1a0b1)E
2 + (a1a0b0 + a0

2b1)F

= (a1a0b1)E
2 + (a1

2b1 + a0
2b1)F

= [(a1a0)E2 + (a1
2 + a0

2)F]b1
(7)

Similarly, a1 = [(a1a0)E2 + (a12 +a02)F]b0. This paper
sets the trace E = 1, and by organizing the results, the
inverse element b of the 16-bit element a in the composite
field GF(((24)2)2) can be obtained, as shown in (8).

b1 = [(a1a0) + (a12 + a02)F]−1a0
b0 = [(a1a0) + (a12 + a02)F]−1a1

(8)

From (8), we can derive the quantum circuit diagram for
the inversion in the composite field GF(((24)2)2), which
can be transformed into three operational sub-modules on
the subfield GF((24)2): multiplication, square-scale F , and
inversion, where F is the scaling factor of the scaling oper-
ation. Figure 3 is scaled for 8 qubits, where the CNOT gates
perform CNOT operations on each qubit.

Fig. 3 Quantum Circuit
Diagram for Multiplicative
Inversion in GF(((24)2)2)
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4.2.2 Operations on GF((24)2)

Since there are transformation relationships for operations in
the composite field, operations in the larger and smaller fields
can be transformed into each other. Therefore, operations in
GF((24)2) can also be transformed into operations in the
subfield GF(24).

Multiplication operation
The implementation steps for multiplication are similar to
those for inversion. If elements c and d exist in the composite
field GF((24)2), their irreducible polynomial is Q3(x) =
x2 + x + D, with the scaling factor D.

cd = (c1Y
16 + c0Y )(d1Y

16 + d0Y )

= [(c1d1) + (c1 + c0)(d1 + d0)D]Y 16

+ [(c0d0) + (c1 + c0)(d1 + d0)D]Y
(9)

The results indicate that the multiplication operation in
the composite field GF((24)2) under the normal bases rep-
resentation can be transformed into multiplication and scale
D operations on the subfield. The quantum circuit diagram
is shown in Fig. 4, scaled to 4 qubits.

Scaling operation
For the scaling operation, the scaling factor is the norm of the
irreducible polynomial of each layer of the composite field,
which can be determined as a constant value by selecting
the coefficients. The scaling factor F in the composite field
GF((24)2) is the norm of the irreducible polynomial Q4(x),
and it lies in the same composite field as the element c in
GF((24)2). Both can be represented using a normal bases.
Thus, the square-scale F can be expressed as:

c2F = (c1Y
16 + c0Y )

2( f1Y
16 + f0Y )

= [ f1c12 + f0D(c1
2 + c0

2)]Y 16

+ [ f0c02 + f1D(c1
2 + c0

2)]Y
(10)

Fig. 4 Quantum Circuit Diagram for Multiplication in GF((24)2)

Different values of the norm F will affect the quantum
resource consumption during implementation, which will
be discussed in the compatibility experiments section. Here,
only the value is given. From the perspective of serializing
the composite field’s upper and lower layers and the com-
pact circuit, this paper chooses f1 = 0, f0 = D, and thus
F = DY . Therefore, c2F = [D2(c1 + c0)2]Y 16+[Dc02]Y ,
this indicates that the square-scale F in the composite field
GF((24)2) can be composed of the square-scale D in the
subfield and the square-scale D2, with its quantum circuit
shown in Fig. 5.

Inversion operation
The steps for multiplicative inversion in the composite field
GF((24)2) are similar to those in GF(((24)2)2), and its
quantum circuit diagram is shown in Fig. 6.

4.2.3 Operations on GF(24)

After the operations in the 216-element field are transformed
to the 24-element field, some operations can be performed
directly without further transforming to the smaller field
GF(22), as long as computational capabilities allow. There-
fore, this paper optimizes the operations by directly repre-
senting the elements of the composite field GF(24) using
elements from the base field GF(2).

Multiplication operation
In GF(24), the following transformation relationship of the
normal bases can be determined from the properties of the
irreducible polynomial and the normal bases:

– Z2 + Z = W 2, Z3 = W (Z2 + 1), Z4 = Z2 + W ,
Z5 = B, Z7 = Z2W 2, Z8 = Z2 + 1, Z10 = Z4 + Z2

Fig. 5 Quantum Circuit for Square-Scale F in GF((24)2)
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Fig. 6 Quantum Circuit Diagram for Multiplicative Inversion in
GF((24)2)

– B = W 2, B2 = W , B3 = 1

Any two elements e, f can be represented as:

{
e = e3W 2Z4 + e2WZ4 + e1W 2Z + e0WZ
f = f3W 2Z4 + f2WZ4 + f1W 2Z + f0WZ

(11)

Themultiplication result, combinedwith the normal bases
transformation relation, can be derived as:

e f = (e f )3W
2Z4 + (e f )2WZ4

+ (e f )1W
2Z + (e f )0WZ

(12)

Among them, (e f )3, (e f )2, (e f )1, (e f )0 are respectively:

(e f )3 = (e0 + e1 + e2 + e3)( f0 + f1 + f2 + f3)+
(e0 + e2)( f0 + f2) + (e2 + e3)( f2 + f3) + e3 f3

(e f )2 = (e0 + e2)( f0 + f2) + (e1 + e3)( f1 + f3)

+ (e2 + e3)( f2 + f3) + e2 f2

(e f )1 = (e0 + e1 + e2 + e3)( f0 + f1 + f2 + f3)+
(e0 + e1)( f0 + f1) + (e0 + e2)( f0 + f2) + e1 f1

(e f )0 = (e0 + e1)( f0 + f1) + (e0 + e2)( f0 + f2)

+ (e1 + e3)( f1 + f3) + e0 f0
(13)

The quantum circuit for multiplication in GF(24) is
shown in Fig. 7 according to the equation. It requires a total
of 12 qubits, 9 Toffoli gates, and 27 CNOT gates.

Scaling operation
In the composite field GF(24), there are three scaling oper-
ations: scale D, square-scale D, and square-scale D2, where
D = B2Z .

In the composite field GF(24), there are three scaling
operations: scale D, square-scale D, and square-scale D2,

Fig. 7 Quantum Circuit for Multiplication in GF(24)

where D = B2Z .

eD = [(e3W 2 + e2W )Z4

+ (e1W
2 + e0W )Z ]B2Z

= [(e3 + e1)W
2 + (e2 + e0)W ]Z4

+ [(e3 + e0)W
2 + (e2 + e1 + e0)W ]Z (14)

The result of scale D is given by (14), and its quantum
circuit implementation is shown in Fig. 8a, requiring a total
of 4 qubits, 5 CNOT gates, and 1 Swap gate.

e2D = [(e3W 2 + e2W )Z4

+ (e1W
2 + e0W )Z ]2B2Z

= [(e2 + e0)W
2 + (e3 + e1)W ]Z4

+ [(e1 + e0)W
2 + (e0)W ]Z (15)

e2D2 = [(e3W 2 + e2W )Z4

+ (e1W
2 + e0W )Z ]2(B2Z)2

= [(e2 + e1)W
2 + (e3 + e1 + e0)W ]Z4

+ [e2W 2 + e3W ]Z (16)

The results of square-scale D and square-scale D2 can be
obtained by calculation as (15) and (16), and their quantum
circuits are shown in Fig. 8b and c, respectively. Square-scale
D requires a total of 4 qubits, 3 CNOT gates, and 1 Swap
gate. Square-scale D2 requires a total of 4 qubits, 3 CNOT
gates, and 3 Swap gates.

Inversion operation
This paper treats the inverse operation inGF(24) as an input-
output mapping in a lookup table, which is then viewed as
a 4 × 4 S-box. The quantum circuit for this lookup table
is implemented using the DORCIS tool (Chun et al. 2023).
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Fig. 8 Quantum Circuit for Scaling Operations in GF(24)

The DORCIS tool can search for quantum circuits of 4 × 4
or 3 × 3 S-boxes, and its circuit depth or T-depth is lower
compared to those generated by the LIGHTER-R tool. The
inverse operation in GF(24) is represented as a 4× 4 S-box,
with the input-output mapping shown in Table 2.

Based on the lookup table provided in Table 2, the quan-
tum circuit generated by the DORCIS tool is shown in Fig. 9,
which includes a CCCNOT gate. According to Li et al.

Table 2 Lookup Table for Inversion in GF(24)

Elements

input 0 1 2 3 4 5 6 7 8 9 a b c d e f

output 0 c 8 4 3 a 7 6 2 d 5 e 1 9 b f

Fig. 9 Quantum Circuit for Multiplicative Inversion in GF(24)

(2023), a CCCNOT gate requires 5 qubits and can be imple-
mented with 4 Toffoli gates, as shown in Fig. 10. Therefore,
implementing the quantum circuit shown in Fig. 9 requires
5 qubits, 8 Toffoli gates, and 6 CNOT gates.

5 Results evaluation

This paper proposes a 16-bit large S-box construction over
composite fieldGF(((24)2)2) using normal bases.We imple-
mented and optimized the 16-bit S-box of MK-3 algorithm
in quantum circuits. To evaluate the effectiveness, we com-
pared our scheme with existing implementations. We also
generated new 16-bit S-boxes to test the generality of our
scheme.

5.1 Implementation platform

This paper implements quantum circuits using the open-
source quantum computing framework ProjectQ (version
0.8.0) (Steiger et al. 2018) developed by ETH Zurich, which
is based on Python (version 3.11.9). We use this framework
for simulation and resource estimation of our quantum circuit
implementation. We use the ClassicalSimulator in the Pro-
jectQ framework for simulation and the ResourceCounter
for resource counting. The ClassicalSimulator only executes
classical gate operations. These operations are deterministic
and do not generate quantum superposition or entanglement.
The operations have perfect fidelity with 100% reliability
(Jones et al. 2019). The ResourceCounter simulator does not

Fig. 10 Quantum Circuit of CCCNOT Gate
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actually perform quantum computation simulation; instead,
it simply counts and tallies the number of various quantum
gate operations.

The MK-3 algorithm is an authenticated encryption algo-
rithm that employs a simplified duplex sponge structure,
containing 32 16-bit S-boxes. The irreducible polynomial
used for its S-box is: P(x) = x16+ x5+ x3+ x +1, with the
construction formula shown in (17). The S-box consists of
an affine transformation combined with inversion in a finite
field. The affine transformation matrix is denoted as matrix
A, and the column vector is denoted as c in this paper.

S(x) =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 0 1 0 0 0 0 1 0 0 1 1 1 1 1 0
1 1 0 0 0 0 0 1 0 1 1 0 1 0 1 0
1 1 0 0 1 0 1 1 0 1 0 1 0 0 1 1
1 1 1 0 0 0 1 0 0 1 1 0 0 0 0 0
1 1 0 0 0 1 1 0 0 1 1 1 1 0 1 1
0 1 0 0 0 0 1 1 0 1 1 1 1 1 0 1
0 0 1 0 1 0 1 0 1 1 0 0 1 1 0 0
1 0 1 1 1 0 1 1 0 0 0 1 0 1 1 1
0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 1
1 0 1 1 0 0 0 1 0 0 1 0 1 0 0 0
1 0 1 0 0 1 1 1 0 0 1 1 0 1 0 0
1 0 1 1 1 0 1 1 1 1 0 1 1 0 0 1
1 0 1 0 0 1 0 1 1 0 0 1 0 0 0 1
0 1 0 0 0 1 1 1 1 0 0 0 0 0 0 1
1 0 0 0 1 1 0 1 0 1 1 1 1 0 0 0
1 1 0 1 0 1 1 0 1 0 0 1 1 0 0 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

x15
x14
x13
x12
x11
x10
x9
x8
x7
x6
x5
x4
x3
x2
x1
x0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

−1

⊕

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0
1
0
0
0
1
0
1
1
0
1
1
0
1
1
1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(17)

5.2 Implementation in quantum circuits

According to the discussion in Section 3, the implementation
of the 16-bit S-box can be divided into three steps:

1. Divide the entire S-box circuit into 11 submodules using
the constructed composite field.

2. Perform optimization design for each submodule based
on algebraic methods or algorithms.

3. Cascade the optimized submodules according to their
logical relationships.

The schematic diagram of the 16-bit large S-box quantum
implementation circuit in this paper is shown in Fig. 11. In
the figure, using 8 qubits as the scale, x0 ∼ x7 and x8 ∼ x15
are 8-bit quantum registers, representing the lower 8 bits and
higher 8 bits of input x . The output after processing through
the S-box is represented as y. To reduce the number of CNOT
gates, this paper combines the isomorphic inversematrixwith
the affine transformation matrix, denoted as N PA. The oper-
ations in the figure represent computations over GF((24)2),
where PN is the isomorphic matrix, Sq_F is the square
scaling F , Mul is multiplication, I nv is multiplicative inver-
sion, and N P_A is the isomorphic inverse_affine matrix. c
is the column vector of the affine transformation, which can
be implemented by adding NOT gates at the corresponding
positions.

This paper uses theResourceCounter simulator tomeasure
the quantum circuit resource consumption for each part and
the overall implementation of the 16-bit large S-box in the
MK-3 algorithm, with results shown in Table 3.

The standard input-output pairs of the 16-bit S-box in
the MK-3 algorithm contains 216 elements, which cannot be
enumerated exhaustively in this paper. Therefore, this paper
selected four sets of input-output results as test cases, which
are simulated using the ClassicalSimulator and displayed as
shown in Fig. 12. By comparing with the standard input-
output pairs of the MK-3 algorithm, we demonstrate that our
quantum implementation of the S-box correctly performs its
intended function.

Fig. 11 Quantum Circuit Diagram for MK-3 S-box
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Table 3 QuantumResource of theS-box and ItsComponentOperations

Operation Qubits Toffoli CNOT NOT Swap Depth

PN 16 0 73 0 12 45

Sq_F 8 0 10 0 4 6

Mul 28 27 110 0 1 30

I nv 21 35 119 0 4 61

N P_A 16 0 83 0 12 52

S-box 60 116 622 9 35 235

The input state of quantumcircuits ismodifiedby applying
NOT gates to qubits, causing the ResourceCounter simula-
tor to report varying NOT gate counts for different S-box
input values. Specifically, when the S-box input is 0x0000,
the quantum circuit consumes 9 NOT gates. Building on this,
for each 1 that appears in the 16-bit input number, the circuit
adds one NOT gate. Therefore, when the input is 0xffff, the
usage of NOT gates reaches the maximum value of 25, while
the remaining quantum circuit structure and the number of

other quantumgates remain unchanged. SinceNOTgates can
be implemented in parallel on different qubits, the variation
in the number of NOT gates under different input conditions
will not significantly increase the critical path depth of the
circuit, having limited impact on overall circuit delay. Con-
sidering the total number of other types of quantum gates
in this circuit (such as CNOT, Toffoli, etc.), the variation in
the number of NOT gates (9 to 25) has minimal impact on
overall resource consumption, accounting for approximately
0.0115% ∼ 0.0313% of the total gate count, and this differ-
ence will not significantly change the overall complexity of
the circuit.

5.3 Compatibility experiment

During the implementation process, operations such as scal-
ing involve parameter selection issues. Different parameter
values can affect the overall resource consumption of the
implementation. This paper conducts compatibility exper-
iments for this purpose. Taking the operation process of

Fig. 12 Correctness Verification of MK-3 S-box
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square-scale F in the composite field GF((24)2) as given
in (10) as an example, the coefficient F becomes a constant
value after determining f1 and f0. This paper considers all
possible values of the coefficients f1 and f0. The impact of
these coefficients on the resource consumption of the imple-
mentation of the square-scale F is shown in Table 4.

The first two columns in the table represent the scaling
coefficients F in the composite field GF((24)2), expressed
using the scaling coefficient D in the composite field
GF(24). The middle two columns show the coefficients of
the square-scale F calculation results. Due to the symmetry
of the normal basis, the calculation results in the table also
exhibit a symmetric distribution. The next column indicates
the operations required on the subfield as shown by the cal-
culation results, which also represents the number of qubits
required, with each operation requiring at least 4 qubits. The
last column shows the number of CNOT gates consumed by
the implementation. To make the S-box structure more com-
pact, the implementation needs to include fewer operations
on the subfield. Therefore, this paper selects the scheme with
f1 = 0, f0 = D, which requires the optimal number of oper-
ations and CNOT gates among all the constructions.

5.4 Evaluation

This paper presents the first implementation of a 16-bit large
S-box on quantum circuits.We compares the implementation

Table 5 Number of CNOT Gates Comparison of Quantum Circuit
Implementations for Linear Component

PN N P_A

Gaussian elimination (Luo et al. 2022) 135 122

Permutation matrix method (Li et al. 2024a) 125 127

This paper 73 83

of 16×16 matrices in the linear component using Gaussian
elimination (Luo et al. 2022), the permutationmatrix method
(Saravanan and Kalpana 2018), and the dynamic optimal
pivot algorithm proposed in this paper, which significantly
reduces elimination steps compared to other methods.

As shown in Table 5, the optimal dynamic pivot algo-
rithm proposed in this paper reduces the number of CNOT
gates by 62 and 39 (approximately 46.7% and 32.8%) for
matrices PN and N P_A respectively compared to Gaus-
sian elimination; and reduces CNOT gates by 52 and 44
(approximately 42.4% and 35.4%) compared to the permu-
tation matrix method. The comparison results indicate that:
Gaussian elimination uses a fixed and repetitive elimination
order, failing to flexibly adjust elimination steps according
to actual conditions, which limits computational efficiency.
Although the permutation matrix method aims to eliminate
the maximum number of "1" elements each time, these posi-
tionsmay reintroduce "1" elements in subsequent elimination

Table 4 Impact of Different Values of Square-Scale Coefficient F

(c1Y 16 + c0Y )2F = Components CNOT
F = [ f1c12 + f0D(c12 + c02)]Y 16

f1Y 16 + f0Y +[ f0c02 + f1D(c12 + c02)]Y
D 0 Dc12 D2(c1 + c0)2 Sq_D + Sq_D2(+) 3+5

0 D D2(c1 + c0)2 Dc02 Sq_D + Sq_D2(+) 3+5

D 1 Dc02 c02 + D2(c1 + c0)2 Sq + Sq_D + Sq_D2(+) 3+5

1 D c12 + D2(c1 + c0)2 Dc12 Sq + Sq_D + Sq_D2(+) 3+5

D D Dc12+ Dc02+ 2 × Sq_D+ (3 + 5) × 2

D2(c1 + c0)2 D2(c1 + c0)2 2 × Sq_D2(+)

D2 0 D2c12 D3(c1 + c0)2 Sq_D2 + Sq_D3(+) 3+6

0 D2 D3(c1 + c0)2 D2c02 Sq_D2 + Sq_D3(+) 3+6

D2 1 D2c12 + D(c1 + c0)2 c02 + D3(c1 + c0)2 Sq + Sq_D2+ 3+5+6

Sq_D(+) + Sq_D3(+)

1 D2 c12 + D3(c1 + c0)2 D2c02 + D(c1 + c0)2 Sq + Sq_D2+ 3+5+6

Sq_D(+) + Sq_D3(+)

D2 D2 D2c12+ D2c02+ 2 × Sq_D2 (3 + 5) × 2

D(c1 + c0)2 D(c1 + c0)2 2 × Sq_D(+)
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Table 6 Resource Comparison of Quantum Circuit Implementations
for Nonlinear Component

Operation Implementation Qubits Toffoli CNOT

GF(24)_I nv (Liu et al. 2024) 5 8 7

(Li et al. 2023) 5 9 5

(Li et al. 2022) 6 6 6

This paper 5 8 6

GF(24)_Mul (Liu et al. 2024) 12 9 25

(Li et al. 2023) 12 9 23

(Li et al. 2022) 12 9 23

This paper 12 9 27

GF(28)_I nv (Liu et al. 2024) 20 52 158

(Li et al. 2023) 20 54 152

(Li et al. 2022) 22 48 180

This paper 21 35 119

processes, resulting in redundant elimination steps. The strat-
egy of the dynamic optimal pivot algorithm in this paper is
dynamic elimination, where the scope of the pivot row is
limited to specific row sets that have consecutive identical
sequences with itself. This strategy both ensures that the row
transformation elimination process can effectively eliminate
consecutive elements and avoids generating too many new
columns to be eliminated in the area near the pivot column.
Through this systematic column-by-column elimination and
dynamic pivot selection method, the algorithm can effec-
tively reduce the number of elimination operations in matrix
calculations.

For the nonlinear component, this paper compares key
components in the multiplicative inversion in GF(216) with
quantum implementations of equivalent functional subcom-
ponents infinitefieldsGF(24) andGF(28),with comparison
results shown in Table 6.

Formultiplicative inversion in the composite fieldGF(24),
this paper shows better performance in terms of Toffoli or
CNOT gates compared to references (Li et al. 2023) and
(Liu et al. 2024), and while it uses 2 more Toffoli gates than
reference (Li et al. 2022), it requires 1 fewer qubit. For mul-
tiplication in the composite field GF(24), this paper uses

slightly more CNOT gates than the literature listed below.
However, for 8-bit S-boxes in GF(28), our multiplicative
inversion reduces Toffoli gates by 13 ∼ 19(27.1% ∼ 35.2%)
and CNOT gates by 33 ∼ 61 (21.7% ∼ 33.9%) versus prior
constructions, with merely 1 qubit difference. Compared to
the previously mentioned methods, our proposed approach
for the inversion operation in 8-bit S-boxes not only improves
computational efficiency but also optimizes the compactness
of the quantum circuit. Overall, the construction scheme pro-
vided by this paper demonstrates excellent performance and
design.

To test the universality and effectiveness of the large S-box
under different parameter settings or structural character-
istics, this paper selected irreducible polynomials different
from the one specified in the MK-3 algorithm’s S-box
(P(x) = x16 + x5 + x3 + x + 1) along with normal bases to
generate new16-bit large S-boxes. To control variables, these
S-boxes use the same affine transformation (17) as the S-box
in the MK-3 algorithm, but demonstrate different mapping
relationships in their results.

The S-box construction in this paper targets S-boxes based
on finite field construction. The inversion component of this
type of S-box does not involve specific numerical opera-
tions, but merely performs finite field or composite field
inversion operations on given inputs. Therefore, under the
design scheme of the S-box construction in this paper, chang-
ing S-box parameters to use other different S-boxes will not
affect the resource consumption and simulation results of the
inversion component. Regarding the verification of the uni-
versality of the nonlinear component in this paper’s S-box
construction, comparisons with modules having the same
functionality in existing 8-bit S-boxes are shown in Table 6,
which demonstrates the universality of the nonlinear compo-
nent construction in this paper’s S-box.

The differences caused by different parameter settings
are in the matrix operation steps of the linear component,
specifically the differences in quantum circuit resource con-
sumption for matrix operations in simulation experiments.
This paper uses two different sets of parameters, resulting
in two different isomorphic matrices PN and isomorphic
inverse_affine matrices N P_A. By comparing the CNOT
gate consumption differences in the implementation of the

Table 7 CNOT Gate Counts for
the Linear Component Under
Different Parameters

MK-3 S-box 16-bit S-box-2 16-bit S-box-3

Gaussian elimination (Luo et al. 2022) 135 + 122 128 + 129 120 + 135

Permutation matrix method (Li et al. 2024a) 125 + 127 117 + 134 124 + 123

This paper 73 + 88 73 + 80 67 + 77
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above two matrices using the optimal dynamic pivot algo-
rithm proposed in this paper against theGaussian elimination
and the permutation matrix method, the results are shown in
Table 7.

The results show that the optimal dynamic pivot algorithm
proposed in this paper still has significant advantages in elim-
ination steps and resource consumption when compared with
the Gaussian elimination and the permutation matrix method
for 16-bit large S-boxes constructed with different parame-
ters, demonstrating the universality and effectiveness of the
method proposed in this paper. The specific normal bases
parameters and irreducible polynomials used in the construc-
tion of the S-box can be found in Appendix A.

6 Summary

This paper addresses the problem of efficient quantum imple-
mentation of 16-bit S-boxes, presenting the first quantum
realization study of 16-bit S-boxes. Through a 16-bit S-
box construction based on normal bases in the composite
field GF(((24)2)2), we successfully implemented an effi-
cient quantum circuit for the MK-3 algorithm’s S-box. This
method significantly reduces the quantum resources required
to implement a 16-bit large S-box, including the num-
ber of qubits and quantum gates, through more compact
implementation of operations. In the linear component, the
optimal dynamic pivot algorithm proposed in this paper
achieves more efficient matrix operations through systematic
column-by-column elimination and dynamic pivot selec-
tion methods. In the nonlinear component, we decomposed
high-dimensional inversion operations into low-dimensional
subdomain operations, optimizing the quantum circuit struc-
ture of nonlinear components. Experimental results show
that the optimal dynamic pivot algorithm proposed in this
paper can significantly reduce the use of CNOT gates in
the linear component of quantum circuits; and outperforms
corresponding components of existing S-boxes in terms of
quantum resource consumption in the nonlinear component.

This paper’s 16-bit S-box constructionbasedon composite
fields provides theoretical support for quantum applica-
tions of block ciphers. From an implementation perspective,
current mainstream quantum computing technology has
achieved substantial breakthroughs, with IBM’s Condor pro-
cessor reaching 1,121 qubits and the University of Science
and Technology of China’s "Zuchongzhi 3" having 105 read-
able qubits (Gao et al. 2025), far exceeding the 60-qubit
scale required by this paper. Furthermore, the S-box con-
struction in this paper only uses basic quantum operations,
avoiding complex quantum superposition and entanglement
transformations, therefore demonstrating excellent compat-
ibility with existing quantum hardware and ensuring lower
error rates and accumulated errors. These design character-

istics demonstrate significant implementation feasibility on
current NISQ devices.

In quantum key distribution and quantum secure commu-
nication application scenarios, the quantum S-box presented
in this paper can serve as a core component of various security
protocols, supporting key functions such as key genera-
tion, key expansion and processing, and limited encryption
processing of sensitive data. The scheme proposed in this
paper provides important theoretical and technical support
for building efficient quantum block cipher algorithms in the
future, demonstrating the forward-looking nature and prac-
ticality of this paper in the field of quantum cryptography.

In future research, we will explore other S-box con-
struction methods in depth, including but not limited to
S-box constructions based on special integers such as Gaus-
sian integers and Quaternion integers, Eisenstein integers,
structure-based S-box constructions, and more. These meth-
ods represent cutting-edge development trends in the field of
S-box design, with significant research potential and theoret-
ical value. Systematic research on these S-box construction
methods can not only significantly enhance the attack resis-
tance and security performance of modern cryptographic
systems but also provide a solid theoretical foundation and
implementation path for post-quantum cryptography, with
profound significance for the long-termdevelopment of cryp-
tography.

Appendix A: Parameters

1. Matrix PN and N P_A for the MK-3 Algorithm S-box
Under This Paper’s Construction

PN =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1 0 1 1 1 1 0 0 0 1 0 1 1 0 1 1
1 0 1 1 0 1 0 0 0 0 1 1 1 0 1 0
1 1 1 1 0 1 0 1 1 0 0 1 0 0 0 1
1 1 1 1 0 1 1 1 0 0 0 1 0 0 1 0
1 1 0 1 0 0 0 1 1 0 1 1 1 0 0 0
1 0 1 0 0 1 0 1 1 0 0 1 1 1 0 0
1 0 1 1 1 0 0 1 1 1 0 1 0 0 1 0
1 1 1 0 1 0 1 0 0 1 1 1 1 0 0 1
1 0 0 0 1 1 0 0 1 0 0 0 0 0 0 0
1 1 0 0 0 0 0 0 0 0 1 0 1 1 1 0
1 0 0 0 0 0 1 1 0 1 0 0 1 1 0 1
1 0 1 1 1 0 1 0 0 0 1 1 1 0 0 0
1 0 1 0 0 0 0 1 1 1 1 0 0 1 0 1
1 1 0 1 1 0 0 0 0 0 0 1 1 0 0 0
1 1 1 0 0 1 1 1 0 1 0 1 1 1 0 0
1 1 0 0 0 1 1 0 0 0 0 0 0 0 1 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
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N P_A =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1 0 1 0 1 1 1 0 0 0 1 0 0 1 0 1
0 1 0 1 1 1 1 1 0 1 0 1 0 0 0 0
0 1 1 1 1 1 1 0 0 1 0 1 1 0 1 1
1 0 1 0 1 0 0 0 1 0 1 0 0 1 0 1
0 1 1 1 0 0 1 0 1 1 0 0 0 1 0 0
1 1 0 0 0 0 0 0 0 1 1 0 1 0 0 1
0 1 1 0 0 1 0 0 1 0 0 1 0 0 0 1
0 1 0 0 0 0 0 1 0 1 1 1 0 1 0 1
0 0 1 0 0 1 0 1 1 0 1 1 0 0 1 0
0 0 1 1 1 0 1 1 1 0 0 0 0 1 1 0
1 1 0 0 0 1 0 1 0 0 0 0 0 1 1 1
0 1 0 1 0 0 1 0 0 0 0 1 1 1 1 0
0 0 1 1 0 0 0 1 1 1 1 0 0 0 1 1
0 1 0 1 0 1 1 1 0 0 1 1 1 0 1 0
1 0 0 0 0 1 1 0 1 1 0 1 0 0 0 0
1 0 1 0 0 0 0 0 1 0 1 1 1 0 1 1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

2. Composite Field Construction Parameters in this
Paper

MK-3 S-box
Irreducible Polynomials: P(x) = x16 + x5 + x3 + x + 1
Normal Bases:

– W 2 = 0x0733; W = 0x0732
– Z4 = 0x8f9e; Z = 0x8f9f
– Y 16 = 0xb0df; Y = 0xb0de
– T 256 = 0xe5ef; T = 0xe5ee

3. Different 16-bit S-box Construction Parameters
16-bit S-box-2
Irreducible Polynomials: P(x) = x16 + x12 + x3 + x + 1
Normal Bases:

– W 2 = 0x015f; W = 0x015e
– Z4 = 0x0145; Z = 0x0144
– Y 16 = 0x17c5; Y = 0x17c4
– T 256 = 0xa057; T = 0xa056

16-bit S-box-3
Irreducible Polynomials: P(x) = x16 + x5 + x3 + x2 + 1
Normal Bases:

– W 2 = 0xaccb; W = 0xacca
– Z4 = 0x90c5; Z = 0x90c4
– Y 16 = 0xc583; Y = 0xc582
– T 256 = 0x5097; T = 0x5096

Appendix B: Dynamic optimal pivot
algorithm

The specific procedures for implementing the isomorphic
matrix PN and the inverse isomorphic matrix N P_A using

Table 8 Implementation of PN

CNOT (x[15], x[9]) CNOT (x[15], x[8]))

CNOT (x[15], x[4]) CNOT (x[15], x[3])

CNOT (x[15], x[2]) CNOT (x[14], x[10])

CNOT (x[14], x[4]) CNOT (x[13], x[9])

CNOT (x[13], x[3]) CNOT (x[14], x[13])

CNOT (x[13], x[11]) CNOT (x[13], x[7])

CNOT (x[12], x[13]) CNOT (x[12], x[10])

CNOT (x[12], x[4]) CNOT (x[13], x[6])

Swap (x[12], x[11]) CNOT (x[12], x[13])

CNOT (x[13], x[14]) CNOT (x[12], x[9])

CNOT (x[14], x[5]) CNOT (x[12], x[0])

Swap (x[13], x[10]) CNOT (x[13], x[14])

CNOT (x[14], x[11]) CNOT (x[14], x[8])

CNOT (x[11], x[7]) CNOT (x[13], x[2])

CNOT (x[11], x[1]) Swap (x[14], x[9])

CNOT (x[14], x[11]) CNOT (x[11], x[12])

CNOT (x[14], x[5]) CNOT (x[14], x[3])

CNOT (x[11], x[6]) CNOT (x[11], x[4])

Swap (x[11], x[8]) CNOT (x[11], x[12])

CNOT (x[12], x[13]) CNOT (x[13], x[10])

Swap (x[12], x[7]) CNOT (x[12], x[10])

CNOT (x[10], x[4]) CNOT (x[10], x[3])

Swap (x[15], x[6]) CNOT (x[15], x[13])

CNOT (x[15], x[12]) CNOT (x[13], x[8])

CNOT (x[12], x[11]) CNOT (x[13], x[2])

CNOT (x[12], x[1]) CNOT (x[12], x[0])

Swap (x[9], x[5]) CNOT (x[9], x[7])

CNOT (x[9], x[10]) CNOT (x[9], x[15])

CNOT (x[9], x[5]) CNOT (x[10], x[14])

Swap (x[13], x[4]) CNOT (x[13], x[7])

CNOT (x[13], x[6]) CNOT (x[7], x[8])

Swap (x[4], x[3]) CNOT (x[4], x[12])

CNOT (x[4], x[9]) CNOT (x[4], x[6])

Swap (x[12], x[2]) CNOT (x[12], x[14])

Swap (x[9], x[1]) Swap (x[10], x[0])

CNOT (x[10], x[8]) CNOT (x[10], x[12])

CNOT (x[10], x[9]) CNOT (x[12], x[5])

CNOT (x[12], x[1]) CNOT (x[12], x[6])

CNOT (x[6], x[11]) CNOT (x[6], x[0])

CNOT (x[9], x[15]) CNOT (x[9], x[4])

CNOT (x[9], x[14]) CNOT (x[4], x[13])

CNOT (x[14], x[7]) CNOT (x[14], x[2])

CNOT (x[2], x[3])

the dynamic optimal pivot algorithm presented in this paper
are shown in Tables 8 and 9.
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Table 9 Implementation of N P_A

CNOT (x[15], x[14]) CNOT (x[15], x[13])

CNOT (x[15], x[12]) CNOT (x[15], x[6])

CNOT (x[15], x[5]) CNOT (x[15], x[5])

CNOT (x[15], x[4]) CNOT (x[14], x[15])

CNOT (x[14], x[9]) CNOT (x[14], x[2])

CNOT (x[14], x[1]) CNOT (x[14], x[0])

Swap (x[14], x[13]) CNOT (x[14], x[15])

CNOT (x[14], x[11]) CNOT (x[14], x[10])

CNOT (x[14], x[8]) CNOT (x[14], x[7])

CNOT (x[14], x[5]) CNOT (x[14], x[2])

CNOT (x[14], x[0]) CNOT (x[15], x[3])

Swap (x[13], x[12]) CNOT (x[13], x[11])

CNOT (x[13], x[10]) CNOT (x[13], x[9])

CNOT (x[13], x[8]) CNOT (x[13], x[5])

CNOT (x[13], x[3]) CNOT (x[13], x[1])

Swap (x[14], x[11]) CNOT (x[14], x[12])

CNOT (x[14], x[10]) CNOT (x[12], x[4])

CNOT (x[14], x[2]) CNOT (x[14], x[1])

CNOT (x[10], x[1]) Swap (x[10], x[9])

CNOT (x[10], x[14]) CNOT (x[10], x[9])

CNOT (x[9], x[15]) CNOT (x[9], x[8])

CNOT (x[14], x[7]) CNOT (x[9], x[5])

CNOT (x[10], x[3]) CNOT (x[9], x[2])

CNOT (x[14], x[0]) CNOT (x[8], x[7])

CNOT (x[8], x[5]) CNOT (x[8], x[3])

CNOT (x[8], x[2]) CNOT (x[8], x[1])

Swap (x[13], x[7]) CNOT (x[13], x[15])

CNOT (x[13], x[12]) CNOT (x[15], x[7])

CNOT (x[13], x[1]) Swap (x[14], x[6])

CNOT (x[14], x[15]) CNOT (x[14], x[11])

CNOT (x[14], x[9]) CNOT (x[15], x[3])

Swap (x[8], x[5]) CNOT (x[8], x[14])

CNOT (x[8], x[13]) CNOT (x[13], x[10])

CNOT (x[14], x[12]) CNOT (x[12], x[5])

CNOT (x[13], x[2]) CNOT (x[14], x[0])

Swap (x[11], x[4]) CNOT (x[11], x[9])

CNOT (x[11], x[8]) CNOT (x[8], x[7])

Swap (x[11], x[3]) CNOT (x[11], x[12])

CNOT (x[12], x[4]) Swap (x[8], x[2])

CNOT (x[8], x[12]) CNOT (x[8], x[15])

CNOT (x[8], x[6]) CNOT (x[12], x[9])

Swap (x[7], x[1]) CNOT (x[7], x[5])

CNOT (x[7], x[11]) CNOT (x[7], x[6])

CNOT (x[11], x[13]) CNOT (x[11], x[1])

CNOT (x[6], x[4]) CNOT (x[4], x[2])

Swap (x[14], x[0]) CNOT (x[14], x[15])

CNOT (x[14], x[5]) CNOT (x[5], x[10])

CNOT (x[15], x[3]) CNOT (x[3], x[0])
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