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Abstract

In recent years, cloud computing and edge computing have flourished, establishing data
centers as pivotal hubs for information exchange. However, the security for the intercon-
nection of these data centers faces increasingly severe challenges. Traditional cryptographic
techniques face potential risks of being compromised under the threat of quantum com-
puting, whereas quantum key distribution (QKD), which possesses information-theoretic
security, provides an effective foundation for secure data center interconnection. This paper
focuses on the QKD-enabled cross-domain data center interconnection network, delving
into the multi-dimensional resource (i.e., computing, wavelength, and key resources) allo-
cation problem. By constructing a QKD-enabled cross-domain data center interconnection
network model, it integrates key resources with traditional computing and wavelength
resources, forming a multi-dimensional resource allocation framework. Furthermore, we
design two heuristic algorithms, i.e., the local balancing factor-based multi-dimensional
resource allocation (LBF-MDRA) and the global balancing factor-based multi-dimensional
resource allocation (GBE-MDRA) algorithms, which rationally perform virtual network
function (VNF) node selection and efficiently allocate multi-dimensional resources. Simu-
lation results indicate that the LBFE-MDRA and GBF-MDRA algorithms can increase the
success probability of cross-domain service requests by 24.53% and 30.91% compared to
the benchmark algorithm, respectively.

Keywords: data center networks; resource allocation; virtual network function; security

1. Introduction

The evolution of network technology has driven a paradigm shift in data center
infrastructure, marking the onset of the big data era. This transformation has spurred a
series of technological innovations, notably the emergence of data center interconnection
(DCI). The deployment of DCI networks enables data centers to achieve flexible capacity
scalability and agile service provisioning. Such capabilities are of critical importance,
as DCI networks constitute the foundational network infrastructure that supports the
communication, computing, and caching needs of modern service operations. Driven by
the growing demands for cloud storage and computing, intelligent computing power, as
well as mobile edge computing [1], data centers have seen widespread adoption and have
evolved into the core infrastructure underpinning computing power networks.
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Given their critical role as core infrastructure, data center networks have attracted
significant research attention. To achieve optimal congestion avoidance and enhance over-
all network performance, Zhang et al. [2] proposed predictive and proactive congestion
avoidance for rapid determination of optimal strategies. In addition, the RateMP algo-
rithm [3] addressed low bandwidth utilization efficiency in data center networks through a
multipath approach, featuring high burst tolerance. Yang et al. [4] developed an ILP-based
traffic-aware configuration scheme for the all-optical Hyper-FleX-LION architecture to
minimize port utilization and reduce operational costs in all-optical data center networks.
Additionally, the unified routing for optical networks was devised in [5], which serves
as a universal routing framework designed to support fast switched optical data center
networks across various hardware architectures. Collectively, these studies illustrate the
continuous advancement and importance of data center networks.

As hubs for information exchange, data centers store vast amounts of users’ private
data, rendering secure interconnection within data center networks indispensable. A critical
approach to addressing this lies in adopting high-security encryption methods to ensure
secure DCI. However, existing cryptographic methods fall short of delivering sufficient
security in the face of quantum computers [6,7]. Specifically, the key distribution methods
based on classical cryptographic systems face severe security threats at multiple levels,
which significantly challenge their long-term security and usability. DCI networks can
meet the communication, computing, and caching demands of future services, such as
cloud-based Internet of Things (IoT) services. However, data transmitted across these
networks remains susceptible to attacks such as eavesdropping.

Quantum key distribution (QKD) [8] serves as a practical approach to providing
keys to users. This technology, which derives unconditional security [9,10] from quantum
physical laws such as Heisenberg’s uncertainty principle and the no-cloning theorem,
delivers key resources that can resist quantum computing attacks. A number of studies
have explored the potential application of QKD technology in data center networks. Zhu
etal. [11] proposed a key-dependent heuristic resource allocation algorithm to minimize
the consumption rate of key resources in QKD-enabled data center networks. Ma et al. [12]
devised three efficient load balancing methods for routing, wavelength, and time slot
allocation, which demonstrate effective improvements in quantum key resource efficiency
and network security performance. In addition, two joint optimization algorithms have
been proposed in [13], which considers the load balancing of computing and spectral
resources, achieving lower blocking probability and enhanced network performance. Guo
et al. [14] investigated a second-moment vliant load balancing scheme that leverages idle
capacity on optical links temporarily free of burst traffic for load balancing, based on which
they proposed an architectural framework for optical data center networks.

In practice, as the scale of data center racks continues to expand, the demand for secure
cross-domain DCI services is on the rise. Given that each of the existing QKD protocols
exhibits distinct advantages, future scenarios will see more services supporting secure DCI
operating across multiple protocols in cross-domain environments. In this work, we focus
on QKD-enabled cross-domain DCI networks. To address cross-domain scenarios, we in-
vestigate the allocation of multi-dimensional resources (including computing, wavelength,
and key resources) to enhance the success probability of cross-domain DCI services while
achieving balanced network load. The main contributions of this paper are summarized
as follows.

1. A QKD-enabled cross-domain DCI network model is established. This model intro-
duces QKD technology to ensure the security of cross-domain DCI, expanding the
computing and wavelength resource allocation problem into a multi-dimensional
resource allocation problem that involves computing, wavelength, and key resources.



Photonics 2025, 12, 1175

30f23

2. We propose two types of balancing factors, namely, the local balancing factor and the
global balancing factor, to constrain path selection and resource allocation for cross-
domain DCI services. To achieve network load balancing, these balancing factors
guide the optimal selection of service paths and virtual network function (VNF) nodes.

3.  We design two heuristic algorithms, i.e., the local balancing factor-based multi-
dimensional resource allocation (LBF-MDRA) algorithm and the global balancing
factor-based multi-dimensional resource allocation (GBF-MDRA) algorithm. Numeri-
cal simulations demonstrate the superiority of the designed algorithms in terms of
the success probability of cross-domain service requests, multi-dimensional resource
utilization, and the average number of trusted relays.

The remainder of this paper is organized as follows. Section 2 introduces the net-
work architecture. Section 3 presents a multi-dimensional resource allocation strategy
based on balancing factors. Section 4 designs the LBF-MDRA and GBF-MDRA algorithms.
Section 5 demonstrates the simulation results and analyzes the performance of the de-
signed algorithms. Section 6 provides the associated discussions, and Section 7 concludes
this paper.

2. Network Architecture

An architecture of QKD-enabled cross-domain DCI networks is illustrated in Figure 1.
This architecture comprises the cloud layer and the edge layer, which achieve coordinated
management of computing, wavelength, and key resources. Cloud nodes in the cloud layer
host cloud data centers with powerful computing resources, which are interconnected via a
core network. Some edge nodes in the edge layer connect to edge data centers deployed
near users. These edge data centers provide limited computing resources to supplement
the multi-dimensional resource allocation capabilities of cloud nodes, enabling localized
content processing and caching. Content requested by users can be offloaded to nearby
edge nodes for encryption processing, which avoids the communication overheads and key
resource consumption caused by long-distance transmission in traditional architectures.

Cloud domain

)C

‘ Edge domain g n

‘ Edge data center
oS I QKD node

Q
Cloud data center n Users 5 Optical node |

QKD link = == Optical link ——— Inter-domain link

Figure 1. QKD-enabled cross-domain DCI network architecture.

In the QKD-enabled cross-domain DCI network, optical nodes and QKD nodes can be
uniformly abstracted as logical network nodes, while optical links and QKD links can be
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abstracted as logical network links. The optical network serves as the underlying infrastruc-
ture, responsible for providing communication resources and supporting data transmission.
QKD links work in concert with classical channels to achieve key generation and secure
distribution based on QKD technology, providing theoretically unconditionally secure key
resources across the network. All nodes are equipped with QKD transceivers, forming con-
verged nodes that integrate communication and encryption functions. Consequently, the
QKD-enabled cross-domain DCI network not only reduces service delivery latency but also
strengthens the overall security of cloud-edge data center networks through QKD-provided
key resources. This approach satisfies cross-domain key distribution requirements and
enables efficient allocation of multi-dimensional resources.

Telecom operators typically rely on virtualization technologies [15,16] to deliver net-
work services within DCI networks, particularly network function virtualization (NFV).
Specifically, operators can deploy VNFs [17] on servers and route services through VNFs in
a sequential manner to deliver network services. To elaborate further, VNFs encompass di-
verse types such as firewalls, network address translation, intrusion detection systems, and
load balancers [18]. VNF types are defined exclusively by their functional logic, allowing
VNFs of the same type to be deployed repeatedly across different nodes [19]. For instance,
a firewall can be instantiated both on the cloud nodes and the edge nodes. However,
certain VNFs must be deployed in either the edge domain or the cloud domain due to
their QoS requirements or resource demands. As an example, latency-sensitive VNFs are
commonly deployed at the edge to meet strict delay constraints, whereas compute- or
storage-intensive VNFs are usually instantiated in the cloud domain where abundant IT
resources are available [20,21].

In the QKD-enabled cross-domain DCI network, the integration of VNFs with edge
nodes enables rapid local data processing and response, which reduces reliance on central
clouds. Furthermore, the modular design and plug-and-play characteristics of VNFs enable
rapid adaptation to diverse service scenarios, which further enhances network flexibility
and scalability. By comprehensively optimizing VNF selection and multi-dimensional
resource allocation, QKD-enabled cross-domain DCI networks can realize efficient, flexible,
and secure network operations, thereby providing robust technical support for the future
development of data center networks.

3. Multi-Dimensional Resource Allocation Strategy
3.1. Problem Statement

In the QKD-enabled cross-domain DCI network, cloud and edge data centers are
deployed at different locations within metropolitan area networks, interconnected via
optical networks. Edge data centers are located close to users but possess limited computing
resources, while cloud data centers provide substantial computing power. There are also
key resources provided by QKD to ensure secure interconnection among data centers, and
the massive data transmission demands wavelength resources from the optical network.
Figure 2 illustrates the multi-dimensional resource allocation in a QKD-enabled cross-
domain DCI network, where different types of VNFs are deployed at critical nodes. These
VNFs are required and utilized by multiple cross-domain service requests, such as those
illustrated between nodes E3 and C2 in Figure 2. The same type of VNF may be deployed at
different network nodes. Depending on the specific VNF requirements of the cross-domain
service, different node combinations emerge, thereby influencing the path selection for
cross-domain services and the multi-dimensional resource allocation.
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Figure 2. Illustration of multi-dimensional resource allocation in a QKD-enabled cross-domain
DCI network.

Figure 2 illustrates an example of the selection of two different paths and the allocation
of multi-dimensional resources resulting from distinct VNF choices. Assuming each link
contains 6 wavelength resources and 6 key resources, each VNF node has 100 computing
units, with source and destination nodes being E3 and C2, respectively, and the network
supporting two virtual network functions, i.e., VNF-1 and VNF-2. Suppose the cross-
domain service requires 1 wavelength resource (e.g., 1 wavelength channel), 1 key resource
(e.g., 1 kbps key rates), 10 computing units, as well as VNF-1 and VNF-2. On Path 1, the
cross-domain service selects E1 and C1 as the VNF node combination, with the path from
source to destination being E3 — E1 — C1 — C2. Selecting Path 1 leaves 1 or 2 wavelength
channels as well as 1 or 2 kbps key rates remaining per link, with 20 computing units
remaining per VNF node. In contrast, Path 2 selects E2 and C3 to provide the required
VNFs, with the path from source to destination being E3 — E2 — E4 — C3 — C2. Each hop
along this path consumes 1 wavelength channel and 1 kbps key rates. Then, each link retains
3 or 4 wavelength channels as well as 4 or 5 kbps key rates, with VNF nodes retaining 70 and
80 computing units at E2 and C3, respectively. Although this option involves one additional
hop due to the inclusion of a trusted relay node, it achieves a more balanced distribution of
network load across computing, wavelength, and key resources. Therefore, the rational
selection of VNF nodes and the optimal allocation of multi-dimensional resources are
critical in realizing an efficient, flexible, and secure cross-domain DCI network.

3.2. Network Model

The modeling of a QKD-enabled cross-domain DCI network is presented in Table 1.
The cloud domain and edge domain collaboratively provide multi-dimensional resources
for transmission, computing, and encryption of content required by service operations. The
multi-dimensional resources will be detailed hereinafter.

Table 1. Notations and definitions.

Notation Definition

G(N,L) Cross-domain DCI network topology
N Set of nodes on the cross-domain DCI network topology
L Set of links on the cross-domain DCI network topology

A Set of VNFs on the cross-domain DCI network topology
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Table 1. Cont.

Notation Definition

Index of the VNF node on the cross-domain DCI network

" topology, n € N
Ca() Available computing resources of VNF node 7 on the
! cross-domain DCI network topology at time slot ¢
cC(t) Available computing resources of VNF node # in the
" cloud domain at time slot ¢
E Available computing resources of VNF node # in the edge
Gy (t) doma .
omain at time slot ¢
Wi (t) Available wavelength resources of link € L at time slot ¢
Qi(t) Available key resources of link / € L at time slot ¢
R Set of cross-domain service requests
r(sr, dr, Ar, Cr, Wy, Gr, tr) A cross-domain service request, r € R
Sy Source node of r
d, Destination node of r
Ay Set of VNFs required for r
Cr Computing resources required for r
Wy Wavelength resources required for r
qr Key resources required for r
ty Duration of r

The QKD-enabled cross-domain DCI network proposed in this paper employs the
BB84 [22] protocol in the cloud domain and the GGO02 [23] protocol in the edge domain.
We describe the secret key rate models for the BB84 and GGO02 protocols, and then obtain
the secret key rate for each link in the cross-domain DCI network using these models. The
secret key rate for the BB84 protocol can be calculated as [24,25]:

Gesa = 4 - {—Qu - fe(Ey) - H2(Ey) + Q1 - [1 — Ha(e1)]} 1)

where g represents the basis reconciliation factor, f,(-) denotes the error correction efficiency,
Qy is the overall gain of signal states, and Ej, is the quantum bit error rate. Additionally,
Q7 and ey are the gain and error rate of single-photon pulses, respectively, as well as Hp(x)
denotes the binary Shannon entropy function.

Furthermore, the secret key rate of the GG02 protocol can be calculated by [26]:

m
Gaaoz = MWAB — XvE — A(m)] )
where M and m denote the total sampling length and the block length for final key estima-
tion, respectively. In addition, ¢ is the reconciliation efficiency, s represents the Shannon
mutual information between Alice and Bob, xpg indicates the Holevo bound, as well as
A(m) is associated with the security of the privacy amplification.

Combining the secret key rate calculation formulas for the BB84 and GG02 protocols,
as well as considering the relationship between secret key rate and transmission distance
for different QKD protocols, the secret key rate corresponding to each QKD link can be
determined. This yields the set of secret key rates for all links in the network. Accordingly,
the key resource utilization in a QKD-enabled cross-domain DCI network can be defined as:

P
R SON() ®)

leL
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where g; and Q) (0) represent the occupied secret key rates and the initial secret key rates
on link /, respectively.

Each VNF node has a computational capacity, and the computing resources are char-
acterized by the computing units, where each unit has a fixed computational capacity. Let
CS$(0) and CE(0) represent the initial computing resources (i.e., the number of computing
units) of a cloud-domain VNF node and an edge-domain VNF node, respectively. If a
computing unit is allocated to a service, it is considered unavailable. The unit becomes
available again only after the service releases it. In a QKD-enabled cross-domain DCI
network, the computing resource utilization can be defined as:

Y cn
_ neN
T S0+ £ o @
neNC neNE

where ¢, represents the occupied computing units on the VNF node # in the cloud domain
or edge domain.

In addition, the dense wavelength division multiplexing (DWDM) [27] technique
provides communication resources for data transmission. It enables simultaneous trans-
mission of signals over a single optical fiber by utilizing a fine-spaced grid (e.g., 50 GHz) of
different wavelengths, significantly increasing the total communication bandwidth. Hence,
the wavelengths are considered communication resources. It is important to note that
the wavelength continuity constraint must be followed when allocating wavelengths to
services. The wavelength resource utilization in a QKD-enabled cross-domain DCI network

Y w;

_leL
tw = ¥ Wi(0) ©)

leL

can be defined as:

where w; and W (0) represent the occupied wavelength channels and the initial wavelength
channels on link /, respectively.

The number of trusted relays can reflect both operational costs and actual security
levels. A higher number of trusted relays increases costs while reducing actual security
levels. For each successful cross-domain service request r € Rg (Where Rg denotes the set
of requests successfully provisioned), with a key relay path hop count of /,, the number of
trusted relays can be defined as:

Yr = hy —1 (6)
Therefore, the average number of trusted relays for cross-domain services can be defined
as:
&
= reRg
I'= (7)
[Rs|

Moreover, the success probability (SP) of the cross-domain service requests can be
determined as: Rs|
sp= L5l (8)
K]

3.3. Balancing Factor-Based Multi-Dimensional Resource Allocation Strategy

In order to efficiently deliver cross-domain services within QKD-enabled cross-domain
DCI networks, we propose the concept of the balancing factor to evaluate the impact of
different VNF node selection methods on network load. On this basis, we propose a multi-
dimensional resource allocation strategy, which effectively addresses two issues: how to
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select appropriate data center nodes to provide the required VNFs and how to allocate
multi-dimensional resources for the path from source to destination nodes.

In practice, each type of VNF can be deployed across several data centers. Let ¢(n)
denote the balancing factor. Considering computing resources within data centers alongside
link-based wavelength and key resources, we define two types of ¢(n), i.e., local balancing
factor ¢rp(n) and global balancing factor pgp (). For each candidate node that contains
VNFs, ¢(n) reflects the impact of different VNF selections on the load status of a QKD-
enabled cross-domain DCI network. Specifically, a smaller balancing factor indicates that
selecting this VNF node would result in a relatively minor impact on the load conditions of
multi-dimensional resources for new services. The calculation process for the balancing
factor can be defined as follows.

@(n) = @c(n) + ew(pn) + @q(pn) )

where @¢(1), pw(pn), and @q(p,) represent the computing resource balancing factor, wave-
length resource balancing factor, and key resource balancing factor, respectively. The
calculation methods for the global balancing factor ¢gg(n) and the local balancing factor
¢LB(n) are not entirely identical. For the computing resource balancing factor, the local and
global balancing factors share the same calculation method for ¢.(n), as formulated below.

G”c(”) = Cn(t) (10)

However, the local balancing factor and the global balancing factor use different
methods in the calculation for ¢y (p,) and ¢q(p,). For the local balancing factor g (1),
the calculation methods for LB (p,) and go]q“B( pn) are defined as follows:

LB __B-wr
(Pw (Pn) - Z Wl(t) (11)

leLy

LB __B-a
T 1

leL,

where 3 depends on the position of the selected VNF node. If the selected VNF node is the
source node or destination node of the path, then = 1; otherwise, f = 2. L,, denotes the set
of all links connected to this VNF node n.

For the global balancing factor ¢gp(n), the calculation methods for ¢$B(p,) and
cpr(pn) are defined as follows:

GB _ Wr
(pW (pﬂ) - an (13)
oS (pn) = 1 (14)
Pn

where W, denotes the number of common available wavelengths across all links on path
Pn, and Qg:,i“ indicates the minimum available key rate across all links on path p;,.

Figure 3 provides the calculation examples for local balancing factor and global
balancing factor. Available wavelength and key resources for relevant links are marked on
the seven-node topology. For the cross-domain service request, s, and d, are nodes E1 and
C2, respectively, while ¢,, w;, and g, are 5 units, 1, and 1 kbps, respectively. Nodes E2 and
C3 currently have 25 and 15 available computing units, respectively. First, compute the
local balancing factor and global balancing factor at VNF node E2. For both factors, the
value of ¢.(n) is the same. Since E2 is an intermediate node, f is set to 2. According to the
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computation shown in Figure 3, the value of ¢;p(E2) is 0.74. Path 2 traverses VNF node E2.
The common available wavelength on Path 2 is only one wavelength, while the minimum
available key rate on this path is 2 kbps, hence the value of ¢gg(E2) is 1.70. Similarly,
¢1B(C3) and ¢cp(C3) for VNF node C3 are 0.81 and 0.92, respectively.

112[3[4][5]6 /‘\ 1123456
E2

(21374156 1213141516

Select E2 as the VNF node:

PLB (E2) = Pe (E2) + ‘P\BB (pe2) + V’;‘B (pe2)

5, 2x1 ax1
=2 " 2+3+2 "a4343 07

PcB (B2) = Pe (E2) + <Pv‘v3B (pe2) + ‘PfB (pe2)

-5 1. 1_
@) = +1+t5=1T70

- ~

(RBEGE %

E2 Select C3 as the VNF node:

16 (03) = . (C3) + @i (pes) + @a” (Pos)

_ 5, 2x1 , 2x1 _
=15 T 414 T 544 08

@ (C3) = . (C3) + ¢ (pes) + o5 (pos)

142

T

oIsTrTel

_ 5 1 1
sdlooo0n —15+3+4—0.92
(b)
O Source O Destination V171 Used key resources ——— Path2 ——— Pathl
O VNF D |:| Used wavelength resources I:] Available wavelength and key resources

Figure 3. Examples of VNF and path selection based on the (a) local balancing factor and (b) global
balancing factor.

As demonstrated in Figure 3, the VNF node selected based on the local balancing
factor should be E2, because E2 has a smaller local balancing factor. This choice minimizes
the impact on the load of the links connecting the associated nodes. Conversely, the VNF
node selected based on the global balancing factor is C3. Although this choice increases the
number of hops of the selected path by one, it minimizes the impact on the load of all links
included along the path. Thus, different balancing factors directly influence VNF node
selection, leading to varying network performance. In addition, for scenarios requiring
two VINFs, we calculate the balancing factors for each node independently and sum them
directly to obtain the combined balancing factors for the VNF node combination.

4. Heuristic Algorithm Design

Based on the QKD-enabled cross-domain DCI network model and the balancing factor-
based multi-dimensional resource allocation strategy, this section designs the LBF-MDRA
and GBF-MDRA algorithms to achieve the optimal selection of VNF nodes and realize
network load balancing.

4.1. Local Balancing Factor-Based Multi-Dimensional Resource Allocation Algorithm

The LBF-MDRA algorithm described in Algorithm 1 primarily consists of the following
steps. When a cross-domain service request arrives, it is classified based on the number
of VNFs required (Lines 1-2). Notably, we consider the number of required VNFs for a
cross-domain service request is 1 or 2 in this work. If the number of required VNFs is
1, lines 3-7 obtain the node set containing the VNF types requested by the cross-domain
service request. Also, nodes that do not meet the computing resource conditions are
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removed, and the local balancing factor is calculated for each VNF node. Lines 8-18 employ
the K-shortest path algorithm to generate a candidate path set for node combinations, as
well as traverse the candidate paths to filter those satisfying the service requirements for
key and wavelength resources, then sort them by local balancing factor in descending
order. Lines 19-20 select the optimal path for resource allocation and update the resource
occupancy status of nodes and links along the path. If the number of VNFs required
is 2, lines 27-32 obtain the node pair set for the two VNF combinations, remove invalid
node pairs, and compute the local balancing factor for each node combination. In lines
33-36, the K-shortest path algorithm generates candidate paths (three-segment sub-path
combinations) for node pairs. Paths meeting the conditions are filtered and then sorted
by local balancing factor from low to high, and the optimal path is selected for resource
allocation (line 37). If there are no selectable VNF nodes (or node combinations) and
no available paths according to lines 21-26 and 38-41, the service request is blocked.
Finally, the results of multi-dimensional resource utilization rates, service request success
probability, and average number of trusted relays can be returned.

In the worst case, the time complexity for processing each cross-domain service request
is O(|A|-K®|N|-(|L|+|N|log|N|) - W;(0)). Hence, the overall time complexity of the LBF-
MDRA algorithm is O(|R|-|A|-K>:|N|-(|L|+|N|log|N|) - W;(0)).

Algorithm 1: LBF-MDRA algorithm

Input: G(N, L), R, A, C$(0), CE(0), Q;(0), W;(0)
Output: VNF selection results, routing and multi-dimensional resource allocation
results, Uc, Uw, Ug, T, SP
for each v € Rdo
if |[A;|=1 then
initialize N,(n; € N,) based on A,;
if Cy,(t) < ¢, then
remove 1; from set N, and update Nj;
end if
calculate ¢y p(n;) for each VNF node n; within N,;
if N, # O then
for each n; € N, do
use K-shortest path algorithm to find K = 2 shortest paths from s, to #;

10: and n; to d, respectively; combine the sub-paths to generate 2 x 2
kinds of paths and insert them into the candidate path set P;
11: end for

12: for each p; € P do

13: if Qg}m < gqr then

14: remove p; from set P and update P;
15: end if

16: if Wp]. < w, then

17: remove p; from set P and update P;
18: end for

19: if P # & then

select the path that has the smallest ;g and the least hops to establish
20: the cross-domain service; update the computing, wavelength, and key
resource occupancies in the network; Rg«— Rg+ 1;
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Algorithm 1: Cont.

21: else

22: the cross-domain service request has failed;
23: end if

24: else

25: the cross-domain service request has failed;
26: end if

27: elseif |A;|=2 then

28: initialize Ny, ((n}, n?) € Ny,) based on A,;

29: if Cn’; (t) < ¢y and Cnlg(t) < ¢, then

30: remove (n},n?) from set Nj, and update Ny;
31: end if

32: caleulate gr(nf), gus(n?), gus(n}, n7)qs(n}) + grp(n7);
33: if N, # @ then

34: for each (n},n?) € Ny, do

use K-shortest path algorithm to find K = 1 shortest paths from s, to 1},
35: n! to n? and n? to d, respectively; combine the sub-paths to generate
the final path and insert it into the candidate path set P;
36: end for

37 call lines 12 to 23 in Algorithm 1;

38: else

39: the cross-domain service request has failed;
40: end if

41: end if

42: end for

03 return Uc, Uw, Ug, T, SP+ |Rs|/|R|, VNF selection results, as well as routing
’ and multi-dimensional resource allocation results.

4.2. Global Balancing Factor-Based Multi-Dimensional Resource Allocation Algorithm

The procedure of the GBF-MDRA algorithm is shown in Algorithm 2. Unlike the
LBF-MDRA algorithm, the GBF-MDRA algorithm uses a global balancing factor to rank
candidate paths. In contrast to the local balancing factor, which focuses solely on the
multi-dimensional resource usage of VNF nodes and all their connected links, the global
balancing factor prioritizes the overall multi-dimensional resource utilization of the path. It
calculates the multi-dimensional resource usage for each segment of the path, disregarding
links unrelated to the path. When a cross-domain service request arrives, it is classified
based on the number of VNFs required. If the VNF requirement is 1, retrieve the node set
containing the requested VNF types for the cross-domain service request and remove nodes
that fail to meet the conditions (line 3). Lines 5 employs the K-shortest path algorithm to
generate a candidate path set for node combinations. By traversing the candidate paths,
the algorithm filters out paths where both key and wavelength resources can satisfy the
cross-domain service requirements. Lines 6-9 compute the global balancing factor for
each path in the candidate path set, then sort the paths in ascending order of the factor
value and hop count. The optimal path is selected for resource allocation, and the resource
occupancy states of nodes and links along the path are updated. If the VNF requirement
is 2, line 17 obtains the node combination set for the two VNFs and removes invalid
combinations. Lines 18-22 employ the K-shortest path algorithm to generate candidate
paths (three-segment sub-path combinations) for node pairs, filtering paths that meet the
conditions. Lines 23-26 compute the global balancing factor for each path in the candidate
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path set, then sort the paths in ascending order of their factor values and hop counts,
and select the optimal path for resource allocation. If no selectable VNF nodes (or node
combinations) and available paths exist according to lines 10-15 and 27-33, the service
cannot be provisioned. Finally, the results of multi-dimensional resource utilization rates,
service request success probability, and average number of trusted relays can be returned.

The worst-case time complexity for processing each cross-domain service request is
O(|A|-K3-|N|-|L|-(|L]+|N|log|N|) - W;(0)). Hence, the overall time complexity of the
GBF-MDRA algorithm is O(|R|-|A|-K3-|N|-|L|-(|L|+|N|log|N|) - W;(0)).

Algorithm 2: GBF-MDRA algorithm

Input: G(N, L), R, A, C$(0), CE(0), Q;(0), W;(0)
Output: VNF selection results, routing and multi-dimensional resource allocation
results, Uc, Uw, Ug, T, SP

1: foreachr € Rdo
2: if |[A;|=1 then
3: call lines 3 to 6 in Algorithm 1;
4: if N, # O then
5: call lines 9 to 18 in Algorithm 1;
6: if P # @ then
7 calculate pgg(n;) for each VNF node n; within Ny;
select the path with the VNF node that has the smallest ¢gg and the
8 least hops to establish the cross-domain service;
update the computing, wavelength, and key resource occupancies in the
& network; Rg+— Rg+ 1;
10: else
11: the cross-domain service request has failed;
12: end if
13: else
14: the cross-domain service request has failed;
15: end if
16: else if |A;|=2 then
17: call lines 28 to 31 in Algorithm 1;
18: if Nj, # @ then
19: for each (n},n?) € N, do
use K-shortest path algorithm to find K = 1 shortest paths from s, to n},
20: n! to n? and n? to d, respectively; combine the sub-paths to generate

the final path and insert it into the candidate path set P;
21: end for

22: call lines 12 to 18 in Algorithm 1;
23: if P # @ then
24: calculate gcp(n}), pcp(n?), ¢ (n}, n7) <9 (n}) + ¢cp(n?);
select the path with the VNF nodes that has the smallest ¢gp and the
25: least hops to establish the cross-domain service;
update the computing, wavelength, and key resource occupancies in the
26: network; Rg+— Rg+ 1;
27 else
28: the cross-domain service request has failed;

29: end if




Photonics 2025, 12, 1175

13 of 23

Algorithm 2: Cont.

30: else

31: the cross-domain service request has failed;
32: end if

33: end if

34: end for

return Uc, Uw, Ug, T, SP+ |Rs|/|R|, VNF selection results, as well as routing

35: . ) .
and multi-dimensional resource allocation results.

5. Evaluation and Analysis

This section evaluates the applicability and effectiveness of the LBE-MDRA and GBEF-
MDRA algorithms in different scenarios through simulations. Three distinct VNF demand
ratio scenarios are considered, i.e., the single-VNF/dual-VNF demand ratios of 20%/80%,
50%/50%, and 80%/20%. For comparison purposes, the multi-dimensional resource joint
allocation (MRJA) algorithm proposed in [28] is adopted as the benchmark algorithm. As
shown in Figure 4, the simulation employs a USNET topology, which divides 24 nodes and
43 links into cloud and edge domains [29]. To implement QKD, the BB84 protocol is used
for cloud-domain links and inter-domain links, while the GG02 protocol is applied for edge-
domain links. The QKD-related assumptions/parameters of the BB84 and GG02 protocols
used to calculate key rates are derived from [30,31], respectively, which are listed in Table 2.
Notably, the LBF-MDRA algorithm and GBF-MDRA algorithm mainly optimize the multi-
dimensional resource allocation and routing selection for cross-domain services. They do
not enhance or weaken the security of the QKD process itself. The information-theoretic
security of the BB84 and GG02 protocols is guaranteed by the principles of quantum physics.
In addition, each trusted relay is assumed to be protected against any intrusion or attack,
and we also analyze the average number of trusted relays in Section 5.3 to discuss the
practical security level of cross-domain services. The key-usage model (e.g., one-time-pad,
symmetric key lifetimes, and session key refresh) can be flexibly determined by the cross-
domain services, which may affect the required key resources characterized by the key
rates. For different key-usage models, the encryption algorithms used are not the focus of
this paper, but we consider a wide range of key rate requirements of [10, 100] kbps. Other
simulation parameters are listed in Table 3.

Cloud domain

Edge domain

@ vnF-I O wNE2 O VNF3 O VNP4

Inter-domain link

Intra-domain link

Figure 4. Network topology used in simulations.
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Table 2. QKD-related assumptions/parameters of the BB84 and GG02 protocols.
BB84 Protocol [30] GGO02 Protocol [31]
Misalignment error o
probability 0-7% /
Overall dark count rate 3x 1077 /
Detection efficiency 11% 56%
Error correction efficiency 1.5 /
Total pulse number 6.25 x 108 /
Fiber loss coefficient
(dB/km) 0.2 0.2
Repetition frequency
(MHz) 625 100
Total sampling length / 108
Block length / 5 x 107
Modulation variance / 3.246
Excess noise / 0.022
Electronic noise / 0.042
Reconciliation efficiency / 95%
Table 3. Simulation parameters.
Parameters Values
Computing resources in the cloud domain 1500 units
Computing resources in the edge domain 1000 units
VNF types {VNF-1, VNE-2, VNF-3, VNF-4}
Number of wavelengths on each link 40
Physical lengths of clou'd—d.omam links 20, 80] km
and inter-domain links
Physical lengths of edge-domain links [20, 50] km
| Ar| (1,2]
Cr [10, 50] units
Wy 1
qr [10, 100] kbps

In the simulation, 500,000 cross-domain service requests dynamically arrive following
a Poisson distribution. The source and destination nodes for each request are randomly
generated across two distinct domains. Each VNF is deployed across two different data
centers and attached to nodes with higher connectivity levels. This paper focuses on per-
formance metrics including the success probability of cross-domain service requests, multi-
dimensional resource utilization, and the average number of trusted relays. Since multi-
dimensional resource utilization varies over time during the simulation, we record resource
utilization every 5000 services and ultimately calculate the average of 100 utilization values.

5.1. Performance Evaluation on the Success Probability of Cross-Domain Service Requests

Figure 5 illustrates the success probability of cross-domain service requests versus traf-
fic load under different single-VNF/dual-VNF demand scenarios. As shown in Figure 5, the
success probability of cross-domain service requests gradually declines for each algorithm
as traffic load increases. This occurs because higher load prolongs the average duration of
cross-domain service requests, leading to longer periods of multi-dimensional resource oc-
cupancy within the DCI network. Consequently, service blocking due to resource shortages
becomes more likely.
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Figure 5. Success probability of cross-domain service requests versus traffic load under different
single-VNF/dual-VNF demand ratios of (a) 80%/20%, (b) 50%/50%, and (c) 20%/80%.

Under varying proportions of single-VNF/dual-VNF demands, the success prob-
abilities of cross-domain service requests for the proposed multi-dimensional resource
allocation algorithms based on two balancing factors both exceed the benchmark algorithm.
This gap becomes more pronounced as traffic load increases. As shown in Figure 5a, at
high load levels, the LBF-MDRA algorithm increases the success probability by 24.53%
(150 Erlang) compared to the benchmark algorithm, while the GBF-MDRA algorithm in-
creases the success probability by 30.91% (150 Erlang). Figure 5b,c reflect similar trends.
This is because both algorithms select VNF nodes and paths with more abundant resources
when planning service routes and add more candidate paths for service routing, thereby
significantly improving the success probability. Notably, the GBF-MDRA algorithm com-
monly achieves the higher success probability of cross-domain service requests than the
LBF-MDRA algorithm. This is because the global balancing factor focuses on the network
impact of resource demands across the entire path, whereas the local balancing factor
only considers resource utilization related to VNF nodes. Although the LBE-MDRA algo-
rithm still improves success probability compared to the benchmark algorithm, it lacks the
advantages exhibited by the global balancing factor.

5.2. Performance Evaluation on the Multi-Dimensional Resource Utilization

Figure 6 demonstrates the results of the computing resource utilization versus traffic
load under different scenarios, which reveals that the computing resource utilization of the
LBF-MDRA, GBF-MDRA, and benchmark algorithms all exhibit an upward trend as the
traffic load increases. This is attributed to the increased demand for computing resources
driven by the growing load, consequently leading to higher utilization rates. At low load
levels, the differences in computing resource utilization among the three algorithms are
minor, but these differences significantly widen under high load conditions. Notably,
the LBF-MDRA algorithm demonstrates markedly higher computing resource utilization
compared to the benchmark under high load scenarios when the single-VNF/dual-VNF
demand ratio is 20%/80%, which shows its robust capability in allocating and utilizing
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computing resources during high load periods. The GBE-MDRA algorithm demonstrates
a clear advantage in computing resource utilization when single-VNF demand services
account for a larger proportion, outperforming both the benchmark algorithm and the
LBE-MDRA algorithm. The pronounced advantage of the LBF-MDRA algorithm under
the single-VNF/dual-VNF demand ratio of 20%/80% stems from its local balancing factor
being computing resource-dominant. During computation, the local balancing factor
considers the ratio of service demand resources to total resources in the selected VNF node
and its connected links. The balancing factor for computing resources only relates to the
computing unit of candidate VNF nodes, whereas the balancing factors for wavelength
and key resources involve multiple links connected to the node. This feature results in
limited influence of wavelength and key resources on the overall balancing factor, making
paths containing VNF nodes with more computing resources more likely to be selected
during routing.
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Figure 6. Computing resource utilization versus traffic load under different single-VNF/dual-VNF
demand ratios of (a) 80%/20%, (b) 50%/50%, and (c) 20% /80%.

Figures 7 and 8, respectively, illustrate the relationship between resource utilization
rates for wavelength and key resources versus traffic load across different algorithms. When
the single-VNF/dual-VNF demand ratio is 80%/20%, as the load gradually increases from
50 to approximately 150, the wavelength resource utilization of all three algorithms shows
an upward trend. Among them, the wavelength resource utilization of the GBF-MDRA
algorithm at 150 Erlang improves by 41.03% compared to the benchmark algorithm. The
key resource utilization of the GBF-MDRA algorithm increases by 17.10%, demonstrating
significant advantages. Under a 50%/50% single-VNF/dual-VNF demand ratio, the overall
changes are relatively gradual. However, at a load of 150 Erlang, the GBF-MDRA algo-
rithm improves by 30.62% compared to the benchmark algorithm for wavelength resource
utilization, still outperforming the LBF-MDRA algorithm. The GBF-MDRA algorithm
demonstrates particularly better performance under different VNF demands, especially
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in high-load scenarios. This indicates its superior resource allocation and scheduling
strategy in high-load conditions, enabling more efficient utilization of wavelength and
key resources.
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Figure 7. Wavelength resource utilization versus traffic load under different single-VNF/dual-VNF
demand ratios of (a) 80%/20%, (b) 50%/50%, and (c) 20% /80%.
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5.3. Performance Evaluation on the Average Number of Trusted Relays

Figure 9 illustrates that the average number of trusted relays varies with traffic load
under different single-VNF/dual-VNF demand ratios for various algorithms. For all three
algorithms, the average number of trusted relays exhibits a fluctuating trend of increasing
first and then decreasing as the load rises. This occurs because increased load leads to
more hops in service paths, thereby requiring more trusted relays. However, when the
load reaches a certain threshold, the service success probability declines, reducing the
number of successful services in the network and thus decreasing the number of path
hops, which in turn lowers the average number of trusted relays. Observing Figure 9
reveals that both LBF-MDRA and GBF-MDRA algorithms exhibit a lower average number
of trusted relays than the benchmark algorithm. This stems from their approach to selecting
VNF nodes and paths, i.e., both algorithms prioritize paths with balanced resource loads
and fewer hops by sorting candidate paths based on a balancing factor. In contrast, the
benchmark algorithm randomly selects VNF nodes with sufficient computing resources
without additional filtering steps. This approach often results in longer paths, leading to a
higher average number of trusted relays. When dual-VNF demand traffic constitutes a low
proportion, the LBE-MDRA algorithm achieves the lowest average number of trusted relays.
However, as this proportion increases, the GBF-MDRA algorithm begins to demonstrate a
certain advantage in this regard. In summary, compared to the benchmark algorithm, both
LBF-MDRA and GBF-MDRA algorithms can establish cross-domain services using fewer
trusted relays. This contributes to reducing the cost of such services while enhancing their
security levels.
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Figure 9. Average number of trusted relays versus traffic load under different single-VNF/dual-VNF

demand ratios of (a) 80%/20%, (b) 50%/50%, and (c) 20% /80%.

6. Discussion

To verify algorithm performance more universally, we do not impose a single con-
straint on relevant parameters such as physical link distance, source node and destination
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node locations, or service request attributes. Taking the physical link length as an example,
in line with practical scenarios, we set the physical length of links within and between
cloud domains as [20, 80] km, and links within edge domains as [20, 50] km. Addition-
ally, we select appropriate protocols for each link, resulting in different key rates and
consequently random outcomes. Therefore, the performance of the GBF-MDRA algorithm
is not necessarily consistently superior to that of the LBFE-MDRA algorithm. While the
LBF-MDRA algorithm focuses solely on the multi-dimensional resources of VNF nodes
and all links connected to them, the GBF-MDRA algorithm prioritizes the overall multi-
dimensional resource utilization of the path itself, disregarding links unrelated to the path.
This approach maximizes service establishment on paths with more abundant overall
multi-dimensional resources, resulting in more balanced network-wide load distribution,
higher cross-domain service request success probability, and improved multi-dimensional
resource utilization. Meanwhile, both the LBF-MDRA and GBF-MDRA algorithms outper-
form the benchmark algorithm in all performance metrics, validating the superiority of the
proposed GBF-MDRA and LBF-MDRA algorithms.

Figure 10 exemplifies key consumption and management in a QKD-enabled cross-
domain DCI network. Cloud-domain node A and edge-domain node D serve as source
node and the destination node, respectively. The QKD transmitter (QTx) and QKD receiver
(QRx) are connected via a QKD link. Nodes A and B, as well as nodes B and C execute
the BB84 protocol to share keys K5 and Kg, respectively. Nodes C and D share key K¢
via the GGO2 protocol. All secret keys are stored in their respective key managers. The
key manager is a distributed entity that stores secret keys and provides an interface to
upper-layer cryptographic applications; each QKD node hosts a single key manager that
governs all local transceivers. Consequently, the key managers mediate end-to-end key
delivery by relaying key material across trusted nodes and supervise the complete life-cycle
from key generation to key consumption. To ensure continuous confidentiality along the
path, the global key Ky is forwarded via hop-by-hop one-time-pad encryption:

1.  Node B computes Kp & Kp and forwards it to node C.

2. Node Crecovers Kx by XORing with Kg, then re-encrypts it as K5 @ K¢ and transmits
the result to node D.

3. Node D retrieves K5 by decrypting (XORing) the received K @ K¢ with Kc.

Cloud domain Edge domain
Cryptographic Cryptographic Cryptographic Cryptographic
Applications Applications Applications Applications
Application Application Application Application
Interface Interface Interface Interface
K ® (Ka® Ks) = Ka
Ka® Ksp K\ &® Ko Ke® (Ka® Kc) = Ka
Pl S - |
s v RN e ~a ¥
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Figure 10. Illustration of key consumption and management in a QKD-enabled cross-domain
DCI network.
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Furthermore, QKD still faces several technical challenges. One such challenge is
achieving high key rates over long distances. For fiber-optic implementations, this com-
monly leads to an exponential decline in key rate. Even considering optimistic system
performance, key rates become unattractive beyond a few hundred kilometers. In the long
term, advanced quantum repeaters hold promise for practical long-distance QKD; however,
they remain in the fundamental research phase. Trusted relays offer a short-term solution,
and this paper specifically employs trusted relays to extend QKD distances. Consider-
ing practical physical link lengths, we set cloud domain and inter-domain link lengths
to 20-80 km, edge intra-domain links to 20-50 km, and matched them with appropriate
QKD protocols.

In a trusted relay-based QKD network, long-distance QKD between two end nodes
can be achieved through a series of QKD chains. Although trusted relay-based QKD
network implementations are highly practical and scalable, they must assume that each
trusted relay is protected from any intrusion or attack, which is an idealized simplification
that cannot guarantee information-theoretic security. Therefore, the number of trusted
relays can partially reflect the cost and practical security level provided by cross-domain
services. Fewer trusted nodes generally lead to higher practical security and lower costs.
The LBF-MDRA and GBF-MDRA algorithms proposed in this work require fewer average
trusted relays compared to the benchmark algorithms, thereby enhancing the security level
of QKD-enabled cross-domain DCI networks to some extent. Future research may design
new algorithms to reduce the number of trusted relays, or establish untrusted relay-based
QKD network. This approach relies on specific QKD protocols to reduce the dependence
on trusted relays. Some important candidates include measurement-device-independent
(MDI) [32], asynchronous MDI [33], twin-field (TF) [34], Bennett-Brassard-Mermin-1992
(BBM92) [35], and source-independent [36] protocols.

Currently, schemes for deploying QKD network infrastructure by sharing existing
fiber-optic infrastructure are gaining significant attention. In this paper, we integrate QKD
transmission with existing optical networks using DWDM technology, proposing a QKD-
enabled cross-domain DCI network. However, during co-fiber transmission, nonlinear
noise generated by phenomena such as Raman scattering and four-wave mixing can
severely contaminate quantum signals, potentially causing significant degradation in the
performance of quantum channels and QKD systems. Future advancements in multiplexing
techniques or novel WDM layouts may enable co-fiber transmission while minimizing
noise interference on quantum signals.

In addition to QKD, the quantum secure direct communication (QSDC) [37,38] tech-
nology may enhance the security of cross-domain data center interconnection networks.
QSDC facilitates the direct transmission of secure information via quantum states. Future
research can further advance in this direction.

7. Conclusions

This paper focuses on the QKD-enabled cross-domain DCI network and conducts the
allocation of multi-dimensional resources (i.e., computing, wavelength, and key resources).
Addressing the growing security demands of data centers in cloud-edge collaboration
scenarios and the potential risks of traditional cryptographic technologies in the quantum
era, this paper introduces QKD technology into DCI networks. We construct a multi-
dimensional resource allocation framework and propose two multi-dimensional resource
allocation algorithms, i.e., LBE-MDRA and GBF-MDRA, which aim to achieve network
load balancing and enhance the success rate of cross-domain services. The simulation
results demonstrate the superiority of LBF-MDRA and GBF-MDRA in different perfor-
mance metrics, such as improving the success probability of cross-domain service requests,
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optimizing multi-dimensional resource utilization, and reducing the average number of
trusted relays.

In the future, as data center scales continue to expand and service demands grow
increasingly complex, we will extend our research to address resource allocation challenges
in multi-domain cloud-edge collaboration scenarios. This will enable the algorithms to
better adapt to the complex and dynamic environments of DCI networks. Furthermore,
more flexible VNF requirements, such as dynamic linking and adaptive resource sharing,
will be incorporated into cloud-edge service requests, enabling the framework to adapt to
diverse and evolving service scenarios.
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