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The introduction of quantum computing has presented algorithmic solutions to computationally difficult challenges that
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1 Introduction

Quantum computing is a rapidly developing field
that leverages the inherent properties of quantum me-
chanics to perform computations far more efficiently
than classical computers. Through exclusively quan-
tum properties such as superposition, entanglement,
and interference, quantum computers have shown to
be capable of performing a select few tasks exponen-
tially faster than the most efficient known classical
algorithms, and an even greater set of problems can
be solved polynomially faster. While practical im-
plementation of certain quantum algorithms such
as Shor’s [1994] Algorithm for factoring large inte-
gers has massive ramifications for cryptography and
computation theory [1], current hardware is simply
not up for the task. Current quantum computers
are majorly limited by low fidelity: they have very
high error rates that corrupt the data they work on.
While the development of higher fidelity quantum
computers is primarily an engineering concern un-
der active research [2], many information-theoretic
algorithms have been proposed to minimize the risk
of error propagation at the cost of increased memory
overhead. Adding additional memory to a quantum
computer inevitably introduces new errors, however
it has been shown that past a certain point, the ad-
dition of additional memory enables quantum error
correction (QEC) algorithms to suffer fewer errors
than they would have otherwise, which of course has
major implications for the viability of QEC in general
[3].

We seek to introduce various relevant concepts
from quantum mechanics and quantum computing

before detailing the reasoning behind one such ex-
ponentially faster algorithms. We then explain the
limitations of implementing these algorithms in prac-
tice, introducing the fundamental concepts of QEC
and explaining a basic QEC encoding scheme. We
conclude with a discussion on the greater develop-
ments of QEC and the challenges the field faces.

2 Basic Principles of Quantum
Mechanics

2.1 Quantum States

In classical computers, the smallest unit of informa-
tion is the bit, which is always in one of the discrete
states of 0 or 1. In contrast, quantum computers
operate on quantum bits, or qubits, which also have
a state, such as the corresponding |0) or |1). Note
that we denote quantum states using the symbols
‘| '} in what is called Dirac notation. What makes
qubits different from bits is that they are able to exist
‘in-between’ the |0) and |1) states through a principle
called superposition. Despite this, measuring a qubit
will only result in one of the states |0) or |1), which
results in some very unintuitive consequences for
quantum algorithm design.

Superposition is the property that qubits are able
to exist in a linear combination of other states, so a
general qubit state |¢p) is a combination of the states
|0) and |1):

) = al0) + A1),

where « and 8 are complex numbers called the ampli-
tudes of their corresponding states. The short answer
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as to why the amplitudes of a quantum state are
represented by complex, as opposed to real, num-
bers is that quantum particles are described as waves
with amplitude and phase, and complex numbers are
an efficient way to encode both at once'. A further
restriction we place on the amplitudes of a superpo-
sition is that they must result in a normalized vector;
that is, |a|> 4 |82 = 1. This restriction allows us to
describe the effects of measuring qubits, in that we
should expect to see state |0) with probability |«|?
and state |1) with probability |8|2. The state of a
qubit can thus be represented by a unit vector in a
two dimensional complex vector space with orthonor-
mal basis vectors denoted |0) and |1), known as the
Hilbert space of the qubit.

Measurement of quantum information comes with
some strange consequences. The ability for qubits to
exist in superposition decouples our common intu-
ition of states equating observations. If one was to
query a classical computer for the value at a given
memory address, the value they receive is a physical
aspect of the computer’s memory; there is a bijective
mapping between the numbers representable in the
computer and its underlying physicality. In contrast,
when we query a quantum computer for the value
of a given qubit, we can only observe the values |0)
and |1). The underlying amplitudes « and B exist in
the so-called “hidden world:” they are completely
unmeasurable, and only determine the probabilities
for which basis state we receive. Furthermore, the su-
perposition collapses upon observation, meaning once
we measure a qubit and receive, say, the |1) state, any
following measurements that do not first reestablish
superposition will also read |1). This means that for
an arbitrary state, it is impossible to statistically ap-
proximate the values of « and S, since only a single
measurement will destroy the hidden values.

Entanglement is yet another phenomenon that sep-
arates quantum mechanics from classical mechanics.
It describes an apparent teleportation of information
between two or more qubits, in which various phys-
ical properties such as position, momentum, spin,
and polarization are correlated; that is, they cannot be
measured independently.

Consider a two-qubit system. Just like the case for
a single qubit, these two qubits can be in a superpo-
sition of states, but we will only ever measure one of
|00),101),]10), |11), corresponding to the four possi-
ble binary values of a two-bit system. Suppose our

! Quantum waves also have a frequency, but it isn’t particularly
important for our model of quantum computation. Physical
quantum computers do care about them, for instance by manip-
ulating particles using lasers attuned to specific frequencies.

two-qubit system is in the following superposition:

|00) + |11)

Now, consider what the amplitudes of the two super-
positions tell us: upon measuring the first qubit, we
have a %2 = 1/2 probability of seeing |0) and an
equal probability of seeing |1). When we measure
the second qubit, however, the overall state of the
system must be either [00) or |11), meaning that we
will always measure the same state as we did for the
first qubit. Fascinatingly, this holds true even if we
physically move the qubits so far apart that measur-
ing both simultaneously means not even light could
travel quickly enough to ‘inform’ them what their
entangled partner’s state collapsed to. This principle
does not, however, allow for communication faster
than light: the states of entangled qubits are corre-
lated in that they will always collapse to the same
basis state when measured, but exactly which basis
state they are measured at is fundamentally random,
meaning we cannot rely on any deterministic com-
munications protocol [4].

There are a number of ways that we can entangle
qubits in the physical world, one such method applies
a Hadamard gate followed by a CNOT gate, both of
which are discussed in Section 2.2.

Interference results from the fact that the ampli-
tudes of quantum states have associated phases as
well as probability amplitudes. Recall how each basis
state |j) in a superpositioned quantum state has an
associated complex number a; called an amplitude
where |a;|? equals the probability of measuring |}).
Viewed as a vector in the complex plane, the probabil-
ity is simply its magnitude. The rotation of the vector
represents the phase of the state, which is physi-
cally unobservable, but does lead to some interesting
consequences for quantum computing. Imagine we
change a quantum state in such a way that the fi-
nal amplitude of some basis state |k) is the sum of
two amplitudes a; and by. If these complex vectors
have the same rotation, their sum will constructively
interfere, resulting in a greater magnitude and thus
greater probability of measuring |k). On the other
hand, if the amplitudes have opposing phases, they
will destructively interfere and reduce the probabil-
ity of measuring |k). Thus, while amplitudes have
phases that we cannot directly observe, they can be
manipulated to increase our likelihood of measuring
a useful result. This is the key principle of quantum
algorithm design.



2.2 Quantum Computation

Similarly to individual qubits, the complete set of pos-
sible states that a quantum register (multiple qubits
taken as a whole) can be in at any given time is called
the state space, with the state vector, a unit vector in
the state space, describing which specific state the
machine is in. In general, a quantum computer with
n many qubits will have a corresponding 2" dimen-
sional Hilbert space.

As an example, a two-qubit quantum system will
have a four-dimensional state space with orthonor-
mal basis vectors {|0), |1}, |2), |3)}. Note that these
basis vectors can be denoted arbitrarily; typically
decimal and boolean representations are the most
common. A general state for our computer is then

3 3
lyp) = Z ai|k), where each a; € C and Z |“i|2 =1
k=0 k=0

Classical computers are built from electrical cir-
cuits comprised of wires to transmit information and
logic gates that manipulate that information. In fact,
all classical (finite and deterministic) algorithms can
be expressed as a circuit comprised of Boolean logic
gates [5]. In much the same way, a quantum com-
puter is built from a quantum circuit comprised of
wires to transmit quantum states and quantum gates
to manipulate these states. Quantum algorithms can
thus be viewed as an array of operations that cleverly
‘massage’ the hidden state of the machine in such a
way that when we measure the state and its super-
positions collapse, we have a greater likelihood of
getting a useful result.

Unitary Operators are linear transformations whose
adjoint is equal to its inverse. That is, an invertible
complex square matrix U is unitary if its inverse U~!
equals its conjugate transpose U', created by first
transposing U and then applying complex conjuga-
tion to each entry (the complex conjugate of a + bi
being a — bi for real a and b), so that UTU = UUT =1,
the identity matrix.

In terms of algebra, unitary operators are simply
automorphisms of Hilbert spaces, in that they pre-
serve the topology of the space?. They thus form a
group under composition, the isometry group of H,
for some Hilbert space H. For finite dimensions, this
group is isomorphic to the unitary group of degree n,
the group of all unitary n X n matrices under matrix
multiplication.

As it turns out, the laws of quantum mechanics
only permit state changes to be represented by uni-
tary matrices, as otherwise there is a possibility that

2 in that are linear transformations mapping bounded subsets of
the space to other bounded subsets, thus preserving the vector
space structure, while also preserving the inner product.
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summing the probabilities of obtaining each possible
outcome results in something other than 1, leading
to strange paradoxes such as time travel, faster-than-
light communication, and violations of the second
law of thermodynamics [4]. In fact, any unitary ma-
trix specifies a valid quantum gate, meaning there
are technically uncountably infinite valid quantum
logic gates. A number of gates have been named [6]
[7], but for our purposes we will only introduce the
high-level properties of a few of the most commonly
used in the literature. More information regarding
their underlying mathematics can be found in tables
1 and 2 of Appendix A.1

Single Qubit Gates are quantum logic gates that
act on a single qubit. Whereas the only nontrivial
single-bit classical logic gate is the NOT gate, which
maps 0 — 1 and 1 — 0, there are several useful
single-qubit gates:

® There is a direct analogue to the classical NOT
gate, known as the Pauli-X gate (denoted X),
which maps |0) — |1) and |1) — |0), but since
all operators must be unitary matrices (and thus
linear transformations), it does this by simply
swapping the amplitudes of the basis states.

¢ A complement to the probability-swapping X
gate, the Pauli-Z gate (Z) swaps the relative phase
of a qubit. As a reminder, this does not affect
the probabilities of measuring |0) or |1), but can
be used to cause interference that affects these
probabilities in a greater circuit.

¢ The Pauli-Y gate (Y) is simply a combination
of the X and Z gates, in that it performs a bit-
flip and a phase-flip. These Pauli gates, when
represented as 2 X 2 unitary matrices alongside
the trivial identity matrix, form a group known
as the Pauli group. These gates will be important
in our discussion of quantum error correction in
Section 4.

* Next, the phase gate (S) introduces a relative
phase of 77/2 to the |1) state of a qubit, resulting
in unchanged probabilities but half the phase
shift of the Z gate (77/2 instead of 7).

e The /8 gate (T) introduces half the relative
phase of the S gate; that is, /4.

¢ The final single-qubit gate we will discuss is the
Hadamard gate, denoted H. The Hadamard gate
acts on single qubits and can be thought of as a
superpositioning gate, mapping the basis vectors
to balanced superpositions:

1 1
V2 V2

The gate is also sometimes used on states al-
ready in superposition in order to constructively

H|0) = —=(10) + 1)), H[1) = —=(|0) — [1)).
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or destructively interfere with its component am-
plitudes.

Multi-Qubit Gates provide access to conditional
computation. Two-qubit gates typically do this by
using the state of a control qubit to determine the
activation of a single-qubit gate on a target qubit.

¢ The prototypical multi-qubit gate is the controlled-
NOT gate (CNOT). If the control qubit is set to
|1), the target qubit is flipped in the same action
as an X gate. If the control qubit is |0), the target
bit is unchanged. This gate is reminiscent of
the classical XOR gate, since it maps the general
state |A, B) to |A,B® A), where & is addition
modulo two.

® The swap gate (SWAP) exchanges the states of
two qubits, so that |i)|¢) becomes |¢)|1).

* The controlled-Z gate (CZ) applies a Z gate to the
target qubit if the control qubit is |1).

* The controlled phase gate (CP(6)) is a generaliza-
tion of the CZ gate, in that CZ=CP(r).

There are only a few common three-qubit gates,
all of which add another control qubit to one of the
listed two-qubit gates.

* The Toffoli gate, or controlled-controlled-NOT
(CCNOT) flips the target qubit if both control
qubits are |1).

e The Fredkin gate, or controlled-SWAP (CSWAP),
swaps the two target qubits if the control qubit
is |1).

e Finally, the controlled-controlled-phase gate
(CCP(8)) applies a phase shift of ¢/ to the |111)
basis state if both control qubits are |1).

Just as all classical logic circuits can be rewritten
using only NAND gates, a universal set of quantum
gates can approximate any unitary operation to ar-
bitrary accuracy. In other words, universal quan-
tum gates are able to approximate any quantum cir-
cuit. One such set is {H, S, T, CNOT} [4]; another is
{CCNOT, H} [8].

Reversible Logic refers to a result of our construc-
tion of quantum algorithms as arrays of quantum
gates: each computation is completely reversible.
That is, knowing the quantum state that has exited a
gate uniquely implies a specific quantum state that
must have entered it. In this sense, quantum gates
can be thought of as bijections between the sets of
input and output states, since any state we find our-
selves in after a gate is applied must have one (sur-
jective) and only one (injective) corresponding input
state. An example of an irreversible gate is the classi-
cal XOR gate, since given an output of 0, we cannot
determine if the input values were both 1 or both 0.

As a result, there are a few characteristics of classi-
cal circuits that are not possible on a quantum circuit.
As there must be a bijective mapping from the input
states to outputs states for a given quantum gate,
we cannot join or split wires (known in classical cir-
cuitry as FANIN and FANOUT, respectively). This also
prevents us from allowing feedback loops from one
part of the circuit to another; any repetition must
be programmed as physically repeating gates. As
summary of the concepts covered so far, we explain
an important quantum transformation below.

The Quantum Fourier Transform (QFT) is the
quantum analogue to the discrete Fourier transform,
an astonishingly applicable tool in digital signal pro-
cessing, image processing, partial differential equa-
tions, convolution application, and a variety of nu-
merical algorithms [9]. Originally discovered by Cop-
persmith [2002], the QFT is widely applicable in quan-
tum algorithms such as quantum phase estimation,
the hidden subgroup problem, and the order-finding
problem in Shor’s Algorithm [10], discussed in Sec-
tion 3.2.
The transform itself acts on a quantum state

ly) = 21121;01 ax|k) with N many basis states (so
log,(N) qubits, where N is a power of two), and
maps it to

-1 N-1 )
Z bjlj), where b; = aye?™IkIN

fk

In plain English, the QFT converts one quantum state
into another by converting the unobservable phase
information in the amplitudes of the first state into
probability-affecting amplitudes in the second. It can
generally be thought of as a frequency-extracting
operation, as any amplitudes with similar facing
phases (when considered as vectors in the complex
plane) will constructively interfere, correlating to an
increased probability amplitude for any basis states
that are a multiple of N /7, where N is the number
of basis states total and r is the period (the rate at
which the bases with similarly-phased amplitudes
occur in the superposition).

We have finally covered all the quantum machinery
necessary to closely dissect an important quantum
circuit, Shor’s Algorithm.

3 Shor’s Algorithm

Shor’s Algorithm actually denotes a number of
closely related algorithms, but for this analysis we
will focus on factoring integers as a simpler case of
the discrete logarithm problem [1].

The problem that Shor’s Algorithm solves is: given
a composite integer n, find two integers p and g



such that n = pg and p,q > 1. Note that a solution
to this problem permits a complete factorization of
any n, since if either p or g4 are composite, the same
algorithm can be used on them until a complete
prime factorization is achieved.

The algorithm itself consists of two parts: a classi-
cal algorithm and a quantum subroutine. The quan-
tum subroutine does not directly compute the factors
of n, rather it finds the order of an element x in the
multiplicative group (Z/nZ)*; that is, the smallest
positive integer r such that x” = 1 (mod 7). Using a
bit of number theory, we show how the problem of
factoring n is reduced to the problem of order finding
using the classical reduction algorithm below.

3.1 Classical Reduction

Firstly, note that we are able to classically compute
the greatest common divisor between two integers
efficiently (that is, in polynomial time) using the
Euclidean algorithm. In particular, we can compute
gcd(2, n) efficiently. In the case that ged(2,n) #1, n
is even and so 2 and n/2 are trivially factors.

Further note that there exist efficient classical al-
gorithms for determining whether an integer n is a
prime power [11], as well as efficient classical factor-
ization algorithms for prime powers.3 Therefore, we
may assume 7 is odd and not a prime power.

Let x be a randomly chosen integer such that
1 < x < n. In the case that ged(x, 1) # 1, then clearly
ged(x,n) and n/ ged(x, n) are factors of n and we are
done. Otherwise, n and x are relatively prime, so that
x € (Z/nZ)*; that is, x is an element of the mul-
tiplicative group of integers modulo 7. Since there
are countably infinite many powers of x and a finite
number of elements of (Z/nZ)*, by the pigeonhole
principle there must be two integers s and t such
that x° = x! (mod n). Without loss of generality let
s > t. Since x has a multiplicative inverse x~ 1 we
have x* = x! (mod 1) = x*~f = x'x~! = 1 (mod n).
x thus has a multiplicative order r modulo 1, where
r is the smallest positive integer such that

¥ =1 (mod n).

At this point in the algorithm, the quantum sub-
routine would calculate the value of r. We assume
the value is known for the remainder of the clas-
sical reduction, and investigate the quantum sub-
routine afterwards. Now, x" = 1 (mod n) implies
x" —1 =0 (mod n), so that n divides x" — 1. We then
factor x” — 1 by difference of squares, resulting in

n| (x/2=1)(x""?+1).

3 If n is a prime power, it is of the form p’ for some i < log,(n).
It is then possible to compute each of the first log, (1) roots of
n with the Newton method and ensure each result is a prime
integer using the AKS primality test [12].
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If 7 is odd, x™/2 is not an integer and cannot be-
long to (Z/nZ)*, in which case we must randomly
choose another x € (Z/nZ)* and begin again. We
should expect not to need to repeat this step very
often; since n is an odd composite integer that is
not a prime power, we have n = plfl pgz...plfy’[’ for
odd primes p;. By the Chinese Remainder Theorem
then (Z/nZ)* = (Z/pNZ)* x .. x (Z/pkpz)*.
The order of x € (Z/nZ)* is then the least com-
mon multiple of the orders r; of x (mod p;{i) ; that
is, r =lem(ry, 72, ..., ¥ ). Note that this implies that r
is odd only if all r;’s are odd. For each odd prime
power pi.(i, the corresponding factor (Z/ pfiZ)X is
cyclic of order

o) = v = = (- 1),
where ¢(n) is Euler’s totient function. As each p;
is an odd prime, p; — 1 is even, so each subgroup

(Z/ pff Z)* has even order. Therefore, since r; must

divide ¢( pfi), it either divides an odd factor of an
even number or is even itself. As r =lem(ry,72,...7m),
the likelihood that at least one 7; is itself even is very
high.

We can therefore assume r is odd. Suppose n |
x"/2 — 1. then x'/2 = 1 (mod n) and so /2 is the
order of x, a contradiction. Now, let ¢ = ged(x"/2 +
1,n). If g is nontrivial, then since n { x'/2 — 1, g and
n/g are nontrivial factors of n. If g is trivial, then
n | (x"/% 4 1) and we are unable to find nontrivial
factors of n with this chosen x.

Thus, the classical reduction algorithm only fails
to find a nontrivial factor of n if r is odd or
x"/2 = —1 (mod n). Shor [1997] showed that the
reduction algorithm with this criterion for failure will
find a factor of n with probability at least 1 —1/2¢~1,
where k is the number of distinct prime factors of n
[13], a full explanation of which we omit for brevity.
Since n has more than 1 distinct prime factor, the
probability for success is greater than zero, so we
are guaranteed to find a suitable x eventually. In
summary, the classical reduction algorithm works as
follows:

1. Choose a random integer x such that 1 < x < n.

2. Compute k = ged(x, n) using the Euclidean Al-
gorithm.

3. If k # 1, it and n/k are nontrivial factors of n
and we are done.

4. Otherwise, the quantum subroutine finds the
order r of x.

5. If r is odd, start again from step 1.

6. Otherwise, compute ¢ = gcd(x™/2 +1,n).

7. If g # 1, then it and n/g are nontrivial factors of
n and we are done.

8. Otherwise, start again from step 1.
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3.2 Quantum Subroutine

Given relatively prime integers n and x such that
1 < x < n and n is odd, the quantum subroutine
finds the order r of x using a quantum circuit with
two memory registers. The second register requires q
qubits, where g is the power of 2 with n? < g < 2n?;
that is, g = [log, 1], the number of bits in the binary
representation of n. The size of the first register
determines the accuracy of the overall circuit, with
2q qubits typically sufficient.

The first step of the algorithm is to put the first
register in a uniform superposition of states repre-
senting the elements of (Z/gZ)*; i.e., the integers
a (mod g). This is a relatively simple process, as it
essentially just involves applying Hadamard gates
in parallel to put each individual qubit in the first
register into the superposition %(|0) +11)). This
results in the machine state

q—-1

1
a;)ﬁ a) ® 1),

where the uniform superposition of every |a) denotes
the state of the first register and the basis state |1)
denotes that of the second. Note the symbol & refers
to the tensor product of the states of the two registers,
and denotes that the two are not entangled.

Modular Exponentiation is then applied to com-
pute x? (mod n) in the second register, the circuit for
which essentially follows the classical method. First,

we repeatedly square x (mod ) to find x2 (mod n)
for all i < g. Next, we iterate through the binary
expansion of a; if 2/ appears, we multiply the sec-
ond register by x> (mod 7). Since we only need to
compute x? (mod 1) for fixed x and 1, we can build
the circuit such that they don’t need to be stored in
a register, and are rather built into the structure of
our circuit. For this reason, providing a visual rep-
resentation of the circuit is impossible in general, so
we provide general pseudocode to summarize. We
denote x; as the ith bit of the binary expansion of x,
indexed least-to-most significant:

1. power <1

2. fori=0togq—1

3. if (a; == 1) then
4. power < power * x> (mod n)
5. endif

6. endfor

This circuit is simple enough to build in practice:
the second register begins in the |1) state, the loop
can be unrolled and repeated physically, and the com-
parison with the bits of a is just a controlled unitary
matrix, akin to the CZ or CNOT gates. The only

difficult part to implement is line 4. To that end,
¢ = x% (mod n) is computed classically, which can
be done efficiently, and built into the structure of
the quantum circuit to create a subroutine that takes
some b as input and outputs bc (mod #). Note that
if ged(c,n) # 1; that is, if any repeated squaring of
x shares a factor with n, then two distinct values of
b will be mapped to the same value of bc (mod 1),
making the multiplication noninjective. Thankfully,
the case that gcd(x,n) # 1 (and as an extension, any
repeated squaring of x) results in trivial factors dur-
ing the prior classical reduction, so such a circuit
can be built reversibly. Remember from Section 2.2
that quantum circuits must necessarily use only re-
versible operations. The pseudocode for this circuit
is as follows:

1. result + 0
2. forj=0tog—1

3. if (b; ==1) then

4. result < result + 2/c (mod n)
5. endif

6. endfor

Here, we take b as input and return (b, bc (mod n))
via repeated addition modulo n. No informa-
tion from b was lost, which is the reason it re-
mains in the output. Remember ¢ = x2 (mod 1)
is computed classically, so 2/c (mod 7) can be pre-
computed and built into the structure of this cir-
cuit. We now need some way of reversibly re-
moving the state of b from our register, so we
are left with only bc (mod n). Since ged(c,n) =
1, ¢ € (Z/nZ)* and so there must be some
c ! (mod n) such that cc™? = c7lc = 1 (mod n).
We can thus multiply bc (mod n) by ¢! to
get (bc (mod n),bec! (mod n)) = (bc (mod n),b),
which is just the reverse of the operation we want.
Since every computation we make is reversible, we
can simply turn it around to erase b:

1. forj=0tog—1

2. if (resultj == 1) then

3. b« b—2ic7! (mod n)
4. endif
5. endfor

Of course, we could not have just set b to 0 directly,
as that would violate the reversibility requirement,
but if everything went according to plan, b should
now have the value 0. In fact, since we no longer need
the superposition of b to be maintained, we can use
it as a simple ‘checksum’ to verify that the rest of the
computation succeeded: we simply measure b, and
if it collapses to something other than 0 we know an
error occurred. If we do measure 0, beyond knowing
the state of b exactly, we also prevent any future



computations using the qubits of b from magnifying
errors, since any amplitude b had for being non-zero
has been eliminated. This technique demonstrates
what is known as the quantum Zeno effect, in which
performing repeated measurements at known values
has been shown to provide higher success rates than
not [14].

Following Modular Exponentiation, our system is
in the state
q—1

Y 1
a=0 \/q
Critically, the two registers are now entangled®, as
the state of the second register was built based on the
state of the first. We now measure the second register.
Since the two are entangled, upon measuring some
value k, the first register will be in a uniform super-
position of all the states a that satisfy k = x* (mod 1),
with the states that do not having an amplitude of
Zero.

We then perform a quantum Fourier transform
on the first register, described in Section 2.2. This
effectively converts the implicit periodicity of the
remaining nonzero amplitudes into an explicit and
drastic increase in probabilities for measuring a mul-
tiple of 221/r. The reason we expect to measure a
multiple of 227/r and not r itself is that the dimen-
sionality of the first register is 229, and so for period
r we should expect 227 /r basis states to remain after
measuring the second register; this is why the size
of the first register determines the accuracy of the
subroutine.

Next, we measure the state of the first register. As
discussed above, it will output a random integer m
of the form %22‘7 for a random j € {0,1,...,r — 1}.
Dividing m by 229, we are left with some decimal

ay|x" (mod n)).

value 35 ~ L, from which we can attempt to identify

r. We apply the continued-fraction algorithm using
a classical computer, which can be done efficiently,
to find relatively prime integers b and ¢ such that
b/c is the best fractional approximation for the mea-
sured value 7/2%1. The way this algorithm works
is not particularly important for the purposes of the
quantum subroutine; curious readers can find more
information in [15]. Since the first register used 24
qubits, the values b = j, ¢ = r will give the best
approximation for the value m/2%7 that was actually
measured. Note that the measurement of the first
register could have resulted in a j that shared factors
with 7, meaning that the computed b and ¢ may have
lost factors originally in j and r, leading to an incor-
rect period recovered. In order to solve this, we start

4 Recall how in Section 2.1, a Hadamard gate followed by a CNOT
gate, essentially the quantum subroutine up to this point, was a
way to entangle qubits.
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by running the entire quantum subroutine multiple
times, resulting in a list of fractional approximations
by by bs

e where s is the number of times we re-
run the subroutine. Now, these approximations will
likely be for different values of j, as there was an
equal probability of measuring any multiple of 227/7,
but they should all be for the same value of . We can
thus take the least common multiple of each approxi-
mation, which, as it is based on the greatest common

divisor, can be done efficiently: lcm(%, %, . ?—Z) will
thus reintroduce any lost factors of » and should re-
sult in the order r of the original integer x (mod n)
with very high probability. In fact, Ekera [2022] de-
termined that as r tends to infinity, the probability of
success for this quantum subroutine to compute r in
a single run tends to 1, with more moderate values of
r on the scale of around 128 bits having success rates
exceeding 1 — 10~* [16]. We summarize the quantum
subroutine as follows:

1. Using Hadamard gates, set the first register to a
uniform superposition of the integers a (mod 7).

2. Perform modular exponentiation to compute the
values x? (mod ) in the second register.

3. Measure the second register, thus collapsing any
values in the entangled second register that do
not exponentiate to this measured value.

4. Perform a quantum Fourier transform on the
first register, converting the implicit periodicity
of the remaining values into high amplitudes for
the multiples of 229 /7.

5. Measure the first register and divide by 2% to
receive some decimal value j/r.

6. Perform the continued fractions algorithm on j/r
to find integers b and ¢ such that ged(b,c) =1
and % is the best approximation of L.

7. If ¢ # r, store the fraction b/c and repeat from
step 1 s many times. Find the least common
multiple of each computed b;/c;; this will equal
r with very high probability.

3.3 Limitations

The ability to factor large integers in polynomial time
has particular importance for cryptography, in which
public-key encryption schemes, such as the widely-
used RSA method [17], depend on the computational
difficulty of factoring large numbers. If a sufficiently
powerful quantum computer were built, Shor’s Al-
gorithm could be used to defeat these cryptographic
systems, rendering current secure communications
vulnerable to attack. This potential has spurred sig-
nificant research into quantum-resistant cryptogra-
phy [18].

However, despite its theoretical power, algorithm
has yet to be implemented at scale. In fact, the great-
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est number that has been successfully factorized is 21
[19]. The primary obstacle is the extreme sensitivity
of current hardware to environmental noise; even
slight errors in application of a quantum gate can
compound and magnify until the entire circuit fails.

4 Quantum Error Correction

It would seem, then, that quantum computation
should be impossible. How could we possibly hope
to build a machine that relies on the precise manipu-
lation of quantum states with such low fidelity hard-
ware? Following Shor’s algorithm, the field of quan-
tum error correction emerged in an attempt to use
algorithmic quantum encoding schemes to protect
quantum information from noise and errors beyond
what current hardware fidelity allows.

4.1 Basic Principles of QEC

Decoherence is the loss of information due to envi-
ronmental interference. Unlike classical bits which
are stored as thousands of electrons and thus rela-
tively stable to the decoherence of individual parti-
cles, qubits are typically single subatomic particles,
meaning any environmental interference has a high
probability to create unintentional effects like super-
position alterations and entanglement. This inter-
action is essentially noise in the classical sense and
causes quantum states to unpredictably decohere,
which can quickly amplify in a quantum circuit, de-
stroying the information we were working on. As
any error leading to decoherence must be a unitary
operation, all errors can be reduced to bit-flips, where
an erroneous X gate flips the values of |0) and |1),
phase-flips in which a Z gate flips the phase of |1),
or some combination of the two [20].

The No-Cloning Theorem states that an arbitrary
unknown quantum state cannot be perfectly copied.
More precisely, for any state |s) and unknown state
|v), there is no unitary operator taking |v) ® |s) to
|v) ® |v). This presents what was thought to be an
insurmountable obstacle for QEC, since in classical
computing, the simplest way to protect data from
errors is by making redundant copies. If one copy
gets corrupted, we can simply hold a majority vote
among the others and, assuming fewer than half of
our backups were corrupted, recover the original.
However, the no-cloning theorem prevents this sim-
ple replication for quantum states; we cannot just
make multiple identical copies of a qubit and then
compare them to find the correct state if errors occur
(not to mention how measuring these states would
cause the collapse of their superpositions). It turns

out there is a way to redundantly store quantum in-
formation, through the use of entanglement. QEC
exploits the principles of entanglement to distribute
this information across multiple physical qubits in
such a way that local errors can be detected and
corrected without directly measuring or copying the
encoded quantum state [21].

4.2 Shor’s 9-Qubit Repetition Code

As mentioned above, QEC was largely considered
impossible due to the no-cloning theorem and the
fragility of quantum states. Shor [1995] was the first
to show that correcting arbitrary qubit errors is in-
deed possible through the use of a clever encoding
scheme [22]. Shor’s 9-qubit code, also known as
Shor’s code, is a foundational quantum error correc-
tion scheme that has since served as a basis for a
more general class of codes known as the CSS codes
(Calderbank-Shor-Steane codes).

Shor’s 9-qubit code is designed to protect the in-
formation of a single qubit from the arbitrary single-
qubit errors discussed above: bit-flips, phase-flips,
and combinations of the two. It achieves this by
encoding the state of a single qubit, known as the log-
ical qubit, into nine total qubits, known as the physical
qubits. We denote the state of the logical qubit as |vy ).
The code itself works by combining two sub-codes:
one that corrects bit-flip errors built on the work pro-
posed by Peres [1985], and another that converts the
problem of phase-flips to that of bit-flips [23].

The 3-Qubit Bit Flip Code seeks to correct bit-flip
errors for a qubit with state |v) = «|0) + B|1). We en-
code this logical state into three qubits by entangling
them together as follows:

10) = |000)
1) = f111).

Note that we denote the physical qubits as |g;), where
i is the index of the qubit in the encoding from least-
to-most significant. The key reason this code works is
that instead of measuring values to form a majority
vote, which would collapse any useful superposi-
tions and eliminate any advantage of using quantum
computing, we can measure the parity of the overall
state without disturbing the superposition. Recall
from Section 2.2 that the CNOT gate essentially acts
as a parity-checking gate, since it will set the target
qubit to |0) if both it and the control qubit have the
same value, and |1) if they do not. To this end, we
introduce two auxiliary qubits |a;) and |ay), called
ancilla qubits, that record this parity as follows:

1. Apply a CNOT gate with |g1) as the control and
|a1) as the target.



2. Apply another CNOT gate with |g2) as the con-
trol and |ap) as the target.

3. We can now measure |a1) without destroying
the superposition of |vp). If |a;) = |0), both |g7)
and |g2) must have had the same value. Other-
wise, we must perform the same procedure to
physical qubits |g>) and |g3) onto ancilla |a;) to
determine which specific qubit was flipped.

We can interpret the resulting values of |a1) and |a),
known as the syndrome, to find the location of the
error:

¢ 00 indicates that no error occurred,

e 01 indicates that |g,) and |g3) are different, while
|g1) and |q2) agree, so |g3) has been flipped,

* 10 likewise indicates that |g1) has been flipped,

* 11 indicates that |g,) has been flipped.

As a bit-flip error is just an application of the X gate,
which is its own inverse, once we determine the lo-
cation of the error via the syndrome measurement
above, we can simply apply another X to the offend-
ing qubit to reverse the error.

The 3-Qubit Phase Flip Code are handled in much
the same way as bit-flip errors. The key insight is that
a phase-flip on the basis states |0) and |1) is equiva-
lent to a bit-flip after conjugation with a Hadamard
gate; that is, HZH™! = X. Thus, to check for phase-
flip errors, we encode a single logical qubit into three
physical qubits as above, perform Hadamard gates on
each, use the exact same CNOT-based syndrome mea-
surement circuit as bit-flips, apply an X gate to any
offending qubits, then finally undo the Hadamard
transformation by applying H to all qubits again.

Shor’s Code simply combines the two 3-qubit codes.
Starting with an arbitrary qubit state |v) = «|0) +
B|1), perform the following:

1. Initialize two ancilla qubits to |0), so that the
overall state of the system is («|0) + B|1)) ®
|0) ® |0).

2. Apply a CNOT gate with the first qubit as
control and second qubit as target, giving us
(x[00) + B[11)) ® |0).

3. Apply a second CNOT gate with the first qubit
as control and third qubit as target, resulting in
«|000) + B|111).

At this point, we have encoded |v) for bit-flip errors.
To encode these three physical qubits for phase-flip
errors, we must convert them to the Hadamard basis,
which just entails applying a Hadamard gate to take
|0) — |+) and |1) — |—), where

1 1

[+) = —5(10) + 1)) and | =) = —=(|0) — [1)).

S
S

2 2
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The encoding scheme for each physical qubit |g;) =
«;|0) + B;|1) is thus:

1. Initialize two ancilla qubits to |0), so that the
overall state of the system is (;]0) + i]1)) ®
10) © |0).

2. Apply a Hadamard gate to |g;), so that the state
is then (a;|+) + Bi|—)) ® |0) ® |0).

3. Apply a CNOT gate with the first qubit as
control and second qubit as target, giving us
(i ++) + il — =) @0).

4. Apply a second CNOT gate with the first qubit
as control and third qubit as target, resulting in
|+ ++) + il — ——).

5. Finally, apply another Hadamard gate to each
qubit to return them to the standard computa-
tional basis, resulting in «;|000) + B;|111).

In short, we first encode a single logical qubit using
the 3-qubit bit-flip code, then each of the three re-
sulting physical qubits are encoded with the 3-qubit
phase-flip code, resulting in a total of 9 physical
qubits per logical qubit. The basis states are thus
encoded as such:

000) + |111)) (]000) + |111)) (]000) - |111))

2V2
(1000) — 111)) 000) — [111)) ([000)  [111))

2V2

4.3 The Threshold Theorem

The threshold theorem is perhaps the most impor-
tant result for the field of QEC. Originally proven by
Aharonov and Ben-Or [1996], Knill, Laflamme, and
Zurek [1998], and independently by Kitaev [1997],
it states that if the error rate of individual quantum
gates is below a certain threshold, then it is possible
to perform arbitrarily long quantum computations
with an arbitrarily low error rate, given a sufficient
number of qubits and quantum gates [24] [25] [26].
In essence, it asserts that a fault-tolerant quantum
computer can be built: a system that can perform
any task without succumbing to decoherence, so long
as the physical error rates of its operations are low
enough. The existence of such a threshold implies
that with enough gate fidelity, the additional qubits
added by QEC will not introduce more errors than
they cause, and will in fact reduce the overall error
probability of the system. While the exact threshold
value depends on the specific error correction code
and architecture, estimates typically range from 103
to 10~* per gate operation.

|0L) = (

L) =

4.4 Surface Codes

Surface codes, originally introduced as toric codes by
Kitaev [2003], are currently the most promising class
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of QEC schemes due to their relatively high error
threshold (to satisfy the threshold theorem) and two-
dimensional layout, which is well-suited for physical
implementations [27]. Surface codes, as the name
suggests, are a type of topological quantum error-
correcting code, meaning they encode information in
global properties of the system, making the encoded
information robust against local errors, including the
gate errors that Shor’s code protects against

Similarly to Shor’s, the surface codes encode a sin-
gle logical qubit into many physical qubits. The key
difference is that these physical qubits are arranged
on a two-dimensional lattice, with toric codes having
periodic bounding conditions that give this grid the
shape of a torus, and planar codes having no such
boundaries. The two have identical behavior in most
cases.

The key to surface codes is their use of stabilizer
measurements, which serve to measure the parity of
specific regions of the lattice to detect errors with-
out directly measuring the data qubits, in another
similarity to Shor’s code. These stabilizers are typ-
ically defined around the faces of the lattice, called
plaquettes, and vertices of the grid, each involving four
qubits. The measurements of these stabilizers yield
error syndromes that indicate the location and type
of errors. Errors manifest as anomalies on the lattice,
and by tracking their movement, it is possible to infer
and correct the underlying physical errors [20].

A significant advantage of surface codes over the
earlier CSS codes is their higher error threshold,
meaning they can tolerate higher physical error rates
while still achieving fault-tolerant computation. This
is partly due to the nature of encoding under a global
system state, which makes them inherently more
resilient to local noise while still being feasible to
implement physically due to being two-dimensional.

Of course, surface codes also face challenges in
their practical implementation. As it stands, the pri-
mary problem is the significant qubit overhead in
encoding logical qubits. Encoding a single logical
qubit reliably often requires hundreds to thousands
of physical qubits, depending on gate fidelity and
desired fault protection. Despite these challenges,
ongoing research is focused on optimizing surface
code implementations and exploring variants that
might reduce the qubit overhead and simplify logical
operations [28] [29].

5 Discussion

As it stands, the theory of quantum computation is
far ahead of any physical implementations we can
currently employ. Current hardware has been cate-
gorized by Preskill [2018] as belonging to the Noisy
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Intermediate-Scale Quantum, or NISQ era. The term
"intermediate-scale" refers to the size of quantum
computers possible to physically construct, which is
on the scale of around 1000 qubits, with "noisy" refer-
ring to a lack of fault-tolerance. Modern hardware is
highly susceptible to environmental interference, and
while we are still largely in the NISQ era, there are on-
going developments pushing beyond its boundaries,
with methods to exceed 1000 qubits currently being
explored [30]. This signifies a gradual movement
towards larger and potentially less noisy systems,
though full fault-tolerance remains a significant engi-
neering challenge. Furthermore, the threshold theo-
rem relies on an assumption of independent errors,
meaning that errors are assumed to appear indepen-
dently of space (errors of a qubit do not influence
the errors of another qubit), time (errors cannot be
correlated through time), locality (errors of a qubit
affect only a very small number of its neighbors),
and type (bit-flip, phase-flip, or some combination).
This highly simplified model of quantum errors is
often challenged in real-world quantum hardware
where errors are often apparently correlated. This
has led to not-so-insignificant counterargument, for
instance that offered by Dyakonov [2006], suggesting
that fault-tolerant quantum computing may not be
possible in reality [31].

While optimists of quantum fault-tolerance have
had little more than the hope provided by the thresh-
old theorem for the last two and a half decades, re-
cent research by Acharya et. al [2023] has experi-
mentally shown that encoding a logical qubit with
more physical qubits actually decreases the observed
error rates, empirically proving that while correlated
errors are a challenge, sophisticated QEC codes can
overcome them using current error models. While
this result implies that fault-tolerant quantum com-
puting may be possible soon, the authors admit that
hardware error rates must improve by at least 20%
to achieve scalability, with further experimentation
required to validate this estimation against different
code sizes and runtime durations [32]. In even more
recent news, Bravji et. al [2024] have managed to
create a QEC code that is a whopping 10 times more
efficient than the surface codes previously discussed,
protecting 12 logical qubits for nearly one million syn-
drome measurements using only 288 physical qubits
in total [3]. This monumental discovery means that
fault-tolerance may be possible to physically achieve
before we even surpass NISQ-era quantum comput-
ers, the importance of which cannot be overstated.

To conclude, quantum computing has the spec-
tacular potential to solve many problems more effi-
ciently than the most powerful supercomputer could
ever hope to. In this survey, we have introduced the



principles of quantum mechanics that allow for this
efficiency, as well as the unique restraints that they
impose on quantum algorithm design. We then at-
tempted to analyze Shor’s Algorithm for factoring
integers as closely as possible in order to demonstrate
the application of these techniques, with a discussion
on its feasibility and limitations. We then introduced
the concept of quantum error correction, noting how
classical error correction techniques are fundamen-
tally impossible to adapt to quantum computers, and
detailed the first code that was able to overcome this
limitation. We then provided an overview of more
recent research into the field, focusing on surface
codes as the most widely studied class of error cor-
recting schemes. We ended with a discussion on
fault-tolerant quantum computation, asserting that
despite decades of physical limitations, the recent ver-
ification of the benefits of QEC show that optimism
for near-term fault-tolerance is absolutely warranted.
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A Appendix

A.1 Frequently Used Quantum Gates

Table 1: Common single-qubit unitary transforms

Name Symbol Matrix Effect on |¢p) = «|0) + B|1)
1 1 ® a—
Hadamard H % L _J ly) = %2’5|0> + Tzﬁ|1>
. 10 /
Identity I [0 1] ly) = al0) + B|1)
. 01 /
Pauli-X X [1 0] [¥") = BlO) +al1)
Pauli-Y Y [(l) Bl] ly') = —iB|0) +ia|1)
Pauli-Z z [(1) _OJ I9) = a|0) — BI1)
10 , .
Phase S [0 i] lp") = al0) +iB|1)
/8 T [1 . } ') = al0) + Be™/4|1)
0 em/4

Table 2: Common dual-qubit unitary transforms

Name Symbol Matrix Effect on ) = a|00) + b|01) + c|10) 4 d|11)
(1 0 0 O]
0100 ,
Controlled-NOT CNOT 00 0 1 |p") = al00) + b|01) 4 d]|10) + ¢|11)
00 1 0
(1 0 0 O]
0010 ,
Swap SWAP 010 0 |p") = al00) + ¢|01) + b|10) + d|11)
00 0 1]
1 00 O
010 0 ,
Controlled-Z Ccz 001 0 |p") = al00) + b|01) 4 c|10) — d|11)
0 0 0 —1
1 0 0 O
010 0 , .
Controlled-phase CP(6) 00 1 0 |¢") = al00) + b|01) + c|10) + de'|11)
00 0

Note the matrices of the Toffoli gate (CCNOT), Fredkin gate (CSWAP), and controlled-controlled phase
shift gate (CCP(6) are not included in this appendix due to their size, but they are natural extensions of the
respective CNOT, SWAP, and CP(6) matrices, similarly to how the CNOT matrix is an extension of the Pauli-X
matrix, etc.
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