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on the Ruby on Rails web framework. It currently runs on \ = i = can resume normal operation. Rspec testing in contrast,
Rails 6.0 which has reached its end-of-life for security Ruby automates this process by creating a series of scripts
updates. Ruby utilizes a package manager referred to as = — written in Ruby test individual features of Beholder. Once
gems”. These gems allow a RUby program to interface in a Figure 2 - Beholder’s dependencies on Rails 6.0 before any upgrades. The Bundler gem testing of the new version of Beholder has demonstrated
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A copy of Beholder was first deployed in a sandbox the production environment.

computer environment. Then, updates were made to the
configuration files of Rails to accommodate a version
upgrade. Using the Ruby gem “bundler”, one can simply
switch the version of Rails (or any other gem) by editing the
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Figure 1 — Beholder’s Workflow. Jobs are scheduled through Sidekiq to scan end / — oy _{3.;}3.3; Ll _ )
devices on Fermilab’s network, and the results are returned and stored in datatables ‘1 cetontent (£ 6.17.4 O“QO' ng Mal ntenance
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As major features of Ruby on Rails are released, older | 712 A Upgrading Beholder to Rails 6.1 was a straightforward task,
versions of the gems and their dependencies become || S G’ pE———- albeit with some challenging aspects to make all the
deprecated, leaving them vulnerable to unpatched exploits - : == M= features work properly. This served as an exercise in
at a future date. At the beginning of the upgrade process Ruby streamlining the process for maintaining Beholder for years
from Rails 6.0, an active vulnerability existed in the Sidekiq S — to come. By increasing Rspec test coverage in addition to
jOb scheduler gem which was at a version which was Figure 3 — Beholder after upgrading to Rails 6.1.7.4. Changes have been highlighted. docurrentlng the upgrade Process (mcludlng resources that
dependent on Rails 6.0 to work. This showed that in Not every dependency required an update at this time. were used to assist in the upgrading process), a future
addition to changing the Rails version Beholder ran on, At this time, deprecations must be removed for the Ruby on Rails upgrade to Rails 7 for Beholder should run
other gems would need to be updated as well. application to start. Rails 6.1 removed several outdated smoothly for the cybersecurity staff at Fermilab.
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