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Abstract
Wepresent a novel quantum implementation of SLIM, a lightweight 32/80-bit Feistel cipher. By
inverting its Key addition-Substitution-Permutation (KSP) layers without ancillary qubits, we
construct the full quantum circuit using 112 qubits with quantum cost 30,404 anddepth 4,066. To
assess quantum resilience, we implementGrover’s algorithmwith three plaintext-ciphertext pairs
(r= 3; 337 qubits), yielding an attack cost of 2111 underNIST’sMAXDEPTHconstraints—below the
Level-1 threshold 2170.While SLIM falls short ofNIST’s security threshold for near-termquantum
attacks, among other lightweight BCs, its efficient architecture retains practical advantages for
constrained applications.

1. Introduction

Classical cryptography relies on computational hardness ofmathematical problems such as prime factorization
and discrete logarithm to ensure encrypted data security. The potential of quantum computers to efficiently
solve these problems via quantumalgorithms fundamentally threatens encryption protocols [1–6]. This
challenge also extends to emerging cryptographic paradigms, including chaos-based andneuromorphic
encryption systems [7–11]. Therefore, research on quantum-resistant algorithms has intensified tomaintain
secure communications and data protection [12–17]. Designing quantum implementations of classical ciphers
is thus critical both for enhancing quantum threat resilience and for comprehensive security analysis against
quantumattacks [18–29].

In the post-quantumera, despiteGrover’s algorithmhalving the effective key length for brute-force attacks,
block ciphers (BCs) are considered themost prominent classical algorithms for encrypting data blocks or fixed-
length bit groups [2].Most BCs process predefined 64- or 128-bit data blocks [30–45]. The Feistel network
constitutes a core design paradigm for symmetric BCs, enabling block splitting, subkey usage, round-based
processing, and iterative structure to performboth encryption and decryption processes with the same key
[30, 31]. Designed to enhance encryption security, it provides a flexible framework that can be employed in
many encryption algorithms. SLIM, a novel variant of Feistel-based BCswith 32-bit block size, is designed for
lightweight applications fromRFID technologies to the Internet of Things (IoTs), striking a balance between
security and efficiency [46]. By combining a compact structurewith non-linear operations, SLIMachieves
robust encryption despite its low bit-width constraints.

In this paper, we study the quantum implementation of BCs, which aims to analyze classical encryption
algorithmswithin quantumcomputing frameworks, assess their security against quantumadversaries, and
develop quantum-resistant cryptographicmethods. Specifically, we present a novel quantum implementation
of SLIM, a lightweight BC (LBC), that shows a higher quantumgate cost and circuit depth, which are key
measures to evaluate resistance to quantumattack, compared toARX-based designs SIMONand SPECK, as
well as SPN-Feistel architectures PRINT andRECTANGLE.While the gate cost of SLIM in our implementation
remains lower than that of the SPN cipher LBLOCK, its greater circuit depth leads to a higher overall quantum
cost. SLIM’s optimized quantum cost of 30,404 is achievedwith aminimal qubit count. A comprehensive
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quantumanalysis of its Key addition–Substitution–Permutation (KSP) layers enabled implementationwith
112 total qubits through inversion of theKSPwithout ancillary qubits. This approach establishes a foundation
for practical implementationwith current technology and facilitates the evaluation of resistance against quant-
umattacks.

Complementing this, we quantitatively assess SLIM’s resilience against quantum threats by implementing
Grover’s search algorithm. Resource estimates (gate depth, T-count, total cost) forGrover-based attacks
against SLIM in the 80-bit key space are computed for scenarios using two and three ciphertext-plaintext pairs,
requiring 225 and 337 qubits, respectively. The total qubit count is calculated as the sumof the key register
allocation, combinedwith the qubits required for parallel execution ofmultiple SLIMcipher instances and an
additional target qubit for theGrover oracle.We see that SLIM’s projected total quantum cost 2111 falls below
NIST’s Level-1 security threshold 2170, indicating SLIMmay exhibit insufficient resistance to near-termquant-
um threats [47]. However, its low qubit requirement, combinedwith a relatively strong security profile, pro-
vides advantages over comparable LBCs.

This paper is organized as follows. Section 2 presents theKSP structure of SLIM alongwith the notation
adopted for quantum circuit design. In section 3, the quantumgate-level implementation of SLIM is detailed.
Section 4 focuses on the quantum resource estimation of the SLIM implementation and provides a comparison
with other BC realizations. Lastly, section 5 analyzes SLIM’s resistance to quantumattacks throughGrover’s
search algorithm, offering resource estimates underMAXDEPTH constraint, which defines themaximum
allowed quantumcircuit depth for an attack and is used to estimate the necessary circuit size for parallel
computation.

2. The structure of SLIM

The development of quantum technologies poses a significant threat to the security of existing cryptographic
algorithms, encouraging the exploration of quantum-resilient (or post-quantum) cryptography. In this regard,
block ciphers (BC) stand outwith its simple but resilient design.However, someBC algorithmsmay be solved
by quantumcomputers dueweakness in their design, e.g. Grover search attack on their differential
characteristics [48].

SLIM, a recently introduced variant of LBC, promises to be a quantum-resistant algorithmwith its light-
weight Feistel structure, functioning as a symmetric encryption algorithm that uses the same key for both
encryption and decryption and offering awell-balanced design in terms of security and efficiency [46]. The only
difference between these processes is the use of decryption sub-keys in reverse order. SLIM integrates both
confusion and diffusion principles. Confusion is efficiently handled through a compact 4-bit S-box (See
figure 1), using the same structure of PRESENT [37]. Operatingwith an 80-bit key, SLIM is designed to encrypt
and decrypt 32-bit plaintext and ciphertext blocks, respectively.

The rearrangement phase of SLIMutilizes a crucial permutation layer, generating a 16-bit output from16-
bit inputs through ameticulously selected rule specified in figure 2, which addresses the need to provide resist-
ance against linear and differential cryptanalysis [46]. In linear cryptanalysis, the permutation rule is designed
to resist patterns, creating substantial confusion to hinder adversaries from identifying patternswithin the
cipher. Simultaneously, the rule takes into account differential cryptanalysis, disrupting systematic relation-
ships between input and output differentials to fortify the cipher’s resilience against such attacks.Hence, these

Figure 1. S-box of SLIM.

Figure 2.P-box of SLIM.
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techniques play a role in thwarting various cryptanalytic approaches, illustrating the algorithm’s effectiveness
and suitability for secure information transmission.

NIST guidelines recommend a key length of at least 112 bits to apply cryptographic protection to sensitive
information (especially for federal government information, e.g., encrypting data or generating a digital sig-
nature) [49]. However, someflexibility for 80 bits is allowed for processing information already protected at
those security strengths (e.g. decrypting encrypted data or verifying digital signatures). Furthermore, there is an
increasing need for LBC architectureswith smaller key lengths (<112) in resource-constrained environments,
such as IoT orRFID technologies [46]. In this context, SLIM is designed tomeet this requirement, where 32
sub-keys (16-bit each) are generated from an 80-bit encryption key. The initial five sub-keys {K1,…,K5} are
directly derived from the original key (K = M0M1…M39L39…L1L0). Specifically,K1 corresponds to the first
least significant 16 bits,K2 to the subsequent 16 bits, and so forth (up to the fifth round). The 80-bit key is then
divided by a splitter, yielding two 40-bit values as themost and least significant bits (MSB andLSB). Each half is
subsequently processed individually (See figure 3). In each round, the LSB undergoes a left cyclical shift (LCS)
of two bits, followed by anXORoperationwith theMSB. The output of this XORprocess is then passed to a
substitution layer. The round sub-key is created bymanipulating the output of the S-boxes and the rotated
MSB, achieved through an LCSof 3 bits using theXOR technique.

In the SLIM’s encryption algorithm, the input splits into up and downparts, which go through 32 rounds of
processing alongwith the generated sub-keys. The interior structure of SLIM is given in figure 4. Accordingly,
the 32-bit input is split into two equal sixteen-bit halves as the lower half (Di) and the upper half (Ui), where
Di−1= Ui andUi−1⊕ P(S(Ki ⊕ Di−1)) = Di.

3.Quantum implementation of SLIM

In quantummechanics, the state of a system is described bywave functions (|ψ〉), defined in theHilbert space
(H)-a vectorial complex inner product space. These wave functions represent the probability amplitude of a
particle that exhibits a specific property (e.g. position or spin) uponmeasurement. Thus, a quantum state is a
complex linear superposition of possible substates within this space. Single-particle quantum systemswith two
subparts, such as horizontal |H〉 and vertical |V〉polarization, spin-up | ↑ 〉 and spin-down | ↓ 〉, ormore broadly
|1〉 and |0〉, are referred to as quantumbits (or simply qubits). Qubits are the quantum counterparts of classical
bits, the fundamental units of classical computation. The general state of a single qubitψ is expressed as:

Figure 3.KeyGeneration of SLIM (i > 5).

Figure 4.The interior structure of SLIM.
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Composite systems are formed by combining two ormore discrete and separately prepared qubits
( ( ) = …H i n; 1, ,i i ), which reside in the tensor product space H n, can be given as:

( ) ( )( ) ( ) ( ) ( )= …or simply , 2n n1 1

where ( ) ( )=H H H n1 . Besides, due to the causality of the theory, the evolution of the system can
be controlled by unitary operators such as ˆ= U . If the systemundergoes a stepwise evolution, its state is
transformed sequentially by a series of unitary operators. The final output state of the system is

ˆ ˆ ˆ= …U U Un 2 1 (See figure 5). On the other hand, the transformed state of the n-qubit system is |Ψ′〉=Uˆ

(1)⊗⋯⊗Uˆ(n)|ψ(1)〉⊗⋯⊗|ψ(n)〉 (See figure 6). Here, the evolution operator ( )Û i acts on the ket |ψ( i)〉. These
representations are suitable for constructing quantum implementations of theKSP-layers for the encryption
algorithmgiven in the previous section. To achieve this, some quantumgates such as theX (or simplyNOT),
Hadamard (H) gate, CNOT,CCNOT (or Toffoli), and SWAPgates need to be introduced (See figure 7).

To implement SLIMas a quantum circuit, the 32-qubit input is first divided into two equal (UandD)halves.
The 16 qubits (D0) from theD-box are combinedwith the first round key (K1), derived by dividing the 80-bit
key into five equal parts. Next, the S-box is executed four times in parallel, starting from the least significant
qubits (LSQ). The resulting outputs are then passed through the P-box. Following theKSP process, the results
aremanipulated usingCNOTgates with the 16 qubits (U0) from theU-box, and the first round is completed by
obtainingD1.

At this stage, it is essential to ensure the feasibility of implementing the second and subsequent rounds of
SLIM.WhenKSP is applied onD0, it transforms intoU1.While this transition is straightforward froma classi-
cal perspective, it introduces challenges in quantumparadigm, as it necessitates duplicating theD0 packet,
which is a task that inherently requires additional qubits. This duplication involves adding and applyingCNOT
gates to a set of ancilla qubits, which are initialized to the |0〉 state,matching the size of the packet (16 qubits).
Moreover, to complete all rounds of SLIM, new ancilla qubitsmust be introduced before each round, in addi-
tion to the initial set. In experimental setupswhere an increase in qubit count is negligible, such as idealized
scenarios, this approach proves advantageous, as it significantly reduces the number of quantumgates

Figure 5.An equivalent representation of the sequential action of the operators on the state.

Figure 6.Representation of the operators acting on an n-qubit system.

Figure 7.Quantumgates: (a)X:NOT,H:Hadamard; (b-top)CNOT:Controlled-NOT, (b-bottom) SWAP; (c)CCNOT.Here
Ca b, , x, y, z∈ {0, 1}, and⊕ is the bitwise XOR.
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required.However, given the limitations of current quantum computing technology, such amethod is imprac-
tical due to the cost of qubit resources. Instead, we employ amore efficient and a novel strategy that avoids
excessive qubit usage. By leveraging the Feistel structure of SLIM,we retrieve the original qubits for subsequent
rounds through the reverse application of theKSPprocess (KSP−1), which consists of P−1, S−1, andK−1=K,
applied in reverse order from the lower to upper branches. This approach effectively prepares the system for the

Figure 8. (top)Quantum implementation of 32 rounds of SLIMand (bottom) the key schedule for the rounds i > 5.
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second round and allowsUi to be reused asDi−1 in each subsequent round.Now, let us realise the quantum
implementations of theK, S and P layers and their inverses respectively.

K-Layer: SLIMhas 80 qubit keys and runs 32 rounds in total. In this context, for the first 5 rounds, the 80-
qubit key is directly divided by five according to the LSQ and added as 16-qubit keys (See figure 8). Then, the
80-qubit key goes through a divider to create two 40-qubit keys, labeledMSQandLSQ. The resulting 40-qubit
keys are then treated separately. Accordingly, in each round, the LSQundergoes a two-qubit circular left shift
operation (blue colored) and then the output produced is CNOTedwith theMSQ (purple colored). The output
of theCNOTprocess is forwarded to a substitution layer (yellow colored). The result of the S-boxes, which
undergoes a three-qubit circular left-shift operation (green colored), ismanipulated using theCNOTopera-
tions to generate the subkey (red colored). The first 16 qubits are then taken and used as the key. This cycle
continues until the 32nd round. The decryption process leverages the Feistel structure of SLIM for the
implementation.

S-box: The S-box used in SLIM, given in figure 1, is identical to the one designed for the PRESENT algo-
rithm [37]. Its quantum implementation has been optimized using the LIGHTER-R framework, a specialized
tool for reversible circuit synthesis [19]. LIGHTER-R is particularlywell-suited for this task because it elim-
inates the need for ancillary qubits andminimizes garbage output while efficiently optimizing quantumgates.
This tool provides an end-to-end solution for reversible S-box construction, offering significant advantages in
terms of gate cost and resource efficiency. As such, the quantumcircuits for both the S-box and its inverse,
S−1-box, are carefully designed in this work to alignwith these optimizations . To reconstruct the S-box as a
quantumcircuit with variable output, we use the quantumgates described in the preceding section (NOT,
CNOT, andCCNOTgates). The Boolean functions that define the logical operations necessary for constructing
the S-box transformations are as follows.

Figure 9.Quantum implementation of S-box.

Figure 10.Quantum implementation of S−1-box.

Figure 11.Quantum implementations of (left)P-box and (right)P−1-box.
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( )

= + + + + +

= + + + +

= + + + +

= + + + +

x S x x x x x x x x x x x x x x x x x x x x

x S x x x x x x x x x x x x x x x

x S x x x x x x x x x x x x x x x x

x S x x x x x x x x x x x x x x x 3

0 0 3 2 0 3 1 0 3 2 0 3 1 0 3 2 1 0 3 2 1 0

1 1 3 2 1 3 2 0 3 1 0 3 2 1 3 2 0

2 2 3 2 1 2 1 0 3 2 1 0 3 2 1 2 1 0

3 3 3 2 1 3 2 0 3 1 0 3 2 1 3 1 0

Here, the notation, e.g., [ ]x x x3 2 0 + [ ]x x x3 1 0 , indicates [(NOTx3)AND (NOTx2)AND (x0)]OR [(NOTx3)AND
(x1)AND(x0)], and the relevant input needs to be placed from x3 to x0. Using these functions and the LIGHTER-
R framework (NCT-gc), the optimized quantum implementation of the SLIMS-box is constructed as shown in
figure 9.

Similarly, the Boolean functions for the S−1-box are as follows [50]:

( )

= + + + + +

= + + + +

= + + + +

= + + + + +

x S S S S S S S S S S S S S S S S S S S S

x S S S S S S S S S S S S S S S S

x S S S S S S S S S S S S S S S S

x S S S S S S S S S S S S S S S S S S S S 4

0 3 2 0 2 1 0 2 1 0 3 2 0 3 2 1 0 3 2 1 0

1 3 2 1 0 3 1 0 3 2 0 3 1 0 3 2 0

2 3 2 1 3 1 0 3 1 0 2 1 0 3 2 1 0

3 3 2 0 3 2 1 2 1 0 3 2 1 3 2 1 0 3 2 1 0

These functions, when implemented using the LIGHTER-R framework, allow for an efficient reversible
construction of the S−1-box. The resulting circuit (figure 10) is optimized to balance quantumgate costs and
qubit usage, ensuring compatibilitywith the overall KSP−1 structure.

After the key addition layer processes the 16 bits of the input blockUi, the S-box operates in parallel for four
4-qubit segments, starting from the LSB. These transformed outputs are then routed through the P-layer,
where the qubits are permuted according to a predefinedmapping.

P-box: The permutation layer given in figure 2 can also be implemented in a quantum circuit. For this, it is
sufficient to use the SWAPgateswith no quantumcost. In this context, the permutation operation (0 7 5 E 9AF
C3 8 4B) (1D6 2) can be directly implemented in a 16-qubit quantum circuit (See figure 11). The operation of
the P−1-box is (0 B 4 8 3CFA9E 5 7)(1 2 6D).

KSP:We combine the key addition, substitution, and permutation layers into a single cohesive unit for
constructing theKSP structure, which plays a critical role in the implementation of the SLIMcipher. For one
encryption round, theKSP acts on the 16 qubits coming from theD-box (Di) is given in figure 12.

First, the 16 qubits fromDi areCNOTedwith the round keyKi, derived from the key schedule (figure 8).
Following this, the transformed qubits are divided into four 4-qubit blocks, each ofwhich is processed in paral-
lel through the quantumS-box circuits. These S-boxes, optimized for quantum implementation, introduce the
required non-linear transformations (figure 9). The outputs of the four parallel S-box operations are then rou-
ted through the P-layer, which performs a predefined permutation of the qubits (figure 11). Upon completing
the P-layer, theKSP structure for the current round is finalized, preparing the qubits for interactionwith the
U-box in the subsequent step.

TheKSP’smodular design ensures efficiency and straightforward reversibility by leveraging SLIM’s Feistel
structure. A similar process can be constructed for the inverse operation, KSP−1, which includes P−1-layer
(fromfigure 11-(b)), the S−1-box (fromfigure 10), and theK−1( =K)-layer (fromfigure 8-bottom). These
components work together to return the qubits to their initial state, ensuring seamless integration into the
overall quantum implementation of SLIM.

Figure 12. Illustration of one roundof implementation of KSP.
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4.Quantum resources for SLIM

The total quantum cost of our design of the SLIMalgorithm is evaluated by calculating the number of quantum
gates required to construct its circuits. Specifically, the cost is determined using standard gatemetrics: aNOT
gate has a cost of 1 unit, a CNOTgate also costs 1 unit, and aCCNOTgate (Toffoli gate) has a cost of 6 units
[51]. The SLIMalgorithmoperates over 32 rounds in total. As described in section 3, the first 5 rounds involve
the direct use of 80 qubits in theK layerwithout requiring additional quantumgate operations for key
scheduling. Consequently, these rounds incur no extra gate cost. However, starting from the 6th round, theK
layer introduces a significant computational overhead due to the quantumgates required for the key scheduling
process. Therefore, to calculate the total quantum resource requirements for SLIM, the first 5 rounds and the
subsequent rounds should be considered separately (See table 1).

In the quantum circuit of SLIM (figure 8), each round consists of threemain steps: the first half of the qubits
undergoKSP, followed byCNOToperationswith the second half of the qubits, and then the qubits pass
throughKSP−1. For simplicity, the cost of theCNOToperations betweenKSP andKSP−1 is included in the cost
of KSP. The total cost in the first 5 rounds is 1460, which is the sumof the costs of KSP andKSP−1 as given in
table 1. In subsequent rounds, eachK-layer includes 20NOT, 130CNOT, and 40CCNOT.However, the cost of
KSP andKSP−1 for the remaining 27 rounds is 28944. As a result, the total cost required for our quantum
implementation of SLIM is 30404.

Besides, the depth of a quantum circuit (simply quantum-depth), measures to the number of sequential
steps required to execute all operations in the circuit. Unlike classical depth, which refers to themaximum
number of gates along a single left-to-right path through the circuit, quantumdepth accounts for the layering
of quantumgates, where parallelizable gates within a layer are considered as one step. This distinction high-
lights the unique structure of quantum circuits and their reliance on parallelism to optimize execution.More-
over, certain gates, such as the Toffoli gate, play a critical role in determining quantumdepth.While a single
Toffoli gate has a T-depth of 1, its full decomposition requires seven layers and four additional ancilla qubits
[18]. Thismetric reflects both the circuit’s computational complexity and the time required for execution.
Deeper circuits often indicatemore intricate computations butmay also introduce challenges inmaintaining
coherence.

A detailed analysis of SLIM requires an evaluation of its total quantum cost, circuit depth, and overall qubit
utilization compared to other BCs (see table 2). In the quantum implementation of SLIM, the depth of the

Table 1.Quantum resources requirement for the proposed quantum
implementation of SLIM.The column labeledTOTAL represents the total
number of gates required for the implementation. The cost calculation
employs the standard quantumgate costsmetric, whereNOT andCNOT
gates are assigned a cost of 1 unit, and theCCNOT (Toffoli) gate has a cost
of 6 units, based on its gate decomposition [51].

LAYER NOT CNOT CCNOT TOTAL COST

S 2 5 4 11 31

S−1 4 2 4 10 30

Ki>5 20 130 40 5130 9450

KSPi�5 8 52 16 380 780

KSPi 5
1 16 24 16 280 680

KSPi>5 28 182 56 7182 14742

>KSPi 5
1 36 154 56 6642 14202

SLIM 1848 9452 3184 14484 30404

Table 2.Cost and qubit comparison of quantum implementationswith other LBCs.

CIPHER QUBIT NOT CNOT CCNOT TOTAL DEPTH COST REF

SIMON32/64 96 448 2816 512 3776 946 6336 [20]
SIMON48/72 120 792 3312 864 4968 1062 9288 [20]
SPECK32/64 96 42 4222 1290 5554 1694 12004 [21]
SPECK48/72 120 42 6462 1978 8482 2574 18372 [21]
RECTANGLE 64/80 144 567 4964 2000 7531 226 17531 [22]
LBLOCK64/80 144 877 16747 14280 31904 1740 103304 [24]
PRINT48/80 128 154 3840 2304 6298 336 17818 [25]
SLIM32/80 112 1848 9452 3184 14484 4066 30404 This work
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circuit is determined by the different components used in each round. The depth of the S-box is 33, while its
inverse, the S−1-box, has a depth of 32. For theK-layer in rounds i > 5, the depth is 35. For the first 5 rounds
(i � 5), the combined depth of KSP andKSP−1 is relatively small, totaling 340.However, in the subsequent 27
rounds (i > 5), the depth increases as KSP andKSP−1 together contribute to a total depth of 3,726. The total
depth across all 32 rounds is 4,066.Hence, the quantumcircuit of SLIMachieves an optimal balance,maximiz-
ing circuit depthwhileminimizing qubit count andmaintaining a favorable quantumcost.

On the other hand, figure 13 presents a trade-off analysis between gate cost, depth, and qubit count. The
current design, which avoids ancillae, results in a higher quantum cost. If ancillary qubits are employed instead,
theKSP−1 operations becomeunnecessary. In this scenario, the total quantum cost would be reduced to 16,018
units, composed of 15,522 units from theKSP operations and an additional 496 from theCNOTgates required
for ancillamanagement. In this context, when compared to other BC implementations, SLIMdemonstrates an
optimal depth-to-cost ratio.Note also that SPN-based SLIMaligns along an approximate linear trendwith the
ARX-based SIMONand SPECK families on the exponential graph.Despite its lowqubit usage, we see that
SLIMachieves higher depth values compared toRECTANGLE, PRINT, and LBLOCK, underscoring the
impact of different architectures on quantum resource requirements for quantumcryptanalysis.

5.Grover on SLIM

In this section, we quantitatively assess the quantumattack resistance by applyingGrover’s search algorithmon
SLIM [2]. Grover’s algorithm is a fundamental quantumprotocol providing quadratic speedup over classical
approacheswhen searching unstructured databases that locate specific datawithin a k-bit key space (N = 2k

elements), reducing brute-force attack complexity fromO(2k) toO(2k/2). The algorithm comprises a quantum
oracle (Uf) based on a Boolean function f: {0, 1}k → {0, 1}, and a diffusion operatorD. Here, f (x) is defined by

Figure 13.Trade-off analysis of resourcemetrics. The figure illustrates the relationship between gate cost and circuit depth, where
the size of each bubble is scaled to represent the corresponding qubit count.

Figure 14.Quantumcircuits ofGrover oraclesUf for SLIMwith inner parallelization: (left) r= 2 two plaintext-ciphertext pairs, and
(right) r= 3 three plaintext-ciphertext pairs.
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whether plaintextm encryptedwith key x yields (c) ciphertext: f (x) = 1if Enck(m) = c, and f (x) = 0 otherwise.
Themain idea is to locate the element x0 satisfying f (x0) = 1. The oracle encrypts the known plaintext with all
candidate keys (x∈ {0, 1}k) in superposition. The resulting ciphertexts are compared against the target
ciphertext. For potentialmatches ( f (x) = 1), the phase sign of the corresponding key is inverted:
∑xax|x〉|y〉 → ∑xax|x〉|y ⊕ f (x)〉. At last, the quantumcircuit is reversed to uncompute the ciphertexts, leaving
only the phase-altered key states.

In this context, theHadamard operatorH⊗ k is applied to the initial state |0〉⊗k, yielding a quantum linear
complex superposition { }= xx

1

2 0,1k
k of all possible states, leveraging quantum supremacy. An ancil-

lary qubit ( )= 0 11

2
is then introduced, preparing the joint state |ψ〉 ⊗ |− 〉. Subsequently, the

oracle operator and generic diffusion operator are applied sequentially on the joint state.

( ) ( )

( )

( )=

=
=

U x

D I

2 1

2 5

f
k

x

f x2

0

2 1k

At this stage, the number of plaintext-ciphertext pairs (r) required for successful key recovery attacksmust
be determined in quantum implementations. The validity of a candidate key can be verified by encrypting r
plaintexts and comparing themwith the corresponding ciphertexts in theGrover oracle. Onlywhen all pairs
match, the correct key ismarked by flipping the target qubit. In this circumstance, candidate keysmatching
only a single pairmay contain false positives. Hence, r is expected to exceed the key size/block size ratio (r > k/
n) [16]. Considering SLIM’s lightweight structure, r = 3 ciphertext-message pairs are standard for its 80-bit key
and 32-bit block size (See figure 14). Following the encryption of the given |m1〉, |m2〉 and |m3〉using SLIM, the
outputs are compared through the ancilla qubits. If the outputs are identical, the target is flipped. Conversely,
the quantum implementation of diffusion operatorD given in equation (5) is generic for n-qubit systems
(figure 15-left). Here, gates between twoHadamard layers invert the phase of the |0〉 basis state in the top k-bit.
Consequently, iterative application of theGrover operatorG = DUf amplifies amplitudes of solution keys satis-
fying f (x) = 1. This process ensures high-probability keymeasurementwhen repeated for optimal number ( j)
of iterations.

Geometrically, each iteration rotates the state vector by a fixed angle θwithin the plane spanned by two
orthogonal vectorswhere /= M Nsin2 . After j iterations, Grover’s algorithmyields the correct statewith

probability ( ) (( ) )= +p j jsin 2 12 . Thus, the optimal iteration count =j N

M4 4
produces a success

probability of at least ( )p j 1 M

N
. This process gradually increases themeasurement probability of the

solution keys [52]. However, the effectiveness of the algorithm is highly dependent on the efficient implementa-
tion of the oracle circuitUf. This requires an accurate estimation of quantum resources, including the number
of qubits and the overall depth and quantum cost. In this regard, since the quantum cost ofD is negligible
compared toUf, the resource requirements forG andUf are approximately equivalent.

Figure 15. (Left)Grover operatorwith the general diffusion operatorD for n-qubit systems. (Right)Quantumcircuits for Grover’s
algorithmunder 2

4
40 iterations.

Table 3.Main resource counts for Grover’s oracle in SLIM.

CIPHER r QUBIT NOT CNOT CCNOT TOTAL COST DEPTH

SLIM32/80 2 225 7392 38128 12736 58256 121936 8129

SLIM32/80 3 337 11088 57272 19104 87464 182984 8129
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Here, we now focus on inner parallelization to optimize total depth to achieveNIST’sMAXDEPTH para-
meters [47].We clear the channels using SLIM−1, consistent with the discussion in section 3 for exhaustive key
search.Given SLIM’s Feistel structure, encryption and decryption processes exhibit identical quantum costs.
Thus, for r= 2 and r= 3, we use 4 and 6 SLIM instances, respectively. Leveraging the optimized qubit count (q)
for SLIM in table 2, total qubit requirement is r · q + 1. Accordingly,Uf employs 113 ancilla qubits for r= 2 and
225 for r= 3. Comparing the 32-bit outputs of SLIM instances with r ciphertexts requires 80 · r CNOTgates.
Additionally, 2(r− 1)kCNOTgates are required to execute input keys across r parallel SLIM instances.NOT
gates arising from these optimizations are negligible. Hence, total additional CNOTgates are 320 (160+160)
for r= 2 and 560 (240+320) for r= 3.Quantum resource estimates forGrover key search are given in table 3.

NIST has standardizedGrover’s algorithm as a reference benchmark for assessing BC resistance against
quantum threats, defining theMAXDEPTHparameter to impose an upper bound on total circuit depth. To
establishMAXDEPTH for SLIM, decomposition of theCCNOTgates listed in table 3 is required. The number of
T-gate for a t-fold controlledNOTgate (t � 5) is calculated as 32t84. Toffoli gates require 7 T-gates+ 8Clifford
gateswith T-depth 4 and total depth 8 [53]. The total number ofClifford gates includes those used in SLIM
instances and 2(r1)kCNOTgates inUf, which arise fromparallel pair processing. Under ( )2

4
40 iterations, the

estimated total cost of aGrover-based attack against SLIMyields; for r= 2 the T-gate count of 1.13× 256, the
total Clifford gates of 1.76× 256, and the full depth of 1.56× 253, for r= 3 the T-gate count of 1.82× 256, the
total Clifford gates of 1.33× 257with the same full depth.

A detailed analysis of the resource estimates forGrover’s oracle given in table 4 confirms that SLIMdemon-
strates stronger resilience (2111) against quantumadversaries compared to other LBCs. Furthermore, while
LBLOCKexhibits a high gate cost in its quantum realization, its relatively lower circuit depth reduces its quant-
um security. This underscores the importance of the cipher design in determining the quantum resistance. The
observed trade-off in SLIMbetween low-qubit usage and higher total cost and depth points to enhanced quant-
um resilience, reflecting a balanced design relevant to post-quantum security among its lightweight
counterparts.

NIST characterizes post-quantum security in symmetric cryptography by the total cost of Grover’s key
search. This is quantified as the product of total gate count and circuit depth, derived from resource estimates
for attacks against AES-128, AES-192, andAES-256, reflecting the algorithm’s iterative nature. The estimated
costs for AES correspond to 2170 (Level 1), 2233 (Level 3), and 2298(Level 5) [54]. To ensure sufficient resilience
against anticipated quantum threats, NIST sets forth a recommendation to adopt security parameters achiev-
ing at least Level 1 or 3 protection in the near term.

The total quantumcost of SLIM is approximately 2111 for r = 3, which is belowNIST’s Level 1 threshold of
2170 for symmetric cryptography (See table 5). Under theMAXDEPTH constraint, which bounds themaximum
feasible circuit depth, SLIM’s depth of about 270 remainswell below the recommended limit 2130 with the
maximumnumber of gates expected to be implemented in one year in foreseeable quantumcomputer archi-
tectures 240. These results suggest that, while SLIMdoes not reach theNIST levels required for short-term
quantum resistance, it compares favorably to other LBCs. Consequently, SLIMand the other evaluated LBCs

Table 4.Resource estimation forGrover’sOracle on SLIM.

CIPHER r GATECOST #GATES FULLDEPTH TOTALCOST

SIMON32/64 3 38016a 1.91×245 1.29×246 1.23×292

SIMON48/72 2 37152a 1.59×249 1.36×250 1.08×2100

SPECK32/64 3 72024a 1.78×246 1.43×245 1.27×292

SPECK48/72 2 73488a 1.37×251 1.11×250 1.52×2101

RECTANGLE64/80 2 62284 1.79×258 1.40×249 1.25×2108

LBLOCK32/80 2 111296a 1.04×256 1.34×252 1.39×2108

PRINT48/80 2 62216 1.97×258 1.06×250 1.04×2108

SLIM32/80 2 121936 1.76×256 1.56×253 1.37×2110

SLIM32/80 3 182984 1.33×257 1.56×253 1.04×2111

a Estimated from cited gate counts for completeness.

Table 5.MAXDEPTHanalysisofGrover’salgorithm.

CIPHER r 240 264 296 approximation

SLIM32/80 2 70 46 14 2111/MAXDEPTH
SLIM32/80 3 71 47 15 2110/MAXDEPTH
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are unlikely tomeet the security requirements forNISTLevel 3 (2233; the decade-long serial gate count for
current architectures) or Level 5 (2298; the atomic-scale computational limit imposed by the speed of light over
amillennium) [47]. These findings highlight the urgent need to further improve the designs of LBCs tomain-
tain their security in a post-quantumera.

6. Conclusion

In this study, we present a qubit optimized quantum implementation of SLIM, featuring a compact quantum
architecture.Our gate-level analysis demonstrates efficient resource distribution across KSP/KSP−1 layers,
with computational demandsmanagedwithout auxiliary resources. This approach achieves a total of 112
qubits, a balanced quantumcost of 30404, and a depth of 4066—positioning SLIMas a resource-efficient
solution among comparable BCs (table 2). This places SLIMas a viable candidate for lightweight cryptographic
applications in quantum-constrained environments.

We then assess the quantum resilience of SLIMagainst Grover’s search algorithm, leveraging a quadratic
speedup for key recovery. The quantumoracleUf encodes SLIMencryption under superposition,marking
candidate keys x via phase inversionwhen Encx(mi) = ci for r plaintext-ciphertext pairs. Tomitigate false posi-
tives fromSLIM’s 32-bit block and 80-bit key, r = 3 pairs are necessary, exceeding the k / n ratio. As the plain-
text is encrypted via SLIMand is subsequently retrieved for channel cleaning, two SLIM instances (SLIMand
SLIM1) are required for each plaintext-ciphertext pair.Hence, the oracle integrates parallel six SLIM instances,
ancilla qubits (337 total), and controlled comparisons, followed by clearing operations. The diffusion operator
D amplifies solution states via amplitude amplification. Resource estimates (table 3) confirmUf dominates the
Grover operatorG = DUf, with depth-invariant diffusion.

Inner parallelizationminimizes depth to complywithNIST’sMAXDEPTH constraints. Total quantum cost
—factoring the total counts of T andClifford gates, and the total depth (table 4)—yields 1.33× 257 total gates
and 1.56× 253 depth for r= 3, culminating in a total attack cost of 2111. This falls belowNIST’s Level 1 security
threshold (2170) andMAXDEPTH limit (table 5), indicating vulnerability to near-termquantumattacks. Never-
theless, SLIM’s low qubit footprint offers comparative advantages over other LBCs in quantum resource effi-
ciency, albeit insufficient for post-quantum security certification.Despite other LBCs exhibiting lower
quantumcircuit costs (gate counts), SLIM’s higher depth enables a superior total costmetric under theNIST
framework. This demonstrates that quantumdepth can be leveraged as a critical security parameter in the
designwith the total gate count.

We propose to adopt as a standard the implementation of depth-optimizedGrover analyses with qubit-
optimized BC implementations. This framework enables systematic evaluation of quantumattack resilience
underNIST’sMAXDEPTH guidelines. The proposed ancilla-freemethod, which relies on the efficient clearing
of quantumcircuits by leveraging the reversible nature of quantum logic gates, is not limited to SLIM. Its
applicability extends to any Feistel-based cipher, regardless of block size, key length, or number of rounds,
utilizing the reversibility of quantum logic gates. Futureworkwill therefore focus on applying this framework
to awider range of Feistel-based ciphers. Such designs could enhance quantum securitymarginswhile preser-
ving lightweight efficiency andwould be instrumental in further improving the trade-off between quantum
security and resource requirements.

Data availability statement

All data that support the findings of this study are includedwithin the article (and any supplementary files).
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