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Abstract
As past works have shown, information-theoretically secure implementations transmitters
of YO0 quantum noise randomised cypher are possible. An advance to the provably
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aimed. It would be the strongest attack on the Y00 protocol in the context of quantum
key distribution protocols. However, recently proposed security evaluations under the
attacks were too abstract to apply to experiments. Therefore, security analyses directly
evaluable with the equipped Y00 transmitters under attack are offered. Thus, new security
indices are proposed instead of ordinary security measures, such as the bit-error-rate
guarantee between optical signals or a masking size. Contrarily, unsolved problems are

also listed.

KEYWORDS

1 | INTRODUCTION

Since 1984, the first invention of quantum key distribution
(QKDs), the so-called BB84 [1, 2], B92 [3], or BBM92 [4],
many researchers have been challenging to realise information-
theoretically secure (ITS) cryptography using quantum prop-
erties.

Around 2000, H. P. Yuen invented a new scheme of the
quantum communication protocol [5-11] to satisfy DARPA's
requirements using the quantum property of optical commu-
nication laser as R. ]. Glauber and E. C. G. Sudarshan
formulated [12, 13]. Several names nowadays call the protocol:
Alpha-Eta, YOO protocol, Keyed Communication in Quantum
noise (KCQ), Quantum Noise Randomized Cipher, and
Quantum Noise Stream Cipher. This paper calls it the YOO
protocol to respect the inventor, H. P. Yuen. The protocol
enables faster communications and compatibility with the
ordinal optical network [6-8, 10], unlike the BB84 and other
QKDs.

It looked attractive; however, quantum communication
researchers, including QKDs researchers, have yet to be

cryptography, error statistics, information theory, optical fibre networks, protocols, public key cryptography,
quantum communication, quantum information, quantum noise, quantum optics

convinced about its security [14-17]. Then, fast-correlation
attack (FCA) was proposed to breach the Y00 protocol [18],
although the reference offered a countermeasure to turn off
this attack. The technique is the so-called Irregular Mapping’
[19].

Even though the Y00 protocol could be immune to FCAs,
notice that FCAs are specific attacks, not general attacks. For
example, despite spectacular recent results on the YOO proto-
col [20-27], there have still been security analyses [28-34].
Contrarily, some new countermeasures and security indices
have been proposed [35]. The situation means that the security
of the YOO protocol has yet to be established. If the Y00
protocol cannot establish I'TS, quantum-resistant cryptography
is much easier and will widespread because of the ease of use.

Therefore, past works investigated the more general attacks
that combine Collective Attacks and Known-Plaintexts attacks
to launch key-recovery attacks [36-38] to pave a road to the
security proof of the Y00 protocol. Collective attacks are the
most general attacks in the context of QKDs [39].

This work aims to bridge the gap between experimental
results and the theoretical framework of Collective Attacks
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with Known-Plaintext (CKP Attacks) so that experiments can
firmly tie up theories.

In this work, Section 2 explains the security of the YOO
protocol as an abstract. Section 3 offers an overview of the
security analyses of the YOO protocol. Section 4 supplies some
details of the security analyses. Then, the section describes
unsolved problems to step forward to the I'TS security proof of
the YOO protocol. Section 5 concludes this work and sum-
marises the contents.

2 | BASICS OF Y00 PROTOCOL AND
REQUIREMENTS

Before the paper explains the bridge between the experi-
mental evaluations and theoretical formulations, this sec-
tion describes the principle of the YOO protocol, as depicted in
Figure 1. Concrete implementations and past works are in

[40, 41].

1. The two legitimate transmitters prepare a shared secret key,
k(m).

2. They expand the key into pseudo-random stream numbers
(PRSNs) ;..

3. Based on the PRSNs, they modulate laser symbols p(m(2))
and thresholds Th(m()).

4. The thresholds allow the receiver to discriminate the sym-
bols by the thresholds.

5. The transmitters can exchange the plaintext X(Z) the symbol
represents at time Z.

6. The attacker lacking the key cannot set the threshold, facing
bit errors by noise.

k(m)|| St I St 2 l St3 | St 4 | st5| St.6 | | St.n ||

X(t)|| Xt 1 l X2 | Xt 3 | Xt 4 Il \ Signal position p(t) ‘

Quantum noise Quantum noise

Threshold Th(m(t))

. :
|a(p(t), x(1))) § |a(p(t), x'())
|| St 1 l St2 l St3 | Sr4J_.st,5| Ste I | Stn II
k(m)| ___ Decode based on Th(m(t)) |
= =
X(t)|| Xt 1 I Xr,zTXr,a | Xt 4 II

FIGURE 1 Overview of the YOO protocol. The legitimate sender
positions p(m(t)) of optical positions based on pseudo-random stream
numbers (PRSNs), whilst plaintext X() corresponds to one of them. The
legitimate receiver can decode X(¢) by setting the discrimination threshold
Th(m(t)) based on the shared PRSNs.

As previously stated, R. J. Glauber and E. C. G. Sudarshan
formulated that the laser is in a quantum state [12, 13]. The
property is given as follows [42].

(ald'y = exp <% [0{0/1L - a'aﬂ - %|a - a'|2> (1)

Therefore, a product of any two quantum states constructs
a Gaussian distribution of the quantum noise.

To implement a YOO transmitter, any optical modulations
are available if the six conditions above are satisfied: amplitude
modulation, intensity modulation, phase modulation, quadra-
ture amplitude modulation (QAM), or if any others exist. This
study chooses QAM keying YOO protocol as a concrete
example without loss of generality.

2.1 | Security triad for information
communications

Even though the quantum noise hides the signals corre-
sponding to the messages from the attackers, the original YOO
protocol allows the attacker to alternate the messages by
relocating the optical signals corresponding to the message bits
[43, 44].

The above attack is possible when the attacker knows the
messages previously. For example, legitimate users may access
broadcasted data such as operating system images to update or
high-quality multimedia, say 10°~10'" bytes or even more.
Hence, the attackers, as they are legitimate network users,
would know the original data before the legitimate users ac-
cess it. Therefore, the following security triad must be ensured
[45, 40].

C. Confidentiality: Only legitimate users can read their
plaintexts.

I. Integrity: The attackers cannot alter plaintexts.

A. Accessibility: Legitimate users can communicate whenever
they want without disturbance by attackers.

In short, the original YOO protocol could satisfy confi-
dentiality and availability but lacked integrity.

Of course, cryptography must satisfy more requirements.
For instance, deniability and authenticity are provided by digital
signatures. However, this study focuses only on the above
triads.

Past studies discussed how a new modulation could meet
integrity [47, 48]. Without knowing the secondary key, the at-
tackers' optical modulation generates pseudo-random optical
location-plaintext correspondence. Hence, a hush value of the
message data notifies the legitimate users of the alternation.
Figure 2 illustrates the overview. Figure 3a illustrates the signal
positioning four to carrier 2-bit information. Figure 3b shows an
extension of the procedure of Figure 3a to M-ary information.

For simplification, a pair of the primary key k() and the
secondary key k(") is denoted as (m, m").
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2.2 | Importance of CKP

The importance of the CKP attacks is that the attackers have
the most advantages in obtaining the initial keys of the Y00
transmitters. The reason is as follows.

When the attacker is only allowed to decrypt the ciphertext,
it is far easier for the attacker to find the correct initial keys
rather than the correct ciphertext from the enormous
possible ciphertext because of the quantum noise. For
example, consider the following situation [38].

Suppose the two pseudo-random number generators are
Linear Feedback Shift Registers (LFSRs) with a key length of
127 bits. Then the number of possible two keys | {k(m, m')} |
is as follows.

[{k(m,m)}| = (217 = 1)° ~ 2% (2)

L Stn

Signal position p(t) ‘

k(m)l | St1 | St 2 I St3 I St.a | Sz5| Ste
X(t)l | Xt 1 | Xr.zJ_X:,s | Xt 4 |
, - =
k(m )l | St1 I s’tst’ra ] Sta |
c(t)| I Ct1 | CrzTCra I Cta I l ’
Quantum noise

»
|a(p(t).c(t)))

Quantum noise
Threshold Th(m(t))

la(p(t).€c'(t)))

k(m)|| St.1 I St.2 I St.3 l St.4 | st5| St.e | .—l St.n ||
kM)~ sis [ 15 [ sts [ 810 []
- _=
| ___ Decode based on Th(m(t)) 1

= _=
X(t)| I Xt 1 | Xt,zTXt,a | Xt 4 II

FIGURE 2 Y00 protocol with integrity. A secondary key k(') encodes
the plaintext X(¢) to randomise signal position p(t) and x() correspondence.

Contrarily, suppose the cycle of LFSRs T of the key length
127 bits is 2'%" — 1, the signal level L is 4096, and the masking
size y is 10. Then, the number of possible ciphertexts | {c(m,
m")}| is as follows.

_ 10(2]27—1)/1();;24()96

\{c(m, m/)}l _ 7/T/logzL ~ 284{)><1()v5 (3)

The rough estimations show that finding the initial keys are
far easier [38]. Then, the attackers perform measurements to
obtain the most likely keys to decrypt the ciphertexts, neither
the correct ciphertexts nor the plaintexts. Therefore, the Y00
transmitters must protect the initial keys or the key streams, as
FCA or Generalised Fast Correlation attacks (GFC attacks
[37]) have shown. As explained in Ref. [38], the masking size
that hides the correct ciphertexts is not a problem. The key
space's size hidden in quantum noise is the problem. The exact
reasons for the insufficiency of the widely used masking size,
symbol-error rate (SER), or bit error-rate (BER) are described
in Section 3.5. The above indices do not consider the Law of
Large Numbers.

3 | OVERVIEW OF SECURITY ANALYSIS

This section provides an overview of security analysis. Espe-
cially the importance of CKP attacks and the corresponding
security guarantee is discussed.

3.1 | Attack scheme

This subsection describes the scheme of the attacks. The sit-
uation is depicted in Figure 4. First, the attacker splits optical
signals with a split ratio 7 nearly equal to one on the attacket's
side. Then, the attackers store the signals to the quantum

(a)
S,n COOO C001 C01O C011 C'100 C10‘1 C11O C111
[x[oTi T2 sT4Ts Coo @D O O OO
ofJo[1][3]2]1]3 SrurviBU S uralP
01 1 3 0 3 2 2 C003 @“ @ @_-“@ @““@ @-_“@
o[2]2]2]1]0]1 1 i
1mf3fof1]o]3]o Con O+ 1 O @0 1 G+
13 : 2 i 3 2

Quaternary Y00 @ Cozs (3 @ CRIONCEINCERD)

e, c.! o @9 -9 QG-

1 : i 0 : 1

| | Cos O+ | O+ G+O | O+O

EC Ci M-ary Y00 Caso ' '@ O O O O Q O

173 2 1 e -2

O 9O OO OO OG-0 OO

FIGURE 3 (2) Quaternary YOO to realise integrity. (b) M-ary extended YOO realise integrity. Using the encoding table multiple times easily extends
quaternary YOO to M-ary Y00. It applies to even 256-ary YOO that encodes 1 byte at once.
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Source Receiver FIGURE 4 The attacker uses a beam splitter to

rob the optical signal with the splitting ratio of  ~ 1.

1- n The attacker also places an optical amplifier between

p i p
the splitter and the receiver to compensate. This
study does not concern Man-In-The-Middle attacks.
n~1 Amp
Known-Plaintext
-
Attacker

memories to perform the optimal measurements on the
memorties to find the initial keys. At the same time, the attacker
places an optical amplifier between the beam splitter and the
legitimate receiver to compensate for the optical losses caused
by beam splitting.

The legitimate receiver can be omitted since the splitting
ratio n ~ 1.

3.2 | Requitements for information-
theoretically secure Y00

To realise I'TS YOO transmitters, the attackers are assumed to
have maximum knowledge according to Kerckhoffs' principle
or Shannon's maxim, ‘the enemy knows the system’.

The following items are what the attackers ate supposed to
know, which means the attacker knows anything except the
secret keys.

1. The prior distribution of the sectet key appearance.
2. Encoding along the manners of the YOO protocol.
3. Full plaintext.

4. All side channels or back doors.

This study excludes the fourth point for simplification;
however, the fourth point should be remembered for real-
world security.

3.3 | Reduction from collective known-
plaintext attacks to GFC attacks

The detailed descriptions are in Section 4.1. However, this
section briefly describes why CKP attacks are equivalent to
GFC attacks.

A sequence of YOO signals is the tensor product of quan-
tum states.

plm,m' x) :=Q®L, p(m,m' x;t) (4)
The notation (m, m', X; t) is an abbreviation of a set of

generated running key pairs from the initial key pair (72, m')
and a plaintext X at a timeslot ¢, (m(t), m'(t), x(t)).

Suppose that a set of measurement operators at timeslot
t {M(m, m'; t|X)} is provided that satisfies the optimality
cotresponding to {p(m, m', x; )} [36-38, 49, 50]. Then the
tensor product {M(m, m'|X)} is a set of optimal measure-
ments corresponding to {p(m, m', X)}.

M(m,m|x) := QL M(m,m';1|x) (5)

Here, the notation (m, m'; t| X) is an index at timeslot ¢ of a
sequence generated from (m, m') conditioned on the known
plaintext x.

Therefore, a collective measurement on a seties of the YOO
signals using quantum memories is no longer required; GFC
attacks without the memories are sufficient.

3.4 | Upper-bound of successful attack
probability

From this subsection, 7y denotes a least common multiple
of the time cycle of the running key generated from k(m)
and k(m'), and N is the number of rounds of Ticy [36].
Through time duration N'Tjcyy, the attackers' success prob-
ability in obtaining the initial keys is given by the following
inequality. The details are in Section 4.2.

Pr(m, m'|m,m', x) <1
— [1 = Pr(m, m';0lm,m’, x)]exp| = N/ Niseach)

1/NBreach - TLCM ln(mint[l - PI’(WZ, m/; t|7l’l, m/7 X)])_l (7)

The term [1 — Pr(m, m'; t | m, m', X)] denotes the
discrimination error probability of a signal at time slot ¢ from a
similar symbol trajectory with different initial keys. The situa-
tion is depicted in Figures 5a,b and 6a,b with thresholds to
discriminate the symbol.

However, it is difficult to derive the thresholds for arbitral
timeslot ¢ for any plaintexts, as illustrated in Figure 6a [38].
Thus, the following approximation is possible, as illustrated in
Figure 6b.

The ordinary thresholds to determine the correct symbol at
timeslot ¢ are in a square when QAM YO00s are equipped [38].

95UB01 T SUOLULLIOD A1 3cfedt [dde au Aq pauenob 8.8 Sao1Le YO ‘SN J0 S3InJ 10) AIq1T8UIIUQ AB]1M UO (SUO I PUO-PUR-SLLIBY WD A3 (1M A1 1 jBu [UO//:Sd1Y) SUORIPUOD PUe SWLB | 8U1 89S *[rZ02/70/9T] Uo AfiqiTauliuO A8IM YRYioliqiqrenueZ - AS3A Ad #902T 2oIb/6r0T 0T/I0p/W0d A8 | Im ARIqpUIIUO YD Ieasa.1e /Sy WOl papeojumoq v ‘€202 ‘SZ682€92



TWAKOSHI 185
(a) @ Given Signal Sequence .
O Nearest Neighbor Sequence Thresholds (b)(.) ﬁ::;sstir?lr:;:::rusezgjence --- Threshold
Q
g © ° ©OO0OO0OO0OO0O0O0O0
hz
% k(m+n, m’) ) O O @y O O O/',O
sl o @ 0.0 @ .- ol 1, X f
«© v, Na — /’, i
& | k(m, n1)~-§?i -------- O D © O o> O 070 O
o o' o e 6 o o
20 S 000 M™MQOOooO
______ ’,/ \‘\\ ,,'/ O O ~ O O ,/,/
o oo o 0 00 Q0QO O
¢ " O O OO0 O (o O
v Y ) Threshold of a(m,, m'a, X; t)
Collective Measurement O tw(:essyn(:boﬁs O O O . \Jz )
Signal Time Slot O ,’O O O O O O O
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FIGURE 6 Quantum noise covering nearest neighbour states to hide initial keys. (a) The exact situation. (b) An approximate situation.

Under the approximation in Figure 6, the term min, [1 — Pr(m,
m'; t|m, m', X)] is easily derived when the nearest signal is
depicted in Figure 5b as follows.

1 —Pr(m,m;t|m,m’, x)

+o0
= / [2m6°] “lexp [ - 17’2/02} rdrd@
R(2) 2

—/+w16_zex —17’2/0'2 dr’ = ex —lR(zf)z/a2
= Jew 20 P72 TP TS

0)
(8)

1
1/ Nireach = mianTLCMR([)Z/ o’ )

The radius R(f) is determined as follows [51]. For the
neatest symbol of two different initial keys, determine S, that
satisfies the following equality.

276> 202

Pr(ml, m’l) exp [ i (S(m1, my; t’x) - STh)Z]

(10)

_ Pf(f’ﬂz, mlz) exp [ _ (S(mz, m/z, t|X) — STh)Z]

2mwe? 202

Here, S(m,,, m'y; t| X) are the geometrical points of signals in
QAM modulation. A set of Sy, constructs the threshold
around the cotrect symbol S(m,, m'y; t|X), as illustrated in
Figure 6a. However, the threshold to separate the symbol from
other symbols is complex to analyse. Hence, an approximated
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threshold is introduced, as illustrated in Figure 6b. The closest
point is taken to construct R as follows.

min, R(£) = miny, y x|S(m, m'; 1] x) — S| (11)

Of course, the above may not directly apply to experi-
mental results because the above is an approximation. Some
arbitrarily to fit the experimental results is allowed.

3.5 | Contrast between GFC attacks and
individual attacks

CKP or GFC attacks concern the repeated measurements of
the same symbols or bits under known plaintext. This point
differs greatly from ordinary security indices such as Bit-Error
Rate (BER) or SER.

When the attacks perform measurements such as CKP or
GFC attacks, the effective valiance of the noise reduces as
follows, from Equations (6)—(9). The concept was already
given in Refs [36-38].

6(N)* x*/N— 0 (12)

The above means that the attackers obtain more correct
symbol sequences by repeating the measurements as time
passes. Rewriting Equation (9) concludes the following.

1
N/NBreach = mil’l; ETLCMR(t)Z I:]V/U2 ]
o 1 2 2
= min; E'TLCMR(Z') /G(N) (13)

Contrarily, measurements without repetition, such as or-
dinary BER, SER, and FCAs, give the following result. These
are simple results of statistics.

6(N)* x 6° (14)

Therefore, the attackers are supposed to repeatedly mea-
sure the cycle of signal sequences to perform GFC attacks
regardless of the running key mapping [19].

3.6 | Key refreshment timing

As Equation (6) shows, and the attackers' probability of
obtaining the correct keys asymptotically approaches unity.
Before the YOO transmitters are breached, the shared keys must
be refreshed.

Let a breach probability threshold that the legitimate users
maintain be Pry,. Then the following inequality must be satisfied.

Pr(m,m’ |m,m', x) <1

—[1 = Pt(m,m'; 0|x)]exp[ = N/Nreach) < Prv~ (15)

Hence, the time slot that the key refreshment must be done is
as follows.

22 (1 — Pr(m, m'; 0|X)> (16)

NTicn £ —1
LCM = R2 n 1- P

The procedure of fresh keys exchanges is as follows.

1. The legitimate users exchange random bits.

2. The part of the random bits is used to choose a universal
hash function.

3. A chosen function hashes the other part of the random bits.

4. The generated hashed bits ate the fresh keys.

However, it should be avoided to exchange fresh keys
when the attackers' confidence in the correct key reaches Pry,.
The following are the reasons.

1. The attacker uses the most likely current keys to estimate
the fresh keys.

2. In this case, the fresh key may be insecure. The attacker may
have some hints about the generated keys.

3. The above means application of Leftover-Hash Lemma
(LHL) should be carefully done [37, 52, 53].

Hence, preparing fresh keys for the next round at the
beginning of the current round would be recommended to
avoid letting the attacker gain the advantage. Even in this case,
the generated random bits may not be completely Independent
and identically Distributed for the attackers. LHL may not be
strictly applied. Section 4.4 explains.

4 | THEORY IN DETAILS AND OPEN
QUESTIONS

This section supplies the details to derive formulae. The sec-
tion also sorts unsolved problems for researchers following the
study.

4.1 | Reduction from quantum to classical
measurement

As described, R. J. Glauber and E. C. G. Sudarshan formulated
[12, 13] that coherent light (laser) is in a quantum state.
Similarly, optical receivers also have quantum properties [54].
However, the contributions of optical detections have a long
history in the manner of classical measurements [51]. There-
fore, a reduction from quantum to classical measurement
should be easy.

The individual attacks on QKDs are to let the attackers
measure an individual quantum memory after performing a
unitary operation between a photon and a quantum memory
the attacker possesses in QKDs. The collective attacks are to
let the attackers perform unitary operations between the
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sequence of photons and quantum memories, then store the
intercepted signals in the quantum memories until an optimal
measurement is performed to obtain the final key.

By the described situations, individual attacks are far
weaker than collective attacks in the case of QKDs. However,
collective attacks are too difficult to experiment with because
quantum memories are required, making security verification
difficult.

Instead, GFFC attacks on the YOO protocol are equivalent to
CKP attacks for the following reasons. Equations (17)—(24)
describe the necessary-and-sufficient condition of an optimal
M-ary quantum measurement. For one Y00 signal, consider a
set of optimal measutements for the attacker {M(m, m'|x%)}
and a set of sequential quantum states {p(m, m'| X)}, where x
is the known plaintext.

plm,m', x) =L, plm,m!,xi0)  (17)
M(m,m'|x) = ®L, M(m,m'sdx)  (18)

S Ml [x) = (19)

W (m, ni|x) := = Pe(m, m|x)p(m,m'|x)  (20)

r ::Z(m,m’) M(m,m|x)W (m,m|x)
:Z(m m,)W(m, m'|x)M(m, m'|x) (21)

[W(m,m|x) — T|M(m,m'|x)

=M(m,m|x)[W (m,m'|x) —T]=0 (22)
o) [ o ) ;
= W (ma, my|x) | M (ma, m)y|x) =0 2)

W (m,m'|x) =T'>0 (24)

Here, — tr I' is an average success probability.

When the set of optimal measurements {M(m, m'; t| %)}
corresponding to {p(m, m'; t|X)}, Equations (17)—(24) are
satisfied. Hence, the CKP attacks with quantum memory [38]
reduce GFC attacks [37]. However, an open question is how to
detive {M(m, m'; t| X)} and expetimentally equip.

4.2 | Upper-bound of successful attack
probability

From this subsection, 7T7cy denotes a coptime of the time
cycle of the primary key k() and secondary key k(m')

| @75 [, ) (s, 50) || [ @I s, i x0)) ooyt 1)

TI,CM

[37, 38], and N is the number of rounds of Tjcy [37, 38].
Through time duration N'Tjcyy, the attackers' success prob-
ability in obtaining the initial keys is given by the following
inequality.

Pr(m,m' |m,m',x) <1

—[1 = Pr(m, m'; 0|x)]exp| — N/Nbreach] (25)

1/Niseach = Ty, In(ming[1 = Pr(m2, m'; t|m, m’, x)]) ™"

(26)

The following is the derivation that is similar to the pro-
cedure in Ref. [37]. The success probability in obtaining the
correct keys is as follows.

Pr(m,m'|m,m', x) =1—[1 = Pr(m,m'; 0|x)]

o TTNTien
t=1

[1 = Pr(m, m'; tjm, m’, x)] (27)
NN — Pe(m, m; tlm, m, X))

Nﬂ.CM

> (min;[1 — Pr(m, m'; t|m, m', x)]) (28)

In(min,[1 — Pr(m, m'; t|m, m’, X)])NTI.CM )
= — NTicy In(ming[1 — Pr(m, m'; t|m, m',x)])_1

From Equations (25)—(29), Equation (6) and are derived.

4.3 | Running key mapping

Before describing unsolved problems, this section describes
what experiments and theories should do with the security
guarantee of the YOO protocol.

An explicit example is that theories alone cannot deter-
mine min, R() in Equation (9). Some upper bounds to the
limit should be derived. Contrarily, statistics by experime-
nts or numerical simulations may be easier to evaluate,
although numerical simulations cannot include all physical
processes.

Another problem is how many key pairs must be hidden
under quantum or classical noises. To equip more secure YOO
transmitters, almost all symbols' trajectories generated all
possible key pairs must be hidden under the noise, as illustrated
in Figure 7. Neatly equal to unit Fidelity means the series of
quantum states are hard to discriminate. Contrarily, if Fidelity is
small enough, two trajectories are easy to discriminate, result-
ing in a security breach. Fidelity drastically decreases even with
one pair of discriminable states at the same timeslot. The
following equation is an example.

= t=1 |<a(ml7ml17X; t)|a(m2>ml2ux; t)> |2 :F(p(m17m/l,x),p(mz,m'z7x))2
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FIGURE 7 Close trajectory suitable for the security of the Y00
protocol.

Figure 7 asks, ‘In what degree should the trajectories be
similar by mapping to symbol positions in what way?’ It is easy
to make all trajectories similar by enlarging the noise variance o
generated from classical or quantum randomness. However, it
affects the communication properties between legitimate usets.

Moreover, is it a ‘quantum’ stream cypher if such additional
noises are applied? Making all trajectories similar under the same
plaintexts is also possible by assists of the classical noise or the
classical noise generated from quantum random number gen-
erators. It would not be ‘quantum’ stream encryptions but rather
one of the physical-layer encryptions. Therefore, the mapping
method to determine the symbol positions from running keys is
important. This problem must be the theoretical work.

Furthermore, the Y00 protocol cannot exchange and
authenticate the initial keys alone, whilst the Y00 is symmetric-
key encryption, at least at this phase. Some opinions say that
ordinary public-key cryptography can distribute the initial keys
for the YOO protocol. It is wrong because it never is I'TS, even
if it once introduced computationally secure cryptography.
After all, the attackers with infinite-computational power
would target the computationally complex cryptography. It is
why ITS cryptographies, including the YOO protocol, are ex-
pected. This problem is shared with QKDs.

To claim ITS is very severe to justify yet. Before summa-
rising, this study addresses these problems for the future of the
Y00 protocol because software quantum-resistant cryptog-
raphy is far more convenient if the YOO protocol does not meet
these requirements.

4.4 | Security of fresh key generation in
quantum noise

There should be various methods of key refreshment. For
example, one study [55] used SHA3-512 for privacy amplifi-
cation. However, the attackers' probability of obtaining the fresh
keys must be estimated. The attackers' observations before the

fresh-key distillation would gain an advantage in estimating the
fresh-keys. Therefore, the LHL. must be carefully applied [37, 56,
57].

LHL restricts the upper bound of the attackers' probability
of obtaining the correct fresh key.

Z , Pr(h,c)

Pr(kp|b, c) — 27 1kel| < o/2lkel=x (31)

—log, [ZbPr(}J)maxc Pr(c|b)] > K (32)

Here, ki = h(c) is a fresh key generated from a hash function b
and a random unknown plaintext ¢ transmitted by the Y00
protocol.

Furthermore, applying the following inequalities,

— g Ikl
Z}),C|Pr(1ﬂ?v],6)—27‘kl‘|Z()Pr(b7 C) |:Pr(kF|b7 C) 2 F :|

<2 Z\kp\—lc

(33)

_ o~ lkel
Z}J-,C|Pr(kF|b.C)—2"k1"g()Pr(b’ c) |:P1‘(kp|]9, c) — 271 } <0

(34)
Therefore, the following inequality is derived.

>, Prlb.Pehelhc) < 27 42/2ki - (33)

We must generate the key before ¢t = 1. Therefore,
Pr(h,c) = Z(mm,mPr(h, clm,m', x;0)Pr(m, m', x;0)

(36)

If the probability distribution satisfies Equations (37)—(39) in
the sense of LHL, then LLHL is applicable.

Pr(h, c|m, m', x;0) = Pr(h)Pr(c|h,m,m’, x;0) (37)
Pr(h) =27 1H (38)
—log, max, Pr(c) >« (39)

However, notice that any (c, #) depends on the conditions (172,
m', X) as shown in Equation (36) whilst it is unknown how 5 is
chosen independently from any other parameters as LHL re-
quests. Otherwise, theorists may need to modify LHL so that it
meets experiments or to find equipping Equation (38).

4.5 | List of unsolved problems

As this study described, many problems still need to be
addressed.
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1. Estimating the threshold radius R, or exact detivations
illustrated in Figure 6a (Section 3.4).

2. Derivation of a set of optimal measurements for the at-
tackers (Section 4.1) and experimental implementations.

3. Mapping signal positions to protect the initial keys from
CKP attacks (Section 4.3).

4. Secure key agreements like Information-Theoretic Security
(Section 4.3).

5. Security guarantee for fresh key generations (Section 4.4).

The experimental progress of the YOO protocol has been
spectacular. However, if these results were not theoreti-
cally guaranteed, the YOO protocol cannot be evaluated. More
theoretical works which tie up experiments are required.

5 | CONCLUSIONS

This study addressed several problems with the YOO protocol.
Solved problems are key-refreshment timing and determining
the upper bound of the security-breach probability under the
assumption that experiments estimate the security threshold
parameter. Various problems are unsolved, mostly addressed in
Section 4. They are specially listed in Section 4.5. The study
concludes that theories must solve the following problem so that
the YOO protocol is useful—especially the security of refreshed
key, procedures of initial key agreements, and key mapping to the
Y00 constellation that experimental confirmations are required.
Unless these problems are addressed, quantum-resistant cryp-
tography would take advantage because of its easier use.
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