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Fig. 1. Scheme flow chart.
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110, 011, 111, AR A K EHIE BRE N
8
H(p)= =) pilogypi
=1

= — p000logsPooo — Poo1logapoot
— Po10l0gypo10 — P1o0logapioo
— p1o1logypior — Pr1ologypiio
— por1logypor1 — pri1logypinn
=3,
US|

(24)

8
It=x(p)=5(p) - ZpiS (M) < H(p). (25)

U AT EE R U HAR R 3, 1 Eve 1521y
SE I =0, TS =75 Eve LB BT 4
=g

H.ch-

SN ERWE

By 8 5 A B AT — R =5 Eve
EEIX AN 9 K PSRy

24 Eve iK1 H 7& Bob M Alice #b3R1GF5 %5 (5
B BTG, Alice Z3K Bob 47 By AIIE,
h Eve WA F 42 IR K, H g i R LA
45 BT 9 R 2k 2 Alice, B BENLBUE RS IF
B HER A 50%, Eve HEHAYRENLECS K HH[H A9
BEZ Ky (50%), 24 n = 7}, Eve A 99% LA I
AIMER 2 2588 . Rt U 2 — ikl R 7 4L
JE1%, Eve W'E Bl — & S A IETT Alice & L.

M Eve IMEIE & Alice KiEFHR(ER. BIEIT

f, Bob B Yt Eve &% H6F P 51317 F A
UE. Bob A [7] Eve {4 T #il 4 (I TF 751, WA
A HABATAT (5 B, Eve AR EIHOET P HIEIER
SARIEAR K, BT LG 426 10 A I 751
W 4. R 4 n 5, L2 4 R4 K, Eve il
R IER TR F IR 50% x 50% x 50% x 50% =
6.25%. Fr LA R BR8] K 8URE 5, JG 4L Eve
H 7 Alice [1] Bob %1% B IEfE B, —& 28k
)T Bob K.

A WLTGIE S E Fl— 7, Eve #8752 IAREIIE
WA K MTTHE. 16 Eve ANAEME K A9
T, HE SRR (50%)", HEERH K {7
Bon =7, Eve iieH 99% LU ERIBERY &I, A
AIRERT e B E 7.

4.3

5 MEYGEK & AT

AT RIS WL 5, B LR B o)
Bell 28 FXF 1l 27K 3 bits fU L HMA5 B, BRHS
A Bell 54 48K+ XF & A 2 bits 2 8k, (H 2
TEES 1 AL o —2 Bell 0T AN AEAH
WEEE, HATES 2 IEMIR G SR FIFIEA
XA TS5, B AT LA R, FE55 2 UG H i L
i 25 iA %] 1 qubit AT PAFE/R 3 bits 88145 B

x5 BHESEXI
Table 5.  Comparison of parameters of various schemes.
- . .
it ke Rk, ROEN
SDCHML S
QSDCPM ! ! 1.0 bit
One-Pad-Time-QSDC 1 1 — A
B 1.0 bit
T T A AT 1 1 —A 7
QSDCHL] 1.0 bit
Bell&AFIHGT . 1 — 2
IRAQSDCHMY 1.5 bits
A L
o ! ! 3.0 bits
TRRRR € AT LASE SCH
bs
= 26
¢ q+ b (26)

o, b R A ROT AL (5 B0 b LA
B, T B R R LR, b SRR R
L 1 2 L AR
AT %R QSDC 4, fEilfF i B rhx) &2 i
FIE KRR /)N, K2 R4 Bl A5 T 24 757 Wy
R, P A EAL S8R o TS T LUK pE
B2 B R R b RIS 1 T LIS AR —
AT AT LK BB R 3 bits £z A H Y, 45
1% By — A~ Bell 4% 24 28 %7 F Xl v] LAk B 4%
3 bits ZHE B H W, HEA Bell &KX &
A 2 bits Bk BITEAECERITTE T, 3n bits
M2 A E BT LLE S » bits B EE T, 5E 2n bits
i) Bell 2524 i0kr 1ALk, Bp
¢ = by 3n B
a+b  (n+2n)/2
P IR PR AT LUE L = qu/ @, qudrR
FE (R 7 S #E (5 B A AL, o B T R

2(f%).  (27)
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B B T LR . AT R, n=q/a =1.
4G —SEE A K QSDC G5 R, W H S5 AT &
TS R ROR | S A B X b, 45 R
F5FI. TR EBATEHRS, I ETE
ATLLFRIR 3 bits MAMSE R, RS A ERm HTE
HORAEAE SCRR [17] FP 01 5 1)

6 % W

BEXTLIMER QSDC J7 i E R R AE AU &
PR R ) B, AR SCHR Y — Bl U] B £ DA Y
QSDC 4, Wit 7 77 G2 (1 A5 o 72 RN 4 i L]
Herp 23 SR 26 1A Bell 280013 B0 4IE & 1% 7
Alice FIZITT Bob A M, — HAGIN S 'E 781
i AT DAST 2045 AR, A2 iU Bt R, T fif
P T RAF T AT REE AN B R AR A
PESTHTIERA, A7 G nT LAHRAR R UL i R e gk
U, A, 27 A B R R RCRE R 2
i, APMSGE R 5, R R S A & IE AR Y, T
G FSLEL.

S2% 30k

[1] Bennett C H, Brassard G 1984 Proceedings of the IEEE
International Conference on Computers, Systems, and Signal
Processing (New York: IEEE Press) p175

[2] Ekert A K 1991 Phys. Rev. Lett. 67 661

[3] Kwek L C, Cao L, Luo W, Wang Y X, Sun S H, Wang X B,
Liu A Q 2021 AAPPS Bull. 31 15

[4] GuoH,LiZY, YuS$, Zhang Y C 2021 Fundament. Res. 1 96

[6] Gerhardt I, Liu Q, Lamas-Linares A, Skaar J, Kurtsiefer C,
Makarov V 2011 Nat. Commun. 2 349

[6] Beige A, Englert B G, Kurtsiefer C 2002 J. Phys. A Math.
Gen. 35 1407

[7] Quan D X, Zhu C H, Liu S Q, Pei C X 2015 Chin. Phys. B
24 256

[8] Li Y B, Song T T, Huang W 2015 Internat. J. Theoretical
Phys. 54 589

[9] Long G L, Liu X S 2002 Phys. Rev. A 65 032302

(10]
(11]
(12]
(13]
(14]
(15]

w

(16]

(17]

(18]

(19]
(20]
[21]

(22]

(23]

(24]

(25]

[26]

(27]

28]

[29]

30]

(31]

130302-8

Deng F G, Long G L, Liu X S 2003 Phys. Rev. A 68 042317
Deng F G, Long G L 2004 Phys. Rev. A 69 052319

Wang C, Deng F G, Li Y S 2005 Phys. Rev. A 71 044305
Wang J, Zhang Q, Tang C J 2006 Phys. Lett. A 358 256

Man Z X, Xia Y J 2007 Chin. Phys. Lett. 24 15

Lan M, Shao T N, Xie J L, Yang X F, Sun K, Cai T T,
Wang J Z 2011 Sci. China Phys. Mech. Astron. 54 942

Li K, Huang X Y, Teng J H, Li Z H 2012 J. Electron. Inf.
Tech. 34 1917 (in Chinese) [259, ¥ BT, B 20, ZIRME
2012 AL F 515 E 2R 34 1917]

An HY, Liu D W, Geng R H, Zeng H P, Zhao L. X 2016
Syst. Eng. Electron. Tech. 38 1917 (in Chinese) [ZH#E, X2
i, B4R, B, BOAKK 2016 R4 TR 5 FH R 38
1917)

Long G L 2015 The 11 th National Symposium on Optical
Frontiers Changsha, China, October 9, 2015 p21 (in Chinese)
DEHEE 2015 +—J@ & EDEE T & K Y 2015-10-
09 p21]

HulJY, YuB, Jing MY, Xiao L T, Jia S T, Qin G Q, Long
G L 2016 Light Sci. Appl. 5 e16144

Zhang W, Ding D S, Sheng Y B, Zhou L, Shi B S, Guo G C
2017 Phys. Rev. Lett. 118 220501

Zhu F, Zhang W, Sheng Y B, Huang Y D 2017 Sci. Bull. 62
1519

Cao Z W, Zhao G, Zhang S H, Feng X Y, Peng J Y 2016
Acta Phys. Sin. 65 230301 (in Chinese) [&1E3C, #J6, I,
I, bl 2016 YIEEAAR 65 230301]

Liu Z H, Chen H W 2017 Acta Phys. Sin. 66 130304 (in
Chinese) [ME2, BRI 2017 YyHE2-4 66 130304)

Zhao N, Jiang Y H, Zhou X T, Guo C F, Liu B 2021 Network
Security Technology 8 30 (in Chinese) [#X 7, L9, J& B,
FIRE, XY 2021 W4T 2R SN 8 30]

Zhou X T, Jiang Y H, Guo C F, Zhao N, Liu B 2021 Chin. J.
Quantum Electron. 39 768 (in Chinese) [J&'WHf, VL34, 5=
&, BT, XY 2021 =LA 39 768

Zhou X T, Jiang Y H 2022 Laser Technol. 46 79 (in Chinese)
[EBHE, YT 3tE 2022 HOLHA 46 79)

Zhao N, Jiang Y H, Zhou X T 2022 Acta Phys. Sin. T1
150304 (in Chinese) [T, VL3R, Jil'BH 4 2022 #2471
150304]

Gong L H, Chen Z Y, Xu L. C, Zhou N R 2022 Acta Phys.
Sin. 71 130304 (in Chinese) ZBELAE, BRiRVK, 1R R, FRHE
2022 YA 71 130304]

Qi RY, Sun Z, Lin Z S, Niu P H, Hao W T, Song L Y,
Huang Q, Gao J C, Yin L G, Long G L 2019 Light Sci. Appl.
822

Zhang H R, Sun Z, Qi R Y, Yin L. G, Long G L, Lu J H 2022
Light Sci. Appl. 11 83

Wang C 2021 Fundament. Res. 1 91


http://doi.org/10.1103/PhysRevLett.67.661
http://doi.org/10.1103/PhysRevLett.67.661
http://doi.org/10.1103/PhysRevLett.67.661
http://doi.org/10.1103/PhysRevLett.67.661
http://doi.org/10.1103/PhysRevLett.67.661
http://doi.org/10.1007/s43673-021-00017-0
http://doi.org/10.1007/s43673-021-00017-0
http://doi.org/10.1007/s43673-021-00017-0
http://doi.org/10.1007/s43673-021-00017-0
http://doi.org/10.1007/s43673-021-00017-0
http://doi.org/10.1016/j.fmre.2020.12.002
http://doi.org/10.1016/j.fmre.2020.12.002
http://doi.org/10.1016/j.fmre.2020.12.002
http://doi.org/10.1016/j.fmre.2020.12.002
http://doi.org/10.1016/j.fmre.2020.12.002
http://doi.org/10.1038/ncomms1348
http://doi.org/10.1038/ncomms1348
http://doi.org/10.1038/ncomms1348
http://doi.org/10.1038/ncomms1348
http://doi.org/10.1038/ncomms1348
http://doi.org/10.1088/0305-4470/35/28/103
http://doi.org/10.1088/0305-4470/35/28/103
http://doi.org/10.1088/0305-4470/35/28/103
http://doi.org/10.1088/0305-4470/35/28/103
http://doi.org/10.1088/0305-4470/35/28/103
http://doi.org/10.1088/1674-1056/24/5/050309
http://doi.org/10.1088/1674-1056/24/5/050309
http://doi.org/10.1088/1674-1056/24/5/050309
http://doi.org/10.1088/1674-1056/24/5/050309
http://doi.org/10.1007/s10773-014-2251-1
http://doi.org/10.1007/s10773-014-2251-1
http://doi.org/10.1007/s10773-014-2251-1
http://doi.org/10.1007/s10773-014-2251-1
http://doi.org/10.1007/s10773-014-2251-1
http://doi.org/10.1103/PhysRevA.65.032302
http://doi.org/10.1103/PhysRevA.65.032302
http://doi.org/10.1103/PhysRevA.65.032302
http://doi.org/10.1103/PhysRevA.65.032302
http://doi.org/10.1103/PhysRevA.65.032302
http://doi.org/10.1103/PhysRevA.68.042317
http://doi.org/10.1103/PhysRevA.68.042317
http://doi.org/10.1103/PhysRevA.68.042317
http://doi.org/10.1103/PhysRevA.68.042317
http://doi.org/10.1103/PhysRevA.68.042317
http://doi.org/10.1103/PhysRevA.69.052319
http://doi.org/10.1103/PhysRevA.69.052319
http://doi.org/10.1103/PhysRevA.69.052319
http://doi.org/10.1103/PhysRevA.69.052319
http://doi.org/10.1103/PhysRevA.69.052319
http://doi.org/10.1103/PhysRevA.71.044305
http://doi.org/10.1103/PhysRevA.71.044305
http://doi.org/10.1103/PhysRevA.71.044305
http://doi.org/10.1103/PhysRevA.71.044305
http://doi.org/10.1103/PhysRevA.71.044305
http://doi.org/10.1016/j.physleta.2006.05.035
http://doi.org/10.1016/j.physleta.2006.05.035
http://doi.org/10.1016/j.physleta.2006.05.035
http://doi.org/10.1016/j.physleta.2006.05.035
http://doi.org/10.1016/j.physleta.2006.05.035
http://doi.org/10.1088/0256-307X/24/1/005
http://doi.org/10.1088/0256-307X/24/1/005
http://doi.org/10.1088/0256-307X/24/1/005
http://doi.org/10.1088/0256-307X/24/1/005
http://doi.org/10.1088/0256-307X/24/1/005
http://doi.org/10.1007/s11433-011-4265-5
http://doi.org/10.1007/s11433-011-4265-5
http://doi.org/10.1007/s11433-011-4265-5
http://doi.org/10.1007/s11433-011-4265-5
http://doi.org/10.1007/s11433-011-4265-5
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
http://doi.org/10.3724/SP.J.1146.2011.01155
https://d.wanfangdata.com.cn/periodical/xtgcydzjs201608030
https://d.wanfangdata.com.cn/periodical/xtgcydzjs201608030
https://d.wanfangdata.com.cn/periodical/xtgcydzjs201608030
https://d.wanfangdata.com.cn/periodical/xtgcydzjs201608030
https://d.wanfangdata.com.cn/periodical/xtgcydzjs201608030
https://d.wanfangdata.com.cn/periodical/xtgcydzjs201608030
https://d.wanfangdata.com.cn/periodical/xtgcydzjs201608030
https://d.wanfangdata.com.cn/periodical/xtgcydzjs201608030
http://doi.org/10.1038/lsa.2016.144
http://doi.org/10.1038/lsa.2016.144
http://doi.org/10.1038/lsa.2016.144
http://doi.org/10.1038/lsa.2016.144
http://doi.org/10.1038/lsa.2016.144
http://doi.org/10.1103/PhysRevLett.118.220501
http://doi.org/10.1103/PhysRevLett.118.220501
http://doi.org/10.1103/PhysRevLett.118.220501
http://doi.org/10.1103/PhysRevLett.118.220501
http://doi.org/10.1103/PhysRevLett.118.220501
http://doi.org/10.1016/j.scib.2017.10.023
http://doi.org/10.1016/j.scib.2017.10.023
http://doi.org/10.1016/j.scib.2017.10.023
http://doi.org/10.1016/j.scib.2017.10.023
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.65.230301
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.7498/aps.66.130304
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1009-6833.2021.08.019
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.3969/j.issn.1007-5461.2022.05.010
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7510/jgjs.issn.1001-3806.2022.01.007
http://doi.org/10.7498/aps.71.20220202
http://doi.org/10.7498/aps.71.20220202
http://doi.org/10.7498/aps.71.20220202
http://doi.org/10.7498/aps.71.20220202
http://doi.org/10.7498/aps.71.20220202
http://doi.org/10.7498/aps.71.20220202
http://doi.org/10.7498/aps.71.20220202
http://doi.org/10.7498/aps.71.20220202
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.7498/aps.71.20211702
http://doi.org/10.1038/s41377-019-0132-3
http://doi.org/10.1038/s41377-019-0132-3
http://doi.org/10.1038/s41377-019-0132-3
http://doi.org/10.1038/s41377-019-0132-3
http://doi.org/10.1038/s41377-022-00769-w
http://doi.org/10.1038/s41377-022-00769-w
http://doi.org/10.1038/s41377-022-00769-w
http://doi.org/10.1038/s41377-022-00769-w
http://doi.org/10.1016/j.fmre.2021.01.002
http://doi.org/10.1016/j.fmre.2021.01.002
http://doi.org/10.1016/j.fmre.2021.01.002
http://doi.org/10.1016/j.fmre.2021.01.002
http://doi.org/10.1016/j.fmre.2021.01.002

) 32 2 3R Acta Phys. Sin. Vol. 72, No. 13 (2023) 130302

Quantum secure direct communication scheme based on the
mixture of single photon and Bell state with two way
authentication”

Zhou Xian-Tao  Jiang Ying-Hua® Guo Xiao-Jun  Peng Zhan

(Xizang Minzu University, School of Information Engineering, Xianyang 712000, China)

( Received 15 October 2022; revised manuscript received 10 April 2023 )

Abstract

In response to the demand for identity authentication in quantum secure direct communication, this paper
proposes a quantum secure direct communication scheme based on a mixture of single photon and Bell state, by
combining the bidirectional identity authentication. Before communication begins, both parties share a series of
secret information to prepare a series of single photon and Bell state particles. Encoding four single photons and
four Bell states yields eight types of encoded information, followed by identity authentication. The first step in
identity authentication is to use a single photon to verify the legitimacy of the receiver. If the error exceeds the
given threshold, it indicates the presence of eavesdropping. Otherwise, the channel is safe. Then, Bell state
particles are used to verify the legitimacy of the sender, and the threshold is also used to determine whether
there is eavesdropping. The present method is the same as previous one. If the error rate is higher than the
given threshold, it indicates the existence of third-party eavesdropping. Otherwise, it indicates that the channel
is secure. As for the specific verification method, it will be explained in detail in the article. Afterwards, Bell
state particles are mixed with a single photon as a transmission carrier, and eavesdropping detection particles
are added whenever the quantum state is sent. However, once the eavesdropper intercepts the transmitted
particles, owing to incomplete information obtained, the eavesdropper is unable to recover the original
information, and the eavesdropping behavior will be immediately detected, thus terminating communication. In
this scheme, single photon and Bell states are fully utilized, and hybrid communication can effectively improve
transmission efficiency, encoding capability, and quantum bit utilization. Security analysis shows that this
scheme can resist common external and internal attacks such as interception/measurement replay attacks,
auxiliary particle attacks, and identity impersonation attacks. The analysis of efficiency and encoding capacity
shows that the transmission efficiency of this scheme is 1, the encoding capacity is 3 bits per state, and the
quantum bit utilization rate is 1. Compared with other schemes, this scheme has significant advantages because
it uses different particles for bidirectional authentication, making it more difficult for attackers to crack, and

thus it has higher security than traditional schemes.

Keywords: quantum secure direct communication, mixed state, identity authentication, transmission

efficiency
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