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Abstract

The rapid advancement of quantum computing poses a severe threat to traditional pub-
lic key cryptosystems. Lattice-based cryptography has emerged as a core candidate for
post-quantum cryptography due to its presumed quantum resistance, robust security foun-
dations, and functional versatility, with its concrete security relying on the computational
hardness of lattice problems. Existing lattice-based cryptography surveys mainly focus on
cryptosystem design, scheme comparisons, and post-quantum cryptography standardiza-
tion progress, with only cursory coverage of classical lattice algorithms that underpin the
concrete security of lattice-based cryptography. We present the first systematic survey of
classical lattice algorithms, focusing on two core categories of algorithms for solving lattice
problems: approximate algorithms and exact algorithms. The approximate algorithms
cover mainstream lattice basis reduction methods such as Lenstra-Lenstra—Lovasz (LLL),
Block Korkine-Zolotarev (BKZ), and General Sieve Kernel (G6K) algorithms, as well as
alternative frameworks. The exact algorithms encompass dominant techniques like enu-
meration and sieving algorithms, along with alternative strategies. We systematically trace
the evolutionary trajectory and inherent logical connections of various algorithms, clarify
their core mechanisms, and identify promising future research directions. This survey
not only serves as an introductory guide for beginners but also provides a valuable refer-
ence for seasoned researchers, facilitating the concrete security evaluation of lattice-based
cryptosystems and the design of novel lattice algorithms.

Keywords: lattice cryptanalysis; lattice basis reduction; enumeration; sieving

1. Introduction

In the past few decades, propelled by the unprecedented advancements in quantum
computing, many computational problems that were once considered computationally
intractable under classical computing models have been shown to contain efficient solu-
tions within the quantum computing paradigm. Notably, Shor’s algorithm [1] enables
polynomial time factorization of large integers and polynomial time solutions to the dis-
crete logarithm problem, while Grover’s quantum search algorithm [2] delivers a quadratic
speedup for unstructured search tasks. These breakthroughs underscore the critical risk that
traditional public key cryptosystems, whose security relies exactly on the hardness of these
problems, may face an existential threat once large-scale, practical quantum computers
become a reality.

In this context, post-quantum cryptography (PQC) has risen to the forefront of crypto-
graphic research, encompassing diverse approaches such as isogeny-based, multivariate
polynomial-based, code-based, hash-based, and lattice-based cryptography. Among these,
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lattice-based cryptography has emerged as one of the most promising candidates, par-
ticularly evident from its prominence in NIST’s PQC standardization [3]. Beyond its
conjectured resilience against quantum attacks, lattice-based cryptography offers several
distinctive advantages that differentiate it from other PQC alternatives:

*  STRONG SECURITY FOUNDATIONS. Its security rests on the hardness of fundamental
lattice problems, including the Shortest Vector Problem (SVP) and Closest Vector
Problem (CVP). Both SVP [4] and CVP [5] are proven to be NP-hard. For more
information about the complexity of NP-hard problems, please refer to [6,7]. In
fact, lattice-based cryptosystems achieve provable security under the worst case
hardness of (variants of) these problems [8,9], which is a property rarely found in other
cryptosystems. This provides a solid theoretical grounding for its security assurances.

¢  REMARKABLE VERSATILITY. Unlike other PQC candidates, lattice-based cryptography
supports a comprehensive set of practical cryptographic primitives, far beyond public
key encryption (PKE) [10], key encapsulation mechanisms (KEM) [11], and digital
signatures (SIG) [12]. For instance, it enables the construction of advanced crypto-
graphic tools, such as attribute-based encryption (ABE) [13] and fully homomorphic
encryption (FHE) [14,15], which are essential for emerging applications like privacy-
preserving machine learning and secure cloud computing. This versatility makes
lattice-based cryptography adaptable to a wide range of scenarios.

1.1. Concrete Security of Lattice-Based Cryptosystems

In order to promote the real-world deployment of lattice-based cryptography, re-
searchers have increasingly focused on their concrete security in recent years. Concrete
security quantifies the exact computational resources required to break the scheme. The
evaluation of concrete security is largely determined by the hardness of core lattice prob-
lems [16-18], with the most fundamental being SVP, i.e., finding a non-zero lattice vector
with the smallest Euclidean norm, and CVP, i.e., finding the lattice vector closest to a given
target vector in Euclidean space, along with their various variants.

In particular, its security against message recovery, key recovery, or forgery attacks
relies on the hardness of (variants of) Learning With Error (LWE) [9] and Short Inte-
ger Solution (SIS) [8] problems. For example, given a matrix A € Z7*" and a vector
b = As + e € Zj', where each coefficient of A and s is uniformly sampled from Z,, while
each coefficient of the error e is sampled from a small distribution x over Z;, the search-LWE
problem is to recover the secret s from the tuple (A, b). For simplicity, we use the standard
Learning With Error (LWE) problem as an illustrative example here. In fact, the most
effective attacks against other algebraically structured LWE variants, e.g., Ring-LWE [19]
and Module-LWE [20], still involve reducing them to the standard LWE problem for at-
tack [10,11]. The same logic applies to algebraically structured Short Integer Solution (SIS)
variants [12]. There exist multiple strategies for reducing the Learning With Error (LWE)
problem to lattice problems, including the primal attack [21], dual attack [22], and hybrid
attack [23]. These strategies transform an LWE instance into (variants of) SVP and CVP
problems, which are subsequently solved using lattice algorithms.

1.2. Lattice Algorithms and the Paper Organization

In this subsection, we present the classification of mainstream lattice algorithms and
the organization of subsequent sections of this paper. There are two categories of algorithms
for solving lattice problems: approximate and exact algorithms.

Approximate Algorithms. Approximate algorithms encompass a range of lattice basis
reduction algorithms. They transform a given “bad basis” into a “good basis”, which can
then be leveraged to solve various approximate lattice problems. Currently, the three most
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widely used lattice basis reduction algorithms are LLL, BKZ, and G6K. These algorithms
can be seen as successive extensions of their predecessors. In particular, the celebrated
LLL algorithm [24] revolutionized lattice research by efficiently generating a reduced basis.
Subsequently, BKZ [25], and the subsequent BKZ 2.0 [26], extended the two-dimensional
projected sublattice considered in LLL to a f-dimensional projected sublattice. Lastly,
G6K [27] replaced the SVP oracle used in BKZ with sieving algorithms and introduced
alternative iterative strategies. On the other hand, there exist several other frameworks for
lattice basis reduction, such as dual-based and random sampling-based approaches. Their
unique technical routes may hold potential for further improvements in the future.

Exact Algorithms. Lattice reduction algorithms often require internal calls to exact algo-
rithms. Currently, the mainstream exact lattice algorithms are enumeration and sieving
algorithms. Dating back to the 1980s [28], lattice enumeration algorithms work by system-
atically searching all lattice points within a specific geometric region to identify a shortest
or closest lattice vector. Though they boast favorable polynomial space complexity, mak-
ing them feasible in resource-constrained environments, the state-of-the-art enumeration
algorithms [29-31] still have a super-exponential time complexity of 20("1°8") Lattice
sieving algorithms [32-34] represent the other key class of exact methods. They mitigate
the time inefficiency of enumeration algorithms by trading higher space consumption for
single-exponential time and space complexities, making them the preferred option for high-
dimensional exact lattice problems. Beyond these, alternative strategies exist for solving
exact lattice problems. Voronoi cell-based algorithms [35-37] leverage lattice geometric
properties to tackle such problems, but they typically require substantial preprocessing time
for the lattice. Discrete Gaussian sampling-based algorithms [38,39] are provably the fastest
exact algorithms, with a time complexity of 2+°("). Yet they remain purely theoretical.
These techniques may hold potential for integration into enumeration or sieving algorithms
in the future.

To facilitate readers’ quick grasp of the complexity and performance of mainstream
lattice algorithms, Table 1 provides a concise overview of the time complexity, space
complexity, and key performance metrics of the most prominent classical lattice algorithms
in current research. Specifically, the first two rows belong to approximate algorithms,
whose performance is quantified by the root Hermite factor (RHF). Formally, the RHF of a

1/n
lattice basis B is defined as rhf(B) = (Vol”(b%) . Itis evident that for the BKZ algorithm,
as the block size § increases, the theoreticaf RHEF value decreases monotonically, indicating

a progressively improved quality of the reduced lattice basis. The remaining four rows are
classified as exact algorithms. Among these, sieving algorithms represent the state-of-the-
art heuristic exact methods to date, achieving the most favorable time-space complexity
trade-offs in practical high-dimensional lattice instances. For a comprehensive technical
description of the underlying principles and theoretical analyses of these approximate and
exact algorithms, interested readers are referred to Section 3 and Section 4, respectively,
where we elaborate on their core mechanisms and performance characteristics in depth.

Table 1. Quick grasp of representative lattice algorithms.

Algorithm Time Complexity Space Complexity Performance
1/4

LLL [24] poly(n) poly(n) rthf(B) < (ﬁ)

1
BKZ [25,26] poly(n) calls to B-dim SVP solver poly(n) rhf(B) ~ (%(nﬁ)l/ﬂ) 26D
Enumeration [28,29] nztoln) poly(n) Exact algorithm
Sieving [32-34] 20.292n-+o(n) 20.208n-+o(n) Exact algorithm
DGS-Based [38,39] gn+o(n) 2n+o(n) Exact algorithm
Voronoi Cell-Based [35,37] 22nto(n) 2no(n) Exact algorithm
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Paper Organization. In Section 2, we present the necessary background for lattice al-
gorithms. In Section 3, we elaborate on mainstream lattice basis reduction algorithms,
including LLL, BKZ, and G6K, and we also explore other basis reduction frameworks.
Section 4 is dedicated to exact lattice algorithms, including the two mainstream exact
algorithms, enumeration and sieving algorithms, and other alternative strategies. Finally,
in Section 5, we summarize the paper and propose some promising future research direc-
tions related to classical lattice algorithms.

1.3. Contributions

Most existing surveys provide a comprehensive yet preliminary overview of lattice-
based cryptography, focusing primarily on the design of cryptosystems, comparisons
between different schemes, and the progress of PQC standardization, while lattice algo-
rithms are only mentioned in a cursory manner. In contrast, this paper is the first survey
to systematically elaborate on classical lattice algorithms. Our contributions are threefold.
First, it serves as a basic tutorial for researchers and practitioners to understand the core
mechanisms of classical lattice algorithms. Second, it systematically traces the evolution
of classical lattice algorithms, clarifying the inherent logical connections among major
algorithms. Third, it identifies promising future research directions in the field. We aim to
bridge the gap between existing lattice-based cryptography surveys and lattice algorithm
research, providing a useful reference for both beginners and seasoned researchers in
related fields.

1.4. Related Work

Lattice-based cryptography and PQC have been the subject of many survey papers,
each with distinct focuses and scopes. These existing surveys can be categorized based on
their core research objectives:

*  Foundational theoretical exploration. Specifically, early foundational surveys laid the
groundwork for the mathematical underpinnings of lattice-based schemes, exploring
weaker worst-case assumptions central to cryptographic security but omitting practical
algorithmic implementations [40].

¢ PQC standardization and scheme comparison. Surveys focused on PQC standardiza-
tion provided a broad perspective on the evolution of PQC, analyzing the selection
process for PKE, KEM and emerging research trends, yet they did not conduct in-depth
analysis of lattice algorithms or their optimization [41].

*  Specialized analysis of lattice-based primitives. Specialized surveys categorized
lattice-based digital signature schemes and discussed their theoretical implications,
while others reviewed lattice-based cryptosystems in the context of PQC standardiza-
tion, covering design paradigms, key proposals, and cryptanalytic methods, but only
mentioned lattice algorithms as auxiliary tools without systematic elaboration [42,43].

* Introductory overviews of lattice cryptography mathematics. Additionally, some sur-
veys analyzed recent advances in PQC to identify cryptographic weaknesses, and in-
troductory works focused on the underlying mathematics of lattice cryptography, both
lacking attention to the algorithmic foundations of lattice problem-solving [44,45].

A critical common limitation of all these prior surveys is their lack of exclusive and sys-
tematic focus on lattice algorithms. None of the existing works trace the historical evolution
of core classical lattice algorithms, e.g., LLL, BKZ, G6K, enumeration, and sieving, clarify
their inherent logical connections, or comprehensively discuss their performance trade-offs
in solving approximate and exact lattice problems. To the best of our knowledge, this
survey is the first to fill this gap by centering entirely on classical lattice algorithms, thereby
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forming a critical complement to existing surveys and addressing a key underexplored
perspective in the field.

On the other hand, efficient lattice-based cryptosystems currently rely heavily on
structured lattice problems. For example, their security often hinges on the hardness of
variants of algebraically structured LWE, such as Ring-LWE [19] or Module-LWE [20].
Nowadays, researchers generally agree that reducing these variants to the standard LWE
problem remains the most effective attack strategy [10,11]. However, it remains unclear
whether their algebraic structure truly prevents practical attacks, which is a crucial open
problem in the field.

On the other hand, lattice-based cryptosystems are designed to resist quantum attacks,
yet this survey only covers classical lattice algorithms. In fact, the main impact of quantum
computing on lattice-related attacks currently lies in Grover’s quantum search algorithm [2],
which provides a square-root speedup for search tasks [46]. Whether quantum algorithms
targeting lattice problems can be designed to achieve better complexity is another critical
open problem.

In particular, lattice reduction algorithms can efficiently achieve an approximation
factor of 20(") for any lattice on classical computers, while quantum computers can attain
a much smaller approximation factor of 20(v#) in polynomial time for ideal lattices in
cyclotomic fields [47,48]. However, this quantum attack does not generalize to module
lattices of ranks bigger than one, which may imply that Module-LWE is more resilient to
severe attacks than Ring-LWE. On the other hand, the LLL algorithm can be generalized
to module lattices [49], and the same generalization can also be extended to the BKZ
algorithm [50].

Finally, there exist other non-lattice attacks against lattice-based cryptosystems. For
example, the Arora-Ge method [51,52] transforms the LWE problem into a system of
polynomial equations, which is then solved using standard linearization techniques. The
BKW method [53,54], by contrast, leverages a sufficiently high number of LWE samples
to construct specialized new samples for solving the problem. However, these attacks are
only feasible when the support of the error distribution is sufficiently small and the number
of LWE samples is exponential. How to alleviate these limitations remains an interesting
open question.

2. Preliminaries
2.1. Lattices

Let bold lowercase letters denote vectors, which are understood as column vectors.
For a vector v, its Euclidean norm is defined as

vl =/ {v,v).

Capital bold letters denote matrices. Given a set of linearly independent vectors
by,..., by € R”, the lattice generated by the lattice basis B = (by,...,by) € R"™ is
given by

L(B)={Bz|zecZ"}.
We typically consider full-rank lattices, where the dimension of the lattice equals the
number of basis vectors, i.e., n = m. Any lattice of a rank greater than two has infinitely
many bases. Two lattice bases B; and B, generate the same lattice if and only if there

exists a unimodular matrix U € Z"™*™ such that B; = B; - U. One of the most important
invariants of a lattice is its volume (or determinant), defined as

vol(L(B)) = vol(B) = y/det(BTB).
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Another key invariant is its successive minima. Given a lattice A of dimension #, the i-th
successive minima A;(A) (for i < n) is the smallest radius r > 0 such that there exist
i linearly independent lattice vectors whose norms are at most r. We are particularly
interested in the first minima Aq (A). On the other hand, for any point t € R”, the distance
from t to a lattice A C R" is defined as

dist(t, A) = miR [lw — .
we

2.2. Computational Problems

The two most fundamental computational problems on lattices are finding a non-zero
lattice vector with minimal Euclidean norm and finding a lattice vector closest to a given
target vector. We formally define these problems and their approximate variants as follows.

Definition 1 (Shortest Vector Problem (SVP)). Given a lattice basis B, the Shortest Vector
Problem (SVP) requires finding a non-zero lattice vector w € L(B) such that

Wl = A1(L(B)).

Definition 2 (Closest Vector Problem (CVP)). Given a lattice basis B and a target vector
t € span(L(B)), the Closest Vector Problem (CVP) asks for a lattice vector w € L(B) satisfying

lw — t]) = dist(t, £(B)).

Both SVP [4] and CVP [5] are known to be NP-hard. For cryptographic applications,
their approximate versions are of central importance.

Definition 3 (y-Approximate Shortest Vector Problem (y-SVP)). Given a lattice basis B and
an approximation factor v > 1, the y-approximate Shortest Vector Problem (y-SVP) requires
finding a non-zero lattice vector w € L(B) such that

[wll < 7-A1(£(B)).

Definition 4 (y-Approximate Closest Vector Problem (y-CVP)). Given a lattice basis B,
a target vector t € span(L(B)), and an approximation factor v > 1, the ~y-approximate Closest
Vector Problem (7y-CVP) asks for a lattice vector w € L(B) such that

|lw —t|| <-dist(t, £(B)).

Most lattice-based cryptosystems rely on the conjectured hardness of y-SVP and
7-CVP with the approximation factor v = poly(n). On the other hand, the first successive
minimum Aq (£(B)) is typically not known in advance, so it is often impossible to directly
verify whether a vector w satisfies the condition of y-SVP. In practice, one usually uses the
lattice volume as an alternative metric.

Definition 5 (y-Approximate Hermite Shortest Vector Problem (y-HSVP)). Given a lattice
basis B and an approximation factor v > 1, the «y-approximate Hermite Shortest Vector Problem
(v-HSVP) requires finding a non-zero lattice vector w € L(B) such that

Iwil < - vol(£(B))"/".

The approximate SVP and approximate Hermite SVP problems are closely related.
Any algorithm solving y-SVP can also solve (v - v, )-HSVP by Minkowski’s theorem, where
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In denotes the n-dimensional Hermite constant. Conversely, any algorithm for y-HSVP
can solve y2-SVP with at most polynomially many invocations [55].

2.3. Estimating the First Minima

Minkowski’s theorem was the first to provide an upper bound on the first minima
of a lattice. Specifically, it states that for any n-dimensional lattice A, the following
inequality holds:

n

Al(A)g<ﬁAi(A)> < /- vol(A)i.
i=1

Note that this upper bound is not tight. On the other hand, Gaussian Heuristic is widely
employed in lattice algorithms to estimate the first minima in the average case. It approxi-
mates the number of lattice points in a “nice” region by dividing the volume of this region,
denoted as vol(S), by the volume of the lattice, denoted as vol(£). In particular, the first
minima Aq (L) of a lattice £ is estimated as the radius of an n-dimensional ball with volume
vol(£), ie., ,
vol(L£)1/™
M(L) =~ GH(L) = vol(B(n(i))l/” ,

where vol(B,(1)) denotes the volume of the n-dimensional unit ball. In many applications,
Gaussian Heuristic has been empirically validated for specific regions, such as when
analyzing the runtime of enumeration algorithms [29,30] and the output quality of lattice
reduction algorithms [26,56].

2.4. Gram—Schmidt Orthogonalization

Projection operators are among the most essential tools in lattice algorithm research.
For a lattice basis B = (by,...,by), let 71; be the orthogonal projection onto the orthog-
onal complement in the span of (by,...,b; 1), ie., m; : R* — span(by,...,b;_1)*. Let
B* = (bj,...,b;}) denote the Gram-Schmidt orthogonalization of B = (b, ..., b;). Specif-
ically, the basis B can be uniquely decomposed as BT = M - D - O, where

b;T
1 0 .. 0 [bil| 0 .0 oyl
1 ... 0 0 byl ... 0 b2
Mo | P2 b= 'H 3l . o= | ™I |
Hni oo Hpn—1 1 0 .. |IbEll, Hb;;TH
by

and O is an orthonormal matrix. The Gram-Schmidt coefficients are defined as
b; b’ . . . . .

Hij = <b* b’*> for i > j, with y;; = 1 by convention. The volume of the lattice £(B) is
18]

given by
n
vol(£(B)) = [ TIIb7 |l
i=1

Note thatb; = 77;(b;). Forindices 1 <i < j < n, we further define B|; ; = (i(b7), ..., mi(bj))
and E[z,]] = E(B[w])

3. Approximate Algorithms

This section discusses various lattice basis reduction algorithms, which can directly
yield solutions to y-SVP and y-HSVP. These algorithms transform a “bad basis” into a
“good basis” for the same lattice. See Figure 1 for an illustration. Specifically, this figure
shows a bad basis (b1, b;) and a good basis (c1,cp) that generate the identical lattice,
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ie., L(by,by) = L(c1,c2). Vectors in a bad basis are typically long, with pairwise angles far
from orthogonal. In contrast, vectors in a good basis are generally short, and their pairwise
angles are close to orthogonal.

c, b, b,

¢y

Figure 1. A “bad” basis (b1, by) and a “good” basis (c1, ¢z) of the same lattice.

We typically evaluate the performance of a lattice basis reduction algorithm by the

length of the first vector of its output basis. The approximation factor of a basis B is defined
as app(B) = - ‘(“21(‘]‘3) 7, while the Hermite factor of a basis B is defined as hf(B) = VolH(bﬁl)”l .

These metrics quantify the quality of the basis: A smaller factor app(B) or hf(B) indi-

cates that the first basis vector b is closer to the shortest non-zero lattice vector. Since
the Hermite factor achievable by almost all existing lattice basis reduction algorithms
is exponential in the lattice dimension # [26,56], the root Hermite factor (RHF) is often
used in the literature [27,57] to simplify the characterization of basis quality. It is defined

as rhf(B) = (Vol“(bﬁl)ﬂl o ) Un. On the one hand, the n-th root of the root Hermite factor is
attributed to the current design techniques and proof frameworks of lattice basis reduction
algorithms. On the other hand, it is corroborated by experimental results. The output basis
generally adheres to the Geometric Series Assumption (GSA), as discussed in Section 3.2,
which justifies the use of the root Hermite factor as a concise metric for overall basis quality.

Also, note that some authors adopt an alternative definition using the (n — 1)-th root:
b 1/(n-1)

rhf(B) = (Vol\l(ﬁl)\\w)

very small for large .

. However, the difference between the two definitions becomes

3.1. LLL

The renowned LLL algorithm, named after Lenstra, Lenstra, and Lovasz [24], is a
central tool in the algorithmic study of lattice cryptography. It can be regarded as a high-
dimensional generalization of the Euclidean algorithm, which acts on a pair of integers.
The LLL algorithm seeks the local optimal solution for each two-dimensional projected
sublattice Bj;;q) fori € {1,...,n — 1}. It iteratively leverages these local optimal solutions
to construct a globally approximate solution for the original lattice. That is, once a short
vector is found for a projected sublattice B; ;, 1, the corresponding vector of the full lattice
is swapped forward in the basis. Formally, the lattice basis output by the LLL algorithm
satisfies the Lovasz condition, meaning

8|bj || < [l7i(bia) |l = ||bi 1 + pisa,ib]

,foralll <i<mn,

where the parameter § € (%,1) determines the quality of the output basis. More-
over, the LLL algorithm enforces that the pairwise angles between the currently con-
sidered basis vectors are kept as small as possible. In other words, its output basis is
size-reduced, meaning

1
|wij| < 5 foralll <j<i<mn,
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b;b*
where y; ; = < . b]*> denotes the Gram-Schmidt coefficient. Therefore, the LLL algorithm
A
outputs a J-LLL-reduced basis that satisfies both the size reduction condition and the
Lovasz condition. It can be shown that a J-LLL-reduced basis B = (b1, ..., b;) can achieve

an exponential Hermite factor [24]:

n—1
[ 4 \ '
= < .
h(B) vol(£)V/n = \46 -1

The pseudocode of the LLL algorithm is given in Algorithm 1, and it can be proven that

the algorithm terminates in polynomial time using the potential-based proof technique [24].

Algorithm 1 LLL (High Level)

Require: A set of lattice basis B = (b, by, ..., by).
Ensure: A set of 6-LLL-reduced basis.
1: Compute the Gram-Schmidt orthogonalization B* = (bj,...,b}) of B.
2: Initialize k < 2.
3: while k < n do
4 Size-reduce the vector by to ensure [y ;| < % foralli < k.
s i [b[12 < (6= p2,_,)[[bi_y | then
6: Swap by and by_;.
7
8
9

Recompute affected Gram-Schmidt coefficients.
k + max(k —1,2).

else
10: k<« k+1.
11: end if

12: end while
13: return the LLL-reduced basis B.

Notably, in practice, the LLL algorithm can sometimes yield a solution of fairly high
quality. Especially for very low-dimensional lattices, for instance, when n < 20, it can even
directly produce an exact solution to SVP. Furthermore, a slightly modified variant of the
LLL algorithm [58] is commonly adopted in lattice basis reduction algorithms to eliminate
the linear dependence of a generating set, where a generating set refers to a collection of
linearly dependent vectors that generates the target lattice.

Numerous refinements have been developed for the LLL algorithm. In practical
applications, the LLL algorithm is often required to process lattice bases with large entry
sizes [59,60]. A substantial speedup can be achieved by reducing the runtime dependence
on such entry sizes, provided that we control the precision of floating-point arithmetic while
preserving the correctness of the algorithm. A prominent variant is the L? algorithm [61],
which is implemented in the £p111 library [62]. It can be proven that this floating-point
variant still outputs a valid LLL-reduced basis.

At ASTACRYPT 2025, Ducas et al. [63] presented a highly efficient LLL implementation
named BLASter, which unifies multiple theoretical optimizations for lattice reduction. In
detail, this implementation leverages the segmented recursive strategy [64], Seysen’s
size reduction method [65], and state-of-the-art parallelization techniques [66]. They
experimentally verify that BLASter achieves a substantial speedup over fplll, with no
degradation in the quality of the resulting LLL-reduced basis.

Another optimization is the deep insertion technique, namely the DeepLLL algorithm [25].
Unlike the standard LLL algorithm that only swaps adjacent basis vectors, DeepLLL
permits a basis vector by, to be inserted between b;_1 and b; for indices satisfying i < k — 1.
As such, it is anticipated to produce a lattice basis of superior quality to LLL, and in
practical applications, DeepLLL indeed often identifies a shorter vector than the vanilla
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LLL algorithm [56]. Nevertheless, no rigorous proof has yet established that DeepLLL is a
polynomial-time algorithm, and its actual runtime does not seem to exhibit polynomial
complexity [56].

3.2. BKZ

Variants of BKZ algorithms [26,67] are widely used in the concrete security estimation
of lattice-based cryptosystems. Schnorr and Euchner [25] were the first to propose the
Block Korkine-Zolotarev (BKZ) algorithm as a natural generalization of LLL. Unlike LLL,
which only considers the two-dimensional projected sublattice Bj; ; , 1}, the BKZ algorithm
computes a short vector v in the f-dimensional projected sublattice B|; ; 5 and then inserts
v into B at position i. Traditionally, enumeration algorithms, as discussed in Section 4.1, are
employed as exact SVP solvers for this task, owing to their excellent practical performance in
low-dimensional lattices. The pseudocode of the BKZ algorithm is provided in Algorithm 2.

Algorithm 2 BKZ (High Level)

Require: A set LLL-reduced basis B = (b1, by, ..., by), and a block size parameter § > 2.
Ensure: A set of 3-BKZ-reduced basis.

1: repeat

2: fori=1,2,...,n—1do

3 Perform LLL over the projected basis Bj; min{i g,n}]-

4: Compute a shortest non-zero vector v € L; min{i1u}]-

5 Insert v into B at position i and eliminate the linear dependencies with LLL.
6 end for

7: until no more change over the basis is made.
8: return the f-BKZ-reduced basis B.

Note that the LLL algorithm is used to eliminate the linear dependence after inserting
the short vector v into the basis B, as stated in Section 3.1. All considered input lattice bases
are assumed to have undergone LLL preprocessing, an approach that is extremely common
in the field of lattice algorithms. On the other hand, the last few projected sublattices,
ie., B, where n <i+ B, are more special than other parts. In fact, the tail part of basis B
is Hermite—Korkine-Zolotarev (HKZ)-reduced, which is generally regarded as the “best”
reduced basis achievable. That is,

b = Ay (E(B[i:n]» forall n—B+1<i<n.

To begin with, we analyze the quality of the lattice basis output by the BKZ algorithm.
Schnorr [68] provided an intuitive heuristic characterization for a f-BKZ-reduced basis
B, namely the Geometric Series Assumption (GSA). This assumption directly models
the Gram-Schmidt norms ||bJ||,..., b} || as a sequence decaying in a strict geometric

1/
where the parameter ag ~ ( B ) f [26] dictates the quality of the reduced basis. Specifi-

2me
cally, according to GSA, a larger block size f leads to a smaller parameter ag, which in turn

progression, i.e.,

15

*
i

=ag forall i=1,...,n—1,

yields a reduced basis of higher quality. In the context of GSA, this relationship manifests
as follows: A larger block size § produces a flatter decay profile of Gram—Schmidt norms,
whereas a smaller block size f results in a steeper decay trend. This assumption is relatively
precise in specific scenarios, for instance, when 50 < B < n [26,69]. Furthermore, under the
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combined framework of GSA and the Gaussian Heuristic, Chen [70] derived the asymptotic
limit of the root Hermite factor for BKZ-reduced bases with the block size B:

1

lim rhf(B) = (f(nﬁﬁ) .

n—00 ite

This is a result that is widely adopted in the concrete security evaluation of lattice-
based cryptosystems.

We typically partition the Gram-Schmidt norms into three parts: the head, the body,
and the tail. Generally, the body segment aligns more closely with the GSA line than
the other two parts. The tail curve phenomenon can be attributed to the fact that the tail
segment is HKZ-reduced rather than BKZ-reduced [70]. In contrast, the head concavity
phenomenon can be modeled via the probabilistic version of the Gaussian Heuristic,
as elaborated by Bai, Stehle, and Wen [57].

Building on the foundational framework of the classic BKZ algorithm, a series of prac-
tical variants have been proposed to enhance its computational efficiency while maintaining
or improving the basis quality. At ASTACRYPT 2011, Chen and Nguyen [26] proposed a
highly practical variant of BKZ, namely the BKZ 2.0 algorithm. Apart from the early-abort
technique, several key optimizations are incorporated into BKZ 2.0. In particular, BKZ
2.0 employs a more robust preprocessing step than the standard LLL algorithm. This
step significantly reduces the computational overhead of subsequent enumeration calls,
thereby cutting down the overall computational cost of the algorithm. Additionally, BKZ
2.0 integrates the extreme pruning technique [29] and optimizes the search radius of the
enumeration-based SVP solver; these techniques collectively yield a substantial reduction
in the overhead of each enumeration invocation.

In enumeration-based lattice basis reduction, reduction steps and enumeration steps
are inherently intertwined. On the one hand, enumeration algorithms are employed as
the underlying SVP solver within the reduction framework. On the other hand, the com-
putational complexity of enumeration algorithms heavily depends on the quality of the
basis being enumerated, as discussed in Section 4.1, thus requiring a stronger reduction as
the preprocessing step. Building on the paradigm of adopting more robust preprocessing
than the standard LLL algorithm [26], Aono et al. [67] proposed another BKZ variant,
namely the Progressive BKZ algorithm. Unlike traditional BKZ, which employs a fixed
block size B, Progressive BKZ conducts reduction starting with a small block size and
gradually increasing the block size, where the sequence 1 < B2 < B3 < ... is optimized
through extensive experiments to reduce the overall runtime. Each reduction round with a
smaller block size can be regarded as a preprocessing step for the subsequent reduction
with a larger block size.

Going a step further, Albrecht et al. [31,71] boosted the computational efficiency of
enumeration-based lattice basis reduction algorithms by incorporating both the extended
preprocessing technique and the relaxed enumeration technique. Their approach seeks to
mitigate the adverse effects induced by the tail curve, which deviates from the GSA line
and performs preprocessing on an extended projected sublattice. Notably, this optimized
BKZ variant achieves a root Hermite factor of rhf(B) = ﬁﬁ, with a time complexity of
[3%*0(/5), narrowing the performance gap between enumeration-based and sieving-based
lattice basis reduction algorithms, as discussed in Section 3.3.

To predict the practical performance and runtime of these BKZ-like variants, simu-
lating the lattice basis reduction process has proven to be a valuable approach. Chen and
Nguyen [26] developed a BKZ 2.0 simulator based on the Gaussian Heuristic, which can
efficiently model the evolution of Gram-Schmidt norms throughout each iteration of the
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algorithm, called a tour of BKZ. Through extensive experiments with block sizes g > 50,
they demonstrated that their simulator is capable of approximating the quality of the
output basis and estimating the corresponding runtime. As a side result, these experiments
also validated the applicability of the Gaussian Heuristic in the context of lattice basis
reduction algorithms.

3.3. G6K

Over the past two decades, sieving algorithms have undergone tremendous advance-
ments both theoretically and practically, as discussed in Section 4.2. It is a trend that
has reshaped the landscape of lattice basis reduction. This rapid progress naturally moti-
vates the idea of replacing the enumeration-based SVP oracle in the classic BKZ algorithm
with sieving algorithms. From a computational complexity perspective, even the earliest
sieving algorithms with rigorous theoretical guarantees, such as the AKS-sieve [33] and
List-sieve [34], exhibit a single-exponential time complexity of 2©("). This stands in stark
contrast to the super-exponential 2(*1°8") time complexity of all enumeration algorithms,
meaning that sieving algorithms hold an inherent asymptotic edge in high-dimensional
lattices. However, the practical performance of sieving algorithms remained lackluster for
years, plagued by prohibitive memory overhead and complex implementation details. It
was not until roughly the past decade that a series of substantial refinements [32,72-74]
propelled sieving into a viable alternative to enumeration.

At EUROCRYPT 2019, Albrecht et al. [27] proposed a landmark sieving-based lattice
basis reduction algorithm: the General Sieve Kernel (G6K). Beyond its core innovation
of adopting sieving algorithms as SVP oracles, G6K deviates from BKZ in several fun-
damental aspects that underpin its superior performance. It supports a diverse set of
reduction strategies, rather than being confined to the rigid tour framework that defines
BKZ’s reduction strategies [25]. Further, unlike BKZ, which treats its SVP oracle, i.e., the
enumeration algorithm, as the “black box” that outputs only a single short vector per call,
G6K introduces an auxiliary short vector database L. This database stores the large volume
of short vectors generated by each sieving invocation. Critically, L is not a static repository.
The database accelerates subsequent sieving calls by reusing precomputed short vectors to
generate other possibly short vectors and is dynamically updated as the projected sublattice
B|; ;) slides across the full lattice basis, ensuring its contents remain relevant to the current
reduction task.

The design philosophy of this auxiliary database draws primarily from two key tech-
niques: the progressive sieving technique [74] and the dimension-for-free technique [73],
both of which are seamlessly integrated into G6K’s framework. In detail, the progressive
sieving technique proposed by Laarhoven and Mariano [74] first performs sieving on a
small-dimensional sublattice to generate a list of short vectors. It then incrementally incor-
porates basis vectors corresponding to the remaining dimensions, sieving the expanded
sublattice and updating the short vector list at each step. Since most computations are
performed on low-dimensional sublattices, where sieving is far more efficient, this tech-
nique drastically reduces the practical space and time overhead of the algorithm. On the
other hand, the dimension-for-free technique proposed by Ducas [73] delivers another
practical insight. Solving the SVP for an n-dimensional lattice does not require sieving the
full n dimensions. Instead, a few sieving invocations on sublattices of dimension less than
n —k, where k = ©(n/ logn), are sufficient to find the shortest vector in the original lattice.
Importantly, both techniques are compatible with nearly all sieving algorithms. While they
do not improve the asymptotic complexity of sieving, their synergy yields subexponential
gains in practical runtime and memory usage. These techniques can accelerate sieving
algorithms by tens of times in real-world implementations.
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The practical impact of G6K’s design is profound. Albrecht et al. [27] used G6K to
solve the SVP for 151-dimensional lattices, achieving a 400-fold speedup over the pre-
vious record. This breakthrough was not an endpoint. At EUROCRYPT 2021, Ducas,
Stevens, and Woerden [75] further pushed the boundaries by solving the SVP for lattices
of dimensions up to 180 using a GPU-accelerated variant of G6K. This milestone not only
demonstrated G6K’s exceptional power but also provided critical insights for the concrete
security evaluation of lattice-based cryptosystems. G6K thus established itself as a corner-
stone tool in modern lattice cryptanalysis, bridging the gap between theoretical advances
in sieving and practical lattice reduction.

3.4. Other Basis Reduction Algorithms

There also exist many lattice basis reduction algorithms under alternative frame-
works, including dual lattice-based reduction [76,77] and random sampling-based
reduction [68,78-80]. In the following, we briefly introduce dual lattice-based reduc-
tion algorithms. Although they are not the most mainstream at present, their unique
design strategies hold potential reference value for the development of other lattice
reduction algorithms.

The lattice basis reduction algorithms discussed in previous sections, such as LLL,
BKZ, and Gé6K, operate directly on the primal lattice to find short vectors and reduce bases.
Beyond these primal lattice-based paradigms, dual lattice-based reduction algorithms form
another important branch. These algorithms leverage the intrinsic connection between a
lattice and its dual lattice to design reduction strategies, yielding unique advantages in
theoretical analysis.

At STOC 2008, Gama and Nguyen [76] proposed the slide reduction algorithm, which
capitalizes on a key property of dual lattices: Maximizing the last Gram—-Schmidt norm

*

o
non-zero vector in the dual lattice A of A. Thus, we can iteratively invoke SVP oracles on

for a B-dimensional lattice A = L(by,...,bp) is equivalent to finding the shortest

both primal and dual bases to smooth the GSA line as much as possible.

Beyond leveraging dual lattice properties, slide reduction differs significantly from
BKZ-like algorithms in one critical aspect. During both primal and dual reduction, slide
reduction minimizes the overlap of projected sublattices, whereas BKZ-like algorithms
maximize such overlap. This design choice renders slide reduction highly amenable to
complexity analysis. Gama and Nguyen directly adopted the modified potential-based
proof technique, which is originally used in the complexity analysis of LLL [24], to derive
elegant theoretical results. In contrast, BKZ-like algorithms are notoriously hard to analyze,
even when employing the proof technique based on discrete dynamic systems [81,82].
However, despite its theoretical elegance, slide reduction underperforms compared to BKZ
in practical applications. It seems that maximizing the overlap of projected sublattices
leads to higher-quality reduced bases, while minimizing the overlap leads to lower-quality
reduced bases.

Building on this theoretical foundation, Micciancio and Walter enhanced the prac-
ticality of dual lattice-based methods at EUROCRYPT 2016 [77] by proposing Self-Dual
BKZ (SDBKZ). This algorithm combines elements of both BKZ and slide reduction. Its
practical performance is comparable to that of BKZ 2.0, yet its theoretical efficiency is easier
to analyze. Despite substantial research efforts devoted to improving BKZ-like algorithms,
little progress has been made in advancing dual lattice-based reduction algorithms. It is
plausible that more theoretical and practical improvements can be achieved by drawing
insights from such alternative frameworks.
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4. Exact Algorithms

In this section, we present several mainstream algorithms for solving exact lattice
problems. In Section 4.1, we discuss enumeration algorithms. As the earliest class of
exact lattice algorithms, they dominated the field in terms of practical performance for a
long period, particularly for lattices of small-to-medium dimensions. However, with the
advent of sieving algorithms, as discussed in Section 4.2, enumeration algorithms were
surpassed by the latter in both asymptotic complexity and practical performance. In fact,
sieving algorithms are currently widely employed to evaluate the concrete security of
lattice cryptosystems. On the other hand, there exist alternative approaches to solving exact
lattice problems. In Section 4.3, we also introduce alternative algorithms for solving exact
lattice problems, including the discrete Gaussian sampling-based algorithms and Voronoi
cell-based algorithms.

4.1. Enumeration

Lattice enumeration algorithms follow a straightforward idea. Given a lattice basis
B = (by,...,by), to solve SVP, one enumerates all lattice points within the n-dimensional
hyperball B, (R). The shortest non-zero lattice point among these is the solution to the SVP.
According to the Gaussian Heuristic, the radius R is typically set to c - GH(L(B)) for some
constant ¢ to guarantee the presence of non-zero lattice points inside the hyperball while
minimizing the radius.

Generally, a lattice does not possess an orthogonal basis. To enumerate all lat-
tice points within a given region, one employs the Gram-Schmidt orthogonalized basis
B* = (b],...,b;}) to decouple each dimension and analyze the coefficients of each individ-
ual dimension. In particular, suppose a lattice vector w = wibq + ...+ w;b, has a norm
of |[w|| = A1(£(B)) < R. Then, we can express w as

n n n
W = 2 w,-b,- = Z Zl’lz,]wzb;k
i=1 j=1i=j
The orthogonal projection of w satisfies, for 1 < k <n,
2 g g ’ 2 2
I x(wW)I* = )] wi+ Y, pgwi | - [bi*] < R

j=n+1-k i=j+1

This allows us to perform an exhaustive search for the coordinates (wy, ..., w;) € Z" (in
the reverse order) by rewriting the inequality, i.e., fork =n,n—1,...,1,

2
)2 R%— Yok [(w] + X ﬂi,jwi> - |Ibj |2}
< .

n
<wn+1_k+ Z Hin+1-kWi by kHz
n+1-—

i=n+2—k

The space complexity is trivially poly(n), as the enumeration algorithm merely re-
quires storing information about the current lattice point, the smallest length encoun-
tered, and its corresponding coefficient vector. Notably, almost all other exact lattice
algorithms demand exponential space. Thus, space complexity constitutes a key advantage
of enumeration algorithms.

Analyzing the time complexity requires considering the enumeration tree. Specifically,
the enumeration process can be viewed as a depth-first search (DFS) of this enumeration
tree, where each vector in the projected lattice L, 1_ ;) corresponds to a node at depth
k of the tree. It is worth emphasizing that the quality of the lattice basis is paramount to
the time complexity of enumeration algorithms. Generally, the higher the quality of the
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given lattice basis, the lower the time complexity of the algorithm. For LLL-reduced bases,
the time complexity is upper-bounded by 20(*) [83], whereas for quasi-HKZ-reduced
bases, this upper bound is tightened to 72 7°(") [84]. A natural question arises: Can we
further reduce the time complexity by employing an even higher-quality reduced basis?
Nguyen provided a negative answer, proving that the time complexity cannot be improved
beyond 1n5+°("), regardless of how high the quality of the lattice basis used is [85].

Pruning techniques, first proposed by Schnorr and Horner [86], stand as the core opti-
mization methods for enumeration algorithms. The techniques have significantly enhanced
the practical performance of enumeration algorithms, enabling them to outperform siev-
ing algorithms in practical terms for lattices up to approximately 70~80 dimensions [73].
From the perspective of the enumeration tree, the goal is to cut the subtrees with a low
probability of yielding a solution. Thus, pruned enumeration cannot guarantee finding an
optimal solution. But the loss in success probability is often acceptable compared to the
gains in time complexity. For instance, the success probability may drop to 2% while only
requiring 2% of the original time. Geometrically, pruned enumeration targets a subregion of
AN By(R). In particular, the enumeration region of cylinder pruning [29] is the intersection
of hyper-cylinders, whereas that of discrete pruning [30] is the intersection of the union of
many disjointed hyper-boxes with the hyperball. On the other hand, unsurprisingly, lattice
enumeration algorithms can be quadratically accelerated on quantum computers with their
time complexity reduced from T to approximately v/T [87].

Very recently, Chen et al. introduced a time-memory trade-off technique for lattice
enumeration [88]. Their approach performs enumeration separately on the head and tail
blocks of the lattice basis. Then, after lifting the vectors enumerated from the tail blocks,
the algorithm search for the shortest difference vector between the lifted vectors from
the tail block enumeration and the vectors generated from the head block enumeration is
performed. This difference vector serves as a solution to SVP. In a certain sense, it may
be regarded as a hybrid of enumeration and sieving algorithms. Notably, their approach

+o(n)

reduced the time complexity to nie , in exchange for a space complexity of the same

asymptotic order n"/ (4¢)+0(1),

4.2. Sieving

A natural question arises: Can we sample points, hopefully efficient, within £ N B(R),
for some R = O(A1(L))? Suppose we can sample enough points relatively uniformly and
efficiently in this region, for instance, 20(") points, then there is a considerable probability
of directly sampling the shortest vector. However, we currently have no idea how to
construct such an efficient sampling algorithm. In fact, this is itself a very challenging
problem related to the discrete Gaussian sampling (DGS) problem (see Section 4.3. We
can only efficiently sample lattice points that are exponentially farther away, i.e., £ N B(R)
with R = 20" . A1 (L). The core design idea of sieving algorithms is to continuously
perform pairwise reduction on these long vectors to obtain shorter ones. For example, if
[lvi £ va|| < max{|v1]|,||vz2]|}, then replace the vector corresponding to max{||v1 ||, ||v2] }
with ||vq &+ v||. It is worth noting that if v and v, are both lattice points, then v; + v; is
also a lattice point.

The development of lattice sieving algorithms dates back to the early 2000s, with the
AKS-sieve representing the first pivotal advancement in this field. The AKS-sieve algorithm,
proposed by Ajtai, Kumar, and Sivakumar at STOC 2001 [33], stands as the first lattice
sieving algorithm equipped with rigorous theoretical foundations. It achieves time and
space complexities of 2590+0(") and 2295 +0(1) respectively [89]. Note that this marks a
substantial improvement over the enumeration methods prevalent at the time, improving
the time complexity from super-exponential #°(") to single-exponential 2°(").
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A distinctive advancement in the AKS-sieve resides in its invention of the perturbation
mechanism, which underpins rigorous theoretical validations of both its complexity and
correctness. Nevertheless, this perturbation-based approach proves computationally costly
in real-world implementations. Leveraging the foundational framework of the AKS-sieve,
Nguyen and Vidick [89] abandoned the inefficient perturbation technique and developed a
heuristic alternative known as the NV-sieve algorithm. Though it depends on some heuris-
tic assumptions concerning vector distribution, the NV-sieve delivered a notable efficiency

20.415n+0(n) 4pq 20-2075n-+0(n)

gain, boasting time and space complexities of , respectively.

At SODA 2010, Micciancio and Voulgaris [34] proposed a new class of lattice sieving,
called the MV-like sieving paradigm, deviating from the AKS-like paradigm, encompassing
the List-sieve and Gauss-sieve algorithms. The List-sieve can be rigorously proved to
have the time and space complexities of 23207+0(") and 21-337+0(n) respectively. In con-
trast, the heuristic Gauss-sieve employs a greedier reduction strategy akin to the classical
Gauss-Lagrange reduction. It matches the NV-sieve’s time and space complexities yet
offers better practical memory efficiency.

Later, researchers prioritized enhancing heuristic sieve algorithms, as their practicality
made them critical to the concrete security estimation of lattice-based cryptography. One of
the optimization techniques was refining the iteration method. The Level-sieve algorithms
proposed by Wang et al. [90] and Zhang et al. [91] pushed time and space complexities
to 20-378n+0(n) and 20283n+0(n) respectively. Derived from the NV-sieve, its core logic is
dividing each sieve iteration round into multiple levels by the length of vectors. This
drastically cuts the total number of vector pairs to check, thus reducing time complexity.

Another notable innovative advancement involved moving away from traditional
pairwise vector reduction toward multi-vector reduction. Building on the List-sieve, Bai,
Laarhoven, and Stehle [92] put forward the Tuple-sieve algorithm, with its time complexity
20481n+0(1) and space complexity 20189+0(") One standout characteristic of the Tuple-sieve
is that it performs simultaneous reductions on k-tuples of vectors, where k > 2, instead of
restricting reduction to the conventional method of processing only vector pairs. Seeking
to further boost the Tuple-sieve’s efficiency, Herold et al. [93,94] developed an optimized
variant named the HKL-Tuple-sieve algorithm. This improved algorithm refined the short
vector discovery mechanism of the original Tuple-sieve by optimizing the strategy for tuple
selection and integrating more streamlined reduction rules. These targeted adjustments led
to a noticeable balanced complexity. The HKL-Tuple-sieve’s time complexity is 20-330+0(n),
while its space complexity is 20-208+o(n),

In the advancement of lattice sieve algorithms, a parallel strand of optimization tar-
geted speeding up the nearest neighbor search (NNS) subroutine, which is a common
bottleneck in sieve iterations. At CRYPTO 2015, Laarhoven proposed the Hash-sieve al-
gorithm [72], built upon the Gauss-sieve. This algorithm adopted the Locality-Sensitive
Hashing (LSH) technique to accelerate the brute-force search phase within each sieve
iteration. Subsequently, at SODA 2016, Becker, Ducas, Gama, and Laarhoven [32] intro-
duced the BDGL-sieve algorithm. It employed the Locality-Sensitive Filter (LSF) technique,
one analogous to LSH, to further boost the efficiency of the brute-force search phase. The
algorithm achieves time and space complexities of 20-2927+0(n) and 20208n+0(1)  respectively.
This stands as the state-of-the-art (heuristic) classical lattice sieve algorithm and also serves
as the state-of-the-art exact classical SVP solver. Beyond classical computing frameworks,
Laarhoven [95] further reduced the time complexity to 20265+0(1) Jeveraging Grover’s
algorithm [2] under the quantum computing model.

At ANTS 2014, Becker, Gama, and Joux [96] introduced a distinct sieving approach
called the Overlattice-sieve algorithm, boasting time and space complexities of 203774 and

2029251 respectively. It lags behind the BDGL-sieve in complexity results yet holds a special
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advantage. It functions as an inherent exact CVP solver, capable of addressing both CVP
and SVP. The complexities of the aforementioned sieving algorithms are summarized in
Table 2, which is sorted by time complexity.

Table 2. Summary of complexities of lattice sieving algorithms.

Algorithms Authors Conference/Journal (Year) Time Space
AKS-sieve [33] Ajtai, Kumar, Sivakumar STOC (2001) 25.90n+0(n) 92.95n-+0(n)
List-sieve [34] Micciancio, Voulgaris SODA (2010) 23.20n+0(n) 21.33n-+0(n)
Tuple-sieve [92] Bai, Laarhoven, Stehlé LMS J. Comput. Math. (2016) 20.481n+o(n) 20-189n+0(n)
NV-sieve [89] Nguyen, Vidick J. Math. Crypt. (2008) 20.415n-+0(n) 20.2075n-+0(11)
Gauss-sieve [34] Micciancio, Voulgaris SODA (2010) 20415n+0(n) 202075n-+o(n)
Level-sieve [90,91] Wang et al.; Zhang et al. AsiaCCS (2011); SAC (2013) ~ 20378n+o(n)  0283n-+o(n)
Overlattice-sieve [96] Becker, Gama, Joux ANTS (2014) 90.3774n+0(n)  90.2925n+0(n)
Hash-sieve [72] Laarhoven CRYPTO (2015) 20.337n+0(n) 20.2081-+0(1)
HKL-Tuple-sieve [93,94] Herold, Kirshanova, Laarhoven ~ PKC (2017); PKC (2018) 20-330n+o(n) - 0.208n-+o()
BDGL-sieve [32] Becker, Ducas, Gama, Laarhoven =~ SODA (2016) 20-292n-+o(n)  90.208n+0(n)
BDGL-sieve with quantum speedup [95]  Laarhoven PhD Thesis (2016) 20265n+0(n)  90.208n-+0(n)

A natural and critical question arises in the field: Is there still room for further im-
provements in sieving algorithms, and can we be confident that the current state-of-the-art
sieving algorithms will remain unrivaled in the decades to come? This question gains
urgency as PQC standards solidify, requiring long-term security guarantees. At CRYPTO
2021, Kirshanova and Laarhoven [97] provided a partial answer by proving that the LSF
technique employed in the BDGL-sieve has achieved the optimal asymptotic complexity
for the NNS problem in the lattice cryptographic setting, which is a core subroutine in both
AKS-like and MV-like sieving frameworks. Consequently, researchers can largely rule out
the possibility of further asymptotic improvements that solely target the NNS subroutine
within these two mainstream frameworks.

On the other hand, very recently, Shen, Li, and Wang [98] demonstrated that the
Overlattice-sieve [96] has already achieved the complexity lower bound within the
overlattice-based sieving paradigm. Combined with Kirshanova and Laarhoven’s lower-
bound result [97], these findings jointly set the lower bound of the complexity for existing
lattice sieving algorithms. Specifically, no incremental refinements under current technical
sieving frameworks can attain a fundamental leap in time complexity. Any significant
advancement will necessitate revolutionary breakthroughs in the core technologies of
lattice sieving.

Beyond asymptotic complexity improvements, researchers have also focused on en-
hancing the practical implementation effectiveness of sieve methods. Techniques such as
the progressive sieve [74], dimension-for-free technique [73], and the G6K framework [27]
have all significantly optimized the practical execution performance of sieve methods,
as well as the performance of lattice basis reduction algorithms, as discussed in Section 3.3.
Notably, the ideas behind these improved sieving algorithms are largely derived from
other lattice algorithms. For example, the progressive sieve [74] can be seen as drawing
inspiration from the Progressive BKZ [67], while the dimension-for-free technique [73]
originates from the lift operation in enumeration algorithms. Among these, G6K, as de-
scribed in Section 3.3, has become one of the primary tools for analyzing the concrete
security of lattice-based cryptosystems, widely used in evaluating candidates for NIST’s
PQC standardization.

Not only do sieving algorithms stand as the state-of-the-art exact SVP solvers, but they
also rank as the most effective practical methods for high-dimensional lattice problems.
Nowadays, one of the key bottlenecks in tackling high-dimensional SVP instances via siev-
ing algorithms lies in the cost of random memory access. In 2024, Zhao, Ding, and Yang [99]
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enhanced the memory access efficiency of the BGJ-sieve [100], reduced the storage of vector
coordinates, and thereby lowered overall memory requirements. These improvements
enabled them to successfully solve the 200-dimensional SVP Challenge [101]. Very recently,
in 2026, Ding and Zhao further leveraged sieving algorithms to tackle an even higher-
dimensional instance: They successfully solved the 210-dimensional SVP Challenge [101].
Currently, they have not disclosed the specific technical details of their implementation.

4.3. Other Exact Algorithms

In this section, we present two other categories of exact lattice algorithms: discrete
Gaussian sampling (DGS)-based algorithms and Voronoi cell-based algorithms.

The core idea of DGS-based algorithms is analogous to that of sieving algorithms.
Informally, from the perspective of individual vectors, sieving algorithms focus on the
length of each single lattice point and employ multiple sieve rounds to shorten the length of
these points. In contrast, DGS-based algorithms adopt the perspective of discrete Gaussian
distributions, consider the “width” of these distributions, and utilize multiple sieve-like
rounds to narrow this width. Notably, DGS-based algorithms are the fastest provable exact
lattice algorithms to date. They are capable of solving both exact SVP [38] and CVP [39],
with time and space complexities of 2"°(") and 2"+°(*) . However, DGS-based algorithms
hold far greater theoretical value than practical utility. To the best of the authors’ knowledge,
there is no practical implementations of such algorithms.

In particular, discrete Gaussian distributions feature a critical width parameter s. Gen-
erally, when s is much larger than the smoothing parameter of the lattice [102], the discrete
Gaussian distribution is highly smooth, i.e., closely resembling the continuous Gaussian
distribution, and thus admits efficient sampling. Conversely, discrete Gaussian distribu-
tions with a much smaller width parameter are highly discrete, rendering the sampling
process very challenging. DGS-based algorithms firstly sample an exponential number
of lattice points that conform to discrete Gaussian distributions with a very large width s.
They then iteratively “sieve” these points to narrow the width s of the resulting discrete
Gaussian distributions. Ultimately, exact lattice problems can be tackled via the final list
corresponding to a very small width s.

In the following, we present another category of exact lattice algorithms: Voronoi
cell-based algorithms. This approach is grounded in the geometric properties of Voronoi
cells. The Voronoi cell V(w) corresponding to a lattice point w comprises all points in the
Euclidean space span(A) that are closest to w, i.e.,

V(iw)={xeR" |WeA, |[|[x—w|| <|x—v|}

For the exact CVP problem, the goal is to find a lattice point w that is closest to a given target
vector t. This is equivalent to identifying a lattice vector w such that t' = t —w € V(0),
ie, t € V(w). All Voronoi cells are congruent, meaning we only need to analyze the
properties of V := V(0). Specifically, V is a centrally symmetric polytope with at most
2(2" — 1) facets. We define VR(A), the set of Voronoi-relevant vectors of lattice A, as the
lattice vectors that induce the facets of V. An illustration of Voronoi-relevant vectors is
provided in Figure 2.

Voronoi cell-based algorithms follow an approach consisting of two steps. First,
compute the set of Voronoi-relevant vectors VR(A) for the target lattice A. Second, utilize
VR(A) to identify a lattice vector w, satisfying ' = t —w € V(0). This is equivalent to
solving the Closest Vector Problem with Preprocessing (CVPP) with the additional hint of
all Voronoi-relevant vectors VR(A). Micciancio [103] proved that CVPP is also NP-hard
when the preprocessing advice is of polynomial size. At STOC 2010, Micciancio and
Voulgaris [35] introduced a deterministic algorithm to construct a lattice’s Voronoi cell
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in 227+0(") time and 2"+°(") space, which allows for solving CVPP in 22+°(*) time and
21+0(n) space. Subsequently, at SODA 2015, Dadush and Bonifas presented a randomized
algorithm to solve CVPP in 21+0(1) time and 2"+0(1) space. However, their algorithm did
not improve the process of computing VR(A), meaning the time complexity for solving
exact CVP remains unchanged at 22"+0("),

Vi1 V2

Figure 2. The set of Voronoi-relevant vectors VR(A) = {vy, ..., vg} decides the Voronoi cell V.

On the other hand, to make the Voronoi cell-based approach more practical, it is gener-
ally beneficial to avoid using the entire set of relevant vectors, a strategy widely adopted in
practical lattice algorithms. In fact, an n-dimensional lattice has at most 2"*! — 2 relevant
vectors, and this number is attained with overwhelming probability if the lattice basis
is chosen at random from a continuous distribution [104]. Doulgerakis et al. [105] and
Laarhoven [37] considered the possibility of using only part of all relevant vectors. In other
words, the preprocessing computes an approximation Voronoi cell, instead of the exact one.
These approximate representations of Voronoi cells are lossy but are also smaller and faster
to process. Under certain heuristics, they proposed the randomized version of the iterative
slicer algorithm to solve CVP. At PKC 2020, Ducas et al. [106] derived sharp asymptotic
bounds on the success probability of the randomized slicer and characterized time—space
complexity trade-offs. In particular, under several heuristic assumptions, they proved that

20.264n+0(n) 20.185n+0(n)

the iterative slicer can solve a single CVPP instance in time and

space when employing their optimized nearest neighbor data structures [106].

5. Discussions

Since the advent of the LLL algorithm [24] and enumeration algorithms [28,83] in the
1980s, classical lattice algorithms have undergone dramatic transformations. A wealth of
algorithms for solving both approximate and exact lattice problems has emerged contin-
uously. In this work, we systematically review the development of current mainstream
classical lattice algorithms, and we hope this survey will be informative to readers interested
in these topics.

In the following, we summarize our key insights on the development pattern of clas-
sical lattice algorithms. In recent years, the development of classical lattice algorithms
has gradually exhibited a significant trend of technological convergence. Although the
progress of many single technical routes has largely hit a bottleneck, the insights and
advantages gained from one route can often be leveraged to improve other technical routes.
For instance, replacing the enumeration-based SVP oracles in BKZ [25] with the sieving
algorithms in G6K [27] has significantly boosted the efficiency of lattice reduction. Similarly,
the idea behind progressive sieve [74] draws inspiration from Progressive BKZ [67]. The
dimension-for-free technique [73] also originates from the rank reduction technique in enu-

https://doi.org/10.3390/ cryptography10020017


https://doi.org/10.3390/cryptography10020017

Cryptography 2026, 10, 17

20 of 25

meration algorithms. The Locality-Sensitive Filter (LSF) technique in the BDGL-sieve [32]
is derived from nearest neighbor search (NNS) algorithms in other fields. These examples
demonstrate that cross-technique integration has become a crucial and effective way to
break through performance bottlenecks of individual algorithms and will continue to be an
important driving force for the future advancement of classical lattice algorithms.

According to the current development status and remaining challenges, we highlight
several important future research directions for classical lattice algorithms.

¢  First, beyond framework-level innovations, the approximation and precise estimation
of lower-order complexity terms represent a meaningful research direction. The
accurate estimation of lower-order factors in the complexity of lattice algorithms has
not been thoroughly explored, yet it is crucial for the concrete security evaluation of
lattice-based cryptography.

*  Second, it is necessary to carefully examine the practical validity of heuristic as-
sumptions employed in various lattice algorithms. Many state-of-the-art algorithms,
especially sieving algorithms, rely on several heuristic assumptions whose rationality
and stability still lack comprehensive verification, which deserves further study.

¢ Third, the efficient engineering implementation of these algorithms and the adoption
of GPU-accelerated computing remain practically significant challenges. Improving
real-world efficiency and scalability is essential for applying these algorithms in
practical security evaluation of post-quantum cryptosystems.

e Fourth, the generalization of classical lattice algorithms to complex structured lattices
requires in-depth investigation. Future research should extend and adapt classical
lattice algorithms to such structured lattices to support more accurate security analysis
of lattice-based cryptosystems.
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Abbreviations

The following abbreviations are used in this manuscript:

PQC Post-Quantum Cryptography
SVP Shortest Vector Problem

cvp Closest Vector Problem

PKE Public Key Encryption

KEMs Key Encapsulation Mechanisms
SIG Digital Signatures

ABE Attribute-Based Encryption
FHE Fully Homomorphic Encryption
LWE  Learning With Error

SIS Short Integer Solution

HSVP  Hermite Shortest Vector Problem
RHF Root Hermite Factor
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GSA  Geometric Series Assumption

BKZ Block Korkine-Zolotarev

HKZ Hermite-Korkine-Zolotarev

G6K General Sieve Kernel

DFS Depth-First Search

DGS  Discrete Gaussian Sampling

LSH Locality-Sensitive Hashing

LSF Locality-Sensitive Filters

CVPP  Closest Vector Problem with Preprocessing
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