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Decoy-state measurement-device-independent quantum key distribution (MDI-QKD) is regarded as one of the most
promising protocols since it is physically immune to all fatal detection-side attacks. However, the loopholes in the source
side still open side channels to eavesdroppers. Previous work has indicated that a system is insecure if its decoy-state
modulation is inaccurate, but a practical method for Eve to exploit the inaccurate modulation is still absent. In this work,
we propose a practical hacking method and provide a detailed theoretical analysis. Using our method, we experimentally
hacked a MDI-QKD system and successfully obtained all final keys. By demonstrating the hacking experiment, we
hope to bring attention to source-side security and provide inspiration for the development of protocols with better
source-side security. ©2023Optica PublishingGroup under the terms of theOpticaOpen Access Publishing Agreement
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1. INTRODUCTION

Quantum key distribution (QKD) [1] allows two distant parties,
named Alice and Bob, to share encryption keys with information-
theoretic security based on physical laws [2–5], even if there is an
eavesdropper, Eve. As one of the most successful technologies in the
field of quantum information, QKD has aroused wide attention
and achieved increasingly higher key rates and longer commu-
nication distances. However, hidden side channels are lurking
in practical QKD systems since the theoretical security assumes
an unbreakable source and detection side, but the behavior of
real devices typically deviates from that considered in the security
proofs. Eve may take advantage of these side channels to hack the
practical systems [6–26].

The practical single-photon detectors (SPDs) were once the
most vulnerable point in practical QKDs [6–13]. Fortunately, an
elegant solution named measurement-device-independent quan-
tum key distribution (MDI-QKD) [27] was proposed to solve
the detection-side loopholes once and for all. The MDI-QKD is
physically immune to all detection-side attacks, so its security has
nothing to do with the measurement unit (MU) Charlie, even if
Charlie is an eavesdropper.

However, the MDI-QKD still requires ideal sources, where
there is still a gap in the practical situation. For instance, the
absence of ideal single-photon sources brings a well-known quan-
tum hacking named the photon-number-splitting (PNS) attack

[14–16]. Practical QKDs usually employ phase-randomized weak
coherent sources whose photon number obeys the Poisson dis-
tribution. Eve could fully control the quantum bits by splitting
some photons from the multi-photon pulses, performing quantum
nondemolition detections, and storing her results in quantum
memory. These insecure quantum bits are named tagged bits
[28–31]. As a countermeasure, a milestone method named the
decoy-state method [29–31] was proposed. By randomly and pre-
cisely modulating several different intensities, Alice and Bob can
accurately estimate their information leakage from the tagged bits
and further reduce them by privacy amplification. The decoy-state
method can reach a comparable key rate compared with using ideal
single-photon sources and has been employed in almost all QKDs
[32–41], including MDI-QKD [42–46].

In recent years, outstanding works have caused decoy-state
MDI-QKD to be regarded as one of the best solutions for practical
applications [47–64]. However, these great achievements do not
mean that the QKD users can rest easy. As mentioned above, the
decoy-state method requires random and precise intensity modu-
lation. Some works found that, in practical sources, the intensity
modulation would lose control due to environmental changes
[65,66], limited electronic systems, and imperfect modulators
[19,67–69]. Some of the errors come from the intrinsic imperfec-
tions of practical devices. For instance, the correlated deviation
[18,19,67–71] brings correlated intensity deviation in decoy-state
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modulation; the random intensity fluctuation [69,72,73] brings
an unknown photon number distribution so that the users cannot
accurately solve the decoy-state equation anymore; the inhomo-
geneous electrical properties [65,74–76] in the widely employed
LiNbO3 modulators make its DC-bias drift with time. Some of the
modulation errors could be actively introduced by Eve such as the
laser-seeding attack [17,20] and laser-damage attack [21,23].

Although the above works have pointed out that the imperfect
modulations inevitably exist on the source side and bring poten-
tial threats, the source-side security still has not received enough
attention. An important reason is that the details about how to
practically exploit the modulation errors are absent. However,
the source-side security should not be ignored because nobody
can guarantee that there would not be stronger techniques in the
future. To arouse people’s attention, in this work, we propose a
practically usable hacking strategy that borrows from the idea
of the PNS attack but only requires general devices rather than
quantum memory and quantum nondemolition detections. We
also proposed a theoretical model to analyze what error is in Eve’s
favor. The hacking strategy was demonstrated through two exper-
iments in this work. In the first experiment, the decoy states are
inaccurately modulated, and Eve passively exploits the modulation
error. The purpose of the first experiment is to verify the feasibility
of our hacking method and the correctness of our theory. In the
second one, Eve actively disturbs Alice’s modulation by developing
an induced-photorefractive technique [77]. In both of the experi-
ments, Eve successfully obtained almost all final keys. By verifying
that Eve can indeed threaten practical MDI-QKD systems with
commonly used devices, we hope to arouse attention to the source-
side security and bring inspiration for designing new techniques
and protocols.

2. HACKING STRATEGY

A. Tagging All Key Bits

As shown in the well-known Gottesman-Lo-Lutkenhaus-Preskill
(GLLP) formula [28], the most common form of the final secret
key rate is

R = pµ1 pµ
′

1 Y11(1− h(e X
11))− f QZ

µµ′h(E
Z
µµ′), (1)

where QZ
µµ′

is the raw key bit rate, E Z
µµ′

is the quantum bit error
rate, pλn = e−λλn/n! denotes the n-photon probability when
intensity (mean photon number) is λ, Y11 is the single-photon-
pulse-pair yield of Z Z basis (both Alice and Bob select Z basis),
e X

11 denotes single-photon-pulse-pair error rate of X X basis (both
Alice and Bob select X basis), h(x )=−x log2(x )− (1− x )
log2(1− x ) is the binary Shannon entropy function, and f is the
error correction efficiency. Equation (1) can also be revised as

R = QZ
µµ′

[
(1−1)(1− h(e X

11))− f h(E Z
µµ′)

]
= QZ

µµ′

{
1−

[
1+ (1−1)h(e X

11)
]
− f h(E Z

µµ′)
}

= QZ
µµ′

[
1− δ − f h(E Z

µµ′)
]
, (2)

Fig. 1. Schematic diagram of our tagged method. MU-E, the measure-
ment unit for projecting Alice’s states on the Z basis; MU-C, the measure-
ment unit for BSM; BS, beam splitter.

where 1= 1− pµ1 pµ
′

1 Y11/QZ
µµ′

denotes the proportion of
the key bits from multi-photon pulses in the raw key bits;
δ =1+ (1−1)h(e X

11) is the information leakage. In the QKD
procedure, Alice and Bob estimate the lower bound of Y11 (equiv-
alent to estimating the upper bound of1) and the upper bound of
e X

11 by the decoy-state method. The estimated information leakage
is expressed as

δ̄ = 1̄+ (1− 1̄)h(ē X
11), (3)

where the overline and underline denote the upper bound and
lower bound of a variable, respectively. We define κa and κe as Alice
and Eve’s raw key bit, respectively, τ as the overlap between κa and
κe , and δ̂ = 1− h(1− τ) as the practical information leakage. The
key point of the protocol security is that the estimation satisfies

δ̄ ≥ δ̂. (4)

Based on the above expressions, we can conclude that the key
point of a successful hacking is misleading Alice and Bob to under-
estimate δ̄ to break the Eq. (4). Especially, if δ̄ < δ̂ and τ = 1, all
final key bits are obtained by the unreliable measurement unit
(named Eve in the following).

Our hacking strategy consists of tagging all key bits and exploit-
ing the modulation error. The first part is illustrated in Fig. 1, Eve
divides Alice’s pulses into two parts, measures one of the parts on
the Z basis by her MU-E for tagging the raw key bits, and sends the
other part to her MU-C for Bell-state measurement (BSM). If |0〉
or |1〉 is measured by MU-E, Eve records the corresponding result
and announces her BSM result normally. If nothing is measured by
MU-E, Eve always announces failure. This method does not bring
large errors in any bases (see Supplement 1) and can tag all raw key
bits in the Z basis round. Noting that MDI-QKDs only generate
key bits by the ZZ basis, Eve has a chance to obtain all final key bits
if she can mislead Alice and Bob to break Eq. (4).

Using the tagged method alone can tag all raw key bits but can-
not get any information about the final keys due to the protection
of the decoy-state method. So the second part is exploiting the
modulation errors to make the decoy-state method lose its power.
The modulation errors can come from the intrinsic imperfections
of practical devices such as the correlated deviation [18,19,67–71],
random intensity fluctuation [69,72,73], and inhomogeneous
electrical properties [65,74–76]; the errors can also be actively
introduced by some recently proposed techniques such as the laser-
seeding attack [17,20] and laser-damage attack [21,23]. Besides,
we also gave a theoretical model to describe the relationship

https://doi.org/10.6084/m9.figshare.22324372
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between the estimated information leakage δ̄ and the modulation
errors to show what error is in Eve’s favor (see Supplement 1).

B. Actively Introducing Modulation Error

To indicate the source-side security is not negligible, we further
develop an induced-photorefractive technique to actively intro-
duce modulation errors. The induced-photorefractive technique
combining with the theoretical model in Supplement 1 allows Eve
to introduce modulation errors according to her optimal strategy.
Besides, the previous techniques [17,20,21,23,24] such as the
laser-damage attack [21] proposed by Huang et al. can also help
Eve to actively introduce modulation errors.

The key idea of the induced-photorefractive technique is to
exploit the photorefractive effect described as follows: under the
illumination of the attack laser, photogenerated charges are gen-
erated and create an inhomogeneous space charge field; this field
modulates the refractive index of the lithium niobate waveguide
through the Pockels effect [78–82] and proceeds to affect the
working states of the lithium-niobate-based devices. We note
that the photorefractive effect is widespread in almost all lithium
niobate devices [78,83,84] including the lithium niobate-based
Mach–Zehnder interferometer (MZI), which is the most widely
employed intensity modulator (IM) for decoy-state modulation in
QKD systems [39,49–64,85–90]. Therefore, a DC-bias deviation
can be actively introduced by injecting an irradiation laser from the
quantum channel into Alice’s IM due to the photorefractive effect.

When we inject an irradiation laser inversely into a lithium
niobate-based MZI, the input laser is equally split into the two
paths. However, due to the wavelength dependence of the splitter
in the MZI, its splitting ratio at the irradiation wavelength deviates
from 0.5, which causes different irradiation intensities between
these two paths. Besides, considering that the fabrication errors
and the applied electric fields during the working of these two paths
are both different, the photorefractive effect on these two arms is
unbalanced. As shown in Fig. 2, the unbalanced photorefractive
effect introduces the DC-bias deviation [78] in the voltage modu-
lation curve of the IM, which changes all modulation points of the
decoy states so that the modulation error is introduced.

The modulation error can be quantitatively controlled by
taking advantage of the property that the photorefractive effect
is related to the wavelength, power, and injection duration of the
irradiated laser [78,83,91]. Eve can inject a periodic irradiation
pulse train into Alice’s IM from the quantum channel, and the
working point of the IM would be freely and accurately controlled
by adjusting the duty ratio and injection time of the periodic
irradiation pulse train.

We simulated the hacking performance of our induced-
photorefractive technique and the hacking performance of
employing the induced-photorefractive technique and laser
damage simultaneously (the details are shown in Supplement 1).
The simulation is based on the condition that Eve has successfully
tagged all raw key bits by our tagged method (τ = 1) so that Eve
can obtain all secret keys as long as the final key rate is not 0 (equiv-
alent to δ̄ + f h(E Z

µµ′
) < 1). The simulation results are shown in

Fig. 3. We can find that increasing the DC-bias deviation by the
induced-photorefractive technique and amplifying the output
intensity by the laser-damage attack can efficiently mislead users
to underestimate their δ̄. Especially, the induced-photorefractive
technique can mislead users without the laser-damage attack, and

Fig. 2. Response curve of a lithium niobate-based MZI before and
after injecting the irradiation laser. The black and green lines denote
the response curve before and after the attack, respectively. Before the
irradiation laser injection, when Alice (Bob) loads voltage Vν and Vω on
her (his) IM, the expected intensities ν and ω are prepared, respectively.
However, the irradiation laser injection introduces an additional bias so
the practically prepared intensities become ν̂ and ω̂, respectively.
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Fig. 3. Simulation of the hacking performance of actively introducing
modulation error. The x axis denotes θ/2π , where θ is the DC-bias
deviation rooted in the photorefractive effect. The y axis denotes Alice’s
estimated δ̄ on the condition that Eve has tagged all raw key bits (τ = 1).
The black line denotes that Eve introduces modulation error only with
our induced-photorefractive technique. The blue, red, and yellow lines
denote the intensity amplifications k due to the laser-damage attack,
which are 2, 5, and 10, respectively. The dashed line parts denote Alice’s
1̄ < 0, where the users may terminate their protocol.

the laser damage can make the induced-photorefractive technique
more dangerous.

3. PRACTICAL HACKING EXPERIMENT

We demonstrated our hacking strategy by experimentally hacking
a time-bin coding MDI-QKD system. The source side of the
MDI-QKD system consists of a laser module to generate a phase
randomized pulse train with 500 ps pulse width and 40 ns pulse
interval, an encoding module to randomly prepare the four BB84
states [27], a decoy-state module to randomly modulate several
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Table 1. Optimized Decoy-State Parameters

µ ν ω Pµ Pν Pω

0.307 0.246 0.069 41.6% 10.0% 33.6%

different intensities, and an attenuator (ATT) to attenuate the out-
put intensity to a single-photon level. Alice and Bob’s pulses each
pass through a 5 km fiber and are received by the measurement unit
Charlie who performs the BSM and announces a success event if
|ψ−〉 = (|0〉|1〉 − |1〉|0〉)/

√
2 is measured. According to Charlie’s

announcement, Alice and Bob record their raw key bits κa and
κb at their local FPGA-based driver board (PXIe-6547, National
Instruments) and computer.

Before inserting our hacking devices, we first tested our MDI-
QKD system with a four-intensity decoy-state method [46,54].
The four intensitiesµ, ν, ω, o and the corresponding probabilities
Pλ (λ ∈ {µ, ν, ω, o}) are optimized to maximize the final key rate.
The optimized values are listed in Table 1. We ran the system to
collect 1011 pulse pairs for parameter estimation. The observed
raw key rate QZ

µµ and error rate E Z
µµ are 2.89× 10−4 and 0.0179,

respectively. The estimated information leakage δ̄ is 80.7%. The
final key rate R = 2.14× 10−6.

Then we inserted our hacking device to demonstrate hacking a
practical MDI-QKD system. As illustrated in Fig. 4, the hacking
device is inserted in Alice’s quantum channel and controlled by a
hostile measurement unit Eve. Alice’s pulses are fed to the hacking
device in the forward direction. The pulses are first split by an 1:3
BS (25% transmission and 75% reflection). The transmission part
is sent to the MU-C for BSM, and the reflected part goes through
a 99:1 BS (99% transmission and 1% reflection) to be measured
by MU-E that consists of an 1:1 BS and two SPDs named SPD-E0
and SPD-E1. The MU-E outputs 0, 1, or ∅ when Alice’s signal is
projected to |0〉, |1〉, or nothing detected. Especially when both of
the SPDs click, the MU-E randomly outputs 0 or 1. The results of
the MU-E are recorded as Eve’s raw key bit κe by a local FPGA-based
driver board (PXIe-6547, National Instruments) and a computer.
To obtain all key bits, the MU-C normally announces the BSM
result when the MU-E outputs 0 or 1 and always announces failure
when the MU-E outputs ∅. In the backward direction, a 405 nm

ultraviolet laser diode is employed to generate a pulse train to intro-
duce the photorefractive effect. The ultraviolet pulses reversely pass
through the 99:1 BS, the 1:3 BS, and Alice’s ATT and finally enter
into Alice’s IM to introduce the photorefractive effect.

The demonstration of our hacking is carried out in two steps.
First, we close the ultraviolet laser and intentionally load a wrong
DC-bias on Alice’s IM. The purpose of this step is to verify the
accuracy of our theoretical analysis (see Supplement 1) and demon-
strate the harm of the intensity modulation error. We also reduce
Alice’s ATT from 51.8 dB to 41.8 dB to mimic the laser-damage
attack [21], which has indicated that high-power lasers could
damage the ATT and reduce its attenuation. We emphasize that
the laser damage is not necessary for our hacking strategy, but it
can make our demonstration easier. In our demonstration, Alice
and Bob always process their data with a data size of N = 1011.
As shown in Fig. 5, when we intentionally added a DC-bias with
a 0.44 rad deviation (compared with the correct DC-bias), Alice
and Bob estimated their information leakage as δ̄ = 79.9% and
generated key bits with the final key rate of 1.01× 10−6 bit
per pulse. We compared κa and κe , and found that the overlap
τ reaches 99.886% so that the practical information leakage δ̂
reaches 98.47%. Similarly, when we added a DC-bias with a
0.49 rad deviation, the estimated δ̄ = 78.2%, and the final key rate
R = 2.46× 10−6 bit per pulse even though the overlap τ reaches
99.887% and the practical information leakage δ̂ reaches 98.57%.
It is obvious that the condition δ̄ > 1− h(1− τ) is not satisfied
anymore and Eve can obtain almost all final keys since the overlap is
too large. The reason of τ 6= 1 is the bit errors from dark counts and
afterpulses in MU-C.

Then we add the correct DC-bias on Alice’s IM and open the
ultraviolet laser to actively introduce DC-bias deviation. The
ultraviolet laser of 405 nm wavelength is employed by Eve since
the photorefractive effect of MZI is more sensitive to the 405 nm
laser [91] to make it easier to introduce DC-bias deviation with
the 405 nm wavelength. Besides, the 405 nm laser can pass some
widely employed ATTs (such as the buildout ATT) with less loss.
Before the injection, the ultraviolet laser should reversely pass
through a 1:99 BS and a 1:3 BS in Eve’s hacking setup and an
ATT in Alice’s export. We measured that the 405 nm laser only

Fig. 4. Experimental setup of our hacking demonstration. The hacking device is inserted in the quantum channel, and the details are shown in the sub-
figure. Laser Mod., laser module; Enc. Mod., encoding Module; IM, intensity modulator; ATT, attenuator; BS, beam splitter; SPD, single-photon detector;
PC, polarization controller; UVLD, ultraviolet laser diode; CTRL, controller. The blue lines and pink lines denote fibers and cables, respectively.
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Fig. 5. Simulation and experimental results of the estimated infor-
mation leakage δ̄, practical information leakage δ̂, and final key rate R
(insecure) as a function of the DC-bias deviation θ . The blue solid line
and red dash line denote the simulated final key rate and the estimated
information leakage as a function of the DC-bias deviation, respectively.
The squares denote the experimental results in the cases when Eve pas-
sively exploits Alice’s modulation flaws, and the circles denote the results
in the cases when Eve actively introduces modulation errors. The blue
solid shapes denote the experimental final key rates. The red solid shapes
denote the experimental observed δ̂, and the red hollow shapes denote the
experimental δ̄.

has a 44 dB loss when reversely passing these three devices while
the 1550 nm laser has a 67.9 dB loss. Noting that commercial
405 nm lasers can reach a power of several hundred milliwatts or
even higher, it is easy to induce the photorefractive effect from the
outside. In our experiment, Eve modulated a pulse train with 17.6
milliwatts peak power, and the peak power reaching the IM is 0.7
microwatts, which is sufficient to complete our attack.

The photorefractive effect can be accurately controlled by
adjusting the duty ratio, injection duration, and frequency of the
irradiation pulse train. In our experiment, we controlled the duty
ratio and injection duration to precisely introduce bias deviation
as we want. The index change precision depends on the duty ratio,
and the total index change depends on both of these two parame-
ters. The induced-photorefractive technique is divided into two
stages, namely, the “injection stage” and the “stabilizing stage.” In
the injection stage, the irradiation pulse train is injected into Alice’s
IM to change the index and, thus, introduce the bias deviation
we want. In the stabilizing stage, we fine-tune the duty ratio to
counteract the decay behavior of the photorefractive effect [92] for
stabilizing the introduced bias deviation. The process of the laser
injection demonstration is shown in Fig. 6, and the hacking process
is separated into several sets of injection and stabilizing stages.
The areas where the intensities change fast belong to the injection
stages. In these stages, the duty ratio is set as 10% to induce a rapid
intensity change. The areas where the intensities remain stable
belong to the stabilizing stages. In these stages, we reduce and fine-
tune the duty ratio to maintain the bias deviation as we (Eve) want.
We emphasize that it is not necessary to divide the process into so
many stages. The main purpose of the several stabilizing stages is to
show that we have the ability to introduce arbitrary bias deviation
as we want. By fine-tuning the duty ratio and the injection duration
of the ultraviolet pulse train, we successfully introduced a 0.50 rad
DC-bias deviation. As shown in Fig. 5, in this case, the estimated
δ̄ = 75.9%, and the final key rate is 3.8× 10−6 while we observed

Fig. 6. Practically prepared intensities during ultraviolet laser injec-
tion. The black, blue, and red lines denote the variation of the µ, ν, and
ω in the hacking process, respectively. The areas where the intensities
change fast belong to the injection stages. The areas where the intensities
remain stable belong to the stabilizing stages. The variation of signal state
µ is inconspicuous because the signal state is insensitive to modulation
errors [68,69]. The subfigure shows the IM’s response curves. The black
and green lines denote the response curves before and after the injection,
respectively. We can find that the hacking introduces a bias deviation,
which leads to an unexpected intensity change.

that τ = 99.88% and δ̂ = 98.66% so that Eve can obtain almost all
final key bits.

4. DISCUSSION

According to our hacking strategy, we would like to make some
recommendations on the design of future QKD systems with
higher security. (1) An intensity monitor is a potential solution for
avoiding the internal errors and the external attacks. By monitoring
the output intensities, the users may find that the DC-bias has
deviated from the corrected value. Especially, the users may employ
some algorithms to automatically calibrate the DC-bias error.
However, the intensity monitor cannot fix the loophole once for
all because Eve can hack the monitor [26] and she can also develop
a special ultraviolet laser injection strategy to cheat the algorithm.
(2) Comparing the detection statistics with the simulation value
is also a potential solution because users may notice a difference
and abort the protocol. However, our simulation results in Fig. 3
have indicated that small DC-bias deviation can also bring risks.
The users may not distinguish the deviations coming from inac-
curate simulation models, environmental disturbances, and Eve’s
induced-photorefractive technique. (3) A bias-free IM [68] can
efficiently protect QKD systems from this loophole; however, it is
still in the research stage, and the commercial MZI-IM is still the
mainstream for decoy-state modulation. (4) In addition, protective
devices such as bandpass filters, isolators, and circulators can pro-
tect practical systems from this loophole [22,93]. Employing these
devices can effectively protect against the induced-photorefractive
technique. However, the protective devices are not absolutely
secure because some previous works indicated that these devices
can also be damaged by Eve [23,24]. (6) Finally, we suggest that
the devices that are susceptible to Eve’s interference should stay as
far away from Alice’s exit port as possible [94]. Placing insensitive
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optical passive devices near the exit port can efficiently mitigate the
impact of the induced-photorefractive technique.

In summary, we proposed a hacking strategy accompanied by
a theoretical analysis to show the importance of the source-side
security. Our work proves that the modulation errors can practi-
cally threaten the system security since our experiment has indeed
obtained all final key bits with the commonly used devices. In
Supplement 1, we further present a more general hacking strategy
that also threatens other decoy-state protocols.

The detection side is usually regarded as the most fragile part
of QKD systems, and the source-side threats are relatively under-
estimated. In this work, the source-side security is proved to be
non-negligible, and we trust that more countermeasures against
the source-side loopholes would be unearthed in the future.
We hope this work can make people pay more attention to the
source-side security and bring more inspiration for developing new
protocols and techniques to improve the source-side security.
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