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Abstract
Entanglement‐assisted quantum key distribution (QKD) has attracted significant atten-
tion for its ability to provide highly secure wireless systems. This work explores the
employment of quantum teleportation and the quantum Fourier transform (QFT) in
entanglement‐assisted QKD to enhance security. By integrating the concepts of entan-
glement, teleportation, and QFT, the key distribution strategy is significantly improved,
leading to more secure communication. The system has been thoroughly tested for
quantum bit error rate, secure key rate, and reconciliation efficiency. The results show that
this technique outperforms the standard BB84 protocol. Based on their simulations, this
protocol appears to be a promising technique for providing quantum‐level security to
next‐generation wireless communication systems.
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1 | INTRODUCTION

As wireless communication technologies grow, the need for
secure and reliable communication channels becomes
increasingly important. The fifth‐generation (5G) wireless
communication standard offers faster data transfer rates, lower
latency, and increased capacity compared to its predecessors
[1]. However, these advancements also pose new security
challenges, such as interception, malware, and trojans, and
many can interrupt the communication of sensitive informa-
tion [2]. In contrast, classical cryptographic techniques can be
easily defeated by exploiting immense computing power [3]. To
overcome these challenges, researchers are investigating many
cryptographic techniques, such as quantum cryptography, that
utilise the principles of quantum physics due to the increasing
significance of data security [4]. For instance, quantum key
distribution (QKD) is the most well‐known cryptographic
protocol for acquiring absolute security in communication [5,
6]. By utilising the idea of uncertainty derived by Stephen
Wiesner in the early 1970s [7] and photon polarisation, QKD
ensures the information is transmitted only to the receiver. In
the QKD protocol, secure keys are generated and shared

between two parties that are only known to them, and if the
eavesdropper tries to access the keys, that will be identified [8].
Hence, QKD offers unconditional security for communication
by preventing any eavesdropping attempts [9]. Bennett and
Brassard published the most well‐known QKD protocol
(BB84) [10] in 1984, which utilises the idea of the no‐cloning
theorem [11] and Heisenberg's uncertainty principle [4]. In
the BB84 protocol, classical random bits are encoded as single‐
photon polarisation with four random polarisation states. The
first QKD protocol (E91) based on entanglement was pre-
sented by Ekert in 1991 [12]. Quantum entanglement offers
several distinctive properties that can enhance the robustness
of entanglement‐aided QKD systems. Specifically, it assures a
higher level of security in QKD by detecting the presence of an
intruder. Entanglement assists in maintaining correlations over
long distances, and entangled pairs can establish secure chan-
nels between distant parties. Entangled states can perform
error correction and reconciliation, enabling the recovery of
secret keys shared between distant parties. In the E91 protocol
[12], two parties could efficiently share entangled polarised
photons. BBM92 and BB84 protocols employ the concept of
privacy amplification, raw key exchange, and key sifting [13]. In
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the same year, Bennett proposed the B92 protocol [14]. This
system utilises only two non‐orthogonal states, with each state
representing a one‐bit value.

Muller, Breguet, and Gisin showed fibre‐based QKD over
1.1 km using polarisation coding in 1993 [15]. In a separate
development, Townsend, Rarity, and Tapster proposed fibre‐
based QKD over 10 km using phase coding [16]. Over the
years, with development, the transmission distance has sur-
passed 120 km [17]. Another new experimental outcome of
long‐distance continuous‐variable QKD (CV‐QKD) was re-
ported, which successfully transmitted quantum information up
to 202.81 km over an ultralow‐loss optical fibre [18]. In the
experiment, excess noise was controlled efficiently, and effective
reconciliation techniques were employed. Vactor Zapatero et al.
presented a review of device‐independent QKD (DI‐QKD),
which enables the secure exchange of secret keys [19, 20]. DI‐
QKD eliminates quantum hacking threats to which non‐DI‐
QKD protocols are vulnerable. The major QKD protocols in
the literature and their main features are listed in Table 1.

The quantum Internet is another unique concept of
quantum communication networks, which promise improved
security, faster communication speed, and vast network ca-
pacity [28]. The quantum Internet paves the way for various
new applications. As quantum Internet fulfils the requirements
of 6G communication networks, it is expected to work in
tandem with 6G networks [29, 30].

A quantum repeater plays a critical role in transmitting
quantum information over long distances [31]. In quantum
channels, quantum repeaters help to mitigate loss and noise,
which are crucial to building a quantum network. Quantum
repeaters are important to the development of the quantum
Internet. In a recent review, Azuma, Koji, et al. presented the
designs and conceptual frameworks of quantum repeaters [32,
33]. They proposed new kinds of repeaters, such as memory-
less, error‐corrected, and all‐photonic repeaters, and cat-
egorised the repeaters according to the processes employed to
reduce losses and mistakes.

Another quantum concept, namely quantum teleporta-
tion, evolved as an outstanding technique for transferring
qubits without physically moving the particles [34]. It re-
quires both the classical and the quantum resources. Bits are
the classical components, whereas qubits are the quantum
components. Classical resources are transmitted over the
classical channel and quantum resources over the quantum
channel [35]. The study in Ref. [36] demonstrates that
quantum teleportation can transmit qubits up to 500–
1400 km of distance [37, 38]. In the context of QKD,
teleportation might help in establishing entanglement and
securely transmitting quantum states between distant parties.

Despite the potential benefits of entanglement‐assisted
QKD, there is still a lack of understanding about how it can
be effectively implemented and integrated into existing
communication systems. The main idea behind this work is the
incorporation of quantum entanglement and teleportation in
the BB84 QKD protocol. We propose an effective and effi-

cient entanglement‐assisted QKD protocol, which can be used
to strengthen the security of 5G and beyond wireless
communication techniques. There are some recent review ar-
ticles, for example, [37, 39–41], on how QKD and other
quantum mechanical concepts can enhance the security of
next‐generation wireless systems.

This work explores the theoretical underpinnings of
entanglement‐assisted QKD, develops practical implementa-
tion strategies, and evaluates the performance of the proposed
protocol in realistic communication scenarios. We investigate
the effectiveness of using entanglement‐assisted QKD proto-
col for secure next‐generation wireless communication sys-
tems. Furthermore, we compare the proposed protocol with
the existing ones based on metrics such as the secure key rate,
security against attacks, and resistance to noise and errors.

The contributions of this work can be summarised as
follows:

1. We propose an entanglement‐assisted QKD protocol using
quantum teleportation and quantum Fourier transform
(QFT) for the quantum channel. This technique can
enhance the efficiency of entanglement manipulation and
information processing for the proposed cryptographic
protocol.

2. We consider a classical frequency‐selective channel and
employ conventional OFDM‐based communication over
the classical channel.

3. We evaluate the performance of the proposed protocol in
terms of key generation rate, error rate, and mutual infor-
mation between Alice and Bob or Alice and Eve and the
expected number of bits to be spilled in the post‐processing
operations.

The rest of this paper is organised as follows. Section 2
outlines the background materials related to quantum
communication and QKD. Specifically, it describes QKD,
measurements, and entanglement‐aided QKD. Section 3 pro-
vides an overview of the proposed design. This section also
outlines the ideas of quantum Fourier transform, quantum
teleportation, and Eve's interception and re‐transmission
incorporated in the proposed design. The performance met-
rics of the proposed system are described in Section 4, and
Section 5 provides the simulation results and discussion. Sec-
tion 6 outlines the challenges and limitations of implementing
the proposed protocol in real‐world scenarios. Finally, Sec-
tion 7 concludes the article.

2 | BACKGROUND

In this section, we provide a brief introduction to some basic
but useful concepts related to quantum computation, quantum
information theory, and quantum communications. These
preliminaries are essential for understanding the concept of
entanglement‐aided QKD systems.
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2.1 | Quantum bits

Information is expressed differently in classical and quantum
computing. In classical computing, the bit is the fundamental
unit of information with two basic states ‘0’ and ‘1’ to build up
all data. In quantum computing, ‘quantum bit’ or ‘qubit’ is the
fundamental unit of quantum information. One qubit has two
possible states (|0〉 and |1〉), where the notation |ψ〉, often
referred to as the ‘ket’, denotes the quantum states. The general
representation of a single qubit on any state can be expressed
[35, 42] as follows:

jψ〉¼ αj0〉þ βj1〉¼
�

α
β

�

ð1Þ

where |ψ〉 represents the superposition or linear combination
of both |0〉 and |1〉 states [43], α and β are complex numbers
that represent the probability of locating a qubit in state |0〉
and |1〉, and they satisfy jαj2 þ jβj2 ¼ 1, and α, β ≠ 0. A single
qubit of any state can also be represented using a spherical
coordinate system (r, θ, φ) which is denoted as the Bloch
sphere. Any single qubit strategy can be depicted geometrically

on a Bloch sphere. The representation of α and β in Bloch
sphere [44] can be expressed by

jψ〉¼
�

α
β

�

¼

0

B
B
@

cos
θ
2

eiφ sin
θ
2

1

C
C
C
A

ð2Þ

where θ and φ are real numbers. The integers θ and φ denote a
point on the Bloch sphere, which is a three‐dimensional
sphere. The angle θe[0, π] stands for latitude, and φe[0, 2π]
stands for longitude on the Bloch sphere. Using (2), we can
rewrite (1) as follows [35]:

jψ〉¼ cos
�

θ
2

��
�
�
�0〉þ eiφ sin

�
θ
2

��
�
�
�1〉: ð3Þ

Substituting the values of θ ¼ π
2 and φ = 0 in (3), we obtain

the probability of finding a qubit in state |þ〉 as follows:

jψ〉¼ cos
�π
4

��
�
�0〉þ ei:0 sin

�π
4

��
�
�1〉 ð4Þ

TABLE 1 Existing quantum key distribution (QKD) protocols.

Protocol's
name Year Core principle Description

BB84 [10] 1984 Quantum superposition, No‐cloning theorem This protocol uses single‐photon polarisation with four random
polarisation states to encode information. It also uses two
bases—a rectilinear basis and a diagonal basis.

E91 [12] 1991 Quantum entanglement, violation of Bell's inequality This scheme uses entangled polarised photon pairs shared
between two parties.

BBM92 [13] 1992 Quantum entanglement, violation of Bell's inequality It is also an entanglement‐based protocol like E91. It also
employs privacy amplification, raw key exchange, and key
sifting.

B92 [14] 1992 No‐cloning theorem, use of non‐orthogonal states It is a modified version of the BB84 protocol. However, it uses
two polarisation states ð0 ° and 45 ° Þ instead of four states.

SSP [21] 1999 Prepare‐and‐measure, use of six non‐orthogonal states It is also another modified version of the BB84 protocol. It
employs six polarisation states rather than four to represent
the bits.

SARG04 [22] 2004 Remote state preparation It is also another modified version of the BB84 protocol. It uses
laser pulses instead of a single photon source. It provides an
unconditional security at a higher quantum bit error rate
(QBER) under a photon‐number‐splitting (PNS) attack.

COW [23, 24] 2004 Key generation by weak coherent pulses, detection of Eve's interference
by interferometer

It performs at higher data rates with weak coherent pulses. It can
provide higher efficiency in the presence of a PNS attack.

KMB09 [25] 2009 Index transmission error rate (ITER) calculation, long‐distance
communication

The KMB09 protocol employs two orthogonal, mutually
unbiased bases, each encoding either ‘0’ or ‘1’.

S13 [26] 2013 Quantum key swapping It is also an improved version of the BB84 protocol. However, it
employs private reconciliations and asymmetric
cryptography. The main idea behind the protocol is that the
final key length never changes during key exchange.

AK15 [27] 2015 Utilisation of EPR theory in QKD This protocol uses Einstein, Podolsky, and Rosen (EPR) theory,
quantum, and public channels in its four phases of
authentication, transformation, exchanging, and
reconciliation.

AHAMMED and KADIR - 553

 26328925, 2024, 4, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/qtc2.12092, W

iley O
nline L

ibrary on [06/01/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



jψ〉¼
1
ffiffiffi
2
p j0〉þ

1
ffiffiffi
2
p j1〉 ð5Þ

jψ〉¼
j0〉þ j1〉

ffiffiffi
2
p ¼ j þ 〉 ð6Þ

Again, substituting the values of θ ¼ π
2 and φ = π in (3),

the probability of finding a qubit in state |−〉 can be obtained
as follows:

jψ〉¼ cos
�π
4

��
�
�0〉þ ei:π sin

�π
4

��
�
�1〉 ð7Þ

jψ〉¼
1
ffiffiffi
2
p j0〉 −

1
ffiffiffi
2
p j1〉 ð8Þ

jψ〉¼
j0〉 − j1〉

ffiffiffi
2
p ¼ j − 〉 ð9Þ

The graphical representation of a single qubit state's Bloch
sphere is depicted in Figure 1. A single‐qubit register of a
quantum information system can be modelled [35] as follows:

j0〉¼
�
1
0

�

and j1〉¼
�
0
1

�

ð10Þ

For a two‐bit classical system, we will have four states
denoted by 00, 01, 10, and 11. By contrast, in a two‐qubit
quantum information system, there will also be four possible
states represented by |00〉, |01〉, |10〉, and |11〉. These four
possible states can be expressed [45] by the tensor products of
|0〉 ⊗|0〉, |0〉 ⊗|1〉, |1〉 ⊗|0〉, and |1〉 ⊗|1〉.

2.2 | Quantum key distribution

QKD employs the principles of quantum mechanics, for
example, the Heisenberg uncertainty principle and the quan-
tum no‐cloning theorems, to ensure the unconditional security
of quantum cryptography for two communicating parties, for
example, Alice and Bob [46, 47]. The fundamental requirement
of the QKD protocol is that qubits be transmitted using a
public quantum channel with an error rate less than a given
threshold. It is a promising technology for exchanging private
keys securely and mitigating communications against security
threats like eavesdroppers [5]. Therefore, eavesdroppers cannot
obtain the quantum information from qubits without dis-
turbing their states. Some existing QKD protocols include
BB84 [10], E91 [12], B92 [14], SARG04 [22], and others.

BB84 is the first and most widely used QKD protocol
proposed by Bennett and Brassard in 1984 [10]. Rectilinear
basis ð þ Þ and diagonal basis ð � Þ are two basis sequences
used in the BB84 protocol. A rectilinear basis ð þ Þ consists of
horizontal polarisation ð0 ° Þ and vertical polarisation ð90 ° Þ.
Besides, diagonal basis also consists of diagonal polarisation

ð45 ° Þ and anti‐diagonal polarisation ð135 ° Þ. The four states
of polarisation are shown in Figure 2a, and two types of basis
polarisation‐coding are shown in Figure 2b.

Bit‐wise representation for polarisation‐coding of the
BB84 protocol is depicted in Figure 3b.

A basic representation of the BB84 protocol is illustrated in
Figure 3a. The BB84 protocol has two phases—the quantum
channel phase and the classical channel phase. The basic
working procedure of BB84 is as follows where points ð1 − 3Þ
are quantum channel phase and ð4 − 6Þ are classical channel
phase:

1. Alice generates two random bit strings—basis sequence bits
and key bits.

2. She picks each key bit as the fj0〉; j1〉g state if the respective
basis sequence bit is 0 otherwise, she picks the state
in fj þ 〉; j − 〉g.

3. She transmits the encoded states to Bob. Bob generates his
basis sequence bits string. As he does not know about
Alice's basis sequences, Bob measures each qubit in
fj0〉; j1〉g and fj þ 〉; j − 〉g using his basis sequence bits
string.

4. Bob and Alice share their basis sequences.
5. When Bob's estimated basis is different than Alice's basis,

they both scrap key bit from that location.
6. Alice and Bob both check and compare the key bits with

each other. The communication will be aborted if dis-
agreements exceed the threshold number.

2.3 | Heisenberg's uncertainty principle

Heisenberg's uncertainty principle is a fundamental concept in
quantum mechanics. Werner Heisenberg first formulated the
uncertainty principle in 1927 [48]. It states that two physical
properties such as position and momentum cannot be esti-
mated simultaneously. The principle can be mathematically
expressed [48] as follows:

F I GURE 1 Bloch sphere‐based representation of a single qubit state
from (3) [35]. The qubit vector is represented by |ψ〉, while the polar and
the azimuthal angles are denoted by θ and φ, respectively. Each qubit's state
is expressed in terms of x, y, and z coordinates.
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Δx · Δp ≥
ℏ
2

ð11Þ

where Δx and Δp denote the uncertainties in position and
momentum, respectively, and ℏ refers to the reduced Planck's
constant. In quantum communications, the uncertainty prin-
ciple provides the insight that an observer cannot be certain
about what will happen to a closed quantum system—it can
just predict with some probability about some potential out-
comes. This probability is related to the probability associated
with the superposition states mentioned earlier. The principle
has also the significance that, upon measurement, the quantum
state of a particle collapses [39].

2.4 | No‐cloning theorem

No‐cloning theorem is a fundamental concept in quantum
mechanics [11]. According to the theorem, it is impossible to
create an exact copy of an arbitrary unknown quantum state to

its linearity and unitarity. Therefore, any eavesdropper cannot
create a clone of the quantum state to explore data during
transmission.

The phenomenon that the linear combination of all
possible states of a quantum system is also a quantum state of
the system is the underlying cause of the no‐cloning theorem.
To illustrate this, let us consider the two states |0〉, |1〉, and
their superposition state given by |ψ〉 = α|0〉 þ β|1〉. If
cloning is possible, that is, |0〉 can be cloned to |00〉 = |0〉|0〉
and |1〉 to |11〉 = |1〉|1〉, then |ψ〉 should be cloned to α|
00〉 þ β|11〉, where |00〉 = |0〉 ⊗|0〉. However, we have |
ψ〉|ψ〉 = α2|00〉 þ αβ|01〉 þ αβ|10〉 þ β2|00〉. This shows
that cloning is not possible [39].

No‐cloning theorem has significant implications for
quantum information processing and quantum cryptography,
including QKD. The security of QKD relies on the fact that
any attempt by an eavesdropper to clone the transmitted
quantum states would inevitably introduce errors that can be
detected. The no‐cloning theorem contributes to the
information‐theoretic security of QKD. It provides a way to
detect the presence of an eavesdropper with high confidence,
making QKD a promising method for secure communication.

2.5 | Entanglement

Entanglement is probably the most important concept that can
provide enhanced security to a quantum mechanical system.
The idea of ‘entanglement’ dates back to 1935. The predictions
of Einstein, Podolsky, and Rosen (EPR) [49] about the EPR
pair and the concurrent contributions of Erwin Schrödinger
[50, 51] introduced the idea of entanglement. The ‘spooky
action at a distance’ of Einstein or the ‘Verschränkung’ of
Schrödinger is such a powerful idea that the 2022 Nobel Prize
in Physics was awarded to Alain Aspect, John Clauser, and
Anton Zeilinger “for experiments with entangled photons,
establishing the violation of Bell inequalities and pioneering
quantum information science” [52].

Entanglement is a property in quantum mechanics where
two or more particles become intrinsically correlated, even
when they are spaced far apart. These entangled particles
exhibit a specific property—if one particle's state is measured,
the state of the other(s) instantly correlates, regardless of the
distance separating them. This phenomenon helps detect any
eavesdropping attempts in QKD because any interception or
measurement attempt on an entangled particle will alter its
state, indicating tampering [12, 53]. Entanglement is a widely
studied area of research for providing enhanced security in
quantum physics, quantum communication, and quantum
computing.

2.6 | Quantum measurement

Measurement plays a significant role in determining the secu-
rity effectiveness of the key exchange between Alice and Bob.
It is the final step of the QKD protocol, where Bob performs

F I GURE 2 (a) Four states of polarisation ðiÞ horizontal polarisation,
0 ° ðiiÞ vertical polarisation, 90°, ðiiiÞ diagonal polarisation, 45°, and ðivÞ anti‐
diagonal polarisation, 135°. (b) Two types of the basis for encoding purpose
ðiÞ rectilinear basis ð þ Þ, and ðiiÞ diagonal basis ð � Þ.

F I GURE 3 (a) Illustration of the principles of the BB84 quantum key
distribution (QKD) protocol [10]. (b) Bit‐wise representation for
polarisation‐coding of the BB84 protocol.
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measurements of the received quantum states to measure the
bits. The received quantum states are encoded with two
orthogonal bases, namely the rectilinear basis (|0〉 and |1〉)
and the diagonal basis fj þ 〉; j − 〉g.

After receiving the transmitted bases of Alice from the
quantum channel, Bob will try to decode the state and retrieve
the actual key bits from the transmitted bases. For this pro-
cedure, Bob randomly generates the basis selection bits as
Alice has generated for obtaining maximally entangled states.
Bob is unaware of whether measurements are deterministic or
made using the same methodology as Alice's. Bob selects the
bases at random to measure the quantum states. In the recti-
linear basis, Bob measures quantum states using the fj0〉; j1〉g
basis. On the other hand, on a diagonal basis, he measures
quantum states using the fj þ 〉; j − 〉g. Bob will, on average,
be fortunate and choose the same quantum state as Eve. In
this instance, the bits obtained from his measurement will
match the bits Alice supplied. But the other half of the time,
he will be unlucky and select the state that Alice did not use.
In this instance, only 50% of the time, the bit produced by his
measurement will match the bit transmitted by Alice. If he
selects the correct basis, the measured bits will be decoded
with the highest probability. Bob currently possesses a binary
sequence of key bits resulting from all these measure-
ments [54].

2.7 | Entanglement‐assisted quantum key
distribution

An entangled qubit is one whose quantum states cannot be
represented independently and separately. Entanglement has
been broadly used in QKD. Entanglement has been used to
identify the existence of eavesdroppers and generate a secret
key. In the entanglement‐based QKD version, Alice and Bob
share a special entangled state that allows them to obtain
perfectly correlated bits upon measuring their half of the state.
We will see how they can construct such a state, how they can
check whether they were successful, and how they can detect
Eve's attempted attack.

In the entanglement‐based protocol [12, 13], Alice and Bob
create a special entangled state by sharing between two‐qubit
resisters, which is a superposition of states, also called Bell
state, for example, (|00〉 and |11〉). In a Bell state, one qubit is
correlated with another such that the state of another qubit can
dictate one qubit. John Bell investigated the concept of
entanglement in 1964 [55], and ‘Bell State’ was named to
commemorate his contribution. The concept of the Bell states
and the relevant quantum information processing are essential
for the QKD system. There are four maximally entangled Bell
states that form an orthogonal basis of quantum states [56] as
given by

jΦ�〉¼
1
ffiffiffi
2
p ðj00〉� j11〉Þ ð12Þ

jΨ�〉¼
1
ffiffiffi
2
p ðj01〉� j10〉Þ; ð13Þ

where |Φ�〉 and |Ψ�〉 are called the Einstein, Podolsky, and
Rosen (EPR) pairs [49], which are the most widely used system
that provides entanglement between two qubits. Alice first
randomly generates two bits sequences, that is, (“0” and “1”).
One is the generated key sequence and another is the Alice
basis selection sequence. Alice then generates maximally
entangled quantum states using those basis selection and key
sequences. For instance, if the basis selection sequence is 0 and
the key sequence is 0, then the maximally entangled state jBs00〉
can be written as follows:

jBs00〉¼
1
ffiffiffi
2
p ðj00〉þ j11〉Þ ð14Þ

Similarly, the maximally entangled states corresponding to
the other basis and key sequences can be expressed as follows:

jBs01〉¼
1
ffiffiffi
2
p ðj01〉þ j10〉Þ ð15Þ

jBs10〉¼
1
ffiffiffi
2
p ðj00〉 − j11〉Þ ð16Þ

jBs11〉¼
1
ffiffiffi
2
p ðj01〉 − j10〉Þ: ð17Þ

In the above‐mentioned equations, maximally entangled
states jBs00〉, jBs10〉, and jBs01〉, jBs11〉 are conjugate pairs.

We note at this point that entanglement‐assisted QKD
requires an appropriate access technology as well as appro-
priate physical channels [39, 57].

2.8 | Quantum decoherence and fidelity

Quantum decoherence refers to the loss of quantum coherence
in the quantum states of particles used for encoding infor-
mation. Due to environmental factors, gradual decay of the
states of a quantum system occurs which is defined as deco-
herence. Usually, the state of a quantum system is represented
by its density matrix ρ and the matrix is crucial for describing
mixed states and quantum operations. Quantum decoherence
influences the evolution of the density matrix over time, [35].

The degree of quantum decoherence can be quantified in
terms of the ‘fidelity’ of the system. Fidelity measures the
similarity between the ideal quantum state and the actual state,
as described by the density matrix. It is calculated as the
overlap between the states and ranges from 0 to 1, with higher
values indicating better fidelity.

Mathematically, the fidelity between two quantum states
whose density matrices are ρ and σ can be expressed [35, 58] as
follows:
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Fðρ; σÞ ¼
h
tr
� ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

ffiffiffi
ρ
p

σ
ffiffiffi
ρ
p

q �i2
; ð18Þ

where tr (⋅) represents the trace operator.
The fidelity defined by (18) can be seen as a measure of the

overlap between the initial quantum state |ψi〉〈ψi| and the
decoherent state |ψ〉〈ψ| of an entangled system. Considering
the states as pure states, the fidelity is given [58] by
F ¼

�
�〈ψ ijψ〉

�
�2. In a QKD protocol, environmental interactions

result in decoherence, which negatively impacts the fidelity of
quantum states.

3 | PROTOCOL DESIGN

This section provides an overview of the proposed
teleportation‐based and entanglement‐aided QKD protocol.
The proposed entanglement‐assisted QKD protocol has the
potential to provide secure wireless communications between
two participants, Alice and Bob. The system is intended to
guarantee the confidentiality and integrity of data transmission
in next‐generation wireless systems. The overall block diagram
of the entanglement‐assisted QKD is shown in Figure 4, and
the block diagram of the post‐processing operations is depic-
ted in Figure 5. The proposed protocol is similar to the BB84
protocol—however, it employs the entanglement as used by
Ekert [12] and follows the ideas of Bennett et al. [13].

As illustrated in Figure 4, Alice encodes quantum states
using basis and key sequences. She employs a teleportation‐
inspired strategy for the encoding [57]. She utilises half of
the third‐party‐distributed entangled particles (e.g., EPR pairs)
as a resource for quantum communication. Alice applies the
quantum Fourier transform (QFT) to the encoded quantum
states. After that, Alice teleports the entangled states to Bob.
This can be for a long distance without requiring the trans-
mission of physical components, albeit the environmental
imperfections are modelled by a quantum channel. We note
that faster‐than‐light communication is still not possible
because the communication of basis and the measurement
outcomes occur over the classical channel.

Bob, on the other side, has the Alice‐teleported quantum
entangled states. He first employs channel equalisation on the
teleported quantum states. The quantum channel equalisation
[59] differs significantly from the classical channel equalisation.
Following quantum channel equalisation, he uses inverse QFT
(IQFT) operations to transform the basis back into the original
basis. This step ensures that both Alice and Bob are using the
same basis for further processing. Then, he measures the
received quantum states and records the measurement out-
comes. After that, both Alice and Bob perform a post‐
processing operation on the classical channel.

The post‐processing strategy is shown in Figure 5, which is
essential for improving the security and dependability of the
shared key. It is carried out over a classical channel to verify the
protocol's security. The postprocessing operation is composed
of several key components, such as key sifting, error correc-
tion, reconciliation, and security analysis [60]. First, key‐sifting

enhances the security of the protocol by bit‐sifting the raw key
[61]. Then, error correction fixes transmission errors and
guarantees the accuracy of the key. After that, Alice and Bob
perform reconciliation to align their keys. In the reconciliation
process, the difference between keys is identified and fixed,
along with any mistakes or eavesdropping [60]. The protocol's
security is evaluated in the final step of the process to deter-
mine whether the communication is secure or not for further
improvement.

F I GURE 4 Overall block diagram of the proposed entanglement‐
assisted quantum key distribution (QKD) protocol. Alice prepares and
teleports quantum information to Bob. Quantum Fourier transform (QFT)
and inverse quantum Fourier transform (IQFT)‐based basis transformation
are employed for strengthening security. During transmission over the
quantum channel, Eve tries to access the information. Bob measures Alice's
quantum information and shares the measurement outcomes over a
classical channel. Mismatch in measurement outcomes alerts the
interception of Eve.

F I GURE 5 Block diagram of the post‐processing operations.
Proposed post‐processing operations include sifting, error correction,
reconciliation, and security analysis. These operations are conducted over a
classical channel.
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3.1 | Quantum teleportation and its use in
the proposed protocol

Quantum teleportation is a technique to transfer a qubit's
quantum state without physically moving it. In teleportation,
two particles set apart share the same quantum state even at a
long distance. Entanglement is essential in quantum telepor-
tation. The basic working procedure of quantum teleportation
[62] may be briefly described as follows:

� Alice has a qubit, |ψ〉, and she teleports the qubit to Bob
which is entangled with the state, for instance, Bs00 and

jψ〉¼ αj0〉þ βj1〉 ð19Þ

where α and β are two complex numbers, and they satisfy the
relation jαj2 þ jβj2 ¼ 1. We have

jψ〉¼ jψ〉 ⊗ jBs00〉 ð20Þ

This may come from an EPR source, and Alice may share
this with Bob.

� Bob receives the entangled qubits shared by Alice. He does
not know the quantum state of the qubits.

� Bob adopts Bell state measurement based on the received
qubit and classical information sent by Alice over the clas-
sical channel. Bob checks which state collapses with the
measurement.

The graphical representation of the quantum teleportation
circuit or (20) is illustrated in Figure 6.

We have adopted the basic procedure of the quantum
teleportation technique in our entanglement‐assisted QKD.
Kronecker tensor product is applied to a maximally entangled
state and randomly generated qubit which produces a density
matrix [39]. After that, the controlled‐NOT gate or CNOT
gate is adopted on our density matrix. CNOT is a quantum
gate that can entangle two qubits, and their state will be
correlated. CNOT gate is applied to the density matrix,
resulting in entangled qubits:

CNOT¼

2

6
6
4

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

3

7
7
5 ð21Þ

After that, the Hadamard gate is applied to our resulting
density matrix. The Hadamard gate is also a quantum gate that
can perform a Hadamard transform (a unitary operation that
creates superpositions of states) on a qubit.

H ¼
1
ffiffiffi
2
p

�
1 1
1 −1

�

ð22Þ

3.2 | Quantum Fourier transform in the
proposed scheme

Quantum Fourier transform (QFT) is a fundamental quantum
technique that is used in a variety of quantum methods,
including Shor's algorithm for integer factoring and the
quantum phase estimation algorithm. As already mentioned
before, the Bell state is a maximally entangled two‐qubit state
that is useful in quantum communication and quantum
computation such as factoring large numbers and searching
unsorted databases [63]. Depending on the situation, applying
the QFT to a Bell state can have numerous advantages. One
possible advantage is that it can construct a superposition of all
conceivable values of the Bell state's entanglement parameter.
This superposition can subsequently be employed in quantum
algorithms such as quantum teleportation and quantum error
correction [64, 65]. Therefore, we have applied QFT to the
entangled Bell state and passed it across the quantum channel.
We can express the QFT [66, 67] by

jq〉 →
1
ffiffiffiffiffi
2d
p

Xð2
d−1

c¼0

��
e
2πi
2d

�u:c
jx〉 ð23Þ

where input quantum states are |x〉 = |x1x2 … xd〉, output
quantum states are |q〉 = |q1q2 … qd〉, and number of qubits
is d, and u = 0, 1, 2, …., (2d − 1).

Equation (23) can be rewritten [68] as follows:

jq1q2:qd〉 →
� �
�0〉þ e2πi0:qd j1〉

�

2d2
⊗ … ⊗

� �
�0〉þ e2πi0:q1q2…qd j1〉

�

2d2
ð24Þ

Equation (24) defines that Θðn2Þ quantum gates are
required for implementing a QFT circuit. For each qubit, a
Hadamard gate is implemented to induce phase at 0 or π. The
phase shift is controlled according to the prior qubits.
Furthermore, the IQFT is executed by reversing each quantum
gate. The protocol's primary structure remains intact for uti-
lising QFT instead of random π

2 phase shift as an encryption
technique [68]. The predetermined sequence of execution
helps to ensure the security of our proposed system.

F I GURE 6 Quantum teleportation circuit [35], comprising Hadamard
gates H, Pauli‐X and Z gates, the input Bell state jBs00〉 and input quantum
state |ψ〉.
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QFT enhances the efficiency of entanglement manipulation
and information processing in the proposed system, aiding in
the implementation of more advanced cryptographic protocols
[69]. QFT can be used as a building block of entanglement in a
QKD system [70]. As shown in Figure 4, QFT in the sender
(Alice) and IQFT in the receiver (Bob) can utilise basis
transformation, thereby providing more resilience to eaves-
dropping. QFT is also capable of mitigating the error in a noisy
channel [69]. In the proposed scheme, QFT is used for
detecting basis mismatches, thereby improving the security of
the QKD system.

3.3 | Quantum channel employed in the
scheme

A quantum channel is used for transmitting quantum infor-
mation. In classical communication, classical information
expressed by ‘0’ or ‘1’ is transmitted through the classical
channel, whereas quantum information in terms of qubits is
sent over the quantum channels. The qubits can also be of
multiple states.

3.3.1 | Depolarising channel

A depolarising channel can lead to a quantum state, typically
to a mixed state. This means that it has a classical probability
distribution over pure states. It is typically some sort of noise
imposed in the quantum domain and may be mathematically
represented as a perfectly positive, trace‐preserving map from
one density matrix to another. In a depolarising channel, a
bit‐flip error, phase‐flip error, or bit‐phase‐flip error can
occur at equal probabilities. The noise arises due to the
climate changes in the free space [71]. The depolarising
quantum channel can be mathematically expressed [35] as
follows:

Dρ ¼ ð1 − rÞρd þ
r
3
�
X ρdX þ Y ρdY þ ZρdZ

�
ð25Þ

where ρd = |ψ〉〈ψ| is the probability density operator and r
denotes the depolarising parameter or error probability. The X,
Y and Z are three Pauli gates. The operator X is a NOT gate. A
phase shift of π radian is applied by the Z operator, and the
operator Y is the combination of X and Z. Each of the op-
erators X,Y and Z is applied with a probability of r

3.

X ¼

2

4
0 1

1 0

#

Y ¼

2

4
0 −i

i 0

#

Z ¼

2

4
1 0

0 −1

#

ð26Þ

We can redefine the quantum depolarising channel for our
proposed system [35] according to (25) as follows

Dρ ¼ ð1 − rÞρd þ
rI8
2

ð27Þ

where I8 is a 8 � 8 unit matrix, ρd denotes the original states of
Alice, r denotes the depolarisation probability, and ð1 − rÞ
represents the probability of unchanged states.

3.4 | Classical channel

The classical channel in QKD is used for public communica-
tion between Alice and Bob for transmitting classical
information—measurement outcomes, corrections, control, or
synchronisation signals. Alice and Bob need to establish a
connection to share their basis even in the presence of Eve.
This exchange of information is essential for establishing a
secure link.

Bob obtains the measured key bits after measuring the
received qubit states. After that, Alice and Bob share their basis
sequences. When Bob's basis is different from Alice's basis,
they both sift the measured key bit. In this step, various types
of classical channels can be adopted [72]. In the proposed
protocol, various wireless or optical communication strategies
may be adopted. We have considered the orthogonal frequency
division multiplexing (OFDM)‐based Rayleigh fading channel
for our investigations. However, other modulation methods,
for example, universal filtered multi‐carrier (UFMC), general-
ised frequency division multiplexing (GFDM) etc., or an op-
tical communication method can be adopted.

3.5 | Eve's interception and re‐transmission
in the proposed protocol

In QKD, it is very important to exchange keys between parties
without any intrusion. In QKD, including the BB84 protocol,
eavesdroppers, also known as ‘Eve’, are one of the most sig-
nificant security threats. Eavesdroppers intrude during trans-
mission and gather information about quantum states without
detection. As a result, it disrupts the process of distributing
keys [73]. Eve can employ various types of techniques to
intrude, including photon absorption, re‐transmission, and the
creation of replicas of the intercepted photons for future
measurement [74, 75].

3.5.1 | Eve's measurement

After intercepting the quantum states, Eve measures Alice's
states in the quantum channel first before sending them to Bob
to extract encoded information from quantum states. Eve can
select to measure the intercepted photons on either a recti-
linear or diagonal basis. Since Eve is unaware of Alice's qubit
states, the basis sequences are generated [75], and the proba-
bility of correctly predicting the states is 25%.
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3.5.2 | Detection of Eve's presence

As already mentioned above, Eve selects the basis randomly
based on Heisenberg's uncertainty principle and no‐cloning
theorem, and the measurements disrupt the quantum states
and introduce errors in communication [73, 75, 76]. As a result,
Eve's intrusion will be detected or identified in the reconcili-
ation process. If the error rate exceeds the threshold value,
then the intrusion can be ascertained. Under these circum-
stances, the compromised key will be discarded, and the
communication will be aborted.

3.6 | The proposed method for secure
wireless systems

The proposed QKD protocol offers a promising solution for
providing enhanced security to next‐generation wireless sys-
tems. As wireless communication systems evolve, quantum
technologies such as entangled QKD with teleportation can
play a crucial role in securing the information exchanged over
these networks. Quantum security mechanisms provide a
future‐proof solution against potential threats posed by
quantum computers, which could compromise classical cryp-
tographic systems.

As a key enabler of the sixth generation (6G) wireless
system, quantum communication will harness the properties of
entangled photons to provide secure communication across
any distance [37, 40]. Mainly, three types of quantum‐secured
communication systems are envisioned for 6G and beyond
wireless systems—quantum‐secured direct communication
(QSDC), quantum‐secured indirect communication (QSIC),
and QKD [37, 39, 77]. Among the three, QKD is the most‐
researched type of the communication method, where the se-
cret key allocated by QKD is used to encrypt the classical
information, and the resulting ciphertext is transmitted to the
receiver.

QKD protocols differ based on the principles, techniques,
and resources they use. The proposed protocol provides se-
curity for next‐generation wireless systems through a combi-
nation of quantum principles and cryptographic techniques.
Specifically, entanglement forms the foundation for quantum
communication. Entangled particles exhibit correlations that
are stronger than any classical correlations, allowing for the
creation of secure quantum keys. Additionally, quantum tele-
portation enables the secure transfer of quantum states over
long distances without physically transmitting the particles.
This is crucial for next‐generation wireless systems where
communication spans large geographical areas. Furthermore,
QFT provides an efficient way to perform basis trans-
formations in the quantum domain. In the context of QKD,
QFT facilitates the conversion of quantum states between
different bases, enhancing the security of the key distribution
process. The performance of the QKD protocol is improved
in a noisy channel due to the employment of QFT because
QFT provides increased robustness against all types of

operational errors—bit‐flip, phase‐flip, and phase‐change er-
ror [69].

With the increasing number of users and to cater to the
user demands, new enabling technologies for the 6G are
being developed at a breathtaking speed. The proposed
QKD protocol offers a powerful and secure method for
exchanging cryptographic keys in the context of 6G tech-
nologies incorporating terahertz (THz) communication,
reconfigurable intelligent surfaces (RIS), joint sensing and
communications, multi‐carrier modulation, and non‐
orthogonal multiple access (NOMA) [40]. The designs of
the QKD algorithms proposed for these systems can be
found in Refs. [37, 78–81]. Exploiting entanglement with the
aid of the proposed design may also ensure the security of
the key exchange process. Thus, the proposed QKD pro-
tocol remains a vital component in safeguarding the integrity
of communication channels against emerging cyber threats.
Since the proposed protocol allows users to share quantum
information without observing it, a quantum Internet might
be useful for establishing global cooperation in quantum
computation [57].

4 | PERFORMANCE METRICS

In this section, we provide a brief description of the perfor-
mance metrics used for the investigation of the proposed
quantum communication scheme. Specifically, the perfor-
mance metrics are the quantum bit error rate (QBER), secure
key rate (SKR), reconciliation efficiency, the lower bound of
security, and the conventional bit error rate (BER) of classical
communication systems.

4.1 | Quantum bit error rate

In a QKD‐based quantum communication system, QBER
refers to the transmission quality of the signal received. QBER
is the ratio of error qubits to the total number of qubits sent
[82]. Lower QBER implies that the transmission is reliable and
the receiver receives transmitted quantum information
correctly. By contrast, higher QBER represents significant er-
rors during communication which may result in corrupted and
incorrect information. Therefore, the conservation of lower
QBER is of utmost importance [83] for the successive
communication of quantum information.

Following the measurement of received states in a QKD
system, Bob responds to Alice over a classical channel to be
sure that his measured key sequences are the same as those of
Alice. By computing QBER, it can be detected whether
eavesdropping has occurred. If the QBER is higher than the
maximum accepted rate, the communication will terminate.
The QBER in the presence of Eve's interception can be
expressed [84] as follows:

QBER ¼ eEveð1 − echÞ þ echð1 − eEveÞ; ð28Þ
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where ech denotes the error probability of the channel and eEve
represents the error probability due to Eve's interception.
When there is no interception of Eve, Eve's attack level can be
expressed by I¼ 0, and the QBER will be ech.

In our proposed system, we have computed QBER for
simulating QBER performance for various parameters and
also done numerical analysis. QBER is calculated in the post‐
processing scheme. Several processes take place in our sys-
tem, such as sifting, discarding missed matches, error counting,
and finally QBER calculation.

4.2 | Secure key rate

The secure key rate (SKR) of a quantum information system
can be defined by the ratio of the secret key length to the
number of signals sent through the channel while two parties
are communicating in the presence of eavesdroppers. That
means that SKR can be expressed as the proportion of secure
key length to the number of signals that pass through the
channel [85]. The secure key rate without Eve's attack can be
computed in terms of the QBER in an asymptotic scenario
[86] as follows:

Ksr ¼ 1 − HðQBERÞ; ð29Þ

where Ksr denotes the SKR, and H refers to the binary entropy
function.

4.3 | Lower bound of security and
reconciliation efficiency

The lower bound of security is a security measure of QKD
when the mutual information of Alice and Bob IðAlice ; BobÞ
is higher than the mutual information of Alice and Eve
IðAlice ; BobÞ [86, 87].

The mutual information of Alice and Bob [84] is given by

IðAlice ; BobÞ ¼HðAliceÞ − HðAlice jBobÞ; ð30Þ

where HðAliceÞ ¼ 1 and HðAlice j BobÞ are the Shannon
entropy between Alice and Bob which is the QBER from (28).
Therefore, substituting the value of HðAliceÞ in (30), we have

IðAlice ; BobÞ ¼ 1 − HðQBERÞ: ð31Þ

Accordingly, the mutual information of Alice and Eve may
be written as follows:

IðAlice ; EveÞ ¼ 1 − H
�
1
2

− eEve
�

: ð32Þ

Hence, the lower bound of security can be expressed as
[86] follows:

Lbs : IðAlice ; EveÞ < IðAlice ; BobÞ ð33Þ

Lbs : 1 − HðQBERÞ > 1 − H
�
1
2

− eEve
�

ð34Þ

Lbs : HðQBERÞ < H
�
1
2

− eEve
�

ð35Þ

Equation (35) can be further simplified as [84] follows:

Lbs : r <
4ð1 − IÞ

3ð2 − IÞ
: ð36Þ

It is apparent from (36) that by decreasing the depolarising
parameter r, the lower bound of security can be obtained.

On the other hand, reconciliation refers to the error
correction operation carried out through a public channel. In
reconciliation, the error between the generated key and the
received keys is resolved. Reconciliation efficiency or the error
correction capability directly impacts the overall performance
of the QKD system in terms of both key generation rate and
error rate [35]. Several factors including the QBER, Eve's
attack level, target SKR, and security level influence the lower
bound of reconciliation efficiency. To calculate the lower
bound of reconciliation efficiency ηlb, we need to compute the
target SKR Ktr and the theoretical SKR Kth first.

The theoretical secret key rate Kth is the difference be-
tween I(Alice; Bob) and I(Alice; Eve) [84].

Kth ¼H
�
1
2

− eEve
�

− HðQBERÞ: ð37Þ

If the theoretical secret key rate is greater than the user‐
defined target secret key rate, we can obtain the reconcilia-
tion efficiency. Otherwise, the depolarisation parameter will
need to be decreased. The lower bound of reconciliation ef-
ficiency can be expressed [84] as follows:

ηlb ¼HðQBERÞ
1
2 − eEve
Ktr

: ð38Þ

For post‐processing reconciliation protocols, the value of
ηlb is less than 1.

4.4 | Bit error rate of classical channel

The classical communication channel is used to transmit the
measured bits. For our investigations, we have used an OFDM‐
based communication system over a Rayleigh fading wireless
channel for the transmission of the measured bits. We have
also simulated the BER performance of the classical channel as
a function of the channel's signal‐to‐noise ratio (SNR).
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5 | SIMULATION RESULTS AND
DISCUSSION

In this section, we discuss the simulated performances of the
proposed system and compare it to the existing methods. We
have used MATLAB 2019a for our simulations to measure the
performance.

Figure 7 shows the QBER performance of the
entanglement‐assisted QKD system with and without Eve's
interception. The QBER performance of the proposed pro-
tocol is also shown in Figure 7, where the QBER is measured
with different depolarising parameters, r using (28). We also
compare the QBER of the proposed protocol with that of the
EnQuad [84] system. According to Figure 7, the QBER de-
creases significantly as the SNR of the classical increases in
both scenarios. Furthermore, we also observe that the pro-
posed protocol outperforms EnQuad. As expected, the QBER
performance without the presence of Eve's interception is
better than that with Eve's interception.

Figure 8 shows both SKR and QBER performance of the
proposed scheme for different Eve attack levels I. SKR is
evaluated using (29) and (37), where QBER is required for
obtaining a value of the corresponding SKR. In Figure 8 the
SKR and QBER performance is shown for the proposed
protocol and that of the EnQuad. As observed from Figure 8,
there is an inverse relationship between the SKR and the
QBER performances. That means that as the QBER increases,
the SKR decreases significantly in both scenarios.

To investigate the SKR versus QBER performance as
depicted in Figure 8, we use the binary entropy‐related equa-
tions (29) and (37). As another theoretical benchmark, the
achievable SKR can be expressed for the BB84 protocol with
two equiprobable states as [86]:

Ksr ¼ −log2

�
1
2

�

1þ 2
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

ð1 − QBERÞQBER

q ��

; ð39Þ

where Ksr and QBER denote the SKR and QBER, respectively.
This analytical performance is also shown in Figure 8 as a
benchmark for this performance results. We see that the nu-
merical results for the proposed scheme have a similar rela-
tionship to the BB84 protocol. However, the SKR of the
proposed protocol as dictated by (29) and (37) has a higher
value than that of the BB84 given by (39) for all the QBER
values.

Figure 9 depicts the SKR and the QBER performance
against the signal‐to‐noise ratio (SNR) of the proposed scheme
in a single plot. As expected, when the SNR of the classical
channel increases, the SKR also increases and, QBER de-
creases. This is because a higher SNR means that the quantum
information is less likely to be corrupted by noise. Therefore,
QBER will decrease and SKR will increase. A higher QBER
refers to more detection errors, which indicates that secure key
extraction becomes more complicated.

Figure 10 depicts the BER performance for transmitting
basis sequences between Alice and Bob over a Rayleigh fading

F I GURE 7 Quantum bit error rate (QBER) performance of
entanglement‐assisted quantum key distribution (QKD) system for various
levels of Eve's attack and different depolarising parameters.
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F I GURE 8 Performance between secure key rate (SKR) and quantum
bit error rate (QBER) for different Eve attack levels.

F I GURE 9 The secure key rate (SKR) and quantum bit error rate
(QBER) performance of the proposed protocol in a single plot.
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channel for different depolarising parameters r and Eve attack
levels I. Figure 10 shows that BER decreases as SNR in-
creases. The BER performance is consistent across all depo-
larising parameters and Eve attack levels since the basis
sequences are sent through the same classical channel param-
eters. It is plausible that the BER performance of the classical
channel indicated by Figure 10 will remain unaffected by Eve's
attack and the quantum channel parameters.

Table 2 shows the numerical results for the proposed
entanglement‐assisted QKD system. Table 2 also compares the
performance of the proposed protocol with that of the BB84
protocol simulator EnQuad [84]. The number of photons,
depolarising parameters, and Eve's attack levels of the pro-
posed scheme have been considered. The security level rep-
resents whether the scheme is secure from Eve's interception
or not. If the communication is secure, the post‐processing
scheme is continued—otherwise, the communication is
terminated.

In a nutshell, our simulations compare the entanglement‐
and teleportation‐aided protocol with the relevant QKD pro-
tocols regarding SKR, QBER, security against attacks, and
resistance to noise and errors. The results promise improved
SKR, increased security against attacks, and improved resil-
ience against noise.

6 | CHALLENGES AND LIMITATIONS
OF THE PROPOSED PROTOCOL

The proposed QKD protocol offers remarkable security
promises—however, its implementation in real‐world scenarios
poses a range of significant challenges. The major challenges
and limitations are outlined below.

1. Decoherence and noise: It is technically challenging to
generate and distribute fully entangled qubit pairs over a
long distance due to environmental noise and decoherence.

As already described in Section 2.8, decoherence refers to
the phenomenon of the quantum system's interaction with
its environment and the consequent collapse of its quantum
state and loss of its entanglement. Moreover, QKD is more
sensitive to noise [88]; therefore, the entangled state's fi-
delity can be reduced significantly due to quantum channel
noise. Additionally, the practical implementation of
teleportation‐aided QKD will face challenges, such as
various imperfections, scattering, background noise, tem-
perature fluctuations, vibrations, etc [89]. The proposed
protocol employs quantum teleportation, which might
reduce these deleterious effects. However, it remains sus-
ceptible to external noise and interference, particularly
during the creation of entangled states and measurement
processes. Mitigating these effects is crucial for maintaining
the fidelity of the quantum states [37].

2. Typical Distance: Optical fibre is the primary medium for
QKD and a measurement‐device‐independent fibre‐based
QKD is shown to support a 404 km distance [90].
Advanced quantum repeaters may be used to increase the
distance [32]. Entanglement‐aided QKD is demonstrated to
provide wireless security up to a distance of 1000 km [37].
However, the proposed protocol uses quantum teleporta-
tion and QFT. Consequently, key distribution at a longer
distance might be possible—however, considering the
limited distance due to the classical channel communica-
tion, enormously long‐distance communication might not
be feasible.

3. Device miniaturisation: The miniaturisation of quantum
devices is a real‐world challenge for the proposed scheme.
Chip‐scale miniaturisation is a requirement to provide
quantum security for next‐generation smartphones, wrist-
watches, and tablets [37]. Low‐cost mass production of the
chip‐scale QKD relying on the proposed protocol is a
practical challenge [91].

4. Quantum memory: Efficient and reliable quantum mem-
ories can store entangled quantum states for a long time
[92]. However, according to the requirement, there is a
scarcity of appropriate quantum memories to develop
QKD protocols. Moreover, existing quantum memories
have issues with narrow storage times for essential pro-
cessing. For this reason, quantum communication systems
cannot be feasible.

5. Synergy between Classical and Quantum communications:
For the proper functioning of the protocol, the quantum
and the classical system must co‐exist. The quantum op-
erations must require assistance from classical communi-
cation for sharing important information. Quantum
operations are comparatively more fragile, and a quantum‐
classical synergy is essential to protect the system from
attacks against, for example, quantum repeaters [39, 93].

In addition to the above‐mentioned practical challenges
and limitations, there are some other implementation chal-
lenges of the proposed scheme. For example, the generation of
entangled qubits or EPR pais, the reduction of the complexity
associated with the QFT and IQFT implementation, and the

F I GURE 1 0 Bit error rate (BER) performance for transmitting basis
sequences over the classical channel for different depolarising parameters
and Eve's attack levels.
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cost‐effectiveness are some of the potential challenges. The
standardisation of the associated protocols, components, and
infrastructure has to be promoted to facilitate interoperability
and scalability [91, 94].

7 | CONCLUSION

An entanglement‐assisted and teleportation‐inspired QKD
system has been conceived to provide security in wireless
systems. By leveraging the unique properties of quantum
entanglement and quantum teleportation, this system com-
bines classical and quantum technologies to enhance its effi-
cacy and practicality. The proposed system incorporates
OFDM modulation in the classical channel to exchange
measured data. The system has been thoroughly evaluated
using numerical simulations to examine key metrics such as
QBER, BER, SKR, and reconciliation efficiency. The simula-
tion results have been compared with those using the BB84
protocol simulator EnQuad [84]. The results have demon-
strated the system's robustness against quantum noise and
classical interference. To further enhance the system's effi-
ciency and security, extensive experiments and exploration of
alternative quantum channels can be conducted. Additionally,
more sophisticated error correction techniques can be devel-
oped to improve reconciliation efficiency. Overall, this study
has significant potential in ensuring the confidentiality and
integrity of data transmission in an increasingly interconnected
world.
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