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Abstract. Quantum key distribution is a technology that promises unconditional security for
protecting data. However, despite being based on the laws of quantum physics, its practical
implementation may have critical vulnerabilities. One way to address this is to passively prepare
quantum states. In our work, we demonstrate a passive optical scheme for the BB84 protocol
with polarization encoding. We use a finite-difference time-domain method to simulate the
elements of this scheme on the silicon nitride platform. Our simulations suggest that the polari-
zation extinction ratio will be more than 20 dB, which will allow for the generation of quantum
states with a QBER (quantum bit error rate) of less than 1%.
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Abstract. KBaHTOBO€ pacnpeeeHre KIoUeid — 3TO TEXHOJIOTHS, KOTOpast MOXeT 00eCTIeYnThb
0e3yCIIOBHYIO 3allMUTy JaHHBIX. OQHAKO, MpaKTUYeCcKas peaanu3alusl yCTPOUCTB, OCHOBAHHBIX
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Ha 3aKOHAX KBAHTOBOM (DM3MKHU, MOXET UMETh KPUTUYECKHUE YSI3BUMOCTU. OIHUM U3 CIIOCOO0B
YCTpaHEHMST YSI3BUMOCTEI SIBIISICTCSI peaju3alivsl IMacCUBHOIO IIPMIOTOBJICHMSI KBaHTOBBIX
cocTosiHWii. B Halueil paboTe Mbl Ipe/ularaeM MAcCHBHYIO ONTUYECKYIO CXeMy IIPOTOKOJa
BB84 ¢ monsgpusalmoHHbIM KoaupoBaHueM. I1py momMoliu MeTONOB KOHEYHOU pa3HOCTU BO
BpPEMEHHOIT 00JTaCT!, MBI TIPOBEIN MOACIMPOBAHNE 3JICMEHTOB CXeMBI Ha TTaThopMe HUTPUI
KpemHUs. PesynrbTaThl MomeaMpoBaHMs ITOKA3ajMd OICHKY ITOJSIPU3aIUOHHON 3KCTUHKIINU
6ouee uem 20 1B, uTO MOXET 006ECIIEUUTH IPUTOTOBIEHUE KBAHTOBBIX COCTOSIHMIA ¢ KBAHTOBBIM
ypoBHeM o160k (QBER) Menee yem 1%.

KnioueBbie cjoBa: KBaHTOBOE pacnpeacjacHud Kiroda, IOJAPU3allMOHHOC KOAMPOBAHMUCE,
MHTETpaIbHAsA (bOTOHI/IKa
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Introduction

Quantum Key Distribution (QKD) is a promising technology that takes a step towards
unconditional security. The most widespread QKD protocol, the BB84-scheme, is generally
implemented in two equivalents ways: polarization [1] and time-bin (phase) encoding [2].
Usually, each of these approaches uses optical phase and/or polarization modulators that allow
preparing quantum states with high bitrate. However, these elements create the opportunity for
eavesdropping. The other approach for preparing quantum states is a passive optical scheme [3],
which requires only the light source and passive fiber or integrated photonics elements. In this
work, we demonstrate our Photonics Integrated Circuits design for passive BB84 protocol with
polarization encoding.

Materials and Methods

The principle of the passive polarization encoding of BB84 consists in the following: Alice
prepares weak coherent optical pulses with randomized phases and separates them in a beam
splitter. One arm of the splitter rotates polarization of the optical pulse while the other arm has
the optical delay line, whose time delay is agreed with the pulse repetition. Then different optical
pulses combine in the polarization combiner. Finally, Alice prepares random polarization states
since the phase difference between optical pulses is random.

We have designed a photonic chip on a 330 nm silicon nitride platform that includes a
polarization converter to separate laser optical pulses with TE polarization and convert a portion
of the light to TM polarization. The TE polarization then travels through a delay line of 58.78 mm
in length, equivalent to a 400 ps delay for a 1550 nm wavelength. After that, the TM and TE
polarization pulses are merged using a polarization beam combiner. Cross section of the silicon
nitride wafer and the schematic representation are shown in Fig. 1.
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Fig. 1. Cross-section of the silicon nitride wafer (left image) and principal optical scheme (right image)
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The polarization converter operates on the principle of matching the phase of TM and TE
waves in different waveguides, in other words, it is necessary to fulfill the condition (1) [4]:

(Wi ) =1 (W)

To achieve phase matching, specific dimensions have been chosen for the waveguide width of
0.78 um for TE polarization and 1.4 pum for TM polarization, a coupling length of 84.5 um, and
a 0.21 um gap between the two waveguides. The upper part of the waveguides is covered with air,
the lower part is SiO,. At the input and outputs of the polarization converter we add tapers with
the length of 5 um to conjugate with the waveguides with the width of 1 um.

The polarization beam combiner (PBC) was constructed using a MMI coupler with a photonic
crystal [5], which is etched out of silicon nitride and filled by around air. The full length of the
MMI coupler (L,,,,) being 3 times the beat length of the TM wave, and the distance (L,) between
the photonic crystal and the common port of the MMI coupler being 1.5 times the beat length of
the TE wave. To optimize the transparency for TM polarization and the reflective efficiency for
TE polarization, a fill-factor (f) of 0.25, the number of rows and columns (NxN) is 13x13 and a
photonic crystal period (A) of 0.5 pym have been chosen. The distance (AW) between input and
output interfaces of the PBC MMI is 4 um. At the input and outputs of the MMI coupler we
add tapers with the length of 5 um to conjugate with the waveguides with the width of 1 pm. The
detailed design of the PBC MMI is shown in Figure 2.
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Fig. 2. PBC MMI design

Results and Discussion

Using a finite-difference time-domain (FDTD) method, we simulated the photonics devices
in our optical scheme. The polarization converter splits and transforms light at 1550 nm with
levels of — 5.3 dB and - 3.4 dB for TM and TE polarization, respectively. The polarization
extinction ratio (PER) was calculated as a ratio of TE and TM polarization power. Since the
waveguides have a weak coupling, part of the light with TE and TM polarization can transmit
into TM and TE waveguide respectively. It produces peaks in the wavelength dependence of
polarization extinction ratio for TE polarization in the region of 1520 and 1580 nm, and one
peak for the TM polarization at 1550 nm. For the 1550 nm, PER is 11 dB for TM-mode and
17 dB for TE-mode.

The insertion loss in the MMI region is 1.2 dB and 0.4 dB for TM and TE polarization,
respectively, the polarization extinction is 15 dB for both type of polarizations. We expect
additional losses in the delay line, which will equalize the polarization-dependent loss of the
scheme. The simulation results of spectra are shown in Fig. 3, d.
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Fig. 3. Simulation results of TE-mode (a¢) and TM-mode (b) propagation through MMI PBS at
1550 nm wavelength, conversion efficiency and Polarization Extinction Ratio for TE and TM modes
in polarization converter (c), transmission and PER of PBC MMI at different wavelengths (d)

Conclusion

In this work we introduce the photonic chip for passive preparation of quantum states for
BB84 protocol based on polarization encoding. This method enables the creation of quantum
states without the use of any active components like phase or polarization modulators. As a result,
it enhances the level of security against eavesdropping.
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