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Abstract
Resilience analysis of networks representing critical infrastructure is a computationally
hard problem, and the question arises ofwhether quantum computersmay be beneficial
for this purpose. On theway towards an answer to this problem, wemap a small critical
infrastructure network on a quantum network composed of dipole–dipole-coupled
nodes. The latter are each equipped with up to three discrete (quantum) states, two
of which support the connectivity of the network, while the third state, reachable
through nondeterministic spontaneous processes, represents a ‘broken’ node. A finite
‘repair’ time is needed to restore the node. To study the dynamics of such networks
on a quantum computer, we derive unitary dilations of Kraus operators governing the
evolution of our open quantum network, and generate corresponding quantum circuits
using the qiskit interface. We then study the population dynamics of several cases
of increasing complexity on the quantum hardware. We discuss how scaling of errors
is related to the depth of the quantum circuits. Ultimately, we show that open quantum
systems can be used for modelling critical infrastructure, but quantum computers with
much lower error rates than currently available are required for a quantitative resilience
analysis.
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1 Introduction

Critical infrastructures, such as gas or power supply networks, play a crucial role
in economics and for the well-being of modern societies. Any disruption of such
infrastructure, either man-made or natural, can lead to significant damage. Therefore,
resilience analysis of critical infrastructure is an important research area, and powerful
classical simulation techniques have been developed for this purpose [1–3]. With the
help of such simulations, the impact of different kinds of events on the infrastructure
can be quantified and different mitigation strategies can be evaluated [4, 5].

Commonly, critical infrastructure is described using a network-based approach: All
relevant components of the infrastructure are represented by nodes that are interlinked
by the arcs of the network. Before a disruption event, the network exhibits its maximal
performance. A failure of one node or arc at some time may lead to a cascade of
damages inside the critical infrastructure network, resulting in a substantial drop of
the network’s performance. Apart from disruptions, network models also incorporate
the nodes’ ability to be repaired and to restore their functionality after a characteristic
time. A simulation is set up as a time-resolved evaluation of the network’s status, by
monitoring the network’s performance, e.g. measured as the percentage of working
components as a function of time. The network’s resilience can then be evaluated from
the performance integrated over time.

Both the rapid increase in a network’s complexity with the number of nodes and
arcs and the consideration of a large number of possible incidents and their outcome
pose severe challenges to classical computers for sound resilience analyses. Since
quantum computers (QC), once realized in practice, will be able solve a number of
computationally hard problems, from simulation of quantum systems [6] to factor-
ization of large numbers [7] to unstructured database searches [8], a natural question
arises as whether gate-based QC can also be beneficial in resilience analysis of finite
networks representing critical infrastructure. This question can be split into two parts:
(1) how to map a finite classical network representing critical infrastructure onto a
corresponding quantum network whose dynamics can be studied on a QC, and (2)
how to identify, using a QC, a configuration (topology) of the network that is most
resilient in the presence of disruptions? This paper deals with the first part of this
problem.

In the following, we present a small three-node quantum network as a minimal
model of critical infrastructure and justify why its nodes are modelled as three-level
open quantum systems. We then move on, step by step, from the master equation
governing the network’s dynamics, over theKraus representation thereof, to the unitary
dilation of the Kraus operators and to the implementation of the simulation on a gate-
based QC. We report on our experience with the IBM Q System One in Ehningen [9]
for four cases of increasing complexity and show how rapidly the results of quantum
simulations lose their accuracy for a relatively simple network.
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Fig. 1 a Three-node networkwith nodes (blue circles) connected by internodal linkswith coupling strengths
Ji j (double-sided arrows). b Each node is a three-level system, whose levels |0〉 and |1〉 represent qubit
states that can be controlled by unitary operations. Level |2〉 is a ‘defect’ state modelling node’s ‘damage’
(via the transition |1〉 → |2〉, with rate κ1). Via the transition |2〉 → |0〉, with rate κ2, a damaged node can
be repaired. The damage and repair processes are described as non-unitary operations

2 Quantum networkmodel of critical infrastructure

2.1 Quantum system

Let us consider a simple classical network with three nodes 1, 2 and 3 that are
connected by two links, characterized by the coupling strengths J12 and J23, as shown
in Fig. 1a. In the ideal case of a functional network, it can feature a flow, e.g. of
electric current between the nodes. To describe an infrastructure, whose resilience we
would like to analyse, also damage and repair need to be incorporated in the model.
For simplicity, we assume that disruption events can directly lead to failure solely of
nodes. Thereby, the links are affected indirectly: if one of the nodes fails it falls out
of the network; as a result, one or two links connecting it with other nodes are also
damaged.

When we translate this qualitative description of the network into the quantum
language, then the fully functional network can be associated with three two-level
quantum systems (nodes) that are coupled with each other by the dipole–dipole-type
interactions (links) which describe the flip-flop of excitations between states of distinct
nodes. Such quantumnetworks are ubiquitous in studies of efficient energy transport in
energy harvesting systems [10–12]. However, modelling of nodes as two-level systems
does not allow to describe the inclusion of nodes’ damage. For that purpose, we furnish
nodes with an additional ‘defect’ level; hence our model of the node as a three-level
quantum system, see Fig. 1b. Such nodes can be physically realized using atoms, ions
or other quantum systems that are employed as platforms for quantum computations
[13]. States |0〉 and |1〉 of the nodes are qubit levels that can be manipulated coherently
(unitarily), e.g. by laser pulses, while state |2〉 is a meta-stable level [14, 15] that serves
to model the node’s damage. We describe damage as an incoherent (non-unitary)
process transferring the node from state |1〉 to state |2〉, with rate κ1. Correspondingly,
a damaged node can be repaired by bringing it from state |2〉 to state |0〉, with rate
κ2. The presence of non-unitary processes qualifies our network as an open quantum
system [16].

We will now present in more detail the unitary processes pertinent to our network
and describe the non-unitary part in the following section. The unitary evolution of
the network is generated by Hamiltonian operators. The interaction of node α with the
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external field can be described by the Hamiltonian Hα = ��(t)[σα
01 + σα

10], where
�(t) is the Rabi frequency and σα

i j = |i〉α〈 j |α are the dipole transition operators. The
pairwise dipole–dipole interaction Hamiltonian is given by (henceforth, we for brevity
omit the identity operators for the nodes excluded from the interactions)

Hint = �

2∑

α=1

Jα,α+1(σ
α
01σ

α+1
10 + σα

10σ
α+1
01 ). (1)

A general mixed state of such a three-node quantum network can be described by a
density operator ρ(t). The latter belongs to the space of linear operators acting upon
the Hilbert space of three nodes,H = H1⊗H2⊗H3, whereHα is the Hilbert space of
node α spanned by vectors {|0〉, |1〉, |2〉}α; thus, dim ρ(t) = 33 × 33 = 27× 27, with
basic vectors {|0, 0, 0〉, |0, 0, 1〉, . . . , |2, 2, 2〉}, where |i, j, k〉 := |i〉1 ⊗ | j〉2 ⊗ |k〉3.

2.2 Network dynamics

2.2.1 Master equation

We postulate that the network’s density operator ρ(t) obeys a Lindblad master equa-
tion, which can be derived in open quantum systems theory under the Born–Markov
approximation [16]:

ρ̇(t) = − i

�
[H , ρ(t)] −

3∑

α=1

2∑

k=1

(L†
kαLkαρ(t) + ρ(t)L†

kαLkα − 2Lkαρ(t)L†
kα). (2)

In (2), the Hamiltonian H reads

H = HF + Hint, (3)

where HF = H1 + H2 + H3 is the Hamiltonian operator describing the interaction of
the individual nodes’ qubit levels with the external fields, and Lkα are the Lindblad
(or jump) operators whose subscripts k ∈ {1, 2} label damage and repair processes.
The jump operators read

L1α = √
κ1ασα

21, L2α = √
κ2ασα

02. (4)

For Eq. (2), we also use the shorthand notation ρ̇(t) = Lρ(t), with L being the
Liouvillian. Additionally, we drop the subscript α for κ1 and κ2, and we will consider
networks with only one three-level node in our QC experiments below. (The other
two nodes will be modelled as ‘defect-free’ two-level systems.) Clearly, because of
the presence of the Lindblad operators on the r.h.s. of (2), the evolution of the density
operator, ρ(t) = eLtρ(0) is non-unitary.

A simulation of a non-unitary evolution on a quantum computer presents a certain
challenge, and a lot of attention in recent years has been dedicated to this problem
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[17–22]. We adhere to the method whose basic idea is to embed an open quantum
system into a larger Hilbert space [23]. The prerequisite for such an embedding is the
Kraus, or operator-sum representation of ρ(t) [13]:

ρ(t) =
∑

n

Mn(t)ρ(0)M†
n (t),

∑

n

M†
n (t)Mn(t) = id, (5)

where Mn(t) is a Kraus operator and id is the identity operator, with dimension
dim(id) = dim(ρ(t)).

2.2.2 Kraus operators

For an effective implementation of unitary extensions of the Kraus operators on a
quantum computer, it is useful to solve (2) in an analytical form. Therefrom one can
derive the Kraus operators Mn(t), for example, via the recipe proposed in [24].

According to [24], one first needs to find the spectral decompositions of the N ×
N -dimensional density operators, ρ(0) and ρ(t), respectively,

ρ(0) =
N∑

n=1

pn(0)|ψn(0)〉〈ψn(0)|, (6)

ρ(t) =
N∑

n=1

pn(t)|ψn(t)〉〈ψn(t)|, (7)

where |ψn(0)〉 (|ψn(t)〉) and pn(0) (pn(t)) are orthonormal eigenvectors and corre-
sponding eigenvalues of the density operator ρ(0) (ρ(t)).

Using the N eigenvalues of ρ(t), one constructs N matrices of dimension N × N ,
M ′

0(t), . . . , M
′
N−1(t), as follows:

M ′
0(t) =

⎛

⎜⎜⎝

√
p1(t) 0 . . . 0
0

√
p2(t) . . . 0

. . . . . . . . . . . .

0 0 . . .
√
pN (t)

⎞

⎟⎟⎠ , (8)

. . .

M ′
N−1(t) =

⎛

⎜⎜⎝

0 . . . 0
√
p1(t)√

p2(t) . . . 0 0
. . . . . . . . . . . .

0 . . .
√
pN (t) 0

⎞

⎟⎟⎠ . (9)

In words, as the subscript n = 0, 1, . . . , N − 1 of the matrix M ′
n(t) increases by

one, the nonzero entries in each row, given by the square roots of the eigenvalues√
p1(t), . . . ,

√
pN (t), are shifted one position rightwards (modulo N ). Finally, from

Eqs. (6), (7), (8) and (9), the Kraus operators are given by

Mn(t) = V (t)M ′
n(t)V (0)†, n = 0, . . . , N − 1, (10)
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where V (t) is the unitary matrix whose columns are the eigenvectors of ρ(t):

V (t) = (|ψ1(t)〉, |ψ2(t)〉, . . . , |ψN (t)〉). (11)

We note that the Kraus representation obtained in this way depends not only on the
operator structure of (2), but also on the initial state ρ(0).

We verified the above algorithm by applying it to a single three-level system (a
single node of our network) with two decay channels. In this case, an exact operator
solution of the corresponding master equation (obtained from (2) with single-valued
α = 1) is known [25]. To make a closer connection to other cases studied in the
present contribution (see Sect. 4), we considered an initially excited node in state |1〉
and the absence of continuous driving. This condition suggests a representation (we
drop superscript 1 for simplicity) HF = πδ(0)[σ01 + σ10], where δ(x) is the Dirac
delta function, that is, a delta impulse with the pulse area π acting on the node in its
state |0〉 at t = 0, and exciting it to state |1〉. Although the operator solution of [25]
and the method of [24] result in distinct matrix representations of the Kraus operators,
both representations yield equivalent evolutions of the density matrix.

Next,we consideredmore complicated networks that are composed of several nodes
coupled by the dipole–dipole interactions, and yet simple enough, such that we could
obtain the spectral decompositions (6) and (7) in an analytical form. To that end, again,
we restricted the state space of our network to the single excitation subspace, which
allowed for derivation of analytical expressions. Furthermore, we focused on networks
including only one damageable node, coupled to one or two two-level systems (that is,
ideal nodes without the defect level), which further reduces the (effective) dimension
of the network’s state space. More precisely, for two-node networks (compounded of
nodes 1 and 2), the effectiveHilbert spaceHeff is four-dimensional, spanned by the vec-
tors {|0, 0〉, |0, 1〉, |1, 0〉, |2, 0〉}; and in the case of three nodes, it is five-dimensional,
spanned by the vectors {|0, 0, 0〉, |0, 0, 1〉, |0, 1, 0〉, |1, 0, 0〉, |2, 0, 0〉}. For two nodes,
we obtained theKraus operators in symbolic form for arbitrary parameter values, while
for three nodes, these operators were derived in an analytical form as functions of time
by fixing the numerical values of J12 = J23 =: J and of κ1, κ2 (see Appendix A). We
checked that Mn(t) always satisfies Eq. (5).

2.2.3 Unitary dilation

In order to be able to simulate open quantum systems on quantum computers, it is
necessary to find a representation of the system dynamics including unitary operators
alone. Given the Kraus operators (10), their unitary extensions can be obtained by
several techniques, for example, by Richardson’s extrapolation [20]. In our work, we
have implemented anothermethod that is based on Szőkefalvi-Nagy’s dilation theorem
[26], which was used to simulate the spontaneous emission of a single two-level atom
on a QC [17].

The useful property of Sz.-Nagy’s dilation is its linear scaling with the dimension
of Kraus operators: for a Kraus operator Mn having dimension d × d, its unitary
dilation’s dimension is dimUn = 2d × 2d. The unitary operator Un(t) is constructed
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as follows [26]:

Un(t) =
(

Mn(t) (id − Mn(t)M
†
n (t))1/2

(id − M†
n (t)Mn(t))1/2 −M†

n (t)

)
. (12)

Before the evolution of an open quantum system can be studied on a quantum
computer, the dimension ofUn(t)may need to be expanded to match the dimension of
an integer number of qubits. For example, for the three-node network that is spanned
by the five-dimensional Hilbert space specified above in Sect. 2.2.2, dim{Un(t)} =
10 × 10. Thus, four qubits spanning a 16-dimensional Hilbert space are required to
simulate such network. It is easy to show that in the general case, a quantum network
consisting of N three-level nodes can be represented by M qubits, where M scales
linearly with N :

M ≥ 1 + N
log(3)

log(2)
. (13)

ThematricesUn(t) are transformed to 16×16-dimensional ones, Ũn(t), by append-
ing to them 6 × 6-dimensional identity matrices as diagonal blocks and padding the
off-diagonal blocks with zeros. Then, the initial density operator ρ(0) is decomposed
in terms of pure states, ρ(0) = ∑

k ck |ϕk〉〈ϕk |. (In our case, only one of the nodes is
initially excited, such that ρ(0) is already pure and the sum reduces to a single term
with k = 1 and c1 = 1.) In matrix representation, the initial state |ϕ1〉 = |1, 0, 0〉
corresponds to a five-dimensional vector 
v = (0, 1, 0, 0, 0)T . We extend 
v to a
16-dimensional vector 
̃v by appending to it an 11-dimensional null vector.

Now, for every n, the unitary evolutions, Ũn(t) 
̃v, can be implemented on a quantum
computer, as detailed in Sect. 3.

2.3 Relation to critical infrastructure networks

The toy quantum network introduced in Sect. 2.2.1 incorporates essential properties of
critical infrastructure networks that are required for the latter’s realistic simulation. The
most important feature is that nodes can be damaged and repaired. For the resilience
analysis, the performance loss of the system under study needs to be quantified for
given threats. In its simplest form, the resilience analysis of a critical infrastructure
network includes simulation of the time evolution of the network components and
tracking the percentage of working nodes, see exemplary Fig. 2. A single-valued
resilience indicator can be obtained from the integrated performance loss.

In a classical simulation, a certain damage probability, pd, and a mean time to
repair, tr, are assigned to the nodes. These quantities in a quantum network can be
adjusted by varying the excitation rate of level |1〉 and the rates κ1 and κ2, such that the
steady-state population of level |2〉 coincides with the probability of the node being
damaged in the classical simulation. Thus, our quantum model offers the opportunity
to simulate a minimal network with node damage and repair. By real-time simulation
of quantum jumps [16] in a quantum network, it is possible to generate the evolution
of performance versus time that is reminiscent of the corresponding classical curves in
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Fig. 2 Exemplary resilience curves for three coupled infrastructure networks, e.g. power (yellow), water
(blue) and telecommunication (green), following an attack on the yellow network (first vertical line).
Interdependencies result in cascading failures affecting other networks such as water supply and telecom-
munication. After node-dependent repair times, the network nodes are restored (second vertical line). The
performance is defined by the percentage of operational nodes within the corresponding network. A single-
valued resilience indicator can be derived from the integrated performance loss, represented by shaded areas
between the curves and the ideal performance of 100%

Fig. 2. In general, it is also possible to observe cascading failures analogous to those
featured in Fig. 2, in a quantum network. However, the interaction between the nodes
of a quantum network—mediated by the dipole–dipole interactions—is physically
different from the classical network. The quantum parallelism stemming from the
ensuing multi-connectedness of a quantum network is the reason why QC might be
useful in the resilience analysis, but a comprehensive comparison between cascading
failures in quantum and classical networks can be the subject of future studies.

3 Implementation on a quantum computer

Hereweprovide somedetails of how to compute the state populations on IBMquantum
hardware using the qiskit [27] interface, given the unitary extensions Ũn(t) of
the Kraus operators. We illustrate the procedure for the case of a three-node system
spanned by an effective five-dimensional Hilbert space, as described in Sect. 2.2.2.

First, we generate quantum circuits Cn(t) corresponding to each unitary matrix
Ũn(t). To that end, we use a built-in function of qiskit.quantum_info that
transforms matrices into Operator objects acting on four qubits. The Operator
objects are then decomposed into a sequence of basic quantum gates—a quantum
circuit—by the qiskit transpile function. In all considered examples, rather
deep circuits were generated (see Table 1). In Sect. 4, we discuss the effect of the
circuit depth on the computational errors in more detail.

The transpilation must be repeated for each unitary Ũn(t) (n = 0, . . . , 4) and for
each time step. As a result, a simulation of even a short, 50-time-step evolution of a
three-node network with only one initial excitation and one damageable node yields
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Table 1 Specification of quantum systems considered in this work

Name Number of
three-level
nodes

Number of
two-level
nodes

dimHeff size of Ũn Required # of qubits Number of
circuits per
time step

Depth of
circuit
(max.)

QS-0-3 0 3 8 8 × 8 3 1 67

QS-1-0 1 0 3 8 × 8 3 3 67

QS-1-1 1 1 4 8 × 8 3 4 87

QS-1-2 1 2 5 16 × 16 4 5 399

Table 2 Error evaluation of the quantum systems introduced in Table 1

Name Number of shots Number of runs �RMSE σqc

QS-0-3 4000 10 1.17 · 10−1 3.74 · 10−2

QS-1-0 10000 1 1.36 · 10−1 6.75 · 10−2

QS-1-1 10000 20 1.33 · 10−1 7.13 · 10−2

QS-1-2 10000 1 2.35 · 10−1 1.72 · 10−2

The deviation �RMSE of the IBM hardware output from the analytical solution and the associated standard
deviations σqc were extracted from a spline fit of the data points (see Fig. 3). Both �RMSE and σqc were
obtained by considering the states of the effective Hilbert space

250 circuits. This is close to 300, the maximum number of circuits that can be included
in a single job on current IBM quantum computers.

After the circuits are generated, the populations pm(t) of the physical states

|m〉 ∈ {|0, 0, 0〉, |0, 0, 1〉, |0, 1, 0〉, |1, 0, 0〉, |2, 0, 0〉}

can be computed by running the evolution of the circuits on quantum hardware and
by projecting out the auxiliary dimensions followed by a measurement,

pm(t) =
4∑

n=0

|〈m|PHCn(t)|ϕ̃1〉|2, (14)

where |ϕ̃1〉 = |1, 0, 0, 0〉 is the initial state in the extended four-qubit system and
PH performs a projection onto the effective Hilbert space. The populations pm(t)
are approximated by the relative frequencies of the measured states |m〉 at the end
of the circuit. We give the exact numbers of shots, i.e. the number of repetitions
of quantum circuit executions, for each system in Table 2. It should be noted that the
number of circuitswould be larger formixed initial statesρ(0) = ∑

k ck |ϕk〉〈ϕk |, since
the evolution of every |ϕk〉 in the decomposition of ρ(0) is represented by separate
circuits. Additionally, the populations pm(t) in (14) are not normalized in general, as
the different terms in the sum stem from different circuits. It is only in the case of zero
noise (that is, on a quantum simulator) that the probabilities of all physical states sum
up to unity.
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4 Results

In this section, we report on our IBM QC experience, for four considered cases of
increasing complexity. To benchmark these results, for each studied systemwe furnish
the outcome of running the same circuits on a quantum simulator. We have checked
that the latter results always coincide with the analytical results, which confirmed
that the circuits were generated correctly and all deviations of the output of quantum
computation from these results stem from the hardware’s imperfections.

We set out with a system of three ideal (two-level) nodes connected by two links
(QS-0-3). Although the defect levels in this case are absent, this example is instructive,
since the unitary operator governing the network’s dynamics has the same dimensions
as the unitary dilations in two other cases also presented here: a single three-level
node (QS-1-0) and a two-node network consisting of one three-level node coupled to
a two-level node (QS-1-1). In particular, this enables us to gain some insights on how
the depth of circuits depends on the size of a unitary and how this depth affects the
scaling of errors on the quantum hardware. As a final example, we consider a network
featuring a three-level node and two two-level nodes (QS-1-2).

A summary of the four setups is given in Table 1, while the details thereof and
results are provided in the following subsections. All results were obtained from the
IBM Q System One in Ehningen, henceforth called ibm_ehningen.

4.1 Coherent system

A network consisting of three qubits coupled by two links (setup QS-0-3 in Table 1)
undergoes unitary dynamics governed by the Hamiltonians Hk and Hint (see Sect. 2.1
and Eq. (1)). The evolution of the network’s state vector can be found for arbitrary
parameters of the driving field and the dipole–dipole interactions. However, in order
to make a smooth connection to other scenarios considered in the present contribu-
tion, we restrict ourselves to a simplified scenario of a single excitation stored in the
network. We assume the initial state of the network to be |0, 0, 1〉. Hamiltonian (1)
generates the unitary dynamics of the network; the corresponding 8× 8 matrix can be
evaluated analytically. In particular, the populations of the states |1, 0, 0〉, |0, 1, 0〉 and
|0, 0, 1〉 are given, respectively, by sin4(J t/

√
2), sin2(J

√
2t)/2 and cos4(J t/

√
2);

the population of all other states is zero.
The analytically obtained time-dependent populations are plotted along with the

output of IBM quantum hardware in Fig. 3a. The hardware backend captures quite
accurately the frequencies of the populations’ oscillations (each population is a combi-
nation of two frequencies), but the overall mismatch between the exact and numerical
results is significant (up to 25%), especially near the maxima.We attribute these errors
to the considerable depth of the circuits (see Table 1).
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Fig. 3 Populations of the nodes’ states (see the legends) vs. time (in units of κ−1
1 ) obtained from the

simulator (thin solid lines) and from ibm_ehningen (dots), where each dot represents the outcome of a
single run. The latter results are averaged by a smoothing spline (dashed lines)with a cross-validationmethod
[28] and the surrounding error bands show one standard deviation. The used parameters are κ2 = 0.4κ1,
J12 = J23 = J = 5κ1 and only states of the effective Hilbert spaces are shown. a QS-0-3: system of three
ideal dipole-coupled nodes with two levels each. Here we also show the population of the ground state
|0, 0, 0〉, in order to illustrate errors of the quantum hardware. b QS-1-0: one node with three levels. c QS-
1-1: one dipole-coupled node with three levels to one node with two levels. d QS-1-2: one dipole-coupled
node with three levels to two nodes with two levels each

4.2 Incoherent systems

4.2.1 Single three-level node

A single node (setup QS-1-0) represents the fundamental building block of our net-
work, and it is also the simplest case for the implementation of the unitary dilation
procedure [17, 26]. TheKraus operators and the unitary operators Ũn are given by 3×3
and 8 × 8 matrices, respectively. For the initially excited node, the time-dependent
populations read (κ1 �= κ2)

p0(t) = κ1 − e−κ2tκ1 + (e−κ1t − 1)κ2
κ1 − κ2

, (15a)

p1(t) = e−κ1t , (15b)

p2(t) = (e−κ2t − e−κ1t )κ1

κ1 − κ2
, (15c)
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where pk(t) (k = 0, 1, 2) is the population of level |k〉. At times t � κ−1
1 ∼ κ−1

2 ,
p0 = 1, p1 = p2 = 0, and the node can be re-initialized in state |1〉 by a laser pulse.

Theoutput of ibm_ehningen in this case (seeFig. 3b) exhibits less similaritywith
the analytical results as for the three-node network of coupled qubits (see Sect. 4.1).
The nonlinear evolution of the levels’ populations, due to the exponential functions
of time in Eq. (15), is represented by the output of the backend as almost straight
lines; the scatter of the data is significant (see the wider error bands as compared to
those in Fig. 3a), and at any time, there is a mismatch between the QC-generated and
exact results. Only the general trend of the populations to increase or decrease with
time is captured by the quantum hardware in the considered time interval. Although
the dimension of the matrices representing the unitary operators Ũn and the depth of
the corresponding circuits is the same as for three ideal nodes, we need three circuits
at each time step (see Table 1), which explains larger systematic offsets and stronger
scatter of the data points in this case.

4.2.2 One damageable and one ideal node

Now we consider a more complex case, where we combine the non-unitary dynamics
of a single three-level node with the coherent exchange of excitation with another
(two-level) node, via dipole–dipole coupling (setup QS-1-1). We recall that the state
space for such a network is spanned by four state vectors {|0, 0〉, |0, 1〉, |1, 0〉, |2, 0〉}
(see also Sect. 2.2.2) and we chose |1, 0〉 as the initial state. In this case, as in the two
previous cases, the unitary operators Ũn are given by 8 × 8 matrices, but their matrix
elements are described by more complicated expressions, requiring deeper quantum
circuits than in the previous cases (see Table 1).

The results for this system from ibm_ehningen (twenty repetitions for every
circuit, with 10000 shots each) are shown in Fig. 3c, along with exact solutions. The
levels’ populations exhibit a behaviour that is characteristic of irreversible processes
on top of the coherent evolution. For instance, we observe decaying oscillations of the
populations and identify the characteristic time, tc ≈ 0.3κ−1

1 , of the excitation transfer
between nodes 1 and 2, as half of the oscillation period in Fig. 3c.

The modulation frequencies of the curves are reproduced by ibm_ehningen
rather accurately, but the data points exhibit much scatter, which results in large stan-
dard deviations (coloured bands) and the oscillation amplitudes of the smoothing
splines are significantly less pronounced than for the exact results. The offset of the
quantum computing results compared to the analytical results is similar as in the
previous setup (QS-1-0).

4.2.3 One damageable and two ideal nodes

For setup QS-1-2, we chose the initial state of the network to be |1, 0, 0〉, where
the first state of the three-node system refers to the damageable node, and found the
Kraus operators governing the dynamics of this open quantum network. The matrices
associated with unitary operators Ũn have dimensions 16×16, leading to a substantial
increase in the circuits’ depth up to 399 (see Table 1).
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The results of quantum hardware in this case were dominated by systematic errors
(see Fig. 3d). We tested QS-1-2 on different hardware back ends and the IBM Qasm-
Simulator with a noise model that includes realistic effects of gate errors and readout
errors, all leading to results similar to the ibm_ehningen results in Fig. 3d.

Summing all execution times on ibm_ehningen for this setup, excluding queue
waiting time, leads to a total computation time of over 20 min, which is explained by
the number of circuits required for a simulation of open quantum systems with the
ansatz described in Sect. 2. This conflicts with our goal to use quantum computations
to speed up classical simulations.

4.3 Error analysis

As follows from our discussion in Sect. 4.2 and from Fig. 3, our results on the quantum
hardware show large variances and systematic deviations from the analytical solutions.
In Table 2, a summary of the errors of the hardware results is provided for all setups,
including also the number of shots per run and the number of repeated runs used to
generate the results in the previous sections. To quantify the discrepancy between the
quantum hardware’s output (qc) and the exact results (qasm), we calculated the root
mean square errors (RMSE) that are averaged over all states in the effective Hilbert
space,

�RMSE = 1

Ns

Ns∑

s=1

√√√√ 1

Nt

Nt∑

n=1

(
pqasms (tn) − pqcs (tn)

)2
, (16)

where s labels the relevant states (i.e. with theoretical nonzero populations during the
circuit’s execution), Ns is the total number of such states, tn are the evaluated times and
Nt is the total number of time steps.As derived fromEq. (14), pqasms (t) is the population
of state s at time t computed by the QASM simulator (exact result) and pqcs (t) is
the value of the populations obtained from the spline fit of the ibm_ehningen
results. The mean of the standard deviations σqc was obtained analogously for the
quantum computer results. Table 2 shows the comparison of both error metrics for
all systems studied, together with additional information on the number of shots and
runs, respectively.

With increasing complexity of the system, larger standard deviations σqc were
observed. However, this does not hold for system QS-1-2, where we find a smaller
variance for each state’s population. In fact, all populations are approximately constant
in time and are almost the same in magnitude, which is close to 5/16, i.e. the value for
a uniform distribution, since these results were obtained using five circuits acting on
four qubits. The errors �RMSE for QS-0-3, QS-1-0 and QS-1-1 are on a comparable
scale, which is expected, as all three systems use the same number of qubits and feature
a similar circuit depth (see Table 1). For QS-1-2, a significantly larger value is obtained
for �RMSE, due to the complete loss of correlation between the hardware output and
the dynamical behaviour of the state’s populations.

As we argued in Sect. 4.2.3, our method suffers from long execution times, mainly
due to the number of circuits needed for a complete simulation. To keep the com-
putation time as short as possible, larger time steps can be used, or the number of
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Fig. 4 Root mean square error, averaged over all states in the three-qubit Hilbert space, vs number of shots.
The curves show two iterations of the setup QS-0-3, conducted in February 2023 (blue line) and in January
2024 (orange line). In the latter case, the experiment was repeated 10 times and orange dots and black error
bars indicate the mean values and the standard deviations of these 10 runs, respectively

shots can be optimized in the sense of effectiveness, i.e. minimized while keeping
sufficient measurement statistics. To test this latter strategy, we evaluated �RMSE for
the setup QS-0-3 on ibm_ehningen, averaged over all single node states involved
in the dynamics for different numbers of shots, see Fig. 4. This analysis was carried
out in February 2023 and in January 2024, after system upgrades of ibm_ehningen
had been announced. While, in 2023, the reduction of �RMSE prevailed up to the
largest number of shots (blue line), the 2024 results (orange line) rapidly stabilized to
a well-defined output level within the computed standard deviations (black error bars)
that were obtained from ten runs of system QS-0-3 for each tested number of shots.
The overall 12–40% reduction of �RMSE in 2024 compared to 2023 can be explained
by an improvement in the transpilation process, leading to much shorter circuits with
mean depths of 67 in 2024 compared to depths of around 200 in 2023. The results in
Fig. 4 suggest that, with the upgraded system, 4000 shots provide sufficient statistics
for a system like QS-0-3.

5 Conclusion

We conceived a small quantum network model of critical infrastructure, with the
main goal of establishing how efficiently this quantum system can be simulated on
a gate-based quantum computer. The distinctive feature of our approach is that we
describe nodes of the network by three-level open quantum systems, with two levels
representing intact nodes which mediate the functionality of the network, and a third
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defect level serving to mimic a node’s incoherent damage and repair. This made our
approach very intuitive, enabling us to directly incorporate into our model basic prop-
erties of the nodes of critical infrastructure—their vulnerability, i.e. their possibility
to be damaged, as well as their ability to recover. Furthermore, we can import the
well-established formalism of Lindblad-type quantum master equations to model the
evolution of the network’s state. A second attractive feature of our model is a linear
scaling of the number of required qubits with the nodes of the quantum network.

However, the implementation of our method on quantum hardware requires knowl-
edge of an operator-sum representation of the master equation in analytical form,
which was here accomplished for small networks containing up to three nodes, where
only one node includes the defect level. A further challenge which we could not
entirely overcome is the large depths of circuits that were produced by the transpila-
tion function from qiskit. This led to very large systematic errors and to unreliable
results of our quantum computations. Complete breakdown of the IBM computation
was observed when considering a three-level node coupled to two two-level nodes.
On the other hand, qualitatively correct results could be achieved for systems with one
three-level node and up to one additional two-level node. The modulation frequencies
of the state populations were rather accurately reproduced on the quantum hardware,
for an open quantum system with a four-dimensional effective Hilbert space.

In the future, these investigations may be taken further into different directions: it
will be interesting to investigate whether error mitigation techniques [29] allow for
a reduction of the computation errors. Further optimization potential regarding com-
putation time is also indicated by our error analysis. As the field of quantum circuit
optimization has been rapidly developing [30], efficient algorithms that automatically
reduce the circuit depth, output by the qiskit transpilation function, might become
available, which will allow us to study larger systems. To further increase the size of
potentially studied systems, an automatized numerical derivation of the Kraus oper-
ators at each time step seems suggestive. Furthermore, to actually identify the most
resilient network topologies themethod of quantum trajectories [18] appears as a com-
plementary strategy to the here employed master equation approach, since it allows
to mimic a network’s real-time evolution in terms of intact and failing nodes, at each
point in time.

Appendix A The Kraus operators

A.1 QS-1-1

For this two-node system, there are four Kraus operators Mn(t), each of which is
represented in the basis {|0, 0〉, |0, 1〉, |1, 0〉, |2, 0〉} by 4 × 4 matrices. The explicit
expressions for the four nonzero elements of operator M1(t) read:

(M1)14(t) =
(

8J 2κ2e−κ1t

w2(κ1 − 2κ2)
+ κ1κ2e−κ1t

((
κ1κ2 − 2J 2

)
cos(wt) + κ2w sin(wt)

)

w2
(
J 2 + κ2(κ2 − κ1)

)

123



  325 Page 16 of 19 C. Brockt-Haßauer et al.

+ κ1e−2κ2t
(
J 2 + κ2(2κ2 − k1)

)

(2κ2 − κ1)
(
J 2 + κ2(κ2 − κ1)

) + 1

)1/2

, (A1)

(M1)23(t) = 2i Je−κ1t/2(cos(wt) − 1)(4J 2 − κ1(κ1 cos(wt) + w sin(wt))1/2

w

(
4J 2

(κ1−w cot(wt
2 ))

2 + 1

)1/2

(κ1(cos(wt) − 1) + w sin(wt))

,

(A2)

(M1)33(t) = e−κ1t/2
(
4J 2 − κ1(κ1 cos(wt) + w sin(wt))

)1/2

w
(

4J 2(cos(wt) − 1)2

(κ1(cos(wt) − 1) + w sin(wt))2
+ 1

)−1/2

, (A3)

(M1)42(t) =
(

− 4J 2κ1e−κ1t

w2(κ1 − 2κ2)
+ i

(
2J 2κ1(−2κ1 + iw) − κ3

1 (−κ1 + iw)
)
e−(κ1−iw)t

w3(κ1 − 2κ2 − iw)

+ i
(
2J 2κ1(2κ1 + iw) − κ3

1 (κ1 + iw)
)
e−(κ1+iw)t

w3(κ1 − 2κ2 + iw)

+ κ1e−2κ2t
(
J 2 + κ2(2κ2 − κ1)

)

(κ1 − 2κ2)
(
J 2 + κ2(κ2 − κ1)

)
)1/2

, (A4)

withw :=
√
4J 2 − κ2

1 . The operator M1(t) fully determines nonzero matrix elements
of the remaining Kraus operators:

(M1)14 = (M2)11 = (M3)13 = (M4)12, (A5a)

(M1)23 = (M2)22 = (M3)24 = (M4)21, (A5b)

(M1)33 = (M2)32 = (M3)34 = (M4)31, (A5c)

(M1)42 = (M2)44 = (M3)41 = (M4)43. (A5d)

A.2 QS-1-2

We compute the Kraus operators Mn(t) (n = 1, . . . , 5) for this three-node system
spanned by states {|0, 0, 0〉, |0, 0, 1〉, |0, 1, 0〉, |1, 0, 0〉, |2, 0, 0〉} in two steps.
First, from the master equation we generated the 25 × 25 matrix A governing the
evolution of its 25 matrix elements. The eigenvalues, 
λ = (λ1, . . . , λ25)

T , and eigen-
vectors, V = (
vT1 . . . 
vT25), of A can be found exactly for arbitrary values of J ,
κ1 and κ2, because A is sparse and its diagonalization requires solving of cubic
or lower-order algebraic equations. Then the evolution of the density matrix ρ(t)
can be found from the equation V DV−1|ρ0〉〉, with D = diag(eλ1t , . . . , eλ25t ) and
|ρ0〉〉 = (ρ1,1(0), ρ1,2(0), . . . , ρ25,25(0))T the initial density matrix vector.
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Second, the eigensystem of the density matrix ρ(t) can be evaluated at t > 0 (in
symbolic form) at fixed, but arbitrary numerical values of parameters J , κ1 and κ2.
The resulting expressions are very lengthy and we do not provide them here. We only
mention that the nonzeromatrix elements ofM1(t) fully determine all Kraus operators,
via identities analogous to (A5):

(M1)14 = (M2)13 = (M3)11 = (M4)12 = (M5)15, (A6a)

(M1)22 = (M2)25 = (M3)24 = (M4)23 = (M5)21, (A6b)

(M1)32 = (M2)35 = (M3)34 = (M4)33 = (M5)31, (A6c)

(M1)42 = (M2)45 = (M3)44 = (M4)43 = (M5)41, (A6d)

(M1)55 = (M2)54 = (M3)53 = (M4)51 = (M5)52. (A6e)
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