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Abstract

Due to the important role of quantum information technology in the future development
of science and technology, researchers have extensively studied the preparation, charac-
terization, and application of quantum systems. It is of great significance to further study
the universality and generalization of multi-qubit entangled states. Especially in quantum
communication, the actual quantum system is always affected by various noises from the
environment. Noise has a significant impact on the properties of the actual quantum system,
so we study the effects of noise on a prepared two-photon four-qubit state by two methods.
We experimentally simulated the most common bit-flip noise in quantum systems. The law
of evolution of the fidelity of two-dimensional four-qubit states and violation of the Mermin
inequality and the Ardehali inequality for LR under different levels of bit-flip noise are
investigated. The experimental results show that entanglement fidelity and nonlocality can
be used to judge the degree of noise interference in the quantum channel and, thus, judge
the security of the quantum communication channel. This judgment is of great significance
for the realization of practical long-distance multi-node quantum communication.

Keywords: quantum information; secure communication; spontaneous down conversion;
quantum state tomography; Ardehali inequality

1. Introduction

Entanglement, a unique quantum mechanical phenomenon, has become a valuable
resource without any classical equivalent. Deepening the study of many-body quantum
systems is important for a better understanding of the relationship between classical and
quantum physics [1–3]. Meanwhile, multipartite entangled states are also important re-
sources for applications in quantum information processing. Some examples include
quantum computing [4–6], quantum metrology [7,8], quantum teleportation [9–12], entan-
glement swapping [13,14], quantum key distribution (QKD) protocols [15,16], quantum
secret sharing (QSS) [17,18], and quantum secure communication (QSC) [19,20]. In the
past decade, people have conducted a lot of theoretical and experimental research on the
preparation and manipulation of more qubits. At the same time, researchers have found
that multi-qubit entanglement systems based on polarization entanglement photons have
good controllability and application value [21]. Spontaneous parametric down conversion
(SPDC) can be generated by a short-wave laser pulse incident into a nonlinear crystal,
which can produce entangled photon pairs [22,23]. In this process, these photon pairs
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are correlated in the required degree of freedom such as polarization, orbital angular mo-
mentum (OAM), energy, and time. Among these degrees of freedom, we can determine
the degree of correlation between photons by measuring the photon’s polarization state.
However, there are many challenges involved in the preparation and characterization of
multipartite entangled states. In order to meet more research needs, scientists are still trying
to explore more particle numbers of entanglement schemes. In particular, the Greenberger–
Horne–Zeilinger (GHZ) state is the most extensively studied system for the investigation
of the interaction between parts of a complex many-body system [24]. For example, the
realization of the GHZ state negates the view of Einstein–Podolsky–Rosen (EPR) quantum
mechanical correlation local realism [25].

Quantum nonlocality is one of the most striking aspects of quantum mechanics without
a classical analog in reality. It can be characterized as correlated outcomes when we measure
multipartite entangled quantum states. The EPR paradox is the contradiction between
the nonlocality of quantum correlation and the local realism in the understanding of the
completeness of quantum mechanics [26]. Based on the two-particle system, Bell proposed
an inequality to determine the locality and nonlocality of the system [27]. Later, Clauser,
Horne, Shimony, and Holt (CHSH) further optimized Bell’s inequality and proposed the
CHSH inequality that can be experimentally measured [28]. Bell’s inequality and the
CHSH inequality can judge whether there is nonlocality in a many-body system and
give a measurable physical quantity that describes nonlocality. The Mermin inequality is
the measurable form of Bell’s inequality generalized to more particles [29]. Theoretical
and experimental studies show that these inequalities are confirmed in the pure GHZ
entangled state [30]. Experimental verification of the Mermin inequality for a system of n-
particles requires 2n measurements on n-particles, which is difficult to implement. Ardehali
simplified Bell’s inequality and derived the Bell-type inequality for the n-particle GHZ
state more conveniently for experimental verification [31]. The values of the Pauli operators
measured in different projection directions can verify the Mermin inequality and the
Ardehali inequality [32–34]. Theoretical and experimental investigations have proven that
the inequalities of the violation of LR are sufficient conditions to determine whether there
is entanglement in a many-body system. Moreover, the greater the degree of violation of
LR, the stronger the entanglement between particles. These results are of great importance
not only in quantum theoretical research but also in quantum information applications,
such as improving dense coding and determining the security of teleportation [9,10].

In a realistic environment, different types of noise will couple into the entangled
system, and the pure entangled state will evolve into a mixed state, which will lead to a
decrease or failure in quantum information processing [35]. However, due to the complexity
of the noise in the entangled system, there are few experimental studies on the influence
of noise on the robustness of a multipartite system or multipartite systems. Fortunately,
the Bell-type inequality, which can be experimentally measured, provides an experimental
method to measure the influence of entanglement on the noise robustness. Therefore, it is
of great theoretical significance and application value to further experimentally study the
influence of noise on the robustness of Bell-type inequalities in multi-particle entangled
systems [36].

In this work, motivated by further understanding the dissipation of multi-qubit
entangled states in practical applications, the influence of bit-flip noise on violation of the
Mermin inequality and Ardehali inequality against the LR in two-photon four-qubit hyper-
entangled states was studied. As a basis for further research, we prepared a two-photon
entangled pair with a high fidelity of 0.99 by SPDC technology, designed an interferometer
that can couple the polarization and spatial path of a photon, and prepared two-photon four-
qubit GHZ hyper-entangled states for the polarization and spatial path of photons. By using
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the heralded detection and post-selection technique, a two-photon four-qubit GHZ hyper-
entangled state for photon polarization and spatial path was prepared. Furthermore, a
common bit-flip noise in the simulation of quantum information processes was constructed
by using linear optical devices such as a half-wave plate (HWP) and a quarter-wave plate
(QWP). Finally, we experimentally investigated the evolution law of the fidelity of the
two-photon four-qubit hyper-entangled state and the violation of the Mermin and the
Ardehali inequality to LR under different bit-flip noise levels.

2. The Mermin Inequality and Ardehali Inequality of a Four-Qubit
Entangled State

For two particles A and B, which are completely spatially separated, Alice chooses
operator A and A′ to measure one particle while Bob chooses operator B and B′ to measure
the other. The choices are random. a (a′) and b(b′) are the eigenvalues of the operators
A(A′) and B(B′), respectively. The joint probability p(A, B) can be obtained when Alice
and Bob measure two photons of the entangled system synchronously.

When two photons in an entangled state are measured simultaneously by Alice and
Bob, the joint measurement probability p(a, b) can be calculated as

p(a, b) = ∑
λ

pλ p(A, λ)p(B, ρλ). (1)

For two-particle entangled states ρ, we can measure the probability of the joint opera-
tion p(a, b), p(a′, b), p(a, b′), p(a′, b′) independently. According to LR theory, the Bell-type
inequality is written in the following form:

∣

∣p(a, b) + p(a′, b) + p(a, b′)− p(a′, b′)
∣

∣ ≤ 2. (2)

But according to the theory of quantum mechanics, the particles measured jointly
by Alice and Bob have nonlocal correlations [37]. The maximum expectation value of
the CHSH operator in the quantum system of maximum correlation is 2

√
2. This bound

is known as Tsirelson’s bound [38]. The measurement results between 2–2
√

2 are the
violation of quantum nonlocality against local realism. It is known that all two qubit pure
states violate the bipartite Bell-type inequality (BTI), namely, the CHSH inequality [39]. In
addition, as the degree of entanglement between particles increases, so does the violation
of the inequality [40]. The violation against LR for multipartite entangled systems can
be detected by using the Mermin inequality [29]. We can generalize the Bell inequality
from a two-particle system to more particles. The multiparticle Mermin inequality can be
recursively defined by a general rule [41,42].

Mn =
1
2

Mn−1(An + A′
n) +

1
2

M′
n−1(An − A′

n). (3)

Here, the M′
n operators can be obtained from Mn upon changing An→A′

n and
A′

n→An. Ai and A′
i are mutually exclusive measurements performed on any particle

i of entangled particles (with i = 1, . . ., n). Ideally, the results of these measurements are ±1.
The operators Ai may be represented by

→
a i ·

→
σ j, where

→
σ j(j = x, y, z) are the Pauli matrices.

According to the quantum ideal theory, the Mermin inequality has the maximum value,
which is given by the following inequality:

|Mn| ≤ 2(
n+1

2 ). (4)
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For the four-qubit entangled system studied in this paper, the Mermin inequality can
be written as:

M4 = −ABCD

+A′BCD + AB′CD + ABC′D + ABCD′

+A′B′CD + A′BC′D + A′BCD′

+AB′C′D + AB′CD′ + ABC′D′

+A′B′C′D + A′B′CD′ + A′BC′D′ + AB′C′D′

+A′B′C′D′,

(5)

with a classical bound of ⟨M4⟩LR ≤ 4 and a quantum bound of ⟨M4⟩QM ≤ 8
√

2.
Ardehali [31] promoted the Bell-type inequality for the GHZ state of n-particles

that can be directly measured in the experiment. Consider an n-particle GHZ state
|Φ⟩ = 1√

2
(|H1 . . . Hi . . . Hn⟩+ |V1 . . . Vi . . . Vn⟩), where Hi and Vi are the horizontal and

vertical polarization of the particle. According to the assumption of quantum mechanical
principles, the nonlocal nature of a quantum system |Φ⟩ can be described by an operator
A = A1 + A2.

A1 = (σ1
x σ2

x σ3
x . . . σn−1

x − σ1
y σ2

y σ3
x . . . σn−1

x

+σ1
y σ2

y σ3
y σ4

y σ5
x . . . σn−1

x − . . . + . . .)(σn
a − σn

b )
(6)

and
A2 = (−σ1

y σ2
x σ3

x . . . σn−1
x + σ1

y σ2
y σ3

y σ4
x . . . σn−1

x

−σ1
y . . . σ5

y σ6
x . . . σn−1

x − . . . + . . .)(σn
a + σn

b ),
(7)

where σa and σb are defined as σa = (σx + σy)/
√

2 and σb = (σx − σy)/
√

2, respectively. σx

and σy are the Pauli operators, which are experimentally measured in +/− and R/L bases,
respectively, with |+⟩ = 1√

2
(|H⟩+ |V⟩), |−⟩ = 1√

2
(|H⟩ − |V⟩), |R⟩ = 1√

2
(|H⟩+ i|V⟩), and

|L⟩ = 1√
2
(|H⟩ − i|V⟩). Using the generalized CHSH lemma [28], one can obtain the upper

bound on the operator from LR theory [31].

A ≤
{

2n/2, n(even)

2(n+1)/2, n(odd)
(8)

In comparison, the expected value of A according to the standard rules of QM is
calculated as

⟨Φ|A|Φ⟩ = 2n−1/2. (9)

When n is odd and even, the values predicted by quantum theory exceed the lim-
its given by LR theory are 2(n−2)/2 and 2(n−1)/2, respectively. The results of quantum
mechanics theory and the local realistic theory predict the Ardehali inequality, respectively.

⟨A⟩LR ≤ 4 and ⟨A⟩QM ≤ 8
√

2, (10)

The bit flip noise often appears in quantum systems, with probability p flipping the
state of a quantum bit from |0⟩ to |1⟩ or from |1⟩ to |0⟩. It is obvious that the intensity of
the bit-flip noise introduced into the quantum system can be expressed by p.

The flipped noise operator Ei is usually expanded into the form of the Kraus operator
using the Pauli operator [43].

E1 =
√

1 − p I E2 =
√

p σz, (11)
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where I is the identity matrix in the Hilbert space of the qubits. The action of the bit-flip
noise described by the density matrix ρi on any quantum bit i is

ρi → ϱi = ∑
j

EjρiEj
†. (12)

For four-qubit GHZ states |ψ⟩GHZ = 1√
2
(|0000⟩ + |1111⟩) with bit-flip noise, the

density matrix is given by
ϱ = (1 − p)|ψ⟩⟨ψ|+ Ip/16. (13)

By using a linear optical device consisting of a half-wave plate and two quarter-wave
plates, a bit-flip noise generation device [44] (see Figure 1) is composed to emulate the
quantum channel with bit-flip noise. When the HWP switches angle θ, the angles of HWP
and QWP are both relative to the direction of their respective crystal optical axes. We
can then simulate a quantum channel with a bit flip noise of strength p = sin2(2θ) in
the experiment.

 

Figure 1. Schematic diagram of the experimental system. The average power of the ultraviolet laser
filtered by the filter after mixing the infrared laser is 100 mW. Interference rings composed of PBS, BS,
mirrors, and quartz plates produce a hyper-entangled state. A bit-flit noise simulator is composed of
a half-wave plate and a quarter-wave plate.

The fidelity of the GHZ state can be calculated by using the target state tomography
method [45]. Each particle of this GHZ state is subjected by the flip operation f with
probability p on each qubit i.

f (ϱi) = (1 − p)ϱi + pXiϱiXi (14)

3. Preparation and Characterization of Two-Photon Four-Qubit
Hyper-Entangled States

In the experiment, we used the SPDC technique of type-II nonlinear process in a
β-barium borate (BBO) crystal and ring interferometer. This interferometer can couple
the polarization mode and the spatial path mode of the photons. Thus, a two-photon
four-qubit GHZ hyper-entangled state was prepared [46]. Using the target state density
matrix to describe the fine structure of the prepared quantum state, the addition of noise,
the GHZ state was measured, and data was taken for each prepared state under the three
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sets of orthogonal measurement bases, and the density matrix of the four-qubit GHZ
hyper-entangled state in the absence of noise was reconstructed, as shown in Figure 2. The
fidelity can be calculated as F = Tr(ρ|ψGHZ⟩⟨ψGHZ|) = 0.83 ± 0.01. This confirms with
high statistical significance that the GHZ state prepared in our experiment is a strongly
entangled four-qubit state. This is because the photon number statistics of a femtosecond
laser and the detector counting obey the Poisson distribution. The error of entangled photon
measurement and counting in the experiment is obtained from the standard deviation of
the Poisson counting statistics of the original measurement counting. For each state, we
collected experimental data for 1296 combinations of measured underlying H/V, +/−, and
R/L, where |R⟩ = 1√

2
(|H⟩+ i|V⟩) and |L⟩ = 1√

2
(|H⟩ − i|V⟩). The main factors affecting

the fidelity of the GHZ state in the experiment include the detector efficiency and the
double-pair effect in SPDC.

Re(ρ)

0.2

0.4

0
′ ′
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…

′ ′

VVV V

′
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…
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Figure 2. The density matrix of the two-photon four-qubit GHZ hyper-entangled state was recon-
structed using the measured data in the H/V basis. To increase the statistical significance of the data,
each group of joint measurements on the H/V, +/−, and R/L bases was 60 s.

4. Impact of Bit-Flip Noise on the Fidelity and Robustness of
Entanglement Channels

Firstly, we investigated the influence of channel noise on the quality of entanglement.
Different noise intensities in the channel can be simulated by changing the angle of the
HWP. From the data in Figure 3, we can clearly see that the channel noise has a direct
impact on the entanglement fidelity. With the increase in noise intensity, the entanglement
fidelity decreases monotonically. Researchers typically consider a fidelity of less than 0.5 as
a threshold for the system not being entangled [47]. When p > 0.12, the fidelity of F < 0.5.
We can assert that the entanglement of the entangled channel has disappeared due to the
noise. Furthermore, we studied the evolution law of channel robustness with the noise
intensity when bit-flip noise is introduced. In the experiment, the noise is changed by
changing the angle of the HWP, and the expected values of the Mermin operator and the
Ardehali operator vary with different intensities of noise. Figure 4 shows the experimental
robustness results of the Mermin inequality and the Ardehali inequality in the presence of
different intensities of bit-flip noise. It is clear from the results that the expected values of
both the Mermin and the Ardehali operators are greater than the classical bound of 4 when
the noise intensity is less than 0.12. The results are consistent with the relationship between
the entanglement fidelity and the noise intensity. We can thus assert that entanglement
fidelity and nonlocality can be used to judge the degree to which noise in a quantum
channel affects the system. That is, the security of a given channel can be judged by
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the above quantum fidelity and robustness. When the expectation value of the Mermin
operator and the Ardehali operator is used as the criterion, a noise intensity of 0.12 can be
used as the noise threshold to judge whether the quantum communication channel is safe.
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Figure 3. Experimental results of the entanglement fidelity with different noise intensities. The
photon accumulation time for each point is 60 s, repeated three times.
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Figure 4. Experimental values of the Mermin operator and the Ardehali operator varies with different
noise. The photon accumulation time for each point is 60 s, repeated three times.

5. Conclusions

In summary, a two-photon four-qubit hyper entangled state was prepared, or an
entangled state was prepared by using SPDC technology. The quantum state was measured
by quantum tomography under the H/V basis, the +/− basis, and the R/L basis. The
density matrix of the prepared hyper-entangled state was reconstructed by quantum state
tomography. The fidelity of the quantum state was calculated, and the result was 0.83.
Since noise plays an important role in the properties of the actual quantum system, we
investigated the effects of noise on the prepared two-photon four-qubit hyper entangled
states through two methods. That is, the influences of different intensities of noise on the
quantum fidelity and nonlocality were investigated. The experimental results show that the
effect of noise on the quantum fidelity and nonlocality, measured by the expectation value
of the Mermin operator and the Ardehali operator, is consistent. When the noise intensity is
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greater than 0.12, the fidelity of the state is less than 0.5. We can assert that the entanglement
of the entangled channel disappears due to the noise effect. Meanwhile, the expected value
of the Mermin operator and the Ardehali operator is less 4. The conclusion of the study of
the effect of different noise intensities on quantum systems by the two methods is consistent.
We can assert that entanglement fidelity and nonlocality can be used to judge the degree
of influence of noise in quantum channels on the system and, thus, judge the security of
quantum communication channels. This judgment is an important step for future practical
long-distance multi-node quantum communication. Information security is a prerequisite
for the promotion and use of quantum information technology [48].
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