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Abstract
This article presents an analysis of the practical challenges and implementation perspectives of point-to-point continuous-
variable quantum key distribution (CV-QKD) systems over optical fiber. The study addresses the physical layer, including 
the design of transmitters, quantum channels, and receivers, with emphasis on impairments such as attenuation, chromatic 
dispersion, polarization fluctuations, and coexistence with classical channels. We further examine the role of digital signal 
processing (DSP) as the bridge between quantum state transmission and classical post-processing, highlighting its impact 
on excess noise mitigation, covariance matrix estimation, and reconciliation efficiency. The post-processing pipeline is 
detailed with a focus on parameter estimation in the finite-size regime, information reconciliation using LDPC-based 
codes optimized for low-SNR conditions, and privacy amplification employing large-block universal hashing. From a 
hardware perspective, we discuss modular digital architectures that integrate dedicated accelerators with programmable 
processors, supported by a reference software framework (CV-QKD-ModSim) for algorithm validation and hardware co-
design. Finally, we outline perspectives for the deployment of CV-QKD in Brazil, starting from metropolitan testbeds 
and extending toward hybrid fiber/FSO and space-based infrastructures. The work establishes the foundations for the first 
point-to-point CV-QKD system in Brazil, while providing a roadmap for scalable and interoperable quantum communica-
tion networks.
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1 Introduction

A century has passed since the foundational works of quan-
tum mechanics revolutionized our understanding of nature 
at its most fundamental level. Since then, our understand-
ing of the quantum world has evolved from a purely physi-
cal perspective to an informational one. The emergence of 
quantum information science has led to the second quantum 
revolution, transforming our view of quantum mechanics 
from a purely physical theory to a powerful informational 
resource [1]. This paradigm shift has laid the groundwork 
for quantum technologies that are reshaping our modern 
world.

Today, as we commemorate these 100 years of quan-
tum physics, Brazil finds itself at a pivotal moment in the 
quantum technology landscape, with quantum communica-
tion emerging as one of the most promising and strategi-
cally important applications of quantum mechanics. Recent 
large-scale initiatives in quantum communication and cryp-
tography have been actively promoted by Brazil’s Ministry 
of Science, Technology and Innovation (MCTI), resulting 
in the current development of quantum networks in Recife 
(PE), Rio de Janeiro (RJ), and São Carlos (SP) [2, 3]. Fur-
thermore, the EMBRAPII CIMATEC Competence Center 
in Quantum Technologies, called Quantum Industrial Inno-
vation (QuIIN), seeks to position Brazil at the forefront 
of scientific and technological development of quantum 
technologies.

Established in December 2023 through a partnership 
between SENAI CIMATEC, MCTI, and EMBRAPII (the 
Brazilian Company for Industrial Research and Innovation), 
QuIIN’s mission is to advance quantum technologies in 
Brazil by fostering collaborative research and development 
partnerships with academia and industry, providing train-
ing and capacity building in quantum technologies (mainly 
in quantum communication and quantum computing), and 
supporting the creation and development of startups in the 
quantum sector. Despite being a young initiative, QuIIN 
already has a multidisciplinary team of over 80 researchers 
(staff and fellows), including physicists, mathematicians, 
computer scientists, and engineers. With a strong focus 
on continuous-variable quantum key distribution (CV-
QKD), the research team is tackling a range of theoretical 
and experimental challenges, including hardware develop-
ment, with the ambitious goal of implementing Brazil’s first 
point-to-point CV-QKD system. Being the first initiative of 
this nature in the country adds a layer of complexity, as it 
requires not only overcoming the inherent technical difficul-
ties of CV-QKD, but also building local expertise, estab-
lishing experimental infrastructure from the ground up, and 
navigating uncharted regulatory and integration pathways. 

In this pioneering effort, the team must simultaneously act 
as developers, educators, and ecosystem builders.

Quantum Key Distribution (QKD) is one of the first 
quantum technologies to achieve practical implementation 
at scale. Over the past two decades, the field has evolved 
from theoretical proposals to commercial solutions and 
advanced experimental demonstrations [4, 5]. Thanks to 
continuous progress in protocol design, rigorous security 
analyses, and technological development, large-scale tes-
tbed deployments are now operating worldwide, ranging 
from metropolitan networks [6–9] to intercontinental satel-
lite-based quantum communication links [6, 10–14].

Although discrete-variable QKD (DV-QKD) proto-
cols were the first to be developed [15] and achieve wide-
spread adoption [4], in recent years CV-QKD systems have 
emerged as a competitive alternative, advancing rapidly 
in both theoretical understanding and experimental imple-
mentations [5]. The fundamental distinction between these 
approaches lies in the quantum states employed as informa-
tion carriers and their corresponding measurement strate-
gies. In a typical DV-QKD protocol, the transmitter (usually 
called Alice) encodes classical bits of information in dis-
crete degrees of freedom of single photons (e.g., horizontal/
vertical polarization) and transmits them through a quantum 
channel to the receiver (called Bob), who measures each 
photon to obtain binary outcomes. In most CV-QKD proto-
cols, however, information is encoded in the quadratures of 
coherent states generated by laser sources; Alice transmits 
states modulated according to a predetermined encoding 
scheme, where different values of quadratures correspond to 
different information symbols. After receiving the CV state, 
Bob measures the quadratures by performing homodyne (or 
heterodyne) detection, thus obtaining continuous-valued 
measurement results.

Because classical optical communication systems also 
encode information in the quadrature amplitudes of laser 
light and recover it through coherent detection, CV-QKD 
protocols are fully compatible with the same fundamental 
components that form the backbone of modern telecom-
munication networks. This compatibility enables higher 
key generation rates over short and medium distances (of 
the order of Gbps for ∼10 km and Mbps for ∼100 km [16, 
17]), facilitates integration into photonic platforms [18, 19] 
and existing fiber networks [20]. This approach thus pro-
vides a cost-effective alternative that eliminates the need for 
new infrastructure with specialized single-photon detection 
equipment, which is required by DV systems [5].

However, these advantages come at the cost of signifi-
cantly increased complexity in post-processing and digital 
signal processing (DSP), which translates into increased 
hardware complexity compared to DV-QKD systems. 
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Unlike discrete-variable systems, where single photon 
detection events provide relatively clean binary outcomes, 
CV-QKD must extract cryptographic keys from continuous 
measurement data that are inherently dominated by quantum 
and classical noise. This fundamental challenge requires 
sophisticated DSP algorithms to distinguish and recover the 
highly attenuated quantum signal from background noise, 
demanding real-time computational capabilities with high 
precision analog-to-digital conversion and extensive digital 
filtering. Furthermore, the continuous nature of the mea-
surement data necessitates parameter estimation procedures 
that can accurately characterize the quantum channel and 
assess security parameters. The post-processing pipeline 
must implement advanced error-correction codes specifi-
cally designed to operate at very low signal-to-noise ratios 
(SNRs) in continuous-variable systems. In practice, infor-
mation reconciliation is typically performed using multi-
edge low-density parity-check (LDPC) codes acting on 
blocks of at least 106 symbols to enable reliable decoding 
at low code rates. In contrast, parameter estimation and pri-
vacy amplification require significantly larger block sizes, 
ideally 108 symbols or more, in order to mitigate finite-size 
effects and approach the asymptotic secret key rate. In a 
point-to-point CV-QKD system, all these operations must 
be executed in real time, transforming what might initially 
seem like a simpler optical setup into a complex signal pro-
cessing and systems engineering challenge. This high level 
of computational and algorithmic sophistication, combined 
with the need for robust and scalable hardware, makes the 
CV-QKD implementation a non-trivial task.

In the Brazilian context, these challenges are magnified 
by the absence of existing quantum communication infra-
structure, which demands not only technological innova-
tion but also the creation of a national knowledge base and 
ecosystem around quantum communication. Against this 
backdrop, this article explores the technical, infrastructural, 
and strategic challenges of developing Brazil’s first point-
to-point CV-QKD system, and outlines the perspectives 
that such an effort opens for the country’s role in the global 
quantum technology landscape. To complement this practi-
cal perspective, another article in this special issue presents 
an introductory review of CV-QKD theory [21], covering 
fundamental concepts and key protocols in the field. For 
more comprehensive treatments of the subject, readers are 
referred to [4, 22–26]. Additionally, to support the training 
of a new generation of Brazilian researchers specializing in 
QKD, an accessible tutorial on quantum cryptography in 
Portuguese is presented in [27].

This article is organized as follows. In Section 2, we 
provide an overview of Quantum Key Distribution (QKD) 
protocols, with a focus on Continuous Variable QKD (CV-
QKD) systems. In Section 3, we describe the physical layer 

of CV-QKD implementations, detailing the transmitter, 
channel, and receiver subsystems. In Section 4, we present 
the post-processing pipeline, including digital signal pro-
cessing, parameter estimation, information reconciliation, 
and privacy amplification. Section 5 discusses the hardware 
development efforts required to enable real-time CV-QKD, 
including digital architectures and reference simulation 
frameworks. Finally, Section 6 presents perspectives for 
the deployment of quantum communication infrastructure 
in Brazil, with emphasis on ongoing initiatives and future 
scalability.

2 CV-QKD Systems Overview

A quantum key distribution (QKD) protocol is a quan-
tum communication system designed to leverage unique 
properties of quantum systems to share classical random 
sequences secretly. The objective of a QKD protocol is to 
allow the two legitimate parties, Alice and Bob (the trans-
mitter and receiver, respectively), to distribute (or gener-
ate) a classical random sequence that is kept secret from 
a potential eavesdropper, named Eve. This classical ran-
dom sequence, the key, can then be used in further cryp-
tographic protocols, such as one-time-pad (OTP) [28], the 
Advanced Encryption Standard (AES) [29], or key expan-
sion protocols [30].

In a conceptual picture, a QKD protocol makes use of 
a noisy insecure quantum channel and a public authenti-
cated classical channel, as depicted in Fig. 1. The quantum 
channel is used for the quantum communication stage and 
it is considered to be under Eve’s control, meaning that she 
can interact with the quantum states sent by Alice to gain 
information on the shared key. As a security premise, the 
noise coming from the quantum channel is assumed to be 
the result of an eavesdropping attempt [31]. The classical 
channel, on the other hand, is used by Alice and Bob to 
exchange messages during the classical postprocessing of 
the raw key. By hypothesis, the classical channel is public, 
meaning that the classical messages are publicly available, 
but it is authenticated, so that Alice and Bob are certain that 
they are receiving messages from each other and not by the 
eavesdropper in disguise.

Fig. 1 Conceptual model of a QKD protocol
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channel attenuation, and the excess noise ξ. Usually, 
implementations of CV-QKD protocols transmit the 
coherent states through optical fibers or free-space. 
During propagation, the quantum signals experience 
multiple distortion processes, which are discussed 
in detail in Section 3.

3. Measurement - At reception, Bob must randomly 
chose to measure either the q or p quadrature at each 
round, and applies the homodyne measurement. The 
measurement results are stored in the L-sized regis-
ter YL.

2. Parameter estimation - Alice and Bob have to esti-
mate the channel parameters allowing them to compute 
the secret key rate (SKR). Before it takes place, Bob 
must inform Alice the random quadrature choices of the 
homodyne detection. Alice then discards the values cor-
responding to non-measured quadratures and form the 
random vector XL. This procedure is called key sifting1 
and is only required in protocols with homodyne detec-
tion, where only one quadrature is measured. The pair 
XL and YL is called the shared raw key. Now, Alice 
and Bob perform an estimation of the security param-
eters of the system by choosing a random subset of 
size L′ ≪ L to be announced publicly and used by the 
estimators. The samples used for parameter estimation 
are discarded so that Alice and Bob keep the remaining 
l = L − L′ raw key elements. The estimated parameters 
are used to compute the SKR for the exchanged states. 
The protocol aborts if the SKR is negative, indicat-
ing that the channel conditions do not allow for secure 
key extraction. Otherwise, the protocol proceeds to the 
information reconciliation stage.

3. Information reconciliation - After parameter estima-
tion, the sequences Xl and Yl are correlated random 
variables that must be used to distill a pair of identi-
cal binary sequences. This process is accomplished 
with the use of an Information Reconciliation protocol, 
which will be discussed in detail in Section 4.3. The 
general idea is that, as Xl and Yl are Gaussian vectors, 
a quantization operation2 must take place so that the 
generated key takes binary values, followed by an error 
correction protocol to ensure that there are no differ-
ences between Alice and Bob’s sequences. We denote 
by Q(·) the quantization operation. Alice and Bob may 
chose between performing direct reconciliation (DR) 
or reverse reconciliation (RR). In the DR scenario, the 

1 It is the CV analogous of the sifting procedure used in the BB84 
DV-QKD protocol [15].
2 Here, quantization refers to the representation of a continuous-val-
ued variable with finite precision. Not to be confused with the quanti-
zation of the electromagnetic field.

In a CV-QKD protocol, coherent states of light are typi-
cally used since they are easily generated in the laboratory 
by telecom-grade lasers, and information is encoded on 
conjugated quadratures of the electromagnetic field [26]. 
The quadratures may be modulated according to a pair of 
independent Gaussian random variables, or a discretized 
version with an appropriate choice of a discrete probability 
distribution on a set of points on the phase space (the com-
plex plane) [32–36]. Protocols following the first strategy 
compose the class of Gaussian modulated coherent states 
(GMCS) protocols, whilst the second modulation strategy is 
known as discrete modulation of CV-QKD protocols. At the 
receiver, coherent measurement is employed by Bob, which 
can be either a homodyne detector, with a random choice of 
which quadrature is to be measured, or a heterodyne detec-
tor that measures both quadratures at once.

The operation of a typical CV-QKD protocol comes in 
general four major stages, (i) quantum communication, 
(ii) parameter estimation, (iii) information reconcilia-
tion, and (iv) privacy amplification. Below, we outline the 
important case of the GG02 protocol [32], which employs 
Gaussian-modulated coherent states with homodyne detec-
tion. A variant of this protocol with heterodyne (double 
homodyne) detection was later introduced by Weedbrook 
et al. in 2004 [33]. Both versions produce Gaussian ran-
dom variables and can be analyzed using similar security 
frameworks [4], though they differ in their implementations 
and measurement noise characteristics. Heterodyne detec-
tion, which measures both quadratures simultaneously, has 
become more common in practice as it eliminates the need 
for a quantum random number generator (QRNG) at the 
receiver and the sifting stage. However, homodyne detec-
tion introduces less noise by measuring only one quadrature 
at a time, potentially enabling higher secret key rates. 

1. Quantum communication - Comprises the “quantum 
part” of a CV-QKD protocol where quantum states are 
prepared, transmitted and measured. It consists of the 
following steps that are repeated L times: 

1. State preparation - Alice has access to a pair of 
independent and identically Gaussian random 
variables Q, P ∼ N (0, Ṽm). At each round, Alice 
draws independent samples from P and Q, which 
she uses to prepare the coherent state |α⟩ = |q + ip⟩ 
by modulating the quadratures of a coherent pulse. 
The random samples of both Q and P are stored on 
the registers QL and PL.

2. Quantum state transmission - Alice transmits the 
modulated quantum signal through the insecure 
quantum channel, which is typically modeled by 
the transmittance parameter τ , accounting for the 
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secure key distillation impossible. This occurs because, in 
a lossy channel, the eavesdropper can in principle capture 
the lost light, and beyond 3 dB loss (50% transmittance), 
more information is lost to the environment than reaches 
Bob. While techniques such as advantage distillation were 
proposed to overcome this limit [40], they lack compatibil-
ity with broader security proof frameworks. In contrast, RR 
does not face this limitation. Since Bob holds the reference 
frame, secure keys can theoretically be generated at any dis-
tance, with excess channel noise–rather than loss–becoming 
the primary limiting factor.

The above description of a CV-QKD protocol covers the 
major practical tasks that are are required by a theoretical 
security proof, meaning that it is, in some sense, a concep-
tual description. A practical implementation can result in 
several other aspects not foreseen in the theoretical model, 
which can impact the protocol performance by a significant 
increase on the overall noise levels, or even by introducing 
security loopholes due to specific system architectures or 
devices vulnerabilities [41, 42].

Due to the variety of practical implementation possi-
bilities, several CV-QKD architectures have been proposed, 
with certain key innovations serving as major milestones 
in the development of the technique. The characteristics 
of transmitter and receiver setups will be detailed in the 
next sections. Notable advances include the transition from 
transmitted local oscillator (TLO) to local local oscillator 
(LLO) schemes. In TLO, Alice transmits her local oscillator 
alongside the quantum signal to Bob, while in LLO, Bob 
generates it locally and corrects the phase using a reference 
signal from Alice [43]. Additional key developments are the 
increasing use of digital signal processing [17, 44, 45] and 
the refinement of error correction codes (ECC), especially 
decoding implementations, as part of the information recon-
ciliation protocol [46, 47].

The transition from TLO to LLO is due to security rea-
sons. While using TLO is more practical in the sense that 
the transmitted local oscillator serves directly as the phase 
reference for coherent detection, it results in a security loop-
hole as the eavesdropper can manipulate the reference signal 
and change Bob’s measurements. The LLO implementation 
solves this security problem by avoiding the transmission 
of a strong reference field, while adding complexity to the 
receiver as it must synchronize both lasers (Alice and Bob’s 
sides), typically through digital signal processing tech-
niques. Digital signal processing has become imperative as 
it allows Bob to compensate for the optical channel effects 
dispersions and unavoidable devices imperfections. The 
efficient implementations of long- and low-rate decoders 
for ECC’s, especially for LDPC codes, allows the system to 
operate at very low signal to noise region, meaning longer 
distances.

reference frame is UA = Q(Xl) and Bob applies error 
correction to Yl, obtaining a binary sequence UB  such 
that UA = UB  with high probability. In the RR, the roles 
are reversed and the reference frame is Ul = Q(Yl). 
Counterintuitively, RR is preferred as it allows key dis-
tribution beyond the 3 dB loss limit [37].

4. Privacy amplification - After information reconcili-
ation, Alice and Bob share a pair of binary sequences 
(UA, UB) that are equal with high probability, but inse-
cure in the sense that Eve acquired information during 
quantum state transmission and also from the reconcili-
ation messages. To remove Eve’s knowledge, Alice and 
Bob must reduce the size of the shared key by a fraction 
that is determined by the SKR calculation in the param-
eter estimation step. This reduction should enforce both 
randomness and secrecy, and is accomplished by using a 
suitable random mapping f : {0, 1}l �→ {0, 1}m, where 
m is the final key length given by security analysis. The 
mapping is randomly chosen from a family of 2-univer-
sal hash functions ensuring that S = f(UA) = f(UB) 
with high probability, which is the final key, and that 
Eve has no information on S.

The above description provides a general outline of CV-
QKD protocols. A few details deserve particular attention in 
practical implementations. The quantum channel parameters 
are unknown and must be estimated under the conservative 
assumption that the channel is controlled by an eavesdrop-
per. Since information is encoded in coherent state quad-
ratures, the channel naturally introduces attenuation and 
excess noise beyond the shot noise limit, making parameter 
estimation crucial for security analysis and SKR computa-
tion, as will be discussed in Section 4.2. Historically, param-
eter estimation was performed before error correction, but 
reversing this order has proven more efficient. This enables 
the use of nearly all exchanged data for both tasks, leading 
to more accurate channel estimation and effectively enlarg-
ing the dataset available for secret key distillation [17, 38, 
39]. This is possible because information reconciliation 
depends on absolute SNR, which can be estimated without 
disclosing raw data, while specific security related channel 
parameters are only available though by data disclosure. A 
generalization to a protocol using heterodyne detection can 
be done with adjustments on the raw key length to be 2L and 
by dropping the sifting procedure [33]. Information recon-
ciliation and privacy amplification should proceed equally 
in this case.

Another important aspect of CV-QKD protocols proto-
cols is the reconciliation direction. In DR there is a funda-
mental 3 dB loss limit. Beyond this threshold, the channel 
attenuation is so severe that an eavesdropper on the chan-
nel would receive more information than Bob, making 
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protocol. Alice’s transmitter is based on a standard com-
mercial laser, which generates strong coherent states. These 
states are modulated using an in-phase and quadrature (IQ) 
electro-optic modulator to encode Gaussian-distributed ran-
dom variables onto the field quadratures. A variable optical 
attenuator (VOA) then reduces the signal to the quantum 
regime, with a mean photon number on the order of one pho-
ton per pulse [5]. While coherent states remain the primary 
choice for practical CV-QKD systems, squeezed states of 
light have been theoretically shown to offer advantages such 
as enhanced secret key rates, improved resilience to excess 
noise, and better performance under imperfect information 
reconciliation [5, 48]. Despite these benefits, experimen-
tal implementations face significant technical challenges. 
Recent work has demonstrated the practical viability of 
squeezed-state CV-QKD over optical fiber channels, mov-
ing beyond earlier free-space demonstrations with emulated 
loss [49–51].

The choice of laser source is a critical design decision in 
CV-QKD systems, as the system’s security and performance 
are directly affected by excess noise, with phase noise being 
a dominant contributor. Phase noise is determined by the 

3 Physical Layer

QKD systems are primarily based on optical and photonic 
components. While information can be encoded in various 
optical degrees of freedom–such as polarization, time-bin, 
or spatial modes–CV-QKD encodes information in the field 
quadratures of light. This approach offers natural compati-
bility with conventional optical telecommunication technol-
ogies, making CV-QKD particularly suitable for integration 
into existing fiber-optic networks. In this section, we briefly 
describe the optical implementation of a typical CV-QKD 
systems, including the key components for state prepara-
tion, transmission, and detection.

3.1 Transmitter

Typical configurations of a CV-QKD optical system are 
depicted in Fig. 2: (a) with a TLO and (b) with a LLO. The 
system consists of three main parts: the transmitter (Alice), 
the quantum channel, and the receiver (Bob). As discussed 
in Section 2, Alice prepares and transmits a random coher-
ent state to Bob in a typical prepare-and-measure CV-QKD 

Fig. 2 Different transmission systems. (a) Transmitting Local Oscilla-
tor (TLO), in which the local oscillator is generated at Alice and co-
propagates with the quantum signal through the optical fiber. A Tele-
com laser (λ = 1550nm) is split such that a fraction is called quantum 
signal (QS), which is modulated by an I/Q modulator (IQM) driven by 
an arbitrary waveform generator (AWG) seeded by a quantum random 
number generator (QRNG). The remaining optical power is transmit-
ted to function as a local oscillator (TLO). A variable optical attenuator 
(VOA) sets the appropriate signal power before transmission, and a 

polarization beam splitter (PBS) is employed to multiplex the optical 
fields. At the receiver, Bob performs coherent detection, which will 
be explained in Sec. (b) Local-local Oscillator (LLO) configuration, 
where the quantum signal and a pilot tone are generated at Alice, while 
the local oscillator is independently generated at Bob. The pilot tone 
is transmitted along with the quantum signal to enable phase and fre-
quency recovery at the receiver. At Bob, a local laser acts as the LLO 
and is combined with the received signal for coherent detection

 

1 3

  106  Page 6 of 24



Brazilian Journal of Physics          (2026) 56:106 

fibers offer advantages compared to other transmission 
media, including high bandwidth, compact deployment, 
and immunity to electromagnetic interference. In addition, 
they can be modeled as a Gaussian channel, as discussed in 
Section 4. Nevertheless, optical fibers are subject to several 
impairments, and a proper understanding of these limita-
tions is essential for the design of practical systems.

One of the primary impairments is fiber attenuation, 
which causes the signal transmittance to decrease exponen-
tially with distance. While this loss is acceptable for metro-
politan-scale links, it significantly constrains transmission 
over longer distances. At 1550 nm, which corresponds to 
a low-loss window, the attenuation of standard fibers is 
approximately 0.2 dB/km, thereby limiting the achievable 
secret key rate.

Another relevant limitation is chromatic dispersion, 
which leads to pulse broadening as a function of wave-
length and directly affects the temporal profile of the quan-
tum states. For standard single-mode fibers at 1550 nm, the 
dispersion coefficient is approximately 20 ps/(nm km) [56]. 
Although dispersion-shifted fibers can reduce this effect, 
they may introduce nonlinear phenomena such as four-wave 
mixing when multiple wavelength channels are employed 
[57]. Alternatively, digital-domain post-processing tech-
niques, as discussed in Section 4, can partially compensate 
for dispersion.

Another relevant impairment is polarization fluctuation. 
Optical fibers are sensitive to environmental perturbations, 
such as temperature changes and mechanical vibrations, 
which cause random polarization drifts. These fluctuations 
impact both the quantum signal and the pilot tone when 
they are transmitted simultaneously via polarization mul-
tiplexing, typically implemented with a polarization beam 
splitter (PBS). As illustrated in Fig. 3, to transmit the quan-
tum signal and the pilot tone simultaneously, we can use 

laser’s linewidth: a broader linewidth introduces larger 
phase fluctuations, degrading the SNR and reducing the 
achievable secret key rate. Although many demonstrations 
employ narrow linewidths (around 100 Hz [17, 20]) to 
mitigate these issues, such sources are costly. For scalable 
CV-QKD network deployment, this cost factor becomes a 
significant practical constraint. Consequently, the choice of 
laser is not merely a hardware consideration but a strategic 
design decision: selecting a laser with sufficiently low phase 
noise and with viable cost is paramount to ensuring both the 
system’s performance and practical feasibility.

As mentioned, information is encoded in the quadratures 
of the laser field. This is commonly achieved using optical 
modulators, which exploit the Kerr effect to convert elec-
trical signals into optical modulation. Although alternative 
encoding strategies exist, such as polarization encoding 
implemented with Pockels cells, these approaches are gener-
ally more complex to realize experimentally. Consequently, 
optical modulators remain the predominant solution. The 
first experimental implementation employed Gaussian mod-
ulation [52]. More recently, discrete modulation formats, 
such as QAM, have attracted increasing interest [5].

Furthermore, CV-QKD systems share similarities with 
coherent classical communication, as the quantum states 
must preserve both amplitude and phase information. As 
a result, the establishment of a reliable phase reference is 
essential. In early implementations, most protocols relied on 
TLO to the receiver. However, several attacks targeting this 
approach have been proposed [53, 54]. The two implemen-
tation strategies, TLO and LLO, are illustrated in Fig. 2.

3.2 Channels

Over the years, CV-QKD has been predominantly imple-
mented using optical fiber (OFs) channels [55]. Optical 

Fig. 3 Coexistence of the quantum signal with classical C-Band (λ = 
1530-1565nm) channels. The signals are combined/separated with a 
dense wavelength-division multiplexer(DWDM). At the receiver, the 

quantum channel is demultiplexed from the classical traffic and coher-
ently detected, with an active polarization control stage to compensate 
for polarization drifts induced by the optical fiber
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partially mitigate this effect, a complementary approach is 
to use time multiplexing between classical and quantum 
channels, thereby preventing interaction between them. 
However, it will limit the rate of both channels.

A possible approach for QKD is to shift the quantum sig-
nal to the O-band, around a wavelength of 1310 nm [61, 
62]. Operating in this band significantly reduces chromatic 
dispersion, crosstalk, and Raman scattering. However, fiber 
attenuation is higher in this wavelength range, typically 
around 0.3 dB/km [62]. Consequently, the optimal operat-
ing regime depends on the trade-off between these effects 
and the achievable key rate.

3.3 Receiver

To measure information encoded in the optical quadratures, 
coherent detection techniques can be employed [5, 22]. 
In this context, two variants of the protocol can be imple-
mented, as illustrated in Fig. 4.

The first variant relies on homodyne detection, in which 
Bob randomly selects one quadrature to measure from the 
quantum state transmitted by Alice. This measurement is 
performed using a homodyne detector combined with a 
phase modulator driven by a random number generator, 
which determines the quadrature to be analyzed [5].

The second variant employs double homodyne detection, 
where Bob deterministically measures both quadratures of 
the incoming state. Although this approach enables simul-
taneous access to both quadratures, it incurs a penalty of 
3 dB, corresponding to half of the original optical power, 
due to the use of an additional beam splitter to divide the 
signal [22].

For both detection schemes, a balanced detector is 
required to ensure common-mode noise rejection and to 

polarization multiplexing by combining both signals with 
a PBS. During propagation, the fiber induces polarization 
changes in both signals, requiring the use of a polarization 
control system. Most implementations rely on active polar-
ization controllers [58], which can introduce distortions into 
the optical setup. Alternatively, passive polarization control-
lers combined with Faraday mirrors have been employed to 
achieve long-term stabilization [59]. On the other hand, it is 
possible to have a polarization-diverse detection. Although 
there will be leakage of the pilot tone into the quantum sig-
nal, it can be recovered using an equalizer in the post-pro-
cessing step [60].

Lastly, the coexistence with classical channels is another 
challenge [20]. With a larger quantity of classical channels, 
noises such as crosstalk and stimulated Raman scattering are 
more present. Crosstalk is the leakage of the classical chan-
nel into the quantum one. This leakage may originate from 
finite filter extinction ratios, non-ideal WDM components, 
or spectral broadening of classical signals due to modula-
tion and fiber nonlinearities. As a consequence, crosstalk 
manifests as excess noise at the receiver, degrading the sig-
nal-to-noise ratio and potentially compromising the security 
of the quantum system. A possible solution for this problem 
is using spectral filters, such as a thinner Bragg grating, to 
diminish this leakage. Raman backscattering is a nonlinear 
effect of the fiber due to the interaction with two channels 
and the fiber structure, which generates phonons, therefore 
increasing the noise [22]. High-power classical channels 
can induce both spontaneous and stimulated Raman scatter-
ing, generating broadband noise photons that may spectrally 
overlap with the quantum channel. Raman noise is particu-
larly detrimental due to its wide spectral distribution and its 
dependence on the relative wavelength spacing and launch 
power of the classical channels. While spectral filtering can 

Fig. 4 Detection setups for CV-QKD. In both figures, the blue 
line represents the pilot tone, while the orange line corresponds 
to the quantum signal. The gray boxes indicate the balanced 
detectors. (a) Homodyne detection. The quantum signal is 
separated from the pilot tone. It is directed into a beamsplitter 
together with the local-local oscillator (LLO), whose phase is 
randomized by a phase modulator (PM) driven by a quantum 
random number generator (QRNG). The pilot tone, on the 
other hand, passes through an interferometer with the LLO, 
where one branch introduces a phase shift of π/2, allowing full 
reconstruction of both quadratures of the pilot tone. (b) Double 
homodyne/heterodyne. In this configuration, both the quantum 
signal and the pilot tone enter an interferometer with the LLO, 
where one branch imposes a phase difference of π/2, enabling 
the full measurement of both quadratures for each signal
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However, sifting is not required when both quadratures are 
measured simultaneously using a no-switching protocol 
with dual quadrature homodyne or heterodyne detection, as 
all measurement results are retained for key generation [22, 
33].

In this context, a central bridge between quantum optical 
physics and post-processing is the digital signal processing 
(DSP) stage, which prepares the signal at the transmitter and 
processes the raw measurements at the receiver. This stage 
directly determines the quality of the correlations shared by 
Alice and Bob. While in the CV-QKD literature the post-
processing part of the protocol is commonly related to the 
classical operations applied to the raw key to distill identical 
secret sequences, the DSP stage is responsible for recov-
ering the measured signal by mitigating distortions caused 
by the channel and optical/electronic imperfections, thereby 
reducing excess noise. That is, DSP generates the raw data 
for key distillation. At the transmitter side, DSP encodes 
information into the signal by mapping bits into quadra-
tures, organizes frames, inserts pilots, and applies pulse 
shaping (e.g., root-raised cosine filtering). At the receiver 
side, it separates pilot and quantum signals, performs digi-
tal down-conversion, clock recovery, static equalization, 
IQ imbalance correction, S21 response compensation, and 
dynamic equalization (e.g., phase tracking and polarization 
rotation via MIMO (multiple input multiple output)), as well 
as matched filtering and frame synchronization. Its control 
stack also performs shot-noise unit calibration. The outcome 
is a set of normalized and time-aligned samples with mini-
mized excess noise and reduced bias for parameter estima-
tion [64]. In CV-QKD, this DSP chain — largely inherited 
from coherent communications — not only enables accurate 
LO stabilization and phase estimation, but also improves 
reconciliation efficiency β and secure transmission distance, 
as it produces a more accurate covariance matrix by miti-
gating noise from system impairment. Recent works further 
highlight that even linear DSP routines must be carefully 
calibrated, particularly regarding consistent shot-noise esti-
mation, to ensure overall security of the protocol [65].

Figure 5 illustrates the complete end-to-end flow. For 
clarity, the terms highlighted in bold correspond directly 
to the functional blocks explicitly labeled in the figure. On 
Alice’s side, the QRNG provides the raw key data, which 
are processed by the DSP Transmitter. This module maps 
the data onto optical quadratures by generating the baseband 
signal, inserting pilot symbols, and applying pulse shaping. 
The resulting digital samples are converted into electrical 
signals by the DAC and subsequently applied to the Modu-
lator, which imprints them onto a continuous-wave laser. 
After appropriate attenuation, coherent states are generated 
and propagate through the quantum channel, as indicated by 
the transmission of quantum states region.

isolate the quantum signal of interest [22, 24]. After optical 
detection, the resulting electrical signal is forwarded to the 
post-processing stage.

Regardless of the detection method, detection noise will 
be present, and, according to Laudenbach et. al. [22], it is 
the noise that mainly impacts CV-QKD systems. A balanced 
photodetector used for homodyne detection exhibits elec-
tronic noise from several internal components, including the 
photodiodes, transimpedance amplifier, and ADC. Each of 
these contributes with its own noise spectral density. Under 
this assumption, the total noise variance scales linearly with 
the detector bandwidth. Therefore, the increase in noise with 
bandwidth is not due to any specific detector parameter, but 
rather to the fact that a wider bandwidth integrates over a 
larger portion of the electronic noise spectrum. Therefore, if 
one chooses a detector with high electronic noise or insuf-
ficient bandwidth, it will significantly impact the secret key 
rate of the protocol.

Some studies demonstrate that we can treat detector noise 
as trusted, in which a portion of the observed noise is attrib-
uted to the detector itself rather than to a potential eaves-
dropper who cannot manipulate it. Incorporating this noise 
model enables more possibilities for analysis of the secure 
key rate in CV-QKD systems, accounting for imperfections 
inherent to the measurement devices. Despite its relevance, 
the detailed treatment of trusted detector noise is beyond 
the scope of this work. However, it has been reported in the 
following [36, 63].

4 Post-processing Pipeline

Post-processing in CV-QKD systems is an indispensable 
stage for transforming noisy and correlated measurements 
into secure secret keys. While the quantum channel is 
responsible for transmitting the modulated optical states, 
security against an adversary is effectively consolidated in 
the classical domain through posterior processing. During 
this stage, Alice and Bob apply protocols to reconcile the 
information with errors introduced by quantum noise, fiber 
attenuation, and excess noise, while simultaneously estimat-
ing and reducing the information potentially acquired by an 
eavesdropper. The efficiency of post-processing has a direct 
impact on both the final key generation rate and the maxi-
mum achievable distance, making it decisive for the feasi-
bility of practical CV-QKD systems [5].

In general, the post-processing pipeline consists of a 
structured set of classical algorithms that follow the quan-
tum transmission phase, typically including sifting, param-
eter estimation, information reconciliation, and privacy 
amplification [5]. Each stage plays a specific role in ensur-
ing Alice and Bob derive identical and secret shared keys. 
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communicating the Seed and Secret key length, both par-
ties apply Privacy Amplification, based on Toeplitz hash 
functions, to generate identical Secret Key Bits.

The figure further highlights the distinction between pub-
lic communications, such as announcements, syndromes, 
and correctness checks, and private data, while clearly indi-
cating that the transmission of quantum states is restricted to 
the segment between modulation and detection.

4.1 Digital Signal Processing for CV-QKD

Digital Signal Processing (DSP) emerges as a pivotal tech-
nology in the paradigm shift from classical optical com-
munications to quantum-secure systems, most notably in 
CV-QKD. At its core, DSP acts as the fundamental bridge 

On Bob’s side, the incoming optical states are measured 
by the Detection stage, operating in either homodyne or 
heterodyne configuration. The measurement outcomes are 
then processed by the DSP Receiver, which performs digi-
tal demodulation tasks including down-conversion, clock 
recovery, equalization, and shot-noise-unit normalization, 
yielding the digital Detected Data.

Subsequently, the Post-Processing stage takes place and 
is entirely classical and authenticated. Alice and Bob first 
perform Parameter Estimation using publicly disclosed 
random subsets of their data (X ′ and Y ′) in order to recon-
struct the covariance matrix and assess the viability of secret 
key extraction. They then execute Information Reconcili-
ation to correct discrepancies between their strings and 
obtain the aligned bit sequence Z. Finally, after publicly 

Fig. 5 End-to-end pipeline of a CV-QKD system, illustrating the gen-
eration, transmission, detection, and post-processing of quantum states 
for secret key extraction. The upper part depicts the quantum layer, 
from state preparation at Alice to quadrature measurement at Bob, 

while the lower part shows the classical and authenticated post-pro-
cessing stages, including parameter estimation, information reconcili-
ation, and privacy amplification. Public communications and private 
data are explicitly distinguished. Adapted from [5]
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properties of the encoded quadratures. The mapped sym-
bols are pulse-shaped, typically with a root-raised cosine 
(RRC) filter, and digitally up-converted for optical modula-
tion. Pilot tones and synchronization sequences are inserted 
to support frequency, phase, and timing recovery. At the 
receiver, the pipeline continues with high-speed analog-to-
digital conversion (ADC), deskew, and static equalization. 
Chromatic dispersion compensation and adaptive equaliza-
tion are then applied, followed by carrier frequency and 
phase recovery. Finally, decision and decoding modules 
convert the reconstructed quadratures into binary outputs 
that form the raw key material. This sequence highlights the 
role of DSP as the central element enabling reliable signal 
generation, synchronization, and impairment compensation 
in CV-QKD systems.

On the transmitter side, Alice’s DSP executes a series of 
critical functions to prepare the quantum signal for transmis-
sion. Random symbols are first generated from a prescribed 
distribution; for instance, in the Gaussian Modulated Coher-
ent State (GMCS) protocol, the mean quadrature values ⟨I⟩ 
and ⟨Q⟩ are randomly drawn from a Gaussian distribution 
with zero mean and variance VA [66]. Probabilistic Con-
stellation Shaping (PCS) applied to Quadrature Amplitude 
Modulation (QAM) formats is also employed to optimize 
mutual information and approach the Shannon channel 
capacity [68]. Subsequently, pulse shaping is carried out, 

between the quantum domain of information and the subse-
quent stages of classical post-processing, orchestrating the 
transformation of discrete sequences of quadrature values 
into a modulated optical signal at Alice’s station and their 
subsequent reconstruction into digital form at Bob’s sta-
tion [66]. This capability is crucial not only for enabling data 
synchronization and mitigating signal impairments—such 
as chromatic dispersion, polarization-mode dispersion, and 
phase noise—in coherent optical communication systems, 
but also for enhancing the correlation between transmitted 
and received quantum states, thereby ensuring accurate key 
generation and the overall robustness of the CV-QKD sys-
tem [65]. The adoption of DSP techniques originating from 
classical optical communications confers superior perfor-
mance to CV-QKD in practical scenarios, where environ-
mental factors and imperfections in optical components can 
degrade the quality of the quantum signal [65]. Moreover, 
DSP is indispensable for the implementation of a locally 
generated local oscillator (LO), enabling correction of fre-
quency and phase offsets via frequency-multiplexed pilot 
tones transmitted by Alice [66].

The DSP pipeline in CV-QKD, shown in Fig. 6, repre-
sents the complete digital chain from quantum state prep-
aration to key extraction. At the transmitter, the process 
begins with a QRNG, followed by distribution matching 
and constellation mapping, which determine the statistical 

Fig. 6 DSP pipeline of a CV-QKD system, from quantum state transmission to recovered raw data keys. Adapted from [67]
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(MIMO) algorithms [74]. This includes compensation 
of frequency offset, filtering and equalization, as well as 
pilot-aided phase recovery [75]. Frame synchronization is 
ensured through training sequences such as Zadoff-Chu or 
CAZAC [5], while fine data and clock synchronization are 
achieved via DSP-based routines [76].

Beyond its basic functions, DSP in CV-QKD incorpo-
rates advanced techniques to optimize performance. Chro-
matic dispersion (CD) compensation, typically carried out 
in the frequency domain, mitigates pulse broadening effects 
in long-haul fiber transmission [75]. Phase and LO correc-
tion are enhanced by employing multiple frequency-mul-
tiplexed pilot tones and advanced carrier frequency/phase 
estimation algorithms, including the M th-power method for 
residual phase error removal [66, 68, 77]. To address polar-
ization drifts and suppress noise, Kalman filters have shown 
effectiveness by adapting to slow variations in the polar-
ization state [76]. A critical step is Shot Noise Unit (SNU) 
normalization, which provides a consistent and physically 
meaningful reference for quadrature measurements between 
Alice and Bob, rather than ensuring faithful quantum rep-
resentation, and enables proper calibration of linear DSP 
outputs [42].

The impact of DSP on CV-QKD system performance is 
multifaceted and deeply intertwined with security metrics. 
DSP optimization directly improves the reconciliation effi-
ciency (β), which is crucial for maximizing the secret key 
rate by enhancing the correlation between Alice’s and Bob’s 
data [65]. Excess noise (ξ) is a limiting factor for both the 
achievable transmission distance and the security threshold 
of the protocol. Its reduction does not increase the intrin-
sic security of CV-QKD but ensures that the noise level 
remains below the maximum tolerable bound required for 
secure key generation [65]. The fidelity of the covariance 
matrix, constructed from DSP-recovered data, is essential 
for accurately assessing protocol security, as it enables esti-
mation of the information potentially accessible to an eaves-
dropper (Eve) [42]. Consequently, the overall security of the 
protocol is constrained by DSP’s ability to maintain stable 
and accurate quadrature statistics while suppressing noise 
contributions that would otherwise compromise parameter 
estimation [65].

Future perspectives for DSP in CV-QKD are promis-
ing, driven by the pursuit of higher speed, longer reach, 
and deeper integration. The application of machine learn-
ing (ML) algorithms for nonlinear channel equaliza-
tion is an active research frontier, with neural networks 
demonstrating the potential to surpass conventional DSP 
approaches [78, 79]. ML-based algorithms may also be 
applied to key sifting and excess noise reduction, enhancing 
system robustness in noisy environments [80], as well as to 
automatic modulation format recognition [81]. Integration 

which is essential for defining the temporal mode of the sig-
nal. While an ideal time-limited pulse would require infi-
nite bandwidth for distortion-free detection, engineering 
practice relies on spectrally limited pulse shapes such as the 
root-raised cosine (RRC) filter [44]. The RRC filter, with 
an adjustable roll-off factor, minimizes inter-symbol inter-
ference (ISI) and distortions inherent to finite-bandwidth 
detectors [66]. In experimental settings, the roll-off factor is 
also a key parameter influencing the system’s excess noise; 
therefore, it is typically optimized to values such as 0.4 or 
0.2, depending on bandwidth constraints and overall per-
formance requirements [44, 69]. After pulse shaping, the 
signal undergoes digital frequency up-conversion primarily 
to mitigate low-frequency electronic noise, which would 
otherwise degrade the signal-to-noise ratio in the quadra-
ture measurements. Although up-conversion also enables 
RF heterodyne detection, such detection does not strictly 
require this step, as it can alternatively be achieved by 
employing slightly detuned local oscillators at Alice’s and 
Bob’s sides. In RF heterodyne detection, the quantum signal 
is mixed with a frequency-shifted local oscillator, allow-
ing simultaneous retrieval of both quadratures with a sin-
gle photodiode, as demonstrated in recent true-heterodyne 
receiver architectures for CV-QKD [44, 60]. To better reflect 
this context, references describing standard RF heterodyne 
implementations are more appropriate than those reporting 
phase-diverse detection schemes. Furthermore, frequency-
multiplexed pilot tones are inserted into the quantum signal 
to provide robust references for clock and phase correction 
between Alice and Bob. A Zadoff-Chu or Constant Ampli-
tude Zero Autocorrelation (CAZAC) sequence is appended 
at the beginning of each frame to facilitate synchronization 
and recovery of the time-multiplexed pilot sequence [5]. 
Strategies such as frequency and polarization multiplexing 
of the pilots with the quantum signal are employed to miti-
gate crosstalk and channel interference [70].

On the receiver side, Bob’s DSP is more complex and 
indispensable for faithful reconstruction of the quantum 
signal. The received electrical signals are first digitized by 
an analog-to-digital converter (ADC) operating at sampling 
rates ranging from 5 GSa/s to 10 GSa/s [44, 71]. The quan-
tum signals and frequency-multiplexed pilot tones are then 
digitally separated [5]. The quantum signal is subsequently 
down-converted to baseband, aligned with the frequency 
shift applied at the transmitter [5]. Digital clock recov-
ery identifies optimal sampling instants, employing algo-
rithms such as Gardner’s method [72]. Static equalization 
then compensates for fixed imperfections, including I/Q 
imbalance and S21 mismatch, while the pulse is recovered 
through a matched RRC filter [5, 73]. Dynamic equalization 
is further applied to correct for variable phase and polariza-
tion drifts, frequently using Multiple-Input Multiple-Output 
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estimation is reduced to estimate T and ξ, since one can rea-
sonably assume that the other parameters are relatively well 
known: [83]. In fact, ηeff is calibrated beforehand from the 
receiver’s known efficiency and losses, and VA is a fixed 
parameter set and verified locally by the transmitter. In con-
trast, the excess noise has the most significant impact on the 
secret-key rate [84, 85].

The Gaussian channel parameters can be estimated con-
sidering the linear model

Y = tX + Z , (1)

where t =
√

T , X is a random variable related to the trans-
mitted signal, Z is a random variable related to the noise 
channel, and Y is a random variable related to the received 
signal [22].

In general, these variables are normalized in a shot-noise 
units (SNU) for both, Alice and Bob, have a reference unit 
for security analysis [5]. In this way, the variance of the 
quantum fluctuation in phase space is usually defined as this 
reference unit, represented by the SNU. In practical imple-
mentations, its estimation is made by measuring the vac-
uum, which is recorded in the receiver setup as electronic 
signals [86]. During the detection, the electronic noise is 
accounted to the shot-noise, such that Bob needs to make 
a calibration.

The calibration of shot noise can be performed using var-
ious methodologies [86–91]. Here, we outline the primary 
strategies commonly employed in the literature: 

1. Two-time with pre-calibration [87]: In this calibra-
tion, the electronic noise is measured (see Fig. 7). First, 
with the LO beam blocked at the optical input ports and 
the homodyne detector powered on, the measured vari-
ance corresponds to the raw electronic noise. Subse-
quently, the total system noise is measured with the LO 
illuminated. The shot-noise unit (SNU) is then obtained 
by calculating the difference between these two vari-
ance measurements.

2. Two-time in real-time [88, 89]: in this calibration, the 
pre-calibration is also performed at first. This enables 

into Application-Specific Integrated Circuits (ASICs) and 
Field-Programmable Gate Arrays (FPGAs) is fundamental 
for achieving real-time processing, as these platforms pro-
vide the parallel computational capabilities required by the 
intensive DSP operations, leading to significant increases 
in secret key rates and transmission distances [82]. The 
evolution toward system-on-chip (SoC) platforms, such as 
RFSoC-based architectures that integrate processors, pro-
grammable logic, and converters on a single chip, marks a 
decisive step in miniaturization and cost optimization, facil-
itating large-scale adoption of CV-QKD technology [81]. 
Achieving real-time operation — from quantum state prep-
aration to final key extraction — constitutes the ultimate 
goal, making overall system speed a primary performance 
indicator for commercial deployments [82]. Thus, the con-
tinuous evolution of DSP is intrinsic to the advancement of 
CV-QKD, driving the field toward increasingly efficient, 
secure, and adaptable quantum communication networks.

4.2 Parameter Estimation and Calibration

A fundamental security assumption for QKD protocols 
is that the quantum channel is insecure, meaning that the 
eavesdropper controls it and all information lost to the envi-
ronment ultimately goes to the eavesdropper. In a practical 
scenario, this means that Eve controls the channel parame-
ters, making precise parameter estimation a pivotal step in a 
QKD protocol operating in a non-asymptotic regime. Thus, 
Alice and Bob must use their random variables, X and Y, 
respectively, to compute the worst-case-scenario parameters 
and construct their covariance matrix in order to compute 
the amount of information leaked to an eavesdropper (E) 
using the Holevo bound χ(Y ; E) [5, 25, 26].

The channel parameters must be estimated using a por-
tion of the signals, denoted as L′, where L is the total number 
of quadrature measurements after sifting (as introduced in 
Section 2). The remaining l = L − L′ samples are reserved 
for raw key generation. In principle, they need to estimate 
the transmittance T, the excess noise ξ, Alice’s variance 
VA, quantum efficiency of the detectors ηeff and the elec-
tronic noise νel. However, the main problem of parameter 

Fig. 7 Calibrating a balanced 
homodyne detector. (a) Electronic 
noise level, measured by blocking 
both the signal and local oscilla-
tor (LO) inputs. (b) Total system 
noise, measured with the local 
oscillator (LO) beam applied
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where zϵP E/2 = erf−1(1 − ϵP E/2) and erf(x) is the error 

function [92]. Here, SD is the standard deviation.

The primary challenge in practical implementations is 
to achieve highly precise parameter estimation using a lim-
ited subset of m signals, as these are subsequently discarded 
because their information is announced over the authenti-
cated classical channel [93]. Within the literature, Maxi-
mum Likelihood Estimation (MLE) is widely recognized as 
the standard method in the field [94–96]. This prominence is 
largely due to the first comprehensive security proof against 
Gaussian collective attacks in the finite-size regime being 
established using an MLE-based framework [83]. Subse-
quently, alternative methods have been proposed to achieve 
improved performance, such as yielding tighter confidence 
intervals and thus higher secret key rates [94, 97, 98].

4.3 Information Reconciliation

The objective of the Information Reconciliation (IR) process 
is to enable Alice and Bob to share a set of completely con-
sistent key bits, even in the presence of inevitable discrep-
ancies introduced during quantum transmission, whether 
caused by the physical characteristics of the channel or by 
eavesdropping attempts from third parties. To achieve this 
goal, classical error-correcting codes (EECs) are employed, 
allowing the identification and correction of discrepancies 
between the bit sequences initially obtained by each party. 
In this way, IR serves as a fundamental step to ensure the 
reliability of the final keys, reducing inconsistencies and 
guaranteeing the secure sharing of common keys [5].

However, the IR of CV-QKD is particularly challenging 
due to its operation in low SNR regimes over long distances. 
In addition to the incorporation of a digital signal processing 
(DSP) stage, the effective application of ECCs requires the 
development of novel design, optimized code designs that 
generate LDPC matrices suitable for real-time hardware 
implementation, with reduced latency and high through-
put. Under low-SNR conditions, LDPC codes demand a 
high degree of redundancy to reliably correct errors and 
enhance the key parameters used to evaluate IR perfor-
mance namely: reconciliation efficiency (β), frame error 
rate (FER) and throughput (T). The first is used to character-
ize the efficiency of the error correction and expressed by a 
factor β ∈ [0, 1], the second indicates the probability of IR 
failure (with lower values being preferable), and the third 
is directly associated with process performance, measuring 
the number of raw key bits processed per unit of time. In 
CV-QKD, given the transmission distance, higher reconcili-
ation efficiency enables higher key rate [41].

Reconciliation can be implemented in two distinct forms 
with different performance characteristics: direct reconcilia-
tion (DR) or reverse reconciliation (RR). In DR, Alice sends 

Bob to compute a linear relation between the optical 
power and the SNU. Then, a small portion of the LO 
is separated and constantly measured. Then, based on 
the computation made after pre-calibration, the SNU is 
adjusted in real-time.

3. One-time [90, 91]: In this method, the SNU is cali-
brated by measuring the total noise. Then, the signals 
are normalized considering this measure, such that 
the electronic noise can be represented using another 
vacuum state for security analisys. However, the perfor-
mance of this protocol is slightly inferior to that of the 
traditional method because electronic noise is not esti-
mated in this process. As a result, the electronic noise 
is considered untrusted, meaning the associated loss is 
also deemed untrusted.

Following calibration, the signals are normalized, and their 
quadratures are distributed as X ∼ N (0, VA), Z ∼ N (0, σ2), 
and Y ∼ N (0, t2VA + σ2), where σ2 = 1 + t2ξ [83]. In this 
expression, the unit variance (1) originates from the shot-
noise normalization inherent to homodyne detection. For 
heterodyne detection, this value becomes 2, as the signal 
is split on a balanced beam splitter to enable simultane-
ous measurement of both conjugate quadratures [63]. The 
parameters t and σ2 are then estimated from the data, with 
the resulting estimators denoted as t̂ and σ̂2.

An estimator is a function of samples of a random vari-
able3, being a random variable itself, and the estimator θ̂ of 

a parameter θ is said to be unbiased if E[θ̂] = θ. However, 
in general, the variance of the estimator is a non-zero value 
which is inversely proportional to the number of samples 
provided to the estimator, meaning that the estimated value 
may differ from the true parameter value in a finite statistics 
setting. In a CV-QKD scenario, one needs unbiased estima-
tors for the channel parameters (E[t̂] = t and E[σ̂2] = σ2), 
and provide that the achievable secret-key rate will not be 
overestimated [63]. This can be done by computing the 
estimator’s confidence intervals and using the worst case 
boundaries of such intervals as practical values to compute 
the secret key rate. In other words, one ensures that, with 
high probability, the parameter estimation satisfy t̂min ≤ t 
and σ̂2

max ≥ σ2, where t̂min and σ̂2
max are the upper and 

lower bounds of the confidence intervals for the transmit-
tance and excess noise [83], respectively, given by

tmin ≈ t̂ − zϵP E/2SD (2)

and

σ2
max ≈ σ̂2 + zϵP E/2SD, (3)

3 More formally, the samples are a sequence of independent and iden-
tically distributed random variables.
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channel between Alice and Bob is converted into a vir-
tual biary input additive white Gaussian noise (AWGN) 
channel and therefore efficient binary codes can be 
employed.

 ● Sign Reconciliation - Direct encoding the continuous 
random variable to a key bit by using sign. The sign rec-
onciliation has the feature of simplicity and low com-
plexity, however the performance is low, due to some 
states are very close to each other, making discrimina-
tion difficult.

The Fig. 8 shows the four possibles states that Bob needs 
to discriminate [99]. Consider that Alice and Bob share a 
set of correlated Gaussian variables X and Y and x1 e x2 
belong to x.

Multidimensional reconciliation has emerged as the most 
effective approach for low SNR regimes [99], such as those 
encountered in long-distance CV-QKD. As previously dis-
cussed, this technique enables the use of efficient binary 
codes, such as LDPC, thereby reducing the error rate and 
enhancing the SKR.

Since CV-QKD systems typically operate over Gauss-
ian channels with very low SNRs, approximately below 0 
dB, the initial bit error rate is consequently very high. To 
mitigate this, ECCs with strong decoding performance are 
required to detect and correct errors introduced during trans-
mission, thereby improving reliability. Most notably, LDPC 
codes, defined by sparse parity-check matrices H of size 

(n − k) × n, with code rate Rcode = k
n . As mentioned ear-

lier, in low-SNR regimes, very high redundancy is required 
to achieve reliable reconciliation, leading to large matrix 
dimensions (on the order of 106) and significant computa-
tional burden during decoding. This complexity negatively 
impacts the performance of the decoding algorithm named 

the redundant information required for error correction to 
Bob, who uses it to correct the errors in his data and obtain 
a bit string identical to Alice’s. In RR, Bob’s raw keys serve 
as the reference, and he sends the necessary error correction 
information to Alice enabling her to adjust her bit string to 
match his. RR can significantly extend the transmission dis-
tance and enable the generation of secure keys over longer 
ranges, making it the dominant approach.

The raw keys in CV-QKD are Gaussian variables, and 
several schemes have been proposed for their reconciliation. 
The most well-known are slice reconciliation, multidimen-
sional reconciliation and signal reconciliation.

 ● Slice Reconciliation - Suitable for relatively high SNR 
(greater than 0dB), typically in short transmission dis-
tances. In RR, Bob applies a quantization function 
Q : R → {0, 1}m to transform each Gaussian variable 
Yi into an m-bit label {Bj(Yi)}, j = 1, ..., m. Bob then 
employs a multi-level encoder, which encodes each bit 
level of the label independently as the syndromes of an 
ECC with coding rate Rj  (1 ≤ j ≤ m. To recover Bob’s 
m-bit label Bj . Alice uses a multi-stage decoder, lever-
aging her own correlated varaible X as side information. 
As a result, both parties ultimately share identical keys.

 ● Multidimensional Reconciliation - Suitable for low 
SNR (from -20dB to 0dB), typically occurring in long-
distance CV-QKD. In this scenarios the raw keys of Al-
ice and Bob are correlated Gaussian variables and the 
SNR will be very low for long transmission distances. In 
this case, the raw keys have a small absolute value and 
are distributed around 0. Thus, it is difficult to discrim-
inate the sign and realize the encoding and decoding. 
The multidimensional reconciliation algorithm provides 
a powerful encoding scheme for low SNR scenario and 
thus effectively extend the key distribution distance. The 

Fig. 8 Figures (a), (b), and (c) illustrate the four possible states that 
Bob must discriminate after Alice sends side information through the 
authenticated classical channel. In (a), corresponding to slice recon-
ciliation, the four states are well separated, but the Gaussian symmetry 
is broken. In (b), representing sign reconciliation, the problem’s sym-

metry is preserved, but some states are very close to each other, mak-
ing discrimination difficult. In (c), corresponding to multidimensional 
reconciliation, a clever rotation is applied: the symmetry of the prob-
lem is preserved and the states become well to discriminate
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that converts the reconciled key into a final key uniformly 
random and entirely independent of any quantum system E 
accessible to an eavesdropper [5, 103]. After the phases of 
sifting (for discrete-variable protocols) or the conversion of 
continuous variables into binary bits (for CV-QKD), and 
the information reconciliation stage, Alice and Bob share 
a bit sequence that, although corrected, may still contain 
information potentially accessible to an eavesdropper (Eve) 
[104]. The primary goal of PA is to compress the corrected 
sequence using a universal hash function into a significantly 
shorter sequence, thereby reducing Eve’s knowledge of the 
final key to an arbitrarily small level. This process is essen-
tial, since any residual base error rate is indistinguishable 
from eavesdropping, requiring that Eve’s information be 
either removed or rendered useless. The derivation of the 
final secure key length is extensively discussed in security 
analyses that take into account correctness and secrecy 
requirements [44, 103, 105].

The computational challenges in implementing PA 
are multifaceted and critical to the practical feasibility of 
high-speed CV-QKD systems. The complexity of univer-
sal hash algorithms is a limiting factor: while direct matrix 
multiplication has a computational complexity of O(N2), 
techniques such as Toeplitz matrices, optimized by number-
theoretic transforms (NTT) or fast Fourier transforms (FFT), 
can reduce this complexity to O(N log N) [103]. However, 
these techniques produce uniform distributions only at the 
asymptotic regime, such that finite size effects of the order 
O(n−1 log2(1/ϵh)) must be taken into account, where ϵh 
is the hashing parameter [106]. To mitigate these effects, 
which inevitably reduce the secure key rate, the PA block 
size (input length, N ) should be as large as possible, ide-
ally 108 bits or more (e.g., 109, 1010), to effectively counter 
finite-size effects, improve the secure key rate, and approach 
asymptotic performance [5, 104, 107]. The need for process-
ing rates on the order of gigabits per second (Gbps) is driven 
by the increasing repetition rates of CV-QKD systems and 
the adoption of wavelength-division multiplexing (WDM), 
which boosts raw key rates to unprecedented levels [104].

Given the large block sizes and stringent throughput 
requirements, real-time execution of privacy amplification 
demands dedicated hardware support. Conventional soft-
ware-based approaches are unable to maintain the data rates 
required when operating on blocks approaching hundreds of 
millions of bits. Section 5.1 provides a detailed examination 
of the hardware trade-offs and architectural strategies neces-
sary to support PA alongside information reconciliation and 
digital signal processing.

The impact of finite-size effects on the final secure key 
rate is a significant theoretical and practical concern [107]. 
The security of CV-QKD is often analyzed in the asymp-
totic regime (infinite key length), but in practical scenarios, 

as Belief Propagation (BP) and limits the real-time SKR, 
posing major challenge to the scalability of CV-QKD sys-
tems. Consequently, the design of LDPC code structures 
optimized for low-SNR and efficient hardware implementa-
tion is essential for advancing practical CV-QKD deploy-
ments [41].

LDPC codes are among the most promising strategies 
for application in the IR stage, as they enable performance 
close to the Shannon limit and are extensively employed 
in noisy communication systems. The parity-check matrix 
H can be represented by a bipartite Tanner graph, denoted 
as G, composed of two sets of nodes: the variable nodes 
Vj , associated with the columns of H, and the check nodes 
Ci, corresponding to its rows [100]. A connection between 
a variable node j and a check node i is established when 
H(i, j) = 1, indicating an edge between the nodes. The 
number of edges incident to a vertex of G is referred to as its 
degree, and the degree distribution is defined by two poly-
nomials, λ(x) =

∑
i λix

i and ρ(x) =
∑

i ρix
i, where λi 

and ρi denote the fraction of variable and check nodes of 
degree i, respectively [100].

Alternative design approaches, for these codes are 
required in IR. In this context, Multi-Edge Type LDPC 
(MET-LDPC) proposed in [101], generalize both irregular 
and irregular LDPC codes by introducing multiple edges 
types in the Tanner graph, allowing greater flexibility in 
defining the degree distribution of the nodes. This unified 
structure enables efficient modeling of codes with both 
uniform and non-uniform distributions, adapting them 
to varying channel conditions. A key advantage of MET-
LDPC codes over conventional LDPC codes is their ability 
to achieve performance close to Shannon limit, particularly 
in low-rate regimes such as IR in CV-QKD systems, where 
they operate robustly even under extremely low SNR condi-
tions. In addition, the LDPC Quasi-cyclic codes (QC-LDPC) 
represents a structure LDPC code class, in which the parity-
check matrix H is built from circulate blocks permutations 
of identity matrix. This structure allows a compact represen-
tation, facilitating efficient hardware implementations and 
significantly reduncing the computational cost of encoding 
and decoding, which is essential for CV-QKD systems with 
large block sizes [46, 102]. These combined techniques can 
serve as a foundation for constructing codes applicable to 
various practical scenarios, including the optimization of IR 
in CV-QKD systems operating at very low SNRs, thereby 
extending the range and efficiency of QKD on long-distance 
optical communications.

4.4 Privacy Amplification

Privacy amplification (PA) is integrated into the post-pro-
cessing flow of CV-QKD systems, acting as the mechanism 
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massive processing power. To ensure security and efficiency 
in noisy channels, it is necessary to process data blocks that 
can exceed 109 symbols [4, 69, 90]. Information reconcilia-
tion, for example, uses complex error correction codes (e.g., 
MET-LDPC) that operate on blocks of hundreds of mil-
lions of bits [46, 69], while privacy amplification performs 
hash operations on matrices of equally massive dimensions, 
making real-time processing a major challenge [5].

Off-the-shelf hardware solutions, such as CPUs and 
GPUs, are often insufficient to meet the stringent require-
ments of commercial CV-QKD systems, particularly for 
embedded or high-speed deployment [108–110]. Although 
GPUs provide substantial parallelism and have been success-
fully employed in experimental demonstrations [46, 111], 
their power consumption and latency characteristics limit 
their suitability for compact or energy-constrained applica-
tions. CPUs, in turn, lack the parallel processing capability 
needed to handle the data throughput in real-time. FPGAs 
emerge as a promising platform, combining low power 
consumption with the ability to efficiently manage both 
system control and computation, thereby facilitating inte-
gration with optical and electronic components [103, 104]. 
Nonetheless, on-chip memory availability remains a critical 
constraint for FPGA-based implementations operating on 
very large code blocks. External memory interfaces, such 
as DDR, may be employed to extend capacity, but careful 
architectural planning is required to avoid throughput deg-
radation. Furthermore, a hybrid architecture can be a good 
approach to address this need while accommodating the 
evolution of algorithms. In such an approach, computation-
ally intensive and stable operations, including LDPC decod-
ing and hashing, are implemented as dedicated hardware 
accelerators, while algorithmically evolving components, 
such as DSP functions and parameter estimation, execute on 
programmable processors. Application-Specific Instruction-
set Processors (ASIPs), typically based on RISC-V exten-
sions [110, 112, 113], provide flexibility with a customized 
instruction set that accelerates key quantum-communication 
tasks without demanding hardware redesign.

Modularity is also an essential principle for an architec-
tural concept. As CV-QKD theory continues to advance, 
DSP and post-processing algorithms are constantly being 
improved. A modular architecture allows individual system 
components to be updated or replaced independently. This 
partitioning strategy facilitates system maintenance and 
evolution, ensuring that the hardware platform can adapt to 
future generations of CV-QKD protocols.

The path for developing and implementing the digital 
hardware architecture should go through two distinct phases: 
prototyping and production. FPGAs are highly suitable for 
prototyping, validation, and integrated testing, owing to 
their reconfigurable nature and straightforward interface 

the key length is finite, leading to a reduction in the actual 
secure key rate. This reduction becomes more pronounced 
as part of the data must be allocated to parameter estimation, 
and statistical fluctuations grow with smaller block sizes. 
To mitigate these effects, it is essential to maximize the 
block length used for key generation, which in turn requires 
PA algorithms capable of processing extremely large data 
blocks. Simulations indicate that the improvement in secure 
key rate due to large-scale PA is particularly pronounced in 
CV-QKD systems, where finite-size effects are more critical 
than in DV-QKD [104].

5 Hardware Development

The practical viability of CV-QKD systems, which can 
operate in real-time and over long distances, fundamentally 
depends on overcoming significant computational chal-
lenges. The DSP and post-processing stages, which ensure 
the key’s security, require handling enormous volumes of 
data under low SNR conditions. To meet this demand, the 
development of dedicated hardware is necessary, as off-the-
shelf solutions like CPUs and GPUs do not offer the required 
combination of performance, low power consumption, and 
latency to enable compact and integrable CV-QKD devices 
capable of generating keys in real-time on existing network 
infrastructures and being mass-produced.

5.1 Digital Hardware Architecture

The need for a dedicated, programmable, and flexible accel-
erator hardware architecture is a prerequisite for build-
ing CV-QKD systems that can evolve with research. The 
main objective is to enable real-time key generation and 
the efficient processing of large data volumes, overcoming 
the computational bottlenecks imposed by processing long 
transmission frames, a direct consequence of low SNR in 
the quantum regime and long-distance communications. A 
well-defined architecture is essential not only to achieve the 
necessary performance but also to ensure that the system can 
adapt to the continuous theoretical and algorithmic innova-
tions that characterize the field of quantum communication.

In contrast to the concise reference in Section 4.4, which 
addressed privacy amplification in isolation, the assessment 
presented here encompasses the complete digital process-
ing chain of CV-QKD systems. This broader scope is essen-
tial to evaluate the architectural requirements for real-time 
operation under practical deployment conditions.

The computational demands of a CV-QKD system are 
extraordinarily high. Both the DSP modules, responsible 
for signal encoding and recovery, and the post-processing 
stages — parameter estimation, IR, and PA — require 
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efficient simulations, it is possible to conduct a broad search 
in the parameter space, such as modulation variance, trans-
mission frame size (e.g., blocks of 108 up to 109 symbols), 
and pilot tone strategies, to identify the optimal configura-
tion for different channel conditions and distance scenarios. 
This fine-tuning process in software accelerates research 
and development, avoiding the cost and time associated 
with experimental tests implemented directly in hardware 
[115, 116].

The CV-QKD-ModSim software framework, being 
developed within the QuIIN research group, constitutes a 
core element of our hardware-oriented design methodology. 
It supports algorithm exploration and optimization, provides 
a validated digital reference model, and allows quantitative 
assessment of accuracy and resource requirements before 
deployment on FPGA or ASIC devices.

The current version is an internal prototype under con-
tinuous refinement, with its DSP and post-processing mod-
ules being validated through theoretical consistency checks 
and comparison with offline key-generation experiments 
performed on optical testbeds. As the framework reaches 
maturity, a public release under an open-source license is 
planned, along with a dedicated publication presenting its 
architecture, validation methodology, and benchmarking 
results. This roadmap ensures a reliable reference model for 
hardware design while maintaining alignment with practical 
system constraints.

6 Perspectives

6.1 QuIIN’s Perspectives

QuIIN’s development plan for CV-QKD systems follows a 
staged approach toward practical deployment in real-world 
metropolitan networks. Our implementation will employ 
Gaussian modulation with heterodyne (dual-quadrature 
homodyne) detection. As a proof of concept, we will ini-
tially perform offline key extraction with GPU-accelerated 
processing, leveraging the frameworks discussed in Sec-
tion 5.2. The second phase involves prototyping a digi-
tal hardware FPGA/ASIC accelerator (see Section 5.2) 
for real-time secret key generation. Following laboratory 
validation, we plan to conduct field tests on an operational 
metropolitan quantum network in partnership with the Rio 
Quantum Network (RQN), a quantum communication 
network under deployment in Rio de Janeiro [2, 3]. The 
RQN infrastructure connects major research institutions 
through both fiber-optic and free-space optical (FSO) chan-
nels, providing an ideal testbed for comprehensive evalua-
tion of CV-QKD performance under realistic metropolitan 
conditions.

with optoelectronic subsystems [81, 114]. After validating 
the concept on an FPGA, the final solution points towards 
the fabrication of an ASIC in the form of a SoC. This SoC 
would integrate the ASIPs and dedicated accelerators on a 
single chip, ensuring performance, low power consumption, 
and reduced unit cost necessary for mass production and the 
widespread adoption of CV-QKD technology.

5.2 Software Framework

The development of such complex and specialized hard-
ware requires, as an indispensable prerequisite, a robust 
and validated reference model. To this end, the creation of 
a comprehensive software framework is fundamental. This 
framework, named CV-QKD-ModSim, has been designed 
to model, simulate, and validate the entire digital informa-
tion processing chain of a CV-QKD system, serving as a 
solid foundation and a blueprint for the hardware microar-
chitecture design. It allows exploring the design space and 
optimizing algorithms before committing resources to phys-
ical implementation.

The framework executes all digital processing steps, 
from the transmitter to the receiver. It simulates the DSP 
algorithms in Alice, such as pulse shaping and pilot tone 
multiplexing, and in Bob, such as clock recovery, equal-
ization, and phase recovery. Furthermore, it models the 
signal propagation through the quantum channel, incorpo-
rating realistic effects like attenuation and excess noise from 
various sources, including laser phase noise and electron-
ics imperfections. The framework implements the entire 
post-processing pipeline, including shot-noise unit (SNU) 
calibration and normalization, parameter estimation [64], 
information reconciliation (e.g., LDPC codes), and privacy 
amplification to ensure the security of the keys.

One of the most critical functions of CV-QKD-ModSim 
is to serve as a reference for transitioning algorithms from 
a floating-point model to a fixed-point model. The analysis 
of the required bit resolution for the numerical representa-
tion of each variable in the system is a determining step for 
hardware design. Insufficient precision can compromise 
security and performance, while excessive precision leads 
to a waste of logic resources, memory, and power in the 
FPGA or ASIC. The framework enables bit-true simulation, 
measures the impact of quantization, and determines the 
lowest binary word resolution that still guarantees secure 
key generation, thereby optimizing the efficiency of the final 
implementation.

The complexity of CV-QKD systems lies in the interde-
pendence of multiple configuration parameters that need to 
be optimized simultaneously to maximize the secret key 
rate. The software framework provides a controlled environ-
ment to perform this optimization. Through computationally 
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optical fibers, FSO links–including those enabled by drone-
mounted or high-altitude platform station (HAPS) systems–
and satellite-based quantum communication.

Long-haul FSO links represent the foundational step for 
national scalability, bridging intermediate distances between 
metropolitan areas or reaching regions where trenching 
fiber is impractical or prohibitively expensive. The part-
nership between QuIIN and the RQN, which plans to test 
a CV-QKD system over an 800-meter channel combining 
fiber and FSO, serves as a pilot for assessing CV-QKD per-
formance under real-world FSO conditions characterized by 
atmospheric turbulence, scintillation, and variable attenua-
tion [117].

For distances beyond a few hundred kilometers and cov-
erage of remote regions, UAVs and HAPS offer dynamic 
and flexible solutions. Drone-based optical terminals can act 
as mobile trusted nodes, creating reconfigurable aerial mesh 
networks. The mobility of drones mitigates the challenge 
of maintaining line-of-sight for ground FSO by adapting to 
changing conditions. This layer can provide, for instance, 
rapid deployment for emergency communications and 
extend coverage to rural areas.

Ultimately, satellite-based QKD provides the enabling 
layer for continental-scale coverage. As demonstrated by 
satellites such as Micius and Jinan-1, space-based links 
are the only viable technology for distributing keys over 
thousands of kilometers, connecting nodes across the entire 
national territory without requiring numerous intermediate 
trusted nodes [118]. For Brazil, the choice between Low 
Earth Orbit (LEO) and Geostationary Orbit (GEO) satel-
lites involves critical trade-offs. LEO satellites offer lower 
transmission losses but require complex tracking systems 
and handover protocols, which can introduce disruptions 
to the key stream [119, 120]. Conversely, GEO satellites 
provide stable, persistent links over vast geographic areas, 
which is highly advantageous for the prolonged interac-
tive exchanges required by CV-QKD post-processing algo-
rithms [121]. However, this stability comes at the cost of 
significantly higher channel losses, demanding highly opti-
mized systems with ultra-low noise detection [122]. CV-
QKD’s coherent detection mechanism offers advantages in 
this space environment, as its narrow-band local oscillator 
inherently rejects broad-spectrum background radiation, 
enabling robust daytime operation and under strong stray 
light conditions [123].

Realizing a scalable national quantum network requires 
a coordinated, multi-phase approach. This includes con-
solidating and standardizing existing metropolitan networks 
to ensure interoperability through common protocols and 
hardware interfaces. A strategic hybrid backbone must inte-
grate fixed FSO links for inter-city connections alongside 
drone and HAPS-based networks for flexible coverage.

The validation phase on the RQN will evaluate our 
CV-QKD system under realistic metropolitan network 
conditions. The RQN’s heterogeneous topology presents 
significant engineering challenges that must be addressed 
for practical implementation. Fiber links introduce chro-
matic dispersion and polarization mode dispersion that 
require compensation, while FSO segments face atmo-
spheric attenuation, turbulence-induced beam wander, and 
pointing stability issues. Additionally, maintaining synchro-
nization across the heterogeneous network poses a funda-
mental challenge. Characterizing system performance under 
these variable conditions is essential for validating the tech-
nology’s readiness for broader deployment.

Following the RQN validation, our efforts will focus on 
optimizing FSO link performance to enable scaling beyond 
metropolitan networks. Key objectives include improving 
link margin, reducing beam divergence, and enhancing 
tracking accuracy through refined adaptive optics systems 
and robust modulation techniques that mitigate atmospheric 
effects. These improvements are necessary steps toward 
establishing reliable long-distance quantum channels that 
can support a future national quantum network infrastructure 
in Brazil, transitioning from isolated metropolitan deploy-
ments to integrated wide-area quantum communications.

Looking beyond the RQN validation phase, our research 
roadmap includes the investigation of CV-QKD applica-
tions in more challenging scenarios. Mobile platforms such 
as unmanned aerial vehicles (UAVs) represent an intermedi-
ate step toward space-based quantum communication, intro-
ducing engineering challenges including precision tracking 
of moving nodes, vibration compensation, and terminal 
miniaturization. Similarly, satellite-to-ground quantum 
links would enable global-scale secure communications 
but require significant advances in adaptive optics and link 
acquisition. These directions represent natural extensions of 
our FSO optimization efforts, though they remain subjects 
for future investigation as terrestrial CV-QKD technology 
reaches maturity.

6.2 Scalability of Quantum Network

The transition from isolated metropolitan quantum net-
works to a fully integrated national quantum infrastructure 
represents the next critical frontier for quantum commu-
nication in Brazil. While metropolitan networks in Rio de 
Janeiro, Recife, and São Carlos demonstrate QKD viability 
on a local scale, their interconnection across Brazil’s vast 
and geographically diverse territory presents significant 
challenges due to distance limitations and exponential sig-
nal attenuation in optical fibers. Achieving national scalabil-
ity requires moving beyond terrestrial fiber optics toward 
a multi-layer hybrid network architecture that integrates 
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the physics that governs secret key rates while engineer-
ing systems that operate reliably within practical and eco-
nomic constraints.

As CV-QKD systems progress from research demonstra-
tions to operational deployments, the challenges shift from 
“can it work?” to “can it scale?” The integration of quantum 
and classical systems, the coexistence with conventional 
data traffic, and the development of network protocols for 
quantum key management all require solutions grounded in 
both quantum theory and telecommunications engineering. 
As we mark this centennial of quantum mechanics, Brazil 
faces a defining choice in quantum technology develop-
ment. The networks being deployed, the systems being 
engineered, and the professionals being trained today will 
determine whether Brazil contributes to or merely adopts 
quantum-secured communications infrastructure.
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Concurrently, developing the space segment through 
national satellite capabilities or international partnerships 
is essential to secure space-based QKD resources. Thus, it 
requires determining the optimal orbital configuration, bal-
ancing LEO and GEO options, based on a thorough analy-
sis of Brazil’s specific needs for coverage, key rates, and 
latency requirements.

Finally, intelligent network management through sophis-
ticated control plane software will dynamically route quan-
tum key traffic across the hybrid ecosystem, continuously 
evaluating real-time channel conditions, weather data, and 
security requirements to select the most efficient and secure 
transmission path available among fiber, FSO, drone, and 
satellite links.

7 Conclusion

A century after quantum mechanics revolutionized our 
understanding of nature, we witness its transformation from 
theoretical framework to technological infrastructure. The 
second quantum revolution has matured from conceptual 
promise to engineering challenge. CV-QKD exemplifies 
this evolution, bridging quantum principles with classical 
telecommunication systems to deliver practical quantum 
security.

Realizing practical CV-QKD systems requires navigat-
ing substantial technical challenges across multiple layers. 
In this article, we have addressed these challenges compre-
hensively, from physical layer implementations to post-pro-
cessing algorithms and hardware platforms. At the physical 
layer, the optical system must maintain phase stability while 
operating at extremely low SNR, where quantum effects 
dominate. Digital signal processing becomes critical for 
mitigating impairments in fiber links: chromatic dispersion 
and the ubiquitous phase noise that threatens coherent detec-
tion. Moving from offline GPU-accelerated post-processing 
to real-time FPGA-based key extraction demands not only 
computational power but algorithmic optimization that pre-
serves security while maximizing throughput.

QuIIN’s roadmap for developing Brazil’s first CV-
QKD system—from laboratory validation to field deploy-
ment on the RQN metropolitan infrastructure—directly 
confronts the gap between controlled environments and 
operational networks. Testing over real fiber infrastructure 
with unknown conditions will provide essential valida-
tion of CV-QKD’s practical viability. Building a robust 
quantum technology ecosystem, however, requires more 
than infrastructure investment—it demands cultivating 
expertise that spans quantum fundamentals and engineer-
ing practice. Brazil’s quantum future depends on profes-
sionals capable of navigating both domains: understanding 
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