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Abstract: To achieve commercial scalability, fiber-based quantum key distribution (QKD)
systems must be integrated into existing optical communication infrastructures, rather
than deployed exclusively on dedicated dark fibers. Integrating QKD into optical access
networks (OANSs) would be particularly advantageous, as these networks provide direct
connectivity to end users for whom security is critical. Such integration can address the
inherent security vulnerabilities in current OANs, which are primarily based on time-
division multiplexing passive optical networks (TDM-PONs). However, integrating QKD
into PONs poses significant challenges due to Raman noise and other detrimental effects
induced by PON signals, which intensify as the launched power of PONs increases to
support higher transmission speeds. In this study, we review recent advancements in both
QKD and access network technologies, evaluate the technical feasibility of QKD-OAN
integration, and propose cost-effective strategies to facilitate the widespread deployment
of QKD in future access networks.

Keywords: quantum key distribution; optical access network; passive optical network

1. Introduction

The rapid expansion of artificial intelligence (Al)-driven services such as ChatGPT-4o,
cloud computing, and wireless communications has significantly increased data traffic
within optical access networks (OANs) [1-8]. OANSs deliver Internet services to multiple
end-users through fiber-to-the-x (FITx) technologies, primarily implemented as passive
optical networks (PONs) that operate without optical amplifiers [1-6]. These networks typ-
ically support transmission distances of 20-40 km using a time-division multiplexed/time-
division multiple access (TDM/TDMA) scheme [1,3-5]. For simplicity, this paper refers
to such networks as TDM-PONs instead of TDM/TDMA-PONs [1]. In a TDM-PON, an
optical line terminal (OLT) communicates with optical network units (ONUs) by assign-
ing different time slots to each user [1]. A key advantage of this approach is that the
branching point, or distribution cabinet, can be implemented using a simple power splitter,
significantly reducing costs [6,9]. However, a major drawback of TDM-PON:s is their high
power budget requirement, as splitting loss increases with the number of ONUs [2]. This
issue becomes particularly critical at a line rate exceeding 10 Gb/s [3-8]. For example, the
10 Gb/s symmetric XGS-PON, standardized in the International Telecommunication Union
Telecommunication Standardized Sector (ITU-T) G.9807.1, requires a power budget of at
least 28 dB to support a 20 km distance with 32 ONUs [10]. In this standard, bidirectional
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communication is achieved using a 1577 nm wavelength for downstream (DS) transmis-
sion and a 1270 nm wavelength for upstream (US) transmission [10]. Looking ahead,
ITU-T Q2/15 and G.Sup64 standardization indicate that future high-speed PONs (HSPs)
will likely be based on 25 or 50 Gb/s TDM-PONs or N x 50 Gb/s time-and-wavelength-
division multiplexing (TWDM)-PONss [1,4,11,12], following the NG-PON2 (ITU-T G.989)
framework [2].

Beyond increasing transmission speeds, security has emerged as a critical concern
for OANs which directly connect end users [9,13-16]. With the advent of autonomous
vehicles, this security challenge may become a matter of life and death [16-18]. As OANs
increasingly encompass mobile fronthaul applications, ensuring their secure operation
would become imperative [19,20]. Although TDM- and TWDM-PONSs are vulnerable to se-
curity threats due to the broadcast nature of DS transmission [13], where signals are shared
among multiple ONUs (including unintended recipients), quantum key distribution (QKD)
technology can offer unconditional security [14,21,22]. However, the high cost of QKD
remains a major barrier to its deployment in OANs, which are highly cost-sensitive [1-9].
In addition, the QKD can be operated in the presence of the Raman scattering induced
by PON signals and the distribution loss associated with the point-to-multipoint (P2MP)
topology [14,15,23].

In this paper, we provide a comprehensive review of the integration of QKD into
OAN . The present review aims to clarify the implementation challenges that arise when
integrating QKDs into OANs to enhance security. Previous research suggests that DS
continuous-variable (CV)-QKD is a viable option for integration into PONSs, particularly
in terms of the number of subscribers that can be supported by QKD services. Section 2
reviews the existing PON standards, while Section 3 examines the research on QKD in P2MP
topologies. Section 4 suggests a framework for integrating DS CV-QKD with OANs and
discusses key implementation challenges in CV-QKD. Section 5 presents the conclusions.

2. High-Speed PON

To successfully integrate QKD into PONs, a comprehensive understanding of PON
architectures and their operational constraints is essential. As data rates of PON systems
have increased in recent years, the launched power has also been increased to meet the
power budget requirements. This has led to an increase in Raman scattering and four-wave
mixing (FWM), which has, in turn, degraded the QKD signal quality. It is imperative
for researchers in QKD to recognize that the launched power of PON signals cannot
simply be reduced to accommodate QKD transmission requirements. To provide a clear
understanding of these challenges, this chapter reviews high-speed PON technologies
in detail.

2.1. Towards a Beyond-10G-Class TDM-PON

Figure 1a illustrates the DS transmission in a TDM-PON. A TDM signal is transmitted
from an OLT to all connected ONUs via a power splitter. Each ONU extracts its designated
data while discarding the rest. For the US transmission, as depicted in Figure 1b, ONUs
transmit data within their assigned time slots, necessitating a scheduling mechanism. The
widespread adoption of a TDM-PON in OANSs is primarily driven by its cost-effectiveness,
which stems from the use of standard fixed-wavelength optical transceivers for each
direction (i.e., DS or US) and a power splitter for signal distribution [3]. Widely deployed
symmetric 10G-class TDM-PONs have been standardized by the Institute of Electrical and
Electronics Engineers (IEEE) and the Full-Service Access Network (FSAN) and ITU-T, and
are referred to as XGS-PON [10] and 10-Gigabit Ethernet PON (EPON) [24], respectively.
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For all PONs operating at 10 Gb/s or lower, DS signals are transmitted over the C-band
and S-band, while US signals are transmitted over the O-band (see Table 1) [5].
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Figure 1. (a) DS and (b) US transmission in TDM-PON. (CO: central office, PS: power splitter).
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The IEEE 802.3ca has standardized the 25G EPON to address the growing bandwidth
demands [5]. With the implementation of 100 Gb/s Ethernet, the commercialization
of 25 GHz transmitters, such as electro-absorption modulated laser (EML) or directly
modulated laser, along with 25 GHz avalanche photodiodes (APDs), has become feasible.
However, higher line rates have posed new challenges in maintaining the required 29 dB
power budget, which is essential for delivering Internet services to 32-128 ONUs in a TDM-
PON. This challenge arises from an additional 5 dB receiver sensitivity penalty, induced by
the increased line rate from 10G to 25G [5]. To mitigate this issue, forward error correction
(FEC) has been enhanced, APD noise levels have been reduced, and the launched power
has been increased to as high as 10.5 dB [25], compensating for the penalty by 1 dB, 1 dB,
and 3 dB, respectively [5]. The stringent power budget constraints necessitate the use
of on-off-keying (OOK) modulation [3-5]. Additionally, due to the significant chromatic
dispersion (CD) penalties at 25G after 20 km of standard single-mode fiber (SSMF), the US
wavelength has been shifted to the 1358 nm region (see Table 1).

Table 1. Wavelength plan for PON.

PON Standard DS Wavelength (nm) US Wavelength (nm)
GPON (ITU-T G.984) [26] 1480-1500 1290-1330
EPON (IEEE 802.3ah) [27] 1480-1500 1260-1360
XG-PON1 (ITU-T G.987) [28] 1575-1580 1260-1280
XGS-PON (ITU-T G.9807.1) [10] 1575-1580 1260-1280
25G EPON (IEEE 802.3ca) [29] 1340-1342, 1358-1360 1260-1280, 1290-1310, 1319-1321
50G PON (ITU-T G.9804) [11] 1340-1344 1260-1280, 1290-1310
NG-PON2 (ITU-T G.989) [30] 1596-1603 1524-1544

The ITU-T has initiated efforts to standardize the 50G-class PONs [4]. It is anticipated
that 50G PONs will require OOK modulation, semiconductor optical amplifier-integrated
50 GHz EML operating in the O-band, and a digital signal processor to compensate for
CD-induced distortion [4,31]. This suggests that beyond-10G-class TDM-PONs may enable
the allocation of the C-band for QKD, where propagation loss is minimal, provided that
legacy 10G-class PONs are no longer in use. Adequate spectral separation between QKD
and PON signals can help mitigate noise from Raman scattering [9]. However, spontaneous
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Raman scattering generated by O-band PON signals remains non-negligible, given that
high-power transmitters are required for beyond-10G-class TDM-PONs.

2.2. WDM- and TWDM-PON

The intensity modulation and direct detection (IM/DD)-based TDM-PON is expected
to face significant challenges in meeting the required power budget, primarily due to power
splitter-induced losses [2]. WDM-PON can address this issue, as shown in Figure 2a. For
DS transmission in WDM-PON, the power budget requirement can be reduced, as the
insertion loss of a WDM demultiplexer does not scale with the number of ONUs. This
improved power margin enables the use of higher order modulation schemes, such as
4-level pulse-amplitude modulation, to increase line rates [7,32]. Furthermore, ONUs can
operate at the full bit rate of a wavelength, as they receive a continuous signal. The ability to
detect continuous signals also benefits low-latency applications, such as 5G fronthaul [1,19].
However, the high cost and complexity of WDM-PON remain the main obstacles to its
widespread adoption. Each ONU in WDM-PON utilizes expensive wavelength-tunable
lasers. Additionally, the use of a WDM demultiplexer for signal distribution establishes
a fixed wavelength connection between the OLT and each ONU, posing operational chal-
lenges for network management. Efforts to mitigate these challenges have focused on
colorless ONU transmitters, such as reflective semiconductor optical amplifiers (RSOAs),
but these solutions still face difficulties in supporting high-bandwidth applications [32].

m—Q“ ey vl LNy 1 |
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Figure 2. Schematic diagrams of (a) WDM-PON and (b) TWDM-PON employing a hybrid architecture
of WS- and WR-ODN:s.

To alleviate the wavelength management burden of WDM, a TWDM scheme has
been proposed for the NG-PON2, transmitting four wavelength channels of 10G-class
TDM-PON signals, as specified in ITU-T G.989 [2]. Figure 2b illustrates the structure of NG-
PONZ2, which integrates wavelength-selected (WS) and wavelength-routed (WR) optical
distribution networks (ODNSs) [33]. This hybrid approach ensures compatibility with legacy
TDM-PONs while reducing power budget requirements compared to a WS-only structure.
When NG-PON2 was initially proposed, components operating above 10 GHz were not yet
mature enough to implement a 40G-class PON [5]. However, it is likely that 50G-class PONs
will continue to utilize the TDM scheme, as high-bandwidth components are expected to
become commercially available [4,5,31]. Nevertheless, a WDM or TWDM scheme may be
reintroduced for beyond-50G-class PONs to further scale capacity. Although NG-PON2
allocates the C- and L-bands for US and DS transmission, respectively, beyond-50G-class
IM/DD-based WDM or TWDM-PONSs are expected to operate in the O-band, as the line
rate per wavelength is projected to exceed 25 Gb/s (in line with TDM-based bandwidth
constraints [4]). Consequently, future high-speed PONs could allocate the C-band for
QKD signaling, even when TWDM or WDM architectures are employed [1]. If the TDM
architecture is to be used, an evolution toward coherent-lite PONs can be expected, as
coherent receivers offer improved receiver sensitivity [8].
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3. Case Study on QKD in P2MP Topology
3.1. Time-Bin-Encoded Discrete-Variable (DV)-QKD with GPON

Figure 3a shows the schematic diagram of a US DV-QKD system in a P2MP topology,
designed to reduce the cost associated with QKD receivers [14]. Each QKD transmitter
sends its key information over designated time slots, while the QKD receiver detects time-
interleaved QKD signals. The configuration of QKD transmitters and receivers varies de-
pending on the specific QKD protocol implemented. For instance, Figure 3b and Figure 3c
illustrate the BB84 [34] and coherent one-way (COW) [35] protocols, respectively.

QRNG

Pulse
laser

Figure 3. (a) Systematic configuration of US DV-QKD in P2MP topology. Setup for time-bin-encoded
(b) BB84 and (c) COW protocols (ILC: intensity level controller, IM: intensity modulator, PM: phase
modulator, QRNG: quantum random noise generator).

The feasibility of US QKD was experimentally demonstrated in a 20 km P2MP network
comprising 4.4 km of feeder fiber and either 15.5 km or 11.8 km of drop fiber under dark
fiber conditions [14]. In this experiment, the time-bin-encoded BB84 protocol was adopted.
Although the OAN was assumed to accommodate eight subscribers using a 1 x 8 power
splitter, only two QKD signals were transmitted to an OLT in the experiment. When two
time slots out of eight were used, approximately 1% quantum bit error rates (QBERs) were
achieved. However, an increase in QBERs was observed as crosstalk increased due to the
reduced time slot interval between the two allocated subscribers. Consequently, it needs
to be further demonstrated whether a QBER with an acceptable secret key rate can be
achieved when all eight subscribers transmit QKD signals simultaneously (i.e., when the
time slot interval is minimized among all subscribers).

The feasibility of the time-bin-encoded BB84-based QKD was investigated in a GPON
environment [36]. Since US and DS GPON signals operate in the O-band and S-band,
respectively, the QKD signal was transmitted at 1550 nm (i.e., within the C-band region).
The optical spectrum was then measured at the OLT side (by tapping part of the power) to
identify the major noise source [36]. The launched powers of the US and DS GPON signals
were 4 dBm and 1 dBm, respectively. The feeder and drop fiber lengths were 15.5 km
and 4.4 km, respectively. The results indicated that the noise was primarily influenced
by the DS GPON signal [36], likely due to the smaller wavelength difference between the
QKD and the DS GPON signal compared to the US GPON signal [9]. The feasibility of the
QKD-integrated GPON system was evaluated based on the secret key rates, which were
calculated from the experimental parameters. The following conditions were assumed:

- Total fiber length (feeder + drop fiber): 20 km;

- Launched DS GPON signal: —3 dBm;

- Number of ONUs: 8;

- Use of single photon detector (SPD) operating at 1 GHz with 26% efficiency.

Under these conditions, the feeder fiber length needed to remain below 8 km, as
longer feeder fibers resulted in increased Raman backscattering from the DS GPON signals.
Although reducing DS signal power could mitigate this issue [36,37], this approach is not
viable for 10G or beyond-10G-class PON systems, which require higher launched power
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levels. The inherent splitting loss in TDM-PONs poses additional challenges in scaling the
number of ONUs. To mitigate Raman scattering, a dual feeder fiber scheme was proposed,
wherein the 1 x N power splitter at the cabinet side was replaced with a 2 x N power
splitter to separate the DS GPON signal path from the QKD signal reception path. However,
this scheme required additional fiber for QKD, leading to increased costs.

Recently, the integration of QKD with the COW protocol and GPON was experimen-
tally demonstrated, where US QKD was implemented, as shown in Figure 4a [9]. Since
Raman backscattering from the DS GPON signal was the primary noise source for the
QKD signal, the launched power of the DS GPON signal was adjusted to ensure a received
power of —25 dBm (i.e., receiver sensitivity level). Without a feeder fiber, where the Raman
scattering effects were minimal, the QKD operation was feasible for N < 32, as shown in
Figure 4b. These experimental results were obtained for an OAN consisting solely of drop
fiber with a 1 km reach. Figure 4b illustrates a significant decrease in the secret key rate
with increasing N, primarily due to splitting loss. This suggests that the TDM scheme was
unsuitable for QKD signal distribution. The effects of Raman scattering from the DS GPON
signal were further analyzed in Figure 4c. When N increased from 2 to 4, the secret key rate
decreased from 3.0 kbps to 1.2 kbps in the absence of a feeder fiber. When N is fixed to 2, a
13.4 km feeder fiber, inducing 2.6-dB loss, resulted in a secret key rate of 1.24 kbps. The
2.68-dB fiber loss was lower than the increased splitting loss of 3.6 dB observed when the
splitting ratio increased from 2 to 4, potentially due to Raman backscattering from the DS
GPON signal. For N = 16, even a 0.6 km feeder fiber induced effects comparable to those
observed when doubling N without a feeder fiber. In this scenario, the launched power
of the DS GPON signal needed to be increased to —3.4 dBm, leading to a higher Raman
backscattering noise.

drop fiber=1 km 95 dBm
S [ GPON RX
GPON TX - '
@OLT i band feeder fiber £or @ONU k
|l —>
GPON RX of= (%) = GPON TX
@OLT BeF = o 2 MBS 1 @onuk
QKD RX - C QKD TX
@OLT @ ONU k
oLt ()
£ 1 3E o
ool 1 8<10 o
B palt = 8
= L ]l oo Q
> 05 —
=1r 1 3% 5 S
® g 9o 3
3 [ | == -
»n 0 0

2 4 8 16 32

Figure 4. (a) Configuration of a QKD-integrated GPON (BSF: band-stop filter). (b) Secret key rate as
a function of the number of ONUs without a feeder fiber. (c) Required feeder fiber length to achieve
the same secret key rate as that obtained when increasing the number of ONUs from N to 2N in the
absence of a feeder fiber. (b,c) are plotted based on the data in [9].

Since DV-QKD is highly sensitive to Raman scattering, it requires a large wavelength
separation from PON signals. Consequently, DV-QKD cannot be seamlessly integrated
with legacy PON systems operating in the S- or C-band. Although higher speed PONSs (e.g.,
25G- or 50G-class PONs) would operate only in the O-band to mitigate CD penalties, the US
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DV-QKD remains incompatible with TDM-PONs due to its susceptibility to high splitting
loss. The increased splitting loss necessitates a higher launched power for the PON signal,
further exacerbating the Raman scattering effects on DV-QKD. Additionally, crosstalk
from time-interleaved QKD signals transmitted by different ONUs presents another major
challenge to seamless QKD integration within PON systems.

3.2. CV-QKD with PONs

While US QKD offers advantages in terms of reducing the number of QKD receivers,
it introduces challenges in time-interleaving QKD signals from different ONUs, which can
lead to crosstalk [36,38]. In contrast, CV-QKD leverages commercially available coherent
receivers, enabling DS QKD and thereby reducing crosstalk-related performance degrada-
tion. By assigning a wavelength distinct from PON signals, a TDM-based DS QKD system
can be implemented, as depicted in Figure 5a. Even though an OLT transmits QKD signals
to all connected ONUs in this architecture, the security among ONUs is maintained [38].
An example of a CV-QKD system is illustrated in Figure 5b [39]. In this setup, a CV-QKD
signal is transmitted according to the GG02 protocol [22] over a 202.81 km SSMF with a
total loss of 32.45 dB [39]. Given that PONs typically require a power budget exceeding
29 dB for a 20 km transmission distance (i.e., a total loss of >33 dB) [5], this suggests
that a TDM-based QKD access network can feasibly be implemented. In this 202.81 km
transmission experiment, the QKD receiver was implemented using homodyne detection
(which detects a single quadrature via a balanced photodetector) [22] and a transmitted
local oscillator (TLO) scheme [40].

PONTX | | | | PONRX
@OLT /]; @ONU k
PONRX | | 2 «O o [ | PONTX
@OLT 2 o Z @ ONU k

CV-QKDTX | | CV-QKD RX
@OLT @ ONU k

oLT (a)
CV-QKD TX CV-QKD RX

[ LD H M1 M2 H 1am HA4 «O
i SSMF

PC
(b)

Figure 5. (a) Configuration of DS CV-QKD integrated with PON. (b) Exemplary setup for CV-
QKD with GG02 protocol (BPD: balanced photodiode, DPC: dynamic polarization controller, EDFA:
erbium-doped fiber amplifier, IQM: in-phase and quadrature modulator, LD: laser diode, OBPF:

optical bandpass filter).

The experiments in [38] were conducted without the presence of PON signals, meaning
that excess noise induced by crosstalk and Raman scattering was not considered [38].
However, excess noise increases when QKD is multiplexed with PON signals. The tolerable
excess noise was analyzed in [38], showing that for a 10 km link, the acceptable excess
noise decreased from 0.14 shot noise units (SNU) to 0.04 SNU, as shown in Figure 6. For a
20 km link, the tolerable excess noise was slightly reduced to 0.11 SNU. A group at Telecom
ParisTech successfully demonstrated a CV-QKD system operating alongside a classical
communication system over a 25 km link [41]. This demonstration is particularly relevant,
as it falls within the typical PON reach. In their experiment, classical dense-WDM (DWDM)
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signals and CV-QKD signals were multiplexed within the C-band, with a wavelength
separation of just 20 nm. Their results indicated that the sum of excess noise and the
photodetector’s thermal noise remained below 0.11 SNU, which is within the acceptable
range for a 20 km TDM-based quantum access network supporting four ONUs, provided
that the launched power of the DS and US signals was kept below 4.7 dBm.

0.14 @ T T T
()]
8 - -
) 11}
£2 010 F -~ -
o2 - A -
S0 Sao
S .2 006 | NP {4 —9— 10km
o e Bt =
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'_ 002 1 1 1 \E] E
il 8 16 32 64

Figure 6. Tolerable excess noise in TDM-based CV-QKD as a function of the number of ONUs. The
calculated data are obtained from [38].

Since the spectral separation between the QKD and classical signals in this experiment
was only 20 nm, it can be inferred that QKD signals can also be transmitted in the L-band,
coexisting with legacy PON signals operating in the O-, S-, and L-bands. Moreover, if
the spectral separation between QKD and PON signals is increased, the launched power
of PON signals can also be raised without significantly affecting QKD performance. Fur-
ther improvements in scalability can be achieved by multiplexing QKD signals in the
wavelength domain [42]. In one experiment, 194 CV-QKD signals were multiplexed using
25 GHz channel spacing, resulting in an excess noise per channel of less than 0.02 SNU.
The crosstalk-induced excess noise was also inferred to be significantly below 0.02 SNU,
indicating that WDM CV-QKD is a promising approach for future large-scale QKD-PON .

4. Integration of CV-QKD Protocol in OANs

Current OANSs are primarily implemented by TDM-PONSs and are expected to evolve
toward TWDM-PON:Ss in the future. Therefore, a QKD system integrated into OANs needs
to be capable of operating in a TDMA environment with a power splitter. In the case of
DV-QKD, the high cost of SPDs necessitates the adoption of a US transmission structure,
inherently limiting the system to serving a maximum of two end users while maintaining
a transmission distance of 10 km or more, as shown in Figure 4b. This configuration
is feasible only if the launched power of the GPON signal is minimized to meet the
receiver sensitivity requirement—a condition unattainable in beyond-10G PON systems.
Furthermore, implementing a US-based DV-QKD system necessitates a complex scheduling
algorithm, posing additional challenges to practical deployment. In contrast, CV-QKD
offers a more viable solution for OANSs. Leveraging commercially available off-the-shelf
optical receivers, CV-QKD enables TDMA, making it a practical and cost-effective approach
for secure quantum communication in OANs. Therefore, this section focuses on CV-QKD
and explores its suitability for seamless integration with next-generation OANSs.

4.1. Architecture for DS CV-QKD-Integrated PONs

Figure 7 illustrates the architecture of a CV-QKD-integrated PON. Since PON systems
operating at line rates up to 50 Gb/s are expected to utilize the O-, S-, and C-bands, the
CV-QKD signals can be allocated in the L-band, where fiber loss is low and sufficient
wavelength separation from PON signals is ensured. At the OLT, a QKD transmitter,
a PON transmitter, and a receiver can be multiplexed in the wavelength domain. By
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employing a DS transmission structure for QKD signals, the secret keys can be broadcast to
multiple users through TDM. This approach not only facilitates efficient multi-user access
but also minimizes crosstalk during key distribution to end users. After transmission
through the feeder fiber, QKD signals are distributed to subscribers via a power splitter.
A WDM filter then separates the PON US and DS signals from the QKD signal, ensuring
minimal interference. In this architecture, CV-QKD signals can be implemented using a
local LO (LLO) scheme [43], which allows for the extraction of the desired wavelength
components with high frequency selectivity. Consequently, the LLO scheme is a promising
approach for mitigating interference and enhancing the stability of CV-QKD integration in
next-generation PONS.

OoLT PON RX0
PON TXO PON TXA1

PON RX1
CV-QKD TX

Figure 7. Configuration of DS CV-QKD-integrated PON.

4.2. CV-QKD Implementation Technique

This section examines various implementation methods for CV-QKD. A summary
of previously demonstrated CV-QKD systems is provided in Table 2, while the following
subsections analyze the key modules in detail.

Table 2. CV-QKD implementation.

. LO/Pilot Distance Polarization Optical
Authors Laser Modulation (Multiplexing) (km) Tracking Receiver SKR
J. Lodewyck Pulse Gaussian TLO
etal. [40] (350 kHz) (AM+PM) (TDM+PDM) % MPC Homodyne 20 kbps
P. Jouget et al. Pulse Gaussian TLO
[44] (1 MHz) (AM+PM)  (TDM+PDM) 80 bpc Homodyne 0.2 kbps
D. Huang et al. Pulse Gaussian TLO
[45] (10 MHz) (AM+PM)  (TDM+PDM) » bPC Homodyne 1 Mbps
Y. Zhang et al. Pulse Gaussian TLO
[39] (5 MHz) (AM+PM) (TDM+PDM) 202.81 DPC Homodyne 6.214 bps
S.Ren et al. Pulse Gaussian Pseudo LLO
[43] (500 MHz) (AM+PM) (TDM) 15 MPC Heterodyne  26.9 Mbps
H. Wang et al. QPSK LLO
[46] CW (IQM) (TDM) 25 DPC Heterodyne 52.48 Mbps
D. Pereira et al PCS-
' [47] ' CW 128APSK LLO 40 DspP Heterodyne 1.2 Mbps
(IQM)
N. Jain et al. Gaussian LLO
(48] CW (IQM) (FDM) 20 DSP Heterodyne  4.71 Mbps

4.2.1. LO or Pilot

Each symbol of a CV-QKD signal is in a coherent state and requires an LO for detection.
To compensate for phase noise in the laser generating the QKD signal, an interference
scheme using the same laser at the transmitter is employed, known as the TLO scheme [40].
Since the signal-to-noise ratio (SNR) of the received signal is proportional to the LO power, a
high-power TLO must be transmitted. However, TLO experiences attenuation during fiber
transmission, potentially necessitating an additional optical amplifier at the receiver [39].
While an erbium-doped fiber amplifier (EDFA) can reduce excess noise compared to a
semiconductor optical amplifier (SOA), it is expensive and occupies significant space,
making it less suitable for OANs. Moreover, the TLO induces a security loophole, as Eve
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can manipulate the LO [43]. Alternatively, using an independent laser at the receiver as
the LO is known as the LLO scheme. In this case, the optical signal transmitted from the
source laser for phase noise tracking is called the pilot. Unlike TLO, which requires high
power, the pilot signal is transmitted with just enough power for phase estimation and
compensation.

Both CV-QKD signals and LO (or pilot) must be transmitted simultaneously, em-
ploying various multiplexing techniques such as TDM, polarization-division multiplexing
(PDM), and frequency-division multiplexing (FDM) [39,40,43-48]. Typically, TDM is used
with the TLO scheme, where QKD signals and TLO are placed in orthogonal polarizations
to prevent interference-induced beat components. In contrast, when LLO is used, the
QKD signals and the pilot are typically transmitted via FDM, as they do not require direct
interference for detection.

4.2.2. Laser Source

When LO or pilot is multiplexed with QKD signals in the time domain, a pulsed laser
must be used. The pulsed laser utilized in CV-QKD does not require a high repetition rate
or ultra-narrow pulse widths. Consequently, continuous-wave (CW) lasers modulated by
an MZM are commonly used to generate the required pulses [39,40,43—45]. In TLO-based
CV-QKD systems, the LO power must be significantly higher than that of the QKD signal.
Typically, an LO signal contains 10*~108 photons per pulse, whereas a QKD signal contains
fewer than 20 photons [49]. Due to this large disparity, the extinction ratio (ER) of the
pulse must be extremely high to minimize LO-induced interference with the QKD signal.
An ER of 80 dB ER has been reported using a cascaded dual-MZM configuration [50].
However, achieving such a high ER becomes increasingly difficult as the repetition rate
increases. If QKD and TLO (or pilot) are not time-multiplexed, CW lasers can be used
directly, eliminating the need for pulse generation and thereby enhancing the secret key
rate of CV-QKD.

4.2.3. Modulation and Modulator

Gaussian modulation is the most commonly used scheme for CV-QKD as it enables
a high secret key rate. However, it requires high-resolution digital-to-analog converters
(DACs) and analog-to-digital converters (ADCs) and complex reconciliation algorithms,
posing a significant challenge. To address these limitations, discrete modulation techniques
such as phase shift keying (PSK) and quadrature amplitude modulation (QAM) have been
proposed [46—48]. Lower modulation levels allow for low-resolution DACs and ADCs,
reducing complexity and making the system more cost-effective for OANSs. To increase the
secret key rate, higher order modulation levels or probabilistic constellation shaping (PCS)
can be adopted [47]. In PCS, the probability mass function of modulation levels follows a
Gaussian distribution, but the number of discrete levels is limited, enabling a compromise
between Gaussian and discrete modulation schemes.

An IQ modulator can be used to generate the CV-QKD signals. When implementing
the GGO2 protocol, independent Gaussian-distributed electrical signals are applied to the
I- and Q-axes. IQ modulators offer improved tolerance to overshooting or ringing in the
driving signals [51]. An alternative approach involves cascading an amplitude modulator
(AM) and a phase modulator (PM) in series. For the GG02 protocol, a Rayleigh-distributed
electrical signal is applied to the AM, and a uniformly distributed signal is applied to the
PM. This approach is more cost-effective and introduces lower loss than an IQ modulator.
However, when detecting either IQ quadrature, the resolution of the PM signal may vary
depending on the AM modulation levels, which is a drawback of this approach.
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4.2.4. Polarization Tracking or Demultiplexing

In optical fiber transmission, the vertical and horizontal polarization modes are de-
generate, leading to time-varying polarization mismatches between the transmitted and
received signals. Since CV-QKD detection requires precise polarization alignment between
the LO and QKD signals, polarization tracking becomes essential. If the QKD signals and
LO (or pilot) are transmitted in different polarization modes, a polarization demultiplexing
technique needs to be employed. Inaccurate tracking induces increased excess noise. In
laboratory conditions, manual polarization control (MPC) is sometimes used; however, for
real-world deployment, dynamic polarization control (DPC) or digital signal processing
(DSP)-based polarization tracking is required to ensure stability and reliability.

4.2.5. Optical Receiver

The GGO02 protocol suggests that Alice modulates two quadratures using Gaussian
modulation, while Bob randomly selects and measures one of the quadratures using homo-
dyne detection [22]. Homodyne detection requires an optical coupler for combining the
QKD and LO signals, a balanced photodetector (BPD) for measurement, and a phase mod-
ulator to lock the LO phase and select the measurement basis. Later research demonstrated
that using heterodyne detection, where both quadratures are simultaneously measured,
does not compromise security [52]. In heterodyne detection, the QKD signal and LO are
mixed via an optical hybrid, and two BPDs are used for detection. This method introduces
a 3 dB optical power penalty due to signal splitting but doubles the SKR. While homodyne
detection may suffer from excess noise due to real-time phase locking errors, heterodyne
detection allows for carrier phase estimation algorithms to compensate for phase noise,
enhancing system performance.

4.3. Cost-Effective CV-QKD Implementation Integrated with OAN

Considering the cost-sensitive nature of OANs, CV-QKD must be designed with cost
efficiency in mind. To reduce complexity, low-order discrete modulation schemes (e.g.,
QPSK, 16-QAM) are preferable over Gaussian modulation, as they require lower resolution
DACs and ADCs. Although this approach reduces the secret key rate, the accumulated
secret keys over extended periods can still ensure secure communication. LLO-based CV-
QKD is considered more suitable for OANs. The TDMA scheme reduces the TLO power,
directly degrading the SNR of the detected signal. While EDFAs can be used to boost the
TLO, their high cost and large footprint make them impractical for OANs. LLO eliminates
the need for the TDM-based multiplexing of pilot and QKD signals, further reducing pulse
generation costs. For detection, heterodyne measurement is preferable, since it can avoid
precise phase locking, which is challenging to achieve in real-time.

5. Conclusions

In this paper, we reviewed the optical link design perspectives of QKD-integrated
OAN systems, analyzing both technical feasibility and potential implementation challenges.
First, we examined the evolution of PON technologies. In legacy PON systems operating at
speeds up to 10G, US signals are transmitted in the O-band, while DS signals are transmitted
in either the S- or C-band. The 25G and 50G PONSs are expected to utilize only the O-band
for both DS and US signals to mitigate CD penalties, and they require a high launched
power. Secondly, we reviewed QKD implementations in P2MP topology. Implementing
DV-QKD in OANSs requires a US structure to minimize the number of expensive SPDs.
However, for links exceeding 10 km, this approach can barely support two users—and
even then, only if the PON signal launch power is significantly reduced. Such a condition is
impractical for beyond-10G PON systems. As a result, CV-QKD emerges as a more suitable
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alternative, offering simplified scheduling and reduced crosstalk in a multi-user secret key
distribution. Among various CV-QKD architectures, the DS CV-QKD scheme is particularly
advantageous for OAN integration due to its low crosstalk characteristics. Finally, we
suggested the structural design of DS CV-QKD-integrated OAN systems and analyzed
the key module configurations required for CV-QKD implementation. By reviewing the
existing research, we assessed these configurations from a cost-effectiveness perspective,
providing insights into practical deployment strategies for QKD-enabled OANS.
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