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Abstract

This paper describes a novel application and evaluation of pro-
grammable networking in High-Energy Physics (HEP): a complete
parser for the custom packet format used by Fermilab’s DUNE
experiment. Notably, this parser is implemented on a Tofino pro-
grammable network switch and evaluated on the FABRIC testbed by
using network traffic generated by the ICEBERG DUNE prototype.
The parsed network traffic consists of Jumbo Ethernet frames that
contain digitizations of sensor readings from ICEBERG’s detector.
This work is an early investigation into providing in-network
processing support for HEP experiments. The paper describes DUNE'’s
custom packet format, the challenges encountered when implement-
ing a parser for that format, and an exploration of the techniques
that are needed to overcome those challenges. We identify perfor-
mance bottlenecks and discuss directions for future research.
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1 Introduction

Before any network traffic can be processed, it must first be parsed.
In most cases, parsing of network traffic focuses on network headers,
and network headers are designed to be easy (and fast) to parse. In
some cases—such as in Deep Packet Inspection (DPI)—the payload is
parsed too. Parsing is therefore a foundational feature that network
functions extend in order to process network traffic.

This paper describes and evaluates a novel parser that is imple-
mented on a hardware programmable network switch. This parser
can completely handle the custom packet format used by Fermi-
lab’s DUNE experiment. This research is used to scope out ideas
for future research in our community.

Motivation. This paper studies the in-network parsing of raw
network traffic from a neutrino detector, and encounters some
interesting technical challenges. This traffic is “raw” in the sense
that it contains unprocessed samples from the detector’s sensors,
and it has not yet been reduced or filtered. This work is being done
to build a foundation for in-network computing for High-Energy
Physics (HEP) experiments. In turn, that effort is motivated to
provide tools that can be used across different experiments. Building
that foundation starts with providing in-network parsing support
for actual frame formats used in HEP.

Challenges. While developing a parser for DUNE’s packet for-
mat we encountered the following challenges:

e Frames contain data that is encoded in big endian (network)
byte order, and other data that uses little-endian ordering. Lit-
tle endian ordering is sensitive to word size—in DUNE’s case,
it uses 64-bit words. The Tofino’s hardware programmable
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parsers could not directly be used to carry out this conver-
sion but we were able to craft a work-around at the cost of
resources elsewhere in the chip.

e Raw traffic contains sensor readings in its payload, and our
parser needed to parse that payload to provide a proof-of-
concept implementation that can extract all the information
from each packet. This is challenging to do on today’s off-
the-shelf switches, requiring low-level control of payload
parsing; moreover, scaling this to high transmission rates is
challenging. On top of this, DUNE uses Jumbo frames—this
increases the processing that is required for each payload.

e Implementing this parser necessitated the use of specialized
hardware primitives that are provided by Tofino’s switching
chip. We encountered a learning curve while using those
primitives for a non-standard switching application, such as
the type of parsing that is the topic of this paper.

Methodology. The development, testing, and evaluation method-
ology for this paper involved using network traffic captured from
the ICEBERG detector [3]. ICEBERG emits network traffic that com-
plies with DUNE’s packet format, and provides us with high-fidelity
test data. This traffic was streamed over the FABRIC [7] to reach a
Tofino programmable network switch on which our DUNE parser
was installed. This switch is one of the many resources that the
FABRIC testbed makes available. Additionally, DPDK [1] is used
for line-rate streaming across FABRIC resources, to carry out a
performance evaluation of the parser.

Findings. This paper describes an “existence proof” of a full
parser for DUNE’s packet format on the Tofino programmable
switch. Although it is able to fully parse frames (including their
payloads) the throughput scalability of the current prototype is
limited because of the recirculation technique we rely on. However,
this paper describes an important milestone in this research, and it
hopes to generate discussion in the wider community on developing
specialized in-network accelerators for HEP. Two ideas for future
research include the design of dedicated hardware accelerators that
augment programmable switches, and the pre-processing of HEP
traffic to increase its amenability for in-network processing.

Contributions. This paper makes the following contributions:

o It describes and evaluates the first full parser for the DUNE
packet format that is implemented on a Tofino programmable
switch.

o It describes the technical challenges that were encountered,
and describes the problems that are yet to be solved—providing
directions for future work.

o In providing extensive background on DUNE’s design and
the motivations for this research, this paper seeks to motivate
a community-wide effort into developing high-performance
in-network support for HEP experiments.

This paper is organized as follows: Section 2 describes related
work and contrasts that work with this paper’s contributions. Sec-
tion 3 provides background details of the DUNE experiment, its
packet format, and the programmable switch architecture that we
target in this paper. Section 4 describes the design and implementa-
tion of our on-switch DUNE parser, referencing specific elements
of the switch architecture. Section 5 evaluates the correctness, per-
formance, and resource utilization of our DUNE parser by using
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workloads from a neutrino detector, and using resources on the
FABRIC testbed. Section 6 discusses key technical highlights from
the experience of developing this research, and provides directions
for future work.

2 Related Work

This work involves encoding iterative behavior in a programmable
switch in order to traverse a frame so that it can be fully parsed.
The feature on a programmable switch that most closely maps to
this iterative behavior involves recirculating a frame [23]. Recircu-
lation has been used in research on a wide range of applications of
programmable switches—including accelerating Machine Learning,
cryptographic primitives, floating point computations, caching, reli-
able transmission, search, traffic generation, protocol boosting, load
balancing, network coding, and network measurement [5, 8, 10—
14, 18-21, 28-30, 32—34, 36—41]. Recirculation can be carried out
using internal recirculation ports on the switching chip, or by set-
ting switch ports into loop-back mode [24, 28, 36].

Compared to related work, and with earlier work on using a
programmable hardware switch for parsing [35] and Deep Packet
Inspection (DPI) [15], this paper appears to be the first to explore
each of the following: (1) provide a full parser for the DUNE packet
format, (2) describe and evaluate the dataplane parsing of Jumbo
frames, (3) encounter and describe the conversion of little-endian
ordered byte sequences in headers. This conversion is needed to
enable in-switch computation using those parsed values—since the
switch datatypes work on big-endian byte ordering.

Building on earlier work on in-network analysis of scientific
streams [25-27], this paper appears to be the first to fully implement
and evaluate such a prototype on a hardware programmable switch.

3 Background

The Deep Underground Neutrino Experiment (DUNE) is a particle
physics experiment on neutrinos, particularly their oscillation be-
tween electron, muon, and tau flavors. Using Fermilab’s particle
accelerator, DUNE will generate the world’s most intense neutrino
beam and send it through two neutrino detectors. The “near” detec-
tor, located at Fermilab in Batavia, Illinois, is closer to the source,
while the second, “far”, detector will be installed 1,300 kilometers
away at the Sanford Underground Research Facility in Lead, South
Dakota. Both detectors are underground, with the near detector at
a depth of 60 meters and the far detector at a depth of more than a
kilometer. This diminishes the interference from cosmic rays and
other background radiation with the detection of neutrino inter-
actions. The distance between the detectors allows researchers to
measure neutrino oscillations that occur between the two points,
furthering our understanding of subatomic phenomena and the
composition of the universe.

Both the near and far detectors in DUNE utilize Liquid Argon
Time Projection Chambers (LArTPC), shown in Figure 1. A LAfTPC
is a particle detector consisting of a large volume of liquid argon
with an electric field applied to it. When neutrinos collide with
argon nuclei, they may form charged particles that ionize argon
atoms as they travel through the chamber, producing free electrons
and argon ions. These free electrons then drift towards a series of
anode wire planes. As they pass through, the electrons induce a
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Figure 1: Liquid Argon Time Projection Chamber, described
in Section 3. Current is induced in a mesh of wires surround-
ing the cryostat. These wires are sampled and their values are
digitized to provide the payload of the network traffic that is
emitted by the detector, structured as shown in Figure 2.

current in the wires of induction planes, producing bipolar signals
before being collected by the collection plane, which generates a
unipolar signal. Simultaneously, scintillation light produced when a
neutrino interacts with liquid argon is detected by photomultiplier
tubes (PMTs), providing timing information about the interactions.
The measurement of the drift time and position of the electrons
through the signals allows for the reconstruction of the charged
particle’s trajectory.

3.1 DUNE’s Packet Format

Figure 2 shows the composition of data emitted by the detector de-
scribed above. The detector emits Jumbo Ethernet frames through
network interface ports. These ports are mounted on Warm Inter-
face Boards (WIB)—which are “warm” in contrast to the cryogenic
conditions inside the LArTPC [22]. Within these frames, the Ether-
net header is followed by IPv4 and UDP headers [4, 6, 17, 31].

The Ethernet, IPv4, and UDP headers are encoded in network
(big endian) byte order. Subsequently, the frame encoding switches
to little-endian byte ordering with a 64-bit word size.

UDP datagrams encapsulate two custom headers and a payload.
First, the 128-bit DAQ (Data Acquisition) header contains metadata
on the detector-level source of the data—such as the detector’s
identifier and the part of the detector that produced the data. Second,
the 128-bit WIB header describes the state of the WIB that emitted
the Ethernet frame—such as whether it is in a diagnostic mode.
These headers are followed by a 7,168-byte payload. The payload
describes the waveform that was induced by particle collisions as
described in the previous section. This waveform is reduced to a
series of 14-bit ADC (Analog-to-Digital Converter) digitizations—
one from each wire from the LArTPC’s mesh that appears on the
right side of Figure 1. These digitizations are concatenated as shown
in Figure 2.
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Figure 2: Format for network traffic emitted by the DUNE
detector and its prototypes, containing raw waveform data.
This is described in Section 3.1.

Downstream read-out servers receive these frames and carry out
event reconstruction—a sequence of steps that analyze the data to de-
termine particle tracks. These tracks show particles moving within
the LArTPC’s volume in three dimensions and across time. From
these tracks we can infer which particles were involved in produc-
ing these tracks. Before reconstruction can take place, however, we
must first parse the frame and its payload. This paper describes
how to do that on a Tofino switch, whose architecture is described
next.

3.2 Tofino Native Architecture

This paper describes an implementation of a DUNE frame parser
in the P4 language [9] that targets a Tofino programmable switch.
This switch implements the Tofino Native Architecture (TNA) with
two frame-processing pipelines—an Ingress pipeline and an Egress
pipeline, with a Traffic Manager between them [16]. Based on meta-
data from upstream logic, the Traffic Manager can process the
frame in various ways, such as replicating, recirculating, or sending
the frame to the Egress pipeline, after which the frame reaches a
MAC block and is eventually transmitted to the network through a
physical port on the switch.

Frames reach the Ingress pipeline through the MAC block, and
are initially parsed by the Ingress Parser.! This parser extracts
headers from the frame, under the control of the P4 program. The
parsed headers and intrinsic metadata are carried by special switch
resources called the Packet Header Vector (PHYV). Intrinsic meta-
data refers to information added by the switch and is independent of
the P4 logic running on it. For example, the frame arrival timestamp
and the physical port of arrival are some of the intrinsic fields. The
parsed header fields are used in the Match Action Unit (MAU)
stages of the pipelines. The MAU is used to match a parsed header
field with a table key, and based on the match with that key, the

!'This provides hardware parsing support in the Tofino for frame and packet headers—
but it is unable to fully parse the DUNE packet format, as described later in the paper.
Our DUNE parser therefore uses control logic in the ASIC to carry out additional
parsing of headers, and to parse the payload.
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MAU process the frame using a specific action. An action consists
of P4 code that can involve reading and updating the contents of
parsed fields and of switch metadata, such as the egress port. PHVs
act as input and output for each stage of the pipeline. The Tofinol
architecture can support 4 parallel pipelines and each pipeline can
have a maximum of 12 such MAU stages.

Once the MAU has completed its processing, the frames move
to the Ingress Deparser where the parsed headers are combined
back with the frame’s payload. The metadata (such as whether to
drop a frame, or on which port to transmit the frame) from the
match-action stages is also propagated to the Deparser block.

Our implementation makes use of the recirculation capability
of the TNA architecture. Specific ports in the Tofino are assigned
as recirculation ports. If the destination port of the frame is set
to one of these ports, that frame will eventually reappear at the
Ingress Parser. Every frame arriving at the Parser is prepended
with 16 bytes of information. The first 8 bytes are always intrinsic
metadata (defined earlier) and the next 8 bytes contain the port
metadata information [2]. In the Tofino, the port metadata is a
struct defined by the P4 developer that is at most maximum 64-bits.
Our program does not use this, therefore it skips over this field.

4 Design and Implementation

The high-level design idea of the DUNE parser described in this
paper consists of sliding a window across each frame to process
its contents. Sliding the window involves recirculating a frame
to progressively process the bytes more deeply within that frame.
Recirculation is a primitive provided by the switching chip.

The window’s width is constrained by the size of the memory
on the switch that can be used to store a prefix of the frame for
processing. At each recirculation, this prefix focuses on a deeper
part of the frame. While part of the prefix can be processed by the
hardware parsing logic in the switch—for the Ethernet, IPv4, and
UDP headers in Figure 2—the rest of this prefix must be processed by
more general control logic in the switch because of the operations
that are needed for byte re-ordering and payload processing.

Figure 3 shows the design of our system in terms of hardware
blocks in the Tofino’s programmable pipeline. The P4 program
implementing this logic consists of 3500 lines of code. Of these,
around 2500 lines implement testing functionality. This function-
ality is used to validate the correctness of the implementation, as
described in Section 5. In our current implementation, all logic is
implemented in the Ingress pipeline. This was done to simplify the
implementation for this proof-of-concept. A future improvement
could distributed the processing to the Egress pipeline too.

Working through the design, we start on the left of Figure 3
when a frame reaches the Ingress Parser from a MAC block, which
receives a frame from a physical port on the switch. The Ingress
Parser also receives recirculated frames. In our implementation,
recirculated frames are given a custom recirculation header con-
taining the current recirculation count. This is extracted after the
intrinsic metadata and the port metadata fields that were explained
earlier in Section 3.2.

The Ingress Parser is used to parse Ethernet, IPv4 and UDP
headers, and to treat the subsequent bytes (containing the DAQ and
WIB headers) as an opaque sequence of bytes. Parsing the DAQ and
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WIB headers requires additional hardware operations to interpret
little-endian byte strings (Section 3.1). These operations involve
reversing and recomposing the bytes into network byte order, in
order to use them within the P4 program. These operations exceed
what the Tofino’s programmable parser can support, therefore we
use the programmable logic outside of the parser to handle the
DAQ and WIB headers. The DAQ and WIB headers are converted
to big endian format inside the Ingress control block.

As explained in Section 3.1, the waveform consists of a sequence
of 14-bit ADC values. Each of these values is sampled from a channel
in the detector. A channel refers to the digitization of a single wire
in the mesh sketched in Figure 1.

We parse waveform payloads in segments of 21 words of 64-
bits each during every recirculation. The size of a segment is the
“window size” mentioned earlier, and it is constrained by the PHV
and parser limits on the Tofino. PHV limits are explained later in
Section 5.3.

In our design, the Reverse_stage converts the endianness of the
payload. At first, each word of the segment undergoes endianness
switching from little to big endian. Second, we pack the extracted
14-bit ADC values into 16-bit fields since they are easier to work
with on a Tofino. In this implementation, we also emit each parsed
14-bit value as a big-endian 16-bit value inside a custom header in
order to validate and test correctness of the parsing.

We split the logic of Reverse_stage over multiple actions, with
each action handling a single 14-bit field extraction. For example,
a segment of 21 words (of 64-bits each) can fit 96 channels, thus
requiring 96 separate actions. However, this led to compilation
problems due to the complexity of the control block. To work around
this, in our design, the Reverse_stage was split into three control
blocks handling seven words with 32 actions each. These blocks
are Reverse_stage0, Reverse_stagel and Reverse_stage2.

The outputs of Reverse_stage are then passed to the Chunk
Processor to split each 64-bit word into the 14-bit adcXchN fields
that are shown in Figure 2. This table is used for debugging purposes—
it allows the developer to instruct the P4 program at runtime to
create ADC values that can be tested in the Checkpoint tables that
are described below.

The depth at which a frame’s payload is parsed can be controlled
by the control plane by setting a value in the recirc_control_table.
This value is used when checking the recirculation number.

Correctness Checkpoint 1 and Correctness Checkpoint 2 serve as
debugging checkpoints. The control plane deposits expected values
for adcXchN into those tables, and those values are confirmed
at runtime. This is used to ensure that the recirculation logic is
implemented correctly. More details about the debugging process
is described in Section 6.3.

At the final recirculation, the system emits the packet with orig-
inal headers (Ethernet, IPv4, UDP, DAQ, and WIB) and the most
recently-processed waveform segment. If the payload was not fully
parsed (by using a lower recirculation number), then the remaining
unparsed payload is forwarded too. This logic is used to test the
parser, as described in the next section.
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Figure 4: Experiment topology on FABRIC, described in Sec-
tion 5. This topology carries two streams in parallel: (1) (blue,
dashed) Node 4 streams to Node 1, and (2) (black, solid) Node 3
streams to Node 2.

5 Evaluation

The evaluation of the parser focused on three properties: correct-
ness, performance, and resource utilization. For evaluation we used
traffic that was produced by the ICEBERG detector [3], which is a
small-scale DUNE prototype that produces DUNE-compliant net-
work traffic.

Setup. The parser was deployed in the FABRIC topology that
is shown in Figure 4. This topology uses three resources across
geographically-distributed FABRIC testbed sites: a P4-programmable
Tofino switch at STAR (in Chicago) and sender-receiver pairs at
the LOSA (Los Angeles) and MASS (Massachusetts) sites.

5.1 Correctness

Given the complexity of the parsing task, it was important to
carefully assess the implementation’s correctness. The evaluation
methodology for this task involved first writing a reference parser
in Python, with which the P4 program’s behavior was compared. In
this Python reference parser, the Scapy library was used to parse and
emit packets; we will see below how emitted packets are compared
against those emitted by the Tofino switch. The Python reference
implementation carried out endianness conversion and field extrac-
tion. The reference implementation was developed from scratch by
closely following the DUNE design documents to build an indepen-
dent implementation for testing our P4 code.

This Python reference was extended to simulate the sliding-
window approach described in Section 4. Essentially, this approach
projects a segment of bits that are currently within the scope of
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being processed by the Tofino, and emulates recirculation. This
scope advances with each recirculation, as the processing is pushed
deeper into the frame. This is used to check the recirculation logic
in the P4 program. For example, if the P4 program was instructed to
carry out 10 recirculations, then we expect the segment of interest
to be at location 10 X 168 bytes inside the payload. In total, this
reference implementation consists of 1500 lines of Python code.

To test correctness—of endianness conversion, field extraction
and recirculation—we sent DUNE workloads to both the P4 program
(running on a Tofino switch) and the Python program (running on
the CPU), and captured their output into a pcap file. A short (30 line)
Python program was used to compare the contents of these pcap
files offline. This comparison checks that the fields related to the
21 X 64 bits extracted by the P4 program (for a given recirculation
level) matches the data extracted by the reference implementation.

The outcome from this assessment was that the P4 implementa-
tion correctly matched the behavior of the Python reference imple-
mentation.

5.2 Performance

To evaluate performance, DPDK pktgen was used to generate con-
tinuous UDP traffic streams at 100 Gbps from each sender at LOSA
in Figure 4 towards its corresponding receiver, with all traffic going
through the P4 switch at STAR.

These traffic streams were used to examine how recirculation
count affects throughput by measuring the received Gbps at dif-
ferent recirculation counts. We also compared running a single
sender-receiver pair (single stream) against running two sender-
receiver pairs (double stream) simultaneously, to investigate how
the throughput changes with concurrent traffic loads.

Figure 5 shows the analysis of throughput loss as a function
of the number of recirculations for both a single sender/receiver
pair and a dual sender/receiver pair configuration. Both cases show
exponential degradation of throughput when recirculation is in-
creased. The dual-pair configuration demonstrates significantly
steeper loss. At 1 recirculation the single stream has a throughput
of 97.1Gbps, while the dual stream has 76.0Gbps. At 10 recircula-
tions, the difference widens by an order of magnitude: 0.750Gbps
versus 0.042Gbps, respectively. This collapse is caused by the con-
gestion in the recirculation port from the incoming and recirculated
traffic.

The outcome of this assessment was that a different approach is
needed for in-network computing on this traffic workload and on
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Figure 5: Graph showing how throughput collapses as the
number of recirculations increases. The graph shows that
the collapse occurs faster as the number of streams increase.
This is described further in Section 5.2.

this hardware target. While recirculation is viable for this workload
at low throughput, it clearly does not scale. Later in the paper we
discuss future work ideas that avoid recirculation or bound it for
smaller workloads to avoid congestion.

5.3 Resource Utilization

This section describes the utilization of Tofino resources when
using the current parser prototype. Resource utilization reports
were obtained from the Tofino’s toolchain. This section explains
the types of resources and their utilization.

As mentioned earlier, the Tofino1 pipeline has a maximum of 12
MAU stages, with each stage representing a set of switch resources.
Table 1 shows that our P4 programmable logic maps to 3 stages,
with the tables recirc_control_table and Checkpoint 1 mapped
to the first stage, while forwarding_table and and Checkpoint 2
are mapped to the next stage.

SRAMs include exact match tables and Map RAM—which store
stateful information such as registers and counters. The toolchain
converts the word reversal logic into VLIW instructions. The Stats
ALU field cover the ALU resources used to update the statistics on
the stateful counters.

With regards to the internal state usage shown in Table 2, the
Packet Occupancy Vector (POV) is used to the hold the header
validity bits. For example, the 27 bits at the ingress here corre-
spond to valid bits for the Recirculation header, Ethernet, IPv4,
UDP, DAQ_RAW, WIB_RAW and 21 reversed words which form a
segment.

The Packet Header Vector (PHV) holds the intermediate state
between the different MAU stages. Some of the fields it stores in-
clude the IPv4 destination address, waveform segment and reversed
words. The larger the segment being parsed, the more is the PHV
usage. The PHV holds these intermediate states in fixed-size con-
tainers of 8, 16, or 32 bits. Looking at the breakdown of PHV usage
across containers in Table 3, the effect is more pronounced with
80.7% of 16-bit container resources being utilized.
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Table 1: Resource utilization in the MAU. “Exact M. X-bar”
is the Exact Match Crossbar, and “Ternary M. X-bar” is the
Ternary Match Crossbar.

Stages Exact M. Ternary M. Hash bit Gateway
X-bar X-bar
3 2.34% 1.01% 5.6% 10.4%

SRAM Map RAM TCAM VLIWinstr Stats ALU
7.5% 6.9% 1.4% 22.9% 41.7%

Table 2: Internal State Utilization on the Tofino.

Resource || Ingress Usage (%) | Egress Usage (%)
(bits) (bits)

POV 27 10.5 4 1.56

PHV 2795 68.2 13 0.317

T-PHV 560 - 352 -

Table 3: PHV containers allocation on Ingress

Containers
Total usage (%) | 8 bit (%) ‘ 16 bit (%) ‘ 32 bit (%)
68.2 |37 | 807 | 75

The Exact Match Crossbar allows values to be read from the
PHYV and sent to tables with exact-matching lookups—i.e., exact
match tables. Similarly, Ternary Match Crossbar relates to TCAMs.
TCAMS are non-exact match tables—for instance, they can be used
to carry out a longest-prefix match on IPv4 addresses. Hash bits are
the key bits used in the key matching stage. For example, for the
Forwarding table, the key is the IPv4 destination address which con-
tributes 32 bits to the hash bits. Gateways represent the conditional
branches in the P4 control blocks.

Finally, the Tag Along PHV (T-PHV) is used as a bypass mecha-
nism. The bypass frees the PHV resources inside the pipeline for
more important uses. Parsed headers that are not referenced in
the Match-Action-Unit are sent directly to the Deparser. For exam-
ple, header fields such as Ethernet source MAC, destination MAC
addresses, IPv4 version field and UDP source port are not used
after parsing in the Ingress Parser, and are thus passed through the
T-PHV.

6 Discussion and Future Work

This section discusses key technical highlights from the experience
of developing this research, and provides directions for future work.

6.1 Scaling

We see several ways to improve the scalability of in-network parsing
to support in-network computing.

For applications of the DUNE parser that are only concerned with
the DAQ and WIB headers, recirculation can be avoided. This would
avoid the congestion problem that was observed earlier. Moreover,
if only specific fields need to be accessed from those headers, then
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the endianness conversion could be focused on those specific fields,
instead of processing all the fields in the headers.

For applications of the parser that involve full payload processing—
such as event reconstruction that was described in Section 3.1—
then a different approach will be needed to avoid the congestion
from recirculation. We envisage that a programmable switch could
form part of a system design that is more suitable for full payload
processing—involving hardware pipelines with more stages and
memory. Based on the experience of building the parser described
in this paper, we plan to build a prototype using reconfigurable
hardware. We envisage the current prototype being used to han-
dle the DAQ and WIB headers, and a complementary system that
parses and computes over the payload.

6.2 Resource Constraints and Mitigations

Encountering and mitigating resource constraints provided us with
ideas for future work. To extract the waveform—that is, adcXchN
values from the payload in Figure 2—we needed to slice 14-bit fields
from 64 bit words. If the slice does not start at an 8-bit boundary,
then the Tofino toolchain returns an allocation error. Since 14 does
not divide 64 without leaving a remainder, we must concatenate
14-bit fields that were composed of slices from two adjacent 64-
bit words. Another allocation error is returned if the two 64-bit
words are located in different MAU groups—which is a collection
of same-size containers. For example, a collection of 16 8-bit con-
tainers is 1 MAU group. To mitigate both kinds of allocation error,
we use @in_hash{} to instruct the compiler to use an additional
hardware resource that can access memory more flexibly, bypassing
the constraints mentioned earlier. Consider the P4 statement:

adc14ch9 = reverse_word9[11:0] ++ reverse_word8[63:62];

Since the start of [63:62] is not byte-aligned, i.e, it is bit 7
and bit 8 of a byte, and when it is placed in bit 1 and bit 2 of the
adc14ch?9 field, then, the compiler will return an error. Enclosing
the whole statement in @in_hash {. ..} will side-step this problem
by instructing the compiler to use an additional hardware resource
called a hash engine.

In our experiment, we process Jumbo frames with a 7,168-byte
payload, which exceeds the 4096-bit PHV capacity of a single
pipeline pass on the Tofino. This requires us to use recirculation to
process the entire frame in segment-sized chunks. As mentioned
earlier, the PHV consists of fixed-size containers of 8, 16, or 32 bits,
into which the compiler stores header fields and metadata. Endian
conversion and the use of 14-bit fields further stress PHV limits,
since endian conversions require additional processing overhead,
and 14-bit fields do not align well with container sizes. As we want
to reduce the amount of recirculations needed to process the en-
tire packet, we increase the number of words processed in one
recirculation. Currently, as described in Section 5.3, the implemen-
tation’s resource usage is below the container limit, and during
development we attempted to find the maximum amount of words
to optimize each pass through. This is made more complex by the
structure of the waveform payload, as we need to process a group of
7 words (since the adcNchX structure repeats itself every 7 words).

Building on the current prototype, we see an opportunity for
future research into generating P4 code that reads and processes
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subsets of the DAQ data, to make more frugal use of hardware
resources.

Moreover, in the current prototype’s approach, we maintain sepa-
rate headers for little-endian extraction (waveform_segment.word[0-
20]) and big-endian processing (reversed_word[0-20]), which re-
sults in high PHV container usage. Future work can explore op-
timizations that involve in-place endian conversion, by reusing
waveform_segment fields to store the converted values thus reduc-
ing this resource overhead.

Another possible resource saving can come from not passing
the packet to the egress pipeline. At present, as seen from Table
2, while the egress pipeline is logically not relevant in the P4 code
of this prototype, the packets still flow through these stages. This
causes a small resource usage overhead, which can be avoided
and instead allocated to the ingress pipeline, thus allowing for the
waveform segment size to increase and thus reduce the number of
recirculations.

6.3 Debugging techniques

This experience of developing and evaluating this parser provided
opportunities to understand the difficulties around debugging the
specific hardware that were were using. During debugging, most
of the time was spent on inspecting P4 table entries, compiler-
generated logs, and simulation output. The Tofino simulator pro-
vided step-by-step execution information that is unavailable when
running on actual hardware. This was used during development,
to understand Tofino behavior and limitations before deploying on
the physical switch.

On the physical switch, we lack familiar debugging tools, such
as configurable logic analyzers and diagnostic interfaces. To obtain
visibility into the behavior of the running program, we used lookup
tables to track control flow execution by matching on specific fields
from headers or metadata at key points in the pipeline. These tables
are designed to increment a counter when a match takes place, and
we can read this counter from the control plane.

This technique was used in the two Checkpoint tables in Figure 3.
These tables were used to diagnose bugs with our recirculation
code. In Checkpoint 1 we monitor the recirculation number by
incrementing a counter each time we match on meta.is_recirc,
a field that tracks whether a packet is being recirculated. The table
is set to match on meta.is_recirc == X;, where X is a value
added in the switch using the control plane at runtime. The field
meta.is_recirc gets set to 0 or 1 during parsing based on the
ingress port of the packet. Once the look-up takes place on the
checkpoint table, a counter is incremented upon a match. This
counter is then polled from the control plane.

This approach helped isolate a bug that stopped all recirculation
prematurely, and the combination of insights we obtained from
checkpoint tables allowed us to localize bugs within the code. Af-
ter making changes to the program, we noticed that the counter
was no longer incrementing. We placed Checkpoint 2 after the “if”
statement to provide visibility into the program flow.

We see an opportunity for research into specialized debugging
support for in-network computing. Based on our experience, having
runtime information about program behavior through the Check-
point tables can greatly simplify the process of debugging. Future
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work includes automatically generating inline support code for
producing and querying Checkpoint tables.

6.4 Usability

We see an opportunity to improve the usability of programmable
networking hardware for HEP scientists, to enable scientists to
integrate this hardware as part of their experiment workflows. The
previous two sections provided a glimpse of the specialized knowl-
edge that is needed to program and debug this hardware target.
Research into domain-specific tools and languages could improve
the accessibility of programmable networking tools for scientists,
and abstract low-level details of the hardware architecture—similiar
to how CPU details are typically abstracted in scientific computing.

7 Conclusion

This paper described the first in-network parser for the complete
DUNE packet format, implemented in a programmable network
switch. The paper provided a design and explained how this design
is underpinned by the programmable hardware elements that the
switch makes available. A functional implementation of this imple-
mentation was developed, and the correctness, performance, and
resource utilization of this implementation was evaluated using
high-fidelity workloads on the FABRIC testbed. This work identified
different primitives that helped and challenged the implementation,
which we use to assess directions for future work.
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