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Abstract

Efficient and scalable quantum key scheduling remains a critical challenge in trusted-relay
Quantum Key Distribution (QKD) networks due to imbalanced key resource utilization,
dynamic key consumption, and topology-induced congestion. This paper presents a Q-
learning-based adaptive routing framework designed to optimize quantum key delivery
in dynamic QKD networks. The model formulates routing as a Markov Decision Process,
with a compact state representation that combines the current node, destination node,
and discretized key occupancy levels. The reward function is designed to jointly penalize
resource imbalance and rapid key depletion while promoting traversal through links with
sustainable key generation, guiding the agent toward balanced and congestion-aware
decisions. Simulation results demonstrate that the Q-learning scheduler outperforms non-
adaptive baseline algorithms, achieving an average distribution time of approximately 100 s
compared with 170-590 s for the baseline algorithms, a throughput of 61 keys/s compared
with 32-55 keys/s, and a failure ratio limited to 0-0.1, demonstrating superior scalability,
congestion resilience, and resource-efficient decision-making in dynamic QKD networks.

Keywords: quantum key distribution (QKD); network routing; reinforcement learning (RL)

1. Introduction

With the widespread deployment of 5G network and the ongoing development of
6G technologies, communication systems are advancing toward higher data rates, lower
latency, and stronger security. In light of the growing severity of information security chal-
lenges in future mobile communications, quantum communication—particularly Quantum
Key Distribution (QKD)—has emerged as a pivotal technology for enabling next-generation
secure networks [1,2]. QKD, grounded in the no-cloning theorem and Heisenberg’s un-
certainty principle, allows for theoretically unconditional secure key exchange, ensur-
ing absolute confidentiality of shared keys between communication parties [3,4]. QKD
demonstrates strong potential for applications in high-security domains, including military
communications [5], financial data protection [6], and confidential government communi-
cations [7].

As QKD network technology matures, its architecture is evolving from simple point-
to-point links to more complex topologies supporting multi-hop routing, multi-user access,
and concurrent services. Currently, QKD network architectures can be broadly categorized
into three types: optical node-based, quantum node-based, and trusted-relay node-based [8].
Optical and quantum node networks generate point-to-point quantum keys by establishing
temporary quantum channels between users on demand. While these approaches support
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multi-user and long-distance key distribution in principle, they are constrained by signal
attenuation and the immaturity of critical technologies such as quantum memory. As
a result, optical node QKD networks are mainly suited for local-area applications, and
quantum node QKD network remain in the experimental stage. In contrast, trusted-
relay QKD networks perform key relaying at the upper layer of quantum key generation,
enabling multi-user, long-distance key distribution via hop-by-hop forwarding. Due to
its relative technological maturity and scalability, this architecture has become the most
practical approach for current large-scale QKD network deployments [9].

At the current stage of development, a critical challenge facing trusted-relay QKD
networks is efficient scheduling and stable transmission of key resources through appro-
priate routing strategies under complex physical conditions and limited resources. Unlike
traditional communication networks that primarily optimize metrics such as latency and
bandwidth, the performance of QKD links is fundamentally governed by physical-layer
factors. These factors result in inherently low key generation rates, pronounced spatial
heterogeneity, and significant temporal variability [10]. Consequently, resource manage-
ment in such network faces challenges that can be broadly categorized into the following
three aspects:

¢ Quantum key generation is fundamentally constrained by physical factors such
as quantum bit error rate (QBER) and channel attenuation, leading to substantial
heterogeneity in link performance. Links with insufficient availability are unable
to sustain frequent transmissions, which can cause local key pool exhaustion and
disrupt services.

e Key demand is tightly coupled with dynamic traffic patterns and often exhibits unpre-
dictable and bursty behavior. During traffic surges or directional load concentrations,
key resources on specific paths can be rapidly exhausted. In addition, imbalanced path
selection and uneven request distribution may cause localized link overuse, leading to
resource bottlenecks and reduced transmission efficiency.

e  Existing routing strategies, such as shortest-path-first and maximum residual key, rely
on static or instantaneous network states without modeling key pool dynamics. This
limits their adaptability to resource fluctuations, leading to greater key transmission
failures and degraded network performance. Routing in QKD networks must intelli-
gently adapt to dynamic conditions, integrating key generation, consumption, and
control feedback to ensure efficient and reliable key delivery.

The primary contributions of this paper are summarized as follows:

1.  We propose a resource-aware key scheduling framework for trusted-relay QKD net-

works that integrates real-time link state monitoring, online Q-Learning-based adap-
tive routing, and multidimensional path feasibility verification to ensure dynamic
congestion avoidance and stable key distribution under time-varying traffic and
network conditions.

2. We constructed a discrete-time model to characterize key dynamics, where the nor-

malized occupancy ratio was uniformly discretized into states, and the action space
was defined by adjacent neighbor sets. A composite reward function, integrating oc-
cupancy deviation, consumption penalty, and generation incentive, enabled adaptive
balancing between network load and key resource replenishment.

3. The simulation results demonstrate that the proposed method substantially enhances

trusted-relay QKD network performance by improving transmission efficiency, op-
timizing resource utilization, and effectively mitigating congestion to ensure robust
stability under high-load conditions.
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The remainder of this paper is organized as follows. Section 2 reviews related work,
followed by the presentation of the system model and problem formulation in Section 3.
Section 4 reports the simulation results and provides a comprehensive performance discus-
sion, before the paper concludes with key insights and future directions in Section 5.

2. Related Work

With the continuous expansion of trusted-relay QKD networks, the demand for ef-
ficient quantum key resource allocation and stable service delivery have increased sig-
nificantly. Integrating efficient and adaptive routing algorithms has become essential
for achieving balanced load distribution and improving overall network service capacity.
To support ongoing research and practical deployment of trusted-relay QKD network, a
variety of routing algorithms have been proposed.

The Open Shortest Path First (OSPF) protocol, a classical link state routing mechanism,
was first applied in the experimental DARPA QKD network [11]. Building on this foun-
dation, the SECOQC project modified OSPF to address the specific demand of relay path
selection in QKD network [12]. The Tokyo QKD network adopted a hybrid routing strategy
combining static and dynamic elements. Despite its limited scale and relatively simple
dynamic algorithms, it effectively coordinated data and key transmission by incorporating
link quality and key generation rate into node configurations [13]. In a larger deployment,
the Beijing—Shanghai QKD backbone implemented an enhanced OSPF protocol, integrating
real-time metrics such as key generation rate, link reliability, and relay node security to
improve path selection adaptability [14]. As network architectures and service demand
become more complex, recent efforts have focused on advanced dynamic routing strategies.
For example, Bi et al. [15] proposed an environment-sensitive algorithm that balances key
generation and traffic load across diverse topologies. Yu et al. [16] further introduced
a hierarchical routing framework that integrates OSPF with quantum key management,
significantly enhancing scalability and robustness.

To enhance key-awareness in routing, reference [17] incorporated the effective key
volume of each link into OSPF-based path computation. Expanding on this, ref. [18] jointly
considered both the current key pool size and the key generation rate, enabling more
precise and dynamic resource scheduling. To mitigate key exhaustion at bottleneck links,
ref. [19] introduced a hierarchical routing-based path optimization method to enhance
transmission flexibility and overall performance. Reference [20] selected optimal routes
using a combined metric of physical distance and key availability, while reference [21] in-
corporated controlled randomness to increase path diversity and robustness. Reference [22]
developed a multifactor link cost model in conjunction with a key-aware routing strategy,
significantly improving the key exchange success ratio. Within the realm of multipath rout-
ing, Han et al. [23] designed a multi-user routing algorithm aimed at optimizing quality
of service (QoS) in optical QKD networks. Reference [24] presented a dynamic routing
scheme comprising a Hello protocol, routing algorithm, and link state update mechanism
to adapt to evolving network conditions. Furthermore, reference [25] implemented a node
labeling strategy for multipath selection, effectively preventing routing loops and node
conflicts, thus ensuring routing stability and efficiency.

Given the structural similarities between trusted-relay QKD networks and Wireless
Ad Hoc Networks (WANETs)—notably their dynamic topologies—several studies have
adapted classical WANET routing protocols to address frequent link state changes in QKD
scenarios [26,27]. In quantum key distribution over Optical Networks (QKD-ON), joint rout-
ing, wavelength, and time-slot assignment (Routing and Wavelength Assignment/Routing
and Resource Assignment, RWA /RRA) poses significant complexity beyond that of tra-
ditional optical networks [28,29]. To cope with this, key-on-demand strategies based on
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software-defined optical networks and key pool mechanisms were introduced for adap-
tive resource management [30]. Time scheduling models have also been developed to
coordinate provisioning across domains [31], while heuristic RWA /RRA algorithms using
enhanced node structures and auxiliary graphs help minimize key waste and avoid un-
trusted relays [32]. For secure multicast, distributed subkey relay trees have been designed
to support efficient delivery of one to many keys [33]. Research on routing protocols for
QKD networks has also been conducted from various perspectives, including adaptation
to different types of QKD networks [34,35], enhancement of security [36], and suppression
of crosstalk [37]. In this context, ref. [38] demonstrates an experimental B92 protocol for
quantum key distribution path verification, while [39] proposes a hybrid QKD framework
that dynamically selects protocols to optimize end-to-end key distribution routing security
and efficiency.

Despite progress, key challenges remain in QKD routing. Most protocols rely on
instantaneous link states and fixed cost functions, limiting foresight and adaptability, while
resource allocation often prioritizes short-term gains over long-term efficiency. Machine
Learning/Reinforcement Learning (ML/RL) techniques have been applied at various levels:
ref. [40] optimized optical path routing and resource allocation in QKD networks with
fixed topologies using deep reinforcement learning (DRL); ref. [41] combined autoencoders
with the Cascade protocol to predict the QBER and key rates; ref. [42] proposed OptiNode
for trusted node placement. These approaches primarily focus on performance or topol-
ogy, without explicitly modeling the consumable and dynamically generated nature of
QKD keys.

In contrast, our method uses online Q-learning with real-time key pool states to
guide routing decisions that account for consumable resources, time-varying availability,
and QKD-specific security requirements. Unlike classical ML/RL routing methods that
assume reusable resources [43,44], our approach integrates both resource- and security-
aware constraints. DRL has been shown to efficiently manage high-dimensional states,
adapt to real-time dynamics, and optimize resource allocation and traffic scheduling in
communication networks [45-47]. Future work could further integrate DRL with key pool
dynamics to enable intelligent, scalable, and secure QKD routing.

3. System Model and Problem Formulation

To address the challenges of uneven resource distribution and dynamically chang-
ing key consumption in trusted relay QKD network, we propose a Q-learning-based
key scheduling framework for adaptive and resource-aware path selection. As shown
in Figure 1, the framework comprises three key modules. The Neighbor State Aware-
ness Module continuously monitors adjacent links, extracting critical features such as key
occupancy rate, deviation from ideal balance, consumption rate, and generation capabil-
ity, constructing a comprehensive state representation. The episodic online Q-learning
framework enables each routing request to evaluate the current policy and update the
Q-table based on immediate rewards. Serving as the core decision engine, the Online
Q-learning scheduler uses a reward function to balance resource uniformity and consump-
tion efficiency, penalizing over-concentration and rapid depletion while promoting stable
replenishment. The Routing and Validation module then generates trusted relay paths from
the learned policies, ensuring topology compliance and efficient and stable key distribution.
Although keys can be generated in parallel across links, our framework applies sequential,
hop-by-hop forwarding decisions at the strategy level based on local and adjacent link
states, ensuring balanced resource usage, bottleneck avoidance, and stable key distribution.
The appendix, which presents the QKD Network Architecture (Figure A1) and the Relay
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Routing Mechanism in QKD Networks(Figure A2), provides the foundational knowledge
framework underpinning this study.

Neighbor State Awareness Module Q-learning for Distribution Path Optimization

Link-level key occupancy SystasnGeviconmen
state

—
- Occupancy deviation rate
from equilibrium Reward function(ry)
. Discount
« Key consumption 5
dynamics

« Key generation capability

Action(A4)

« Historical Q-values of
prior decisions

Routing Decision : Next-hop trusted relay

Figure 1. Resource-aware Q-learning-based routing framework continuously monitors link states,
updates routing policies via Q-learning based on observed rewards, and generates validated paths
that ensure efficient and balanced key distribution.

3.1. QKDN Model and Constraints
3.1.1. Network Topology Model

In this study, the trusted-relay QKD network is modeled as an undirected graph
G = (V,E), where the vertex set V = {v1,0y,...,0,} represents the trusted-relay nodes
within the network. Each node v; € V is equipped with QKD devices as well as key
management (KM) modules, enabling it to generate keys locally via physical quantum
channels, store these keys, and securely forward keys to neighboring nodes through the
key management layer.

The edge set E consists of key management links ¢;; € E, which represent logical
secure key relay channels between nodes v; and v;. These links serve as the backbone
for multi-hop key forwarding and distribution within the trusted relay architecture. It
should be noted that each key management link ¢;; is supported by underlying physical
quantum links that enable raw key generation between adjacent nodes. Edges in the graph
correspond to the logical connections used for key relay rather than the physical quantum
channels themselves.

To accurately characterize the operational attributes of each key management link,
two key parameters are defined for every ¢;;: the key transmission rate limit B;; and the
key pool size H;;. Specifically, Bg‘ax denotes the maximum rate at which quantum keys can
be distributed through link ¢;;, while H{]I.‘ax represents the maximum size of the key pool
between adjacent nodes.

3.1.2. Quantum Key Pool Model

Each link in the trusted-relay QKD network is associated with a key pool H;;, which
stores the quantum keys shared between adjacent nodes v; and v;. This key pool supports
key generation, storage and consumption and dynamically reflects the availability of key
resources on the corresponding link. The key pool is bidirectionally symmetric, i.e., for any
node pair v; and v}, the shared key pool satisfies H;; = H;. The state of the key pool on link
ejj at time ¢ is defined as a triplet:

Sh,; (1) = (hy(t), gij(t), cij(t)) e))

where ;;(t) € {O, Hg‘ax} denotes the amount of remaining usable keys; g;;(t) > 0 repre-
sents the key generation rate; and c;;(t) > 0 represents the key consumption rate.
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To ensure system stability and prevent the key pool from exceeding its maximum size,
the key pool evolves over discrete time steps of duration At according to the following
update rule:

(£ + At) = min { HP®, max [0, hy (1) +g(£) - At — cij(¢) - Af] } ?

where the inner max ensures that the remaining usable keys cannot be negative. This
formulation guarantees that the number of available keys remains within the allowed
limits, thereby enabling dynamic control over key resources and supporting the sustainable
operation of the QKD network.

3.1.3. Routing Constraints

The quantum key distribution task is defined as a triplet (s,d, R), where the source
node s € V intends to transmit quantum keys to the destination node d € V with a trans-
mission demand of R. To ensure the feasibility of key transmission and efficient allocation
of network resources, the selected routing path must satisfy the following constraints.

1. Connectivity constraint: For any pair of adjacent nodes (v;, v;) along the routing path,
a key management link ¢;; € E must exist to guarantee topological continuity.

2. Key transmission rate constraint: At any time ¢, for each link ¢;; € E, the cumulative
key transmission rate of all active tasks traversing this link must not exceed B}]r-‘a":

Y Gar(t) < BE™ 3)
(S,d,R) :gij Eps,d

where J; 4 r (f) denotes the instantaneous key transmission rate of task (s, d, R) on link
ejj at time £.

3. Key pool size constraint: To ensure path viability, all links must maintain a positive
key pool size at time ¢, satisfying

hij(t) >0, V(i) € Psg (4)

where P, ; = (vs,v1,72,...,04) represents the path from source node s to destination
node d.

3.1.4. Evaluation Metrics and Definitions

1. Average Key Distribution Time: T,yg quantifies the mean time required to deliver
successfully distributed quantum keys during a single simulation cycle. It reflects the
overall efficiency of routing and scheduling strategies in dynamic trusted-relay QKD
networks. The total delivery time for the k-th distribution is defined as

Ty = tqueue,k + ttrans + frand ks (%)

The queuing delay, driven by total key volume and effective path key transmis-
sion rate, reflects network load and dominates variations in Tayg, while fixed
transmission and random perturbation delays capture link characteristics and
environmental fluctuations:

KeyAmount
tflueue,k = Tk . (6)

where KeyAmount, is the total keys delivered in the k-th trial, By the path’s effective
key transmission rate, tyans the fixed propagation delay, and t,,nq x @ small random
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perturbation capturing minor link fluctuations or transient rerouting; the average
delivery time over K trials is then

1 & /KeyAmount
Tan = E ]; (# + ttrans + trand,k) (7)

Maximum Key Utilization: The highest utilization among active links at the moment
of path selection:

i
maX_utiI = max Jp— max 1 . ] 8
(i,j) €Eactive pl (i,j) €Ective ( Hglax > ( )

This metric captures the link that is most critically depleted in terms of key pool size.
A value of max_util — 1 indicates severe congestion and highlights the need for
dynamic rerouting or pool scaling. E is the set of all links in the network, with |E|
denoting the total number of links. The active link set is defined as

Eactive = {(l,]) cE: hij < H[y}lax (9)

which includes links that are not fully occupied and thus can contribute to further
key distribution. For any active link (i,j) € E,ctive, the instantaneous utilization is
defined as

Pij =1~ gmaxs 0=pij <1 (10)
ij

where /1;; denotes the current key pool size on link (i, j) at the time of path selection.
Hi7® is the maximum key pool size of link (i, 7).

Proportion of Over-Threshold Key Resource Links: Given a utilization threshold 6,
the over-threshold link set includes all links whose utilization exceeds 6:

Eover = {(i,j) € E: Pij > 0}, Tover = |E|Cg|er| . (11)
where p;; = 1—h;;/ H{]I.‘ax denotes the utilization of link (i,) at the time of path
selection. The ratio rover quantifies the fraction of links that are potentially congested,
providing an indicator of network-wide resource stress.

Network Throughput: The network throughput quantifies the efficiency of key distri-
bution by measuring the total number of quantum keys successfully delivered per
unit time across all links. It reflects the effectiveness of routing and key management
strategies and provides insight into the trade-off between performance and congestion.
Let Nsucc denote the total number of keys successfully transmitted during a single
distribution task, and At the corresponding duration. The network throughput is then
given by

Throughput = Neuce (12)

At

Key Distribution Failure Ratio: This metric quantifies the fraction of failed key distri-
bution attempts:

(13)

where Ngycc is the number of successful key transmissions and Ny, is the total
number of key distribution attempts. Ry, serves as a direct indicator of the reliability
and effectiveness of the routing strategy. Failures may result from key pool depletion,
disconnected topologies, insufficient path length, or suboptimal routing decisions.
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3.2. Online Q-Learning Model Design
3.2.1. State Space Definition

The agent’s state representation captures both routing information and the dynamic
status of key resource utilization. Based on this, the state space is formally defined as

S = (curPost, endPosy, S;c]ey(t)) (14)

where curPos; € V denotes the current node of the quantum key at time ¢, and endPos; € V
represents the destination node for the key distribution task. The set V includes all trusted-
relay nodes in the network. S;(]gy(t) represents the agent’s perception of the status of key
resources on the link (i, j), which is a crucial input to decision-making as it reflects the
degree of resource contention after normalization and discretization.

To accommodate the discrete nature of the Q-learning model, the continuous key pool
size h;;(t) is discretized as follows.

1. Normalization: Given the known maximum size of the key pool on each link H{]I.‘ax,
the remaining key amount is first normalized into a key occupancy ratio:

hii(t
prh)=1- 110 bty e o) 5)
ij

2. Interval Partitioning: The range of occupancy ratios [0, 1) is uniformly divided into
M intervals of equal width %, forming a discrete set of states:

(SO M) B

3. State Mapping: The continuous occupancy ratio is mapped to a discrete state
label using

Sty (1) = (hig(£) = min(M =1, [M- p(1)]),  ¢(hy(t)) € {0,1,...,M =1} (17)

where s;ge y(t) denotes the discretized state of the key pool on link (i, j). A higher discrete
level indicates a higher key occupancy ratio, implying greater resource contention on the
link. This feature enables the agent to make routing decisions that are more responsive to
the availability of real-time resources.

3.2.2. Action Space Definition

For an agent currently located at node v; € V, its set of possible actions is constrained
by the set of neighboring nodes. The neighbor set is formally defined as

A(i) ={jeV|[({j) €E} (18)

where A(i) represents all directly connected adjacent nodes to which the quantum key can
be forwarded from node v;. Therefore, the agent’s action space at time ¢ is defined as

At = {a; | a; € Neighbors(curPos;)} (19)

where the action a; denotes the agent’s decision to transmit the quantum key from its
current node v; to one of its neighboring nodes. The action space characterizes all feasible
and permissible movements available to the agent at a given decision point.
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3.2.3. Reward Function Design

In Q-learning-based routing, the reward function should comprehensively account
for link resource utilization, key consumption, and replenishment dynamics to ensure
balanced allocation, alleviate congestion, and mitigate the risk of key exhaustion. To this
end, a reward function is constructed based on the effectiveness of quantum key resource
usage, defined as

Ry = —[a-|pjj(t) = peq| + B - Gij(t) — v - §ij(t)] (20)
ij(t ij(t
Gij(t) = ;ﬁn% gij(t) = gBﬁIEaE (21)

) ol

where p;;(t) = 1— I’fl’fnﬁl denotes the key occupancy ratio on link (i, ) at time ¢, while
q

Peq represents the predefined ideal occupancy ratio. The absolute deviation |pij(t) — peq|
serves as a penalty for imbalance in resource distribution.

The term c;j(t) represents the instantaneous key consumption rate, penalizing links
with rapid key depletion, while g;;(¢) denotes the key generation rate, incentivizing routing
through links with sustainable key supply. Together, they capture the dynamic consump-
tion and replenishment of the key pool, essential for efficient resource utilization. The
hyperparameters «, §, and 7 tune the relative influence of each component in the re-
ward. By combining positive and negative incentives, this reward structure discourages
resource imbalance while promoting link selection that ensures adequate key availability
and moderate usage.

3.2.4. Policy and Update Mechanism

In the Q-learning framework tailored for quantum key distribution routing, the core
quantity is the action-value function Q(s,a), which represents the expected cumulative
reward obtained by taking action a in state s and subsequently following the optimal policy
7r*. Formally, the optimal Q-function Q*(s, ) satisfies

Q*(s,) =E[ Y- ARy st = 5,00 = 0, 7], (22)
k=0

where R; denotes the immediate reward, A € [0,1) is the discount factor, and 77* is the
optimal policy. The Q-function guides the agent’s decision-making by prioritizing actions
that maximize long-term rewards.

Within this framework, the environment is designed to simulate the dynamic evolution
of key pools on all links after each action. This real-time feedback mechanism ensures that
the agent consistently perceives key resource availability, enabling context-aware routing
decisions. To balance exploration and exploitation, a temporal-difference (TD) learning
approach with an e-greedy policy is employed. The behavior policy 7, is defined as

1—¢ ifa=argmaxQ(s,a’)

mp(als) = v (23)
=, otherwise
|A[—1

where ¢ € [0, 1] denotes the exploration rate, and |A;| is the number of feasible actions in
state s. This strategy ensures sufficient exploration during early training while enabling
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convergence to the optimal policy 77* as learning progresses. The Q-values are updated
online according to the TD-maximization rule:

Qrr1(st,ar) = Qi(st,ar) +17 [Rt +A - max Qe(st41,a") — Qe(st, llt)} , (24)

where 7 € (0,1] is the learning rate. The reward R; jointly considers key consumption,
generation, and occupancy balance. Guided by a task-specific reward model aligned with
resource efficiency, the agent progressively acquires optimal routing strategies through
interaction with the dynamic QKD environment. The detailed training procedure is sum-
marized in Algorithm 1, in which, at each hop, the agent selects an action, observes the
reward, updates the Q-table, and proceeds to the next state.

Algorithm 1 Episodic online Q-Learning for key scheduling.

Input: QKD network G = (V, E), max key pool size Hglax, learning rate 7, discount
factor A, exploration rate ¢, interval count M, reward weights a, 3, v, target occupancy
Peq
Output: Optimal routing policy 77*(s) = arg max, Q(s, a)

1: for each episode do

2: Randomly initialize curPos; and endPos;
3. Observe hj;(t) on outgoing links from curPos;
4:  Discretize: s;]ey(t) =min(M—-1, M- (1- hl-]-(t)/Hg‘aX)j)

Construct state s; = (curPos, endPost,s;(]Ey(t))

5
6: while curPos; # endPos; do

7: Select a; = (i — j) using e-greedy strategy
8: Execute a;, observe updated key pool hl-]-(t)
9

Observe new state s; 1 = (curPos;, 1, endPos;, szey(t +1))
10: Compute reward:

Ry = —[a- |pij(t) — peq| + B - cij(t) — 7 - gij(t)]
11: Update Q-value using TD rule:
Q(st,ar) < Q(st,ar) + 17 |Rp + A - max Q(se41,a") — Q(se, ar)
a

12: St < S¢41
13: return 77*(s) = argmax, Q(s,a)

Q-learning incurs a training cost of O(Nep - L - D), where Ny, is the number of training
episodes, L the path length, and D = 2|E|/|V| the average node degree. Once trained,
its per-path routing complexity reduces to O(LD), which is generally lower than the
O(|E|log |V]) cost of Dijkstra-based algorithms, reflecting significant training overhead but
low per-decision computation suitable for real-time routing in large network. In this context
(Figure 2), the end-to-end quantum key routing process is structured into four tightly
integrated phases—Initialization, Local State Perception, Path Decision & Value Update,
and Feasibility Verification & Feedback—which together form a closed-loop optimization
cycle, where the virtual key channels represent abstracted logical links modeling resource
availability and key generation/consumption for adaptive routing evaluation. During
live operation, each routing decision triggers an immediate Q-table update, and this cycle
continues iteratively until the policy converges.
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msc Online Q-Learning Routing Sequence

Requester Q-Agent Network Env. Q-Table Validator

Request quantum key (s, d, R

Query link states (p, ¢, g)
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¥ i Ty €Ree ’7
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Figure 2. Sequence diagram of online Q-learning routing and feedback loop: Upon receiving a
quantum key distribution request, the Q-Agent queries adjacent link states, selects the next-hop action
ay via e-greedy Q-learning, executes the hop, and updates the Q-value using temporal-difference
(TD) learning. The Validator then verifies path feasibility and returns the validated path, forming
a continuous perception—decision-execution—feedback loop that enables dynamic, adaptive, and
foresighted routing.

4. Results and Performance Discussion

4.1. Simulation Setting
4.1.1. Simulation Parameters

We develop a modular simulation framework based on QKDNetSim (NS-3.41) to
model quantum key management and routing in dynamic trusted-relay QKD networks.
Simulations are conducted on Ubuntu 22.04 with an Intel i7 CPU and 128 GB RAM, and
algorithms are implemented in Python 3.9 via Anaconda 3.2.0.

Training and evaluation are performed on Barabasi-Albert (BA) networks of 50-200 nodes
(Figure 3). This scale-free topology captures the heterogeneity and hub-centric structure
typical of real communication networks, where highly connected nodes form potential
congestion points, providing a challenging environment for adaptive routing. Each edge
represents a virtual key channel, characterized by static attributes (initial key pool and
consumption/generation rates) and dynamic properties reflecting network variability.

Table 1 summarizes the core network and experimental parameters. Network pa-
rameters—including node degree, key generation rates, key pool sizes, and initial key
consumption rates—are configured to reflect practical QKD constraints. Overload thresh-
olds and ideal key pool utilization ratios guide routing and load balancing, while traffic
fluctuations, link drift, per-hop delays, transmission jitter, and probabilistic link failures
evaluate algorithmic resilience. Simulations proceed in discrete time steps, with each
episode representing a full key distribution cycle.
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Figure 3. Hub-centric BA network for evaluating adaptive QKD routing.

Table 1. Network and experimental parameters with descriptions.

Parameter

Value

Description/Purpose

Number of nodes | V|
Topology model

Average node degree

Link maximum key transmission rate Bg.‘ax
Single-node key transmission rate

Link key pool size Hl?]‘?ax
Initial key consumption rate c;;(0)

Initial key generation rate g;;(0)
Minimum usable key count fipin

Ideal occupancy ratio peq
Overload detection threshold 6
Time step duration At

Network load

50-200

Barabasi—Albert
(BA) model

4

100 keys/s
10-100 keys/s
1000 keys

50 keys/s

50 keys/s
1 key

0.50
0.65
1s

500-3500

Network scale; affects path lengths, congestion,
and failure probability

Simulates a hub-centric scale-free topology to
analyze the impact of node degree distribution
on routing

Network connectivity and path redundancy;
influences routing feasibility and robustness
Maximum key transmission rate per link;
fundamental resource constraint for routing
Rate at which an individual node transmits keys
Maximum key storage per link; ensures
sustained service under transient high load
Initial link key consumption; influences
early-stage routing decisions and reward
computation

Initial link key generation; guides early
exploration in training

Minimum key threshold below which a link is
considered unavailable

Target key utilization per link; guides
load-balancing strategy

Key occupancy level above which a link is
considered overloaded; used in scheduling and
penalty calculation

Simulation time step; defines the interval for
network updates and agent decisions

Total network key request volume; used to
evaluate algorithm performance under varying
load conditions
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Table 1. Cont.

Parameter Value Description/Purpose
. State discretization granularity for Q-learning;
G'ranul.arlt'y level of 10 balances representation accuracy and
discretization M computational complexity
Traffic modulation pattern Sinusoidal +20% Pen.OdlC traffic ﬂuctua’qons; simulates i
environmental or user-induced load variations
Link drift standard deviation o 0.10 Random link performance drift; enhances

Link failure probability
Link recovery probability
Transmission delay per hop firans

Random transmission jitter t,,nq
Random seed

Max steps per episode

Initial Q-table Q(s, a)

Max training episodes

0.01-0.5 per step

0.01 per step

training robustness under stochastic conditions
Probability of link failure at each time step; tests
routing resilience
Probability of link restoration; models dynamic
network recovery
Per-hop propagation delay; contributes to total

0.002s distribution time and reward computation
Random variation in transmission delay;
+0.005 s . . y
simulates network or physical-layer noise
2025 Ensures reproducibility of simulation results
Number of time steps per training episode;
150 a9
represents a complete key distribution cycle
Initial Q-values for the learning agent; balances
[0, 0.01] . )
early exploration and reward scaling
Total training episodes; determines
50 accumulated experience and policy

convergence

Table 2 presents Q-learning hyperparameters across training phases. The exploration

rate & decreases from high to low to shift from broad exploration to policy exploitation,
while the learning rate 1 diminishes to stabilize convergence. Weights «, B, and 7 are
adjusted to balance load, penalties, and quality rewards, guiding the agent from general
learning to fine-tuned optimization. The discount factor A increases to emphasize long-term
rewards, enabling progressive learning of effective routing strategies in dynamic networks.
Each episode spans 150 time steps, with 50 episodes totaling 7500 s of virtual time.
Each network configuration is simulated 30 times to reduce stochastic variability, ensuring
statistically reliable metrics for reward convergence, key distribution time, key utilization,
and failure ratio, while reflecting the algorithm’s adaptability in dynamic QKD network.

Table 2. Q-learning hyperparameter settings across training phases.

Parameter Ep.1-5 Ep.6-15 Ep.19-23 Ep.24-30
¢ (exploration rate) 1.0 — 0.5 (linear) 0.5 = 0.1 (exp) 0.1 0.01

7 (learning rate) 0.01 0.01 — 0.005 0.005 0.002
« (load balance weight) 0.5 0.6 04 0.5

B (penalty weight) 0.5 0.4 0.6 0.5

7 (quality reward weight) 0.2 0.3 0.3 0.3

A (discount factor) 0.8 0.9 0.95 0.95

4.1.2. Benchmark Methods

To evaluate the proposed QKD routing scheme, three representative baseline algo-
rithms are considered, OSPF (Open Shortest Path First), CAD (Congestion-Aware Dijk-
stra), and RAKP (Residual-Adaptive Key Provisioning), covering routing strategies from
topology-driven to local and global resource-aware methods. In this study, CAD is in-
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troduced as a congestion-aware extension of Dijkstra, while RAKP is adopted from prior
work [48].

OSPF is a classical shortest-path protocol that assigns uniform cost (typically 1) to each
link and selects paths minimizing total hop count. It relies solely on network topology and
ignores key resources.

CAD incorporates local congestion awareness into Dijkstra’s algorithm. For each link

(i,), the weight is defined as
1

Y= hij+¢

(25)
where h;; denotes the residual key pool size and ¢ = 107° is a small constant to avoid
singularities. Paths are chosen to minimize cumulative weight, favoring links with higher
residual key pool size. CAD performs local optimization, considering only the current
path’s link states.

RAKRP is a global key provisioning. For each link (7, j), the residual ratio is

Hi]' — h;
]
rii = (26)
1 H;;
where Hj; is the maximum key pool size and hgj is the currently allocated key volume.
During each allocation round, links are proportionally allocated keys based on r;;, and
RAKRP continuously adapts to global network dynamics.

4.2. Experimental Results and Analysis
4.2.1. Reward Convergence Analysis

The training rewards exhibit a clear exploration—convergence pattern (Figure 4). In
the initial phase (Ep.1-5), high exploration leads to large fluctuations and predominantly
negative rewards (—1.5 to —0.6), as the agent explores randomly without an effective
policy. During the intermediate phase (Ep.6-15), decreasing ¢ and adaptive learning rate
drive rewards toward 0, reflecting the agent’s emerging ability to balance load and key
resource utilization. In the later phase (Ep.16-30), rewards stabilize around —0.04 with
minor fluctuations (£0.01), indicating that the Q-learning policy has largely converged and
maintains stable performance despite link perturbations.

Q-learning Reward per Episode with Error Bars

0.00 T

Figure 4. Reward Convergence Analysis: Q-learning rewards evolve from large initial fluctuations to
gradual improvement and finally stabilize, reflecting policy learning and convergence.
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4.2.2. Total Quantum Key Volume: Performance Variation

This section systematically compares QKD routing algorithms under varying key
volumes, considering average distribution time, maximum key utilization, failure ratio,
and network throughput. The results reveal how network constraints interact with algo-
rithmic design. Q-learning consistently achieves high throughput and low failure ratios by
anticipating congestion and dynamically balancing load. In contrast, RAKP and CAD incur
higher distribution time and failures due to reactive or localized strategies, while OSPF,
insensitive to load, exhibits the highest utilization and failure accumulation.

As shown in Figure 5, the evolution of key distribution performance reflects congestion
dynamics and algorithmic adaptation. Q-learning maintains low distribution times and
moderate key utilization at low key volumes, exploiting underutilized links and avoiding
nascent bottlenecks. As key volume increases, distribution time rises to 28-31 s and
maximum utilization reaches 0.92, showing that even adaptive policies are limited by finite
link key pool size. RAKP reacts slower to changing conditions, leading to higher delays
(37-43 s) and utilization (0.93-0.96), while CAD, constrained by local information, suffers
accelerated congestion at critical nodes (37-49 s, 0.945-0.985). OSPF consistently overloads
frequently used links (33-54 s, 0.995).

Average Key Distribution Time vs Network Load Maximum Key Utilization vs Network Load (Key amount)

—e— Qrlearning
—=— RAKP

—— CAD

—4— OSPF (Dijkstra)

—e— Qlearning
—=— RAKP
095 —* CAD
—— OSPF

0.90

/

Maximum Key Utilization
°
2
8

0.70

500

Qlearning

1000

Failure Ratio Distribution by Algorithm

0.60

1500 2000 2500 3000 3500 500 1000 1500 2000 2500 3000 3500

Network Load (Key amount) Network Load (Key amount)

(@) (b)

Network Throughput vs Network Load (Key amount)

Failure Rate Interval = Q-learning
- 00.1 m RAKP
- 0.1-0.2 == CAD
- 0203 = OSPF
- 03-0.4
- 0.4-0.5

3
3

a
8

Throughput (keys/s)
& g

8

N
S

1500 2000 2500 3000 3500
Agorithm Network Load (Key amount)
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Figure 5. Variation in total quantum key amount on key distribution performance, link utilization,
failure ratios, and network throughput. (a) Impact of total quantum key amount on average key
distribution time: Q-learning shows the lowest and slowest growth in delivery time, RAKP and
CAD perform moderately, while OSPF exhibits the steepest increase. (b) Impact of total quan-
tum key amount on maximum link utilization: Q-learning achieves the most balanced utilization,
RAKP and CAD show moderate growth, while OSPF suffers from potential bottlenecks under high
load. (c) Distribution of failure ratios: Q-learning failure ratios are primarily concentrated in the
0-0.1 interval. (d) Impact of total quantum key amount on network throughput: Q-learning achieves
the highest throughput, followed by RAKP, CAD, and OSPE.
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Failure ratio distributions further illustrate algorithmic foresight. Q-learning confines
nearly all failures to 0-0.1, reflecting proactive path selection. RAKP exhibits 57% of failures
in 0.1-0.3 due to delayed global adjustments, while CAD shows 14% in 0.3-0.4, highlight-
ing the impact of local decisions at bottlenecks. OSPF reaches 14% in 0.4-0.5, consistent
with unbalanced traffic accumulation. Throughput trends (Q-learning 34.6-61 keys/s,
RAKP/CAD 32-55 keys/s, and OSPF 2941 keys/s) reflect the combined effects of adaptive
load balancing and link saturation. Despite rising failure ratios, heterogeneous link utiliza-
tion ensures continued key delivery, while marginal key pool size constraints gradually
slow throughput growth and induce longer queues and localized failures.

4.2.3. Single-Node Key Transmission Rate: Performance Variation

This section presents a detailed comparison of QKD routing algorithms across vary-
ing single-node key transmission rates, highlighting the coupled behavior of average
distribution time (Tayg), over-threshold link ratio (rover), and failure ratio (Rg,y). These
interdependent trends reflect the combined influence of algorithmic adaptation, cumulative
multi-hop effects, and the hub-centric structure of BA topologies.

As shown in Figure 6, Q-learning consistently outperforms other algorithms under
varying key rates by dynamically learning optimal paths and balancing network load.
At low rates, initial exploration leads to moderate delays (Tayvg ~ 124 s) and minimal
overload (rover = 0.2%), as the agent gradually discovers efficient paths. RAKP, CAD, and
OSPF exhibit higher delays and slightly increased overload, reflecting limited adaptivity or
load-insensitive routing that cannot fully exploit underutilized links. As key rates increase,
Q-learning maintains moderate delay growth and low failure ratio by proactively avoiding
emerging bottlenecks and distributing traffic across less congested links. In contrast, RAKP
and CAD experience higher delays and failures due to partial or local adaptivity, while
OSPF suffers sharp escalations (delays up to Tayg ~ 590 s and a substantial fraction of
failures in the 0.6-0.8 range), illustrating the vulnerability of non-adaptive strategies to
multi-hop congestion and saturation of core links.

Network performance exhibits nonlinear trends with increasing single-node key trans-
mission rates, reflecting cumulative multi-hop effects as minor link overloads propagate.
At low key rates, Q-learning exhibits a U-shaped delay due to queue initialization and
exploration. As the key rate increases, CAD and OSPF experience sharp rises in average
delay and failure ratio, whereas Q-learning consistently maintains lower latency. Extreme
OSPF degradation highlights the limitations of topology-driven routing in hub-centric BA
networks. These patterns arise from the interplay of algorithmic adaptability—Q-learning
dynamically mitigates bottlenecks, RAKP partially optimizes paths, CAD struggles under
congestion, and OSPF remains non-adaptive—and topology-induced hub congestion.

Average Delivery Time vs Key Transmission Rate Over-threshold link ratio vs Key Transmission Rate

500

Average Delivery Time (s)

100

Over-threshold link ratio

- (_’"*_x’a/w—‘k—’_‘l’"“

60 80 100 20 40 60 80 100
Key Transmission Rate (keys/s) Key Transmission Rate (keys/s)

(a) (b)

Figure 6. Cont.
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Failure Ratio Distribution by Algorithm
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Figure 6. Variation in single-node key transmission rates on key distribution performance, over-
threshold link ratio, and failure ratio. (a) Impact of single-node key transmission rates on average
key distribution time: Time decreases at low rates due to better link utilization, reaches a minimum
at moderate rates, and rises at high rates from congestion, with Q-learning achieving the lowest
and most stable delay. (b) Impact of single-node key transmission rates on over-threshold link ratio:
The proportion of over-threshold links increases with key rates, reflecting rising congestion, with
Q-learning maintaining the lowest ratio and more balanced load compared to RAKP, CAD, and
OSPE. (c) Distribution of failure ratios: Q-learning failure ratios are primarily concentrated in the
0-0.2 interval.

4.2.4. Network Scale: Performance Variation

The network size strongly affects QKD performance, impacting average distribution
time and failure ratio. As the network expands from 50 to 200 nodes, longer paths, increased
topology complexity, and intensified link contention naturally lead to higher distribution
delays and elevated failure probabilities. These metrics jointly reflect the network’s capacity
to balance load, mitigate congestion, and sustain reliable key delivery.

As shown in Figure 7, analysis under increasing node counts reveals distinct algorith-
mic patterns. Q-learning shows the slowest growth in distribution time (44 — 60 s) and
failure ratio (0.056 — 0.086), benefiting from global load awareness and online learning that
disperse traffic and prevent bottlenecks. RAKP exhibits moderate increases (50.5 — 85's,
0.082 — 0.170), with mid-node acceleration followed by high-node stabilization, reflecting
its residual-ratio allocation that mitigates local congestion while preserving balance. CAD
incurs higher delays (57.5 — 105 s) and sharper failure growth (0.165 — 0.310) as its local
congestion-aware routing accumulates bottlenecks with scale. OSPF performs worst, with
delay increasing (65.5 — 123 s) and failure ratio rising (0.246 — 0.350), as its load-unaware
shortest-path routing leads to escalating congestion and limited capacity for load balancing
compared with adaptive strategies.

Cross-comparison shows that node expansion amplifies path length, contention, and
blocking probability, thereby magnifying algorithmic differences. Adaptive strategies
such as Q-learning, with global load awareness, and RAKP, with residual-ratio allocation,
effectively redistribute traffic to contain delay and failure growth. In contrast, CAD ac-
cumulates congestion due to reliance on local remaining-key information, while OSPF
suffers persistent overload under shortest-path routing. Thus, scaling not only increases
delay and failure but also highlights each algorithm’s efficiency in load balancing and
congestion resilience.

Q-learning for QKD routing has low online computational complexity, as decisions
depend only on the current node and path length, while offline training is more demanding
due to the size of the state—action space and number of training episodes. The algorithm
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scales well in moderately sized or highly connected networks through adaptive load bal-
ancing, but in extremely large-scale or ultra-dense networks, performance may be limited
by state-space growth, memory requirements, and restricted generalization, potentially
requiring hierarchical or function-approximated reinforcement learning.

Estimated Average Distribution Time vs Network Size Failure Rate vs Network Size

120 { -

110

100

%0

erage Distribution Time (s)

Av

60 80 100 120 140 160 180 200 125
Number of Nodes Number of Nodes

(@) (b)

Figure 7. Variation in network scale on key distribution performance and failure ratio. (a) Impact
of network scale on average key distribution time: Time rises with node count due to longer paths
and link contention, with Q-learning increasing slowest, RAKP moderate, CAD higher, and OSPF
steepest. (b) Impact of network scale on failure ratio: Higher node counts increase path length
and link contention, raising failure ratios, with Q-learning most resilient, RAKP moderate, CAD
pronounced, and OSPF most severe.

4.2.5. Link Failure Probability: Performance Variation

This section examines how increasing link failure probability affects QKD network
performance, highlighting its substantial impact on average key distribution time and
failure ratio, with algorithmic performance gaps widening at higher failure probabilities.

As shown in Figure 8, with increasing link failure probability, both distribution time
and failure ratio exhibit coherent yet differentiated trends across algorithms. Q-learning
exhibits the slowest growth in average delay, rising from 43.4 s to 85.0 s. Its failure ratio
remains low and stable at low link failure probabilities due to proactive avoidance of
sparse failures and local congestion but increases to 0.244 at higher probabilities as network
constraints become unavoidable. RAKP maintains moderate performance (49.97 — 69.12 s)
at low to medium link failure probability, but under higher probabilities, delay surges to
103.94 s and failures (0.082 — 0.372) accelerate as local bottlenecks emerge. CAD initially
behaves like RAKP but proves more congestion-sensitive, with delay expanding from 57.46
to 134.34 s and failure ratio from 0.165 to 0.517, reflecting its lack of global load balancing.
OSPE, constrained by shortest-path routing, consistently performs worst: distribution
time escalates to 184.21 s and failure ratio from 0.246 to 0.670, as it cannot reroute around
congested or failed links.

At low link failure probabilities, abundant path availability allows global optimization
algorithms (Q-learning and RAKP) to fully exploit network resources, resulting in distribu-
tion time and failure curves that increase slowly and remain relatively low. As link failure
probabilities increase, path scarcity and congestion bottlenecks disproportionately affect
local and non-adaptive strategies, amplifying algorithmic differences. The observed nonlin-
ear growth and widening algorithmic differences reflect the interplay of path availability,
congestion dynamics, and algorithmic design. At high link failure probabilities, perfor-
mance gaps stabilize as network resources become saturated, with Q-learning mitigating
degradation through dynamic path selection and load balancing.
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Figure 8. Variation in link failure probability on key distribution performance and failure ratio.
(a) Average key distribution time rises with increasing link failure probability, with Q-learning
consistently exhibiting the lowest delays across the range. (b) Impact of link failure probability on
key distribution reliability: Failure ratio increases with rising link failures, with Q-learning remaining
most resilient, followed by RAKP, CAD, and OSPF.

5. Conclusions

This paper presents a novel Q-learning-based key scheduling framework designed for
trusted-relay QKD networks, addressing the challenges posed by dynamic key consump-
tion and heterogeneous resource allocation. The proposed framework comprises three
integral components: a Neighbor State Awareness Module that provides comprehensive
monitoring of adjacent link parameters; an Online Q-learning Scheduler that adaptively
optimizes resource utilization through a rigorously defined reward function; and a Routing
and Validation Module that guarantees feasible and resource-aware path selection under
network constraints.

The episodic online learning paradigm enables real-time, fine-grained policy updates,
ensuring balanced key pool utilization, preventing resource over-concentration, and main-
taining stable replenishment. Simulation results demonstrate that Q-learning consistently
outperforms RAKP, CAD, and OSPF across dynamic QKD network. Under total key vol-
ume variation, it limits failure ratios to 0-0.1 and achieves 61 keys/s throughput; when
varying the single-node key transmission rate, average distribution time remains around
100 s with only 3.8% over-threshold links, indicating effective congestion mitigation; with
increasing network scale, it sustains the lowest failure ratios; and under higher link failure
probabilities, distribution time stays below 85 s, reflecting robust load balancing, adapt-
ability, and efficiency. Future work could integrate reinforcement learning, graph neural
networks, and hybrid optimization strategies to enable scalable, self-adaptive QKD net-
work that optimize reliability, efficiency, and quantum resource utilization in ultra-large,
heterogeneous, and dynamic environments.
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Appendix A
Appendix A.1. QKD Network Architecture

The trusted-relay QKD network comprises quantum key distribution links, key man-
agement (KM) links, and trusted QKD nodes. Each node integrates a quantum transmitter
(QKD-TXx), receiver (QKD-Rx), and key management module. The quantum layer consists
of point-to-point QKD device pairs that independently generate keys, which are then
relayed through KM modules and links. The key management layer handles key distri-
bution and interconnection across arbitrary node pairs within the QKD network. Above
these, the control layer coordinates network elements via distributed controllers, while the
management layer oversees global monitoring and administrative tasks. Finally, keys are
delivered to cryptographic applications within the service layer of the user network by
the KM nodes. Figure A1, based on the ITU-T Y.3800 standard [2], depicts the reference
architecture and core components of both the QKD and user network.

S |
X
Service network i Service layer
1 v :
4 Applications H

User
network

196euew
JIoMmiaN

--- Security i fommmomeeeee-

~ QKDN

Jabeuew NOND

Figure A1. QKD network architecture: The trusted-relay QKD network consists of a quantum layer
generating keys, a key management layer handling distribution and relay, a control/management
layer coordinating the network, and a service layer delivering keys to applications. The Q-learning
algorithm deployed at the key management layer dynamically selects relay paths to optimize distri-
bution, balance resources, and adapt to network changes.

In typical operations, cryptographic applications in the service layer initiate key re-
quests to nearby KM nodes. These nodes verify local availability and, if sufficient keys exist,
provision them directly to the application. Otherwise, a relay process is triggered. KM
nodes cooperate with controllers to compute relay paths under the supervision of the man-
ager, which continuously monitors network conditions. Keys are securely relayed across
intermediate KM nodes along the selected path and finally delivered in a standardized
format to the requesting application, ensuring secure, end-to-end key provisioning.

Appendix A.2. Relay Routing Mechanism in QKD Network

The trusted relay process of quantum key distribution, guided by routing al-
gorithms, is illustrated in Figure A2 and consists of four steps, where the relay is
performed using one-time pad (OTP) encryption to guarantee unconditional security.
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Future extensions could include multi-path parallel forwarding with end-to-end key
aggregation, or hierarchical/multi-agent reinforcement learning to explicitly model
multi-segment aggregation.

1. Inthe initialization phase, the source node Alice (node 1) identifies relay nodes within
its communication range. Utilizing a classical network routing discovery protocol,
responses are collected from various nodes. All responding nodes are included in the
candidate set for the next-hop relay nodes, thereby initializing the routing algorithm.

2. According to the routing algorithm, Alice (node 1) generates a global key K, (commu-
nication key) and simultaneously negotiates a local key K;; with node 2 based on the
BB84 quantum key distribution protocol. The global key is sequentially forwarded by
trusted-relay nodes. In the example shown in Figure 1, node 2 is selected to relay the
global key K.

3. Under frequently changing network topologies, the routing algorithm dynamically
senses the availability of key resources within the network to select candidate relay
nodes, ensuring efficient key distribution. A detailed description of this algorithm is
provided in Section 4.

4. Node 1 and node 2 share the local key K1 1. Node 2 receives the encrypted message
K. ® K1 from nodel and decrypts it using the shared key K to recover K.. Concur-
rently, node 2 negotiates a local key Kj, with node 4 and encrypts the transmission as
Ke @ Kpo.

In this example, node 4 serves as the destination Bob. Generally, in network with
multiple relay nodes, the relay process repeats steps 2, 3, and 4 until the destination node
obtains the global key K. At this point, both Alice and Bob possess the global key K.,
enabling secure communication.

Alice node(1) nodelz) node(3) nodefi] Bob

. 2 » = 5

‘
P K B kDK ® 1. KK, BKy=K, & 1. K. OK, DKy=K, & 1. K DKy DK y=K, L KDK DK,
@ 2 K(ﬂ)KlEBK,GBK, 2. K DK, DK, DKy 2. K DKy DKy DK;
=K DK, =K DKy =K DK,

Figure A2. Relay routing mechanism in QKD network: The trusted-relay QKD process uses one-time
pad encryption to securely forward a global key from the source to the destination through multiple
relay nodes, with routing algorithms dynamically selecting next-hop nodes and negotiating local
keys at each hop to ensure efficient and secure key distribution.

References

1.

S

Zeydan, E.; De Alwis, C.; Khan, R.; Turk, Y.; Aydeger, A.; Gadekallu, T.R.; Liyanage, M. Quantum technologies for beyond 5G
and 6G networks: Applications, opportunities, and challenges. arXiv 2025, arXiv:2504.17133. [CrossRef]

ITU-T Y.3800; Overview of Quantum Key Distribution. ITU: Geneva, Switzerland, 2019.

Wootters, W.K.; Zurek, W.H. A single quantum cannot be cloned. Nature 1982, 299, 802-803. [CrossRef]

Ekert, A.K. Quantum cryptography based on Bell’s theorem. Phys. Rev. Lett. 1991, 67, 661. [CrossRef] [PubMed]

Krelina, M. Quantum technology for military applications. EP] Quantum Technol. 2021, 8, 24. [CrossRef]

Liang, Q. Employing quantum key distribution for enhancing network security. In Proceedings of the 2023 International
Conference on Image, Algorithms and Artificial Intelligence (ICIAAI 2023), Singapore, 11-13 August 2023; Atlantis Press:
Dordrecht, The Netherlands, 2023; pp. 518-526.

Sahu, S.K.; Mazumdar, K. State-of-the-art analysis of quantum cryptography: Applications and future prospects. Front. Phys.
2024, 12, 1456491. [CrossRef]

Tsai, C.W.; Yang, C.W.; Lin, J.; Chang, Y.C.; Chang, R.S. Quantum key distribution networks: Challenges and future research
issues in security. Appl. Sci. 2021, 11, 3767. [CrossRef]

Yu, X,; Liu, Y.; Zou, X,; Cao, Y; Zhao, Y.; Nag, A.; Zhang, ]. Secret-key provisioning with collaborative routing in partially-trusted-
relay-based quantum-key-distribution-secured optical networks. J. Light. Technol. 2022, 40, 3530-3545. [CrossRef]


http://doi.org/10.1109/OJCOMS.2025.3591842
http://dx.doi.org/10.1038/299802a0
http://dx.doi.org/10.1103/PhysRevLett.67.661
http://www.ncbi.nlm.nih.gov/pubmed/10044956
http://dx.doi.org/10.1140/epjqt/s40507-021-00113-y
http://dx.doi.org/10.3389/fphy.2024.1456491
http://dx.doi.org/10.3390/app11093767
http://dx.doi.org/10.1109/JLT.2022.3153992

Photonics 2025, 12, 969 22 of 23

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

Zhou, H.; Lv, K;; Huang, L.; Ma, X. Quantum network: Security assessment and key management. IEEE/ACM Trans. Netw. 2022,
30, 1328-1339. [CrossRef]

Elliott, C.; Colvin, A.; Pearson, D.; Pikalo, O.; Schlafer, J.; Yeh, H. Current status of the DARPA quantum network. In Proceedings
of the Quantum Information and Computation III, Orlando, FL, USA, 29-30 March 2005; SPIE: Bellingham, WA, USA, 2005;
Volume 5815, pp. 138-149.

Peev, M.; Pacher, C.; Alléaume, R.; Barreiro, C.; Bouda, J.; Boxleitner, W.; Debuisschert, T.; Diamanti, E.; Dianati, M.;
Dynes, J.F,; et al. The SECOQC quantum key distribution network in Vienna. New |. Phys. 2009, 11, 075001. [CrossRef]

Sasaki, M.; Fujiwara, M.; Ishizuka, H.; Klaus, W.; Wakui, K.; Takeoka, M.; Miki, S.; Yamashita, T.; Wang, Z.; Tanaka, A.; et al. Field
test of quantum key distribution in the Tokyo QKD Network. Opt. Express 2011, 19, 10387-10409. [CrossRef]

Chen, Y.A.; Zhang, Q.; Chen, T.Y,; Cai, W.Q.; Liao, S.K.; Zhang, ]J.; Chen, K; Yin, J.; Ren, J.-G.; Chen, Z,; et al. An integrated
space-to-ground quantum communication network over 4,600 kilometres. Nature 2021, 589, 214-219. [CrossRef] [PubMed]

Bi, L.; Miao, M.; Di, X. A dynamic-routing algorithm based on a virtual quantum key distribution network. Appl. Sci. 2023,
13, 8690. [CrossRef]

Yu, J.; Qiu, S.; Yang, T. Optimization of hierarchical routing and resource allocation for power communication networks with
QKD. J. Light. Technol. 2023, 42, 504-512. [CrossRef]

Tanizawa, Y.; Takahashi, R.; Dixon, A.R. A routing method designed for a quantum key distribution network. In Proceedings
of the 2016 Eighth International Conference on Ubiquitous and Future Networks (ICUEFN), Vienna, Austria, 5-8 July 2016;
pp- 208-214.

Han, W.; Wu, X.; Zhu, Y.; Zhou, X.; Xu, C. QKD network routing research based on trust relay. J. Mil. Commun. Technol. 2013, 34,
43-48.

Ma, C.; Guo, Y,; Su, J.; Yang, C. Hierarchical routing scheme on wide-area quantum key distribution network. In Proceedings of
the 2016 2nd IEEE International Conference on Computer and Communications (ICCC), Chengdu, China, 14-17 October 2016;
pp- 2009-2014.

Zhang, H.; Quan, D.; Zhu, C.; Li, Z. A quantum cryptography communication network based on software defined network. ITM
Web Conf. 2018, 17, 01008. [CrossRef]

Li, M.; Quan, D.; Zhu, C. Stochastic routing in quantum cryptography communication network based on cognitive resources.
In Proceedings of the 2016 8th International Conference on Wireless Communications & Signal Processing (WCSP), Yangzhou,
China, 13-15 October 2016; pp. 1-4.

Yang, C.; Zhang, H.; Su, J. Quantum key distribution network: Optimal secret-key-aware routing method for trust relaying. China
Commun. 2018, 15, 33-45. [CrossRef]

Han, Q.; Yu, L.; Zheng, W.; Cheng, N.; Niu, X. A novel QKD network routing algorithm based on optical-path-switching. J. Inf.
Hiding Multim. Signal Process. 2014, 5, 13-19.

Yang, C.; Zhang, H.; Su, J. The QKD network: Model and routing scheme. J. Mod. Opt. 2017, 64, 2350-2362. [CrossRef]

Ma, C.; Guo, Y.; Su, J. A multiple paths scheme with labels for key distribution on quantum key distribution network. In
Proceedings of the 2017 IEEE 2nd Advanced Information Technology, Electronic and Automation Control Conference (IAEAC),
Chongqing, China, 25-26 March 2017; pp. 2513-2517.

Mehic, M.; Maurhart, O.; Rass, S.; Voznak, M. Implementation of quantum key distribution network simulation module in the
network simulator NS-3. Quantum Inf. Process. 2017, 16, 253. [CrossRef]

Yao, J.; Wang, Y.; Li, Q.; Mao, H.; El-Latif, A.A.A.; Chen, N. An efficient routing protocol for quantum key distribution networks.
Entropy 2022, 24, 911. [CrossRef]

Cao, Y.; Zhao, Y; Yu, X.; Wu, Y. Resource assignment strategy in optical networks integrated with quantum key distribution. J.
Opt. Commun. Netw. 2017, 9, 995-1004. [CrossRef]

Zhao, Y.; Cao, Y.; Wang, W.; Wang, H.; Yu, X.; Zhang, ].; Tornatore, M.; Wu, Y.; Mukherjee, B. Resource allocation in optical
networks secured by quantum key distribution. IEEE Commun. Mag. 2018, 56, 130-137. [CrossRef]

Cao, Y,; Zhao, Y.; Colman-Meixner, C.; Yu, X.; Zhang, J. Key on demand (KoD) for software-defined optical networks secured by
quantum key distribution (QKD). Opt. Express 2017, 25, 26453-26467. [CrossRef]

Cao, Y;; Zhao, Y,;; Wu, Y; Yu, X.; Zhang, ]. Time-scheduled quantum key distribution (QKD) over WDM networks. . Light. Technol.
2018, 36, 3382-3395. [CrossRef]

Dong, K.; Zhao, Y.; Yu, X.; Nag, A.; Zhang, J. Auxiliary graph based routing, wavelength, and time-slot assignment in metro
quantum optical networks with a novel node structure. Opt. Express 2020, 28, 5936-5952. [CrossRef]

Dong, K.; Zhao, Y,; Nag, A.; Yu, X.; Zhang, J. Distributed subkey-relay-tree-based secure multicast scheme in quantum data center
networks. Opt. Eng. 2020, 59, 065102. [CrossRef]

Zou, X,; Yu, X.; Zhao, Y.; Nag, A.; Zhang, ]J. Collaborative routing in partially-trusted relay based quantum key distribution
optical networks. In Proceedings of the 2020 Optical Fiber Communications Conference and Exhibition (OFC), San Diego, CA,
USA, 8-12 March 2020; pp. 1-3.


http://dx.doi.org/10.1109/TNET.2021.3136943
http://dx.doi.org/10.1088/1367-2630/11/7/075001
http://dx.doi.org/10.1364/OE.19.010387
http://dx.doi.org/10.1038/s41586-020-03093-8
http://www.ncbi.nlm.nih.gov/pubmed/33408416
http://dx.doi.org/10.3390/app13158690
http://dx.doi.org/10.1109/JLT.2023.3318651
http://dx.doi.org/10.1051/itmconf/20181701008
http://dx.doi.org/10.1109/CC.2018.8300270
http://dx.doi.org/10.1080/09500340.2017.1360956
http://dx.doi.org/10.1007/s11128-017-1702-z
http://dx.doi.org/10.3390/e24070911
http://dx.doi.org/10.1364/JOCN.9.000995
http://dx.doi.org/10.1109/MCOM.2018.1700656
http://dx.doi.org/10.1364/OE.25.026453
http://dx.doi.org/10.1109/JLT.2018.2834949
http://dx.doi.org/10.1364/OE.380329
http://dx.doi.org/10.1117/1.OE.59.6.065102

Photonics 2025, 12, 969 23 of 23

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

Amer, O.; Krawec, W.O.; Wang, B. Efficient routing for quantum key distribution networks. In Proceedings of the 2020 IEEE
International Conference on Quantum Computing and Engineering (QCE), Denver, CO, USA, 12-16 October 2020; pp. 137-147.
Yu, X,; Liu, X;; Liu, Y;; Nag, A.; Zou, X.; Zhao, Y.; Zhang, ]. Multi-path-based quasi-real-time key provisioning in quantum-key-
distribution enabled optical networks (QKD-ON). Opt. Express 2021, 29, 21225-21239. [CrossRef]

Li, S.; Yu, X.; Zhao, Y.; Wang, H.; Zhou, X.; Zhang, ]. Routing and wavelength allocation in spatial division multiplexing based
quantum key distribution optical networks. In Proceedings of the 2020 International Conference on Computing, Networking and
Communications (ICNC), Big Island, HI, USA, 17-20 February 2020; pp. 268-272.

Gandelman, S.P.; Maslennikov, A.; Rozenman, G.G. Hands-On Quantum Cryptography: Experimentation with the B92 Protocol
Using Pulsed Lasers. Photonics 2025, 12, 220. [CrossRef]

Dehingia, K.; Dutta, N. Hybrid Quantum Key Distribution Framework: Integrating BB84, B92, E91, and GHZ Protocols for
Enhanced Cryptographic Security. Concurr. Comput. Pract. Exp. 2025, 37, €70221. [CrossRef]

Sharma, P.; Gupta, S.; Bhatia, V.; Prakash, S. Deep reinforcement learning-based routing and resource assignment in quantum key
distribution-secured optical networks. IET Quantum Commun. 2023, 4, 136-145. [CrossRef]

Al-Mohammed, H.A.; Al-Kuwari, S.; Kuniyil, H.; Farouk, A. Towards Scalable Quantum Key Distribution: A Machine Learning-
Based Cascade Protocol Approach. arXiv 2024, arXiv:2409.08038. [CrossRef]

Horoschenkoff, P.; Rodiger, J.; Kegreif3, S. OptiNode: A ML Algorithm for Optimal Trusted Node Positioning in QKD Networks.
In Proceedings of the 2025 International Conference on Optical Network Design and Modeling (ONDM), Pisa, Italy, 6-9 May 2025;
pp- 1-6.

Larouci, N.E.H.; Sahraoui, S.; Djeffal, A. Machine learning based routing protocol (MLBRP) for Mobile Internet of Things
networks. J. Netw. Syst. Manag. 2025, 33, 67. [CrossRef]

Mammeri, Z. Reinforcement learning based routing in networks: Review and classification of approaches. IEEE Access 2019, 7,
55916-55950. [CrossRef]

Malhotra, S.; Yashu, F.; Saqib, M.; Mehta, D.; Jangid, J.; Dixit, S. Deep Reinforcement Learning for Dynamic Resource Allocation
in Wireless Networks. arXiv 2025, arXiv:2502.01129. [CrossRef]

Donatus, R.C.; Ter, K.; Ajayi, O.O.; Udekwe, D. Multi-Agent Reinforcement Learning in Intelligent Transportation Systems: A
Comprehensive Survey. arXiv 2025, arXiv:2508.20315. [CrossRef]

Liu, Q.; Ma, Y. Communication resource allocation method in vehicular networks based on federated multi-agent deep reinforce-
ment learning. Sci. Rep. 2025, 15, 30866. [CrossRef]

Meng, X.; Yu, X.; Chen, W.; Zhao, Y.; Zhang, ]. Residual-adaptive key provisioning in quantum-key-distribution enhanced internet
of things (g-iot). In Proceedings of the 2020 International Wireless Communications and Mobile Computing IWCMC), Limassol,
Cyprus, 15-19 June 2020; pp. 2022-2027.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual

author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to

people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://dx.doi.org/10.1364/OE.425562
http://dx.doi.org/10.3390/photonics12030220
http://dx.doi.org/10.1002/cpe.70221
http://dx.doi.org/10.1049/qtc2.12063
http://dx.doi.org/10.48550/arXiv.2409.08038
http://dx.doi.org/10.1007/s10922-025-09949-6
http://dx.doi.org/10.1109/ACCESS.2019.2913776
http://dx.doi.org/10.48550/arXiv.2502.01129
http://dx.doi.org/10.48550/arXiv.2508.20315
http://dx.doi.org/10.1038/s41598-025-15982-x

	Introduction
	Related Work
	System Model and Problem Formulation
	QKDN Model and Constraints
	Network Topology Model
	Quantum Key Pool Model
	Routing Constraints
	Evaluation Metrics and Definitions

	Online Q-Learning Model Design
	State Space Definition
	Action Space Definition
	Reward Function Design
	Policy and Update Mechanism


	Results and Performance Discussion 
	Simulation Setting
	Simulation Parameters
	Benchmark Methods

	Experimental Results and Analysis
	Reward Convergence Analysis
	Total Quantum Key Volume: Performance Variation
	Single-Node Key Transmission Rate: Performance Variation
	Network Scale: Performance Variation
	Link Failure Probability: Performance Variation


	Conclusions
	Appendix A
	Appendix A.1
	Appendix A.2

	References 

