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Abstract

The demand for secure communication in the age of quantum technologies has driven

progress in quantum key distribution (QKD) techniques for optical networks. This research

addresses the issues of high blocking probabilities (BPs) and the proper utilization of quan-

tum resources in varying network loads by introducing a novel heuristic approach, termed

dynamic security-aware quantum resource allocation (D-SQRA), designed for dynamic re-

source allocation in QKD-enabled optical networks. We propose two D-SQRA algorithms to

employ an adaptive resource assignment (RA) strategy that concurrently addresses routing,

wavelength, and time-slot selection while dynamically modifying security levels according

to the real-time network load and resource availability. We evaluate the proposed D-SQRA

performance against two conventional methods, namely, fixed security quantum resource

allocation (F-SQRA) and baseline quantum resource allocation (B-QRA). We discuss the

results for NSFNET and UBN24 topologies for network security performance metrics

such as network security performance (NSP), BP, quantum key utilization (QKU), and

time-slot utilization. The results show that the proposed D-SQRA algorithms provide signif-

icant improvement with respect to conventional techniques in addressing proper resource

utilization and management by reducing BPs of the new incoming connection requests.

Keywords: QKD; optical networks; resource allocations

1. Introduction

Quantum key distribution (QKD) is revolutionizing secure communications by using

the principles of quantum mechanics to establish cryptographic keys that are essentially

secure against both classical and quantum attacks [1]. In contrast to classical cryptographic

protocols based on computational hardness, the security of QKD is based on the laws of

physics, making it a key technology for future-proofing optical networks [2]. However, real-

world implementations of QKD in networks face challenges concerning resource utilization,

time-slot assignment, and network scalability [3,4].

For optical networks implementing QKD, the assignment of both wavelengths and

time-slots plays a major role in QKD efficiency and reducing the wastage of resource

utilization [5]. Thus, routing, wavelength, and time-slot assignment (RWTA) is a crucial

problem for resource sharing in QKD-enabled optical networks [6–8]. Existing solutions

are not agile enough to adapt to changing security requirements, leading to degraded

throughput, increased blocking probability (BP), and inefficient quantum key utilization

(QKU) [9].
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QKD has physical-layer constraints in establishing point-to-point connectivity, re-

quiring optimal wavelength and time-slot resources to maximize capacity as highlighted

in [10–12]. QKD networks can deploy resources across the network via a unified control

plane, enhancing operational efficiency. Software-defined networking (SDN) emerges as

a solution by abstracting network management into control and data planes, providing

flexibility and programmability [13]. SDN facilitates traffic management, separating control,

and data functions, and allows coordinated QKD network orchestration, providing secure

solutions for SDN-based networks [14,15].

To enhance security, SDN-enabled QKD networks introduce a dedicated secure key

management layer within software-defined optical networks (SDONs) [6]. Various assign-

ment strategies improve security for control signals and data services using wavelength

division multiplexing (WDM) and optical time division multiplexing (OTDM). However,

limited research exists on systematic secret-key distribution with centralized management

and coordination of QKD resources [16,17].

To address this, we propose dynamic security-aware quantum resource allocation

(D-SQRA) algorithms, a framework for optimizing QKD resource allocation by dynamically

adjusting time-slot allocation strategies. The proposed D-SQRA algorithms ensure security-

aware decision-making for effective quantum resource allocation while guaranteeing the

highest achievable security levels.

In this work, we explore and compare two adaptive security management mechanisms

for resource allocation in QKD-enabled optical networks. We propose a security-level (SL)

downgrading strategy, where the allocation process starts from the highest security level,

and during the allocation, if there are not enough resources (e.g., time-slots or wavelengths),

it downgrades to medium or low security. It assumes that service level agreements (SLAs)

allow for the downgrades to accept the incoming connection requests (CRs).

Next, we investigate an upgrading strategy at the security level, where the allocation

starts at a low security level and is upgraded to a medium or high security level when

more resources are available. This technique initially tries to allocate the incoming CRs

at a lower security level, and if the resources are available, they will upgrade CRs into

higher security levels (middle and higher levels). This comparative study serves to shed

light on the optimal balance from the perspectives of resource efficiency and BP under

mutually contrasting network conditions and traffic loads, both of which are important

considerations for the practical deployment of QKD networks.

The proposed D-SQRA employs the First-Fit (FF) algorithm for resource allocation and

Dijkstra’s shortest path algorithm for routing, optimizing network security performance

(NSP), time-slot utilization, and QKU. Additionally, the assumption of a single optical

fiber shared for both classical and QKD channels introduces constraints, making efficient

resource management crucial. The proposed D-SQRA algorithm was compared with the

two conventional methods below.

2. Background

This background outlines the role of optical networks, the integration of RWTA in

QKD networks, and the key challenges in QKD resource allocation.

2.1. Optical Networks and Common Optical Fibers

Optical networks underpin today’s high-speed internet infrastructure, facilitating the

high-speed transmission of gigabytes of data over long distances with low latency and

high reliability [18]. Optical networks are replacing traditional copper communication

methods with light signals transmitted on optical fibers to transport information. Optical

fibers, which are usually composed of silica, amplify very little signal and provide a large
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bandwidth, which supports the perpetual increase in internet traffic and bandwidth-hungry

services like video streaming, cloud computing, and secure communications [19].

Through WDM, multiple wavelengths are capable of transmitting data through the

same optical fiber on a per-channel basis. This multiplexing greatly increases the network

capacity and efficiency [20,21]. As quantum networks begin to deploy QKD-enabled optical

networks, these networks will rely on both quantum and classical signals traversing the

same fiber infrastructure, necessitating increasingly sophisticated interference, isolation,

and integrity mechanisms to maintain the integrity of quantum keys [22].

2.2. RWTA in QKD Networks

The RWTA problem is central to resource allocation in QKD-enabled optical net-

works. Efficient RWTA optimizes quantum channel allocation while balancing security

requirements and BP [7,9,23–27]. The key components of RWTA include the following:

• Route Assignment: Identifying the shortest and most optimized paths for transmitting

quantum keys.

• Wavelength Assignment: Allocating different wavelengths to QKD and classical

channels to prevent overlap and interference.

• Time-slot Allocation: Assigning time-slots to quantum transmissions based on secu-

rity requirements and network availability.

2.3. Challenges in QKD Resource Allocation

Before QKD networks can be fully realized, several resource utilization and security

performance challenges must be addressed [26] as follows:

• Scarcity of Wavelengths: The limited availability of wavelengths necessitates efficient

allocation mechanisms.

• Security Adaptability: V arying security levels require dynamic time-slot allocation

strategies based on incoming connection requests.

• Reduction in Blocking Probability: Optimizing allocation mechanisms to minimize

the BP.

To tackle these issues, we proposed D-SQRA, a new and flexible framework designed

to provide flexible time-slot allocations and security configurations, which adapt to chang-

ing circumstances in real time, considering factors such as resource availability and security

needs for incoming CRs while also improving resource utilization and overall network

security in QKD-enabled optical networks.

3. Related Work

The integration of QKD with optical networks has been extensively investigated,

and considerable work has been performed to tackle the challenges associated with resource

allocation, RWTA, and security-aware networking. In this section, the relevant literature on

these crucial aspects is reviewed.

3.1. Resource Management in Optical Networks with QKD

At the core of QKD-enabled networks is an efficient allocation of classical and quan-

tum channels over a shared optical fiber infrastructure. Other recent works investigated

using WDM techniques to guarantee minimum interference of classical with quantum

signals [28]. For instance, in [29], the paper suggests different dynamic spectrum allocation

strategies to overcome the classical signal cross-talk interference in QKD transmissions.

Some authors [9,30] present adaptive assignment of wavelength algorithms to optimize the

depth of quantum key collection, thus achieving good usage of quantum keys and formal

privacy-preserving completion under strict security constraints.
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3.2. RWTA Strategies

Conventional RWTA designs typically assume a static division of resources, which

can result in suboptimal routing of quantum channels. In [31,32], the authors further im-

prove performance by utilizing real-time traffic conditions and security level requirements

in the dynamic RWTA schemes. In addition, time-slot based RWTA schemes [16,27,33]

prescribe flexible time-slot assignment schemes that favor higher security level requests

while considering network usage.

3.2.1. Fixed Security Quantum Resource Allocation (F-SQRA)

F-SQRA is a static resource allocation technique in which each CR is given a fixed

security level in the entire network. The security level is static and independent of the

network load and available resources. Under resource-constrained scenarios, the resource

assignment (i.e., the allocation of the routing, wavelength, and time-slot) is strictly carried

out according to this fixed security constraint, and typically, this may incur a higher BP.

Although it has predictable security performance, it is not flexible, thereby leading to low

efficiency in dynamic or heavy traffic [9,26].

3.2.2. Baseline Quantum Resource Allocation (B-QRA)

B-QRA is a simple benchmark model that allocates resources without regard to security

levels. All CRs are treated equally, and the algorithm only concentrates on assigning

connections based on the availability of resources. It serves as a baseline to assess the

advances brought by more advanced approaches such as F-SQRA or D-SQRA [9,26].

3.3. Networking in QKD Systems with Security Awareness

Networking frameworks with security awareness aim to automatically tune security

mechanisms in response to the state of the network conditions. Researchers in [9,27]

recently analyzed security-level adaptation mechanisms that enable both the downgrade

and upgrade of security levels based on resource availability. The above-mentioned mecha-

nisms assist in optimizing the probability of success for a key distribution while reducing

the BP. Additionally, integrated security policies for QKD networks have been explored

in [23] as a means to manage the efficient and confidential use of resources; however,

integrated methods remain an open challenge.

3.4. Coexistence Between Shared Optical Fibers and Multiple Channels

The shared nature of optical fibers and multiple (quantum, classical, and measuring-

basis) channels in QKD-enabled optical networks raises concerns about cross-talk, un-

wanted signal degradation, and quantum key transmission integrity. To support secure

multiplexing over a shared physical infrastructure, advanced techniques like channel

isolation, guard bands, and time-slot synchronization are used [7,34,35].

4. Proposed Solution

The D-SQRA approach was developed to dynamically modify security settings ac-

cording to real-time network conditions. By incorporating an adaptive time-slot allocation

mechanism, it efficiently manages RWTA to optimize QKU while minimizing the BP. Using

the FF algorithm for resource allocation and Dijkstra’s algorithm for shortest path selection,

D-SQRA ensures that QKD networks achieve optimal security–performance trade-offs in a

shared optical fiber environment.

To address the challenges of resource-efficient QKD deployment, we propose D-

SQRA algorithms for the downgrading and upgrading of security levels. This approach



Photonics 2025, 12, 645 5 of 20

dynamically adapts security levels based on network conditions, ensuring efficient RWTA

while maintaining optimal security performance.

4.1. System Model

From Figure 1, the proposed system model illustrates an optical network that incorpo-

rates QKD alongside classical data transmission, utilizing a shared optical infrastructure.

This architecture fundamentally relies on a WDM fiber system, which concurrently trans-

mits three distinct types of optical signals: classical channels for standard data communica-

tion, quantum channels for the distribution of quantum keys (QKChs), and measuring-basis

channels (MBChs) for the classical post-processing of quantum states. The separation is

achieved through a guard band, which serves to shield the delicate quantum signals from

the disruptive effects of more robust classical signals. A multiplexer and an Erbium-Doped

Fiber Amplifier (EDFA) are employed to combine these wavelength groups and inject them

into a single optical fiber, facilitating effective channel coexistence.

Figure 1. QKD-enabled optical network [26].

The time-slot structure depicted in the figure establishes varying security levels (high,

medium, and low), each necessitating distinct amounts of quantum key utilization. Higher

security levels, such as SL-1, necessitate more regular key updates, resulting in a tighter

arrangement of time-slots (T1). Conversely, medium SL-2 requires medium time-slots

(T2), and lower security levels, like SL-3, require a reduced number of slots (T3), thereby

preserving key material. Upon receiving a CR, the system evaluates the availability of

QKChs and MBChs along the proposed path. In cases where the available resources do not

meet the initially specified security level, the system adjusts the request to a lower level.

This modification enhances the likelihood of successful allocation while ensuring that a

minimum security standard is upheld. On the other hand, when quantum key resources
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are plentiful, the system has the potential to elevate the request to a higher security level,

thereby enhancing confidentiality.

The architecture delineates two distinct planes: the QKD plane and the data plane. The

QKD plane consists of quantum nodes that exchange and retain keys through QKCh and

MBCh connections. The keys are subsequently employed to ensure the security of classical

communication within the data plane, which consists of optical cross-connects (OXCs)

that facilitate the routing of encrypted user data. The whole operation is managed by an

SDN controller that observes the real-time status of both quantum and classical resources,

determines routing and wavelength choices, and adjusts security levels dynamically. This

division of responsibilities enables the network to effectively manage performance and

security across different load scenarios, resulting in a system that is both adaptable and

attuned to quantum considerations.

4.2. Security Level Downgrade Algorithm

The security level downgrade algorithm (given in Algorithm 1) is designed to allocate

network resources for a CR while maintaining the highest possible level of security. It

begins by receiving a request defined by a source node (s), a destination node (d), an initial

security level, and a set of available resources. The algorithm first determines a set of

candidate paths between the source and destination using the K-shortest path algorithm.

Next, the algorithm attempts to allocate resources, specifically time-slots, based on the

current (initial) security level. If a suitable path is found, the FF algorithm is applied to

check for available time-slots on that path. If resources are available, the algorithm allocates

them and completes the process. However, if allocation fails at the current security level,

the algorithm downgrades to a lower security level (which requires more relaxed resource

constraints) and retries the allocation process. This continues until either a successful

allocation is made or the lowest security level is reached. If all attempts fail, the request

is marked as blocked. This process will repeat itself until all CRs have been served or all

resources have been utilized; then the algorithm will end there.

Algorithm 1 Security level downgrade

1: procedure SECURITY_LEVEL_DOWNGRADE(s, d, initial_security_level, K,
resourceMatrix)

2: currentLevel ← initial_security_level
3: candidatePaths← FINDKSHORTESTPATHS(s, d, K)
4: while currentLevel ≥ 1 do
5: requiredSlots← GETTIME-SLOTREQUIREMENT(currentLevel)
6: for path ∈ candidatePaths do
7: available← FIRSTFIT(path, requiredSlots, resourceMatrix)
8: if available = True then
9: ALLOCATERESOURCES(path, requiredSlots)

10: return path, currentLevel
11: end if
12: end for
13: currentLevel ← currentLevel − 1
14: end while
15: return [ ],−1
16: end procedure

4.3. Security Level Upgrade Algorithm

The security level upgrade algorithm (given in Algorithm 2) aims to allocate resources

for a connection request starting from the lowest security level, with the goal of gradually

upgrading to a higher level when additional resources are available. It begins by accepting
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the input parameters, including the source node (s), destination node (d), the highest

allowable security level for the request, and the resource availability matrix. The algorithm

first identifies K-candidate paths between the source and the destination using the K-

shortest path algorithm. It then starts the allocation process at the lowest security level

(level 1 and tries to upgrade up to level 3), determining the required number of time-slots

for that level. For each candidate path, it uses the FF algorithm to check if the required

resources are available. If a successful allocation is made at the current level, the algorithm

attempts to upgrade the security level by incrementally checking if additional time-slots are

available for the next higher level. If resources for a higher level are available, the allocation

is upgraded, and the process repeats until the initial requested security level is reached or

no further upgrade is possible. This process will repeat itself until all CRs have been served

or all resources have been utilized; then the algorithm will end there. This approach allows

the network to flexibly adapt to available resources while prioritizing connection success.

If no allocation is possible at any level, the request is considered blocked. Overall, this

strategy promotes high acceptance rates and the opportunistic enhancement of security,

especially in resource-constrained environments.

Algorithm 2 Security level upgrade

1: procedure SECURITY_LEVEL_UPGRADE(s, d, initial_security_level, K, resourceMatrix)
2: currentLevel ← 1
3: candidatePaths← FINDKSHORTESTPATHS(s, d, K)
4: while currentLevel ≤ initial_security_level do
5: requiredSlots← GETTIME-SLOTREQUIREMENT(currentLevel)
6: for path ∈ candidatePaths do
7: available← FIRSTFIT(path, requiredSlots, resourceMatrix)
8: if available = True then
9: ALLOCATERESOURCES(path, requiredSlots)

10: while currentLevel < initial_security_level do
11: nextLevel ← currentLevel + 1
12: extraSlots← GETTIME-SLOTREQUIREMENT(nextLevel)
13: if FIRSTFIT(path, extraSlots, resourceMatrix) = True then
14: UPGRADEALLOCATION(path, extraSlots)
15: currentLevel ← nextLevel
16: else
17: break
18: end if
19: end while
20: return path, currentLevel
21: end if
22: end for
23: currentLevel ← currentLevel + 1
24: end while
25: return [ ],−1
26: end procedure

5. Simulation Setup

To assess the effectiveness of the proposed D-SQRA algorithms, comprehensive simu-

lations were performed on two research topologies: NSFNET (14 nodes, 21 bidirectional

links) and UBN24 (24 nodes, 43 bidirectional links), as shown in Figure 2. Both topologies

assume a shared optical fiber infrastructure where quantum and classical channels coexist,

reflecting practical future deployment scenarios for QKD networks. The optical spectrum

was divided into 40 wavelengths, with 3 wavelengths reserved for QKCh transmissions,

3 wavelengths for MBCh synchronization purposes, and 2 wavelengths serving as a guard
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band for channel isolation. The remaining wavelengths were assigned to a traditional data

channel (TDCh). Simulations were performed with varying network loads of 100, 200,

300, 400, and 500 CRs [9,26]. The security levels were allocated with a total of 6, 12, and

18 time-slots for high, medium, and low security levels, respectively, to allow security level

downgrading or upgrading.

(a) NSFNET topology (b) UBN24 topology

Figure 2. Network simulation topology.

5.1. Performance Metrics

The proposed and conventional algorithms are evaluated on the following perfor-

mance metrics:

• Network Security Performance: This indicates the weight score by the number of

security levels that were successfully assigned to the CR (high = 100; mid = 80;

low = 60), normalized according to all the accepted CRs. NSP measures the global

security posture of the network. In QKD optical networks, where it is particularly

important to have more connections established at a higher security level, higher NSP

values are preferable [26,36].

Let R be the set of all accepted CRs, and |R| be the total number of accepted CRs.

For each r ∈ R, let the assigned security level weight wr be

wr =















100 if security level is high

80 if security level is mid

60 if security level is low

.

Then, the NSP is defined as

NSP =
1

|R| ∑
r∈R

wr.

• Blocking Probability: This indicates the percentage of CRs that are rejected because

not enough resources (wavelengths, time-slots, or whatever resources modeled) are

available. The BP is essential to indicate both network scalability and service quality.

A decreased BP means that the network can accommodate more CRs even when

the network is heavily loaded, thus delivering better reliability for secure quantum

communication [36].

Let Rtotal be the total number of CRs, and let Rblocked be the number of CRs that are

rejected due to insufficient resources (e.g., wavelengths or time-slots).

The BP is defined as

BP =
Rblocked

Rtotal
× 100%.
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• Quantum Key Utilization: It demonstrates the ratio of successfully allocated quantum

key resources (time-slots/wavelengths) to the overall available quantum resources.

QKU captures the efficiencies in quantum resource utilization in QKChs and MBChs.

This is important because quantum resources are limited and expensive, and having a

high QKU means that your network is employing quantum resources to (ideally) their

utmost value while mandating the least amount of wastage [36].

Let Qused be the number of successfully allocated quantum key resources (e.g.,

time-slots or wavelengths), and let Qtotal be the total number of available quantum

key resources.

The QKU is defined as

QKU =
Qused

Qtotal
× 100%.

• Time-Slot Utilization: This is the ratio of time-slots used for quantum key transmis-

sion with respect to the total available time-slots at quantum-related wavelengths. It

is a metric of temporal efficiency in the network. Higher utilization means quantum

transmissions are better scheduled and synchronized, which has a direct effect on

network throughput and latency [36].

Let Tused be the number of time-slots used for quantum key transmission, and let Ttotal

be the total number of available time-slots at quantum-related wavelengths.

The Time-Slot Utilization is defined as

TSU =
Tused

Ttotal
× 100%.

5.2. Comparative Analysis

The simulation results show that the proposed D-SQRA significantly outperforms

both conventional techniques. The same is described in detail below:

5.2.1. NSP During Security Level Downgrading

The NSP results shown in Figure 3a,b highlight the effectiveness of the D-SQRA

protocol in balancing security and connectivity under constrained conditions. D-SQRA con-

sistently outperforms both F-SQRA and B-QRA across varying connection loads, achieving

notably higher NSP values. For instance, on the NSFNET topology, D-SQRA maintains

an NSP of over 75% at low request volumes (100–200), while F-SQRA and B-QRA remain

under 50% due to their inability to adapt to QKD resource shortages.

The strength of D-SQRA lies in its ability to dynamically downgrade the security level

when the desired QKD resources are insufficient. This flexibility allows the system to admit

more connections at slightly lower security constraints, maintaining the overall quantum

protection level while improving request fulfillment. In contrast, F-SQRA strictly enforces

security level requirements, leading to higher blocking and a sharp drop in NSP as the

load increases. B-QRA, while classical and resource-efficient in general networks, lacks any

quantum awareness and thus exhibits inferior NSP in QKD-enabled contexts.

Similar trends are observed in the UBN24 topology. Although the absolute NSP

values are lower due to increased topological complexity and traffic competition, D-SQRA

still secures the highest performance under all conditions. These findings support the

conclusion that security level downgrading is not only a practical adaptation strategy
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under limited quantum key availability but is also crucial for preserving network-wide

secure communication.

Network Security Performance (NSP) NSFNET

100 200 300 400 500

Number of Connection Requests
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50

60

70

80

N
S

P

D-SQRA

F-SQRA

B-QRA

(a) NSP on NSFNET topology

Network Security Performance (NSP) UBN24
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B-QRA

(b) NSP on UBN24 topology

Figure 3. NSP while downgrading security levels.

In comparison to earlier studies such as [9,26], which focused on static key allocations

or rigid security assignments, our approach introduces a novel dynamic mechanism that

enhances both resource utilization and security effectiveness. Thus, D-SQRA contributes to

the development of resilient, scalable QKD-enabled optical networks that maintain high

security standards even under high-load and resource-scarce conditions.

5.2.2. BP for Security Level Downgrading

The results presented in Figure 4a,b clearly demonstrate the performance differences

among the proposed D-SQRA and the comparison protocols F-SQRA and B-QRA, particu-

larly in terms of BP. Across both the NSFNET and UBN24 topologies, D-SQRA consistently

achieves a significantly lower BP than F-SQRA, and in many cases outperforms the classical

B-QRA despite its quantum constraints.

Blocking Probability NSFNET
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Number of Connection Requests
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80

90

B
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k
in
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ro
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ty

D-SQRA

F-SQRA

B-QRA

(a) BP on NSFNET topology

Blocking Probability UBN24
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B
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g
 P

ro
b
a
b
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ty

D-SQRA

F-SQRA

B-QRA

(b) BP on UBN24 topology

Figure 4. BP while downgrading security levels.

This is particularly notable in high-load scenarios. For instance, at 500 connection

requests on NSFNET, D-SQRA maintains a BP of around 62% while F-SQRA reaches

approximately 84%. This reduction of more than 20% highlights the effectiveness of

dynamic security level adaptation in alleviating resource contention, especially under

constrained quantum key conditions. The improvement is even more pronounced on

UBN24, where D-SQRA exhibits better scalability and adaptability due to its larger and

more meshed structure.
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Compared to previous studies such as [9,26], which used fixed security assumptions

and static QKD scheduling policies, our approach introduces a flexible adaptation mecha-

nism that balances security requirements with resource availability. The downgrade and

upgrade mechanisms enable D-SQRA to intelligently trade-off between stringent key re-

newal rates and successful admission, which has not been fully explored in earlier resource

allocation studies. These results demonstrate that D-SQRA’s quantum awareness provides

a tangible advantage over both static QKD-secured strategies and purely classical methods.

5.2.3. QKU for Security Level Downgrading

Figure 5a,b present the QKU under varying connection loads on NSFNET and UBN24

topologies, specifically reflecting the impact of the security level downgrading mechanisms

implemented in D-SQRA. In both topologies, D-SQRA consistently achieves the highest

QKU compared to F-SQRA and B-QRA. This is primarily due to D-SQRA’s ability to

adaptively downgrade the security level when higher-level key resources are exhausted,

thereby avoiding request blocking and ensuring continued utilization of available quantum

keys. The policy of adapting the security level allows D-SQRA to maintain quantum key

consumption efficiency even as the network load increases.
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Figure 5. QKU while downgrading security levels.

For example, in the NSFNET scenario, D-SQRA maintains the QKU above 90% at all

traffic levels, reaching the peak at around 97%, while F-SQRA—restricted by fixed security

policies—demonstrates significantly lower utilization (ranging from 70% to 80%). B-QRA

shows even lower QKU due to its lack of quantum-aware mechanisms and key scheduling

strategies. A similar trend is observed in the UBN24 topology, although utilization values

are relatively lower due to the network’s larger size and denser traffic matrix.

These results affirm that the security level downgrading mechanism in D-SQRA

not only contributes to lowering the BP but also enhances quantum resource efficiency.

In contrast, F-SQRA’s static allocation strategy leads to the underutilization of available key

material. This highlights the practical benefit of dynamic security adaptation in resource-

constrained QKD-enabled optical networks, supporting observations from prior studies

such as [9,26].

5.2.4. Time-Slot Utilization During Security Level Downgrading

Figure 6a shows that in the NSFNET topology, D-SQRA consistently achieves the

highest time-slot utilization, reaching near-optimal levels (above 0.95) as traffic load in-

creases. This demonstrates its ability to flexibly allocate available time-slots by dynamically

downgrading security levels under constrained conditions, ensuring fewer resources are

wasted and more requests are admitted. F-SQRA and B-QRA lag behind, especially at low
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request volumes, due to their rigid or classical security constraints, which restrict time-slot

reallocation efficiency.
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(a) Time-slot utilization on NSFNET topology
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Figure 6. Time-slot utilization while downgrading security levels.

On UBN24, shown in Figure 6b, a more complex topology, the overall time-slot

utilization values are lower across all protocols due to increased path lengths and contention.

However, D-SQRA still maintains a clear advantage, showing over 55% utilization at high

request loads. This reinforces the value of adaptive security strategies in dense quantum-

enabled optical networks.

5.2.5. NSP During Security Level Upgrading

Network Security Performance Under Security Level Upgrading

Figure 7a,b illustrate the NSP for the D-SQRA, F-SQRA, and B-QRA protocols under

security level upgrading in both the NSFNET and UBN24 topologies. D-SQRA consistently

outperforms the other two protocols by maintaining significantly higher NSP values across

all traffic loads. Specifically, in the NSFNET topology, D-SQRA sustains NSP values above

45, while F-SQRA falls below 18 and B-QRA drops below 5. A similar trend is seen in the

UBN24 topology, where D-SQRA achieves an NSP of around 30 at peak load, in contrast to

under 15 for F-SQRA and below 4 for B-QRA. This performance advantage stems from D-

SQRA’s adaptive upgrade mechanism, which allows it to opportunistically elevate requests

to higher security levels when excess quantum key material is available, thus enhancing the

cryptographic strength of admitted flows without increasing the BP. F-SQRA’s rigid policy

precludes such upgrades, and B-QRA lacks quantum security capabilities altogether. These

results confirm that D-SQRA not only optimizes resource utilization but also enhances

security outcomes dynamically, positioning it as a scalable and forward-looking solution

for QKD-integrated optical networks. This observation aligns with recent findings in

Chen et al. [9], reinforcing the value of security-aware adaptive control in optical data

center networks.
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Figure 7. NSP while upgrading security levels. (a) NSFNET topology. (b) UBN24 topology.

5.2.6. BP During Security Level Upgrading

Figure 8a,b above illustrate the BP trends under security level upgrading for the

three strategies, D-SQRA, F-SQRA, and B-QRA, across two topologies—NSFNET and

UBN24. Across both topologies, we observe that D-SQRA consistently maintains a lower

BP compared to F-SQRA and B-QRA, even in scenarios where requests are upgraded

to higher security levels. This is a crucial outcome, as it shows that D-SQRA is not only

efficient at serving requests under constrained resources (as shown in the downgrade-based

BP results) but also adaptively utilizes surplus quantum key resources to upgrade security

levels without significantly compromising admission rates.
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(a) BP on NSFNET topology
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Figure 8. BP while upgrading security levels.

In NSFNET, D-SQRA maintains a BP around 50%, while F-SQRA and B-QRA exhibit

much higher rates (above 80%) across varying request volumes. This difference becomes

even more noticeable in the UBN24 topology, where network complexity and path diversity

increase. Here, D-SQRA achieves significantly better request accommodation despite

actively upgrading the security level when resources permit. This validates the advantage

of our dynamic approach: instead of strictly following a fixed security model (F-SQRA) or

relying on classical routing without quantum awareness (B-QRA), D-SQRA intelligently

balances between enhancing security and minimizing request rejections.

From a broader perspective and in line with recent studies such as [9], the proposed

model distinguishes itself by actively reacting to real-time key availability, outperforming

traditional approaches in adaptability and network utility. The improvement is particularly

meaningful under high-load conditions where key buffer optimization and security trade-

offs become critical. These findings underline the practical value of D-SQRA in supporting

scalable and resilient QKD-enabled networks, offering a groundbreaking shift from static

or classical methods toward dynamic, quantum-capable security management.
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5.2.7. QKU During Security Level Upgrading

From Figure 9a,b, the D-SQRA approach demonstrates consistently high QKU, ex-

ceeding 90% in the NSFNET topology and reaching up to 95% in UBN24 as the number of

connection requests increases. This significant utilization level reflects D-SQRA’s ability to

dynamically adapt and elevate security levels (from SL-1 and SL-2) when surplus quantum

key resources are available. Such proactive upgrades increase QKCh and MBCh consump-

tion, indicating that the system not only accepts more connections but also strengthens its

security guarantees by maximizing the use of quantum key buffers.

In contrast, the F-SQRA protocol, which fixes security levels, shows moderate utiliza-

tion (below 70% in NSFNET and rising to approximately 55% in UBN24), suggesting it

cannot exploit additional key material even when available. B-QRA’s utilization remains

the lowest across all request loads, as it does not leverage QKD resources at all.

These findings reinforce that D-SQRA introduces a quantum-aware upgrade mecha-

nism absent in the alternative schemes, effectively optimizing secure resource consump-

tion and pushing the practical boundaries of quantum-assisted communication. Thus,

the results not only outperform existing benchmarks but also offer novel value in resource-

constrained QKD deployments.
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Figure 9. QKU while upgrading security levels.

5.2.8. Time-Slot Utilization During Security Level Upgrading

Figure 10a,b illustrate the time-slot utilization under security level upgrading in

both the NSFNET and UBN24 topologies for the D-SQRA, F-SQRA, and B-QRA schemes.

In both topologies, D-SQRA consistently outperforms the other two schemes in terms of

time-slot utilization. This improvement is attributed to its adaptive upgrade mechanism,

which intelligently exploits available quantum and classical channel resources to elevate

connection requests to higher security levels whenever the system detects spare key capacity.

As a result, more secure keys are actively utilized, leading to denser and more efficient

time-slot allocations.

In contrast, F-SQRA, which operates under fixed security constraints, demonstrates

relatively stable but lower utilization levels due to its rigid allocation policy. It neither

downgrades nor upgrades requests, which limits its adaptability in dynamic traffic environ-

ments. B-QRA, being a classical routing approach, exhibits very low time-slot utilization

since it does not actively engage with QKD resource scheduling and only marginally

consumes quantum-related slots.
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Figure 10. Time-slot utilization while upgrading security levels.

Overall, these results highlight that D-SQRA achieves superior time-slot efficiency by

dynamically upgrading requests based on real-time resource conditions, which aligns with

its goal of maximizing the utilization of the secure channel. This is particularly critical for

future QKD-enabled networks, where efficient and adaptive resource management will be

key to ensuring both scalability and security-aware performance [9].

5.3. Results Discussion

The proposed D-SQRA algorithm demonstrates significant performance advantages

over both F-SQRA and B-QRA on a comprehensive set of evaluation metrics, including

BP, NSP, QKU, and time-slot utilization. By dynamically adjusting security levels, down-

grading under resource constraints, and upgrading when surplus quantum key resources

are available, D-SQRA achieves an effective balance between resource efficiency and secu-

rity assurance.

Compared to the fixed-policy F-SQRA and the classical, non-quantum-aware B-QRA,

D-SQRA reduces the BP by more than 20% in high load scenarios, particularly in complex

and meshed topologies such as UBN24. In terms of NSP, D-SQRA consistently maintains

the highest security coverage by opportunistically elevating the security level of admitted

requests based on real-time QKD buffer conditions. Moreover, it maintains QKU above 90%

and demonstrates near-optimal time-slot utilization, reflecting robust and intelligent man-

agement of quantum resources. These results reinforce the protocol’s quantum awareness

and adaptive decision-making capabilities, aligning with and extending beyond previous

studies by [9,26], which relied on static security-level assumptions or baseline quantum

routing heuristics.

In the broader context of QKD network deployment, [37] emphasized the limitations

of static quantum key allocation schemes in meeting the scalability and performance

demands of future networks. The proposed D-SQRA framework addresses these limitations

directly through security-level reconfigurations based on the current state of the network,

enabling more effective mitigation of quantum key exhaustion while ensuring end-to-end

confidentiality.

Furthermore, as discussed by [38], traditional QKD systems often operate under fixed

session structures and idealized key consumption assumptions, which can lead to under-

performance under real-world conditions. In contrast, D-SQRA introduces operational

flexibility by dynamically adapting key usage according to network dynamics, thereby

improving the practicality and deployability of QKD in optical backbone networks.

Overall, D-SQRA represents a significant advance in the allocation of QKD-enabled

resources. Its integration of SDN control with adaptive quantum resource logic enables it

to outperform existing protocols under both performance and security objectives with a

minimal increase in computational complexity. These results validate the scalability of the
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protocol and make it a strong candidate for practical implementation in next-generation

quantum secure communication infrastructures.

5.3.1. Overhead Introduced by D-SQRA

The proposed D-SQRA protocol introduces measurable overhead due to its adaptive

security-level mechanism. This overhead is observed in the control and management

operations required to reconfigure requests when resource contention or key scarcity

occurs. Specifically, D-SQRA induces the following:

• Security Downgrades: Requests that cannot be served at their initial security level

are reassigned to a lower level, leading to an increase in downgrade operations. This

enables higher request acceptance at the cost of minimal security relaxation.

• Control Plane Signaling: Each downgrade or upgrade triggers updates to the key

managers and MBCh handlers, requiring additional signaling across the SDN con-

troller and QKD plane.

• Key Buffer Updates and Reallocations: Dynamic reassignment of QKCh and MBCh

time-slots leads to multiple key buffer updates and reallocation attempts, increasing

computational and synchronization overhead.

Figure 11 above shows the control plane and operational overhead introduced by the D-

SQRA protocol under increasing request loads. The x-axis shows the number of connection

requests (100 to 500), while the y-axis indicates the count of overhead events observed

during the simulation. This means that as the number of CRs increases, the number of

overhead operations, such as security downgrades/upgrades, reallocation calls, control

plane messages, and key buffer updates, scales accordingly.
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Figure 11. D-SQRA overhead metrics under increasing traffic load.

5.3.2. Computational Complexity Analysis of D-SQRA

The D-SQRA protocol shares a similar worst-case asymptotic complexity with F-SQRA

and B-QRA, expressed as

O(R · K · l ·W · T),

where R is the number of connection requests, K is the number of candidate paths per

request, l is the average path length, W is the number of wavelengths, and T is the number

of time-slots per channel. This reflects the nested loop structure of the protocol, in which

each request examines multiple candidate paths and iteratively scans wavelengths and

time-slots for availability [9,24,39].
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However, D-SQRA incurs higher practical runtime complexity than its counterparts.

This is due to the following reasons:

• Security-Level Adaptation Logic: For each request, D-SQRA attempts allocation

across multiple security levels, restarting the allocation process upon each downgrade.

This leads to repeated invocations of the wavelength and time-slot check logic.

• Reallocation Attempts: Additional cycles are consumed for each reallocation trial

after a downgrade or upgrade, further increasing the time-slot checking operations.

• SDN Interaction Overhead: D-SQRA’s decisions involve updates across the SDN

control plane, which introduces delays in message synchronization and state updates.

From Figure 12 above it shows that the number of path evaluations scales simi-

larly across D-SQRA, F-SQRA, and B-QRA protocols as the number of connection re-

quests increases.
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Figure 12. Comparison of path evaluations across D-SQRA, F-SQRA, and B-QRA protocols.

As shown in Figure 13, D-SQRA results in the highest runtime per request due to

its adaptive mechanism involving repeated fallback attempts, time-slot scanning, path

reevaluation, and control plane synchronization. F-SQRA, enforcing fixed security con-

straints without fallback, achieves a lower runtime than D-SQRA by avoiding repeated

checks. Notably, B-QRA has the lowest runtime since it bypasses QKD processes entirely

and does not manage quantum key resources or related signaling overhead. These results

indicate that while all protocols share the same asymptotic complexity, practical runtime

is strongly influenced by protocol behavior and quantum-layer operations, especially in

adaptive QKD-aware schemes like D-SQRA.
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Protocol Runtime Comparison

D-SQRA F-SQRA B-QRA
0

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

0.09

A
v
e
ra

g
e
 R

u
n
ti
m

e
 (

s
)

Figure 13. Average protocol runtime per request across D-SQRA, F-SQRA, and B-QRA strategies.

6. Conclusions

In this paper, we proposed the D-SQRA algorithm, which aims to maximize resource

utilization of QKD-enabled optical networks at dynamic security levels. The simulation re-

sults of the NSFNET and UBN24 topologies clearly indicated that D-SQRA can outperform

F-SQRA and B-QRA under various performance metrics, which are NSP, BP, QKU, and

time-slot utilization. With its ability to handle not only downgrades but also upgrades of

security levels in real time, D-SQRA enables better resource utilization, assisting in meeting

security needs appropriately. This adaptive capability allows performance optimization

without sacrificing communication channel security, as network resource demand varies

over time. In addition, the proposed D-SQRA across different topologies shows its ap-

plicability in a variety of network configurations. The proposed D-SQRA proves itself to

be a powerful solution that guarantees significant security while using fewer computing

resources, which is more important than ever in the face of increasing demand for secure

communication in the wake of new security threats.

Future work will include analytical modeling of BPs using probabilistic traffic arrival

processes, such as Poisson or semi-static models, and the derivation of worst-case or

average-case bounds on NSP based on resource availability and the statistical distribution of

request security levels. Additionally, we plan to conduct a complexity analysis and evaluate

the approximation performance of the proposed allocation strategies. The flexibility of the

D-SQRA framework makes it a promising candidate for practical deployment in operational

networks and integration with next-generation infrastructures. We believe that D-SQRA

can serve as a foundation for further research aimed at enhancing security-aware resource

allocation in quantum communication networks, a field that continues to evolve rapidly.
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