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Abstract — Quantum computing on encrypted data allows a client who has limited quantum
capacity to delegate his or her private computation to an untrusted quantum server, while the
input and output are encrypted by the quantum one-time pad and only the client can correctly
decrypt them. Generally, the client is required to have ability to prepare some single qubits and
perform some basic gates. In this work, we consider a further restricted situation where the client
can only prepare one single qubit and perform one basic gate. Specifically, we show that as long
as the client can prepare a fixed qubit |+) and perform a fixed phase gate P, then he or she can
still achieve the secure delegated quantum computation. Besides, our protocol can provide a more
rigorous security for any quantum computation. For example, even if some encryption keys about
the computation are leaked, it can still guarantee the privacy of the input and output. Finally, our
protocol experimentally has a great significance in reducing the device complexity of the client’s
side.
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Introduction. — Secure delegated quantum computa-
tion (SDQC) achieves a basic functionality that a client
can delegate his or her computation to an untrusted server
while the server cannot obtain the information about the
input and output of the client’s computation. SDQC is
thought of as one of important quantum computing pat-
terns [1-3] in the future, since we know building and main-
taining a quantum computer is extremely difficult, and
ordinary clients cannot afford such a quantum computer
in the near future.

Any delegated quantum computation protocol that
achieves this functionality can be referred to as a SDQC
protocol. There are two distinct ways to achieve SDQC [4—
12]. One simple way is making use of the idea of homomor-
phic encryption [13] in classical cryptography, by which

() E-mail: chhzhu@xidian.edu.cn (corresponding author)

the client first prepares the input state and encrypts it by
some quantum operations, then sends the encrypted input
to the server, after receiving the client’s input the server
performs the delegated quantum circuit on this encrypted
input, in the end of the computation the output state is
still encrypted and only the client can correctly decrypt it.
During the computation, it is allowed that the client and
the server can exchange necessary information so that the
computation can be performed correctly. The first SDQC
protocol based on this method is put forward by Childs [4].
In Childs’ protocol the client is required to be able to
prepare some single qubits and perform two Pauli gates
and a two-qubit swap gate. Besides that, it also requires
a two-way quantum communication between client and
server during the computation. Inspired by Childs’ work,
many related quantum computation protocols were sub-
sequently proposed [7,14-18]. Another way to achieve the
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SDQC derives from the measurement-based quantum com-
putation (MBQC) model [19]. The first prototype protocol
of delegated quantum computation based on this model is
proposed by Raussendorf and Briegel [20]. However, in
their work they did not consider the privacy of compu-
tations. Then, Broadbent et al. developed their work by
proposing a protocol named universal blind quantum com-
putation (UBQC) [5]. In fact, the UBQC can be thought
of as an enhanced SDQC, which achieves not only the ba-
sic functionality but also that the server can learn nothing
about the computation itself (i.e., algorithm). In [5], the
client only needs to prepare eight possible single qubits
and there is no need for a quantum communication during
the computation. There are also some different schemes to
implement a SDQC based on the MBQC model [8,21-23],
for example in [8] the authors proposed a blind quan-
tum computation protocol where the client only needs to
perform some single-qubit measurements. Nevertheless,
the MBQC model generally requires much more ancillary
qubits. Typically, in the UBQC protocol, for each basic
gate (even if a trivial gate I), the client needs to prepare
eight ancillary qubits.

Considering the aforementioned facts, Broadbent then
proposed an improved SDQC protocol, named gquantum
computing on encrypted data (QCED) [7], which reduces
not only the quantum capacities of the client but also the
consumption of ancillary qubits. Specifically, the client
only needs to prepare some specified single qubits and per-
form some specified single-qubit operators. Meanwhile, no
quantum communication is needed during the computa-
tion. Note that both UBQC and QCED protocols have
been experimentally demonstrated using photons and lin-
ear optics [14,24].

In this letter, we further improve the QCED protocol
from the following aspects: We simply optimize the QCED
protocol so that the client only needs to prepare one fixed
qubit and perform one fixed operator. We also improve
the encryption scheme by introducing an extra basic op-
erator so that the protocol can provide a more rigorous
security for any quantum computation. We will discuss
those detailed improvements in the rest of this letter.

Quantum computing on encrypted data. — Let
|in) be the n-qubit input and U be the delegated circuit.
The QCED protocol works as follows [7]:

First, the client prepares and encrypts each qubit of |in)
by random Pauli operators X and Z, that is for qubit ¢
the client uses X" Zf to encrypt it, where a;,b; € {0,1}
are called encryption keys. This encryption is formally
called the quantum one-time pad, which can provide the
information-theoretic security for any input state [25].
Second, the server performs a sequence of basic gates on
the encrypted input state. The universal gate set used in
the protocol is {X, Z, P,T, H,CX}. The following identi-
ties all hold up to an irrelevant global phase, which has no
influence for quantum computing. For example, for any
n-qubit state [¢), applying an XZ on qubit i of [¢) is

equivalent to applying a ZX on this qubit, because two
resulting states only differ by a global phase —1.

Xi(X{2}) = (X{ 2 X,
Zi(X{2)) = (X{ 27 2,
Hi(X}"Z}) = (X{"Z{)H;
Pi(X[Z})") = (X Z{") P
T(X{Zy") = (X[ ZS0 PR,
OX; (XM Z0XPZ0) = (X2 X809 27)0X, 5.

Note that there is an undesired term P® arising in the
T gate. To correct this deviation, Broadbent utilized the
circuit shown in fig. 1 which she called gadget. By this
circuit, with the aid of additional inputs of the client, the
server can implement a secure T' gate as follows:

XZaIZZbl i) X;ziéeciZZ_(aiCi)GB(aiyi)@bi@di@IiTi7 (1>
where ¢; € {0,1} is the measurement outcome. The client
needs to prepare z; = a; ©y; and Z;ii Piyi +), where d;, y;
are uniform in {0, 1}, denoted by d;,y; €g {0,1}.

Secure delegated quantum computation. —

Encoding and encryption schemes.  Note that in the
QCED protocol the author did not specify the encoding
basis of input states. By convention, both input and out-
put are encoded in Z basis, i.e., encoding z € {0,1}" as
|z) = |z1,22,...,2,). Without loss of generality, we can
always assume that |in) = |z). Thus, the complete re-
quirement for the client is that he or she is able to prepare
two single qubits |0),|+) and execute three basic gates
X, Z, and P. (The qubit |1) can be obtained by X |0).)

There are several manifest redundancies in the QCED
protocol. First, if the input is encoded in X basis, i.e.,
encoding z; € {0,1} as |+4,x), where |+4,.) = (]0) +
€77 |1))/4/2, then the client does not need to prepare the
qubit |0) anymore. Second, since X" |+,,.) only differs
|[+2,~) by an unimportant global phase e/*®:™ thus the
client does not need to perform the Pauli X gate once the
input is encoded in X basis. Finally, the Pauli Z gate
is apparently redundant because of P? = Z. So, it is
sufficient that the client has only ability to prepare the
qubit |+) and perform the phase gate P.

However, there also exist several subtle problems. First,
although the quantum one-time pad can provide an
information-theoretic security, it requires the server has
not any prior information on the input state. This is an
unrealistic requirement, since in a general quantum com-
putation model the server inevitably acquires the encod-
ing information. In this case, the server can completely
determine the state of the encrypted input. For exam-
ple, given any encrypted input qubit in Z basis, e.g.,
X Z% |2;) = |a; @ x;), the server is able to obtain the
classical encrypted input a; & x; by measuring this qubit
in Z basis. Clearly, this encrypted input qubit is no longer
a completely mixed state I/2 for the server. Second, this

38001-p2



Secure delegated quantum computation based on Z-rotation encryption

Server

08¢ 77 (a,¢,)8(a,y,)®b,8d,0x,
X%z, T|¢)
¢, €, {0,1}
Client

Fig. 1: The T-gadget in ref. [7], where ¢; €r {0,1} is the
measurement outcome in Z basis. The double line denotes the
classical information flow.

quantum one-time pad is not appropriate for some spe-
cific quantum computations. For example, if the quantum
computation task delegated to the server is computing
Ur|z)]00...0) = |z)|f(z)), where z € {0,1}". Obvi-
ously, all encryption keys {a;} on these fixed qubits |0)
will be exposed to the server completely! Finally, there
exists a potential security issue in the updating rules of
the encryption keys with respect to the T' gate. Specifi-
cally, suppose that at some point the encryption keys on
the qubit ¢ are a;, b; and after executing a T' gate on it, the
keys are updated into a},b,. From eq. (1) we know that
(a},b;) is related to (a;,b;). This is a hidden trouble: if
the server somehow acquires a}, then it can infer a; from
a; = a; ® ¢;. Indeed, the server may infer even more en-
cryption keys on this qubit during the computation. As a
result, the server can successfully corrupt this qubit!

Based on those observations, we come up with a simple
method to solve those problems, meanwhile quantum ca-
pacities of the client do not increase. First, we use the
X basis to encode the input. Second, we use random
X,Z, and P to encrypt each input qubit. Specifically,
for any input z; € {0, 1}, the corresponding encrypted in-
put qubit is X{“Z;”Pici |[+2,7), where a;,b;,¢; €r {0,1}.
Despite the Pauli X/ gate, we can easily check that
X8 ZV P | 4pn) = |4a;), where a; = (z; @ bi)m +
(—=D)%¢im/2 € {0,7/2,7,37/2}. Since P = R,(w/2), to
prepare such an encrypted qubit, the client in fact only
needs to prepare the qubit |+) and perform the phase
gate P 3 times at most. Furthermore, the new encryption
scheme still guarantees an unconditional security. This is
because for any qubit p, let p’ = %ZCE{O,I} P¢pPt®, then
we obtain that

> XaezbpeppPtozbXe
g =

Z Xaszlsza
74 .

a,b,ce{0,1} a,be{0,1}

(2)
Clearly, for any single qubit p’, the standard quantum
one-time pad maps it to a totally mixed state, that is,
1 I
= Xazb /ZbXa:—.
5 2 r 2
a,be{0,1}

(3)

Note also that the encrypted state will be one of X's eigen-
states if the encryption key ¢ = 0, otherwise it will be one

of Y’s eigenstates. Since these two bases are completely
indistinguishable, the server can learn nothing about the
classical encrypted input, i.e., x; B b;, as long as the server
does not know the value of ¢, even if the input qubit is ini-
tialized as |[+). More importantly, under this encryption
scheme we can see that

TUX{ 2P P = (X[ el preenT, (1)

It follows from the above result that the T' gate can be
directly achieved in a non-interactive way. However, the
price of this convenience is that the realization of the H
gate will become somewhat complicated because H P¢ #
P H. In this work, we mainly come up with a method to
implement the H gate such that

a; 7b; pe; Hi al bl el
X1z Pl — X, Z P, Hy,

()
where o is irrelevant to a;, even b;,¢;, b}, c;. Thus, the
server cannot gain any information about a;,b;,c;, b, ¢}
even if it acquires a;. And for each H,; gate, the client
needs to prepare two classical bits and two ancillary
qubits, where two ancillary qubits can be sent to the server
before computing.

Generally, the output state of the computation is mea-
sured by the server. That is, the output is classical. But,
it is possible that the output is a quantum state. For
example, the computation task of the client is delegating
the server to prepare some quantum system. Since we are
considering the client who does not perform the Pauli X
gate, therefore in this case each X" needs to be decrypted
by the server. However, directly instructing the server to
execute the decryption will result in information leakage
about a;. In order to avoid this problem, the client can
instruct the server to execute two successive H gates on
each output qubit, that is,

X gbipee iy @i gbipei g Hi ol gV pel (g
7 7 7 7 7 7 i 1 7 i 0 ( )

in the end the client discloses a! so that the server can de-
crypt the Pauli X. This can be done since we have known
that af is irrelevant to (a},b,c;, by, c}). This procedure
can be viewed as a part of computation, thus in the end
the server simply sends the output state to the client.

Main protocol. Let C and S denote the client and the
server, respectively. We choose {Z, P,T,H,CZ} as the
universal gate set. Note that some gates are redundant
since Z = P? = T*. Nevertheless, introducing additional
basic gates can significantly improve the efficiency in quan-
tum computing. And we will use the following identities
(up to an irrelevant global phase), which can be easily
verified:

Zi(X 2P P = (X 20 PEY 2, (7a)
PAXPZV ) = (X0 205 PP, ()
Ty(XP 20 P = (X Z @@ ed puden, - (7¢)
. i DCi v aj b CiN o
CZij( X2V PPXZ7 Py =
a; 705®bi pe; xaj ai®b; pe;
(X" Z, P Xj Zj Pj )CZ,; ;. (7d)

38001-p3



Shuquan Ma et al.

' M(0),

1 Xz P -.-4»-'%' !

I ") ! Server

1

! ' M@

| 2 ©)

: :_ _____ B X]q,@h,Z,u,%/},&)/,&)g,(q,@h,)})’g,H’|¢)

| 21 ______QZ_ e e e o

1 1

Czrlg .
S | Client
Z"P¥|+) b o= 4

0,=h®b®d ®(ac)®(pe)® (ce)m + L2

a (hl €r {0’ 1})

Fig. 2: The H-gadget in our protocol, where p;,q; € {0,1} are
the measurement outcomes and M (6;) denotes t_he measure-
ment basis {|+0,), [+0,4x)}, and |+¢,) = (]0) + 7% |1))/V/2.

Protocol: Secure Delegated Quantum Computation

Step 1: Preparation

First, C chooses randomly a,b,c € {0,1}" and pre-
pares n qubits {|+q,;)}7; as the encrypted |in), where
a; = (x; ® bj)m + (—1)%¢;w/2. Then, for each H; gate,
C prepares two random ancillary qubits Z% P® |+) and
ZJi P9 |+), where d;, e;, fi,gi €r {0,1}. Finally, C sends
all qubits to S, and S labels them as C requests.
Step 2: Computation

According to the construction of U, S performs a se-
quence of basic gates on the encrypted qubits in sequence:

— Ifa Z;, P, T;, or CZ; ; gate happens, S just applies it
on qubits 4, j. Meanwhile, C updates the correspond-
ing keys according to the rules in egs. (7a)—(7d).

— If an H; gate is required, then S performs the circuit
described in fig. 2. After that, C updates the corre-
sponding encryption keys by the following rule:

Xz Py My XEOh g Sn SRSn @) poi ()

where h; €r {0,1} is chosen by C and p;,q; € {0,1}
are the measurement outcomes.

Step 3: Output

— For a classical output, S simply measures each out-
put qubit in Z basis, then sends the measurement
outcome, denoted by s, to C. To obtain the correct
result, C computes y = s & a, where s,a € {0,1}".

— For a quantum output, S simply sends it to C, then C
decrypts each qubit using the phase gate P. Specif-
ically, for each qubit i, C performs the phase gate P
with 2(b; ® ¢;) + ¢; times.

Correctness of the protocol. — We first show the
correctness of the Hadamard gate, then the correctness of
the protocol almost follows.

M(0)

%

|#)
)

Fig. 3: A basic module in the MBQC model, where R.(0)
denotes the z-rotation operator, p €r {0,1} is the uniform
measurement outcome. The correctness of this circuit can be
directly verified, also see [19].

P& {01}

» X?HR (-0
R .(-0)|¢)

_____________________

' P 0.1}

RV X R (B+(=1)"7)|4)

____________________

“* X"HR (-0)HX"R.(5)|¢)

Fig. 4: The equivalent form for the part of circuit in fig. 2.

Correctness of the Hadamard gate.  Our proof begins
from a simple circuit as shown in fig. 3, which is a basic
module in the MBQC model [19]. We will use this module
to verify the correctness of the H-gadget in our protocol.

In this section, we temporarily drop the subscript ¢ and
define R, (B) = Z°P°¢, R, (y) = Z4P¢, and R, (w) = Zf P9.
That is, 3 = (b+ §)m, v = (d+ §)7, and w = (f + §)7.
We first consider a part of this gadget, which is surrounded
by red dashed lines in fig. 2. This part of circuit can be
reorganized as follows. First, the H gate which is ap-
plied on the state X°R.(53) |¢) now is absorbed into this
qubit. Then, the ancillary qubit R, () |+) is viewed as
a qubit |+) followed by a R,(7), where we can put this
R.(v) behind the CZ. Finally, since local quantum op-
erations on different qubits naturally commute with each
other, therefore we can always think that the operator
R, (7) is deferred until the measurement M (0) has been
performed. We depict the reorganized circuit in fig. 4.
From the picture, we can immediately see that the cir-
cuit in the black dashed box is exactly the same circuit
described in fig. 3 except that the input state now is
HX°R,(B)|¢) and 6 = 0. Therefore, after the measure-
ment the ancillary qubit will immediately collapse into
XPHR,(—0)HX“R,(3)|¢) = X“®PR_(8) |¢). Finally, we
apply the deferred R.(7) on this state, obtaining that

R.(7)X"*PR.(B) |¢) = X*PPR.(B + (—1)"*P7) [¢), (9)

where we use the following two simple equations:

r e {0,1},
a, B €10,2m). (10)

XTR.(0)X" = R.((~1)"0),
Rz(a)Rz(ﬂ) = Rz(a + 5);
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A similar analysis can be applied into the rest part of
this circuit. Here, we directly write down the output state

R (w)X HR.(—0)X"“PR.(B + (—1)"*"y)|$) =

XR.((-1)'w + (a @ p)m) HR. (B + (—=1)"*P (v — 0)) |¢) -
(11)
Let 6 = (—1)*®PB+~-+hm. Note that 6 here is seemingly

not the same as the one defined in fig. 2. Despite that, we
will show they are exactly the same one. Substitute 6 in
the above equation, we can easily get the following result:

X1R.((— )P ) () -

(12)

Diw+ (a @ p)m)HR((—

Since R, is an operator with a period of 2w, which
means R,(m) = R,(—n) = Z, thus the former result can
be rewritten as follows:

XIR.((—
XQGBhR ((

Diw + (a@p)m)HZ" |¢) =

D'+ (a@p)m)H|¢).  (13)

Substitute w = fm 4 7 back in the above equation,

for simplicity we omit the operators X" R., H and the
state |¢), then we can get that

1o+ d) +@epn=

(a®pa® f)m+ (—1)q@hg7r

=(a®pa® f)m+29(q B h)m + (—1)(1@%%77

2(q @ h) + (—1)1®h
=(a®p® f)mr+g(g®h)m (4 )2( ) gm
:a@p@f@g(q@h)ﬁ%
= Xq®hza®p@f®g(q®h)p9H|¢>’ (14)

where we use a simple equality: for any r € {0,1}, 2r +
(=1)" = 1. Similarly, substitute § = br + §7 and v =
dm + 57 to 0, we can see that

0 = (—1)*®p (bﬂ'-‘r 277) + (dﬂ'—kgw) + hm

= b+ (—1)“@”%71' Vdr+ <+ hr

2

= b7r+c(a63p)7r+g7r+d7r+g7r+h7r

+
= h®b@d€9(a0)@(pc)w+c ¢

De

c
=h®bdd® (ac) ® (pc) ® (ce)m + m, (15)
where in the last term we use another simple equality: for
any c,e € {0,1}, c+e = 2ce + ¢ ® e. From the above
results, the correctness of the Hadamard gate is obvious.

Correctness of the protocol.  According to the afore-
mentioned argument, we know that if the protocol is per-
formed honestly, then the output state after Step 2 will be
XaZbP¢|out), where |out) = U |in) denotes the correct
output state of the computation and X%, Z° P¢ are the
n-fold encryption operators on the output state defined
as XO = X% . Xon 70 =70 zbn pc = p&r. . pon,
Generally, the output state |out) is an n-qubit superposi-
tion state, that is

lout) =

Z cy ly)-

ye{0,1}n

(16)

Note that we have expressed the output state in Z ba-
sis, since we only consider the input is encoded in X
basis. Indeed, for security reasons, the output state
can be only measured in Z basis, otherwise there will
be information leakages about encryption keys. It is
not hard to verify that for any y;,a;,b;,¢; € {0,1},
X ZV P y;) = e? Ot |y, @ a;), thus substituting
this result to X*Z°P¢ |out), we finally get that

XZ'Pelout)y = Y /PTIVTe jy@a),  (17)
ye{0,1}n
where [y © a) = [y1 ® a1,y2 ® az, ..., yn © ay,) and (b+5)y
denotes >, (b; +¢;/2)y;. It follows from egs. (16)
and (17) that
Prly|Z), lout)] = Prly ® a|Z), X*Z° P |out)], (18)

where Prly |Z) , |¢)] denotes the probability of obtaining y
when measuring |¢) in Z basis. Thus, in order to obtain
the correct distribution of the computation outcomes, the
client needs to compute y = s ® a, where s,a € {0,1}"
and s is the measurement outcome. Finally, for a quan-
tum output Z°P¢|out), the client can decrypt it by the
operator Z°P¢t. Note that ZbPct = zbp3c = zbzepe —
Zb®epe = p2b®o)te thus for each qubit ¢ the client only
needs to perform the phase gate P with 2(b; ® ¢;) + ¢;
times. To sum up the above arguments, we complete the
proof of the correctness of our protocol.

Security of the protocol. — We show that our pro-
tocol can guarantee the privacy of the input and output
of the computation. For the input, this conclusion is ob-
vious. Thus, to complete the proof, we need to prove that
the output state of the computation is also encrypted by
a sound quantum one-time pad. In other words, there is
no information leakage about the encryption keys during
the computation.

Let us first consider an extreme case: the quantum cir-
cuit U delegated to the server contains no H gates. In
this case, the client can achieve a non-interactive dele-
gated quantum computation. Client and server do not
need to exchange classical informations during the compu-
tation. Thus, there is completely no information leakage
about the encryption keys as long as the initial keys are

38001-p5
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secure. Based on this observation, we infer that to prove
the privacy we only need to analyze the part that imple-
ments the H gates. From fig. 2, we can see that given the
qubits X Zfini @), Z4 Pei |+), and Z7i P9 |+), all clas-
sical information accessible to the server are two measure-
ment outcomes p;,q; € {0,1} and a measurement angle
0; € {0,7/2,7,3mw/2}. Clearly, the measurement outcomes
Pi, q; are uniformly random, thus we only need to consider
the measurement angle 6,.

Now denote 0; by u;m + “5%, where u;,v; € {0, 1}, then
according to eq. (15) we know that u; and v; can be ex-
pressed as follows:

wp = h; ®b; & d; ® (a;c;) ® (pici) ® (cieq),

& 6961')

(19a)
(19b)

v =

where both u; and v; are known to the server. Intuitively,
given u; and v; the server cannot determine the correct
values of a;,b;,c;,d;,e;, h;, since there are 6 variables in
two equations. However, the server may gain some in-
formation according to w; and v;. Suppose, for example,
v; = 1, then the server can determine that c;e; = 0. Sub-
stitute this to eq. (19a), the server can obtain a simplified
equality u; = h; ® b; ® d; ® (a; ® p;)c;. Despite this fact,
we can show that there is no information leakage about
all variables from a; to h;. That is, we prove the following
equality holds true:
1
Pr(r; | u;,v;] = Prlr;] = 3 (20)
where the random variable r; € {a;, b;, ¢;, d;, ei, fi, gi, hi}-
To see that, we need to know the following simple facts.
First, if =,y € {0,1} and z is uniform, then x= @
y €r {0,1}. Second, if z,y €r {0,1} and we define
z = x @y, then Prlx|z] = Pr[z] = 1/2. Finally, if
x,y1,y2 € {0,1} and z is uniform, let z = = @ (y1y2),
then Pr[y; | z] = Prly1]. These three basic facts can be
easily verified. With these facts, we can complete our
proof. Define & = b; & d; ® (a;c;) ® (pici) ® (cie;) so that
u; = h; ®¢&. Since b;,d; €r {0,1}, we first know that
& €r {0,1}. Furthermore, since h;,&; €r {0,1}, we can
get that Pr[h; |u;] = Pr[h;] = 1/2. Likewise, we can also
get Pr[b; | u;] = Pr[b;] = 1/2 and Pr[d; | u;] = Pr[d;] = 1/2.
For a; €r {0,1}, define & = h; ® b; ® d; ® (pici) B (cie;)
so that w; = & @ (ajc;), from which we infer that
Prfa;|u;] = Prla;] = 1/2. Note that h;,b;,d; and q;
are irrelevant to v;, which means Prlr; | u;, v;] = Prlr; | u;]
for any 7; € {h;, b;,d;,a;}. As for ¢;,e; €r {0,1}, since
they are related to both u; and v;, in order to simplify
our analysis, we define b} = h; ® (a;¢;), b; = b; @ (pici),
and d} = d; ® (c;e;), then obtain that u; = h ® b, @ d.
Clearly, hl, b, d; €r {0,1}, so ¢; and e; are only related
to v;. By this way, we can easily get that Pr[c; |u;,v;] =
PI‘[Ci "Uz] = PI‘[Ci] = ]./2 and Pr[ei ‘Ui,’UZ’] = Pr[ei|vi] =
Prle;] = 1/2. Finally, f; and g; €r {0,1} are obviously
irrelevant to u; and v; (see egs. (19a) and (19b)), which
means Pr(f; |u;,v;] = Pr[fi] = 1/2 and Pr[g; | u;,v;] =

Pr[g;] = 1/2. So far, we have proved the statement in
eq. (20), from which we know that the server can learn
nothing about a;,b;, ¢;, d;, e;, fi, gi, h; from the ;. Thus,
from the perspective of the server, the output state of the
computation is still encrypted by a sound quantum one-
time pad.

Discussions. — We have proposed a secure delegated
quantum computation protocol which can guarantee the
unconditional security of the input and output. Indeed,
it is easy to compile our protocol into a blind protocol,
where the blind means the server can learn nothing about
the computation except the upper bound of the size of the
quantum circuit [5]. According to the quantum computa-
tion theory [26], there exists a universal quantum circuit
U such that

UICU)) lin) = |CU)) U lin) (21)
where the input of the circuit U consists of two parts: |in)
is the input of the circuit U while C(U) is the canoni-
cal and classical description of the circuit U. Performing
this universal circuit & in our protocol, we can apparently
achieve a blind quantum computation, see [16] for a de-
tailed discussion.

We should mention that in the case of a quantum
output, the output state is not encrypted by a standard
quantum one-time pad, since the server has decrypted the
encryption operator X®. Nevertheless, it is not hard to
verify that, for any n-qubit state p,

>

b,ce{0,1}"

Zbpepptezb
4n

= diag(ﬂl,h P2,25- - 7/)2",2’") £ ,5,

(22)

where diag(p1 1,022, ..., pan 2n) denotes the diagonal ma-
trix whose diagonal elements are pi 1,022, ..., p2n 2n, and
pi,; denotes the element of the i-th row and the i-th column
of p. Clearly, the server generally cannot infer the correct
p from p, since the encryption eliminates all non-diagonal
elements of p. Indeed, the server even cannot determine
the exact state of g, since the input of the computation is
unknown to it. To determine the p, the server needs to
perform a quantum state tomography procedure, which
is obviously impossible since the server cannot prepare a
large number of identical duplicates for p. However, if p
happens to be a diagonal matrix, then p = p. In this case,
we can see that p = |y) (y|, where y € {0,1}". There is
an easy way to avoid this problem, we just need to encode
the output state in X basis.

Besides that, it should also be mentioned that the
present protocol can only work well in a noise-free en-
vironment. However, in practice, there are two kinds of
errors which are worthy of attention. One is caused by
the channel noise, the other generates from the server’s
operation including basic gates and measurement. Fortu-
nately, in our protocol those two errors can be, in principle,
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corrected using the technique of quantum error-correct
code (QECC). As for the channel noise, since the clients
only need to sent single qubits, they can protect each
qubit using a QECC, e.g., the surface code [27]. As for
the computation error caused by the server, since the
server is a general quantum computer, we can always as-
sume that the server performs a fault-tolerant quantum
computation [28], which includes the fault-tolerant basic
gates and the fault-tolerant measurement.

Finally, in this work we only consider an honest server
who performs the protocol as the client desires. However,
a real server may not follow the protocol honestly. To
detect such a malicious server, generally we need to intro-
duce a verification mechanics in the protocol. Indeed, this
is an important topic in the delegated quantum computa-
tion theory, see [29,30]. There is an easy way to achieve
the verification in our protocol using the universal quan-
tum circuit U, for example see [31].
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