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Abstract
We propose the Dynamic Displacement Operator (DDO) as part of Quantum Encryption in Phase Space (QEPS-dd), a novel scheme for
securing coherent optical communications using Quadrature Amplitude Modulation (QAM). In this framework, the K-QAM encoding is
modeled as a quantum operator, with its constellation points forming the eigenbasis. The encoding and decoding processes are treated
as operations of this quantum operator on its eigenstates, ensuring coherent communication via digital signal processing at both the
transmission and reception sides. The DDO combines a displacement operator and a phase-shift operator, producing dynamic effects
that enhance the randomization of the cipher constellation, thus significantly improving communication security. To further strengthen
encryption, we introduce the Quantum Permutation Pad (QPP), which randomizes the DDO basis. Together, these components offer
robust protection against both classical and quantum attacks. Our security analysis shows that the most effective attack is a brute-force
search for the secret DDO pad, with a computational complexity of O(2ℓ!), where ℓ represents the bit length of the DDO pad. As ℓ

increases, the factorial growth in complexity makes the system resistant to classical methods and quantum algorithms such as Grover’s
search. Building on prior experimental results with phase- shift (QEPS-p) and displacement (QEPS-d) operators, we propose that QEPS-
dd can be implemented for high-speed quantum-secure communication over existing optical networks, offering a practical solution for
enhancing communication security.
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1. Introduction
Quantum Key Distribution (QKD) has emerged as a leading cryp-
tographic technology, leveraging quantum mechanics to secure
communication against the growing threat of quantum comput-
ing [1–4]. Unlike classical encryption methods, which rely on
the computational complexity of mathematical algorithms [5–
7], QKD exploits the unique properties of quantum states—
particularly superposition and entanglement—to establish cryp-
tographic keys. QKD enables secure key exchange by encoding
information in the quantum states of photons, where any eaves-
dropping attempt inevitably disturbs the system, thereby alerting
the communicating parties. This intrinsic reliance on quantum
indeterminacy offers unparalleled security, positioning QKD as
a promising solution for safeguarding communications in the
quantum era.

While QKD has made significant advancements, particularly with
the development of Twin-Field QKD (TF-QKD) [8–11], which
extends the distribution range beyond 800 km, most protocols
remain focused on using single photons as qubits. The concept
of high-dimensional QKD was introduced by Buttler, Lamore-
aux, and Torgerson in 2012 [12], proposing a four-dimensional

(D = 4) QKD protocol that combines polarization, phase, and
time-bin encoding to generate up to 20 distinct quantum states.
Unlike traditional two-dimensional protocols such as BB84, this
high-dimensional approach enhances both security and transmis-
sion efficiency. Designed for practical implementation with exist-
ing time- and polarization-encoded technologies, the protocol is
error-tolerant and robust for real-world applications, achieving a
raw bit rate of two bits per detection and, under ideal conditions,
a qubit rate of one per transmission.

Since its inception, high-dimensional QKD has seen further theo-
retical and experimental advancements [13–17]. Some QKD pro-
tocols have also integrated coherent detection techniques [2, 18,
19], similar to those used in optical communication systems.
However, it is important to note that QKD is designed primarily
for establishing shared secret keys and does not directly encrypt
data.

Coherent optical communications have become a cornerstone
of modern optical infrastructure, driving high-speed data trans-
mission systems since their early development [20–22]. These
advancements have been particularly propelled by the adoption
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of coherent detection technologies, which enhance signal detec-
tion efficiency in optical networks [23–25]. Coherent detection
allows the extraction of both amplitude and phase information
from modulated optical signals, improving data rates, spectral
efficiency, and long-distance signal resilience.

As coherent optical communication continues to advance, the
need for robust physical-layer security has become increasingly
important. Various encryption schemes have been proposed to
address these concerns. In 2021, Peng et al. introduced a method
based on Structured Random Light, which uses light-field ma-
nipulation to secure optical channels [26], making it difficult
for unauthorized parties to decode the transmitted data. In
2022, Wu et al. proposed a hybrid chaotic encryption scheme
utilizing a dual-polarization IQ modulator to enhance secu-
rity [27]. In 2023, Zhao et al. developed a traceless encryption
approach that transforms a standard QPSK scheme into more
complex modulation formats [28], further enhancing signal ob-
fuscation.

These advances mark important progress in securing coherent
optical communications at the physical layer. However, chal-
lenges remain in achieving scalable and practical encryption
schemes that can operate seamlessly with the existing infrastruc-
ture.

Building on these developments, Quantum Encryption in Phase
Space (QEPS) was first proposed by Kuang and Bettenburg in
2020 [29]. Unlike QKD, which relies on single photons and
dual quantum and classical communication channels, QEPS uses
coherent states of quantum harmonic oscillators [30] and op-
erates entirely within the optical domain. This makes QEPS
highly compatible with existing coherent optical communica-
tion infrastructures, leveraging well-established technologies for
signal generation, modulation, and detection. QEPS requires
only a single optical channel for key distribution and symmet-
ric encrypted data communications, with successfully demon-
strated early implementations of phase shift–based QEPS (QEPS-
p) [31].

In 2023, Kuang andChan extended theQEPS framework by intro-
ducing displacement operators (QEPS-d), offering a new level of
security through randomized displacements in phase space [32].
This approach was experimentally validated by Khalil et al. in
2024 [33].

This article further advances QEPS encryption by introducing
Dynamic Displacement Operators (DDOs). DDOs combine static
displacement and phase-shift operators to generate dynamic ran-
domization effects on coherent states, enhancing security. In our
model, Quadrature Amplitude Modulation (QAM) is treated as
a quantum mechanical system, where a K-QAM encoding oper-
ator, denoted as Q̂K, acts on a set of K constellation points or
basis states, |β1⟩, . . . , |βK⟩. This enables the treatment of QEPS-
p, QEPS-d, and QEPS-dd as quantum operators acting on the
K-QAM basis, resulting in randomized cipher constellations. To
decrypt these constellations and restore the original K-QAM basis
with minimal Bit Error Rate (BER), shared secret operators are
required.

The detailed structure and operation of QEPS encryption are
explored in Section 2, followed by an analysis of its security. We
conclude with a discussion of future directions in Section 3.

2. Quantum encryption in phase space
In this section, we begin by introducing the quantum interpreta-
tion of coherent communications using QAM encoding operators
(Section 2.1). We then explore QEPS encryption based on phase-
shift and displacement operators (Section 2.2). The focus then
shifts to QEPS encryption with DDOs and Quantum Permutation
Pad (QPP) (Section 2.3), wherewedelve into the novelmechanism
behind DDO together with QPP. Lastly, we present a compre-
hensive security analysis (Section 2.5), evaluating the robustness
of the proposed encryption schemes against both classical and
quantum attacks.

2.1. Quantum interpretation of coherent optical
communications

An optical coherent state is a quantum state associated with the
Quantum Harmonic Oscillator (QHO) [30]. It can be described
using the displacement operator D̂(α), which shifts the vacuum
state |0⟩ to a coherent state |α⟩:

|α⟩ = D̂(α)|0⟩. (1)

In this expression, α is a complex number that encodes both the
amplitude and phase information of the coherent state. Specifi-
cally, α = reiϕ, where r = |α| represents the amplitude and ϕ is
the phase.

This coherent state can also be represented as a complex mod-
ulation, α = xI + ixQ, where xI and xQ are the in-phase and
quadrature components, respectively, in the phase space. This
representation is fundamental to coherent optical communica-
tions, where modulation and demodulation are performed based
on these components.

The advancements in digital signal processing (DSP) modules
have simplified the implementation of coherent optical commu-
nication systems, as shown in Figure 1. The DSP handles signal
compensations and corrections, enabling the mapping of digital
data onto a QAM basis for transmission. At the receiver, the data
are demapped to retrieve the transmitted digital information.

Figure 1 illustrates a 16-QAM constellation, where 16 coherent
states {|β1⟩, . . . , |β16⟩} are used for both transmission and recep-
tion. These states represent a set of points in the phase space, each
corresponding to a unique combination of amplitude and phase.

In quantum mechanics, K-QAM encoding and decoding can be
viewed as the action of a K-QAM encoding operator Q̂K on an
eigenbasis {|β1⟩, . . . , |βK⟩}:

Q̂K|βk⟩ = βk|βk⟩, k ∈ [1,K]. (2)

Thus, operators like Q̂16, Q̂32, Q̂64, etc. correspond to different
K-QAM communication schemes (16-QAM, 32-QAM, 64-QAM,
etc.). Equation (2) implies that an eavesdropper could potentially
intercept the communication andmeasure it using the same stan-
dard eigenbasis.While an eavesdroppermay not know the specific
basis used, they can attempt different bases and disregard those
that yield a high BER.

It is important to distinguish between theK-QAMencoding opera-
tor Q̂K and the annihilation operator â, which also acts on coherent
states. Coherent states are eigenstates of the annihilation opera-
tor, i.e., â|β⟩ = β|β⟩, but the K-QAM encoding operator Q̂K has
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Figure 1 • Coherent optical communication illustrated using 16-QAM modulation. Digital data are first mapped onto a constellation
diagram for transmission. In 16-QAM, there are 16 dots distributed across four quadrants, each representing a coherent state |βi⟩, where
i = 1, . . . , 16. The digital signal processing (DSP) on both the transmission side (T-DSP) and the receiving side (R-DSP) works together
to maintain an acceptable bit error rate (BER) and recover digital data based on the received constellation diagram.

only K specific eigenstates as its basis. This difference is crucial for
understanding the unique behavior of K-QAM communication.

Moreover, different K-QAM operators do not commute:

Q̂KQ̂K′ ̸= Q̂K′ Q̂K. (3)

This non-commutability is significant because it implies that co-
herent QAM communication must occur within the same eigen-
basis. Using a different basis for reception, such as a 32-QAM
operator when a 16-QAM operator was used for transmission, can
result in a maximum 50% BER. This non-commutativity can be
interpreted as a generalized uncertainty principle for coherent
communications, distinguishing it from the uncertainty principle
that governs QKD with single-photon qubits.

2.2. Quantum encryption in phase space with
phase-shift and displacement operators

Kuang and Bettenburg introduced the concept of using random
phase-shift operators to encrypt coherent states in phase space
in 2020, called QEPS-p [29]. Since its proposal, simulations and
experiments validating QEPS-p have been published [31,34]. The
encryption process involves selecting a set of random phases
{ϕ1, . . . , ϕn}, which form corresponding phase-shift operators
{φ̂(ϕ1), . . . , φ̂(ϕn)}. The QEPS-p encryption for a coherent state

can be mathematically expressed as follows:

φ̂(ϕj)|βk⟩ = |e−iϕjβk⟩. (4)

which results in the rotation of the complex vector βk by a phase
angle ϕj around the origin in the phase space.

In the context of a 16-QAM basis, as shown in Figure 2, the en-
cryptionwithQEPS-p is illustrated. InFigure 2a, two phase-shift
operators, φ̂(ϕ1) and φ̂(ϕ2), are used to randomly rotate the con-
stellation points around the origin.Figure 2b depicts the effect of
applying a set of random phase shifts, resulting in a randomized
constellation where the basis coherent states form rings around
the origin, with the radii corresponding to the amplitudes.

Attempting to decode the encrypted coherent states with a stan-
dard K-QAM basis would lead to a BER close to 50% due to the
relationship:

Q̂K|e−iϕjβk⟩ ̸= βk|βk⟩, k ∈ [1,K], j ∈ [1,n], (5)

because the cipher coherent state |e−iϕjβk⟩ is no longer a basis
eigenstate of Q̂K. However, a receiver that possesses the shared se-
cret of the phase-shift operators can correctly restore the original
K-QAM constellation with an acceptable BER:

φ̂
−1(ϕj)|e−iϕjβk⟩ = |eiϕje−iϕjβk⟩ = |βk⟩, k ∈ [1,K], j ∈ [1,n], (6)

Figure 2 •QEPS-p encryption illustrated with a 16-QAMmodulation scheme. (a) A typical 16-QAM basis randomly rotated around the
origin by two phase-shift operators, φ̂(ϕ1) and φ̂(ϕ2). (b) A random constellation resulting fromQEPS-p encryption with a set of random
phase-shift operators, where the three rings indicate the three amplitudes in the 16-QAM.
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indicating that the phase-shift operator is unitary and reversible.
Originally, Kuang and Bettenburg proposed QEPS-p as a public
key scheme with a self-shared secret for round-trip coherent
communication [29], using the Phase-Shift Keying scheme then
for symmetric encryption with QPSK [34]. Tapping optical signals
from QEPS-p-encrypted communications would only reveal the
data modulation scheme from the number of rings, as shown
in Figure 2, where three rings represent three amplitudes in
16-QAM. This makes it impossible for an attacker to extract the
digital data except for knowing that the data modulation scheme
is 16-QAM.

In 2023, Kuang and Chan introduced a reduced displacement
operator, denoted as d̂(α), by omitting the global phase factor,
which has no effect on the measurements of coherent states,
when a displacement operator acts on a coherent state [32]. This
operator is defined as follows:

d̂(α)|β⟩ = |α+ β⟩,

d̂(β)|α⟩ = |α+ β⟩,

→ d̂(α)d̂(β) = d̂(β)d̂(α).

(7)

Kuang and Chan proposed using a set of random displacement
operators d̂(αi), where i ∈ [1,m], for the encryption of a K-QAM
basis {|β1⟩, . . . , |βK⟩}, resulting in a random cipher basis:

d̂(αi)|βj⟩ = |αi + βj⟩. (8)

This cipher basis is no longer an eigenbasis of the K-QAM encod-
ing operator Q̂K:

Q̂K|αi + βj⟩ ̸= (αi + βj)|αi + βj⟩. (9)

From a quantum mechanical perspective, any attempt to receive
the ciphered coherent states, encrypted with QEPS-d, using a
K-QAM basis would result in a BER close to 50%, making it
impossible to extract any digital data.

However, the original K-QAM eigenbasis can be restored once the
set of encryption operators is shared with the receiver, allowing
for QEPS decryption:

d̂−1(αi)|αi + βj⟩ = | − αi + αi + βj⟩ = |βj⟩, j ∈ [1,K]. (10)

This means that a scheme of QEPS with random displacement
operators, or QEPS-d, can be established between peers with a
secretly shared set of displacement operators. The experimental
implementation of theQEPS-d scheme has been recently reported
by Khalil et al. [33], achieving line speeds of 224 Gbps, 448 Gbps,
and 560 Gbps for QPSK, 16-QAM, and 32-QAM, respectively.

Figure 3 illustrates a typical 16-QAM constellation displaced by
two displacement operators d̂(α1) and d̂(α2). The figure clearly
shows that a displacement operator d̂(αi) displaces the entire con-
stellation by a complex vector αi in phase space. A set of randomly
selecteddisplacement operatorswould produce a randomconstel-
lation diagram, making it impossible to restore the K-QAM basis

Figure 3 • QEPS-d encryption illustrated with a 16-QAM modulation scheme. The diagram shows a typical 16-QAM basis displaced
upward by a displacement operator d̂(α1) and downward to the lower left by a displacement operator d̂(α2).
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constellation without knowing the secret displacement operators
used in transmission. Unlike QEPS-p, QEPS-d encryption does
not produce any rings in the cipher constellation, meaning that
tapping the communication channel would not reveal the type of
K-QAMmodulation used in transmission.

2.3. Quantum encryption in phase space with dynamic
displacement operators and quantum permutation pad

Both the phase-shift φ̂(ϕ) and displacement d̂(α) operators are
considered static operators in the context of quantum mechan-
ics. When applied to different coherent states, these operators
have predictable, consistent effects: the phase-shift operator φ̂(ϕ)
changes the phase of any coherent state |β⟩ by a fixed phase angle
ϕ, while the displacement operator d̂(α) performs a complex vec-
tor addition between the displacement α and the target coherent
state β.

However, a more versatile operator can be created by combining
the displacement and phase-shift operators into a single entity:

d̂(α, ϕ) = d̂(α)φ̂(ϕ). (11)

When this joint operator d̂(α, ϕ) acts on a coherent state |β⟩, the
resulting state is given by

d̂(α, ϕ)|β⟩ = d̂(α)|e−iϕ
β⟩ = |α+ e−iϕ

β⟩

= d̂(α+ (e−iϕ − 1)β)|β⟩. (12)

Equation (12) shows that the joint operation or encryption by
d̂(α, ϕ) is effectively equivalent to a new displacement operator
d̂(α + (e−iϕ − 1)β), which depends on the target coherent state
|β⟩. In other words, the displacement performed by d̂(α, ϕ) is not
fixed but dynamically varies based on the specific coherent state
it is applied to:

d̂(α, ϕ) → d̂(α+ (e−iϕ − 1)β). (13)

This iswhywe refer to d̂(α, ϕ) as aDDO—its outcome is contingent
upon the target coherent state. The dynamic nature of this opera-
tor introduces an additional layer of complexity and randomness
to the cipher constellation, thereby enhancing the security of the
QEPS encryption scheme.

To decrypt a received cipher coherent state that has been en-
crypted using theDDO d̂(α, ϕ), the receivermust apply the inverse
of the DDO, defined as d̂−1(α, ϕ) = φ̂−1(ϕ)d̂−1(α). The decryp-
tion process is given by

d̂−1(α, ϕ)|α+e−iϕ
β⟩ = φ̂

−1(ϕ)|−α+α+eiϕβ⟩ = |eiϕe−iϕ
β⟩ = |β⟩,

(14)
demonstrating that the original coherent state is fully recovered.

Figure 4 illustrates the effect of the DDO d̂(α, ϕ). The diagram
shows two different target coherent states |β⟩ and |β′⟩ subjected
to the same DDO d̂(α, ϕ). The resultant equivalent displacement
operators, as depicted in the figure by brown solid and dashed
lines, are different from the target states |β⟩ to |β′⟩, highlighting
the dynamic nature of the displacement operation. This dynamic
feature of d̂(α, ϕ) further randomizes the cipher constellation and
significantly boosts the security of the QEPS encryption scheme.

The most significant characteristic of DDOs is their inherent non-
commutativity, which is crucial in understanding their behavior
and implications. This non-commutativity can be mathematically
expressed as follows:

d̂(α′

, ϕ
′)d̂(α, ϕ)|β⟩ = d̂(α′

, ϕ
′)|α+ e−iϕ

β⟩

= |α′ + e−iϕ′

[α+ e−iϕ
β]⟩,

d̂(α, ϕ)d̂(α′

, ϕ
′)|β⟩ = d̂(α, ϕ)|α′ + e−iϕ′

β⟩

= |α+ e−iϕ[α′ + e−iϕ′

β]⟩.

(15)

Figure 4 • QEPS-dd encryption illustrated with two coherent states |β⟩ and |β′⟩. The diagram shows that a dynamic displacement
operator d̂(α, ϕ) is applied to a target coherent state |β⟩ (top right) and then to a different target coherent state |β′⟩ (lower left). The
different resultant coherent states underscore the dynamic nature of the operator.
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This shows that the order in which the DDOs are applied af-
fects the outcome, leading to different resultant states. Such
non-commutativity is not a trivial feature; rather, it implies a
fundamental limitation on the simultaneous knowledge or precise
control of the parameters α and ϕ. This can be formally repre-
sented as follows:

[d̂(α, ϕ), d̂(α′

, ϕ
′)] ̸= 0, (16)

indicating that the operators do not commute unless α = α′ and
ϕ = ϕ′. This non-commutativity introduces a generalized un-
certainty principle in the context of DDOs, which has significant
implications for the security of the QEPS-dd encryption scheme.

In practical terms, this uncertainty principle enhances the security
of the QEPS-dd encryption. An attacker attempting to intercept
or decode the encrypted cipher coherent states would face the
challenge of dealingwith the non-commutative nature of the oper-
ators. This would necessitate a brute-force search over the entire
space of α and ϕ parameters for acceptable BER, exponentially
increasing the difficulty of breaking the encryption. Thus, the
non-commutativity of DDOs plays a crucial role in reinforcing the
robustness and security of the QEPS-dd encryption scheme.

The DDO effectively addresses the limitations associated with
traditional phase-shift and displacement operators. Specifically,
while phase-shift operators may unintentionally reveal informa-
tion about the encoding of QAM schemes such as the amplitudes
of coherent states and static displacements applied by displace-
ment operators, DDOs offer a more secure alternative. In sce-
narios where only a single displacement operator is used, the
encryption provided by QEPS can often be reversed or corrected
using DSP modules.

However, the introduction of DDOs, even in configurations with
just a single static displacement operator paired with multiple
phase-shift operators, significantly enhances the robustness of
QEPS encryption. This increased security arises from the dynamic
nature of the DDOs, which vary the displacements in a way that
makes it impossible for DSP modules to decode or correct the
encrypted signal, thusmaintaining the confidentiality of the QAM
scheme and protecting it against potential attacks.

By incorporating DDOs into the encryption process, the complex-
ity is greatly increased, making it much more challenging for an
adversary to reverse-engineer or bypass the QEPS encryption,
even in cases where a combination of static displacements and
phase shifts is used.

To maximize security, a selected set of DDOs, known as the DDO
Pad (DDOP), can be optimized using the QPP [35,36], which is a
method proposed by Kuang and his colleagues for both classical
and quantum computing implementations. The DDOP can be
constructed using a publicly known m-QAM scheme and n-PSK
as follows:

{d̂(α1, ϕ1), . . . , d̂(αm, ϕ1), . . . , d̂(α1, ϕn), . . . , d̂(αm, ϕn)} →

{DD[0], . . . ,DD[r = m ∗ (j− 1) + i− 1] = d̂(αi, ϕj), . . . ,DD[R]},
(17)

where R = m × n − 1 is the total number of DDO operators.
For example, a DDO base might contain 64, 128, or 256 DDO
operators form = n = 8,m = 16 and n = 8, andm = n = 16,
respectively. Tomaximize the number of constellation points, it is
recommended to adjust the phase angle ϕj with a random phase
shift: ϕj = 2π

n j + δj, where j ∈ [1,n] and δj < 2π
n . Under

this configuration, QEPS encryption using the entire set of DDO
base operators transforms a standard K-QAM constellation into a
random constellation with a maximum ofm×n×K constellation
points. However, using a publicly knownDDObase for encryption
would allow an attacker to decrypt the QEPS using the same DDO
base.

To enhance security, a shared random secret s can be employed to
select DDO operators from the DDO base. Assumingm×n = 2ℓ,
the secret can be segmented into portions {si} of ℓ bits, with
each si representing the decimal value of the i-th segment. This
effectively converts the secret s into a DDOP {DD[si]}. The length
of the secret is determined by the required level of security. The
DDOP generated in this manner may have some DDO operators
appearing multiple times, while others may not be selected at all,
resulting in a cipher constellationwith fewer points thanm×n×K
for the K-QAM scheme.

We advocate using quantum permutation to transform the DDO
base into a DDOP. For an ℓ-bit quantum computing base
{|0⟩, |1⟩, . . . , |2ℓ − 1⟩}, there are 2ℓ! possible quantum permuta-
tions p̂i. Each permutation p̂i can uniformly randomize the order
of the base states:

p̂{|0⟩, |1⟩, . . . , |2ℓ − 1⟩} = {|p(0)⟩, |p(1)⟩, . . . , |p(2ℓ − 1)⟩}.

This implies that each base state appears with equal probability.
By treating the DDO base indexes as an ℓ-bit computing base, we
obtain

p̂{|0⟩, . . . , |R⟩} = {|p(0)⟩, . . . , |p(R)⟩}

{DD[0], . . . ,DD[R]} −→ {DD[p(0)], . . . ,DD[p(R)]}.
(18)

TheDDOPderived from this quantumpermutationmaximizes the
cipher constellation points for any K-QAM scheme and ensures
the highest level of security for QEPS encryption. A shared secret s
should be of sufficient length to satisfy the security requirements.
The maximum secret length for a quantum permutation is ℓ ×

2ℓ bits, with an effective entropy of log
2
(2ℓ!) bits. For example,

when ℓ = 8, the maximum secret length is 2048 bits for a
single quantum permutation, with an effective entropy of 1864
bits. In specific implementations, such as the one described in
QEPS-d [33], a DDOP can be treated as a codeword. Repeating
the process described inEq. (18) allows for the creation ofmultiple
DDOPs, thereby enhancing security.

2.4. Possible implementation

An example implementation using QEPS-dd encryption is illus-
trated in Figure 5, with further technical and experimental vali-
dation details provided by Khalil et al.[33]. This implementation
demonstrates the integration of QEPS-dd into an optical commu-
nication system, emphasizing its feasibility in real-world condi-
tions. The DSP modules on both the transmission and receiving
sides, enclosed in dashed rectangles, ensure the correct transmis-
sion and reception of coherent states. Source digital data are first
processed with QAMmapping (constellation) and then encrypted
with QEPS-dd before being transmitted over fiber via DSP-T. On
the receiving side, DSP-R modules handle compensations and
corrections before QEPS-dd decryption restores the correct QAM
base forQAMde-mapping. The experimental results show that the
system consistently achieves acceptable BER thresholds, confirm-
ing reliable data recovery. The data analysis, which includes BER
measurements and QAM constellation assessments, validates the
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Figure 5 • An implementation using QEPS-dd encryption is illustrated based on [33]. DSP, digital signal processing; QAM, quadrature
amplitude modulation; QEPS, quantum encryption in phase space; DDO, dynamic displacement operator; BER, bit error rate; CD,
chromatic dispersion; ADC, analog-to-digital conversion.

robustness of the proposed scheme. Additionally, ongoing re-
search aims to address practical implementation challenges such
as synchronization, noise resilience, and hardware optimization,
ensuring scalability and applicability in broader optical network
environments.

2.5. Security of QEPS-dd encryption

The DDO, a key component in QEPS-dd encryption, does not
commute with the K-QAM encoding operator Q̂K, as described in
Eq. (2). This can be expressed as follows:

d̂(αi, ϕj)Q̂K ̸= Q̂Kd̂(αi, ϕj),

where d̂(αi, ϕj) represents theDDOwith parametersαi andϕj. The
non-commutativity between these operators means that they do
not share the same eigenbasis. From a quantum mechanical per-
spective, this implies that when an adversary attempts tomeasure
the cipher coherent states in theK-QAMbasis {|β1⟩, . . . , |βK⟩}, the
measurement results will be random. The resulting BERwould be
close to 50%,making it practically impossible for an eavesdropper
to extract meaningful digital information or ciphertext from the
intercepted coherent states.

The analog nature of the cipher coherent states in QEPS-dd
further complicates potential attacks. Unlike classical cryptosys-
tems where the ciphertext is typically digital, QEPS-dd operates
in a continuous, analog domain. The coherent states used in
the encryption process are continuous-valued signals rather than
discrete digital ciphertexts, making it far more challenging to
recover the original K-QAM basis or digital information without
the correct DDOP. Even advanced cryptographic methods such
as algorithm reductions, parallel computing, and quantum com-
puting approaches like Grover’s algorithm [37] are largely inef-
fective against the analog nature of QEPS-dd encryption, as these
techniques rely on digital structures absent in continuous-valued
coherent states.

For an attacker, the most viable strategy is a brute-force search
for the correct DDOP. The randomization introduced by the DDO

and quantum permutation gates ensures that no analytical or
computational shortcuts exist to bypass the encryption. The cor-
rect DDOP is essential to decrypt the cipher coherent states and
restore the K-QAM constellation with an acceptable BER.

The complexity of a brute-force attack on QEPS-dd encryption
scales factorially with the length of the DDOP. If the secret DDOP
is ℓ bits long, the computational complexity of discovering the
correct pad is given by O(2ℓ!) for a single value ϕj or a publicly
known value of each ϕj, a factorial growth that quickly becomes
infeasible as ℓ increases. This scaling arises from the quantumper-
mutation gates, which randomize the DDOP, making the search
space exponentially large and resistant even to quantum comput-
ing techniques [36].

Table 1 illustrates the complexity of brute-force searching for
a DDOP of varying lengths and their equivalent Shannon en-
tropy [36]. For instance, with ℓ = 5, the brute-force search com-
plexity is equivalent to searching a space of 117 bits. As ℓ increases
beyond 5, even a single DDOP provides security exceeding NIST’s
level V, with search complexity growing to levels that make a
brute-force attack virtually impossible.

Table 1 • The complexity of an ℓ-bit dynamic displacement op-
erator pad and its equivalent Shannon entropy. The equivalent
Shannon entropy is tabulated for two δj cases:N = 1 (single value)
and N = 3 (three values)
ℓ O(2ℓ!) Entropy (bits): Entropy (bits):

N = 1 N = 3

5 2.63× 10
35 117 351

6 1.28× 10
89 295 885

7 3.85× 10
215 716 2,148

8 8.57× 10
506 1,684 5,052

To further enhance QEPS-dd encryption, we could adjust the
phase-shift operators φ̂(ϕj), where ϕj = (j − 1) 2πn + δj, with
δj ∈ {∆1, . . . ,∆N :∈ (0, 2π

n )}. This modification increases the
complexity from O(2ℓ!) to O((2ℓ!)N) and the equivalent entropy
from log

2
(2ℓ!) to N log

2
(2ℓ!). Table 1 also shows the equivalent
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entropy for N = 3. If δj can take one from a set of three values
{∆1,∆2,∆3} for a given ϕj, the entropy for ℓ = 5 would provide
higher security than NIST level V, with 351 bits of entropy.

Moreover, completely concealing the values of ϕj so that they are
known only to trusted communication peers would significantly
increase the difficulty for attackers, as they would no longer be
selecting a value for δj from a predefined set of N options, but
instead would be forced to guess its exact value.

2.6. Distinction between QEPS-dd, QEPS-p, and
QEPS-d

In this subsection, we outline the key distinctions between the
DDO and two variations of QEPS, namely QEPS-p and QEPS-
d. While all three approaches operate within the framework of
phase-space encryption, their methodologies and security mech-
anisms differ significantly.

QEPS-p employs the random phase-shift operator to per-
form QEPS. By introducing random phase shifts to the coherent
states, QEPS-p introduces a controlled random variation in the
states’ phase, making the communication basis random and dif-
ficult for eavesdroppers to extract information without knowing
how to convert the random communication basis to the standard
basis. This approach ensures that even if an adversary attempts
to measure the quantum state, they would encounter a close 50%
BER, so no digital data can be extracted.

QEPS-d employs the random displacement operator in phase
space to encode quantum information. The displacement operator
acts on the coherent state by shifting it in phase space, thus
modifying both its amplitude and its phase, and randomizing
the communication basis. Without knowing the shared secret, an
adversary cannot convert the randomized basis back to the regular
communication basis, and anymeasurementswould lead to aBER
close to 50%, making it impossible to extract digital data.

QEPS-dd integrates both phase-shift and displacement operators
into DDOs, demonstrating the dynamic effects on resultant co-
herent states after operating on different coherent states, which
provides better security. QEPS DDO refers to the QEPS-dd pad by
applying QPP to further enhance encryption security. In this case,
a fixed set of displacement operators and a fixed set of phase-shift
operators can be publicly selected, but a DDOP will be randomly
chosen through a shared secret, leveraging the extremely high
Shannon entropy in QPP. Based on this, QEPS DDO would be
much easier to standardize the QEPS.

3. Conclusions
In this article, we have proposed a novel quantum encryp-
tion scheme in phase space, which introduces DDOs com-
bined with the QPP to address the security challenges faced
by conventional phase-shift and displacement operators. The
DDO-based approach enhances encryption by utilizing dynamic,
no-commutative transformations, significantly bolstering the
system’s resilience against attacks that may compromise static or
predictable configurations.

The addition of the QPP further strengthens security by incor-
porating nonlinear and unpredictable encryption processes. By
dynamically permuting the DDO base set, QPP maximizes cipher

constellation points and fortifies the encryption of QEPS-dd, en-
suring that the system is highly resistant to digital interception.
This level of complexity provides a robust defense, particularly
against attacks that exploit vulnerabilities in traditional optical
communications systems, where communication data can be ex-
tracted from the fibers. QEPS-dd encryption thwarts such attacks
unless the shared secret is compromised.

While the theoretical foundation of this scheme has been estab-
lished, the next phase will involve experimental implementation.
Leveraging prior experimental reports on QEPS-p and QEPS-d
encryption, we plan to collaborate with McGill University to con-
duct further research and test the practical aspects of the pro-
posal. This future work will focus on evaluating the performance,
security, and practical deployment of the system in real-world
quantum communication networks.

In conclusion, this proposal sets forth a promising direction for
quantum encryption, integrating dynamic displacement and per-
mutation techniques to elevate the security framework of quan-
tum cryptographic systems. We expect that this approach will not
only contribute to advancements in quantum cryptography but
also facilitate the development of more secure and scalable quan-
tum communication protocols over the exisiting infrastructure.
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