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Abstract—Quantum Computing is a field that is gaining recog-
nition at a rapid rate around the world. This review shall address
the unique elements of quantum computing with respect to
classical computing, the current situation of quantum computing
(i.e. Noisy Intermediate Scale Quantum or NISQ era computers)
and the potential of such technology for the future. The review
further seeks to discuss the problems that need to be overcome
to attain quantum computing feasibility and the use of hybrid
computing as an alternative that can derive from the benefits of
the quantum world.

Index Terms—Quantum communication, Quantum mechanics,
Quantum system

I. INTRODUCTION

Quantum computing is a process that leverages the laws
of quantum physics to scale up classical computing processes
to achieve exponentially larger computational ability. While
the idea of quantum computing was fathered in the 1980s by
physicist Richard Feynman [1], this method of computing has
recently been gaining popularity among the masses. As such,
this review seeks to depict and represent the progress made in
the field and the potential of quantum computing, including
its applications in cryptography, materials and pharmaceutical
research, finance and Artificial Intelligence (AI), as well as
giving a glimpse into the potential of quantum computing in
the future.

A. Quantum and Classical Computing

To understand quantum computers, it is essential to under-
stand classical computing and the difference between these
methods of computing. Classical computers are those that are
used on an everyday basis, such as laptops, phones, TVs, or
even calculators. All these devices make use of ‘bits’ that
represent two states ‘on’ and ‘off’ or ‘1’ and ‘0’. Actions
can be performed on the ‘states’ of single or multiple bits
to return a different result that provides relevant information.
These operations are known as logic gates.

To understand quantum computing, one must understand
the phenomena leveraged by this computational model. This
model was first proposed by Richard Feynman in 1981. Quan-
tum Computing uses physical phenomena. It works on the
principle that any quantum bit (or qubit), which can essentially
be in the states 0 and 1 at the same time in varying proportions.
The 0 and 1 in terms of a qubit can refer to any quantum
properties of any particle such as the spin states of an electron
(up and down) or the polarization states of a photon (H and

V) [2]. This superposition state allows quantum computers
to make use of other quantum phenomena such as quantum
entanglement. Entanglement refers to the property of quantum
objects in superposition to be somehow mathematically related
to each other, where the state of one quantum particle informs
about the states of all other particles. Therefore, when an
operation is performed on one quantum particle in a group
of entangled particles, the operation is effectively performed
on all entangled particles. This phenomenon largely reduces
processing time for non-deterministic algorithms, bringing
often extremely lengthy calculations down to processes that
take mere seconds. Note that this is not the case for every
algorithm and that a quantum computer is largely impractical
for deterministic algorithms such as a simple sum and that
a classical computer would fare better in this scenario. A
quantum computer’s power lies in its ability to run multiple
computations simultaneously allowing quantum computers to
quickly process much larger data that would generally take
much longer for classical computers. Although this may seem
groundbreaking, the extent of experimental physics falls be-
hind that of theoretical physics.

B. The Current State of Quantum Computing (NISQ)

While the field of quantum computing is brimming with po-
tential, the technology existent today is subpar and infeasible
as it is highly constrained by numerous limitations.

With the materialization and public availability of quantum
processors, we can measure the extent to which they can
currently operate. Although at present the functions of quan-
tum computers are limited, they far surpass what we could
have even imagined a few decades ago. At present, quantum
computers can handle huge amounts of data. As a result of
this, they are capable of conducting virtual experiments while
considering innumerable random external factors, something
that would not be viable on conventional computers. The
sheer amount of data that quantum computers can hold also
allows them to perform absurd calculations [3]. To put this
into perspective, it is easy to model a hydrogen atom by hand,
however, when dealing with atoms with over 70 electrons
entangled with each other, to write down every conceivable
result would take trillions of years. However, this function
could take quantum computers mere seconds. It is possible for
them to hold such vast amounts of data because of the ability
of quantum bits to exist in multiple states simultaneously as
compared to standard computers that use bits to exist in single
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states (either 1 or 0) [4]. For example, Google’s supercomputer
uses a 53-qubit processor which can store more than 10
quadrillion combinations to perform infeasible calculations in
a reasonable amount of time. To put this into perspective, in
2019, Google’s supercomputer performed a calculation based
on a simulation in about 200 seconds which would take the
world’s fastest supercomputer about 10,000 years to do.

The current quantum hardware processors are NISQ (noisy
intermediate scale quantum ) devices. NISQ devices are first
functional quantum computer prototypes, however, they are
not yet capable of performing at a sufficient degree of ef-
ficiency [5]. They can be helpful for the development of
future quantum computer prototypes and hold a lot of potential
for the field of computing. By analysing and examining the
behaviour of these devices, we can create bigger, operational
quantum computers in the future.

Although at present, quantum computing is in a preliminary
state, it is being researched around the world, as it has the
potential to revolutionize computing.

II. POTENTIAL UTILITIES AND BENEFICIARIES OF
QUANTUM COMPUTING

A. Quantum Encryption (Quantum Key Distribution)

Quantum Key Distribution (or QKD), proposed by Charles
H. Bennett Gilles Brassard in 1984 [6] through an algorithm
we now know as ‘BB84’, works on three essential principles:
the observer effect, the no-cloning theorem and quantum
entanglement.

The observer effect refers to the fact that merely observing
the state of a quantum particle in superposition causes it
to collapse into one of its eigenstates thereby constituting
interference.

The no-cloning theorem states that it is impossible to ‘copy’
an entangled qubit into an unentangled qubit.

Quantum entanglement as discussed above refers to the na-
ture of a system of particles in superposition to all undergo an
operation when any one of them does. Although entanglement
was not included in the original proposal of BB84, it has come
to become integral to quantum cryptography.

Quantum cryptography works on the transmission of pho-
tons through fibre optic cables and varying quantum bases in
the form of photon polarization to create a theoretically ‘un-
hackable’ system of encryption.

To understand what this means, let us look at the conven-
tional example of Alice, Bob, and Eve [7], where Alice is
sending a message to Bob. First let us analyse this process
on a single qubit scale, without considering entanglement.
When Alice sends a bit to Bob, she uses one of two means
of polarization (bases) of her photon: rectilinear (0 and 90
degrees) and diagonal (45 and 135 degrees). At Bob’s end, he
will choose one of the two bases to measure the photon in.
Bob and Alice then compare the basis they used. If Bob and
Alice used a different basis, Bob discards the bit.

Now, if Eve, an eavesdropper, uses a different basis from
the one Alice and Bob used, it would cause interference,
collapsing the photon to its states measuring either 0 or 1,
making it possible that Bob detects a different value from that

sent by Alice, signalling the presence of an eavesdropper. Now,
in reality, the data transferred is likely going to be more than
a single bit, increasing the likelihood that an eavesdropper
uses the wrong basis (as the eavesdropper would not have
access to the information about the correct bases) and results
in Bob receiving a photon encoding a different qubit than that
sent by Alice. Furthermore, the effect of entanglement causes
even more photons in the system to measure differently for
Bob, as the same interference effect will affect all entangled
photons. This makes it almost certain that the presence of an
eavesdropper or man in the middle would be detected when
using QKD algorithms.

Classical algorithms on the other hand would need other
perhaps more complicated ways of detecting man-in-the-
middle attacks, and yet it is not certain that a man-in-the-
middle would always be detected as eavesdroppers relay
information as a bitwise process. Due to the absence of
entanglement and interference in classical mechanics, there
is no indicator that the bit has been read by an eavesdropper.
Whereas, due to interference and entanglement that are lever-
aged in QKD, it is almost certain that a man-in-the-middle
attack is detected by a Quantum Computer.

While theoretically un-hackable, QKD faces physical limita-
tions due to the fact that interference can be caused by any in-
teractions with the particle in superposition, even during inter-
particular collisions. This makes it quite difficult to transmit
qubits over long distances through fibre optic cables as the
cables themselves play a part in condensing the superposed
qubits.

B. Medicine and Material Simulation

Quantum computing and simulation technology are becom-
ing more commonly used and tested within the field of life
sciences. Many models such as those of quantum chemistry
and superconducting materials cannot be solved with sufficient
accuracy on classical computers. Quantum computers play a
key role in simulating such quantum systems as well as numer-
ically simulating mathematical models of physical systems.
Quantum computing has already aided the development of the
healthcare system. For example in radiotherapy, to optimize
the best results in radiation determination, multiple simulations
must be performed until the optimal level is reached [8]. With
the aid of quantum computers, each simulation can be closely
monitored and evaluated in terms of its potential and can
be operated as a much broader prospect. In the future, the
prospects of quantum computing in this field will be very
versatile. For instance, in terms of medicines for diseases,
currently, some companies have developed software that can
compare hundreds of millions of molecules on classical com-
puters [9]. However, this is limited by the size of the molecules
that can be computed. With the emergence of quantum com-
puters, it will be possible to more easily compare larger
molecules, which is important in the pharmaceutical industry
for developing new drugs. Additionally, quantum computers
can save significant cost and time in bringing a drug to market.
The advent of quantum computers can also facilitate the
creation of more personalized therapies by linking genomes
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of particular individuals of desired outcomes [10]. Clinical
trials could also be optimized to improve safety by increasing
causality analyses for side effects. A future possibility of a
quantum MRI machine could produce highly accurate images
that can visualize individual molecules. Artificial intelligence
and quantum computing can be used to analyze these images,
which would result in improved image quality and increased
precision in identifying abnormalities, which could be better
than human interpretation [11].

Thus, in the long run quantum computing can help health-
care providers improve diagnosis and reduce the need for
repeated invasive testing. It can also be used to continuously
monitor and assess an individual’s health. This technology
can not only benefit patients but also healthcare providers and
health plans by reducing treatment costs through early diag-
nosis. It can also support more detailed diagnostic procedures
to make data-driven decisions for individuals and healthcare
providers.

C. Artificial Intelligence

Currently, while some research is being done to integrate
quantum computing and AI, there does not exist an implemen-
tation that is more efficient than conventional means. However,
through ‘parallelism’, the nature of quantum computers to
simulate/process multiple outcomes simultaneously due to the
power of entanglement that causes operations on one qubit
to reflect in other qubits too (thus reducing the computation
required for situations wherein a user desires for the same
operation to occur on multiple bits), the training of AI can
possibly be sped up. Experts believe that the quantum search
algorithm [12] hints at the beginning of Quantum AI Devel-
opment, but they have had little success in bridging quantum
computing and AI.

The quantum search algorithm or Grover’s algorithm [12]
aims to identify a unique input to a black box function (or one
wherein the function and its mechanics are unknown) that pro-
duces a particular output (cite Grover’s algorithm). Grover’s
algorithm has a time complexity of O(

√
n) while classical

algorithms have a time complexity of O(n). This means that,
on average, Grover’s algorithm needs a square root of the
number of computations required by a classical approach to
do the same task. This is but a rudimentary representation
of the potential of quantum computing in applications in the
field of AI. Algorithms including a Quantum adaptation of the
Convolutional Neural Network [13] have been designed, but
no modern computer possesses the ability to run such intensive
algorithms.

However, instead of looking at quantum computing as a
tool to scale the impacts of artificial intelligence, artificial in-
telligence can also support quantum computing, too, especially
when it comes to the optimization of quantum circuits to utilize
minimum resources and thus maximise feasibility.

D. Finance

Considering the potency of quantum computers with num-
bers, it is a given that they can play a great role in the field of
finance. In fact, it is a major breakthrough that can decrease

risk and increase profits by analyzing market conditions more
quickly and with greater precision.

For stock traders, an advanced algorithm could provide
successful strategies in High Frequency Trading which al-
lows a large number of transactions to take place in split
seconds. This can significantly increase transaction speed
and reduce processing costs, resulting in many advantages
such as optimization in portfolio management for assets with
interdependencies [14].

Moreover, it replaces the task of hiring skilled mathemati-
cians to perform such calculations and create algorithms on
inefficient traditional computers.

Additionally, with such large amounts of data, the learn-
ing rate of artificial neural networks can be exponentially
increased, allowing us to recognize previously undetectable
and inconceivable patterns of the market.

Another potential benefit would be that the downtime on
infrastructure using quantum computing would be negligible,
this would result in savings in terms of time, money, resources
and would fasten the progression of the market and firms.

Lastly, it can play an unimaginable role in synthetic data
generation, which could allow for the testing of several mod-
els, without the need for collecting real world data.

III. ISSUES SURROUNDING MODERN QUANTUM
COMPUTING

A. Decoherence

Due to the fact that quantum computers are never com-
pletely isolated from their surroundings, qubits tend to interact
with the environment and are subject to environmental en-
tanglements that can affect the qubit’s future measurements.
This means that decoherence is a natural process that will
always occur, resulting in noisy and unreliable results. Finding
a way to nullify or account for the effects of decoherence
would facilitate increased reliance on the results of processes
on quantum computers such as quantum simulations. This is
one of the areas of study gaining a lot of academic attention
recently. One popular method to account for decoherence is
quantum error correction [15], which relies on the use of error
correction codes that encode redundancies into the quantum
computing processes. This essentially involves the leveraging
of entanglement throughout the system in such a way that
errors introduced into the system can be located and appro-
priately accounted for. However, the effects of decoherence
will be felt at a greater scale with the increasing of qubits
in a quantum computer as increased qubits mean increased
susceptibilities to decoherence. Thus, it is a crucial challenge
to overcome to allow for the growth of quantum computing.

B. Crosstalk

Crosstalk refers to the phenomenon where one qubit un-
desirably influences another qubit. This could be due to un-
intentional coupling between qubits, pulse spillover (wherein
operations performed on a target qubit have an unintended
effect on an independent non-target qubit), or shared envi-
ronments. This phenomenon is a major source of noise in
Noisy Intermediate Scale Quantum (NISQ, the current era of
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quantum computing) computers [16]. Crosstalk also causes
operations conducted in parallel to corrupt each other. This
is a major problem in high qubit quantum computers [17] and
can lead to errors spilling from one qubit onto others due to
the fact that errors on different qubits can become correlated
to each other due to crosstalk. This negatively affects error
correction and makes such computers unreliable. Thus, miti-
gating or minimizing crosstalk would starkly improve quantum
computer performance.

C. Temperature

For superconducting materials used in cutting-edge su-
percomputers, temperature regulation is a crucial need. At
extremely low temperatures, superconductors are substances
that show zero electrical resistance. The superconducting ma-
terials must be cooled using liquid helium or other cryogenic
cooling systems to extremely low temperatures in order to
maintain these superconducting capabilities. The material’s
superconducting properties improve with decreasing temper-
ature, enabling quicker and more effective processing of data
[18].

Advanced supercomputers also demand superconductivity
in addition to temperature regulation. In comparison to ordi-
nary electronic components, superconducting materials flow
electrical current with no resistance, resulting in much lower
power consumption and heat dissipation. For usage in comput-
ing systems that demand great processing power and energy
efficiency, this makes superconducting materials appealing.
Superconducting materials, however, may be challenging to
create and are typically fragile, making it difficult to use them
in real-world computing systems [19].

By enabling quicker and more effective processing, the
use of superconducting materials is a crucial requirement to
mitigate the error in quantum computers. However, the day
that room temperature superconductors are achieved does not
seem very far. In 2019, it was proved theoretically in India, that
superconductors could exist at temperatures up to 70 degrees
Celsius [20]. Additionally, in 2023 itself, a material LK-99 has
shown promising results with near zero electrical resistance
at 30 degrees Celsius [21]. This suggests a rapid growth in
research and development of superconductors, suggesting the
possibility of a room-temperature superconductor in the near
future.

D. Drift

Drift is a time dependency which is non-trivial in the output
probability of a circuit at a quantum level. To put it simply,
when dealing with large amounts of data, which would be
the case in the future, there would be an accumulation of
errors which deviate from the ideal behaviour of the quantum
circuit. These deviations, when stacked upon each other are
known as drift. This could be caused due to interactions with
the surroundings, unwanted interferences, decoherence, etc.
and could result in inaccuracies in quantum circuits dealing
with large amounts of data along with a significant waste
of experimental effort [22], thus making it a very important
issue to overcome, in order to achieve large scale quantum

computing, performing tasks with big data and maintaining
the accuracy of results produced by quantum computers [23].

IV. HYBRID COMPUTING

Given the current limitations of quantum computing, inno-
vative hybrid methods of computing may provide a more real-
istic alternative today. Hybrid computing or hybrid quantum-
classical computing refers to algorithms that are made up
of elements of quantum computing and elements of classical
computing. Such algorithms include limited use of quantum
computation at critical points when necessary so as to reduce
the number of qubits needed. For example, Junhua Liu, Kwan
Hui Lim, Kristin L. Wood, Wei Huang, Chu Guo & He-Liang
Huang, in their paper, Hybrid quantum-classical convolutional
neural networks [24], propose QCCNN (Quantum-Classical
Convolutional Neural Network), that is the quantum version
of the popular CNN (Convolutional Neural Network) based on
classical algorithms. It further builds on an entirely quantum
approach that would require as many qubits as the size of the
input to the CNN, which can be impossibly large for current
quantum machines to handle. This hybrid approach, however,
uses a custom-designed parametric quantum circuit [24] on
classically prepared feature maps (elements of a CNN that
are essentially a function of CNN filters along the data) in
the convolutional layer. Thus, the number of Qubits required
depends solely on the window-size for the feature maps. Such
synergistic uses of quantum and classical approaches would
allow productive and effective use of current technology, even
with its limitations.

V. CONCLUSIONS

Thus, traditional computers and quantum computers are
technological advancements that are revolutionary in their
respective temporal settings. Classical computing manipulates
bits through logic gates, while quantum computing, uses
qubits that can exist in several states simultaneously. Applying
quantum computing could revolutionise industries including
AI, banking, health, and cryptography, by allowing the use
of big data and large scale simulations. However, issues
like crosstalk, decoherence and temperature restrictions for
superconductors must be overcome in order to advance to such
a level. As such, it is imperative for increased research to be
conducted and awareness to be generated with regard to the
development and potential of quantum computing as a field.
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