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Abstract
We present the design and implementation of a state-of-polarization (SOP) management
technique and two efficient synchronizing methods for quantum key distribution (QKD)
systems. This is achieved following a wavelength-division multiplexing approach, where the
classical synchronization signal and the quantum states are propagated in the same optical fiber.
The employed frame synchronization method is based on the monitoring of the quantum bit
error ratio (QBER) of the quantum channel, thus avoiding additional hardware and high
computational resources. We evaluate the operation of SOP generation method through the
assessment of the individual response of the waveplates that comprise the employed electronic
polarization controller. Finally, the performance was assessed by computing the overall QBER
and the QBER contributions of each of the four polarization states associated with the different
qubits. The measurements, obtained during six hours, show a slight variation of the QBER
values associated with the individual contributions, reaching an overall QBER of 0.75%. This
demonstrates the capability of the presented methods to operate, stably, with very low QBER
values, making its application in practical QKD systems reliable.

Keywords: polarization-encoding, quantum key distribution, synchronization,
quantum bit error rate

1. Introduction

Quantum key distribution (QKD) presents a promising solu-
tion towards unprecedented high-level security data transfer,
being based on the laws of quantum mechanics, which allow
to detect an eavesdropper in the case of its presence [1]. The
most used degrees of freedom to encode data in QKD systems
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are the polarization or phase of single photons. Polarization-
encoding presents some advantages over phase-encoding as
for example in terms of the complexity of the practical imple-
mentation, and its potential use for free-space applications
[2]. However, when considering the required set of states-
of-polarization (SOP), four in the case of the original BB84
protocol [3], its generation needs to be precise but simple. In
this context, a start-up calibrationmechanism aremandatory to
ensure the correct generation of the SOPs and the consequent
efficient and secure operation of QKD systems.

Several degrees of freedom of single photons, e.g. phase
coding [4], frequency coding [5], polarization [6], time-bin
[7], and hybrid time-bin and polarization [8], have already
been proposed. Nevertheless, polarization based QKD has
shown promising results regarding the reach [9], versatility
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[10], key-rates [6], and error-rates [11], showing the import-
ance of the development of polarization-encoding QKD sys-
tems and subsystems. Polarization-encoding has also shown
to be a very promising solution for free-space QKD, cru-
cial for satellite-based QKD [12], as well as for the imple-
mentation of other beyond QKD protocols [13]. One import-
ant part of polarization-encoding QKD systems is the SOP
generation mechanism itself. This subsystem influences the
error-rates and, therefore, the reachable distance and secret
key rates [14]. Several state of polarization (SOP) genera-
tionmethods have been proposed, for example, using balanced
Mach–Zehnder interferometers [15, 16], or fiber-based Sagnac
loops [17], among others. However, even though the Mach-
Zehnder scheme is simple to implement, it is highly unstable
because of its sensitivity to environmental perturbations [18].
On the other hand, fiber-based Sagnac interferometers can
generate highly stable SOPs, however, they present a complex
experimental implementation [18]. Taking this into account,
it is important to develop simple SOP generation methods
that overcome these issues, for example using electro-optic
polarization controllers (PCs) [19]. Similarly to other com-
munication systems, QKD requires reliable and efficient syn-
chronization mechanisms. In this regard, several frame syn-
chronization methods have also been proposed, for example,
using intensity modulation [21], using quantum bit error rate
(QBER) monitoring [22], or based on correlation monitor-
ing techniques [23]. One considerable drawback of several of
these methods, is their requirement of additional hardware,
which implies further costs, or the high computational com-
plexity associated to them. It is also worth mentioning that

for frame synchronization methods, it is indispensable to have
the ability of operating under the utmost severe QKD con-
ditions, namely, that a highly attenuated signal arrives at the
receiver. Therefore, efficient methods are needed, that achieve
synchronization in a timely manner, even considering the low
number of photons that reach the receiver.

In this work, we expand the analysis of our recently pro-
posed SOP generation method [24], towards the implement-
ation of polarization-encoding QKD physical layers. This
implementation comprises the automatic polarization cal-
ibration at the transmitter, a classical optical signal for the
symbol synchronization, and a frame synchronization mech-
anism deployed at the receiver. With this polarization gen-
eration method a simple implementation is achieved over-
coming, e.g. the need for highly synchronized pulses at the
transmitter as required by balanced Mach–Zehnder interfer-
ometers, or the complexity of fiber-based Sagnac loops [18].
The properties of the polarization-encoding method are val-
idated by integrating it in a real-time QKD system, with a
newly proposed and implemented QBER-assisted frame syn-
chronization mechanism [25]. This method allows to syn-
chronize the frames in roughly 104 clock cycles, neverthe-
less, the number of clock cycles can be optimized accord-
ing to the system requirements. Its flexibility regarding the
used header presents an advantage when compared with the
method proposed in [11]. To further analyse the accuracy of
the implemented SOP generation mechanism, the contribu-
tions of each generated polarization state to the QBER are
estimated. The system achieved an overall QBER of 0.75%,

R(θ,δ) =

 cos2 (2θ)+ sin2 (2θ)cos(δ) (1− cos(δ))sin(2θ)cos(2θ) −sin(2θ)sin(δ)
(1− cos(δ))sin(2θ)cos(2θ) sin2 (2θ)+ cos2 (2θ)cos(δ) cos(2θ)sin(δ)

sin(2θ)sin(δ) −cos(2θ)sin(δ) cos(δ)

 . (1)

This paper is organized into six sections. In section 2, some
formalism and theoretical concepts supporting the understand-
ing of the polarization control methods discussed in this work
are described. A comprehensive analysis of the polarization
state generation algorithm, followed by a detailed description
of the setup used for the experimental validation, including
the transmitter, receiver, and synchronization mechanisms, is
given In section 3. Section 4 presents the results obtained with
the system described in section 3, including, in a first stage, the
performance analysis of the state generation algorithm, and, in
a second stage, the performance of the entire system by ana-
lyzing the overall QBER, as well as the individual contribution
of the quantum states used in the implementation of the BB84
protocol. These results are then discussed in section 5. Finally,
in section 6, a brief conclusion of the system and its results is
presented.

2. Formalisms for polarization control

Polarization control can be achieved with several methods, but
the main idea behind all of them is to induce a phase dif-
ference between the two transverse components of a polar-
ized light beam. This phase difference can be achieved, for
example, with crystals that delay one of the components of the
light more than the other component by a certain amount. This
delay is due to different refractive indexes for the two trans-
verse components. The amount of delay between the trans-
verse components depends on the thickness of the crystal [26].
These crystals can be rotated, in order to change the orient-
ation of the fast and slow axis [27]. This way, many polar-
ization control devices are based on mechanically rotating
waveplates to induce controlled polarization variations [28].
However, these methods are usually slow, and are very sus-
ceptible to environmental perturbations. There are more recent
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methods, as for example, using thin-film lithium niobate [29],
or using spherical phase-induced multicore waveguides [30],
which represent fast and stable methods.

The polarization transformations caused by the methods
mentioned above, that is, transformations caused by phase
retarders, can be mathematically described by the following
Jones matrix [31]:

U(θ,δ) =

[
eiδ cos2 (θ)+ sin2 (θ)

(
eiδ − 1

)
sin(θ)cos(θ)(

eiδ − 1
)
sin(θ)cos(θ) eiδ sin2 (θ)+ cos2 (θ)

]
,

(2)

where θ is the orientation of fast axis angle of the retarder, and
δ stands for the phase retardation. Polarization transformations
can also be represented in the Stokes space by a 4× 4 mat-
rix. In the particular case when the transformations are unitary,
i.e. when the total intensity of light, corresponding to the first
Stokes parameter, is constant, the Muller matrix can be repres-
ented by a 3 × 3 matrix. This way, the linear retarder can be
described, in the Stokes space, by the Muller matrix presented
in (1) [31].

The product of this matrix with a given SOP results in a
3 × 1 Stokes vector, which was rotated around a vector that
points to the equator of the Poincaré sphere. The direction of
this vector is defined by the angle θ, and the degree of rotation
is defined by δ. By using the Stokes parameters as coordinates
of the Poincaré sphere, the polarization states and transforma-
tions can easily be visualized in a 3D space.

Electronic polarization controllers (EPC) are a practical
way to induce polarization changes in an optical beam by
means of a set of electrical voltages. In this work, and without
loss of generality, we consider a piezoelectric EPC (model:
General Photonics—Polarite III), which consists of a concat-
enation of four linear retarders. The first and third retarders
have a fast axis oriented at 45 degrees in relation to the second
and fourth retarders, and an adjustable phase retardation that
enables a rotation of the SOP from 0 to 2π in the direction
defined by the fast axis orientation, see figure 1. By replacing
the fast axis value, θ in (1), by 0 degrees, the Muller matrix of
the first and third retarders of such EPC can be written as [31]:

R(0◦, δ) =

1 0 0
0 cosδ −sinδ
0 sinδ cosδ

 . (3)

Similarly, by replacing the fast axis angle, θ, in (1), by 45
degrees, the Muller matrix of the second and fourth retarders
can be written as [31]:

R(45◦, δ) =

 cosδ 0 sinδ
0 1 0

−sinδ 0 cosδ

 . (4)

The phase retardation of the waveplates of this EPC is
adjustable, and can be controlled by applying a certain voltage
to the waveplates. The relation between the phase retardation,

Figure 1. Schematic representation of the piezoelectric EPC, that
comprises the concatenation of four retarders, such that the second
and fourth are oriented at 45 degrees in relation to the first and third
retarders.

δ, and the applied voltage, V, can be represented by the fol-
lowing equation:

V=
δVπ

π
, (5)

where Vπ is the half-wave voltage, i.e. the voltage needed to
induce a change of 180 degrees between the phase of the ortho-
gonal components of the polarized light.

Using the concatenation of retarders mentioned above, it is
possible to obtain any polarization state, with an arbitrary input
polarization, see figure 2. Figure 2 shows a numerical simula-
tion of the SOPs obtained at the output of the EPC, represented
in figure 1, when the phase retardation (voltage), results from
a set of random values uniformly distributed between 0 and
δmax =

π
10 ,

π
5 , π, or 2π. The input polarization, sin, was set to

s= 1√
3
[1,1,1]T, representing an elliptical SOP. One observes

that the smaller the phase retardation interval is, the smaller
the covered area of SOPs that one can achieve at the output.
With a retardation of, for example, 2Vπ , all polarization states
can be obtained. This EPC’s property, is taken into account in
the polarization state generation algorithm in order to gener-
ate the SOPs required by the quantum protocol in the QKD
system.

3. Polarization generation method integration

3.1. The polarization state generation algorithm

The SOP generation algorithm consists of two branches
with different polarization dependent components, in order to
assess the input SOP from power measurements. The setup
used to support this method is shown with detail in figure 3.
This setup is divided into twomain branches, the linear branch,
associated to the linear polarization basis, which is used to
determine the voltages for the linear states (horizontal and
vertical), and the circular branch, associated with the circu-
lar polarization basis, which is used to determine the voltages
to generate the circular states (right-circular and left-circular).
The linear branch comprises a LP (Linear Polarizer) before
a PIN photodiode (PIN), while the second also has a quarter
waveplate (QWP) at a 45◦ angle placed before a LP in order
to rotate circular states to linear states. The function of these
two branches is to enable the detection of linear or circular
states at the entrance of the branches. The manual PCs, PC1
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Figure 2. Simulation of the resulting output SOPs, sout, when considering an sin = 1√
3
[1,1,1]T, and with a retardation angle randomly

obtained from an uniform distribution between 0 and: (a) π
10 , (b)

π
5 , (c) π, and (d) 2π.

Figure 3. Schematic representation of the SOP generation setup. The inset shows the rotations of the SOP around the Poincaré sphere in
order to determine the voltages to generate the four polarization states (horizontal, vertical, right-circular, and left-circular).

Figure 4. Fluxogram of the algorithm used by the proposed SOP generation method to determine the voltages needed to generate the H, V,
R and L polarization states.

and PC2, are used to ensure that the SOP at the entrance of the
two branches is equal. This is achieved by adjusting the wave-
plates of PC1 until the optical power reaching PIN1 is maxim-
ized, and after, adjusting the waveplates of PC2, without the
QWP inserted, until the optical power reaching PIN2 is also
maximized.

The first step of the algorithm is to rotate the SOP until it
is located on the maximum perimeter circle of the Poincaré
sphere, as shown by the dark blue line in figure 3. This max-
imum perimeter circle is strategically chosen, given that from
here, using only one waveplate, it is possible to generate all
four SOP [24].

To determine the maximum perimeter circle, the optical
power that reaches PIN1 is monitored while the voltages on
the waveplates of the EPC are changed. First the SOP is rotated
around the S2 axis using the second or fourth waveplate, see
figure 4. The optical power at PIN1 should vary according

to a sinus-shaped curve while the mentioned rotation is per-
formed. The amplitude of the sinus-shaped curve, referred to
as ∆V, which depends on the position of the SOP, is calcu-
lated and registered. After, using the first or third waveplate,
one step around the S1 axis is made. Then, again a complete
turn around the S2 axis is performed and the∆V is calculated
and registered. This process goes on until the maximum ∆V
is found, which corresponds to the amplitude of the optical
power registered by PIN1 when a rotation around the max-
imum perimeter circle is performed. After the maximum circle
is found we can perform another rotation around that axis with
a smaller step, increasing the precision. While doing this rota-
tion, not only the optical power reaching PIN1 should be mon-
itored but also the one reaching PIN2. The voltage applied on
the EPC for which the optical power at PIN1 is maximum and
minimum corresponds to the voltage that needs to be applied to
generate the horizontal and vertical SOPs, respectively. In the
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Figure 5. Schematic representation of the polarization-encoding QKD system. PC1, 2, and 3 - polarization controller; MZM1, and 2 -
Mach–Zehnder modulator; OF1, and 2 - optical filter; LP—linear polarizer; EPC1, and 2 - electronic polarization controller (model: General
Photonics—Polarite III); BS—beam splitter; VOA—variable optical attenuator; WDM—wavelength-division multiplexer;
PBS—polarization beam splitter; SPD1, and 2 - single photon detector (model: ID Quantique—id210); PIN—P-I-N photodiode.

sameway, the voltage applied on the EPC for which the optical
power at PIN2 is maximum and minimum corresponds to the
voltage that needs to be applied to generate the right-circular
and left-circular SOPs, respectively. With this SOP generation
algorithm, the four polarization states can be originated dis-
regarding the SOP at the entrance of the EPC. Considering
that this algorithm is designed to be implemented at the trans-
mitter of polarization-encoded QKD systems, it only needs
to determine the set of voltages for each state once, so the
impact on the systems performance can be considered lim-
ited. Nevertheless, if the algorithm had to be applied during the
secret key generation, the secret key rate would be affected as
the transmission would have to be paused. The use of electron-
ically driven waveplates allows us to exploit advantages such
as, e.g. the plug and play versatility, low insertion loss, small
size, and wavelength insensitivity, presenting some advant-
ages over other more complex and potentiality unstable imple-
mentations, e.g. the ones employing interferometers [18].

3.2. Algorithm Integration into the QKD system

The practical QKD system used consists of a transmitter,
where the state preparation takes place, the quantum chan-
nel, which in this case consists of an optical fiber, and a
receiver, where the basis alignment and selection takes place.
At the receiver, the quality of transmission is estimated and the
assessment if an eavesdropper was present or not by comput-
ing the QBER is performed.

To validate the proposed algorithms and techniques (SOP
generation, and synchronization), we used a polarization-
encoded QKD setup schematically represented in figure 5. At
the transmitter, two signals are generated, a classical reference
signal for synchronization purposes and a quantum signal for
the polarization state carrying, see figure 5. The SOPs, for the
quantum state carrying, are generated using an algorithm, this
way enabling an automatized state preparation at the trans-
mitter. At the receiver, the polarization of the carrier signal is
measured, and the reference signal is used as a trigger for the
single photon detectors (SPD) (model: ID Quantuique ID210
with 25%detection efficiency and∼10−5ns−1 dark count rate)
to achieve symbol synchronization.

3.2.1. Transmitter. As mentioned above, the transmitter pre-
pares two signals, see figure 5. These two signals need to
be prepared with enough spectral distance in order to pre-
vent cross-talk. Therefore, the reference signal, is prepared
with a wavelength of 1510.00 nm, and the quantum signal
with a wavelength of 1547.72 nm. After, the reference sig-
nal is modulated by the Mach-Zehnder Modulator 2 (MZM),
which imposes a pulse width of 200 ns and a frequency of
500Hz. The quantum signal is modulated by the MZM1 to
have a frequency of 500Hz, however, with a pulse width of
1 ns. It is worth mentioning that this low repetition rate of
500Hz is a limitation imposed by the maximum operation fre-
quency of the EPC used in this setup. After the modulation, the
quantum signal passes through an OF (Optical Filter) to elim-
inate intensity noise. A fixed LP is placed to ensure that the
polarization at the entrance of the EPC is well defined. The
voltages to be applied on the piezoelectric EPC for each of
the four SOPs are determined using the SOP alignment setup,
placed at one of the outputs of the beam splitter (BS). The
other output of the BS is connected to a variable optical atten-
uator (VOA) which attenuates the carrier signal to a quantum
level before it is combined with the reference signal by WDM
technology and passed on to the quantum channel.

The EPC being used comprises four waveplates, the first
and the third waveplates have a fixed fast-axis angle which is
oriented 45◦ in relation to the fast-axis angle of the second
and fourth waveplates. This way, using the first and third
waveplates the SOP will be rotated around the S1 axis of
the Poincaré sphere. Using the second and fourth waveplate
rotates the SOP around the S2 axis. The retardation of all
four waveplates is adjustable. Notice that this algorithm can
be adjusted to be implemented with other polarization encod-
ing architectures employing electro-optic devices with faster
response times, e.g. lithium niobate-based modulators as used
in [32, 33] to achieve higher repetition rates.

3.2.2. Receiver. After passing through the quantum chan-
nel, the quantum and reference signals are separated by a
WDM splitter and follow different paths, see figure 5. The ref-
erence signal is detected by a PIN, which outputs a electric
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trigger signal. Such signal is used to time the detection events
at the SPDs operating in the gated mode, and to synchron-
ize the control unit responsible for the base alignment. The
quantum signal, in its turn, is filtered and passed on to the
receiver’s EPC. This EPC is identical to the one used at the
transmitter, and is used to select the basis (linear or circular)
in which the received quantum states are measured. After the
EPC, a polarization beam splitter (PBS) is used to distinguish
between orthogonal polarization states.

Before the key transmission starts, for the basis alignment,
the set of voltages to align the receiver with the rectilinear
and circular basis are found by changing the voltages on the
receivers EPC until the QBER is minimized. For the rectilin-
ear basis this is achieved while continuously sending the hori-
zontal polarization state. After the voltages that minimize the
QBER for this state are determined, a circular state is continu-
ously sent, and again, the voltages that minimize the QBER are
determined. The voltage values for the two basis are registered
to be used for the basis selection. Given that the system is
being tested in a back-to-back configuration no polarization
compensation mechanism was implemented at the receiver.

Themeasurements of the SPDs as well as the selected bases
are processed by an upper layer responsible for the protocol
implementation. For the correct operation of the QKD system
described above, a rigorous synchronization is needed. In the
following subsections we present the symbol and frame syn-
chronization methods implemented to set up the QKD system.

3.3. Synchronization systems

The explored QKD system comprises two different synchron-
ization mechanisms. The first one, symbol synchronization,
enables the system to correctly time the incoming optically
transmitted symbols. Once this is achieved, it is needed to cor-
relate the received bits with the correct bits transmitted, which
consists of the frame synchronization. This method allows to
register the transmitted and received bits in the right posi-
tions, enabling further protocols execution, including the cor-
rect QBER estimation.

3.3.1. Symbol synchronization. As mentioned above, the
symbol synchronization is supported by an optical signal with
a 200 ns pulse width, which is transmitted with the quantum
signal in the same optical fiber. To correctly detect and pro-
cess this signal, a decision block was implemented, more
details can be found in [20]. One of the four input signals
of the decision block is the 100 MHz internal clock of the
receivers field programmable gate array (FPGA) which is used
to set the sampling rate of the other input signals to 10 ns.
The trigger signal, clock_result, is obtained from an AND
operation between two signals: clock_enable and clock_in.
The clock_enable starts on a high level, this way, when the
clock_in signal is triggered, the clock_result switches to a
high level until the clock_in falling edge is detected, from
here a counter starts to increment at a 10 ns rate, as defined

by the internal clock of the FPGA. The clock_enable signal
switches to a low level when the incremented value is equal
to a pre-defined value, chosen by the user. The clock_enable
signal switches again to a high level when the counter reaches
another pre-defined value. The counter resets when a rising
edge of clock_in is detected, and the process explained above
is restarted.

The other two input signals mentioned are the counts com-
ing from the SPDs. The decision circuit reads these signals
only during the period in which the clock_enable signal is on
a high level. If one of the two signals coming from the SPDs
is on a high level then the output of the decision circuit will
be equal to the bit received (0 or 1), which depends on which
detector sent the high level. If both signals coming from the
SPDs are detected as high levels, the output will be a 2, mean-
ing that a double click was detected. On the other hand, if no
high level is detected, the output will be a 3, meaning that a
no-click occurred.

3.3.2. Frame synchronization. After the symbol synchron-
ization, a frame synchronization method must also be
implemented [25]. The frame synchronization must establish
a way to match the start of data transmission of the transmit-
ter with the start of data reception at the receiver. The method
we implemented consists of, at the beginning of transmission,
sending a header, that is a pre-shared bit sequence (frame)
so that the receiver can compare the received bit string with
the expected one, and shift the received bits until a reason-
able number of matches is achieved. For this implementation,
the transmitter side sends 15 frames, each one consisting of a
40 bit sequence where each bit was repeated ten times, giv-
ing a total of 400 bits per frame. After the 15 frames are sent,
the transmitter starts to send 11 inverted frames (where the
0’s were changed to 1’s, and the 1’s to 0’s), see figure 6(a).
The number of inverted frames is also a pre-agreed number,
therefore, the importance of the inverted frames is to enable
the receiver to detect the transition between the normal and
inverted frames. From the moment on the frame inversion was
detected, the receiver starts to count the number of inverted
frames received, knowing that after the pre-agreed number
data transmission starts.

At the beginning, the receiver compares the pre-shared
bit sequence with the received sequence, comparing a large
number of bits at a time. When the number of coincidences
between the pre-shared and received sequences is above a cer-
tain threshold the frame is considered to be positioned, see
figures 6(b)–(d). Hereafter, the receiver starts to compare the
sequences frame by frame, in order to correctly detect the
frame inversion. After detecting frame inversion the number
of bits being compared at a time can be increased again, given
that the number of inverted frames is known, see figure 6(e).
It is worth noticing that the high number of bits per frame is
due to the high optical attenuation, intrinsic to the nature of
QKD systems. With this synchronization mechanism a total
of 10 400 bits is used, which at a repetition rate of 500Hz
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Figure 6. Schematic explanation of the frame synchronization method: (a) structure of the frames, Fk, sent by the transmitter, in this case
with k= 1, . . .,N, and N= 15 normal frames, and F(inv)

i , inverted frames, with i = 1, . . .,M, with M= 11; (b) comparison bit by bit of the
expected frame and the received frame at the QRx, while not positioned; (c) swiping received frames until the frame positioning is achieved;
(d) frame positioning was achieved; (e) comparison frame by frame until the detection of the frame inversion in order to know when data
transmission starts.

corresponds to a synchronization time of less than 30 seconds.
It is important to notice that the frame length can be optim-
ized. The optimum value will be dependent on the channel
efficiency of the QKD system. Additionally, given that dur-
ing the synchronization period no secret key is being gener-
ated, the average number of photons can also be adjusted. In
the conditions tested, the frame synchronization method here
presented requires roughly 104 clock cycles and does not need
a specific sequence to work. Its adaptability and efficiency
present an advantage over the frame synchronization method
presented in [11], where a specific synchronization string is
required.

4. Performance assessment

4.1. Polarization state generation

In this section, we perform a deep analysis of the transmit-
ter performance in terms of polarization generation accuracy.
First, we measured the voltages received at PIN1 while the
SOP alignment algorithm was searching for the maximum
perimeter circle. These voltages were plotted as a function
of the voltage applied on the first and fourth waveplate (WP)
of the EPC as a three-dimensional representation. Each curve
corresponds to one constant voltage applied on the first wave-
plate as a function of a varying voltage applied to the fourth
waveplate, see figure 7(a). Figure 7(b) shows the increasing
∆V as a function of the voltage applied on the first waveplate.

As expected, given that the input SOP projection on the S2
axis was positive, the response to a increasing voltage on the
first waveplate increased the amplitude of the sinusoidal curve
caused by the variation of the fourth waveplate. The algorithm
stops when the maximum perimeter circle is found. This is
determined by the ∆V values such that, when the following
conditions are full-filled, the maximum is considered found:

∆V(k)<∆V(k− 1) and ∆V(k− 2)<∆V(k− 1)

or,

∆V(k− 1) = ∆V(k) and ∆V(k− 2)<∆V(k− 1)

(6)

where k is the index of the∆V that was determined.
After the voltage applied on the first waveplate, that corres-

ponds to the maximum circle, was found, the swipe of voltage
values applied on the fourth waveplate is performed with a
smaller step, in order to obtain the voltage values for each state
with more precision. As mentioned above, during this swipe,
both, the optical power reaching PIN1 and PIN2 are mon-
itored. A fitting of a sinusoidal function is performed around
the maxima and minima of both curves, see figure 7(c). This
fitting is made in order to obtain a more accurate estimation
of the best voltages for each state, even in the presence of
some received optical power oscillations. From the fittings per-
formed to the curves of figure 7(c), the voltage values for the
four SOPs are determined. Results in figure 7(c) also show that
the EPC presents a slight irregularity noticeable when compar-
ing the lower aperture of the linear and circular curves. The
aperture of the circular curve is slightly wider than the aper-
ture of the linear curve. This irregularity might cause small
deviations from the optimal SOP.

4.2. Transmission

To assess the performance of the physical layer the QBER is a
metric given that it evaluates the errors occurred during trans-
mission. To obtain the QBER estimations when four states of
polarization are sent, the basis alignment and selection must
be performed at the receiver. Figures 8(a) and (b) show the
QBER results for a pseudo-random sequence sent. The basis
used to encode and decode the sequence, at the transmitter and
receiver, respectively, were also pseudo-random following the
BB84 protocol. The QBER was calculated as:

7



J. Opt. 26 (2024) 075704 S Mantey et al

Figure 7. (a) Evolution of the normalized voltage detected by the PIN1 as a function of the voltage applied on WP4, and WP1. (b)
Evolution of the normalized amplitudes in (a), ∆V, as a function of the voltage applied on the WP1. The green-dashed line represents the
voltage corresponding to the maximum perimeter circle shown in figure 7. The color of each curve, in (a), matches with the same color as
the points in (b), allowing a correspondence between the curve with the respective∆V; (c) optical power as a function of the voltage applied
on the fourth waveplate, received by PIN1, which corresponds to the linear branch, and by PIN2, which corresponds to the circular branch.
The black lines represents the fit performed in order to obtain the voltage to apply on WP4 for each state with more precision.

QBER=
Nerror

Nall
, (7)

where Nerror is the number of errors that occurred when the
right basis was used for the measurement, and Nall stands for
the total number of bits that were measured with the right basis
selected. Figure 8 b) shows the contribution of each polar-
ization state to the overall QBER. For this estimation, only
the errors that occurred when a specific state was sent, and
measured in the right basis, were considered. This number was
divided by the total number of those states sent, measured in
the right basis. Thus, this QBER is obtained by computing:

QBERS =
Nerror,S

Nall,S
, (8)

where Nerror,S is the number of errors that occurred when the
polarization state S= H,V,R, or L was sent, where H,V,R,
and L correspond to the horizontal, vertical, right circular, and
left circular polarization states, respectively. This contribution
only includes the measurements that were performed with the
right basis selected. The variableNall,S, corresponds to the total
number of states S that were sent and measured in the right
basis. Each point of figure 8(a) was estimated with 2000 bits,
that is, with Nall = 2000, while each point of figure 8(b) was
estimated with Nall = 8000 bits, to have approximately 2000
bits measured in the right basis of each polarization state. The
results were obtained during roughly six hours, and an over-
all average QBER of 0.75% was achieved, see figure 8(a). The
system demonstrated its stability, as evidenced by the constant
QBER throughout the six-hour experiment, without the need
for additional calibration.

5. Discussion

Regarding the performance of the SOP generation, results in
figure 7 show that the algorithm correctly detects the max-
imum circle of the Poincaré sphere, and that the sinus-shaped
curves are correctly obtained. This enables a correct choice
for the set of voltages to apply on each waveplate for each of
the four polarization states. Although these results show that

Figure 8. (a) QBER estimation as a function of time, for a total
acquisition time of roughly six hours. An overall average QBER of
0.75% was obtained. (b) Analysis of the QBER contribution of each
of the four polarization states used. Considering separately, the
horizontal, vertical, left-circular, and right-circular states, the QBER
was 0.56%, 0.10%, 0.62%, and 1.63%, respectively.

the method is effective, the individual analysis of the QBER
showed slight asymmetries in terms of the relative contribution
from each of the states generated. Indeed, results show that

8
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the highest contribution to the overall QBER was given by
the right-circular polarization state, with an average value of
1.63%. The other three states show a similar QBER among
each other, being 0.10%, 0.56%, and 0.62%, for the vertical,
horizontal, and left-circular polarization states, respectively.
To test if the higher contribution occurs because of a slight
misalignment during state preparation, or during the basis
alignment at the receiver, the results were retaken with dif-
ferent alignments at the receiver. Although not represented
here, the results confirmed the tendency of one state to have a
slightly higher contribution than the average of the other three.
Therefore, one may conclude that the misalignment occurs
during the state preparation. Note that one effect that needs
to be considered when employing piezoelectric EPCs is its
intrinsic hysteresis [34], which potentially affects the accur-
acy of the generated states of polarization and therefore con-
tributes to the intrinsic QBER associated with the polarization
misalignment. In fact, the QBER values reported include this
contribution, which are therefore compatible with the imple-
mentation of a secure QKD protocol. It is worth noticing
that imperfect state preparation can present a security impair-
ment that, when taken into account, may significantly reduce
the distance up to which secret key generation is possible
[35]. However, such security implications can be overcome
by calibrating and monitoring the detection efficiency of the
SPDs [36]. Moreover, associated to imperfect state prepara-
tion, can be removed during the key reconciliation (error cor-
rection) process, as QBER values up to 3% can be considered
a reasonably low amount of leakage [6].

Regarding the EPC used, it is important to mention that this
EPC has intrinsic advantages such as plug and play versatil-
ity, low insertion loss, small size, and wavelength insensitivity,
which smoothed the way for the first validation of the polar-
ization state generation algorithm proposed in this work [19].
However, the above-mentioned hysteresis and its low modula-
tion bandwidth make this kind of EPC not suitable for prac-
tical QKD implementations, as it will be unable to provide
competitive final secret key rates. In any case, the method
here proposed can be adapted to be implemented in lithium
niobate-based polarization modulators, which present much
faster response times, allowing to reach realistic key gener-
ation rates [32, 33]. For long transmission distances, errors
associated to the polarization drift can arise, impacting the
performance of the system. However, this polarization drift
can be mitigated by implementing efficient polarization com-
pensation methods such as proposed in [37]. Additionally, it
is worth mentioning that the sub-systems here presented are
fully compatible with decoy-state protocols, which are man-
datory to make these systems secure and to improve the secret
key rates [38, 39]. This way, the suitability of the SOP gener-
ation method for practical QKD systems is shown.

6. Conclusions

We have presented a fully functional polarization-encoding
QKD system, explaining in detail the respective SOP
generation algorithm and synchronization mechanisms. After

analyzing the integration of the subsystems into the QKD sys-
tem, the performance of the SOP generation algorithm was
assessed by estimating the QBER. For a deeper understand-
ing of this error ratio, the contribution of the individual polar-
ization states was investigated. After a six hour transmission
of quantum states, an overall average QBER of 0.75% was
achieved. This low value of QBER is compatible with a fur-
ther implementation of error correction and privacy amplifica-
tion algorithms, towards the generation of the final secret key.
These results indicate that the sub-systems here described rep-
resent an efficient solution for the physical layer implementa-
tion of polarization-encoded QKD systems.
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Muga N J, Silva N A, Mateus P, André P S and Pinto A N
2016 J. Opt. 18 015202

[14] Muga N Ferreira M F S and Pinto A N 2011 J. Light. Technol.
29 355–61

[15] Sax R et al 2023 Photon. Res. 11 1007–14
[16] Li W et al 2023 Nat. Photon. 17 416–21
[17] Luo W et al 2022 IEEE Photon. J. 14 1–6
[18] Li Y Li Y-H, Xie H-B, Li Z-P, Jiang X, Cai W-Q, Ren J-G,

Yin J, Liao S-K and Peng C-Z 2019 Opt. Lett.
44 5262–5

[19] Muga N Ramos M F, Mantey S T, Silva N A and Pinto A N
2020 IET Optoelectron. 14 350–5

[20] Ramos M F et al 2021 Proc. Anais do I Workshop de
Comunicação e Computação QuâNtica (Online)
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