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Abstract
As the consequences of Internet of Things (IoT) failures may be severe, research on IoT 
security issues is of great significance. It is a fact that the increasing number of IoT devices 
brings security concerns. Encryption measures to address these emerging and growing 
security problems have been studied. Encryption methods have been seen primarily in 
the field of quantum cryptography. According to this advanced modern cryptography 
technique, their advantages and disadvantages are discussed and analyzed. This literature 
review is committed to providing solutions for IoT security problems with quantum 
cryptography techniques when questioning their feasibility. Some possible future research 
directions are proposed.

Keywords  Quantum cryptography · Internet of Things · Security · Feasibility discussion

1  Introduction

Nowadays, depending on the rapid development of the Internet in technology, there has 
been an exponential increase in the Internet of Things (IoT) Li et  al. (2018), Dai et  al. 
(2019), Nord et  al. (2019), Nauman et  al. (2020), Kumar et  al. (2019) and intelligent 
devices Xu et  al. (2019). This situation Kassim (2020) alters the attention of authorities 
toward smart things. The widespread use of smart things and the tremendous increase 
in internet usage have made the IoT concept even more meaningful Manavalan and 
Jayakrishna (2019), Khanna and Kaur (2019), Li et  al. (2015). It’s undeniable that 
collecting a large number of smart things and making them connected according to certain 
rules needs high-security countermeasures on network, infrastructure and privacy of 
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data Kassim (2020), Hassan (2019), Hassija et al. (2019), Atlam and Wills (2020) since, 
after all, based on the increasing trend in IoT, cyber security threats and attacks have 
also increased rapidly Hassija et al. (2019), Amanullah et al. (2020). One of today’s most 
important needs is properly monitoring security measures Tahsien et al. (2020). Therefore, 
many cryptographic methods are used in the IoT, including classical cipher Arseni et al. 
(2016), blockchain Dai et  al. (2019), machine learning (Hussain et  al. (2020), Mohanta 
et  al. (2020), Ahmad and Alsmadi (2021)), deep learning Amanullah et  al. (2020), 
Al-Garadi et  al. (2020), Aversano et  al. (2021), Magaia et  al. (2020), and reinforcement 
learning Uprety and Rawat (2020). Although classical encryption methods and some 
modern encryption algorithms have been developed mature, it is challenging to use them to 
prevent IoT from being attacked nowadays. Traditional encryption and decryption methods 
are no longer suitable for today’s large-scale data and high data transmission requirements. 
Maintaining high-speed and high-efficiency transmission while using a suitable encryption 
and decryption scheme to solve security issues has contradicted the rapid development 
of IoT nowadays Fang et  al. (2020). Many scholars have devoted themselves to solving 
the contradiction between high speed and safety and have proposed various solutions or 
optimization schemes Bhatt and Sharma (2019), Malina et al. (2021), Kumar et al. (2022).

The security problems of the IoT mainly include data leakage, identity authentication, 
side-channel attacks, long-term non-update of devices, and malicious code attacks Bhatt 
and Sharma (2019), Costin and Zaddach (2018). IoT applications collect a lot of users’ 
data, most of them including personal information, to provide convenience; Therefore, 
encryption is required to protect the data. Since today’s data sharing is indispensable 
Zheng et  al. (2019), identity authentication has become an inevitable need Shah and 
Venkatesan (2018), Aman et al. (2018), Li et al. (2019). In addition to software security, 
hardware security should also be considered because even if users’ data are successfully 
encrypted, the possibility of the device itself being hacked still remains Bhatt and Sharma 
(2019). Side-channel attacks, especially on devices that have not been updated for a long 
time, will become a major threat Ko and Mickens (2018). In addition, there are many IoT 
devices in the world, and the number is expected to increase significantly in the near future. 
Many people pay less attention to future device updates,Pham et  al. (2021), Makhshari 
and Mesbah (2021), which also provides the breeding ground for malicious code. Quantum 
cryptography can solve the above security problems and maintain the original excellent 
performance of the IoT and its devices as much as possible.

Quantum information Benenti et al. (2019) is the core science of the so-called second 
quantum revolution Jaeger (2018) (Quantum 2.0) Pirandola et al. (2020). Based on the most 
powerful features and resources of quantum mechanics, new disruptive theories emerged 
rapidly, such as quantum entanglement Horodecki et al. (2009), Erhard et al. (2020), Stav 
et  al. (2018), teleportation Pirandola et  al. (2015) and the no-cloning theorem Wootters 
and Zurek (1982). Based on such characteristics, at the end of the last Bennett et al. (1983, 
1992); Zbinden et al. (1998) and the beginning of this century Gisin et al. (2002), quite a 
few scholars proposed the idea of using quantum cryptography to deal with security issues. 
This kind of inspiration has subverted traditional cryptography thought. With the joint 
efforts of academia and industry, quantum cryptography, based on it, has gradually landed 
and has become a popular cryptography system.

Quantum cryptography, an interesting field using rules of quantum mechanics to 
develop a cryptosystem, is regarded as one of the most secure ones Feynman et al. (1982). 
It cannot be breached by anyone without getting noticed by the sender or the receiver of 
the message Kearney and Perez-Delgado (2021). Based on photons and their fundamental 
quantum properties He et al. (2018), quantum cryptography is to develop an indestructible 
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cryptosystem, as it is impossible to measure the quantum state of any system without 
alarming the system. Currently, cryptographic algorithms are using the principles of 
mathematics to try and develop efficient cryptosystems. An example of a mathematics-
based cryptographic algorithm is where the secret key combines a large set of prime factors 
of large numbers generated at random. Cracking such keys is still an extraordinary task for 
a normal computer Balygin et al. (2018) though it is not impossible to make it cracked by 
a powerful quantum computer, which does not exist nowadays. At the same time, scientists 
are now turning from mathematics to physics Bhatt and Sharma (2019), Haight (2022) 
and trying to develop systems that can better replace those in use today to prevent future 
quantum computers from ergodic cracking.

IoT and smart devices have many loopholes regarding the security of the devices, users, 
or the network mentioned above. The current classical architecture of the IoT does not 
provide any provisions to detect the eavesdropper in the communications channel, which 
makes quantum cryptography valuable in IoT. For instance, there can be some attacks 
where only one device in the whole IoT network can be infected with some virus, and 
other devices trust the infected device and continue communications until it is detected 
Bhatt and Sharma (2019). Not being detected before a long period of time may result in a 
large amount of information being transmitted to any malicious entity. Some viruses may 
affect the systems in a manner that can only be removed by rebooting the systems, which 
could not or would not be done for a very long time Bhatt and Sharma (2019); Donno 
et  al. (2016). Nevertheless, due to the features of quantum cryptography stated above, 
malware detection can be more effective based on it, where it alerts immediately if one 
device is affected. Hence, there are multiple different points of vulnerability, and IoT 
systems are highly susceptible to attacks Sengupta et al. (2020); Deogirikar and Vidhate 
(2017); Nawir et al. (2016), which can be prevented by quantum cryptography, generally 
speaking. In this paper, we study the possible solution of IoT security through quantum 
cryptography, enabling it to solve IoT security problems with quantum cryptography 
techniques when questioning their feasibility. To better describe this literature review, four 
major contributions are listed as follows. 

1)	 This paper analyzes the traditional and recent common quantum cryptography 
algorithms.

2)	 Detailed scientific problems and implementations of quantum cryptography in the IoT 
are introduced.

3)	 This paper evaluates and analyzes the realization of quantum cryptography in IoT 
security, which provides feasibility analysis and evidence of quantum cryptography 
applications in IoT.

4)	 Quantum cryptography and the existing deficiencies of quantum cryptography in IoT 
security are refined. Research trends and possible future directions are expounded and 
discussed.

The rest of this literature review will follow the structure below. Section  2 enumerates 
the more common quantum cryptography schemes in recent years and mainly discusses 
which schemes can theoretically be applied in the IoT. Section  3 further elaborates on 
the realization of quantum cryptography in the IoT. Section  4 evaluates the security of 
the IoT based on quantum cryptography, discusses its advantages and disadvantages, and 
further gives a feasibility analysis. Some possible future work and possible discussion are 
proposed in Sect. 5. Section 6 provides the conclusion of quantum cryptography in IoT.
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2 � Quantum cryptographic algorithms

This section will theoretically introduce quantum cryptography schemes, including 
Shor’s factorization algorithm and the basic concepts of key distribution. Based on these 
concepts, the elaboration of quantum key distribution (QKD) was expanded, including 
discrete variable quantum key distribution (DV-QKD) and continuous variable quantum 
key distribution (CV-QKD). Finally, this section will present security at the theoretical 
level of quantum cryptography. 

2.1 � Shor’s algorithm for factoring

Shor’s algorithm Ekert and Jozsa (1996) was one of the most famous algorithms in the 
field of quantum computing, whose major contribution was to reduce the time complexity 
of the algorithm significantly. It suggested an efficient way of factoring large non-prime 
numbers in polynomial time, which takes up exponential time when performed classically. 
The motivation of this algorithm was that the current cryptographic algorithms, such as 
the Rivest-Shamir-Adleman (RSA) algorithm, Ízdemir et  al. (2021), were based on the 
principle of factoring large numbers that cannot solve the problem in polynomial time 
on the traditional computer. However, the computational speed of quantum computers is 
very fast and efficient in calculating the factors, and hence these algorithms, which take a 
long time to execute classically, can be easily reached shortly Politi et al. (2009), Smolin 
et al. (2013), Skosana and Tame (2021), de Lima Marquezino et al. (2019). That is to say, 
although Shor’s algorithm is time-consuming when executed classically, it is very friendly 
to the computational process of quantum computers due to its suitability, making this 
algorithm an indispensable and important contribution.

To better illustrate the contribution of the algorithm, Table 1 was used to compare the 
time complexity of it on quantum computers and classical computers Bhatt and Sharma 
(2019), Bhatia and Ramkumar (2020), respectively, where L was the length of the number 
N in bits. The problem of sexuality had been excluded because quantum computers and 
classical computers are not comparable in terms of time-consuming due to their different 
computing resources. It can be seen that Shor’s algorithm provided exponential time 
complexity optimization for non-prime number decomposition in quantum cryptographic 
schemes.

The algorithm steps are as follows, where Step B can be executed in a classical way. 

Step A	� Given an odd composite number N, the target is to find an integer d ∈ (1,N) , 
which divides N (d|N).

Step B	� Convert the problem of factoring to that of finding the period.
Step  C	� Find the period using the quantum Fourier transform Nam et al. (2020) which is 

responsible for quantum speedup.

Table 1   The time complexity 
analysis of Shor’s algorithm on 
quantum computers and classical 
computers

Situation Quantum computers Classical computers

Best O(logN) O
(
(logN)k

)

Worst O(L3)
O

(
eL

1
3 (log L)

2
3

)
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Consequently, the algorithm depends on three main factors. They are modular arithme-
tic, quantum parallelism, and quantum Fourier transform.

2.2 � Basic notions of quantum key distribution (QKD)

QKD is the Bennett-Brassard 1984 protocol (BB84 protocol) Bennett and Brassard (2020) 
presented by physicist Bennett and cryptographer Brassard, based on the measurement 
principle of quantum mechanics. QKD guarantees the security of keys fundamentally. 
This section considered both DV systems (such as qubits or other quantum systems with 
finite dimensions) and CV systems (such as bosonic modes in the electromagnetic field), 
which are both described by an infinite-dimensional Hilbert space. Here, several general 
aspects that apply to both systems were mentioned. A generic prepare-and-measure 
QKD protocol Wang et  al. (2019) contains two major steps - quantum communication 
and classical postprocessing Curty and Lo (2019). During quantum communication, the 
sender (Alice) encoded instances of a random classical variable � into non-orthogonal 
quantum states over a quantum channel (optical fiber, free-space link) controlled by the 
eavesdropper (Eve), who tried to steal the encoded information. The linearity of quantum 
mechanics Peng et  al. (2020) forbids the performance of perfect cloning; therefore, Eve 
can only get partial information while disturbing the quantum signals. At the output of the 
communication channel, the receiver (Bob) measured the incoming signals and obtained a 
random classical variable � . After plenty of channels were used, Alice and Bob shared the 
raw data, described by two correlated variables � and � . The remote parties can estimate 
the parameters, including transmissivity and noise, of the channel using parts of the raw 
data. This parameter estimation stage is vital for evaluating the amount of postprocessing 
to extract a private shared key from the remaining data. Based on the information above, 
they performed a stage of error correction (EC), which allows them to detect and eliminate 
errors, followed by a stage of privacy amplification (PA) that allows them to reduce Eve’s 
stolen information to an insignificant amount. Relying on the variable guessed, there 
are direct reconciliation (DR) or reverse reconciliation (RR). In DR, Bob processed his 
outcomes to infer Alice’s encodings. Usually, this procedure is assisted using forward 
classical communication (CC) from Alice to Bob. In contrast, Alice posted her encoding 
variable in RR to infer Bob’s outcomes. Usually, this procedure is assisted by a final round 
of backward CC from Bob to Alice.

2.3 � Quantum key distribution (QKD)

Quantum Key Distribution (QKD) is a revolutionary cryptographic technique that leverages 
the principles of quantum mechanics to enable secure communication between two 
parties. Unlike classical cryptographic methods, which rely on mathematical complexity 
for security, QKD uses the fundamental properties of quantum states to ensure that any 
eavesdropping attempt can be detected. The most well-known QKD protocol is the BB84 
protocol, developed by Charles Bennett and Gilles Brassard in 1984. In this protocol, the 
sender (Alice) transmits a sequence of quantum bits (qubits) to the receiver (Bob) using a 
quantum channel, such as polarized photons. These qubits are encoded in one of two bases, 
chosen randomly by Alice. Bob also randomly selects bases to measure the incoming 
qubits. After the transmission, Alice and Bob publicly compare their chosen bases (but 
not the actual qubit values) to sift out the bits where their bases are matched, forming a 
raw key. The security of QKD arises from the no-cloning theorem of quantum mechanics, 
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which states that an unknown quantum state cannot be copied without disturbing it. 
Therefore, any attempt by an eavesdropper (Eve) to intercept and measure the qubits will 
introduce detectable errors, alerting Alice and Bob to the presence of an intruder. Once the 
raw key is established, further classical post-processing steps, such as error correction and 
privacy amplification, are performed to eliminate any potential information leakage and 
produce a final secure key. This key can then be used for symmetric encryption, ensuring 
that the communication remains confidential and tamper-proof. QKD has the potential to 
provide unconditional security, making it a promising solution for safeguarding sensitive 
information in an era where quantum computers could potentially break traditional 
cryptographic systems. However, practical implementations of QKD face challenges such 
as distance limitations, noise in quantum channels, and the need for specialized hardware, 
which are areas of ongoing research and development.

To better understand how QKD works in practice, it is essential to delve into the 
underlying quantum mechanics principles. QKD is a basic technique used in quantum 
cryptography. As is well acknowledged, quantum computing uses a stream of photons, 
so-called “spin” Borregaard et al. (2019) to transmit data. There are basically 4 types of 
spins: Horizontal, vertical, 45◦ diagonal, and −45◦ diagonal Hietarinta et al. (2019). The 
horizontal and vertical filters are put under the rectilinear scheme, and the 2 diagonal 
filters are put under the diagonal scheme. Generally, the horizontal and 45◦ filters represent 
binary 1, and the vertical and −45◦ filters represent binary 0. By shielding the single photon 
source with two different bases + and × , four different polarized photons can be obtained, 
namely ↑ , ↓ , ↘ , ↗ . Similarly, two bases can be used to measure photons Ma et al. (2020): + 
and × , which are named measurement bases. Photons have four polarization angles, namely 
↑ , ↓ , ↘ , and ↗ . The corresponding relationship between a binary bit and the polarization 
angle is shown in Table 2 Fedorov (2019), where 0/1 means that there is a 50% probability 
of measuring 0 and a 50% probability of measuring 1 Table 2 .

2.3.1 � Discrete variable QKD (DV‑QKD)

In the context of DV-QKD, the word “discrete” refers to the fact that the quantum variables 
being used to transmit information are discrete, as opposed to continuous. In this case, the 
quantum variables are typically the polarization states of individual photons, which can 
have one of two discrete values like horizontal or vertical polarization. The DV protocol 
can be regarded as the earliest or simplest form of QKD. Although the famous BB84 
protocol was proposed in 1984 Bennett and Brassard (2020), the first idea of using quantum 
physics for security services dated back to the early 1970 s when Wiesner was exploring 
the idea of making banknote counterfeit-resistant Brassard (2005). The first paper on 
quantum cryptography was published in 1982 Bennett et al. (1983). This subsection will 
briefly describe the DV-QKD protocol.

Table 2   The correspondence 
between binary bits and 
polarization angles

Index Bit Base Polarization 
angle

Measured by + Measured by ×

1 0 + ↑ 0 0/1
2 1 + ↓ 1 0/1
3 0 × ↗ 0/1 0
4 1 × ↘ 0/1 1
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A qubit is represented as a vector in a bi-dimensional Hilbert space, which is drawn by 
the vectors shown in Eq. (1).

As is shown in Eq. (2), any pure qubit state can thus be expressed as a linear superposition 
of these basis states Chernega et  al. (2022), where � ∈ (0,�) , � ∈ (0, 2�) , and i is the 
imaginary unit.

When � = 0 or � = � , the basis states �0⟩ and �1⟩ are recovered, respectively, which are 
placed at the poles of the sphere. When � =

�

2
 , the qubit pure state is a vector lying on the 

equator of the sphere. By identifying the four vectors aligned along the x̂ and ŷ axes, which 
are obtained in correspondence of four specific values of � , four examples are shown in 
Eq. (3), Eq. (4), Eq. (5), and Eq. (6), respectively.

The basis vector in Eq.  (1) is the eigenstate of the Pauli operator (matrix) Bartlett et  al. 
(2002). The normalized form of the “Z bases” is shown in Eq. (7). Likewise, Eq. (8) and 
Eq. (9) are also the normalized eigenstates of the Pauli operator (matrix). The eigenstates 
are idiomatic in QKD.

(1)�0⟩ ≡
�
1

0

�
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�
0

1

�
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�
�

2

�
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�
�

2

�
�1⟩
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1

i

�
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�
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�
0 1

1 0

�

(9)�y = Y =
1√
2

�
0 −i

i 0

�
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Based on the above information, Table 3 can be made when an attack was performed in 
the channel with the monitoring shown in Fig. 1 Pirandola et al. (2020), where 0/1 means 
that there is a 50% probability of measuring 0, and a 50% probability of measuring 1. 
According to the measurement results of the measurement base, the communication part-
ner can know whether an attacker was eavesdropping. In addition, Eq. (10) and Equation 
Eq. (11) explain why the quantum cryptosystem can still detect the retransmission even if 
an attacker intercepts the retransmission in the channel. This provides theoretical support 
for IoT security.

There is an interesting principle Robertson (1929) in quantum mechanics known as 
the uncertainty principle, which states that all the properties of a particle, including 
position and momentum, cannot be measured without disturbing its current state Bhatt 
and Sharma (2019), Busch et al. (2007), and photons are subject to this principle as well. 
If people try to measure the spin of the photon, the spin will change, which may change 
the status of the photon. Thus, people can know that the stream of communicating 
photons was interrupted by an unwanted entity.

(10)��⟩ = cos
�
�

2

�
�0⟩ + ei� sin

�
�

2

�
�1⟩

(11)��⟩⟂ = sin
�
�

2

�
�0⟩ − e−i� cos

�
�

2

�
�1⟩

Fig. 1   The PSA - PSB Detection System. In this way, the detectors can detect which channel has been 
selected. This figure was drawn based on Pirandola (2020)

Table 3   Encryption and decryption information of sender and receiver

Sender’s basis Sender’s bit Sender’s state Receiver’s Z Receiver’s X

Z 0 �0⟩ 0 0/1
Z 1 �1⟩ 1 0/1
X 0 �+⟩ 0/1 0
X 1 �−⟩ 0/1 1
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2.3.2 � Continuous‑variable QKD (CV‑QKD)

In contrast to discrete variables, continuous variables are physical quantities that 
can take on any value within a certain range or continuum in the context of quantum 
communication. Continuous variables refer to the use of quantum states that are 
characterized by continuous values, such as the amplitude and phase of a light wave or the 
position and momentum of a particle. In the following discussion of the CV-QKD protocol, 
the variance of the vacuum state was set to 1. The CV quantum system was described by an 
infinite-dimensional Hilbert space. Therefore, we focused on considering n bosonic modes 
in the electromagnetic field with the tensor product Hilbert space and their corresponding 
n pairs of field operators, where k is a natural number from 1 to n. Each mode can be 
shown in Eq. (12). These operators can be arranged into an n-mode vector, which is shown 
in Eq. (13). Generally speaking, the variables q̂k and p̂k are two physics in CV-QKD that 
respectively represent the position and momentum of quantum states. The variables âk and 
â′
k
 are two light field modes. The equations show how to convert two light field modes into 

position and momentum operators.

Using standard boson exchange relations, for field creation and annihilation operators Yang 
(2018), it is easy to verify that any pair of entries of a vector satisfies the exchange relation 
shown in Eq. (14) below, where � is a symplectic form Belin et al. (2019).

For a single mode, one can consider different classes of quantum states, and the most 
significant is the coherent states Wu et  al. (2020). As the variance of the vacuum state 
was set to 1, these can be with minimum (vacuum) noise uncertainty Fischer (2019), 
symmetrically distributed in the two quadratures, and characterized by their complex 
amplitudes in the phase space. This subtly provides a method for monitoring in the IoT, a 
monitoring scheme based on coherent states.

The basic one-way CV-QKD protocol can be classified according to the quantum status 
employed (coherent or compressed), the type of encoding employed (Gaussian modulation 
or discrete alphabet), and the type of measurement used (homodyne or heterodyne 
detection). In particular, Gaussian protocols based on Gaussian modulation of Gaussian 
states have received increasing attention in recent years, not only because Gaussian states 
are frequently generated in quantum optics laboratories but also because they are relatively 
easy to study based on their description of mean values, which are of benefit Clements 
et al. (2018), Nichols et al. (2019), Yuan et al. (2022).

2.4 � Theoretical security of quantum cryptographic

To better illustrate its security, we adopt an intuitive approach to QKD security based on 
uncertainty and entanglement. This subsection introduces (quantum) information entropy 

(12)q̂k ∶= âk + â�
k
, p̂k ∶= i

(
â�
k
− âk

)

(13)x̂ ∶= (q̂1, p̂1, q̂2, p̂2,⋯ , q̂n, p̂n)
T

(14)x̂l, x̂mt= 2i𝛺lm,𝛺 =

n⨁

k=1

(
0 1

−1 0

)



	 Y. Yang et al.  264   Page 10 of 33

Vedral (2002), Kak (2007), Isonguyo et  al. (2018) and mathematical scaling to provide 
evidence of feasibility more grounded.

One of the fundamental principles of quantum physics that is intuitively relevant to 
privacy is Heisenberg’s uncertainty principle. The uncertainty principle states that for some 
physical quantities (such as position and momentum), their values cannot be measured 
accurately at the same time. In computers, properties of the uncertainty principle can be 
simulated through the use of randomness and probability like pseudo-random number 
generation and probabilistic algorithms. Since Maassen-Uffink, in its modern information-
theoretic form, states that for any two measurements X, Z with eigenvectors �x⟩ and �z⟩ 
respectively, there is Eq. (15) where H is the information entropy based on probability p, 
calculated as Eq. (16).

Importantly, the bound on the right-hand side of Eq. (15) is independent of the initial state, 
and the first idea of directly exploiting this uncertainty principle for security proofs dates 
back to 2004 Grosshans and Cerf (2004), Koashi (2009), Coles et  al. (2017). However, 
it turns out that when the most general coherent attack is considered, it is possible for an 
adversary to gain access to quantum memory and use this to purify the state held by honest 
parties. The information entropy is discussed in the famous EPR paper, meaning that 
H(X|B) ∶= H(XB) − H(B) in equation Eq.  (17) represents the condition of the classical 
quantum state after the measurement Von Neumann entropy Brown et al. (2021). This is 
in contrast to the classical memory system B on the left side of equation Eq. (17), which 
also exhibits a lower bound. Fortunately, entanglement turns out to be one-to-one Qian 
et al. (2018), because for three-way quantum states A, B, and C, the more A is entangled 
with B, the less A is entangled with C, and vice versa. Furthermore, it is now possible to 
recover the Maassen-Uffink bound in a tripartite setting by showing that it is this EUR with 
quantum side information that Eq. (18) is used to infer the security of QKD. This section 
infers the security of quantum cryptography from a purely mathematical point of view and 
concludes that it can be done by calculating the number of bit differences between Alice 
and Bob on a random sample of the original key. It is not difficult on a networked device. 
The mathematical proofs in this subsection provide sufficient support for the theoretical 
feasibility of quantum cryptography on the IoT.

3 � Implementation of quantum cryptography in the IoT

This section will introduce the non-communication quantum cryptographic equipment and 
then separately introduce the specific applications of the discrete variable quantum key 
distribution (QKD) scheme and the continuous variable QKD scheme in the IoT.

(15)H(X) + H(Z) ⩾ − log2 max
x,z

�⟨x�z⟩�2

(16)H(X) = −
∑

x

px log2 px

(17)H(X|B) + H(Z|B) = 0

(18)H(X�B) + H(Z�C) ⩾ − log2 max
x,z

�⟨x�z⟩�2
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3.1 � Device‑independent QKD (DI‑QKD)

In general communications networks, it is often seen that two computers do not 
communicate directly. They are called device-independent (DI) smart devices Zhou 
et al. (2020), Liu et al. (2018), Arnon-Friedman et al. (2018), Zhou et al. (2020), Niu 
et  al. (2018), Cao et  al. (2020), Wei et  al. (2020). But as a matter of fact, there are 
always some intermediate measurement devices that help the message to go from the 
source to the destination. Today, in such a case, we can not trust third-party devices 
to be completely safe and secured anymore since, after all, they may be tampered 
with by some malicious entity or by the developers themselves. Also, the risk of side-
channel attacks is a concern. The device-independent QKD aims at modifying the 
original QKD to be safe in the case of untrusted third-party devices. The aim of QKD 
is for two computers, Alice and Bob, to share a common cryptographic key through 
communications over public channels. It is known that the BB84 protocol (the quantum 
cryptographic protocol) is safe even under the channel noise and possible detector 
faults at the end of Bob, with the assumption that the apparatus used on Alice’s side 
is perfectly working to produce photons. But when we work in reality, this assumption 
does not hold well because there are high possibilities of faulty apparatus at Alice’s 
side, too, which could hamper the security of the private string shared by Alice and 
Bob for communications. For the solution to this problem, we need some devices 
with the capabilities of self-testing. After passing these tests, the device is said to be 
secure for communications. Also, cross-checking the polarizations and their probability 
distributions can be a solution. There are various implementations for the solution to 
these problems.

Device-Independent Quantum Key Distribution (DIQKD) represents a significant 
advancement in the field of quantum cryptography, offering a higher level of security 
compared to traditional QKD protocols. Unlike conventional QKD schemes, which 
rely on detailed assumptions about the internal workings of the devices used, DIQKD 
achieves security without requiring any trust in the devices themselves. This is 
accomplished by leveraging the principles of quantum nonlocality, particularly through 
the violation of Bell inequalities, to certify the presence of entanglement and ensure 
the integrity of the key distribution process. In DIQKD, the security proofs are based 
solely on the observed correlations between measurement outcomes, making it immune 
to many types of side-channel attacks that exploit device imperfections. This robustness 
makes DIQKD particularly appealing for practical implementations where device 
characterization is challenging or where adversaries may have sophisticated control over 
the hardware.

However, DIQKD poses significant experimental challenges, primarily due to the 
stringent requirements for high detection efficiencies and low noise levels to achieve 
a meaningful violation of Bell inequalities. Recent advancements in photon source 
technology, single-photon detectors, and error correction techniques have brought 
DIQKD closer to practical realization. Despite these challenges, DIQKD holds immense 
promise for future secure communication systems, as it provides a framework for 
achieving information-theoretic security even in the presence of untrusted devices. 
This makes it a cornerstone of research in quantum cryptography, with ongoing efforts 
focused on improving its feasibility and performance in real-world scenarios.

DIQKD fundamentally relies on the violation of Bell inequalities, which serves 
as a witness to the presence of quantum entanglement between distant parties. This 
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entanglement is a critical resource for ensuring that any eavesdropping attempt by 
an adversary will inevitably disturb the quantum correlations, thereby revealing 
their presence. This feature allows DIQKD to provide security guarantees that are 
independent of the physical implementation of the devices, a property known as "device 
independence." This is a stark contrast to traditional QKD protocols, such as BB84 or 
decoy-state QKD, where the security proofs depend on assumptions about the devices’ 
behavior, such as the exact form of the prepared states or the efficiency of the detectors.

Moreover, DIQKD has profound implications for the scalability and interoperability of 
quantum networks. In a future quantum internet, where multiple parties and devices from 
different manufacturers may be interconnected, DIQKD offers a unified framework for 
ensuring end-to-end security without requiring detailed knowledge of each component’s 
internal workings. This is particularly important for large-scale deployments, where device 
characterization and standardization may be impractical. Additionally, DIQKD can be 
integrated with other quantum communication protocols, such as quantum repeaters and 
entanglement distribution networks, to enable secure communication over global distances. 
Despite its current experimental challenges, such as the need for near-unit detection 
efficiency and low noise rates, ongoing research in quantum optics, error mitigation, 
and fault-tolerant techniques is steadily overcoming these barriers. As a result, DIQKD 
is poised to play a pivotal role in the realization of ultra-secure quantum communication 
infrastructures, paving the way for a new era of privacy and data protection in the quantum 
age.

3.2 � DV‑QKD protocols in IoT

In 2007, three groups simultaneously reported the demonstration of two decoy status BB84 
in a one-way QKD real system Lo et al. (2005), Zhao et al. (2006), Peng et al. (2007). They 
employed phase encoding and demonstrated secure key generation over 107  kms using 
fiber optics on spools in the lab. Including limited statistics in the parameter estimation, 
a key rate of 12 bit/s is achieved. At the same time, the relevant research team also car-
ried out delay tests on the corresponding hardware systems Rosenberg et al. (2007), Ellis 
et al. (2007). The test results are shown in Fig. 2. Figure 2 presents the normalized cross-
correlation between Alice’s modulation signal and Bob’s homodyne detector output for the 
same quadrature (e.g., x or p), measured over 4 ms with a 25 MHz sampling frequency. The 
strong synchronization and linear correlation (Alice’s vs. Bob’s Gaussian keys on x/y-axes) 
validate quadrature-specific key generation in the CV-QKD system. Observed minor phase 
noise in the cross-correlation contributes to excess noise, underscoring the importance of 
precise synchronization and phase stability. These results demonstrate the feasibility of 
homodyne detection and cross-correlation techniques for high-fidelity QKD implementa-
tions. Overall, the response is optimistic and timely Zhang et al. (2019). This satisfies the 
hardware requirements of IoT devices, allowing IoT security to be as secure as possible 
while remaining as high-performance as possible.

After research and judgment, the possible equipment composition is as follows. The 
transmitter consists of 10 laser diodes, each generating a 1 ns pulse with a center wavelength 
of 1550 nm and a repetition rate of 2.5 MHz. Four laser diodes were used to generate the 
signal and high-intensity decoy status, respectively, and a polarization controller was used 
to convert the output polarization of the laser diodes to the corresponding polarization of 
one of the four BB84 statuses. Two additional laser diodes align the two sets of polarization 
bases, which are time-division multiplexed. Using a network of multiple BSs and PBSs 
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would require routing the outputs of the 10 laser diodes to a single fiber and an additional 
DWDM filter to ensure equal wavelengths of emitted photons. Additionally, to reduce cost, 
the receiver consists of two single-photon detectors and a switch randomly selecting a 
polarization base.

Other examples that have applied the discrete variable quantum cryptography allocation 
scheme to practice are shown in Fig. 3. We will briefly introduce the principles of the fol-
lowing four examples.

Fig. 2   The DV-QKD-based IoT device latency test. The experiments were re-conducted and the figure was 
re-drawn according to Zhang et al. (2019)

Fig. 3   Some real instances of DV-QKD. This figure was re-drawn from Pirandola (2020)
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Examples (a) to (d) all rely on the basic principles of quantum mechanics, especially 
quantum superposition and quantum entanglement. The core of quantum communication 
is to use quantum states (such as the polarization state or phase state of photons) to 
encode information to ensure the security and non-eavesdropping of communication. 
The security of quantum communication is based on the No-Cloning Theorem. Any 
eavesdropping on the quantum state will introduce disturbances, which will be detected 
by the communicating parties (Alice and Bob). The above four examples all use photons 
as carriers of quantum information, encode quantum information by changing their 
polarization state, phase state, or time state, and establish a quantum channel between 
the communicating parties (Alice and Bob). However, in different examples, the sender 
Alice performs different operations on the photon and uses different instruments, which 
leads to different processing of the received photon signal by the receiver Bob.

In example (a), Alice uses a phase modulator (PM) and a beam splitter (BS) to phase 
modulate and separate photons. After the photons pass through a polarization beam 
splitter (PBS), they form different polarization states. After receiving the photons, Bob 
uses a phase modulator and a beam splitter to demodulate the photons and extract the 
key information by detecting the phase and polarization state of the photons. Finally, 
the communicating parties Alice and Bob generate a shared key by comparing the 
measurement results.

In example (b), Alice uses an intensity modulator (IM) and a phase modulator (PM) 
to modulate the intensity and phase of the photons. Unlike example (a), a beam splitter 
(BS) is not used to separate the photons. The photons are transmitted to Bob via optical 
fiber. Bob uses a superconducting nanowire single photon detector (SNSPDS) and an 
interferometer to detect and demodulate the photons. Finally, the two parties use a 
Stirling refrigerator and a synchronization signal (Sync) to ensure the synchronization 
and stability of photon transmission and finally generate a shared key.

In example (c), Alice modulates and isolates photons through modulators and 
isolators to ensure that photons are transmitted to Bob through the quantum channel 
in a single-photon state. Compared with examples (a) and (b), an isolation operation 
is introduced here, not just the modulation of photons. After receiving the photon 
signal, Bob uses a single-photon detector (SPDS) and an interferometer to detect and 
demodulate the photons. Both parties perform data synchronization and error correction 
through the classical channel (Com) to ensure the accuracy and security of key 
distribution and finally generate a shared key.

In example (d), the Alice phase modulates photons through a Faraday interferometer 
and uses a variable attenuator to adjust the photon intensity. Although the phase 
and intensity of photons are modulated here like in example (b), the instruments 
used are different. Example (b) is more suitable for high-speed, low-noise quantum 
communication, while example (d) focuses more on the flexibility of phase modulation 
and precise control of photon intensity. The photons are transmitted to Bob through 
optical fiber. After Bob receives the photon signal, he uses a single photon detector 
(SPDS) and an interferometer to detect and demodulate the photon. Both parties extract 
the key and generate a shared key by monitoring the intensity and phase information of 
the photon.

Table  4 compares four discrete variable quantum cryptography allocation schemes. 
From the table, we can conclude that although the above four examples are all discrete 
variable quantum cryptography allocation schemes, they operate on photons differently 
in the implementation process, use different instruments, and have different transmission 
media, so their applicable scenarios are also different.
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3.3 � CV‑QKD protocols in IoT

The mainstream continuous variable quantum cryptography allocation scheme is point-
to-point (p2p for short) on the IoT, which also aligns with the original end-to-end design 
of IoT smart devices.

The first version of CV-QKD on IoT or connected smart devices was based on 
coherent status modulation and homodyne detection. The optics consisted of bulk 
optics, operating at a wavelength of 780 nm. This pioneering work and some follow-up 
experiments constituted the first generation of important CV-QKD systems. Although 
the concept of CV-QKD has been successfully demonstrated, its relatively low 
mechanical stability due to telecom-incompatible wavelengths makes it unsuitable for 
implementing robust long-distance and high-speed QKD systems in optical fibers. To 
overcome these obstacles, a new generation of CV-QKD systems was proposed. The 
new system utilizes telecom wavelengths, is primarily based on telecom components, 
incorporates an optimized error correction scheme, and incorporates multiple active 
feedback control systems to enhance mechanical stability. With these innovations, the 
key rate was up to 1 Mbps for a distance of 25 kms and about 300 bps for a distance of 
100 kms. Two different field tests of CV-QKD over a commercial fiber optic network for 
distances up to 50 km at a speed of over 6 kbps, also the longest field test of CV-QKD to 
date Pirandola et al. (2020), achieving a key rate of 2 orders of magnitude than previous 
tests. Later, some scholars demonstrated CV-QKD on a 202-kilometer ultra-low-loss 
fiber, narrowing the gap between the ultra-long distance achievable by the DV-QKD 
protocol. This record-breaking CV-QKD implementation doubled the previous distance 
record and showed the way to long-range and large-scale secure QKD using room 
temperature standard telecom components. The third generation of CV-QKD systems 
was based on generating the phase reference (or LO) power at the receiving station, 
while previous generations generated the LO power at the transmitting station and 
thus co-propagated with the signal in the fiber. As a result, the system has also evolved 
from a simple proof-of-concept demonstration to a more technologically advanced 
demonstration using telecom components.

Other examples that have applied the continuous variable quantum cryptography 
allocation scheme to practice are shown in Fig. 4. The three examples given in Fig. 4 
provide different technical means to realize signal modulation, transmission, and pro-
cessing. The CV-QKD system requires high-precision signal control and flexible receiv-
ing and processing capabilities. Examples (a) and (b) provide hardware-level solutions, 
while example (c) enhances the flexibility and configurability of the system through 
software-defined methods. The combination of these technologies can significantly 
improve the performance and security of the CV-QKD system and ensure the efficiency 
and reliability of the quantum key distribution process. The working principles of exam-
ples (a), (b), and (c) will be briefly introduced below.

Example (a) Frequency conversion or demodulation is achieved by mixing the input 
signal with the LO signal. In communication systems, this technique is often used to 
convert high-frequency signals to intermediate frequencies or baseband signals for 
subsequent processing. LO provides a stable reference frequency, and by mixing with 
the input signal, the phase and amplitude information of the signal can be extracted, 
thereby achieving signal demodulation or frequency down-conversion.

Example (b) The optical signal is modulated and controlled through a series of 
optical components. The laser (L) generates the optical signal, the Faraday mirror (FM) 
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is used to eliminate the change in polarization state, the PIN photodiode (PIN) converts 
the optical signal into an electrical signal, the phase modulator (PM) and the amplitude 
modulator (AM) modulate the phase and amplitude of the optical signal respectively, 
the variable attenuator (VATT) is used to adjust the intensity of the optical signal, and 
the polarization beam splitter (PBS) and the dynamic polarization controller (DPC) 
are used to control the polarization state of the optical signal. These components work 
together to ensure that the optical signal remains stable during transmission, which is 
suitable for quantum communication or fiber-optic communication systems.

Example (c) Signal reception and processing are implemented through software. Unlike 
traditional hardware receivers, software-defined receivers use digital signal processing 
technology to flexibly process different communication protocols and signal formats 
through programming. This type of receiver usually consists of an RF front end, an analog-
to-digital converter (ADC), and a digital signal processor (DSP). The RF front end is 
responsible for receiving signals, the ADC converts analog signals into digital signals, 
and the DSP demodulates, decodes, and otherwise processes the signals through software 
algorithms. Software-defined receivers are highly flexible and configurable, and are 

Fig. 4   Some real instances of CV-QKD. This figure was re-drawn from Zhang et al. (2024)
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suitable for a variety of communication systems, especially in scenarios that require rapid 
adaptation to new protocols or signal formats.

All three examples above involve modulation, transmission, and processing of signals. 
Whether by mixing signals with LO, modulating optical signals using optical components, 
or processing signals through software-defined receivers, their goal is to achieve effective 
control and utilization of signals. These technologies all play a key role in communication 
systems, especially in scenarios that require high precision and high flexibility, such as 
quantum communications or modern wireless communication systems. Nevertheless, 
their specific implementation methods and application scenarios are different. Example 
(a) focuses on the frequency conversion of electrical signals, example (b) focuses on the 
modulation and control of optical signals, and example (c) implements signal reception 
and processing through software. Examples (a) and (b) rely more on hardware components, 
while example (c) relies on software algorithms and digital signal processing techniques. In 
addition, examples (a) and (c) can be applied to a wide range of communication systems, 
while example (b) is more suitable for optical or quantum communication systems.

3.4 � QKD and network

The integration of quantum key distribution (QKD) networks and classical networks 
is an important research direction in the current field of quantum communication. From 
the perspective of network architecture, the integration of QKD networks and classical 
networks is mainly reflected in how to achieve a secure distribution of quantum keys on 
the existing classical communication infrastructure while ensuring the collaborative work 
of the two networks. First, QKD networks usually require dedicated quantum channels to 
transmit quantum states, while classical networks rely on optical fibers or wireless channels 
to transmit classical information. In order to achieve the integration of the two, a common 
architecture is to share the same optical fiber infrastructure with the QKD network and the 
classical network, and transmit quantum signals and classical signals in the same optical 
fiber through wavelength division multiplexing (WDM) technology. For example, the team 
at the University of Tokyo successfully realized the co-fiber transmission of QKD and 
classical communications in 2017. The experiment showed that under appropriate power 
control, quantum signals and classical signals can coexist in the same optical fiber without 
significant interference Wang et al. (2017).

Secondly, the integration of QKD networks and classical networks is also reflected 
in the coordination of key management and distribution. Classical networks usually use 
public key encryption algorithms (such as RSA or ECC) for key exchange, while QKD 
networks use the principles of quantum mechanics to achieve unconditionally secure key 
distribution. In order to combine the two, researchers proposed a hybrid key distribution 
architecture, in which the keys generated by QKD are used to encrypt key data in the 
classical network, while the classical network is responsible for key management and 
distribution. For example, the European SECOQC project demonstrated a QKD-based 
hybrid key distribution network in 2008, which combined QKD-generated keys with 
classical key management systems to achieve large-scale secure communications Peev et al. 
(2009). In recent years, the hybrid key distribution architecture has been further optimized.

Finally, the integration of QKD networks and classical networks also needs to 
solve the compatibility problem of network topology. Classical networks usually adopt 
hierarchical or distributed topologies, while QKD networks usually adopt point-to-point 
or star topologies due to their physical limitations. In order to integrate QKD in classical 
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networks, researchers proposed a QKD network architecture based on trusted relays, in 
which nodes in the classical network can serve as trusted relays to expand the coverage of 
the QKD network. For example, a team from the University of Science and Technology of 
China successfully implemented a QKD network based on trusted relays in 2016, which 
achieved quantum key distribution over 400  kms through trusted nodes in the classical 
network Yin et  al. (2017).In summary, the integration of QKD networks and classical 
networks has made important progress in the physical layer, key management layer, and 
network topology layer, laying the foundation for the development of the future quantum 
Internet.

4 � Evaluating quantum cryptography for IoT security

In this section, we will explore the challenges associated with implementing quantum 
cryptography on IoT devices after comparing quantum and traditional cryptography. 
Detailed scientific problems will be presented. While analyzing theoretic issues, we manage 
to uncover practical challenges that may arise when applying quantum cryptography to 
IoT devices. Based on these discussions, the feasibility of quantum cryptography for IoT 
security can be assessed.

4.1 � Differences between quantum and traditional cryptography

There are significant differences between quantum cryptography (QKD) and traditional 
cryptography (such as RSA and AES) in terms of security, performance, deployment, 
technical complexity, and application scenarios. The two are compared in Table  5 in 
different dimensions. Quantum cryptography is based on the principles of quantum 
mechanics, has unconditional security and real-time eavesdropping detection capabilities, 
and can completely resist quantum computing attacks. However, its key generation rate 
is low, the transmission distance is limited, the real-time performance is poor, and the 
deployment cost is high. It requires dedicated hardware and independent quantum network 
infrastructure, and the technical implementation is complex, and it has poor compatibility 
with the existing Internet of Things. In contrast, traditional encryption technology relies 
on the computational complexity of mathematical problems. Although RSA is vulnerable 
to quantum computing attacks, AES can partially resist quantum threats by increasing the 
key length. In addition, traditional encryption technology is efficient, low-cost, easy to 
deploy, and has a mature ecosystem, which is suitable for large-scale Internet of Things 
and resource-constrained devices. In the future, the development direction of quantum 
cryptography includes reducing costs, extending transmission distances, and hybrid 
encryption schemes combined with post-quantum cryptography (PQC)  (Xu et  al. 2024), 
while traditional encryption technology is committed to  scheme designing (Chen et  al. 
2024), protocol optimization (Wang et  al. 2023), and hardware acceleration (He et  al. 
2025). In general, quantum cryptography has potential in high-security scenarios, but its 
widespread application still needs to overcome challenges such as performance, cost, and 
compatibility, while traditional encryption technology needs to further improve security to 
cope with the threats of the quantum computing era. The two can complement each other 
to achieve a more comprehensive security solution.
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4.2 � IoT security challenges and quantum solutions

IoT devices are inherently vulnerable to attacks majorly due to their limited 
computational resources, long lifecycle (often exceeding a decade) Han et  al. (2024), 
and reliance on classical cryptographic algorithms such as RSA and ECC, which are 
susceptible to quantum computing attacks Ataullah and Chauhan (2024); Reshi and 
Sholla (2024). For example, Shor’s algorithm Politi et al. (2009); de Lima Marquezino 
et  al. (2019) could break RSA-2048 in seconds using a quantum computer with 4099 
logical qubits, posing a critical threat to IoT systems handling sensitive data. Quantum 
cryptography, particularly Quantum Key Distribution (QKD), offers a promising 
solution by leveraging quantum mechanics to detect eavesdropping attempts and ensure 
information-theoretic security. Hybrid approaches combining QKD with post-quantum 
cryptography (PQC) are emerging as a practical strategy to future-proof IoT security, 
balancing quantum-resistant algorithms like configurable lattice-based ML-KEM Kim 
et al. (2024); Xu et al. (2025) with quantum-enhanced key distribution.

While guaranteeing the theoretic security of quantum solutions for IoT devices, there 
can be extra challenges in practical implementations. For instance, while it is possible 
to guarantee theoretical security by mathematic proof, real-life implementations 
require more attention to IoT devices. This includes considerations such as limited 
computational resources, potential hardware vulnerabilities Van Schaik et al. (2024), and 
the need for efficient and secure communication protocols tailored to IoT environments.

4.3 � IoT‑specific limitations of QKD

No practical implementations of quantum cryptography schemes are absolutely perfect. 
The performance of the schemes depends on the applicability of the security proofs 
like mathematic proofs and assumptions to the real devices. Generally speaking, 
based on their security proofs, quantum hacking encompasses all attacks in which an 
eavesdropper is allowed to gain more information about messages sent between the 
trusted parties than those assumed to be the case. As security proofs were constructed 
on physical principles, it only makes sense when one or more of the assumptions 
required by the security proof are held. Meanwhile, Eve might be able to gain more 
information about the message than Alice and Bob. These assumptions included the 
existence of an authenticated channel between Alice and Bob, including the isolation 
of the trusted devices. The devices were expected to perform in that way. In addition, 
certain forms of quantum hacking had already been mentioned in this review, i.e., the 
PNS attack against DV-QKD protocols. Exploitable imperfections in the trusted parties’ 
devices made it possible to perform quantum hacking based on side channels. These 
could be dangerous within the trusted devices that might contribute to Eve’s information 
about the signal. Moreover, added noise within the devices could be partially controlled 
by Eve, who would like to influence the key data. The partially controllable losses 
and noises threatened the security of QKD protocols if overlooked. Usually, quantum 
hacking serves two purposes: to gain information about the secret key directly or to 
disguise other attacks on a protocol by altering the trusted parties’ estimation of the 
channel properties. The trusted parties could either incorporate the side channels into 
their security analysis so as not to underestimate Eve’s information or modify their 
protocol to include countermeasures.
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While QKD provides robust security, its integration into IoT faces technical hurdles. 
Most IoT devices operate under constraints such as low power budgets, limited processing 
capabilities, and cost sensitivity Kurte et al. (2025). Current QKD implementations require 
specialized hardware (like single-photon detectors) and stable quantum channels, which are 
incompatible with resource-constrained IoT nodes. Recent advancements aim to address 
these issues through miniaturized quantum components and hybrid networks. For instance, 
quantum random number generators (QRNGs) can be embedded in IoT chips to generate 
unique encryption keys, enhancing resistance against brute-force attacks de Curtò et  al. 
(2024). Additionally, satellite-based QKD enables long-distance secure communication for 
IoT infrastructure, though challenges like high latency and cost remain.

4.4 � QKD attacks in IoT context

Side Channel Attacks. APD-based detectors sometimes emit light when they detect 
a pulse, which is known as a backflash. The flashback light can inform Eve about Bob’s 
measurements in several ways. On the one hand, the polarization of the backlash can 
indicate which components of Bob’s system it passed through, which can tell Eve which 
detector it came from. On the other hand, what can also provide Eve with this information 
is the propagation time of the backlash after entering Bob’s detector and the difference in 
the outgoing light profile Path-related changes. This can tell Eve which measurement base 
Bob has chosen, and for some detector settings, it can even reveal Bob’s measurements. 
Some scholars Pinheiro et  al. (2018) have tested commercially used InGaAs/InP APDs 
from two aspects and found that anti-flash can be detected in a large proportion of 
avalanche events. Building on this work by characterizing commercial Si APDs, they 
also found that the flashback probability was significant ( ⩾ 0.065 ). Related studies have 
also found that backlash is broadband and can, therefore, be reduced using spectral filters. 
Using photomultiplier tubes instead of APDs in Bob’s detectors solved this attack well. 
In the future, quantum-based semantic security may be needed. How to make sure the 
communication security and the channel security without decrypting or even reading secret 
messages is worth studying.

Compared with the original communication requirement, the 5th generation 
(5  G)-enabled IoT connects billions of devices for high-speed data transfer nowadays. 
Therefore, it is necessary to update the communication routines to meet the requirements 
of high-speed transfer. To enhance its security and prevent side-channel attacks, quantum 
cryptography has been studied with attention to the routines. Chawla and Mehra (2023) 
summarized the quantum cryptography routine from a classical one to a post-quantum-
based one. To prevent the side channel attack in high-speed transfer, Shaller et  al. 
(2023) made plans to standardize and transition from conventional cryptography to 
post-quantum cryptography. Mujdei et  al. (2024) followed their plans to design a new 
routine, which reduced the complexity of polynomial multiplication. They accomplished 
the implementation by applying lattice to post-quantum cryptography. In traditional 
lattice ciphers, encryption and decryption operations require a large number of matrix 
operations and vector operations including matrix multiplication, vector addition, and 
vector multiplication. The complexity of these operations is high, making traditional lattice 
passwords more time-consuming and inefficient in practical applications. Nonetheless, it 
is easy for lattice to accomplish these operations. Consequently, introducing post-lattice 
quantum cryptography can reduce the complexity to the polynomial level.
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Fake Status. The false status and detector efficiency do not match the BB84 and 
most DV protocols since its security is based on the fact that Eve and Bob’s choices 
are independent. If Eve can exploit some flaw in Bob’s device so that it affects Bob’s 
choice or even chooses it for him, then this independence would no longer exist, and the 
security of the protocol could be broken. A paper Makarov and Hjelme (2005) proposed 
several schemes that allow an eavesdropper to control or influence Bob’s detector bases 
or measurements. That’s where Eve doesn’t try to get information without disturbing the 
signal state. Instead, sending a state designed to exploit Bob to detect a flaw in the device 
can give him the results she wants him to receive. However, the problem was mainly 
manifested in the adaptation of the IoT. If future smart devices can provide an interface 
based on quantum cryptography to eliminate false states when they leave the factory, the 
problem will be easily solved.

4.5 � CV‑QKD attacks in IoT context

Attacks on Local Oscillator. Assuming that to measure Alice’s signal state, Bob perturbs 
them with a local oscillator (LO), implementations of CV-QKD typically send the LO over 
a quantum channel due to the difficulty of maintaining coherence between Alice’s source 
and Bob’s LO. Since CV-QKD’s security proof does not consider this (since, theoretically, 
there is no need to send LO over the channel), this left some side channels that Eve could 
exploit. Scholars indicated that the strength of the LO must be monitored to prevent 
Eve from replacing the signal state and LO with the compressed state, masquerading 
as intercept and retransmit attacks by reducing trusted party-related errors that would 
expect such an attack. A beamsplitter-based wavelength-dependent attack on the LO was 
proposed. By exploiting the wavelength dependence of the beamsplitter in Bob’s device, 
they found they could engineer Bob’s results while preventing Bob from being accurately 
determined. They proposed a countermeasure in which wavelength filters were randomly 
applied, and any differences in channel characteristics between the applied and unapplied 
cases were monitored. Another attack on LO was designed by Jouguet et al. (2013), which 
exploited the fact that an LO pulse triggers Bob’s clock. By changing the shape of the 
LO pulse, Eve can delay the triggering of the clock. This could cause Bob to miscalculate 
shot noise, allowing Eve to perform an intercept and resend attack undetected. As a 
countermeasure, It was suggested that Bob measure shot noise in real-time by randomly 
applying strong attenuation to the signal. Based on this, Huang et al. (2014) showed that 
an attack exploiting the wavelength dependence of the beam splitter can be used to defeat 
Bob’s attempts to measure shot noise in real time. However, they found that adding a 
third decay value to the strong decay (rather than just turning it on or off) can prevent 
their attack. Xie et  al. also found that jitter effects in the clock signal lead to incorrect 
calculation of shot noise. To completely prevent LO attacks, Qi et al. (2015) and Soh et al. 
(2015) proposed and analyzed a method for Bob to generate LO locally. Alice sent phase 
reference pulses periodically, and Bob applied phase rotation to their results during post-
processing to ensure they were the same as Alice’s source. This scheme was modified by 
Marie and Alléaume (2017) to reduce phase noise. Ren et al. (2019) suggested that even 
the local LO may be vulnerable to hacking if the trusted party assumes that the phase 
noise is credible and Eve cannot be used. In this case, Eve can reduce the phase noise by 
increasing the strength of the phase reference pulse and compensate for the reduced phase 
noise by increasing her attack on the signal state so that the total noise measured by Bob 
remains the same.



	 Y. Yang et al.  264   Page 24 of 33

To prevent Eve’s attacks, Bob should check whether the messages sent from Alice are 
complete. As the secret messages on the local oscillators must disappear after they are 
read, no matter whether the readers decrypt them successfully or not, Bob can find out that 
something is missing if Eve attacks the local oscillators. In most cases, the communication 
is safe. Nonetheless, if Eve always performs attacks, the communication between Alice and 
Bob may always be unavailable. This remains an issue to be addressed in the future.

Saturation Attacks on Detectors. Let us consider a saturation attack on Bob’s 
homodyne detector. This attack exploits the fact that the CV-QKD security proof assumes 
a linear relationship between the incident photon quadrature and the measurement (the 
quadrature value corresponds linearly to the measurement), but in reality, homodyne 
detectors have limited linear range. Above a certain quadrature value, the homodyne 
detector will saturate, which means that the measurement will be the same whether the 
quadrature value is at or above the threshold level. For example, a quadrature value of 
100 shot noise can give the same measurement results as a quadrature value of 200 shot 
noise. Qin et  al. (2016) considered taking advantage of this by using an intercept and 
resend attack, then rescaling and permuting the measured states (multiplying them by 
some factor, then adding a constant displacement to them). By partially overlapping Bob’s 
measurements with the saturation region, Eve can alter the distribution of measurements, 
thereby reducing false estimates by trusted parties. Countermeasures were also proposed 
Qin et al. (2016), including using a Gaussian post-selection filter Fiurášek and Cerf (2012) 
to ensure that the measurements used for key generation fall within the linear range of the 
detector and using random attenuation of Bob’s signal to test whether the measurements 
were correct. Linearly related to the input. Qin et al. (2018) extended their previous work 
to consider a slightly different attack in which an incoherent laser was used to shift Bob’s 
measurements into the saturation range.

Attacks on detectors mainly focus on obfuscating channel information. By changing 
the lengths of some line segments of the whole channels, the detectors may give incorrect 
judgments. In this way, Quantum cryptography users are recommended to maintain their 
channels and notes more often.

4.6 � DV‑QKD attacks in IoT context

Malicious Software Attacks. Malicious software attack includes computer virus and 
Trojan Horses. A kind of hacking that can be used against the DV-QKD protocol is the 
Trojan Horses Gisin et  al. (2006); Deng et  al. (2005); Jain et  al. (2014), which includes 
a variety of different types of attacks that involve sending a quantum system into the 
devices of one or two trusted parties to obtain information. In BB84 and B92, the use 
of large photon pulses to obtain information about the basis of Alice’s selection and the 
measurement basis of Bob’s selection was considered. This information was obtained 
by sending a photon pulse through the main channel to a trusted device and measuring 
the reflection. Given that qubits were encoded by phase shifting, if Eve can pass her 
pulse through Alice’s phase modulator, measuring the resulting pulse will provide some 
information about the state of the signal. It is possible because Alice’s phase modulator 
ran for a finite amount of time (instead of just running long enough to modulate the signal 
state), giving Eve a window to send her own pulses, similar to modulating signal state 
or signal pulse. Gisin et al. (2006) described in detail the process by which Eve obtained 
information about base selection through reflectometry. The information might be partial, 
giving only the basis for use, or it may give the key bits directly. Even when only the 



Feasibility discussion of quantum cryptography for Internet… Page 25 of 33    264 

base can be obtained, the security of the protocol will still compromised because Eve 
is now able to always choose the same measurement base as Alice for interception and 
retransmission attacks and obtain complete information about the key without introducing 
any errors. Alternatively, Eve could be able to target Bob’s device. For B92 or SARG04, 
it is sufficient to know Bob’s measurement basis to obtain complete information about the 
key. In BB84, if Eve can determine the measurement base that Bob will use before the 
signal state reaches his device, she can perform an undetectable intercept and retransmit 
attack by choosing the same base as he. In IoT, even if Eve only gets information about 
Bob’s basis after measuring the state of the signal, it helps in practical PNS attacks because 
it reduces the need for quantum memory (Eve can measure photons and receive them 
immediately without waiting until all CCs are done. This won’t help eavesdroppers who 
are only limited by the laws of physics, but it can help people with current technology. To 
prevent malicious software attacks, some network security schemes, local programmable 
malware detection frameworks, and malicious software detection techniques are required. 
It is worth combining them with quantum cryptography.

4.7 � Combination with blockchains

Blockchains were first proposed in 2008 by an anonymous person or group of people using 
the pseudonym Satoshi Nakamoto Nakamoto (2008). For 17 years, blockchains have been 
playing an increasingly important role in cryptography. The recent period has witnessed 
the combination of quantum cryptography and blockchains arise Cherbal et  al. (2024). 
Therefore, it is necessary to introduce this combination here.

Blockchains are decentralized and distributed digital ledgers that use cryptography to 
secure and verify transactions. They allow multiple parties to access and update the same 
information in a secure and transparent manner, without the need for a central authority 
or intermediary. The storage of blockchains can be regarded as a linked table. When a 
transaction is updated, a new block is added to the blockchain that contains the updated 
transaction. This new block is linked to the previous block in the chain, creating a chain 
of blocks that cannot be altered without breaking the entire chain. Meanwhile, when a 
block is modified, the following blocks will be updated accordingly. Each block contains 
a cryptographic hash of the previous block in the chain, which serves as a unique identifier 
for that block and ensures that any attempt to alter or delete a block would be immediately 
detected by the rest of the network. The “ 51% principle” refers to the idea that a blockchain 
network is secure as long as at least 51% of the network’s computing power (or hash rate) 
is controlled by honest nodes. The consensus algorithm used by most blockchains, such as 
Proof of Work (PoW) or Proof of Stake (PoS), requires a majority of nodes to agree on the 
validity of transactions and new blocks in order for them to be added to the blockchain. If 
a group of malicious nodes controls less than 51% of the network’s computing power, they 
will not be able to successfully carry out an attack due to the “ 51% principle”.

Based on the security analysis mentioned above, it is possible to use blockchains 
and quantum cryptography to protect IoT devices at the same time. Generally speaking, 
blockchains protect IoT devices from a holistic perspective. Quantum cryptography 
focuses on the detailed data stored on the IoT devices. Sharma et al. (2023) presented the 
QIoTChain, which is capable of preventing attackers and data leaking. Blockchains can 
provide integrity and reliability, making it used to protect the whole system from a general 
aspect. Quantum cryptography can enhance the confidentiality of IoT data. This protected 
the data from a detailed aspect. Irshad et al. (2023) aimed to protect the cloud IoT devices. 
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With the reliability of blockchains, a novel cloud computing architecture was proposed 
to solve the scalability of IoT devices, which is a challenging scientific problem. This 
architecture enhanced the reliability, security, and scalability of IoT devices on the cloud 
by combining blockchains and post-quantum cryptography. Dhar et al. (2024) focused on 
the security of media stored on IoT devices, where hash functions of blockchains were used 
to augment the overall security posture whilst QKD of quantum cryptography facilitated 
secure key exchange between involved parties to encrypt and decrypt data by harnessing 
the principles of quantum mechanics.

5 � Discussion and future work

The support of quantum cryptography for IoT security also has certain limitations, 
mainly in academic and engineering aspects. The encryption and decryption algorithms 
of quantum cryptography do not always make sense, and it still has its own life cycle. 
At present, it has not been found that attackers can successfully decipher the encrypted 
information they intercepted with brute force to extract the passwords or the plaintext. 
However, it does not rule out that in the future, if a technologically large enough quantum 
computer is invented or a classical cracking algorithm is discovered, quantum cryptography 
will also become quite limited. The confidentiality of an encrypted message may have a 
very limited life, while the time required to break it is drastically reduced. In the future, 
how to develop a quantum cryptography encryption and decryption algorithm that prevents 
cracking by quantum computers with brute force will become a future development trend. 
As for IoT security, taking into account both efficiency and security will continue to be 
favored.

There are several variations of the quantum cryptographic protocol, including BB84. 
Still, the main problem in the physical implementation of these protocols is the maximum 
distance that can be traveled by the photons. Photons are essentially light particles, which 
can easily be distorted by environmental or natural calamities. As a matter of fact, the 
photons need to travel a very long distance in cases where the IoT networks are wide and 
stretch across many countries or cities. Quantum computing has a limitation in terms of 
its consideration. Additionally, quantum devices are currently very bulky and expensive, 
which can not be afforded by every organization or individual. The existing quantum key 
distribution (QKD) protocol is designed to work with only 2 devices. This is not possible 
in actual IoT systems which connect hundreds of devices together to communicate. 
These engineering problems will be applied and implemented after the study of quantum 
cryptography transitions from mathematics to physics.

The integration of quantum cryptography into IoT ecosystems represents a 
transformative leap in securing the interconnected world of the future. However, 
achieving a quantum-ready IoT landscape requires addressing several interdisciplinary 
challenges, including cost reduction, interoperability enhancement, and policy 
alignment, which form the potential research directions. On the one hand, security in 
both theory and practice still needs to be enforced continuously. The enforcement should 
be done from the low level to the application level. The essence is to guarantee that 
the hardware is reliable, with correct and trusted instructions executed when receiving 
those from higher levels. Subsequently, the trusted execution environment (TEE) should 
be designed to be resistant to modification Van Schaik et al. (2024). As mentioned in 
Sect. 4, some IoT devices often face malicious software. Thus, in the software aspect, 
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the execution environments should be clear, transparent, and secure. More mature 
and universal malware detection frameworks like GooseBt Yang et  al. (2023) can be 
designed to guarantee the execution environments. Afterward, implement the mature 
quantum cryptography schemes to be resistant to attacks including quantum attacks. 
Under the protection of these schemes proved by mathematics, IoT devices can handle 
queries in secure environments.

On the other hand, we will focus on the performance. The high cost of quantum 
hardware, such as single-photon detectors and quantum key distribution (QKD) 
systems, remains a significant barrier to widespread IoT adoption. Recent advancements 
in chip-scale quantum components, such as silicon photonic quantum random number 
generators (QRNGs), offer promising pathways to lower deployment costs. For instance, 
China’s “Quantum New Infrastructure” initiative Kania (2021, 2018) has already 
demonstrated the feasibility of integrating quantum technologies into existing IoT 
frameworks at a reduced cost.

6 � Conclusion

A basic aspect of quantum cryptography is a quantum key distribution QKD, which is 
discussed above. The best feature in the QKD is the capability of the channel to detect 
the presence of an eavesdropper in the architecture of the system, which is in sharp 
contrast to classical algorithms for cryptography. It has been concluded that quantum 
computing and quantum cryptography have developed very efficiently. Many mature 
algorithms are an advanced version of the (QKD), like the coherent one-way (COW) 
QKD, which aims at amending the drawbacks of the original quantum key distribution 
algorithm. However, whether they are in their advanced version, to a certain extent, the 
quantum cryptographic algorithms fix the loopholes that cannot be solved by classical 
methods in the IoT. Intrusion detection is real-time. The eavesdropping problem can also 
be solved perfectly. It is possible to make them become a reality in commercial systems 
with further improvement. This literature review provides solutions for IoT security 
problems with quantum cryptography techniques when questioning their feasibility. If 
the IoT device consumption and long-distance travel security problems are resolved 
by quantum cryptography in the future, we can have more mature and successful IoT 
systems with quantum cryptography applied for security.
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