IMPACT
. quantum reports 13

Review

A Technical Review of Quantum
Computing Use Cases for Finance
and Economics

Mangoba Q. Hlatshwayo, Manav Babel, Dalila Islas-Sanchez and Konstantinos Georgopoulos

Topic
Quantum Computing: Latest Advances and Prospects

Edited by
Prof. Dr. Mingxing Luo, Prof. Dr. Ming Li and Dr. Xue Yang



https://www.mdpi.com/journal/quantumrep
https://www.scopus.com/sourceid/21101043793
https://www.mdpi.com/journal/quantumrep/stats
https://www.mdpi.com/topics/K80Y4X80YD
https://www.mdpi.com
https://doi.org/10.3390/quantum8010026

@ quantum reports

Review

A Technical Review of Quantum Computing Use Cases for
Finance and Economics

Mangqoba Q. Hlatshwayo *

W) Check for updates

Academic Editors: Mingxing Luo,
Ming Li and Xue Yang

Received: 2 February 2026

Revised: 5 March 2026

Accepted: 6 March 2026

Published: 17 March 2026
Copyright: © 2026 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license.

, Manav Babel ‘, Dalila Islas-Sanchez ®’ and Konstantinos Georgopoulos

National Quantum Computing Centre, Didcot OX11 0QX, UK; manav.babel@stfc.ac.uk (M.B.);
dalila.islas-sanchez@stfc.ac.uk (D.I.-S.); konstantinos.georgopoulos@stfc.ac.uk (K.G.)
* Correspondence: manqoba.hlatshwayo@stfc.ac.uk

Abstract

Quantum computing has been rapidly evolving as a field, with innovations driven by
industry, academia, and government institutions. The technology has the potential to
accelerate computation for solving complex problems across multiple industrial sectors.
Finance and economics, with many problems exhibiting computationally heavy require-
ments, comprise a high-profile sector where quantum computing could have a significant
impact. Therefore, it is important to identify and understand to what extent the technology
could find utility in the sector. This technical review is written for quantum applications
researchers, quantitative analysts in finance and economics, and researchers in related
mathematical sciences. It is divided into two parts: (i) a survey of quantum algorithms
pertinent to problems in finance and economics, and (ii) mapping of several use cases
in the sector to the potential quantum algorithms presented in part (i). We discuss some
challenges on the pathway to achieving quantum advantage. Ultimately, this review aims
to be a catalyst for interdisciplinary research that will accelerate the advent of the practical
advantages of quantum technologies to solve complex problems in this sector.

Keywords: quantum computing; quantum algorithms; fintech; finance; economics

1. Introduction

Quantum computing was first theorised in the 1970s [1], and the new research field
gained more momentum after Feynman’s seminal talk [2]. At its core, quantum computing
leverages the principles of quantum physics to process information. For problems that
are intractable for classical computing, like the simulation of complex quantum many-
body systems, quantum computing is expected to solve them efficiently in a time frame
that scales linearly with the system size [2,3]. In contrast, classical methods for such
problems have computational times to solution that scale exponentially with the system
size. Furthermore, it was theorised that quantum computing could speed up computations
for classically tractable problems like searching [4]. The landscape of proposed quantum
algorithms that have speed-ups over their classical counterparts ranges from quadratic [4,5]
to exponential [6,7]. Such theoretical discoveries, along with the rapid development of
quantum hardware [8], have led many researchers to believe that quantum computing will
have a significant impact across many disciplines and industry sectors.

In particular, in finance and economics, where complex calculations, large datasets,
and optimisation problems are ubiquitous, quantum computing has the potential to im-
prove the computational efficiency for specific problem cases, provided certain conditions
are met, such as efficient data loading and quantum error correction [9]. For example,
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intricate models in finance for risk assessment, portfolio optimisation, fraud detection,
and high-frequency trading, which generally require substantial use of high-performance
computing, can potentially benefit from quantum computing. Similarly, economic mod-
elling and simulation (particularly in macroeconomic forecasting, game theory, and market
equilibrium analysis) could benefit from the integration of quantum processors in the com-
putational pipeline. The expected gains with quantum computing methods are twofold:
(i) large-scale high-dimensional problems can be handled efficiently without resorting
to many approximations and truncation, as typically needed for classical computing ap-
proaches; and (ii) the computational time to solution can be significantly reduced and the
accuracy improved for some categories of problems [10]. However, there are a few current
bottlenecks in realising these potential gains, which include the challenge of efficiently
loading and reading out data from a quantum computer [11,12].

This review examines promising use cases in finance and economics where quantum
computing could have a significant impact. We discuss the theoretical foundations of
pertinent quantum algorithms, recent proof-of-concept implementations, and potential
future implications. By examining these specific use cases, such as option pricing and risk
management, this review highlights both the opportunities and limitations of quantum
computing in the context of the aforementioned sectors. We aim to provide an objective
analysis, providing a technical review of key quantum algorithms, corresponding use cases,
and the overall state of the art of quantum computing for finance and economics.

1.1. Motivation and Contributions

This review seeks to provide a bridge between use cases, as encountered by practi-
tioners in finance and economics, and their potential solutions using quantum computing.
This survey contributes towards stimulating interdisciplinary research to accelerate the
development and demonstration of quantum computing’s advantage for applications in
these sectors.

What is meant by advantage in quantum computing is often debated, since there is
currently no unique definition for it. There are generally three terms commonly used in
association with quantum advantage:

o Computational Advantage—also referred to as Quantum Supremacy [13], is a point where
quantum computers can efficiently perform a task that is intractable for a classical
computer. The task does not have to be directly useful for real-world applications,
such as efficient random sampling from a particular probability distribution [14-17].

¢ Quantum Utility—a point when quantum computers can solve a problem more effi-
ciently than classical brute force methods. This definition was first introduced by IBM
Quantum in association with their work in simulating spin systems [18].

*  Practical Quantum Advantage—a point where quantum computers can solve a problem
more efficiently than the most advanced classical methods. In this case, the prob-
lem/task in question has real-world practical application(s) and impact in areas such
as logistics, healthcare, finance, and economics.

Therefore, most researchers consider Practical Quantum Advantage (PQA) a monumental
milestone that will unlock the benefits of quantum computing for the growth of the economy
and society at large. Oxford Economics has quantified these benefits as an economy-wide
productivity boost, which is projected to be up to 8.3% by 2055 in the UK, with initial
gains from as early as 2034 [19]. Under reasonable assumptions, this is equivalent to each
worker in the UK producing an extra one and a half weeks” worth of output annually,
without putting in any additional hours [19]. Furthermore, the report estimates that by 2055,
the quantum computing industry will contribute between £5.9 billion and £12.9 billion in
total gross value added to the UK’s GDP [19]. Globally, McKinsey [20] has projected that
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applications of quantum technologies in finance will contribute a total value of $622 billion
by the year 2035. Hence, some analysts have predicted that the financial services sector
will be among the first industries to benefit from quantum technologies [21].

Since the general expectation is that quantum computing will generate a lot of value
both in the UK and globally, the key questions are as follows: What is a viable path towards
PQA? What are the hardware engineering and software algorithmic hurdles to overcome
to achieve PQA? What could accelerate the collaborative effort towards that common
goal? This review seeks to contribute towards answering these questions by providing
the following:

1. A survey of state-of-the-art quantum algorithms with potential applications in finance
and economics.

2. A mathematical outline of use cases in the aforementioned sectors and viable quantum
approaches towards an efficient solution. Note that this review is among the first to
extend the scope of such a survey to cover use cases in economics.

3. Adiscussion of the technical challenges towards realising PQA of quantum computing
applications in these sectors.

The following subsections outline how our contribution adds to previously published
related survey reports and the benefits of the structure of this review.

1.2. Related Survey Reports

The interest in quantum computing use cases in finance is evident in the rapidly
growing number of publications and investments in the field. The total number of papers,
articles, and theses written on quantum computing for finance has grown from under
2000 in 2014 to over 10,000 in recent years [22]. Commensurate with the growth of the
field, regular survey reports of quantum computing in finance progressed from general
overviews in the years 2019 to 2020 to specialised applications in Quantum Machine
Learning and financial modelling in the years 2021 to 2024. This is a reflection of the field
shifting toward practical implementations, with increasing focus on derivatives pricing,
risk assessment, and quantum-enhanced financial strategies. Table 1 presents a sample
list of the related survey reports on quantum computing applications in finance from 2019
to 2025.

Table 1. Related survey papers on quantum computing applications in finance.

Year First Author Title of Publication
2019 Orts [9] Quantum computing for finance: Overview and prospects
2020 Egger [23] Quantum Computing for Finance: State-of-the-Art and Future Prospects
2020 Alcazar [24] Classical versus quantum models in Machine Learning: insights from a finance application
2020 Hull [25,26] Quantum Technology for Economists
2021 Pistoia [27] Quantum Machine Learning for Finance ICCAD Special Session Paper
2022 Garcia [28] Systematic Literature Review: Quantum Machine Learning and its applications
2022 Albareti [29] A Structured Survey of Quantum Computing for the Financial Industry
2022 Goémez [30] A Survey on Quantum Computational Finance for Derivatives Pricing and VaR
2023 Herman [31] Quantum computing for finance
2023 Chang [32] The Prospects of Quantum Computing for Quantitative Finance and Beyond
2023 Nai From Portfolio Optimization to Quantum Blockchain and Security: A Systematic Review
aik [33] L
of Quantum Computing in Finance
2023 Saxena [34] Financial modelling using quantum computing
2024 Jacquier [35] Quantum Machine Learning and optimisation in finance
2004 Claudiu [36] Enhancing the Financial Sector with Quantum Computing: A Comprehensive Review of

Current and Future Applications
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Table 1. Cont.

Year First Author Title of Publication
Quantum financing system: A survey on quantum algorithms, potential scenarios and
2024 Lu [37] .
open research issues
2004 Atadoga [36] The I.n.tersectl(?n of Artificial Intelligence And Quantum Computing In Financial Markets:
A Critical Review
. Quantum Machine Learning on near-term quantum devices: Current state of supervised
2024 Gujju [39] . . o
and unsupervised techniques for real-world applications
2024 Bunescu [40] Modern finance through quantum computing—A systematic literature review
2024 Mironowicz [41] Applications of Quantum Machine Learning for Quantitative Finance
2024 Auer [22] Quantum computing and the financial system
2025 Corli [42] Quantum Machine Learning algorithms for anomaly detection: A review

Each of the survey reports above is written for a specific audience, as reflected in
the depth of technical details covered and the emphasis on either quantum algorithms or
financial use cases. In this review, our approach is to present the technical depth of the
key quantum algorithms and the mathematical formulation of the use cases in finance
and economics. We hope this approach will spur interdisciplinary collaboration that will
accelerate the advent of PQA for industrial applications.

1.3. Structure of the Review

The structure of the review resembles the mapping between use cases and problem
domains shown in Figure 1.

<

Simulation

Pricing (e.g., Asset,
Derivative)

Risk Analysis
Netting Requirements

CDOs management

Economic Capital
Requirements

Crises Prediction

Stress Testing (Banks,
Markets)

SDE Solving

Macroeconomic
Modelling

Econophysics

@

Optimisation

Portfolio Optimisation

Hedging

Swap Netting

Arbitrage

Credit Scoring

Settlement Optimisation

Crises Prediction

Supply Chain Logistics

Nash Equilibrium

&>

Machine Learning

Fraud Detection

Pricing (e.g., Asset,
Derivative)

Predicting Market
Volatility

Risk Clustering

Natural Language
Processing

Credit Scoring
Time Series Analysis
Crises Prediction

Generative Models

Cryptography

Cybersecurity

Data Security

Transaction Security

PQC/QKD

Comms Encryption

Quantum Money

Figure 1. An overview of quantum computing use cases in finance and economics categorised by
NQCC'’s priority problem category.

Thus, we have divided this review into three parts:

PartI Quantum algorithms—a review of the key quantum algorithms with potential
PQA in finance and economics. These are grouped into four problem domains:
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(a) Simulation algorithms are presented in Section 2.2, including Quantum Monte
Carlo Integration and quantum solvers for Stochastic Differential Equations.

(b)  Optimisation algorithms are presented in Section 2.3, particularly for combi-
natorial and convex optimisation problems with state-of-the-art examples.

(c) Quantum Machine Learning algorithms are presented in Section 2.4, which
are quantum extensions of classical Machine Learning techniques for super-
vised, unsupervised, and reinforcement learning.

(d)  Quantum cryptography methods are presented in Section 2.5, including a
discussion of future expected threats to cybersecurity posed by quantum
computers once the technology reaches full maturity and some quantum-
safe protocols for data encryption and communication.

The pertinent primitive algorithms that feature as subroutines to quantum algo-
rithms in the above problem domains are outlined in Section 2.1.

PartII Use cases in finance and economics—a review of the mathematical formulations
of potential use cases of quantum computing in finance and economics. These are
grouped into three parts:

(@) Banking and Investment—presented in Section 3.1, we identify some of
the computational bottlenecks for classical methods in banking and invest-
ment problems and use cases where quantum computing can potentially
have an advantage. These include pricing assets and derivatives, portfolio
optimisation, hedging, and arbitrage.

(b)  Risk Management and Cybersecurity—presented in Section 3.2, we identify
some of the simulation and security challenges in risk management and cy-
bersecurity, respectively. Similar to banking and investment, we present the
technical formulations of use cases of quantum computing in this category.
This includes quantum approaches for risk analysis (Value at Risk, credit
scoring, etc.) and fraud detection.

(c) Economics—presented in Section 3.3, the mathematical formulation of po-
tential use cases of quantum technologies for problems arising in economics
is outlined. These include quantum money and macroeconomic forecasting.

Part III Summary and outlook—is presented in Section 4, in which we reiterate the benefits
to financial organisations in working towards quantum readiness and provide an
outlook of one possible route towards PQA.

Note: This review is not a comprehensive review of all quantum algorithms nor use
cases in finance and economics. We have selected a subset of use cases that represent
areas of potential high impact with some current published research activity in the form of
proof-of-concept proposals and/or demonstrations. Similarly, we provide technical details
for simpler formulations of quantum algorithms in a problem domain and mention more
complex approaches in passing. Furthermore, this review is also not intended as a primer
on quantum computing or quantum information theory. In the quantum-specific sections,
we assume a level of familiarity with quantum mechanics and related terminology, which
other sources can provide in greater detail. In the next section, we will summarise some
of the notation used in this review for the reader’s convenience. Finally, we hope that
financial organisations interested in incorporating quantum technologies can work with
quantum applications engineers to develop relevant solutions using this survey and others
as a starting point.

1.4. Notation

In this section, we summarise some of the key notations used in this review for clarity.
This is not an exhaustive list, and some of the notations can be overloaded when the
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meaning is clear in the context. For example, in some parts of the text, the Hamiltonian
may be denoted as H, and it should not be confused with the Hadamard gate. Similarly,
the Big-O notation may be denoted as O(-) or O(-), which both mean the same thing.
Table 2 gives a sample of common notations in quantum computing and the analysis of
quantum algorithms that are used in this review. Since this review is not an introductory
text in the field, a reader who is unfamiliar with these notations can refer to Ref. [43] for
more information.

In addition, throughout this review, the abbreviation s.t. stands for such that. The nota-
tion || - ||2 denotes the Euclidean norm. The condition number of a matrix is denoted by «,
and s the sparsity. The symbol € represents a precision parameter.

Table 2. Common notations in quantum computing and analysis of quantum algorithms.

Symbol Meaning Description
Dirac bra-ket notation for a general A general qubit state [y) = a« |0) + B 1),
), (¢] quantum state and its adjoint, where |¢|? + |B|2 = 1. Here, the basis
respectively. vectors are |0) = [10]T, 1) = [0 1]T.
() Inner product Measures the overlap or amplitude

between two quantum states.

Reversible transformation that

u Unitary operator preserves norm UTU = I.
Operator that represents the total
H Hamiltonian energy Of. 4 antum 5y® tem: it
determines its time evolution via the
unitary U = et
P o o
H Hadamard gate uts a qubit into superposition

H[0) = 25(0) + 1)).

. Single-qubit gates: X (bit flip), Z (phase
XX, 21 Pauli gates flip), Y (both flip), I (identity).

CX, CNOT Controlled-NOT gate Two-qubit gate that ﬂlps the target if
control qubit is |1).

A non-Clifford single-qubit gate that
plays two key roles: (i) universality for
1 0 the set of Clifford gates plus T-gate [43]
0 ein/4 > and (ii) efficient decomposition of
Toffoli gates [44] the equivalent of
classical NAND gates [45].

T T-gate defineas T = (

Combines states: |a) ® |b) = |ab). Trace
®, Tr Tensor product and Trace gives the sum of matrix diagonal entries;
used in measurement and subsystems.

o) Big-O notation Describes asymptotic upper }Jounds on
complexity of an algorithm.
o) Big-Omega notation Describes asymptotic lower bounds on

complexity of an algorithm.

Describes asymptotic average or tight
o) Big-Theta notation (upper and lower) bounds on the
complexity of an algorithm.

Collapses qubit to classical bit based on

meas or Measurement ; iliti
eas or M easureme amplitude probabilities.
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2. Quantum Algorithms
2.1. Primitive Quantum Algorithms

This section offers an introduction to a set of quantum algorithms, here referred
to as primitive algorithms, that are used as the basis or fundamental building blocks from
which more complex quantum algorithms, models, or frameworks are constructed [46].
As primitive algorithms do not directly solve an end-to-end problem, groups of these
fundamental algorithms (also called subroutines) are needed to create a wide range of
high-end quantum applications [47].

2.1.1. Quantum Phase Estimation

One of the earliest quantum algorithms to be discovered was the Quantum Phase
Estimation (QPE), which was first presented in 1995 by Kitaev [48]. It was in fact used
in 1994 by Peter Shor [49] in the guise of the Quantum Fourier Transform, but he did not
explicitly formalise it into QPE. It is widely used in other algorithms, such as Hamiltonian
diagonalisation [50], and solving systems of linear equations [6].

QPE serves as a key building block for quantum algorithms, of which some have
a potential quantum speed-up that is exponential. The objective of the algorithm is the
following [43]: given a unitary operator U, estimate the phase 6 in the representation

Ulyp) =™ [y). (1)

Here, |¢) is an eigenvector, and ¢>™¢

is the corresponding eigenvalue. To implement the
QPE, the quantum system needs to be separated into registers: the state register that contains
|¢) and the phase register that contains the encoded estimate of the phase 6. The QPE

subroutine is constructed as follows:

1. Setup: Initialise the state register with the state |¢). The additional set of n qubits that
form the phase register is set in state [0“""). After initialisation, the global state of the
system will be

o) = 10)°" [9) .

2. Superposition: An n-bit Hadamard gate is applied on the phase register, leaving the
global state as

$1) = 2,1/2(\0>+|1>)®"|1P>

3. Controlled Unitary Operations: Consider a controlled unitary Uc that applies the uni-
tary operator U on the target register (i.e., the phase register) only if its corresponding
control qubit is |1) [43]. Since U is a unitary operator with eigenvector |¢) such that
U |p) = ™9 |y), it follows that

u2] |11b> _ u21—1u|¢> — u2/—1€27'[i9 ‘lp> = 627Ti9~21 ’lP>

Applying all the n-controlled operations Uéj with 0 < j < n — 1 and using the relation
0) @ [9) + [1) ® 2™ ) = (]0) + 2™ 1)) ® |¢) leads to the following global state:

zm (|o> 02 1)) @@ ([0) + 2 1)) @ (10) + 2 1)) @ [g)

zn/ Z 7'[19k|k ®|¢>

where k denotes the integer representation of n-bit binary numbers.

https://doi.org/10.3390/ quantum8010026
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4. Inverse Fourier Transform: The Quantum Fourier Transform (QFT) maps an n-qubit
input state |x) into

QFT |x) = zn%(\(» +e1)) @ (o) LB |1>> ©...

_2mi_ i
® (0) tem T |1>> @ (l0) + e 1)).
The expression of the global state |¢) is the result of applying QFT on the global

expression |i1) of Step 2. Therefore, to recover the state [2"6), an inverse Fourier
transform is applied on the phase register [51]. Doing so, it is found that

1 21 2710k QFT;1 1 21271 727rik(x72n9)
¥3) = 50 L TR @ly) = 5 Y Y e T @ fy).
k=0 x=0 k=0

5. Measurement: The above expression peaks near x = 2"6. For the case when 2”6 is an
integer, measuring in the computational basis gives the phase in the phase register
with high probability, as the global state now is

a) = [270) @ |9).

For the case when 2" is not an integer, it can be shown that the above expression
still peaks near x = 26 with probability at least 4/ 7% ~ 40% [43]. There are several
caveats of QPE that may hinder its implementation on hardware and accuracy for
certain applications, related to the particular measurement scheme.

There are several caveats that may hinder the implementation of QPE on hardware and its
accuracy in certain applications. These are related to the chosen measurement scheme when
x = 2"6 is not an integer and are listed in more detail in Ref. [47]. Algorithm 1 summarises the
key steps of the QPE subroutine, which scales as O(1/4), for the desired additive error ¢ [48].
The standard QPE circuit requires O(2") controlled-Uc operations, which can be a resource
challenge for current Noisy Intermediate-Scale Quantum (NISQ) hardware. Hence, QPE is
considered a Universal Fault-Tolerant (UFT) quantum algorithm that requires Quantum Error
Correction (QEC) to obtain highly accurate phase estimates. In the NISQ era, practitioners
often employ approximate versions of QPE with reduced circuit depth and error-mitigation
methods to mitigate noise. These variants of QPE include the Iterative Quantum Phase
Estimation (IQPE), which uses a single control qubit repeatedly and employs classical post-
processing to update estimates of 8 [52]. IQPE typically has the same asymptotic error scaling
but requires fewer qubits [52], making it more suitable for near-term quantum devices. There
have also been proposals for alternatives to QPE such as the quantum eigenvalue estimation
via time series analysis [53] and the phase estimation of local Hamiltonians [54]. These
methods use expectation values of the evolution operator at various times to estimate the
eigenvalues of a Hamiltonian, making them more feasible to implement on NISQ hardware.

Algorithm 1 Quantum Phase Estimation

Initialising: Initialise the quantum system. There exist two qubit registers, the phase register
initialised in state |0)“", and the state register initialised in |¢).

Superposing: Apply Hadamard gates on the phase register.

Applying the unitary; Apply the controlled unitary operation as shown in the third step of
the mathematical analysis.

Inverse QFT: Apply the inverse quantum Fourier transform to decode the state of the
phase register.

Measure: Measure the phase register to get an approximation of the desired phase, 6.

https://doi.org/10.3390/ quantum8010026
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2.1.2. Quantum Amplitude Algorithms

Another set of widely used quantum subroutines introduced by Brassard et al. [55] in-
cludes the Quantum Amplitude Amplification (QAA) and Quantum Amplitude Estimation
(QAE). These algorithms are an extension of the principles of Grover’s search algorithm [4]
to a broader range of applications.

Quantum Amplitude Amplification

The first amplitude subroutine, QAA, also used within Grover’s search algorithm [4],
enhances the probability amplitude of desired outcomes within a quantum algorithm.
The QAA generalises Grover’s unordered search to any algorithm with a known success
probability [56], enabling a potential quadratic speed-up over classical repetition strate-
gies [55].

Consider a quantum algorithm A that produces a state

Al0) =[¢) = V1-alpo) + Valgr), 2

where | is the ‘good’ subspace (desired states), a the probability of measuring a ‘good’
state, and |¢) the ‘bad’ subspace. The amplification process is done using the Grover-like
operator Q, which acts as a rotation and is defined to be [55]

Q= -ASyA'S,, (3)

where

80:2|0> <0|—I, and SX:I—2|lP1> <¢1| (4)
The operator Sy reflects about the initial state, which flips the sign of the amplitudes of the
good states |x) if and only if |x) = |0). The operator Sy reflects about the good state [),
which flips the sign of |x) if and only if x(x) = 1. This implies that [55]

Sylv)=—lx) = x(x) =1 ©)

The probability amplitude of the good state is sin?((2m + 1)6,), where 8, = arcsin(y/a),
with 0 < 6, < 71/2, and the optimal m number of iterations is |7t/ (46,)]. Applying Q
iteratively to |ip), the state evolves such that, after m applications, the state is

Q") = sin((2m +1)64)|1p1) + cos((2m +1)6a)[1po), (6)

Thus, Q rotates the state in the {|¢9), |1) } plane per each iteration. If a is known,
QAA achieves a quadratic speed-up with ®(1//a) applications of A and A*. For unknown
a, quantum search algorithms like one outlined in Section 2.1.3 use exponentially increasing
numbers of iterations to find a good solution. This approach is also expected to use same
@(1/+/a) applications A and A" ifa > 0[55]. Algorithm 2 summarises the QAA subroutine
using the operator Q and a general A algorithm.

Algorithm 2 Quantum Amplitude Amplification

Initialise: Apply a quantum algorithm A to |0) to prepare the state:

) = V1-alygo) + Valygy)

Amplify: Define the amplification operator and apply it to m number of iterations to rotate
the state:
Q") = sin((2m 4 1)6,)|p1) 4 cos((2m +1)6,)[¢po)

Measure: Measure the final state Q™ |) to obtain a good state.
Repeat: If a is unknown, use exponentially increasing m until a good state is found.

https://doi.org/10.3390/ quantum8010026
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An extension of QAA, called the variable time amplitude amplification, which can be
decomposed into multiple steps with different stopping times [57], has been applied as
a subroutine that improves the complexity of Harrow et al. [6] Quantum Linear Systems
Solver. Improvements to the QAA subroutine have been proposed, such as the oblivious
amplitude amplification [58] which handles the issue that occurs when it is not possible to
perform the required reflection about the state |¢). Another version of QAA is the fixed-
point amplitude amplification [59] that ensures amplitude amplification happens regardless
of an unknown amplitude. These improved versions of QAA are subroutines for Quantum
Singular Value Transformation (QSVT) methods [60] and have been recently compared in
the Hamiltonian simulation problem [61].

Quantum Amplitude Estimation

The second amplitude subroutine, the QAE algorithm first proposed by [55], is closely
related to QAA and seeks to estimate the probability amplitude of a specific outcome with
high precision. It is a key subroutine for a broad class of Monte Carlo-like estimation
tasks [62] and offers a potential quadratic quantum speed-up [5].

The QAE can be described similarly to the QAA. Consider an algorithm A that outputs
a state given by Equation (2); the QAE seeks to produce an estimate for the amplitude a of
the good state |ip1), where a = (1 |1p1). Using the operator Q given by Equation (3), the
QAE estimates the value of a by using QPE to find the eigenvalues of Q [55]. Hence, both
the QAA and QAE use the operator Q, but the former boosts a for measurement of |¢7),
while the latter quantifies a itself.

The key idea is to assign the value of a to an angle 8 so that the estimate of 6 to a given
precision & using QPE gives us the estimate of a. This is done by setting a = sin?(#) and
then applying QPE to the controlled-Q operations, since Q acts as a rotation in Hy with
eigenvalues e*'2%. The estimate 4 with M evaluations has errors bounds given by [55]

|d —a| < 2mk/\/2a(1 —a)/M + 7k*/ M?, (7)

with probability at least 8/ 7% for k = 1 and higher for k > 2. Algorithm 3 summarises the
QAE that utilises QPE.

Algorithm 3 Quantum Amplitude Estimation

Initialise: Apply a quantum algorithm A to |0) to prepare the state: |¢) = /1 —a[¢hg) +
Va |§1) (same as QAA).

Define: Define the amplification operator Q given by Equation (3). The eigenvalues of Q
are e*2% where a = sin?(9) for 6 € [0, 7r/2].

Estimate: First apply a total of M controlled-Q operations on state |¢) such that

M-1
Y k) Q5 ly).
k=0

Let ¢ = 0/, then apply QPE to estimate the eigenphase ¢ € [0, 1) which we use to recover
the amplitude

i = sin’ (71¢)
Output: Return 4 as the estimate of a4, with error bounds [55]:

27 2

with probability at least 8/ 71> for M > 1.
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This version of the QAE algorithm is relatively resource-expensive due to the use of
QPE, which uses many ancilla qubits for a good estimate, multiple controlled-Q operations,
and the inverse QFT. Hence, this results in deep circuits which are not feasible to run on
near-term devices. Some variants of QAE that do not make use of QPE include the Maxi-
mum Likelihood Amplitude Estimation [63], Faster Amplitude Estimation [64], Iterative
QAE [65], Variational QAE [66], and low depth algorithms for QAE [62] which are more
feasible on near-term devices. An important application of QAE to finance is to perform
Monte Carlo integration, which will be discussed in more detail in Section 2.2.1. Other
applications of QAE include general numerical integration [67], estimating the probability
of success of a quantum algorithm [68], and approximate counting [69].

2.1.3. Quantum Unstructured Search (Grover’s Algorithm)

First proposed in 1996 by Lov Grover [4], the Quantum Unstructured Search (QUS)
algorithm (commonly known as Grover’s algorithm or quantum search algorithm) utilises
the QAA subroutine to potentially obtain a quadratic quantum speed-up over classical
methods for searching an item in an unstructured dataset.

In this section, we describe the key idea behind the QUS algorithm. For a database D
of N = 2" entries, let {x} € D be the set of items in an array, and let w be the marked item
(i.e., the item the routine searches for). Let f be a function such that f(x) = 1 if and only
if x = wand f(x) = 0 otherwise. The quantum states can be encoded as binary strings
x € {0,1}". One can then define the oracle Uy acting on a quantum state, |x), as

Uy |x) — (-1)/™) |x). 8)

Thus, the oracle does nothing to the unmarked quantum states and negates the phase of
the marked state |w). Geometrically, the unitary matrix of this oracle corresponds to a
reflection about the origin for the marked item in an N-dimensional vector space.

The QAA subroutine provides the quadratic speed-up of QUS by amplifying the
amplitude (and thus, the probability) of the target quantum state, making it more likely to
appear after measurement. This procedure is summarised in Algorithm 4 and has been
shown to have a query complexity of O(v/N), which is a quadratic speed-up over classical
brute force methods of O(N) [4].

Grover’s algorithm has been applied as a subroutine for various applications, in-
cluding speeding up the nested search of structured problems [70], stochastic pure adap-
tive search for unconstrained global optimisation [71], high-energy physics data at the
Large Hadron Collider [72], image pattern matching [73], and homomorphic encryption
schemes [74]. The QUS algorithm as described here is considered a fault-tolerant quantum
algorithm due to the deep circuits (required to reach optimal k iterations), which are infeasi-
ble to run successfully on current NISQ hardware. Hence, similarly to the other primitives
reviewed here, improvements have been suggested to the QUS to make it amenable to
run on near-term quantum hardware. These include the divide-and-conquer strategy
and partial diffusion operators to reduce the circuit depth and error accumulation [75,76],
as well as variational approaches [77,78].
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Algorithm 4 Quantum Unstructured Search (Grover’s Algorithm)

Initialisation: Start with |0)®", apply Hadamard gates to create a uniform superposition:
1 N-1
Is) = —= 2 %)
L

Each state |x) has amplitude 1/ V/N.
Oracle Application: Apply the oracle Uy, which flips the phase of solution states, such that

for one solution |w), the state becomes:

Uyls) = jﬁ@ x) - |w>).

This marks solutions by changing their sign.
Diffusion Operator: Apply the diffusion operator D = 2|s)(s| — I, where [ is the identity.
This reflects the state over |s), amplifying solution amplitudes:

DUy [s) = 2(s|Uy|s)|s) — Uf s) .

The action of the Grover operator G = DUy is to amplify the amplitude of the solution state.
Iteration: Repeat the Grover operator k times G |s) and then measure to find highest
probability state |w). The optimal k receptions to maximise the probability of finding the
target state(s) is approximately:

k=" N

where M is the number of solutions.

2.1.4. Quantum Walks

Random walks have long served as a foundational model in the study of stochastic
processes, with applications spanning physics, computer science, biology, and finance. In its
classical form, a random walk describes the trajectory of a particle that takes successive
steps in random directions, typically governed by a Markov process [79]. Random walks
have also been generalised to graphs [80], in which case they can be viewed as finite-state
Markov chains over the set of vertices [81]. A simple example is the one-dimensional
symmetric random walk, where a particle at position x € Z moves to x +1 or x — 1
with equal probability at each time step. In finance, the Geometric Brownian Motion
(GBM) is a widely used random walk for modelling market stochastic quantities like asset
prices [82,83].

The quantum analogue of random walks, known as quantum walks, emerged in the
early 1990s as a framework for modelling quantum dynamics and as a potential basis for
quantum algorithms [84]. Unlike classical random walks, quantum walks evolve under
unitary transformations, preserving coherence and enabling interference between paths.
This leads to fundamentally different behaviour, including faster spreading and potential
algorithmic advantages [85].

Two main formulations of quantum walks exist: discrete-time and continuous-time.
The Discrete-time Quantum Walk (DTQW) was first formalised by Aharonov et al. [84],
incorporating a coin space to account for the internal degrees of freedom. In contrast,
the Continuous-time Quantum Walk (CTQW), introduced by Farhi and Gutmann [86],
operates directly on the graph structure without an explicit coin. In this section, we will
review the key ideas behind quantum walks, beginning with their mathematical founda-
tions and then exploring their distinctive dynamical properties, algorithmic formulations,
bottlenecks, and applications.
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Discrete-Time Quantum Walks

Consider a walker on a 1D line, flipping a quantum coin to decide whether to turn left
or right at each step. This represents one of the simplest quantum walks, also referred to as
a qubit walk on a finite cycle (with N states) in discrete time [87]. This quantum walk can
be described by repeated application of a unitary evolution operator U, which acts on the
Hilbert space H = Hc ® Hg composed of the coin qubit (C) with basis {|1), |])} and state
space (S) with basis {|x) } for x € {0,1,...N — 1}, respectively. The unitary U is defined
as [87]

U=S-(C®I), )

where S is the conditional shift operator given by [88]

S=Mest+ ) des. (10)

The operator St |x) — |x+ 1) moves the walker one step to the right, increasing its
position, and S~ |x) — |x —1) to the left, decreasing its position. The quantum coin
operator C is can be chosen to the Hadamard gate H, such that

1 1
V2 V2

We note that although this coin is unbiased (meaning that the states have the same probability

HIT) = —=(1)+ ) and H[)=—(1) = 1) (11)

up to a phase), the quantum walk from this coin operator (C = H) will be asymmetric
with bias towards rightward paths. This is because the leftwards path (57) undergoes
more destructive quantum interference, whereas the rightwards path undergoes more
constructive quantum interference [89]. This phenomenon has no classical analogue and
makes quantum walks more expressive than classical random walks [84,85]. The coin
represented by the Hadamard operator alongside a step operator causes the probability
amplitude to become distributed over an increasing space in discrete jumps [90]. This
asymmetry can be overcome by choosing a balanced coin operator [85], for example,

czyzlll, ] 12)
11

which treats both [1) and |]) the same, independent of the initial coin state.

Intuitively, in each step, the qubit first ‘splits” into two paths (C puts it in a superposi-
tion), and then one "half’ steps leftwards, while the other steps rightwards. This process,
when repeated with T-steps, produces a probability distribution that is ballistic with stan-
dard deviation 0; ~ T, whereas the classical random walk has a diffusive distribution with
standard deviation o, ~ /T [85]. This implies the quantum walk propagates quadratically
faster than classical walks [85], which means they can explore more of a graph in fewer
steps than classical random walks [91].

Generally, quantum walks in discrete time can be viewed as a Markov chain over the
edges of a graph and consist of a series of interleaved reflection operators [92,93]. This
formulation of quantum walks generalises the QAA and Grover’s algorithm discussed in
Sections 2.1.2 and 2.1.3, respectively [94,95]. The bipartite character of the graph introduces
the modularity property of quantum walks (similarly to classical random walks), which
is that after an even (odd) number of steps, the probability to find the walker on odd
(even) positions is always zero [96]. This property allows for the simplified analysis of
the performance of quantum walks, in particular, to two important metrics: the mixing
time and hitting time of random walks on graphs. The mixing time of a graph is the time it
takes for a random walk on the graph to become close to the stationary distribution; that
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is, the point where the walk “forgets” where it started and behaves as if it started from a
random node [97]. The hitting time from node u to node v is the expected number of steps a
random walk starting at u takes to reach v for the first time [79]. Quantum walks are shown
to potentially have a polynomial quantum speed-up in mixing times [87,91,98] and hitting
times for Markov-chain-based search algorithms [92,93,99-103] than their classical random
walks counterpart. There have been several proof-of-concept implementations of DTQW
on NISQ hardware, which include a Hadamard-based on the 4-cycle and 8-cycle [104] and
extensions to multi-qubit systems [105,106].

Continuous-Time Quantum Walks

Consider an undirected graph G(V,E), where V is the set of its vertices and E the
set of its edges. In classical mechanics, a diffusion equation can be used, which allows
probability to leak to or from neighbouring vertices. The number of neighbouring nodes
equals the degree of the node j, or deg(j). This diffusion operation can be expressed as

d
Pt = Y Lixpi(t) (13)
keVv

where t is an arbitrary continuous time parameter, and p; is a function that describes the
probabilistic exchange between node j and its neighbouring nodes. The operator L is
symmetric and Hermitian, called the Laplacian of G, given by

—deg(j) j=k
Lj,k: 1 (j,k) € E
0 otherwise

Thus, since L is a Hermitian matrix, it can play the role of a Hamiltonian in Schrodinger’s
equation as

. d
ig; [9() =LIyp(t)) (14)

where, for simplicity, it can be assumed that i = 1, and |¢(t)) is the state of the system at
arbitrary time ¢. First introduced by Farhi and Gutmann in [86], Equation (14) represents
the Continuous-time Quantum Walk (CTQW). As evident from the above formulation,
the CTQW does not need a quantum coin that drives the evolution, unlike the DTQW.
This makes CTQW a construct that shares dynamics with the DTQW but exhibits different
behaviour. In contrast to the quantum coin tossing example described in the Discrete-
Time Quantum Walks, the walker now moves smoothly (or continuously), guided by
an evolution rule (which is driven by the Hamiltonian, typically the graph Laplacian L).
This evolution follows the Schrodinger Equation (14), and the walk is continuous without
distinct steps. Therefore, we can summarise the fundamental differences between the two
quantum walks as follows:

*  State space: CTQWs require only the vertex space, while DTQWs models need an
auxiliary coin space for evolving. As described in the Discrete-Time Quantum Walks,
the coin operator drives the symmetry or asymmetry of the quantum walk.

* Dynamics: CTQWSs have continuous Schrédinger evolution (via Hamiltonians),
whereas discrete-time walks rely on alternating coin and shift operators per time step.
In addition, the various mixing operators used in Quantum Approximate Optimisation

Algorithm, described in Section 2.3.1 on Quantum Approximate Optimisation Algorithm,

can be viewed as CTQW connecting the feasible solutions [107]. Similarly to DTQWs,

the CTQWSs can showcase a quadratic advantage in terms of accelerating diffusion (i.e.,

spreading) compared to classical continuous-time random walks [108]. For some oracular

https://doi.org/10.3390/ quantum8010026


https://doi.org/10.3390/quantum8010026

Quantum Rep. 2026, 8, 26

15 of 149

graph problems, the CTQW can theoretically achieve exponential advantage over classical
methods [109].

It was shown by Childs that CTQW can be regarded as a universal computational prim-
itive, with any quantum computation encoded in some graph [110]. Later, Lovett et al. [111]
showed that the DTQW can also achieve universal quantum computation. Hence, there
have been multiple proposed unifications of quantum walks in continuous and discrete
time [112,113], something that is true for the classical versions [114]. For a comprehensive
review of quantum walks, see the survey in [113]; for an overview and a discussion of
connections between the various quantum-walk-based search algorithms, see the work
by [101].

Quantum walks have since found applications in a variety of areas, including quan-
tum search algorithms [95], modelling transport in biological systems [115], and many
others [108]. Their utility stems from the combination of quantum superposition and inter-
ference, which enable new algorithmic paradigms not feasible in classical settings. Current
research into quantum walks faces many challenges. As in any other quantum algorithm,
a significant issue is implementation on NISQ devices, where noise can disrupt the coherent
evolution required for quantum walks. Efforts to mitigate these decoherence effects have
been explored in various studies, such as [116], which simulate quantum walks of interact-
ing particles and demonstrate topological protection against noise. However, achieving
scalable quantum walks on large graphs or lattices remains a challenging task [108], as cur-
rent hardware limitations restrict the size and duration of coherent quantum evolutions.

2.1.5. Quantum Linear System Solver

Linear systems of equations are ubiquitous in science, engineering, and mathematical
fields. There are several numerical methods developed over the years for solving them
efficiently on classical computers [117-119]. The general Linear Systems Problem (LSP) can
be formally defined as

Definition 1 (LSP). Given a matrix A € CN*N and a vector b € CN, find a vector x € CNs.t.
Ax = b, or indicate that the system has no solution.

In other words, Definition 1 describes a matrix-inversion problem since the solution is
given by x = A~!b. The Quantum Linear Systems Problem (QLSP) is quantum version of
the LSP, and is defined as follows.

Definition 2 (QLSP). Given a matrix A € CN*N and a vector b € CN, prepare the state |%) on a
quantum computer with n = [log, N'| qubits such that

11%) = [%)ll2 <&
where € is the desired precision. The target quantum state is |x) = A~ |b) with

Y. bili)
b) i = = —
O = ST,

ith

where b; are the i component of vector b.

One of the key differences between the LSP and QLSP is that the former outputs the
full solution vector x whilst the latter outputs a normalised vector proportional to the
solution |¥) o« A~!|b). Table 3 shows the time complexity of the best known classical
algorithm for solving the LSP, with A matrix sparse [120] and dense [121], compared with
a few quantum algorithms for solving the QLSP.
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Table 3. Comparison of the complexity between various algorithms for the LSP (first two rows) and
QLSP. Here, N is the dimension of the system, € is the desired precision, and s and « are the sparsity
and condition number of the matrix A, respectively. Note that all the quantum algorithms (except
one based on QSVE in the sixth row) for the QLSP have a complexity factor of O(polylog(N)) in
terms of the system size.

Assumption Algorithm Complexity

O(Nsy/xlog(1/€))

O(N“) with w < 2.3728639

A is symmetric, s-sparse,
and positive definite

A can be a dense square
matrix

A is s-sparse, Hermitian

Conjugate Gradient [120]
Powers of tensors [121]

HHIL-Hamiltonian

with singular values . : . O(s?k2/€)
€ [1/x,1] simulation with QPE [6]
Variable-time amplitude 2
Same as HHL amplification [122] o (S K/e)
Same as HHL Fourier or Chebyshev O(sk polylog (sx/€))

fitting using LCU [123]
A is dense, Hermitian with
eigenvalues in
[—1,-1/x]U[1/x,1]
A generates Hamiltonian

Quantum Singular Value
Estimation [124]

O(\/NKZ/G)

with spectral gap
amplification

constraints [125]

A general non-Hermitian
matrix

Adiabatic random
method [126]

Time-optimal adiabatic
methods [127]
Zeno eigenstate

O((xlogx)/e)

O(x polylog (log(x/€)))

Same as HHL filtering [125] O(xlog (x/€))
Quantum discrete
Same as HHL adiabatic theorem [129] O(xlog(1/e€))
Kernel projection
Same as HHL methods [130] O(xlog(1/¢€))
HHL Algorithm

In this subsection, we will consider the Harrow-Hassidim-Lloyd (HHL) algorithm [6]
which is the first quantum algorithm for solving the QLSP. As mentioned earlier, it does
not provide the whole solution vector but a quantum state |¥) proportional to the solution,
which we can sample from with a relatively low additional error. Given that the coefficient
matrix A is sparse and well-conditioned, the quantum algorithm can potentially achieve
an exponential quantum speed-up in the dimension of the matrix N compared to the best
known classical algorithm [6]. However, there are caveats for this speed-up to be possible,
which include [6,11] the following conditions:

1.  Matrix A must be sparse or can be efficiently decomposed into a sparse form.

2. The condition number x of A must be small and scale as O(poly(log N)).

3. The elements of A can be efficiently utilised via black-box oracle calls as needed.

4. The final output is the case where one does not need to know the solution ¥ itself
but rather an approximation of the expectation value of some operator associated
with ¥, e.g., 7t M% for some matrix M.

It may seem that these constraints, alongside other challenges in quantum computation
restricts the possibility of having a PQA as noted by Aaronson [11]. Ongoing research [131]
and improved versions of HHL, such as shown in Table 3, are promising to deliver PQA.
The main steps of the algorithm are (i) phase estimation, followed by (ii) a controlled
rotation, (iii) uncomputation, and, finally, (iv) measurement and post-selection [131]. A sum-
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mary of the HHL algorithm is provided below, and for more information, the reader is
referred to [6,131]. Consider the N x N matrix A that is s-sparse and Hermitian; then, its
spectral decomposition is given as

N-1
A= Z /\] |1/l]> (u]| p )\] €R, (15)
j=0

where [u;) is the j eigenvector of A with respective eigenvalue Aj. In this decomposition,
the matrix inversion of A is then given by

N-1
AT =Y A ) (uyl. (16)
=0
We can express |b) in the eigenbasis of A as
N-1
by =Y bilw), b eC, 17)
j=0

where we already have an implicit normalisation constant, since we are talking about a
quantum state. The goal of the HHL is to exit the algorithm with the readout register in the
state approximately |x), which can also be expressed in the eigenbasis of A as

N-1
) = A b) = 3} AT |uy) (18)
j=0
Therefore, the HHL algorithm encodes A into a unitary U given by
4 N1
U = et .= ) et |uj) (u] - (19)
j=0
Thus, by applying QPE, one can implement the mapping
|0) [uj) = | X)) uj), (20)
where /N\j is the binary representation of A; up to a tolerated precision. Following this,
the implementation of a controlled rotation takes place conditioned on \/N\j>. This requires
an ancilla register, S, which is added to the system initialised in state |0). The controlled

rotation is of the form of a oy -rotation (i.e., a rotation around the y-axis or quantisation axis)
and produces a normalised state of the following form:

(21)

where c is a normalisation constant. This can be achieved through the application of the

_ig cosf —sinf
oy=e V=1 ,
sinf  cosf

quantum operator
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where 0 = arccos ¢/ A. Thus, enacting the procedure described above in the latter superpo-
sition, it is derived that

(22)

Following the uncomputation, we see that the state of the system (including all the
quantum registers) is |X) = Z]«Zi 1 ;\j_lbj |u;), or in other words, it exists in a state that is close
to the solution |x) = A~!|b). The state |%) can be reconstructed within the clock register,
C, by measuring the ancilla register, S, and post-selecting on the outcome 1 modulo the
constant factor of normalisation, c. The success probability of the final step can be boosted
using QAA. This procedure is summarised in Algorithm 5.

Algorithm 5 Harrow-Hassidim-Lloyd algorithm for QLSP

Input: Encode the state vector |b) and the matrix A with oracular access to its elements.
Define t) = O(x/€), T = O(log Ns*t) and € as the desired precision.

Initialise: ~ Prepare the input state |‘I’0>C ® b ® |0)S, where |¥)) =
VAT S sin (M2 o)

Hamiltonian: Apply the conditional Hamiltonian evolution '~} |7) (1]€ @ e ATh/T fo]-
lowing the input state.

Apply QFT to the register C, denoting the new basis states |k), fork € {0,...,T —1}. Define
A= 27k /to.

Controlled rotation: Append the ancilla register, namely S, and apply a controlled rotation
on S with C as the control register, mapping states |A) — [i(1)). The state [i(1)) is defined
in such a way that it produces an output which denotes whether an inversion has occurred
and if that inversion is well-conditioned or not [131].

Uncomputation: Uncompute the register C.

Measurement: Measure the register S.

Repeat: Perform O(x) rounds of QAA on the HHL algorithm.

Output: Result is the state |¥) s.t. |||%) — [x)[|, <€

The HHL algorithm was the first QLSS, and, as shown in Table 3, there have been
many improvements on it up to the recent ones with optimal scaling in x and € [129,130].
It is worth noting these state-of-the-art quantum algorithms for the QLSS with optimal
scaling for the case when A is sparse, and there have been a few proposals for the case
when A is dense. For the latter case, Wossing et al. [124] utilised the Quantum Singular
Value Estimation (QSVE) algorithm of [132] to achieve a polynomial speed-up over the
best known classical algorithm based on powers of tensors with subcubic complexity [121].
However, as noted in [124], the classical algorithm with subcubic complexity [121] is
difficult to achieve in practise hence, for the dense matrix case, the Cholesky decomposition
with complexity O(N?) [133] is often used. This implies that for problems with non-
sparse A matrix, such as kernel methods and neural networks in machine learning [134],
the potential exponential quantum advantage of HHL-type quantum algorithms is lost.

Following this, Kerenedis and Prakash generalised the QSVE-based linear systems
solver to handle both sparse and dense matrices and introduced a technique for spectral
norm estimation [135]. Another general framework for solving the QLSP is the Quantum
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Singular Value Transformation (QSVT) [136], which uses an iterative least square algorithm
and has been proposed [137,138]. Although this algorithm does not have optimal scaling
with « and e, it is general, in the sense that it does not assume that A is invertible nor that
it is a square matrix, but it uses the Moore-Penrose pseudoinverse A" [139] such that the
output [||¥) — AT |b)||, < € is achieved efficiently [47,137,138]. Furthermore, the QSVT
also provides a general framework that unifies [60] a variety of quantum algorithms,
such as linear algebraic subroutines like singular-value-threshold projectors [132,136] and
matrix-vector multiplication [137]. An outline of QSVT is presented in Algorithm 6.

Algorithm 6 Quantum Singular Value Transformation

Input: A (1,m,0) block-encoding U, of matrix A, ie., A = ((0"| @ I)Uyx (|0™) & I);
a definite-parity polynomial f : [-1,1] — [—1,1] of degree d; and a phase sequence
P = (¢1,...,¢9;) from polynomial synthesis.

Construct QSVT sequence: Let Z|gm) := 2|0™)(0™| — I, and define

‘ @172, ‘
uq) — (el(PlZ\O"’) UA) 1_[ (elq’ZjZ\Om) uzel¢2j+1z|0m> UA)/ d Odd,
j=1
a/2, .
Up = H(elq)zﬂz\onw uI‘eWZJ'Z\OW UA), d even.
j=1

This yields a block-encoding of f(5V)(A) with the corresponding odd/even forms.
Linear combination: Using that —&® implements P*, define

Pp(A) = ((+[® (0" @ I) (|0)(0] ® U + [1) (1] @ U_o) (|+) @ [0™) @),

which implements a block-encoding of Pg(A), and thus of fSV)(A) for any definite-parity
real f.
Output: Pp(A) thatisa (1,m + 1,0) block-encoding of fSV)(A).

While solving the QLSP does not provide classical access to the solution vector, this
can still be done by utilising methods for vector-state tomography with a cost of O(N/€?)
samples [140]. Applying tomography would no longer allow for an exponential speed-up in
the system size N [11]. However, polynomial speed-ups with tomography for some linear
algebra-based algorithms are still possible for certain types of problems [47]. In addition,
without classical access to the solution, certain statistics, such as the expectation of an
observable with respect to the solution state, can still be obtained without losing the
exponential speed-up in N [6,141]. Another current bottleneck for QLSS is loading the data
of A and b into quantum gates and states, respectively [11]. In theory, this can be dealt with
by using one of the two main quantum models for data access [47,137]: (i) the sparse-data
access model and (ii) the quantum-accessible data structure. The sparse-data access model
provides efficient quantum access to the non-zero elements of a sparse matrix. The quantum-
accessible data structure, suitable for fixed-sized non-sparse inputs, is a classical data
structure stored in a quantum memory (e.g., Quantum Random Access Memory (QRAM))
and provides efficient quantum queries to its elements [137]. Considering the cost of QRAM
with QEC overheads [142], the potential quantum advantage of QLSS may be reduced to
polynomial at best [47] or none in the worse-case [11].

Lastly, for LSPs that involve only low-rank matrices, classical Monte Carlo methods for
numerical linear algebra (e.g., the FKV algorithm [143]) can be used. These techniques have
been used to produce classical algorithms that have an asymptotic exponential speed-up
in dimension for various problems involving low-rank linear algebra (e.g., some machine
learning problems) [144,145]. These classical quantum-inspired (dequantised) algorithms
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seem to have robustness issues [146], making QLSS potentially advantageous for certain
cases. In addition, since these results do not apply to sparse linear systems, there is still the
potential for provable speed-ups for problems involving sparse high-ranking matrices [47].

2.1.6. Variational Quantum Algorithms

The classical variational method is a well-established technique in quantum mechan-
ics [147] for finding the ground state(s) of a quantum system based on the variational
principle. The methods involve the following;:

1. Ansatz—specifying some trial parametrised wavefunction |((6)), where 0 represents
the set of variational parameters.
2. Variation—minimising the expected energy

E = (p(0)[H]p(6)) = Eo, (23)

by varying the parameters 6.

Here, H is the Hamiltonian for the system, and by the variational principle, the energy
E after each variation will always be bound below by the true ground state energy Eg [147].
Hence, the set of parameters 0* that minimises Equation (23) results in a good approxima-
tion of the true ground-state energy Ey. In practice, there may be factors preventing the true
ground state from being found, such as a failed optimisation or an inappropriate ansatz
that does not include the support basis vectors of the true ground state [147]. In general,
this task is computationally expensive for a complex many-body system with a Hilbert
space that grows exponentially with system size. Hence, leveraging the high-dimensional
capabilities of quantum computers to reduce the complexity of this method leads to the
Variational Quantum Eigensolver (VQE) [148]. Figure 2 gives a sketch of the roles the
classical and quantum computer plays in the VQE algorithm. Essentially, since the compu-
tation of the expectation value of Equation (23) is prohibitive classically, it is assigned to the
Quantum Processing Unit (QPU), and the task of finding optimal parameters is assigned to
the CPU [148].

. i1~ 0; QPU
— E; = (Y(O0)|H|yp(6;)) 4

Figure 2. A sketch of classical and quantum computers’ function in the VQE algorithm. The CPU
sets and updates the parameters (6; 1 — 6;) using an optimiser. The new parameters 6; are used
to prepare a quantum state |(6;)) on the QPU, which is used to compute the expectation value
E; = (9(6;)|H|yp(6;)). Then, the CPU takes this output E; and, based on the energy difference
AE; = |E; — E;_1], decides to either terminate (convergence at AE; ~ 0) or continue loop with new
variational parameters (6; — 0;1).

The choice of the VQE ansatz can significantly affect both the speed and the quality of
the solution. For example, the ansatz may be chosen to reflect a certain symmetry in the
problem set up or such that it rules out or focuses on a particular region of the Hilbert space,
reflecting constraints on possible solutions [149]. Apart from the guideline of symmetry and
expressiveness of the ansatz, there is no known general rule for picking the ‘best” ansatz, as
it seems to be problem specific [150]. Another factor that impacts the quality of the solution
is the performance of the classical optimiser. One common problem encountered when
implementing variational algorithms is the barren plateau [151], which refers to solution
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landscapes with exponentially vanishing gradients as a function of the number of qubits.
This results in the optimiser being unable to efficiently find the optimal solution or being
stuck in a local minimum. A lot of research has been done on the problem [152], but there
is not yet a consensus on how to consistently identify or mitigate the issue [152-154].

The VQE algorithm can be considered a special case of general Variational Quantum
Algorithms (VQAs) with parametrised quantum circuits (denoted by the unitary U(6)) and
a cost function given by [150]

cO) =LA (Te[ocu@)pclt(6)] ). (24)

Here, {fi} is some set of functions with properties defined in [150], {px} are input states
from a training set, and {Oy } represents a set of observables. The goal is to find an optimal
set of parameters

0% = arg mein Cc(e), (25)

by using a QPU to estimate the cost function C(0) (or its gradient) while leveraging the
efficiency of a classical optimiser to train the parameters 6. This framework naturally
applies to quantum algorithms for optimisation problems [47,150,155] (see Section 2.3
for more details). There have been numerous proposed applications of VQA, which
includes solving the QLSP [156,157], PDEs [158,159], and QML problems (Section 2.4) [160].
Although quantum computers are efficient in estimating the cost function, the general
training VQAs (i.e., finding the optimal ansatz parameters) is an NP-hard non-convex
optimisation problem [161,162]. Furthermore, these algorithms are heuristic with no yet
provable quantum advantage in the complexity of the algorithm [150], but they have
empirical proof-of-concept implementations in the NISQ era [47] and might obtain PQA
with Mega-QuOp QPUs [163] (i.e. quantum computers capable of performing a million
error-corrected quantum operations).

2.1.7. Quantum Annealing

The Quantum Annealing (QAnn) algorithm [164,165] is an approach to quantum
computing based on Adiabatic Quantum Computing (AQC) [166], which is an alternative
to gate-based models from which all the previous algorithms outlined in this section are
derived. While gate-based algorithms represent any computation as a series of gates,
employing the concept of universality [43], AQC is an analogue approach that is suitable
for a specific set of optimisation problems [166]. Primarily, the Quadratic Unconstrained
Binary Optimisation (QUBO) problems (further discussed in Section 2.3) form the basis for
a wide variety of NP-hard combinatorial optimisation problems tackled by QAnn [167].

Annealing relies on the adiabatic quantum theorem [166], which states that if the
system starts in the nth eigenstate of a time-dependent Hamiltonian (¢ = 0), and this
Hamiltonian evolves slowly enough, the system will remain in the instantaneous nth eigen-
state during the evolution. More specifically, during the time evolution, the parameters
are changed sufficiently slowly that the system adapts to the new parameter configu-
ration quasi-instantaneously. The length of time required for the evolution to succeed
depends on the spectral properties of the Hamiltonian path and, in particular, on the
minimum spectral gap [166]. For example, the change from #, to H; can be achieved by
the Hamiltonian, as follows:

H(t) = (1= f(s))Ho + f(s)H, (26)

where f(s) € [0,1] is the the scheduling function, and s € [0, 1] is the annealing parameter.
The scheduling function is chosen such that, at f(s = 0) = 0, the system is governed by
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some initial Hamiltonian H, and at f(s = 1) = 1, the final dynamics are governed by the
problem Hamiltonian 7{1. This implies that f(s) must be strictly increasing and the simplest
choice f(s) = s gives the vanilla AQC. If the system starts in the ground state (eigenstate
with minimal energy) of H( and slowly evolves, then according to the adiabatic theorem, it
will remain in the ground state throughout its evolution until it rests in the ground state
of H; [166]. This means that, to find the unknown ground state of a Hamiltonian for a
hard-to-solve problem 1, one can start from an easy-to-solve Hamiltonian Hy with a
known ground state and apply the QAnn algorithm.

Typically, the Hamiltonian H has the form Hy = }; 0;* with ground state being the
equal superposition of all bit strings {x} [164]. On the other hand, 7, is described by the
canonical Ising model

My =) hio +} Jijoio}, (27)
i ij

where the biases h; and couplings Jj; are determined by the problem [164]. In practice, it is
very difficult to satisfy the conditions for adiabaticity, mainly due to unwanted noise in
NISQ hardware. Therefore, annealers forego some of the stringent theoretical conditions
and heuristically repeat the annealing procedure many times, collecting several samples
from which the configuration with the lowest energy can be selected as the optimal solution,
but with no strict guarantee that the optimal solution will be in this sample set [47,168].

One key issue affecting annealing is the requirement that the problem is of a certain
type, as the transverse-field Ising Hamiltonian is not universal [55]. This limits its appli-
cations. Furthermore, not all such problems are hardware-native: for problems which
have a native structure (including many graph-based problems, for example), annealing
is particularly suitable [168]. Non-native problems must be reformulated, which involves
additional variables and constraints and also embedding the problem graph onto the con-
nectivity of the hardware. This reformulation may introduce such a significant overhead
or such strenuous constraints that annealing might fail consistently, or any potential quan-
tum advantage might be lost [168]. There exist classes of time-dependent Hamiltonians
that, through adiabatic evolution, can approximate arbitrary unitary operators applied to
qubits [166,169]. Thus, AQC can also realise universal quantum computation for such a
class of problems. However, by polynomial equivalence to the circuit model, gate-based
devices can also efficiently simulate these problems [166,168].

The main reason behind the interest in QAnn is that it provides a non-classical heuristic,
tunnelling, that is potentially helpful for escaping from local minima [166]. Its closest
classical analogue is simulated annealing [170], a Markov chain Monte Carlo method that
was inspired by classical thermodynamics and uses temperature as a heuristic to escape
from local minima. So far QAnn has demonstrated usefulness for solving QUBOs with tall
yet narrow peaks in the cost function [171,172]. The overall benefit of QAnn is still a topic
of ongoing research [47,168,171]. Furthermore, commercially available quantum machines
that implement QAnn, from providers such as D-Wave [173], have allowed for various
near-term exploration [174-177].

2.2. Quantum Simulation

While quantum simulation was originally envisioned as a tool for modelling quan-
tum mechanical systems [2,3], recent advances have demonstrated its broader potential
to address classical problems whose dimensional complexity renders them inefficiently
solvable when tackled with conventional methods [178]. This is the case in the domain of
quantitative finance, where the numerical solutions of Stochastic Differential Equations
(SDEs) play a central role in modelling financial products such as pricing options [82,83].
These problems, while inherently classical, often involve high-dimensional integration
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and probabilistic dynamics that render them computationally intensive [179]. Quantum
simulation techniques, including those adapted for solving linear systems and sampling
probability distributions, provide promising pathways to address these challenges [9,30].
In the classical regime, SDEs such as those arising in the pricing of financial derivatives
under the Black-Scholes—-Merton or Heston models require discretisation techniques such
as finite differences or Monte Carlo simulations [180]. However, the computational cost
grows rapidly with the number of risk factors or underlying assets—a manifestation of the
so-called curse of dimensionality. Quantum computing offers a potential remedy through
quantum algorithms that can achieve polynomial [5] or even exponential speed-ups over
classical counterparts for certain structured problems [181]. In this review, we will consider
quantum algorithms that speed up Monte Carlo Integration (MCI) and quantum solvers
for SDEs.

2.2.1. Quantum Monte Carlo

Monte Carlo methods are widely used to approximate solutions to equations that are
difficult to solve analytically or for which numerical methods scale poorly with the problem
dimension. These include inference [182], optimisation [183], numerical integration [184],
and stochastic expectation values [180]. For the latter, MCI is ubiquitously used in finance
for problems such as asset pricing and risk analyses of complex investment portfolios (see
use cases in Sections 3.1-3.3). The major advantage of MCI methods is that their scaling
depends on the number of samples and not the dimension of the problem [180]. However,
their downside is that they have a slow convergence since their estimation error € decays as
O(1/+/Ny), where N, is the number of sample paths taken [5]. Routine finance problems
such as risk analysis or pricing options often require large amounts of samples to achieve a
desired precision [9]. Thus, there is value in exploring and understanding any potential
benefits that quantum computing could bring in this space.

QMCI Algorithm

The typical use of MCI in finance is to estimate the expected value of an unknown
financial quantity (e.g., price of a financial derivative), which is a function of other non-
deterministic variables (e.g., market state) [9]. The methodology, described in more detail
in Section 3.1.2, generally starts with choosing a stochastic model for the underlying ran-
dom variables from which samples, denoted as {Xj,..., X} C (), are taken. Then, the
corresponding value of the target quantity, denoted as f(Xj, ..., Xy), is computed based
on the samples drawn, where f(-) could represent the payoff function for option pricing
(see Section 3.1.2 on Option Pricing). The weighted average of all obtained values of the
target quantity is given by the expectation [180]

B (X)) = [, pOOF0IX = £ pif(X), @9

where p(X) is the probability distribution, and p; is a related discretised quantity. Note
that the random variable is sampled from a space X; C () that could be multi-dimensional.
The Quantum Monte Carlo Integration (QMCI) [5] is the quantum formulation of the MCI
method. Outlined in Algorithm 7, the QMCI utilises the Quantum Amplitude Estimation
subroutine to compute the expectation given in Equation (28) and can potentially achieve a
quadratic speed-up over classical MCI [5]. This is because the estimation error for QMCI
decays as O(1/N;), where Nj is the number of queries made to a quantum oracle that
computes f(Xj,...,X,). This is comparable to the complexity in terms of the number
of samples N, for MCI, which has an error that scales as O(1/,/Ny). Thus, if samples

https://doi.org/10.3390/ quantum8010026


https://doi.org/10.3390/quantum8010026

Quantum Rep. 2026, 8, 26

24 of 149

are considered as classical queries, the QMCI requires quadratically fewer queries than
classical MCI to achieve the same desired error.

Algorithm 7 Quantum Monte Carlo Integration

Define: Let () be the set of potential sample paths w of a stochastic process that is distributed
according to some probability p(w), and f : O — A is a real-valued function on (), where
A C Ris bounded.

Construct: A unitary operator P, to load a discretised and truncated version of p(w).
The probability value p(w) translates to the amplitude of the quantum state |w) represent-
ing the discrete sample path w. In mathematical form, it is

P|0) = ) y/p(w)|w) (29)

we)

Normalise: The function f into f : Q — [0, 1], and construct a unitary Ps that computes

f(w) and loads the value onto the amplitude of |w). The resultant state after applying P,

and Pf is
PePr|0) = ) /(1= f(w))p(w) [w) 0) + 1/ f(w)p(w) |w) [1) (30)

we

Perform: The QAE with unitary U = P, Py and an oracle Oy that marks states with the last
qubit being |1). See Section 2.1.2 on Quantum Amplitude Estimation for details.
Result: Will be an approximation to

Elf] = ) flw)p(w)

we)

This value can be estimated to a desired error € utilising O(1/¢) evaluations of U and its
inverse [5]. .
Rescale: The output E[f] to the original bounded range (A) to obtain E[f].

Challenges for Quantum Advantage

At the time of this manuscript, no demonstration of quantum advantage with QMCI
has been made, primarily due to the limitations of current quantum hardware and algorith-
mic challenges in key subroutines [12]. The hardware limitations are due to the following;:

1.  Clock speed: As noted in [185], to achieve a Practical Quantum Advantage using
QMCT over classical MCI, the quantum device would need to be able execute about
107 layers of T-gates per second. This implies a required logical clock rate of about
50MHz to be competitive with current classical MCI methods. Recent methods [186]
have reduced this requirement to 45MHz, which is still beyond the capability of
current hardware.

2. Fault-tolerant: The code distance for fault-tolerant implementations needs to be

large enough to support 100

error-free logical operations [185]. In addition, quan-
tum algorithms with a proposed quadratic speed-up need to tackle significantly
high-dimensional problems to potentially realise some advantage [45], which further
complicates fault-tolerant implementations.

3. Resource: The estimates are high for fault-tolerant resources needed to achieve com-
petitive performance for finance problems that are challenging for classical methods.
The latest estimates for derivative pricing [186] based on Quantum Signal Process-
ing are 4.7 x 10% logical qubits, 4.5 x 107 T-depth, and 2.4 x 10° T-count. These
requirements are beyond the currently available quantum hardware and seem to be
significantly higher in comparison to classical MCI, which requires 4 x 10* samples

and about 10 seconds to achieve the same accuracy [47].
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On the other hand, the algorithmic challenges are due to the following:

1.  Loading distribution: The state preparation of an arbitrary probability distribution
requires exponentially large circuits in terms of the number of qubits [187], which
affects the potential quantum speed-up of QMCI. The improved state-preparation al-
gorithm by Grover—Rudolph [188] is insufficient to achieve a quantum speed-up [189].
However, for certain distributions, a quadratic speed-up is possible [93,190,191]. It
is noteworthy that various non-unitary methods exist for efficient state preparation
for large circuits [192,193]. However, these methods are usually incompatible with
QAE because of the non-invertibility of the operations involved. Furthermore, other
alternative methods have been proposed, such as Quantum Generative Adversarial
Networks (QGAN) [194] and tensor networks [195].

2. Arithmetic: Computing coherent quantum arithmetic associated with function f(w)
can have a gate complexity that is similar to classical arithmetic [47]. This step
can be elevated by quantum arithmetic-free methods based on Quantum Signal
Processing [190] and Fourier analysis [191,196].

3. Estimation: The first proposed QAE algorithm employed QPE, which has a resource
requirement beyond the capabilities of NISQ devices (see Section 2.1.1). However,
non-QPE implementations of QAE have been proposed, which can enable near-term
implementations of QMCI (see Section 2.1.2 on Quantum Amplitude Estimation).

As noted in [191], many other factors will drive the adoption of quantum computing
in finance beyond exceeding classical performance. Some of these factors will be tech-
nical, such as the ease of incorporating QPU into a computational pipeline in finance,
and others may be business- and/or regulatory-related. In any case, it is important to
have a well-defined framework [197] to evaluate the goal of achieving Practical Quantum
Advantage. In this review, we will consider several use cases for QMCI in finance and
economics, which are good candidates for obtaining a PQA in the long-run as the quantum
technology matures.

2.2.2. Quantum Solvers for Stochastic PDEs

Stochastic Differential Equations (SDEs) have become fundamental tools for modelling
a wide array of phenomena within finance and economics [198]. The dynamic and often
unpredictable nature of financial quantities, such as asset prices, interest rates, and their
derivatives, aligns naturally with the framework provided by SDEs, which explicitly
incorporates stochastic elements into their structure. Unlike deterministic models based on
ordinary differential equations, which yield a unique solution for a given initial condition,
SDEs describe the evolution of continuous-time stochastic processes, reflecting the inherent
uncertainties present in financial systems. The necessity of employing SDEs in finance arises
from the fact that many financial variables exhibit diffusive dynamics, a characteristic well-
captured by stochastic processes [198]. For instance, the Heath-Jarrow—Morton model [199],
a cornerstone in interest rate modelling, is formulated as an SDE. Similarly, the Heston [200]
model for pricing of options under conditions of stochastic volatility, where the volatility
itself is modelled as a random process, leads to a set of coupled SDEs (See Section 3.1.2
on Models for Underlying Assets for more details). Despite the power and versatility of
SDEs in capturing the complexities of financial markets, obtaining analytical solutions
to these equations is often a formidable challenge for realistic models [198,201]. This is
due to various factors, which include nonlinearities in models that complicate integration
and inherent high-dimensionality from multiple underlying variables [202]. There are
various numerical methods for solving SDEs with diverse approaches; however, in this
review, we will only consider the approach of employing the Feynman-Kac formula, which
gives the expectation value to Equation (28) as a solution to a parabolic PDE, similar
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to Equation (145) of Section 3.1.2. This will make it easier to compare with the QMCI
algorithms described above.

Feynman-Kac Formula

Originally conceived within the framework of quantum mechanics by Feynman
through his path integral formulation [203] and later rigorously formulated in a prob-
abilistic context by Kac [204], this formula provides an alternative perspective for solving
the expectation value given by Equation (28). Its original usage had the reverse objec-
tive to what we use it for here, that is, to solve a complex PDE with high dimensionality
or non-constant coefficients by computing the expected value of a carefully constructed
stochastic process [198]. However, since quantum computing is more suited to handle
serious dimensional problems, it makes sense to convert expected values of stochastic
processes into parabolic PDEs.

The Feynman-Kac formula [198,203-205] establishes a profound connection between
parabolic partial PDEs and the expected values of certain stochastic processes. This rela-
tionship provides a conversion between the two, which can be a powerful tool for analysis
and computation.

Mathematical Formulation Consider a parabolic PDE for the unknown variable
u=u(x,t):R" x [0, T] — R of the following form:

%u Fu-Vu+ %Tr {ZZTDZu} —Vu+f=0, (31)
with a terminal condition u(x, T) = g(x), where g(x) is the terminal payoff function. Here,
the known functions are as follows: y = u(x,t) is a vector-valued function representing
the drift, ¥ = X(x, t) is an n x d matrix representing the diffusion coefficient, V = V(x, t)
is a scalar potential function, and f = f(x,t) is a source term. The operators are as follows:
Vu is the gradient of u, D?u is the Hessian matrix of 1, and Tr denotes the trace of a matrix.
The Feynman-Kac theorem [198,205] states that the solution to the PDE in Equation (31)
can be expressed as the following conditional expectation:

u(x,t) = Eg [h(t, T)g(X7) + ./t.Th(t, ) f(Xe, T)dT | X; = x}, (32)

where the function h(-) is given by

b
h(a,b) = exp(—/ V(Xs,s)ds). (33)
a
The stochastic variable X; is the solution to the following SDE [198]:
dXs = 1(Xs,s)ds 4+ o(Xs,s)dWE, (34)

with the initial condition X; = x, and WsQ is a d-dimensional standard Brownian motion
under a probability measure Q. The expectation Eg|[-] is taken with respect to this probabil-
ity measure, conditional on the initial state X; = x. Intuitively, the Feynman—Kac formula
suggests [205] that the value of the function u(x,t) at a point (x,t) can be seen as the
expected future value, discounted by the potential V, of a stochastic process X that starts
at x at time t and evolves according to the SDE in Equation (34). The terminal condition
¢(Xt) contributes at the final time T, and the source term f(Xj,s) contributes along the
path of the process. The function %(a, b) acts as a stochastic discount factor, accounting for
the accumulated effect of the potential along the random path.
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Example BSM Model A classic example is the Black-Scholes-Merton (BSM) model for
the vanilla European option (See Section 3.1.2 on Option Pricing for more details.), where
Equation (31) can be formulated as [30]

1% oV 1 , ,0°V B
§+rs£+§as ﬁ—rV—O, (35)

where V(t,5;) € (0,T) x RT is the option expected value with the terminal condition
V(T,S) = f(T,S). (36)

Here, f(-) is the payoff function, r is the risk-free rate, and ¢ is the volatility of the stochastic
underlying asset S;. The PDE of the form of Equation (35) can be solved by using quantum
algorithms outlined in the ensuing sections.

Finite Difference Method

A widely used class of numerical techniques is the Finite Difference Method
(FDM) [206] that approximates the derivatives appearing in differential equations us-
ing differences between the values of the unknown function at discrete points in time
and space. When applied to SDEs, the FDM involves discretising both the spatial and
temporal domains into a grid and replacing the continuous derivatives with their finite
difference approximations [198]. Various finite difference schemes exist, including explicit
and implicit methods, each exhibiting different characteristics in terms of stability and
computational requirements [206]. For instance, explicit schemes are generally simpler
to implement but may have stricter stability conditions, while implicit schemes, such
as the Crank—Nicolson method, are known for their numerical stability, particularly for
parabolic PDEs common in finance [206,207]. In situations where the financial model
exhibits convection-dominated behaviour, upwind schemes are often employed to ensure
numerical stability and accuracy [208].

Algorithm 8 outlines a general scheme of the FDM for solving SDEs via the Feynman—
Kac formula. For every time step t;, the problem boils down to solving a linear system
of equations with dimension N that depends on the discretisation in the stochastic vari-
able x. Therefore, assuming the matrix A in Equation (38) is well conditioned, we can
employ the Quantum Linear Systems Solver discussed in Section 2.1.5 to potentially obtain
an exponential speed-up [129,130]. For arbitrary cases, A is not guaranteed to be well-
conditioned, and the condition number may scale as a polynomial with the dimension
k(A) ~ O(poly(N)). In such cases, both classical and quantum methods can make use of
preconditioners to reduce x before running the linear system solver algorithm. The use
of preconditioners for QLSSs has been explored [181,209-211] and has shown promising
results. For example, the authors in [181] used a wavelet basis as an auxiliary system of
coordinates in which the condition number of associated matrices is independent of N by a
simple diagonal preconditioner.
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Algorithm 8 Finite Difference Method for solving SDEs

1.  Define bounds for stochastic variable X; = x and impose appropriate boundary
conditions for the expectation u(x, t) [198].
2. Define the finite difference mesh by choosing two natural numbers ] > 1and I > 1.

e the constant time step size At = T/(] + 1) and asset step size Ax = Xo /(I + 1)
e meshnodes are (tj,x;) = (jAt,iAx) wherei,j € [0,1+1],[0,] +1]

3. Define a suitable numerical approximation of the derivatives at each mesh node. Let
uj; = u(t;, x;) the derivatives are given by [206]

ou _ Wip1i— Ui u Wil —Wji—1 9%u Ujip1 — 2Uji+ Uy

ot At dx IR (Ax)2 57)

where the second-order Crank-Nicolson method [206] can be used for the discretisa-
tion in time.
4. Thisleadstoa N = [ + 1 dimensional linear system at each time ¢; given by

Auj=b;, ujb;eRN and AecRNN (38)
5. Starting with j = [ + 1, one can solve Equation (31) using either classical or quantum
algorithms:
*  CG method [212] with scales as O (N\/Elog(%))
e QLSS [129] which scales as O (log(N)K log(%))

where « is the condition number for A and ¢ is the error tolerance.
6.  Sequentially repeat step4-6forj=J,]—1,...,0.

A crucial aspect of employing FDMs for SDEs is the analysis of their stability and
convergence in the presence of stochastic terms [198]. Stability ensures that any numerical
errors introduced during the computation do not grow uncontrollably as the simulation
progresses. Convergence analysis, on the other hand, aims to determine whether the
numerical solution obtained through the FDM approaches the true solution of the SDE as
the discretisation step sizes in time and space are refined. In general, the convergence of
numerical schemes can be characterised in two ways [206,207]: strong convergence, which
focuses on the pathwise accuracy of the approximation, and weak convergence, which
concerns the accuracy of the moments of the solution. These concepts of strong and weak
convergence are extended to the numerical analysis of SDEs as well [198]. Therefore, it is
still an active area of research [213,214] to determine how noise from quantum computing
affects the stability and convergence analysis of SDEs.

Hamiltonian Simulation

The natural language of quantum computing is in terms of a Hamiltonian representa-
tion [147]; thus, an interesting approach to solving a PDE of the form of Equation (31) is to
convert it into a Schrodinger or Schrodinger-like equation. For example, in Ref. [215], the
authors showed that, for the BSM model given by Equation (35), one can perform a change
of variables S = e* for x € (—oo, +00) and reversal of time t — 7 = T — t to reformulate
Equation (35) into a Schrodinger-like equation:

1%

5o =MV, (39)
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where H is a non-Hermitian Hamiltonian given by
2 2
o o
H=i—p*— (5 —r)|p+irl 40
5P > p (40)
Here, p = —i % in the momentum operator. Since the associated propagator U(t) = /™

is non-unitary, the approach of [215] is to decompose H into a sum of the Hermitian and
anti-Hermitian part, H = Hy + Ha, with

0’2 0'2
HH——<2—r);a, and ’HA—i<2;§2+rH>. (41)

Since the two parts of % commute with each other [Hy, Ha] = 0, then via the
Baker—Campbell-Hausdoff formula [216], the evolution operator can be written as
U(t) = e'™MHef™a, The non-unitary O = €74 is then embedding it into an enlarged
Hilbert space requiring one additional ancillary qubit, such that the corresponding unitary
evolution U(7) is given by

U(r) = (42)

o} V1-02
vi-02 -0 )

A proof-of-concept implementation using eight qubits on a simulator got results in good
agreement with the analytical solutions for the BSM model [215].

The major drawback with the approach of [215] is that the embedding technique
doubles the size of the problem. An alternative Hamiltonian simulation is to make an
additional change of variables as follows [214,217]:

T=0%T—t), and v(x,T)=exp(—ax —bTr)V(tS;), (43)

where a,b are constants given by the BSM model. This allows for the mapping of
Equation (35) into the heat equation of the form [214,217]

v 1%
ot 20 )
A Wick rotation is performed on the time variable ¥ — —it, which then can be mapped to
a Schrodinger-like equation in imaginary time as

ov
E = —HI v, (45)
where the operator H; is given by
__lp N
Hi = 50 for 4= i (46)

This simulation can be performed using the Quantum Imaginary Time Evolution (QITE),
which was first proposed for quantum chemistry problems [218] but has also been applied
to other quantum simulation problems [219]. State-of-the-art methods for QITE include
accelerated approaches using random measurements [220] and an alternative approach that
uses orthogonal basis states to efficiently express the propagated state [221]. The Schrodin-
gerisation method of [217] can be applied to general linear differential equations, including
the Fokker—Planck equation [222], which describes the time evolution of the probability
density function of the velocity of a particle under the influence of drag forces and random
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forces. Hence, methods of solving SDE via the Fokker-Planck formulation can also be
handled by the aforementioned quantum algorithm [214].

Other Approaches

It is worth mentioning other quantum approaches to solving SDEs, in particular the
the variational algorithm of Ref. [159]. In this approach, they first approximate the target
SDE by a trinomial tree structure with discretisation to obtain a linear differential equation
describing the probability distribution of SDE solutions. The resulting differential equation
is then solved by formulating it as the time evolution of a quantum state embedding the
probability distributions of the SDE variables. This approach utilises the Fokker-Planck
equation [222], which also gives the time evolution of the probability distributions of SDE
solutions. A proof-of-concept implementation of this approach was shown to be in close
agreement with classical methods [159], but the reported scaling of this method does not
seem promising for achieving Practical Quantum Advantage for industrial-scale problems.

Challenges in Achieving Quantum Advantage for Quantum Solvers of PDEs

The solution of differential equations underpins a wide range of scientific and engi-
neering applications and represents a significant share of high-performance computing
(HPC) workloads in industrial research and development. This has motivated extensive
efforts to develop quantum algorithms for accelerating such computations. However,
current evidence does not yet demonstrate a practical quantum advantage for problems of
industrial relevance. Despite this, ongoing advances in the field suggest that meaningful
progress remains possible.

Generally, the more common approaches to convert the SDE to a PDE are via the
Feynman-Kac or Fokker-Planck formula. The resulting PDE is solved via the QLSS or
Hamiltonian simulation subroutine as described above. The major challenges towards
achieving quantum advantage stem from the following:

*  Quantum Linear Systems Solver—Approaches that uses the Finite Difference Method
such as that described in Algorithm 8 depend on the performance of the QLSS to
achieve quantum advantage. This remains contentious, as quantum-inspired clas-
sical algorithms have achieved asymptotic scalings comparable to QLSS in several
settings [223]. Moreover, because QLSS performance is highly sensitive to the condi-
tion number, rigorous case-specific analysis of preconditioning strategies is required.
Even in regimes where quantum-inspired methods are suboptimal, well-established
classical iterative techniques, such as conjugate gradient, which likewise benefit from
favourable conditioning, are challenging to surpass—particularly when deployed on
modern high-performance computing architectures with extensive parallelisation [47].
Additional practical limitations arise from problem encoding. The incorporation of
complex geometries or boundary conditions, typical in finite element analyses (see
Algorithm 8), may introduce significant state-preparation overhead. Finally, the ex-
traction of physically relevant observables can, in some cases, require near-complete
tomography of the quantum state, thereby potentially eliminating any quantum ad-
vantage [11,224].

¢ Hamiltonian simulation—Approaches that transform the PDE into a Schrodinger or
Schrodinger-like equation seem to have a more promising path to quantum advan-
tage due to the performance guarantees of Hamiltonian simulation algorithms [214].
However, as described above, the transformation can result in a much more com-
plex problem with a non-Hermitian Hamiltonian. Furthermore, many algorithms for
Hamiltonian simulation have high quantum resource requirements, which prevents
near-term end-to-end benchmarking of such approaches on industrial problems.
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2.3. Quantum Optimisation

Broadly speaking, optimisation is the act of modifying a process to extremise some
property, which might be the occurrence of favourable outcomes, the profit of some business
model, expected returns of a portfolio, or any number of other things [225,226]. Performing
an optimisation requires us to make some assumptions about the real world. For example,
an investor who wishes to optimise their portfolio to maximise returns or minimise risk
could begin by stating assumptions about present and future market conditions, such as
risk or volatility, and comparative returns [202,227]. Since there is no way to accurately
calculate these in real time, the proper estimation of these values is vital [179,202].

In the financial sector, optimisation is the process of making a financial system more
effective by adjusting the variables used for technical analysis, which might involve, for ex-
ample, reducing certain transaction costs, risks, or targeting assets with higher expected
returns [228]. Depending on the underlying assumptions or the target of the optimisa-
tion, there may be multiple potential optimisation procedures. The success of the chosen
procedure will depend on how well one has estimated or quantified the risks, costs, and po-
tential payouts.

Optimisation problems are, therefore, almost ubiquitous but often very time-
consuming or computationally expensive to solve given the number of variables in-
volved [229]. Their high impact, combined with the existence and relative maturity of
many quantum algorithms for solving them [148,155,230-232], means there is a lot of po-
tential value in exploring commercially relevant applications on NISQ hardware [148,155].
Furthermore, improvements in hardware mean that the prospect of thorough and reliable
benchmarking of various quantum algorithms is closer to reality. A recent paper [233]
presented ten optimisation problem classes, as well as a Quantum Optimisation Benchmark
Library for recording problem instances and solution track records, with standardised re-
porting and comparisons to the classical state of the art. This and similar efforts allow more
rigorous comparison of different quantum optimisation algorithms, clarifying competing
claims of suitability or performance and enabling laypersons to more confidently explore
and implement solutions.

This section discusses how such quantum algorithms may be used to solve two types
of optimisation problems [150]: (i) combinatorial optimisation and (ii) convex optimisation.
The former is a discrete optimisation problem, consisting of finding the optimal combination
of values for some cost function, while the latter is a continuous optimisation problem
involving optimising some convex cost function.

2.3.1. Combinatorial Optimisation Problems

This section presents quantum approaches for solving complex combinatorial optimi-
sation problems which fall under the NP-hard computational class [234,235]. It is believed
that there is potential for quantum advantage in this field, with quantum computers ap-
proximating solutions faster, providing higher quality solutions, or a mix of both [236].
However, this has not yet been demonstrated on large-scale real-world problems, and there
remain significant theoretical and experimental challenges to overcome.

In general, combinatorial optimisation is a subfield of optimisation where the set of
feasible solutions is or can be reduced to a discrete set. Typical combinatorial optimisa-
tion problems are the travelling salesman problem, the minimum spanning tree problem,
and the knapsack problem. In many such problems, exhaustive search is not tractable,
and approximation algorithms or specialised algorithms that quickly rule out large parts of
the search space need to be used instead [236].

In the literature, combinatorial optimisation is closely interlinked with Integer Pro-
gramming (IP), which concerns optimisation or feasibility problems, usually NP-hard,
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where some or all of the variables are restricted to be integers [235]. A specific subcategory
of IP is binary problems, i.e., problems in which the variables are restricted to be either 0 or
1. Trivially, all integer problems can also be represented as binary problems by expressing
the integers in binary, at the cost of a logarithmic increase in problem size.

QUBO Formulation

Many IP and combinatorial optimisation problems, such as ones encountered in
finance, can be reduced to a set of problems called Binary Quadratic Programming (BQP)
problems with at most quadratic cost functions and constraints. By definition, a BQP can
be written in the following general format:

min f(x) = ) aix;+ Y bijxixj st ) cf! x,+2dl]xx]+e 00 (47)

where x; are binary variables, a; and b;; are the coefficients for the objective function,
c?, d:‘;'l/ e™ are the coefficients for the m-th constraint, and o € {<, <, =, >, >}.

A Quadratic Unconstrained Binary Optimisation (QUBO) problem is a BQP with no
constraints [237]. It can be written as

min f(x) = xTQx (48)

where x is a binary vector, and Q is a real symmetric matrix [237]. BQP problems can be
converted to QUBOs using the Lagrangian formulation, where each constraint is converted
into a penalty term with the appropriate Lagrangian parameter. This ensures that the
optimal result is preserved while penalising infeasible solutions [226,238,239]. For example,
if we have some constraint Ax = b, then the corresponding Lagrangian penalty term added
to the QUBO would be A(Ax — b)?, which penalises infeasible solutions by an amount
determined by A.

It is known that QUBOs are very closely related (and computationally equivalent) to
the Ising model, and solving them is similar to finding the ground state of the generalised
Ising Hamiltonian [239]. The classical Hamiltonian of such a model is defined as

= Y Jijei0j = Yoy, (49)
7 ;

where ]l-j € R represents the interaction between the sites i and j, and the spin variables o;
are in the set {—1,1}. Moreover, in the Ising model, the variables are typically arranged in
a lattice where only neighbouring pairs of variables ij can have non-zero coefficients. One
can then follow the substitution 0; = 2x; — 1 to define a QUBO cost function, similar to the
form of Equation (47), thus transforming it to a classical Ising Hamiltonian.

This classical Hamiltonian can be quantised by replacing the classical variable o; with
the Pauli-Z operator ¢7. Thus, finding the optimal solution for the QUBO is equivalent to
finding the ground state of the corresponding Ising Hamiltonian [239]. This equivalence
can be shown from Equations (47) and (49), where

”H:Z—]l-j(le- ZX]—l Zh 2x]—1
ij

= Z(_‘Uisz‘xj +2Jijx; + ZIijxj — Jij) — Z(Zhjx]» — hj)

, (50)

N i
=Y ) gixixj+C.

i=1j=1
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In the last line of Equation (50), we have used
—4];; ifi#j
qij = ! L (51)
Yki2Jki + i 2]y +2h ifi=j
and
C=-=YTJij— ) h (52)
ij j

As the constant C does not change the location of the optimum x, it can be neglected for op-
timisation and is only important for recovering the value of the original Hamiltonian [239].
In the ensuing subsections, we will review quantum algorithms for solving the optimisation
problem defined by Equation (50) that are implementable in NISQ devices.

Variational Quantum Eigensolver

As discussed in Section 2.1.6, the Variational Quantum Eigensolver (VQE) is a hybrid
quantum-—classical algorithm that is used for optimisation problems. First proposed by
Peruzzo et al. [148] and then extended and formalised by McClean et al. [240], the VQE is
among the most widely used algorithms on NISQ hardware. It was originally formulated
to estimate the ground state of some Hamiltonian by employing the variational method (and
more precisely in the Rayleigh-Ritz functional [241,242]), which finds an upper bound for
the lowest possible expectation value of an observable with respect to a trial wavefunction.
In this formulation, VQE can also be used as the first step in simulating molecules and
materials, among other applications [150]. As noted in Section 2.1.6, the VQE algorithm
can be used for find the optimal parameters

0% = arg n})inC(G), (53)

for a general cost function C(6) generated from a parametrised circuit U(0) [150]. This
makes VQE apt for various optimisation problems.

The VQE algorithm, as illustrated in Figure 3, typically starts with a pre-processing
step, defining the system whose ground state the process is trying to identify. This could
include constructing the Hamiltonian and additional necessary steps (for example, encod-
ing Pauli operators or measurement weighting [243]). The algorithm will then progress
to the hybrid loop, where the classical subroutine handles the parameter updates (e.g.,
performing a gradient descent based on the returned values), while the quantum subroutine
runs the circuit and returns the results. The hybrid loop takes a training set, a cost function,
and an ansatz as input; the ansatz is the circuit used to perform the quantum mechanical
estimation. visualises this process.

A key (and challenging) part of the VQE is choosing a suitable ansatz for the problem
at hand. Certain ansatze are more suitable for particular problems because they take into
account prior information about the ground-state wave function(s) [148]. Alternatively,
evolutionary and noise-resistant techniques exist to optimise the structure of the ansatz and
significantly increase the space of candidate wave functions [244]. In a recent paper [245],
the authors introduced quantum variational filtering, which can be used to increase the
probability of sampling low-eigenvalue states of an observable when the filtering operator
is applied to an arbitrary quantum state. Their algorithm, filtering VQE, was applied to com-
binatorial optimisation problems and outperformed both standard VQE and QAOA [245].
Finally, the Deep VQE (DVQE) method was introduced by [246], which applies a divide-
and-conquer method in order to reduce the system dimensionality and solve the effective
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Hamiltonian further than the other approaches. In other words, the DVQE approach can
provide the ground state of a given quantum system with a smaller number of qubits.

Pre-processing

* Hamiltonian quantisation
* Paul representation
* Grouping and measurement

!

Inputs

 Training set
» Cost function
¢ Ansatz

l

Hybrid loop
Quantum subroutine
— Initialisation ~ —— Ansatz __, Measurement
(Pauli strings)
Classical subroutine
imisati Observables
Optimisation \
Par:n;zttzrs «—— (gradient descent, «———  Ccomputation —
P etc) (expectation

value, gradients)

|

Outputs
« Eigenstate

Figure 3. An overview of the main steps of the Variational Quantum Eigensolver.

Another challenge for the scalability and application of variational algorithms is that of
barren plateaux [151]. This refers to the presence of a flattened energy landscape, with vari-
ation only in the near neighbourhood of the optimal solution. As a result, the classical
optimiser is unable to converge (see Section 2.1.6). A review on barren plateaux can be
found in [152], which summarises the issue as arising due to the curse of dimensionality,
where the very strength of quantum computing, the ability to manipulate and compute
in a higher-dimensional space, also hinders variational algorithms. This can be circum-
vented using a variety of techniques, including problem-aware encodings and formulations
and specified ansatz architectures, but it remains an open question as to whether these
further restrictions reduce the potential for quantum advantage via this algorithm [152].

Variational Quantum Imaginary Time Evolution

The classical optimisation routine for the VQE (see Section 2.3.1 on Variational Quan-
tum Eigensolver) that attempts to find the ground state in a high-dimensional non-linear
parameter space is at high risk of getting stuck in a local minimum. To circumvent this,
recent solutions have been using algorithms based on Quantum Imaginary Time Evolution
(QITE) [192,218,245,247-250]. This method, developed by [247], can transform an arbitrary
quantum state to the (almost) exact ground state by performing an approximate unitary
evolution that mimics the imaginary time propagation. In other words, it is an alternative
approach to preparing ground states on quantum computers.

The main idea of QITE is to represent the imaginary time propagator of a system by
unitary operators via least-square fitting [192]. It has been shown that one can simulate
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the QITE on a quantum computer using a variational approach to find the ground state
energy of the system [218]. Essentially, the energy cost function of a fixed variational ansatz
is minimised following the Variational QITE (VQITE) approach [218,251]. The advantage
of this method is that it can maintain a fixed circuit depth for the number of imaginary time
steps, but the downside is its limited accuracy in finding the ground state. This accuracy
very much depends on the variational ansatz, which can be system dependent [252,253].
Given an initial arbitrary state, i), the normalised QITE can be defined as [218]

9(0)) = A(D)e ™ |p(0)), (54)

where  is the Hamiltonian of the system, |¢(0)) is the initial state for time T = 0,
and A(t) = 1/+/][{g(0)]e=2H7|p(0))| is a normalisation factor. The imaginary time
T =1it, fort € R, is known as a Wick rotation transforming the evolution from relativistic

Minkowski spacetime to Euclidean space. The imaginary time dynamics follow the Wick-
rotated Schrodinger equation:

d|yp(t
W) — (4~ ) o)), 65
where Er = (¢(7)|H|p(T)) results from enforcing normalisation. The solution to

Equation (55) gives the time-evolved state as [¢(7)) = C(7)e 7 |(0)), where C(7) is
a time-dependent normalisation constant [251]. As T — oo, the smallest eigenvalue of the
non-unitary operator e~ "*T dominates the system so that the state approaches a ground
state of H [218].

In the VQITE, one can use a parametrised ansatz for the time-dependent state as
|p(0(7)) where the parameters 6(7) vary with time (i.e., 61(7), 62(7),...). This can then
be composed with a parametrised circuit where the evolution is projected on the circuit
parameters. A limitation of the variational method comes from the fact that the ansatz
may not be general enough to describe all states on the desired subspace of the full Hilbert
space [254]. Nonetheless, the results from [218] show that this is a robust routine for energy
minimisation, as long as the errors due to imperfect ansatze do not cause the routine to
get trapped in local minima. In the finance sector, VOITE has been used to simulate the
Feynman-Kac partial differential equation [255].

In a more recent paper, an alternative method for VQITE has been developed, which
is gradient-free [192], thus avoiding expensive computations that may occur during the
optimisation (such as matrix inversion or tensor computations). The VQITE can be used
to solve a combinatorial optimisation problem by letting H encode the combinatorial cost
function, in a similar manner to QAOA and VQE. It can also be used for more general
optimisation problems, i.e., not only for solving QUBO. Finally, an alternative approach
called Adaptive VQITE has been developed by [192], which circumvents the challenge of
finding a good ansatz by iteratively expanding it along the dynamical path, keeping certain
metrics (i.e., the MacLachlan distance) under a specific threshold. This ensures that the
state can follow the quantum imaginary time evolution in the Hilbert space of the system
rather than restricting to a fixed variational ansatz.

Quantum Approximate Optimisation Algorithm

First introduced by Farhi et al. in [155], the Quantum Approximate Optimisation
Algorithm (QAOA) is a quantum algorithm for solving combinatorial problems. It is a
VQA and draws inspiration from the concept of adiabatic evolution while being able to
run on gate-based quantum computers (as opposed to analogue or annealing devices),
characterising it as a finite Trotterised version of annealing [155]. Hence, QAOA can solve
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a broader class of problems than quantum annealing, adhering to the universal quantum
computation model.

The QAOA is particularly used for problems that can be cast as searching for an
optimal bit string z* such that

* .

z" = argzerﬂ)l,?}" C(z), (56)
where C(z) is the cost function. The algorithm first defines a cost Hamiltonian # ¢, which
encodes the solution z to its ground state. Finding this ground state is a hard problem [155].
To approximate it, the QAOA prepares an ansatz wavefunction parametrised by a parame-
ter family (-, B). This ansatz is embedded into a classical optimisation loop, which finds the
optimal values for these parameters by utilising what is known as a mixer Hamiltonian #p,
which ‘mixes up’ the quantum state to increase the space searched. It has been shown [155]
that good approximate solutions to the problem can be found by preparing the following
variational state:

P ) )
7, B) = Up(Bp)Uc(vp) ... Up(B1)Uc(m) [s) = [ T e P¥tee=mics), (57)
k=1

p

where |s) is a suitable initial state, Ug(B;) = e "5, and Uc(y) = e M. In
Equation (57), the variable p can be interpreted as a hyperparameter and defines the num-
ber of layers of QAOA blocks. The QAOA with p-layers has 2p classical parameters to
optimise over, since each layer k is characterised by the set {, Bx}-

The preparation step outlined above is followed by a measurement on the compu-
tational basis, giving a classical string z, with which one can evaluate the objective cost
function C(z) of the combinatorial problem. Over many repeated measurement samples,
one can estimate the expectation value

E(y,B) = (B, vIHclv. B) (58)

which is provided to the classical optimiser to update {7y, Br}. Repeating this procedure
will provide an optimised string z*, with the quality of the result improving as the number
of QAOA p-layers is increased [155]. In principle, assuming the absence of noise and
other quantum device imperfections, the QAOA can reach the global optimum of any
cost function in the limit p — oo [155], approaching the adiabatic protocol. However,
in practice, errors on NISQ devices limit the number of p-layers that can be implemented
coherently. Algorithm 9 gives a concise outline of QAOA for a general combinatorial
optimisation problem.

Algorithm 9 Quantum Approximate Optimisation Algorithm

Initialising: Define a cost Hamiltonian H ¢, which encodes the solution to the problem as
its ground state and a mixer Hamiltonian Hp.

Construct unitaries: Construct the Unitaries Ug(B) and Uc(7y), as defined above.
Combine unitaries: Construct the unitary Uy, (v, B) = H,’;l Up(Bx)Uc () for a number of
layers p > 1.

Run circuit: Prepare an initial state, |s) and apply the unitary U,(+, B) as defined in the
previous step.

Measurement: Measure the final state, estimate the expectation value, and report to the
classical optimiser.

Optimisation loop: Repeat the above steps while the classical optimiser optimises
the parameters.

Result: After many loops, the result will be an approximate solution to the optimal bit string.
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The structure of the QAOA ansatz allows for finding suitable candidates for the
parameters {7y, By} purely classically for certain problem instances [155]. In general,
however, finding such parameters is a challenging task, as the training of VQAs is NP-
hard [150,161,162]. Furthermore, just like other VQAs, the QAOA is also susceptible to
barren plateaux [150,151]. However, ongoing research has uncovered promising efficient
approaches for finding optimal parameters and required circuit depth estimation [256-259].

Quantum Minimum Search

It has been shown in [260] that the Quantum Unstructured Search algorithm (presented
in Section 2.1.3 in the context of Grover’s algorithm) can be used to find the global minimum
of a function operating as a black box. The algorithm finds the index of an item whose
value is smaller than the last by a particular threshold index. The resulting value is the
next threshold index, and the process continues until the probability of the threshold being
the global minimum is sufficiently large. Given an array of marked entries of size N,
the algorithm exhibits a complexity of O(v/N), and at the end, it will yield the index of the
minimum value with a probability of at least 1/2.

The original Quantum Minimum Search (QMS) algorithm developed by [260] is
described in Algorithm 10. The probability of success can be improved by repeated runs:
running the algorithm t times gives a probability of finding the minimum y of at least
1-—1/2%

One issue with the above algorithm is that it relies on knowledge of the answer space
to formulate and solve the problem, for example, in identifying a feasible encoding into
the quantum state space. Solution space knowledge tends to be unavailable for real-world
problems, and finding an encoding may have to be done on a case-by-case basis. However,
research by Zeng et al. [261] is aimed at alleviating these problems by introducing both
a novel encoding mechanism and an adaptive algorithm used to estimate the number of
solutions. These methods were demonstrated on a superconducting qubit device, making
it more likely that QUS will be feasible on NISQ-era devices. The authors also showed
graceful degradation with noise and gate fidelity, suggesting that rather than a certain
threshold having to be met, the algorithm’s performance will gradually improve with
hardware quality.

Algorithm 10 Quantum Minimum Search

Initialising: Choose a threshold index y uniformly at randomas0 <y < N — 1.
Threshold and marking: Initialise the threshold memory as } ; ﬁ l/) ly) and mark every

item j whose value is less than the value of .

Quantum search: Apply the quantum search algorithm described in [262].

Update threshold: Let i’ be the outcome of the previous step. Observe the outcome and if
y' <y, then set the threshold to v/'.

Repeat: Repeat for O(v/N) from step 2.

Measurement: Measure in order to obtain the global minimum, y, with probability at least
1/2.

It is evident that Algorithm 10 works in a similar way to Grover’s algorithm [4],
providing a quadratic speed-up with the same requirements, i.e., a black box approach.
The quantum oracle in this case can be described as Oy, [x) = (=1)/™) |x), where f, : X
{0,1} is a classical function mapping f,(x) to 1if y’ < y and 0 otherwise. Therefore, this
algorithm has a similar realisability issue to Grover’s algorithm in that the implementation
of the oracle can be resource-intensive to the point that any potential speed-up is cancelled
out. However, work is ongoing in this area, with, for example, the article [263] proposing
an efficient implementation of the oracle.
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Quantum Annealing

As introduced above (see Section 2.1.7), Quantum Annealing (QAnn) is an approach to
quantum computing that is based on the adiabatic model and is best suited to solving QUBO
problems. Quantum annealers are available today from providers such as D-Wave [173],
and can be used to solve several classes of optimisation problems, including a range of
financial and economic optimisation problems. For example, a recent paper [264] studied
the application of annealing to portfolio optimisation and found that their hybrid method
outperformed a classical benchmark. A comprehensive review of annealing for random
combinatorial optimisation problems is given in another paper [265].

The Quantum Annealing model consists of adiabatically evolving a system according
to the transverse-field Ising Hamiltonian [164]

H(t) = A(t) <_Z(7ix> + B(t) <—Z]ij(7iz(7f—zhi0f>, (59)
i i i

where Jj; are the coupling terms of an Ising Hamiltonian, /; are magnetic field strengths,
A(t) and B(t) are functions that control the strength of the transverse magnetic field and the
terms within the parentheses are the ones defined in Section 2.1.7 as Hy and Hj, respectively.

Annealers work by adiabatically shifting the Hamiltonian of the system from some
initial Hy (normally chosen to have a ground state which is an equal superposition) to the
problem H; Hamiltonian. If the system starts in the ground state of Hy, the final state will
be the ground state of Hj, encoding the solution of the problem [164,165].

There are particular advantages of quantum annealers as opposed to gate-based QPUs.
Since annealers work by ‘sweeping’ from the initial Hy to the problem H; Hamiltonian,
they can execute several hundred sweeps very rapidly, returning a set of possible solutions
ready for post-processing [266]. This contrasts with gate-based methods such as VQE,
which require running lengthy circuits and take much longer [150]. However, annealers
are not universal quantum computers, and thus, the set of algorithms they can execute is
much more limited than gate-based computers, and it is an open question as to whether
one technique tends to provide better solutions than the other. For example, a 2024 paper
by Q-CTRL [267] claimed to demonstrate that a digitised version of annealing running
on IBM devices could outperform annealing for Max-Cut and spin-glass problems in
terms of the probability of finding the lowest-energy state. However, a later comment by
DWave [268] claimed instead that, with improvements to the annealing workflow, they
were able to outperform the gate-based method in both the time to solution and the ground
state probability. As a result, it is often unclear which method is most suitable for a given
problem at the current time, but it is hoped that as the field matures, the delineation will
become clearer.

Since the QUBO form can be trivially mapped ({0,1} — {—1,1}) onto the Ising
problem Hamiltonian, quantum annealers (QPUs designed to perform Quantum Annealing)
are the native devices for solving QUBO problems. Furthermore, by their very nature in
avoiding a classical optimisation loop, they are not susceptible to the issue of barren
plateaux that plagues other algorithms like VQE or QAOA. However, they do have their
own challenges to scalability and application. Firstly, as problems grow in size, the gap
in energy between the ground and first excited states can shrink [269], making it more
likely that the state’s evolution will become non-adiabatic, and the correct solution will
not be found [270]. This can be mitigated by reducing the annealing rate, at the cost
of taking longer to find a solution. Then, reformulating a given problem into a QUBO
form, as mentioned earlier, can introduce a large overhead in number of qubits and graph
complexity. Finally, the need to embed the problem’s connectivity graph on the physical
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qubit graph [271], while not unique to annealers, is more challenging as there are no 'SWAP’
gates. Finding this mapping is an NP-hard problem and can be the main bottleneck in
solving problems using annealing [272]. Tools have been provided by DWave and other
companies to automate this process [273], and it is a field of ongoing research.

Separately, Quantum Annealing has inspired similar protocols for digital (gate-based)
quantum computers, an example of which is the family known as Counteradiabatic Quan-
tum Optimisation algorithms [274]. These work by adding extra terms to the cost Hamil-
tonian, which have the effect of suppressing excited-state transitions. The latest modi-
fication of this algorithm, Bias-Field Digitised Counterdiabatic Quantum Optimisation
(BE-DCQO) [275], has been used to solve Ising models [276], displaying better performance
than either traditional annealing or variational methods like VQE. Aimed at avoiding the
overheads associated with QUBO reformulation, the BE-DCQO algorithm has been used to
solve Higher-order Unconstrained Binary Optimisation (HUBO) problems [277] such as
solving protein folding, consistently achieving optimal solutions.

2.3.2. Convex Optimisation Problems

Convex optimisation problems are those which optimise a convex function over a set of
solutions that is given explicitly (i.e., through a set of constraints) or implicitly (i.e., through
an oracular function) [226]. Convex optimisation is less common than combinatorial
optimisation in finance and economics, but it is nevertheless important, and so we provide
a summary below.

Generally, the optimisation problem under consideration is NP-hard and refers to
minimising a convex function f : K — RU {co}, where K C R" is a convex set. If the convex
function is bounded on K, one can equivalently consider the problem of minimising a linear
function over a different convex set K’ C R"*1. Accessing K’ is easy given knowledge of f
and K, and the parameters involved will be similar. Conversely, for any linear optimisation
problem over an unknown convex set K, there is an equivalent optimisation problem over
a known convex set with an unknown bounded convex objective function f that can be
evaluated easily given access to K [226].

Quantum algorithms for convex optimisation are an active field of research. In ear-
lier stages of the field, a study by [278] presented a quantum algorithm for minimising
quadratic functions. In more recent work, there have been suggestions of potential future
quantum advantage for semidefinite optimisation, an important subset of convex optimisa-
tion problems [279-282]. The quantum algorithms for these problems have been shown
to have runtimes that scale polynomially with the desired precision and some geometric
parameters [281,282]. In other convex problem classes, many optimisation problems can be
solved classically with a logarithmic scaling complexity using interior-point methods [283].
Currently, there is one quantum speed-up, which resides partially within this regime of
logarithmic scaling algorithms, developed by [140] using interior-point methods and Quan-
tum Linear Systems Solver algorithms (Section 2.1.5) (such as improved HHL-type [129])
and tomography to accelerate the computation of the Newton linear system. Further
speed-ups to semidefinite convex optimisation problems have also been proposed using
multiplicative-weights methods [280,281].

Quantum algorithms have also been formulated for other classes of convex prob-
lems, such as linear programming or second-order cone programming [236]. In the former
case, the algorithms include the quantum interior-points methodology developed by [284]
and the simplex method developed by [285]. Under certain conditions, the quantum
interior-points method has been shown to provide a potential polynomial speed-up for
the second-order cone programming problem [286]. Finally, recent work by [280] imple-
ments subgradient approximation of convex functions via Jordan’s algorithm for gradient
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computation [287]. This approach has quadratically better complexity than the best-known
classical randomised algorithm, based on queries to the oracle [280]. However, it is an open
question whether this classical quadratic bound is optimal.

2.4. Quantum Machine Learning

The field of Quantum Machine Learning (QML) is an interdisciplinary subset of
quantum information that lies at the intersection of Machine Learning (ML), statistics,
and quantum physics [288-290]. It seeks to utilise the power of quantum computing to po-
tentially augment or provide improved performance over classical ML algorithms [39,291],
although some of these improvements are still theoretical and not yet demonstrated experi-
mentally [292-294]. This includes hybrid methods that involve both classical and quantum
processing, where some of the classically challenging subroutines are efficiently performed
on quantum computers. Developing quantum algorithms for QML is an active area of re-
search with rapid advances in recent years [295]. In this section, we will review some of the
most common quantum algorithms for supervised and unsupervised QML, and Quantum
Reinforcement Learning (QRL).

2.4.1. Quantum Algorithms for Supervised ML

Supervised machine learning is a type of machine learning that uses labelled data to
train algorithms that can classify data or predict outcomes [296]. In supervised learning,
the algorithm learns a mapping between the input and output data. This mapping is
learned from a labelled dataset, which consists of pairs of input and output data [297].
The algorithm tries to learn the relationship between the input and output data so that it
can make accurate predictions on new unseen data [290]. For example, consider a dataset
of images of animals, where each image is labelled with the name of the animal it contains.
A supervised learning algorithm can be trained on this dataset to recognise the animal in a
new image that it has not seen before.

Supervised learning is widely used in various fields such as finance, healthcare, mar-
keting, and more [298]. It can be used for regression or classification tasks [299], and it
usually requires large amounts of labelled data to achieve high prediction accuracy on un-
seen input data [299]. The field of supervised machine learning is very broad, and quantum
algorithms corresponding to classical ML are an active area of research [39,300,301]. There-
fore, this section will not be a comprehensive review of all supervised QML algorithms but
rather will present a few example algorithms that are representative of the broad field.

Quantum Classifiers

Quantum algorithms for classification problems have been an active area of research
in recent years. These algorithms aim to improve the efficiency of solving classification
problems in machine learning by using quantum computers. A detailed survey of recent
works in this area can be found in Ref. [302]; thus, it suffices for us to outline a few common
algorithms in this area.

Quantum Support Vector Machine and Kernel Methods. In Machine Learning,
Support Vector Machines (SVM) are supervised learning algorithms commonly used for
classification and regression tasks. Given two categories (or classes) and a training set
containing several data-points that are mapped to one of the classes, an SVM algorithm
builds a model that assigns new data-points to either one of the two classes depending on
their characteristics [303]. Figure 4a is an example of binary classification, where the points
that lie at the boundary of each of the margin class hyperplanes (shown with a dotted line)
are called the support vectors, and they play a crucial role in solving the SVM classification
problem. The black line inside the maximum margin hyperplane is the margin normal vector
that divides the classes with the most significant possible marginal length [304].
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Figure 4. Example of SVM binary classification. (a) Linearly separable dataset, (b) non-linearly
separable case, and (c) the same data transformed into a higher-dimensional feature space using
kernel methods, where linear separation becomes possible. Adapted from [302].

The classification problem can broadly be categorised into two types, with datasets
that are (i) linearly separable, e.g., Figure 4a, and (ii) non-linearly separable, e.g., Figure 4b.
For the former class, the SVM binary classification algorithm seeks to find a hyperplane
that divides the data points into two parts by maximising the distance between the support
vectors and the hyperplane [304]. For the latter class, one can still use the SVM algorithm by
first transforming the data into a form that can be linearly separable. This is done by using
the kernel trick, which maps the input dataset into high-dimensional feature spaces where
the data can be linearly separable [305]. It is through this complex process of transforming
data into higher-dimensional space and processing it that quantum computing can offer
a potential computational advantage over classical techniques. Hence, various quantum
algorithms for SVM have been theoretically proposed, although practical demonstrations
of quantum advantage remain elusive. Below, there is a more in-depth definition of
each classification.

Linear Classification: Given a linearly separable training dataset [302]

D = {(¥1,y1), (X2 y2),---, Em,ym) }, (60)

that has M points, where ¥; € RN, and labels y; € {—1,1}. Let the parameters (@, b)
define a hyperplane in N-dimensional space such that each x; falls in either @ -¥+b > 1
orw-X+b < —1 for the y; = 1 or —1 categories respectively. The goal of SVM is to find
a maximum separation (marginal length) between the two classes, which means finding
optimal parameters @*, b* that construct the decision function [302]

f(¥) =sgn(@*-X+0b"), (61)

used to classify data-points in D [302]. It is common to consider the dual problem [226] with
Lagrange multipliers, which seeks to maximise

L@ = Yy — 5 1 (- T, 62)

subject to the constraints ij\i 14j = 0and yja; > 0[303]. The solution to this problem leads
to the construction of the optimal weights and biases in the primal problem given by [302]

M
Wt = Z 06]*5(} and b* = Yk — wr - fk, (63)
j=1
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for an index k corresponding to non-zero «; (support vectors) [302]. Therefore, we can
substitute Equation (63) into Equation (61) to obtain

M
f(X) :sgn<2a;(*j-f)+b*>. (64)
j=

In general, not all datasets are linearly separable, such as the ones shown in Figure 4b,
and thus, the SVM approach described above will not work. If the dataset is close to
being linearly separable, which means it has a few outliers that do not obey the linearity,
a common approach is to replace the hard-margin condition y;(@ - X; + b) > 1 with a
soft-margin condition y; (@ - ¥; + b) > 1 — ¢;, where ¢; is the cost [306]. In practice, the soft-
margin condition is more often used than the hard-margin condition, because most datasets
generated in the physical world are noisy [302].

Non-linear classification: For datasets that are far from linearity, one can still use SVMs
to efficiently perform a non-linear classification using what is called the kernel trick, which
maps the input dataset into a high-dimensional feature spaces where the data can be
linearly separable [305], as shown in Figure 4c. Let K(%, ) be the kernel function given
by [302]

K(,5) = $(%) - p(), (65)

where ¢ : RN — RN "is the feature map function that maps the N-dimensional feature
space to a higher N’-dimensional kernel space. The kernel function is used to compute the
inner product of vectors in the kernel space [307]. Thus, ¢ does not need to be explicitly
defined. Therefore, similarly to Equation (62), one can use K to define the dual problem of
maximising [302]

M 1 M

L(EZ) = Z]/JDCJ - E Z tX]' Kjk K, (66)

j=1 jk=1

subject to the same constraints as Equation (62). Just like the linear SVM, one uses the

optimal Lagrange multipliers &* to formulate the decision function for the primal problem
as [302]

M
f(¥) =sgn (Z o K(X}, X) + b*) . (67)
j=1

Besides the Lagrange multipliers, other techniques can be applied, such as sequential
minimal optimisation [307], interior-point methods [308], or gradient descent [309], which
is one of the reasons SVM is popular [310]. However, these methods also face several
limitations, such as the fact that they do not handle large datasets well, the computational
scaling with complexity, and their dependence on kernel functions.

The Quantum Support Vector Machine (QSVM) proposed by Rebentrost, Mohseni,
and Lloyd [303] was one of the first QML quantum algorithms for supervised learning.
The QSVM can be implemented using several approaches, for instance, using the quantum
kernel method or the quantum feature mapping method. It is an extension of the least-
squares version of the classical SVM algorithm [311]. In this formulation, the SVM has
equality constraints with slack variable e; instead of inequality constraints, which means
the hard-margin condition can be transformed as [302]

One can then transform the associated Lagrangian of the dual problem into a system of linear
equations [306] and then apply any Quantum Linear Systems Solver like the HHL-type
algorithms described in Section 2.1.5. The QSVM algorithm uses quantum circuits to per-
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form the classification task and has been theorised to potentially outperform classical SVMs
for certain learning tasks [303]. The QSVM algorithm consists of three main components:
the quantum feature map used to map the input data to a quantum state in the kernel space,
the quantum kernel used to compute the inner product of the quantum states in the kernel
space, and the quantum classifier used to classify the input data based on the kernel function.
In a higher-dimensional space, the kernel function is assumed to be classically hard to
compute; hence, it can be efficiently simulated on a quantum computer [303]. This leads to
the idea of covariant quantum kernels, which have been hypothesised to potentially provide
superpolynomial speed-ups for certain specialised problems [312].

Covariant Quantum Kernel: Given an efficient algorithm Uy, for loading features of the
sample x;, we can define the associated quantum feature state [313]

D(x;) = Uy, |¢) (p| UL, = U,V [0) (0] VUL, (69)

where [1) is a fiducial state generated by unitary V, which depends on the learning problem
and dataset. The quantum kernel for samples x;, x; is defined as [313]

K(x;,xj) = Tr(CDJr(xi)CD(xj)) - ‘ (o[vtut i, vio) g (70)
The kernel K can be simulated on a quantum computer using circuits U and V, and the
results can be used in the dual problem to speed up the classification algorithm [312]. We
note that the condition that quantum kernel methods can only be expected to do better
than classical kernels if they are hard to estimate classically is a necessary but not sufficient
condition for an end-to-end quantum speed-up [314]. Designing quantum kernels that
exploit structure in data is a promising step toward practical applications. Quantum kernels
can be optimised on a given dataset with kernel alignment that exploits group structures in
the dataset [313].

At the centre of this algorithm sits a non-sparse matrix exponentiation technique for
performing matrix inversion of the kernel matrix. A low-rank approximation of the kernel
matrix can be used due to the eigenvalue filtering procedure of HHL [6]. In addition,
classical SVMs using quantum-enhanced feature spaces to construct quantum kernels have
been proposed [315].

Variational QSVM: An alternative proposition for training a QSVM variationally has
been explored [315] aiming to target near- to medium-term quantum computers. Let {X}
denote the classical training data that needs to be loaded into a quantum computer using
a feature map ®(X), let W(6) be the parametrised quantum gate, and let V(®(X)) be the
embedding. The PQC can be defined in such a way that, when a measurement is applied, it
returns the label y € {—1,1} for each data point [315]. The PQC |¢(8)) = W(8)V (P (X)) |0)
can be trained to find good parameters 6 that optimise a cost function C(6). This cost func-
tion is constructed such that it penalises misclassified training points. Typically, a classical
optimiser, such as gradient descent, is used to update the parameters 6 and minimise the
cost function.

In contrast to the covariant kernel approach, which optimises for the associated La-
grange multipliers, the variational classifier approach learns a boundary hyperplane by
optimising the parameters 6 in the quantum circuit [(6)) [316,317]. Algorithm 11 sum-
marises the general idea of the QSVM. Alternatives to the above quantum algorithms
for classification have been proposed, which include the quantum decision tree classi-
fier [86,318-320], quantum nearest neighbour algorithm [300], and quantum annealing
classifiers [316,317].
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Algorithm 11 Quantum Support Vector Machine

Input: Labelled dataset D = {(¥,y1), ..., (¥p,ym)} with X; € RN, y; € {1, +1}
Feature Map Encoding: (a) Choose a quantum feature map ¢ : RN — 7. (b) Encode each
X; into quantum state |¢(X;))

Kernel Evaluation: (a) For each pair (¥;, X;), compute kernel value K;; = (¢(%;)|p(X;)).
(b) Use quantum circuits (e.g., swap test [321] or interference circuits) to estimate Kj;

Dual Optimisation: (a) Solve the dual SVM problem:

M 1 M
L(@) = max Xyiwi -5 Z a;Kjjaj,
i=1 i,j=1

subject to constraints: Z?ﬁl a;y; = 0,and a; > 0. (b) Convert the dual problem into a system
of linear equations which could be solved using QLSS [129] for optimal &*.
Classification: Use optimal &* to compute the decision function

M
f(x) = Sgn<; a; K(Xj, %) + b*>,

which is used to predict the label § = f(¥) for test data X.

The advantage of QSVM lies in potential speed-ups for processing high-dimensional
data. In particular, the proposal of [303] has a time complexity that is logarithmic in the di-
mension of the data N and number of data-points M, yielding a potential exponential speed-
up over classical kernel methods if the data is in a coherent superposition [312,315,322].
Achieving such efficiency in processing high-dimensional data has been a motivation
for the continued research on QSVM. It includes searching for ways to overcome sev-
eral challenges with QSVM, such as finding a practical efficient data loading protocol,
efficiently running the QLSS, and the limitations of current NISQ devices [323]. These
challenges are shared with general QML methods, and they would need to be addressed
for QSVMs to become practically useful. QSVMs have been demonstrated in small-scale ex-
periments [315,324-326], but large-scale implementations relevant for industrial problems
still await the maturity of quantum hardware.

Quantum Nearest Neighbour. The nearest neighbour algorithm is a foundational and
widely used classification technique in classical ML [327]. The algorithm works by having a
large labelled dataset of examples, where each data point is represented by a feature vector.
To predict the label or class of an unlabelled data point (also called a test vector or query
point), the algorithm measures the distance between this query and each dataset entry. It
then assigns the label or class of the closest point, often using the Euclidean distance [328].
This means that data points with similar features are likely to share the same label.

Formally, given a set of training vectors or examples D = {(¥;,¢;)},, where each
X; € RN is a feature vector in a N-dimensional space, and c; € C denotes the class label of
the point ¥;, the task is to classify a new unlabelled query point g by computing its distance
to each training point ¥;. For any two points %, ¥’ € RV, the Euclidean distance can be
defined as [328]

(71)

One can also use other distance measures, such as the Manhattan distance, cosine
similarity, or Hamming distance, but here, we will focus on the Euclidean distance, as it is
commonly used [329]. Using this metric, each training example X; defines a ‘neighbourhood’
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of nearby points, such that any new point § falling inside this region will be closest to ¥;.
Hence, one needs to find the index i* that minimises the distance [328],

o . -

it = argie{rlnl.l.?M} a(q,%;). (72)
Therefore, the nearest neighbour classifier (sometimes called the 1-NN rule) will label g with
the label of ¥;+, which is the class of the training sample closest to q [330]. For the simple
1-NN classifier, only the single closest neighbour is considered to assign a class. However,
this approach can be sensitive to noise or outliers [309,331]. To improve robustness, it is
useful to take more than one neighbour when making decisions [332].

K-Nearest Neighbour (KNN) is one of the most widely used classifiers in practice, due
to its simplicity and effectiveness across a range of tasks [330]. It is ‘non-parametric” and
instance-based, meaning it makes no assumptions about underlying distributions and
simply uses the stored training instances for decisions [333]. Instead of relying on a single
nearest example, KNN considers the k closest training points to the query and bases the
prediction on the most frequent class among those neighbours. The 1-NN rule described
above is a special case of KNN with k = 1 (k is often chosen as an odd number to avoid
tie votes).

KNN stores the training set in memory and, given the distance function, classifies a
new point by finding the set Ni(g), which is the neighbourhood of the query containing
the indices of the k nearest samples to g [334]. The predicted class 7(g) is then the most
common label among these neighbours. If we denote by 1. the number of neighbours in
Ni(gq) belonging to class ¢, the KNN classification rule can be expressed as [335]

7(q) = arg max e = arg max Y. 1{ci=c}, (73)
1ENK(9)

meaning it selects the class ¢ that maximises 7., where 1{-} is an indicator function taking
the value 1 when its argument is true and 0 otherwise [335].

This method is intuitive but can be slow with large datasets, with a time complexity
that is linearly proportional to the number of data points and their dimensions [334]. A key
bottleneck arises because of the distance computations between the query and all M train-
ing points, resulting in an O(NM) computational cost for N-dimensional data (assuming
distance calculation in O(N)). When M is very large (as can happen in financial applica-
tions with millions of records) or for high N (e.g., high-frequency trading data with many
features), this cost becomes significant, especially if many queries need to be answered in
real time [22,29,37]. This is where quantum computing may offer a potential advantage by
simultaneously calculating multiple distances using quantum parallelism [327,336]. How-
ever, this advantage is thus far theoretical and contingent upon efficient implementations
of quantum data loading techniques, which are not yet practically viable [337,338].

Quantum K-Nearest Neighbour (QKNN) is the quantum version of KNN [328]; it computes
the distances between data points more efficiently and identifies the nearest (or K nearest)
neighbours with a potential quadratic speed-up over classical methods, especially for large
datasets [289]. The general approach to QKNN focuses on key components, such as the
quantum data encoding, distance computation, and quantum search for nearest neighbours.

To represent the data in a quantum state, there are different encoding schemes, but a
common choice for distance-based algorithms is amplitude encoding [339]. For example,
a data point can be encoded as [340]

N
|x>=”1x||}:xi|i>,

i=1
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where |i) are computational basis states. Amplitude encoding is powerful because it packs
N features into just log, N qubits by using amplitude values. However, preparing such
states for arbitrary data can be challenging and may require complex rotations [337,341]
or Quantum Random Access Memory (QRAM), which is a data access mechanism based
on quantum state addressing [342]. Once both the query point |x;) and a training point
|x;) are encoded as quantum states, the distance between them can be related to the inner
product of these states. For normalised vectors, the Euclidean distance is given by [336]

1% — x> = 2(1 = (xg]x7))- (74)

Thus, knowing the inner product (x,|x;) allows one to compute the distance. This over-
lap can be efficiently estimated on a QPU using a subroutine called the SWAP test, which
measures the similarity or fidelity between two quantum states [321,343]. By repeating this
test or using QAE, a good estimate of the inner product can be obtained [343].

In practice, many QKNN algorithms use the inner product as a proxy for distance.
For instance, one may define a similarity score s; = |(x4|x;)| for each training point i and
maximise the similarity s;, which is equivalent to minimising the distance [344].

Once both the query point |x,) and training points |x;) are encoded, quantum circuits
can be used to compute functions of their distance (via SWAP test [321] or a dedicated
distance encoding routine) in superposition. One convenient choice is to produce an output
state like [328]

1 N
¥) = ﬁ]; |xj,¢;) @ (a10) + B; 1)), )

where ¢; is the class label of the jth training point, and the amplitudes a;, ; depend on
the distance between x; and x;. In an “ideal” scenario, a; ~ 1 (and g; &~ 0) for the nearest
neighbours, while a; becomes small (and the ancilla is [1) with high amplitude) for far-away
points [344]. This way, the problem of finding nearest neighbours is encoded into quantum
circuits, where the solution is identifying the basis states that have an ancilla in state |0)
with high probability amplitude.

Once the data is encoded, and the distances are described in quantum amplitudes
or probabilities, the next task is to actually identify the index of the k nearest neighbours,
i.e., finding k index j with ancilla |0), meaning a small distance with high probability. One
can do this by using the Quantum Unstructured Search (QUS) (also known as Grover’s
search algorithm, see Section 2.1.3), which can find a marked item in an unsorted list of size
N in O(v/N) steps, which is a potential quadratic speed-up over classical linear search al-
gorithms [4]. Algorithm 12 summarises the QKNN classification procedure outlined above.

Algorithm 12 Quantum K-Nearest Neighbour

Input: Labelled dataset D = {(¥1,y1), ..., (¥sm,ym)}, query point ¥ € RN

Encode Input Data: (a) For each X; € D, encode into quantum state |x;) (b) Encode query
point ¥ as quantum state |x)

Distance Estimation: (a) For each i, estimate distance d(¥, X;) = ||X — X;|| (b) Use a quantum
subroutine (e.g., swap test) to estimate d

Nearest Neighbour Search: Use QUS to find index j* such that d(%, X;+) is minimal
Output: Predicted label j for input ¥

Classically, identifying k neighbours is O(N) in the worst case, whereas a QKNN algo-
rithm can potentially achieve O(v/N) for fixed k or O(v/kN) in the general case [327]. There
have been improvements in the QKNN such as a proposal for a memory-efficient quantum
subroutine for distance calculation, showing a 50% reduction in qubits required [344].
Furthermore, a recent work demonstrated an efficient swap test on photonic qubits [345].
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While such an experiment is not directly a QKNN implementation, the swap test [321] is a
necessary component for many QKNNs and QML proposals as described here.

The QKNN has applications in finance that include economic modelling (searching
historical market data to find similarities to the present), or in fraud detection pipelines,
rapidly and accurately classifying transactions as likely to be fraudulent or not [33,346,347].

Quantum Decision Tree. Decision trees are fundamental tools in classical ML for
discovering features and extracting patterns due to their interpretability, fast inference,
and natural compatibility with structured data [348]. They work by splitting data, creating
a tree-like model, where each branch represents a decision based on discriminant functions
or decision rules [349].

A decision tree defines a function f : X — Y by sequentially testing feature values:
at each node, an attribute A is chosen as the splitting criterion, and the dataset is divided
according to A’s possible values. This process continues until the subsets are homogeneous
enough or other stopping criteria are met [350]. At that point, a leaf node assigns a
class label (for classification) or a numerical value (for regression) [351]. In other words,
the decision tree recursively partitions the feature space into regions, using decision rules
at each internal node to split data, until reaching a prediction at leaf nodes [348].

To ‘grow’ a decision tree, the algorithm must decide which feature provides the best
split at each node. This is typically done by optimising an impurity measure or information
gain. A common choice is based on Shannon entropy [352]; if S is the set of training samples
at a node, the entropy of S with respect to the class labels is

H(S) = =) p(c)log, p(c), (76)

ceC

where p(c) is the proportion of samples in S belonging to class ¢, and C is the set of class
labels [353]. Here, the entropy H(S) quantifies the uncertainty (impurity) in the node; it
is 0 if all samples are of the same class and maximal when classes are uniformly mixed.
A split on an attribute A produces child subsets S, (for each value v of A). The information
gain achieved by splitting on A is defined as the reduction in entropy:

S|
S|

InfoGain(S, A) = H(S) — )|
veVals(A)

H(Sy), (77)

where |S,| and |S| denote the cardinalities (number of samples) of the child subset S, and
I‘Ssvl\
each branch. A high information gain means that splitting on A yields more informative

the parent set S, respectively, so that

represents the proportion of samples assigned to

subsets. At each new node, entropy is computed for that node’s subset and all possible
splits, and the best split is taken. This procedure stops when no attribute offers any gain
(or other stopping conditions like maximum depth are reached), and then a leaf is created,
which is often labelled with the majority class in that subset. Other splitting criteria can
also be used, such as the Gini impurity

G(S) =) _p()[1-p(c)], (78)

as a measure of node impurity instead of entropy, yielding a similar formula for Gini
gain [348]. Regardless of the metric, the goal is to choose splits that most improve the
homogeneity in child nodes. This greedy heuristic approach tends to produce good results
in practice, although it does not guarantee finding the global optimum tree, as this is
NP-hard [354,355]. The time complexity for building a classical decision tree with M
samples and N features is typically O(M, N,log M) or O(NM) per node [356]. In the worst
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case, if the tree is fully grown with M leaves, the training cost can be O(M?N). Quantum
algorithms that can improve this classical scaling have been explored [357].

The Quantum Decision Tree (QDT) algorithm [86,319] aims to enhance the decision
tree induction process using quantum subroutines. As this involves encoding classical
data, one common approach is to use a QRAM data structure [337]; for example, if we
have M data samples (X;,y;), where X; are feature vectors, and y; are class labels (as
shown in Section 2.4.1 on Quantum Nearest Neighbour ), one could prepare a state of the
following form:

M
|¥data) = \/IME i) [xi) yi)- (79)

A crucial part of building the tree is computing the entropy and information gain for
each attribute. In the classical version, to compute the entropy H(S) of a set S, the algorithm
counts how many samples fall into each class [358]. A quantum algorithm can estimate
these counts with potential quadratic speed-up via techniques like Quantum Amplitude
Estimation (QAE) [55] (see Section 2.1.2 on Quantum Amplitude Estimation). In this
way, the entropy H(S,) for each branch could be obtained with fewer queries to the
data [359]. Once the entropies are known, the information gain can be computed similarly
to Equation (77):

InfoGain(S, A) = H(S) — }_ poH(So), (80)
[

where P, is the projector selecting subset S, p, = (¥|Py|¥), and H(Sy) is estimated via
QAE [360].

To find the optimal attribute A* (the feature with the highest information gain) from
the set of available features F = {Aj, Ay, ..., A;}, one can use Quantum Maximum
Search (QMxS) algorithms [360] (similar to the Quantum Minimum Search described
in Section 2.3.1) [260] such that.

A" = InfoGain(S, A). 81
arg max Info ain(S, A) (81)

After finding the optimal attribute A*, the algorithm must partition the data by mea-
suring which samples belong to each branch. Once measured, we obtain classical subsets
that must be re-encoded into quantum states for processing the next level of the tree [319].
This creates a hybrid quantum-—classical recursion, analogous to the classical algorithm’s
recursion, except that here, at each node, one relies on quantum subroutines to decide how
to split. In general, the algorithm will construct the same tree as a classical greedy algorithm
would, with the difference that it can potentially speed up the computation of the branch
criterion [356,361]. Using the ideas above, Algorithm 13 outlines the QDT procedure.

In general, for a classical node evaluation with time complexity O(MN) [362,363],
the quantum counterpart has a proposed complexity of roughly O(v/MN) [364], depend-
ing on the quantum subroutines involved. For example, a quantum C5.0 algorithm (an
improved family of recursive decision tree classifiers developed by Ross Quinlan [356,365])
was proposed to run in time O(D+v/MN ) (where D is tree depth), as opposed to the clas-
sical O(DMN) [356]. A recent improved QDT algorithm [361] has even potentially more
significant speed-up specifically for an incremental learning scenario. By assuming that
new data arrives in small batches, the algorithm can retrain a decision tree with logarithmic
complexity in the number of samples O(Dk?P NpolylogM) (where k is the number of clus-
ters per node) [361]. This is achieved by using a quantum g-means algorithm [366] to find
split boundaries and updating the tree, maintaining accuracy comparable to classical trees
while reducing its time complexity [361]. Such results may indicate that QDT training can
potentially outperform its classical counterpart for large and high-dimensional datasets.
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Algorithm 13 Quantum Decision Tree

Input: Training dataset S = {(¥;, ;) }f\i 1, feature set F, and optional depth limit diax

Initialisation: Prepare quantum state [¥ qata) = ﬁ Y M. 1i) |x;) |y;) using QRAM

Homogeneity Check: (a) Estimate entropy H(S) (b) If H(S) = 0, F = @, or current
depth = dmax: return a majority-class leaf

Quantum Split Evaluation: 1. For each feature A € F: (a) Apply quantum predicate on
A to split state [¥ 4,t,) via ancilla (b) Use QAE to evaluate class probabilities in each split
branch (c) Compute entropy H(S,) and estimate information gain IG(S, A)

Optimal Split Selection: Use Quantum Maximum Search [360] to find A* =
argmaxacrIG(S, A)

Quantum Data Partitioning: (a) Measure ancilla qubit to collapse |¥ 4ata) into two subsets:
Sefts Sright (b) Re-normalise quantum states for each subset

Output: Associated class label

Another source of potential advantage of QDT is when the input data itself is quantum
(e.g., when quantum states need classification). In this case, one can avoid the bottleneck of
reading out classical features and directly work with quantum states. An example of this is
the algorithm by [367], which treats the unknown quantum state as the input and performs
adaptive measurements (based on information gain) to classify the state. A QDT can thus
tackle the classification of quantum data in its native form, which is a potential advantage
for quantum sensing or readout tasks [367].

In finance, decision trees are used for portfolio management, risk assessment, and al-
gorithmic trading (for example, deciding whether to buy/sell based on economic indicators
can be framed as a decision tree) [368-371]. A QDT can potentially handle larger feature sets
and data streams in real time, which might be useful for high-frequency trading strategies
or analysing large-scale financial data for patterns [41]. The interpretability of decision
trees is a plus in finance, where regulators need explanations for decisions (such as in credit
approval) [372,373]. Compliance teams also often use decision trees because the resulting
rules can be explained to regulators [374].

Despite the promising advantages and applications, QDTs face several limitations
and challenges. These include the bottleneck of implementing QRAM [342] and the over-
heads by QAE and Quantum Maximum Search subroutines. Ultimately, the output of the
training is a classical decision tree even in the case where the input is quantum data. This
means the potential quantum speed-up is only in training the decision tree and not in the
final prediction.

In summary, QDTs promise potential polynomial speed-ups and memory advantages
due to quantum subroutines like QAE. However, the quantum subroutines require ad-
vanced quantum hardware and are subject to some of the same information-theoretical
limits as classical algorithms [18,375,376]. Hence, QDTs are most likely to be beneficial in
scenarios where the data size is massive with the dominating cost of processing it or where
the data is quantum mechanical in nature. As quantum technology improves, these disad-
vantages may be mitigated, but at present, QDTs require further research and development
before achieving Practical Quantum Advantage in industrial applications such as finance
and economics.

Quantum Algorithms for Regression

Regression in ML is used to solve the problem of fitting a function from the training
data and identifying the relationship between independent variables and an outcome [309].
It is also used for predictive modelling to predict continuous outcomes by applying varying
attributes to understand how the target value changes [377]. Many classifier algorithms,
such as discussed in Section 2.4.1 on Quantum Classifiers, can be adapted, with only minor
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modifications, for regression tasks. For example, an SVM classifier seeks a maximum-
margin hyperplane for separating discrete classes, whereas its regression counterpart
adjusts the objective to fit continuous targets [134]. Similarly, while a KNN classifier
predicts labels by a majority vote among nearest neighbours, the regression version of
KNN outputs a continuous value computed as the average of the target values of the k
nearest neighbours [378]. Decision tree classifiers use impurity measures to split and assign
a majority class at each leaf, whereas a regression tree uses variance-based criteria (such as
minimising measures like the mean squared error) to output a numeric prediction [377].
The same adjustments carry over to the quantum versions of those models.

A simple and fundamental case is linear regression [379]: given M data points (X;, y;)
with ¥; € RN and y; € R, we assume y; ~ x; B for some weight vector 8 € RY. One wants
to find B* that minimises the sum of squared errors [380] such that

M

* 1
pr = arg min 5 ) (x/p—vi)* (82)
i=1

The solution to Equation (82) is given by the normal equation [379]
XTXg=X"y. (83)

Thisisan N x N linear system of equations. When X " X is invertible (i.e., X has full column
rank), the solution for the optimal coefficients is given in closed form by the Ordinary Least
Squares (OLS) estimator

B = (XTX)"'XTy, (84)

where each component of f3 represents the linear effect of the corresponding feature on the
outcome, holding other features fixed [381]. This solution assumes an unregularised least-
squares problem. In many real-world scenarios, however, X' X may be ill-conditioned or
singular (e.g., when N > M or features are highly correlated), which can lead to overfitting
or unstable solutions [309]. Ridge regression (also called Ly-regularised linear regression)
addresses this by adding a penalty on the size of coefficients [382]. The ridge estimator
solves [382]

rnﬁin\y—Xﬁl%Mlﬁl%, (85)

where A > 0 is a regularisation parameter. Therefore, the normal equation then becomes
(XTx+AL)p=xTy, (86)
yielding the closed-form solution
Bridge = (XTX + A 'XTy. (87)

This shrinks the regression coefficients toward zero to improve generalisation (when A = 0,
we recover OLS, and as A — oo, we force f — 0) [383].

Solving the normal equations by direct classical matrix inversion methods is O(N?) in
general or O(MN?) if forming X' X via M data points. There exist more scalable algorithms
for large M, such as iterative solvers or stochastic gradient descent [384], and the state-of-
the-art classical solvers can run in time O(MN + poly(N, 1/¢€)) [385]. Nonetheless, for very
high-dimensional data or massive sample sizes, these computations become expensive for
classical methods. This has motivated research into quantum algorithms to speed up linear
regression by exploiting quantum linear algebra subroutines. In the following subsection,
we will introduce some quantum algorithms for this task.
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Quantum Kernel Ridge Regression. One of the earliest and most famous quantum
algorithms relevant to regression is the HHL algorithm [6,303] for solving systems of
linear equations. Essentially, HHL can be applied to solve the normal equations of linear
regression. The HHL or improved QLSS algorithm [129,130] prepares a quantum circuit
encoding the data, solves the normal equation via an efficient quantum matrix inversion
protocol, and outputs a quantum state proportional to the normalised |B) solution vector
(for more information, see Section 2.1.5).

Subsequent research has explored variations, such as solving weighted least squares
and introducing regularisation directly into the QLSS. For instance, quantum ridge regres-
sion can be performed by solving Equation (86) with a QLSS such as the quantum algorithm
by Kerenidis et al. [132] that used this for recommendation systems with a low-rank X
(thus x small) [385]. More recently, Ref. [386] developed Quantum Regularised Least
Squares (QRLS) algorithms using QSVT, achieving polynomial improvements in x and an
exponential improvement in precision for ridge regression compared to prior HHL-based
methods [386].

While HHL tackles regression by directly solving the associated linear normal equation,
an alternative quantum approach called Quantum Kernel Ridge Regression (QKRR) makes
use of kernel methods to perform regression [387]. The QKRR combines the power of
kernel methods (to capture non-linear relationships) with quantum computing to efficiently
compute or approximate kernel functions in high-dimensional feature spaces. In classical
kernel ridge regression [382,388], one maps input data points ¥ onto a high-dimensional
feature space via a feature map ¢(X) and performs linear regression in that feature space
with an L; regularisation. By the kernel trick, one avoids working explicitly with the high-
dimensional ¢(X), but instead the solution is obtained in terms of kernel inner products
K(X;, %) = (¢(¥%;)[¢(%;)). If K is the M x M kernel Gram matrix on the training data, and
y is the training target vector, the ridge regression [389] solution in dual form is

i = (K+ A1y, (88)

where @ represents the Lagrange multiplier as defined in Section 2.4.1 on Quantum Support
Vector Machine and Kernel Methods. The predicted value for a new input x, is given
by [390]

BN

yA* = . DCiK(Xi, x*). (89)

Il
A

This procedure can fit very complex functions depending on the choice of kernel, but the
downside is that forming and inverting the K matrix costs O(M3) classically [391]. So,
for large datasets, kernel methods become computationally expensive compared to classi-
cal methods.

The quantum version of this algorithm seeks to speed up kernel evaluation and linear
system solving for kernel ridge regression. The QKRR first defines a unitary U(x) that
prepares the state |¢(x)) = U(x)|0---0) as an encoding of X the classical input data-
point (e.g., a historical price series or volatility features data-point). Common choices
for implementing U(x) include basis encoding, angle encoding, and more expressive
feature maps [339,392]. The mapping should be data-efficient and ideally enhance linear
separability in feature space [339]. QKRR then estimates the kernel matrix K for all training
points. In principle, one could do this by preparing [¢(¥;)) and [¢(¥;)), then performing
a SWAP-test and repeating to get an estimate of the inner product. With assumptions
like QRAM, quantum algorithms can access kernel matrix elements or prepare quantum
states encoding kernel information, with complexity that can be sublinear in the feature
dimension [132,303,393].
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The output of the QPU is an estimate for K, which is inserted into Equation (88) to
solve for . One approach is to use a QLSS to solve Equation (88), which outputs a state
proportional to the normalised solution |x). However, this would require the ability to
efficiently perform the linear operation of K + Al on a QPU. If K is low-rank or structured,
block-encoding techniques [136] can achieve this, and if K is unitary, the LCU [47] methods
can be employed.

Finally, given the solution coefficients & as the output from QPU, to predict on a new in-
put x., one could compute §* using Equation (89). In practice, many hybrid approaches just
use the QPU for estimating the kernel K and then solve the ridge regression Equation (88)
on a classical computer if M is not too large. The quantum-—classical computational pipeline
described above can be summarised in Algorithm 14. In many implementations, Step 1
(quantum kernel computation) is executed on QPU, and Steps 2-3 are executed on CPUs.
Fully quantum implementations that also solve Equation (88) might use an HHL-like QLSS
in Step 2, but this requires K to be ‘well-conditioned” and accessible as an oracle.

Algorithm 14 Quantum Kernel Ridge Regression

Input: Training data X;,y,_; ,,, feature-map circuit U(x) preparing |$(X)), and the regu-
larisation parameter A.

Quantum kernel computation: Use a PQC to estimate Kj; = (¢(¥;)[¢(X;))-

Solve ridge regression: Solve (K + AI)d& = i for & (using classical or QLSS to obtain |a)).
Prediction for new input x,: (a) Prepare state [¢(x.)) (b) compute K(x;, x)

Output: Regression model coefficients « (classical vector).

The primary advantage of QKRR is the ability to handle extremely high-dimensional
feature spaces implicitly via quantum kernel methods, which have potential speed-
ups [387,394]. However, due to the current state of quantum hardware, QKRR experiments
have been limited to small datasets, typically demonstrated on systems with modest qubit
counts (e.g., [391,395-397]). One concern is that in practice, many proposals end up with
complexity O(M) or worse when all costs are accounted for, meaning a quantum computer
might realise Practical Quantum Advantage except in special cases [11,144,398]. Another
concern is that quantum kernel methods can sometimes suffer from concentration issues
(be nearly uniform in high dimension), making them less useful than hoped for [399].

Despite these challenges, early demonstrations of QKRR on small systems have shown
that quantum computed kernels can perform as well as classical kernels on simple tasks.
For example, experiments with up to 10 qubits have used a PQC kernel to do regression on
molecular data, achieving accuracy on par with classical Gaussian kernels [400].

Future research may include optimising quantum feature maps, understanding the
generalisation properties of quantum models, and integrating quantum kernel methods
with classical frameworks. Whether QKRR can offer a decisive speed-up for practical
problems remains an open challenge.

Quantum Neural Networks

Classical neural networks are function approximators composed of layers of inter-
connected nodes, inspired by biological neuron systems [401,402]. Each node performs an
affine transformation on its inputs, followed by a non-linear activation. In a feed-forward
I+1

network, the I-th layer takes an input vector al’), and produces an output a'*! via

2001 — w0 L p

al+1) — g(z(+1)y, ©0)
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where W is a weight matrix, b’ ) a bias vector (the affine transformation), and ¢(-) an
activation function. The activation function introduces non-linearity; without it, multiple
layers would collapse into an equivalent single affine layer. For example, a simple one-layer
perceptron (a mechanism that activates a neuron due to the input of other neurons [402])
with input x € R" and output y € R can be written as y = ¢(w'x + b), with trainable
parameters w and b. Networks are trained by defining a loss function L and adjusting the
weights W), b)) to minimise L, typically using gradient-based optimisation [403]. Deep
neural networks (many-layered) have achieved huge success in prediction tasks by learning
complex hierarchical features from data [404].

A Quantum Neural Network (QNN) [405] extends the classical neural network concept
by using a PQC, where the QNN ‘layers’ can be seen as sequential blocks of quantum
gates, some of which are parametrised by adjustable angles analogous to weights. Like
input layers in classical networks, QNNs begin by encoding classical data x into a quantum
state [41]. The choice of encoding influences the QNN'’s expressive power [406]. This is the
model’s capacity to represent complex functions, and different encoding strategies enable
QNN to access different regions of the quantum state space, affecting what functions can
be learned. Encodings can be repeated throughout the circuit (data re-uploading) to form
multiple ‘layers’, analogous to having multiple layers in a classical network [407].

After encoding, the QNN applies a sequence of parametrised quantum gates U(68) to
process the state. These gates depend on a set of m trainable parameters 6 = (61,602, ...,0y).
A typical quantum layer might consist of single-qubit rotations on each qubit followed by
multi-qubit entangling gates. For example, a layer on qubit j could include a rotation

) )

cos5 —sin%
R,(0) = —i0;Y/2) = 2 2. 91
y() exp( i /2) (sing cos%) ©1)

These gates are analogous to weight multiplications in a classical network, with the angle
6; as the tunable weight. In many QNN designs, one layer consists of rotations on all qubits
(with independent parameters) followed by a fixed pattern of entangling gates across qubits.
The combination of encoding and L layers of trainable gates produces a final quantum state

[¥(x;8)) = U(8) Uenc(x)[0)*", (92)

where U(0) represents the total unitary composed of all parametrised gates. This state
|'¥(x;0)) encodes the model’s prediction in its quantum amplitudes. To extract a classical
output from the quantum state (analogous to the classical output neuron activations), one
measures an observable O and takes the expectation value as the model output. Then,
the predicted scalar output can be written as

f(x:6) = (¥(x;0)|O[¥(x;0)). (93)
Therefore, for a binary classification, the probability of class label ‘0 is given by

_ 1+f(x;9)'

Pr(y =0 =

(94)
Note that the PQC, U(0), is linear, whereas a classical neural layer is non-linear due to ¢.
The non-linearity in QNNs enters when one measures and feeds results into a classical
optimiser, as the measurement probabilities have a non-linear dependence on the quantum
state amplitudes [408]. Additionally, if the QNN is a hybrid network, or if intermediate
measurements are performed between layers, effective non-linear transformations can be

https://doi.org/10.3390/ quantum8010026


https://doi.org/10.3390/quantum8010026

Quantum Rep. 2026, 8, 26

54 of 149

achieved [409]. In most near-term QNN implementations, a variational approach is often
employed, relying on classical iterative optimisation to adjust 6 (see VQA in Section 2.1.6).

The training of a QNN involves finding the optimal parameters 6 such that the QNN's
output matches the target outputs on a training dataset (same as in classical ML). This is
a hybrid quantum-—classical approach; the quantum circuit generates estimates of target
outputs based on 6;, and a classical optimiser updates the parameters 0; — 0,1 to improve
the subsequent estimate. Generally, the classical optimiser is guided by a loss function £(6),
for example, the mean squared error or cross-entropy between QNN predictions f(x;; 6)
and labels y; over the dataset [407]. Hence, the parameter update can be done via gradient
descent depending on estimates of VL. The gradients can be estimated on the QPU using
the parameter-shift rule, an analytical quantum subroutine, or via automatic differentiation
on quantum simulators [410]. The parameter-shift rule for a rotation parameter 0 in a gate
R(8) = e~CG/2 (where G is a Pauli operator) is [410]

S5F0650) = 3050+ F) — fls0 — ). )

This implies we can obtain the gradient by evaluating the circuit at two shifted parameter
values. This requires additional quantum evaluations for each parameter, which is a key
contributor to the training cost. The complete QNN training procedure is summarised in
Algorithm 15.

Algorithm 15 Training Quantum Neural Network

Input: Training samples {(x1,y1), ..., (xs,ys)}, parameters 8 = {61,...,60)}, total itera-
tions K, and error-tolerance €.

Initialising: Initialise parameters 80 ~ N(0,0?), generally randomly chosen from a
normal distribution.

For k = 1 to K do: For each training sample s € {1,...,S}: (a) Prepare quantum state
Uenc(xs) [0)*"™. (b) Apply PQC U(8%®)). (c) Measure observable O to obtain prediction
fs = {0). (d) Compute sample loss s = £(fs,ys) (loss for sample s).

Compute global loss: £(8*)) = 1y2 /..

Estimate gradients for each 6, € 8(%): estimate 9L(6%)/00; = L Y5, %;

Update parameters: 1) = 9() — yV4.£(6%)) where 57 > 0 is the learning-rate.

Terminate: if |£(0(*+1)) — £(8%))| < e. End for
Output: Set of parameters 6* that defines a QNN for a classification task.

ONNs are currently being explored theoretically and experimentally for various
financial applications. For example, in financial time series forecasting, hybrid QNN5s
have shown potential to capture complex temporal dependencies and outperform classical
models in stock market predictions [411,412]. For fraud detection, QNN could learn subtle
anomalies in large transactional data [413] by using quantum graph neural networks to
flag fraudulent patterns [414]. QNNs have also been suggested for option pricing and risk
modelling, where they could learn and approximate stochastic processes or option payoff
scenarios that are challenging for classical networks. These applications are still in the early
stages, with ongoing research assessing whether QNNs can provide better accuracy or
speed compared to classical ML [415].

In theory, if each layer applies O(n) single-qubit rotations and O(n) two-qubit gates,
the circuit depth might scale as O(nL) for n qubits and L layers. This is analogous to the
O(Nparams) cost of evaluating a classical neural network with Nparams weights. However,
QNN s can operate in an exponentially large space of dimension 2", which is where the
potential advantage lies. For instance, recent results [416] proved a universal approximation
theorem for QNN and derived that an O([log,(1/¢)]) number of qubits with O(e~2)
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circuit parameters can approximate functions to error e. This suggests that to achieve high
accuracy, the parameter count in a QNN might grow polynomially in 1/& while the qubit
count grows only logarithmically. In contrast, a classical network might require significantly
more neurons to achieve the same expressive power. These are worst-case upper bounds:
the actual runtime advantage of QNNSs remains an open question and is likely problem-
dependent. Whether they can surpass classical neural networks for real-world tasks is an
active area of research [417].

A major challenge for QNN is the barren plateau [151] phenomenon (also discussed
in Sections 2.1.6 and 2.3.1). As the number of qubits or circuit depth grows, the gradients
for the cost-function V4, C(8) can vanish exponentially, making training infeasible [151],
i.e., the training landscape is almost flat in most areas. Architectures that are designed to
avoid barren plateaux [418] may result in quantum circuits that can be simulated classically,
hence losing quantum advantage [154]. This issue, amongst others, is a serious limitation
on scaling QNN to perform large-scale classification tasks in an industrial setting [152,415].

2.4.2. Quantum Algorithms for Unsupervised ML

Building upon the foundational concepts of QML discussed in Section 2.4.1 for su-
pervised learning, in this section, we review quantum algorithms for unsupervised ML.
Unlike supervised learning, which relies on given labelled data, unsupervised methods
aim to discover hidden patterns and structures within unlabelled data by themselves [403].
This attribute allows complex data analysis without requiring additional information or
prior knowledge of the data, making unsupervised learning aptly tailored for real-world
applications, such as in finance [42].

To illustrate more explicitly how the unsupervised learning process works, let us
revisit the animal dataset example from the previous Section 2.4.1. In supervised learning,
each image comes with a label indicating the type of animal, whether it is a cat, dog, or bird.
The algorithm uses this label to learn a mapping function that can correctly predict new
unseen data. In unsupervised learning, however, the collection of images lacks any labels,
and the algorithm might analyse intrinsic features of the images, such as the colour, texture,
shape, or size, to find patterns within the data. For instance, it might group cat images due
to shared characteristics like pointy ears and whiskers, even though it does not know the
term ‘cat’. In other words, unsupervised learning aims to find a function or model that
captures the patterns and structure of the data without any labels guiding the process [39].

Common ML techniques include clustering, where data points are grouped based
on similarity and dimensionality reduction, which involves projecting data onto a lower-
dimensional space while preserving significant features (such as Principal Component
Analysis (PCA) and autoencoders) [419]. Generative models can learn the underlying data
distribution to generate new data points that resemble the training dataset. Additionally,
Reinforcement Learning (RL) techniques, while traditionally categorised separately, can in-
corporate unsupervised elements for exploration and policy improvement without explicit
labels. Extending these techniques in the context of quantum computing is particularly
helpful, as they can potentially offer polynomial to exponential speed-ups over classical
algorithms [420]. In the following subsections, we will review examples of these techniques
and highlight how they are being adapted and implemented in quantum contexts.

Quantum Clustering

Clustering methods rely on mathematical formulations, such as distance metrics
(e.g., Euclidean) or statistical models, to evaluate the relationships between data points.
These formulations help identify patterns and group data points into distinct clusters by
measuring how similar or different they are [39]. Quantum algorithms for clustering
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have been developed to improve the efficiency of classical methods [421]. Proposed
quantum clustering techniques can be applied in areas like fraud detection and customer
segmentation (e.g., credit scoring) [421,422]. However, practical implementations on large-
scale industrial problems remain constrained by current quantum hardware and other
algorithmic bottlenecks. In this subsection, we will review some of the common quantum
clustering algorithms.

Quantum k-Means Clustering. One of the most well-known algorithms for unsuper-
vised learning is the k-means clustering algorithm, first introduced by Lloyd [423]. It takes
as input a set of vectors X = {x1,x2,...,xpm} C RN, where x; € RN fori € {1,..., M},
with M being the number of data points and N the dimensionality (number of features).
The aim is to place these vectors or data points in k subsets to minimise the sum of the
objective function f. This function is defined as the sum over all points of the squared
Euclidean distance from a cluster centroid (subsets) to the members of the cluster [297],

k
fi=_ min YY" |lx—plf (96)

Clr“'rck;]/llr'"r,uk ]:l ZEC]

where C = {Cy,Cy,...,Ci} are the clusters to be determined, and #j is the centroid of
cluster C; for j € {1,...,k}. The algorithm initialises k different centroids and iterates
over two main steps until convergence (k-Means++ is an initialisation method that selects
initial centres with probability proportional to their squared distance from existing centres,
improving convergence [424]). The first step involves assigning each data point x; to the
cluster with the nearest centroid, where the cluster assignment C(x;) is determined by [297]

C(xi) = argmin [|x; — uill?. 97)

The second step is to recompute and update the centroids as the mean of their respective
clusters [425] as

1 &
Hj= Ic)l Y (98)

These steps are repeated until changes in the cluster assignments between iterations
are sufficiently small [366]. In other words, k-means assigns each data point to the cluster
whose centroid it is closest to [290].

The classical K-means clustering algorithm is widely used [426]; however, despite its
simplicity, it has several limitations. These include issues with the initialisation of centroids,
which often lead to suboptimal clustering and the algorithm’s complexity scaling with the
number of data points and clusters. Improvements to the initialisation and optimisation
stages of k-means have been proposed, such as in [427]. These aim to mitigate issues
such as convergence to local minima and sensitivity to initial centroids and better analysis
of large-scale distributed data [428]. However, in general, the k-means clustering is an
NP-hard problem [429]; hence, quantum algorithms are a promising alternative to improve
efficiency. Researchers have proposed multiple variants of Quantum k-Means Clustering
(QKMC) [366] with potential exponential speed-ups [300,426,430]. By encoding the data
into quantum states, these quantum algorithms accelerate the computationally intensive
steps of the classical algorithm, typically the distance calculations [290,426].

In this review, we will introduce one variant of the QkMC based on [426]. This is a
hybrid quantum-classical algorithm in which the QPU handles the distance computation,
while the update step is performed on a CPU. Similar to QML methods in Section 2.4.1,
the classical data can be encoded into quantum states using amplitude encoding. Some
proposals to accomplish this by using Flip-Flop QRAM (FF-QRAM) [431] seemed promising
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but could be impractical for fault tolerance [342]. A sequence of controlled unitaries U
prepares the state

U110}, 10)°" = —<(0)ul) + [1el). %)

Here, the qubits with subscript ‘a” are the ancillas, and the amplitude-encoded states |x)
and |p) are given by

1N I
|x>=ﬁ];3€j\]>, and |#>:ﬁ];7‘j|]>r (100)

where x;, ji; are the j-th feature components of data point x and centroid y, respectively.
By employing the SWAP test [321], which produces (x|u), the QPU efficiently estimates the
Euclidean distance d(x, i) between |x) and |u) given by Equation (74).

After computing the distances between the data point and all centroids, this is repeated
for all M X k pairs of vectors, where M is the number of data points, and k is the number of
centroids. The algorithm assigns the data point to the nearest centroid as per Equation (97).
This pipeline can be summarised in Algorithm 16.

Algorithm 16 Quantum k-Means Clustering

Input: Dataset X = {x1,x2,...,xpm}, and number of clusters k

Initialising: Select initial centroids u = {1, 2, . . ., yx} using k-Means++

Assignment: For each data point x; € X and each centroid y; € p, compute distance
d(x;, ]/t]-) using QPU: (a) Encode x; and y; as quantum states (Equation (100)). (b) Estimate
distance using SWAP test [321]. (c) Assign x; to the nearest cluster C;.

Update: For the assigned clusters, update the estimate for the centroids given by
Equation (98)

Repeat steps 3 and 4 until convergence

Output: Cluster assignments and centroids y

Examples of quantum k-means implementations include hybrid methods applied on
simulators and full implementations on quantum platforms [432]. In finance, a quantum
k-means pipeline is applied to cross-border payment risk supervision [433], enhancing
clustering of blockchain transaction data [434]. Recent research on quantum computing for
finance recognises clustering methods as one of the unsupervised learning methods appli-
cable to finance [41,346], although detailed use cases are still in early exploratory stages.

While quantum k-means addresses clustering through iterative centroid updates,
quantum spectral clustering takes a fundamentally different approach by leveraging graph
theory and eigendecomposition. Classical spectral clustering constructs a similarity graph
from the data, computes the Laplacian matrix, and projects data into a lower-dimensional
space defined by the smallest k eigenvectors, where traditional clustering becomes more
effective, particularly for non-convex or nested structures [435,436]. The classical algorithm
O(M3) complexity for eigendecomposition severely limits its scalability [437]. Quan-
tum spectral clustering, as proposed by Kerenidis et al. [438], attempts to accelerate this
process using QPE to compute eigenvalues of the normalised Laplacian. However, this ap-
proach also requires strong assumptions, such as efficient QRAM [289] and block-encoding,
and successful post-selection of the desired eigenvectors. The claimed quantum advantage
remains theoretical, as the practical implementation faces significant challenges including
QRAM overhead (which alone could eliminate any speed-up), the complexity of preparing
the block-encoded Laplacian, and the probabilistic nature of post-selection which may
require multiple runs. To date, only small proof-of-concept demonstrations on actual
quantum hardware have been reported [439], and there is no large-scale implementa-
tion showing advantage. Recent dequantisation results suggest that classical algorithms
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with similar assumptions might achieve comparable performance, raising questions about
whether genuine quantum advantage exists for this application.

Quantum Generative Models

Unsupervised generative models are extensively used in deep learning to generate
synthetic data and new samples [31]. Classical generative models (e.g., Generative Adver-
sarial Networks (GANSs), Variational Autoencoders (VAEs)) aim to learn a target probability
distribution P(x) over a set of possible outcomes x € Q. This is achieved by constructing
a model distribution P(x; 0) that approximates P(x). Despite their effectiveness, classical
generative models require significant computational resources and can struggle to model
complex dependencies, especially in high-dimensional spaces [440].

Quantum generative models have been proposed as alternatives to potentially address
these limitations [398,441], for instance, (i) by enabling parallel sampling from different
parts of the distribution, which reduces the time required for generating new samples and
(ii) using entanglement to capture complex correlations between variables more naturally,
improving the expressiveness of the model. These improvements suggest that quantum
generative models could benefit tasks requiring high-dimensional data synthesis, such as
generating synthetic financial data for stress testing and model validation or improving
portfolio optimisation by generating diverse asset combinations [31].

The training of quantum generative models focuses on minimising a divergence or
distance measure, such as the Kullback-Leibler (KL) divergence [442]. Alternatively, one
may define a cost function and use maximum likelihood estimation [398] or quantum
fidelity-based costs [443] to find its minimum. Below, we will highlight two major tech-
niques: Quantum Boltzmann Machine (QBM) [444] and Quantum Generative Adversarial
Networks (QGAN) [445].

Quantum Boltzmann Machine. In classical ML, a Boltzmann Machine (BM) [446]
is an energy-based model that defines a probability distribution by assigning to each
configuration x € {0,1}" a probability [447]. This distribution is given by the Boltzmann

distribution [403]
—E(x)
P(x) =& ~— where Z=Y ¢ F, (101)
X

with E(x) denoting the energy of configuration x and Z the partition function ensuring
normalisation. For the standard BM, the energy function consists of pairwise interactions
among units and bias terms, and can be written as [403]

E(x)=—x"Wx—b'x, (102)

where W is a weight matrix, and b is a bias vector.

BMs evolved from earlier energy-based models, particularly Hopfield networks. These
are early energy-based models which implement associative memory by storing patterns as
local minima of an energy function [448] and navigating via deterministic updates. While
they can get trapped in local minima, Boltzmann Machines introduce stochasticity through
the Boltzmann distribution in Equation (101) [447,449,450], allowing them to escape local
minima and model probability distributions more effectively [403,451].

Training a BM is usually performed via Contrastive Divergence (CD) [452] or maxi-
mum likelihood estimation [453], which involves adjusting the weights, and is equivalent
to minimising the Kullback-Leibler divergence [442] between the data distribution and the
model distribution. This is typically achieved through the log-likelihood gradient, which
decomposes the learning into two terms: a positive phase that increases the probability of
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data configurations and a negative phase that decreases the probability of configurations
sampled from the model (unobserved configurations). This can be written as [454]

Vi, £(0) = (xi%})data = (Xi%}) model, (103)

Vi, (0) = (Xi)data — {Xi) model/ (104)

where (-)qata denotes an expectation under the empirical distribution and (-)pode; an
expectation under the model distribution [403,447]. These update rules resemble Hebbian
learning [455], adjusting the parameters so that model statistics align with data statistics.

Through this stochastic formulation, BMs serve as generative models, since they
define full probability distributions over the visible variables, and can support probabilistic
inference by estimating conditional distributions. For instance, for BMs with visible and
hidden units, inference includes computing P(h | v) or P(v | h) [403], enabling tasks such
as feature extraction or generating new samples from the learned distribution. However,
the computational cost of inference and learning of BMs face several challenges, such as
the following: (i) evaluating the partition function Z requires summation over 27 states
(configurations), which is intractable for large d; (ii) approximate Markov Chain Monte
Carlo (MCMC) methods such as Gibbs sampling mix slowly in practice; (iii) for the CD for a
fully connected BM with 7 units, each Gibbs sampling requires O(n?) operations, making
training computationally expensive. These limitations have motivated both architectural
simplifications (e.g., Restricted Boltzmann Machines) and quantum-inspired approaches to
potentially overcome classical sampling bottlenecks [456].

In a Quantum Boltzmann Machine (QBM), the classical energy function is replaced by
a Hamiltonian H(w), and the distribution is replaced by the density matrix of a thermal
(Gibbs) state [444]:

ef:BH(w) H
plw) = 7y where Z(w) = Te[e P, (105)

and B = kl%T is the inverse of the Boltzmann constant kg times temperature T. As in the
classical case, the learning involves adjusting the weights w so that the expected values
of observables (e.g., marginal probabilities or correlation functions) under p(w) match the
data statistics with the model statistics. Methods include gradient-based optimisers that
compute the derivative of the log-partition function and of observable expectation values,
such as

0 _BL d A
%logTr{e ﬁH(w)} and %Tr[Op(w)] (106)

To perform a thermal state approximation, one approach implements ePA®) via Trotterisa-
tion or variational methods [457]. The estimates of observable averages are compared with
target data statistics (e.g., means, correlations), which are used to compute a cost function.
Based on the gradients of the cost function, the parameters w are updated until convergence.
Algorithm 17 illustrates a typical QBM training loop using a variational approach.
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Algorithm 17 Quantum Boltzmann Machine

Input: Target data statistics (means, correlations), temperature parameter, number of qubits
Initialisation: Define an ansatz for H(w) (e.g., local fields and pairwise interactions) and
pick random initial w

Thermal State Approximation: (a) Construct a PQC V(«), with randomly initialised «,
to approximate e PH(®),

Sampling and Observables: (a) Run the circuit V(a) on a QPU and measure in a relevant
basis (e.g., 0z) (b) Estimate observables, such as <0’Z(Z)> or correlation <UZ(I)UZ(] ))

Loss Computation: Define a loss function comparing the measured observables to the
target data (e.g., least squares)

Optimisation: (a) Update « to improve the approximation of the thermal state. (b) Option-
ally, update w to better match target statistics by adjusting the Hamiltonian terms.
Repeat until convergence or maximum iterations are reached.

Output: Hamiltonian parameters w* that define H(w*)

QBMs can potentially explore difficult energy landscapes more efficiently [289]
through quantum effects like tunnelling and may use fewer parameters to represent cer-
tain distributions [443]. However, preparing exact thermal states remains challenging on
near-term NISQ devices.

Despite their theoretical advantages, quantum generative models still have several
open problems. For example, noise and decoherence limit the circuit depth on current
hardware, which in turn constrains the model expressivity [444]. Furthermore, the training
process can face issues due to barren plateaux, especially in high-dimensional parame-
ter spaces [454]. Researchers have achieved some promising success in mitigating these
issues by employing strategies such as carefully designing ansatze, implementing layer-
wise training, and using advanced initialisation methods [458]. With hardware steadily
improving and novel algorithms emerging [457], quantum generative models stand as a po-
tentially useful tool. Demonstrating a clear quantum advantage in real-world applications
remains an open challenge, but progress in error mitigation, algorithm design, and hybrid
frameworks is bringing these models closer to practical use.

Quantum Generative Adversarial Networks. Generative Adversarial Networks
(GANSs) [403] are implicit generative models that learn to generate samples from a target
distribution by solving an adversarial minimax game between a generator G and a discrimi-
nator D. The generator maps random noise z ~ p; to samples G(z), while the discriminator
attempts to distinguish between real data x ~ p4,t, and generated samples. The objective
is given by

mén max V(D,G) = Ex~py,, log D(x)] 4 Ez~p, [log(1 — D(G(2)))]. (107)

At equilibrium under the assumptions of infinite model capacity and an optimal discrimi-
nator, the generator distribution converges to the data distribution, i.e., pg = pgata [403].
In practice, however, GAN training can be unstable and is susceptible to mode collapse;
variants such as the Wasserstein GAN (WGAN) improve the training stability by replacing
the Jensen-Shannon divergence with the Earth Mover’s distance [459].

Quantum Generative Adversarial Networks (QGAN) extends this framework by
parametrising the generator, discriminator, or both as Parametrised Quantum Circuits
(PQCs) [445,460,461]. A typical setup employs a quantum generator, where a PQC prepares
a variational state

[p(6)) = U(9)[0)", (108)

with measurement outcomes distributed according to pg(x). These samples are then
evaluated by either a classical discriminator (hybrid QGAN) or a quantum discrimina-
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tor [460]. The adversarial loss generalises Equation (107) to the quantum—classical setting.
Gradients of the quantum generator can be computed exactly for wide classes of gates
via the parameter-shift rule [160,462,463], which requires multiple circuit evaluations per
parameter. Training proceeds by alternating updates of the generator parameters 6 and
discriminator parameters ¢, analogous to the classical setting. An outline of the QGAN
training loop is shown in Algorithm 18.

QGANSs have been proposed for applications in finance, particularly for learning and
efficiently loading probability distributions of asset price changes [194]. Exact state prepa-
ration of arbitrary distributions requires O(2") gates, but QGANSs can approximate state
loading with O(poly(n)) gates after training. Zoufal et al. demonstrate this in the context
of European option pricing, where the learned generator prepares a distribution matching
asset returns, enabling the quantum amplitude estimation to evaluate the expected payoffs
more efficiently [194].

Beyond finance, QGANSs have been investigated for tasks such as image [461] and
molecular generation [464]. Empirically, hybrid QGANs have matched or exceeded clas-
sical baselines on specific tasks while using fewer trainable parameters in the quantum
modules [464]. Theoretically, quantum sampling may enable more efficient exploration of
probability landscapes [445], although such claims remain speculative.

Despite their promise, QGANs inherit both the adversarial instability of classical
GANSs and the limitations of NISQ hardware. Deep variational circuits are prone to
barren plateaux, where gradients vanish exponentially with the system size, hindering
training [151,465,466]. In addition, adversarial training amplifies shot noise, requiring a
large number of measurement shots to estimate the gradients and loss functions accurately.
The parameter-shift rule itself adds further overhead, as each parameter update requires
multiple circuit evaluations [463]. Surveys of QGANSs [467] emphasise that while they show
strong conceptual potential for finance and other data-intensive applications, realising
quantum advantage remains contingent on overcoming these limitations.

Other Approaches. Several other quantum generative approaches have been devel-
oped, such as Quantum Circuit Born Machine (QCBM) [398,468], where a PQC directly
encodes a probability distribution via the Born rule. QCBMs are also trained by min-
imising the KL divergence between the target and model distributions through circuit
parameter optimisation.

In addition, the Quantum Bayesian Network [469,470] extends classical Bayesian
networks by replacing conditional probability distributions with quantum channels be-
tween nodes, enabling the representation of quantum correlations and entanglement in
structured probabilistic models. While classical Bayesian network inference is NP-hard
for general DAGs, QBNs may achieve polynomial speed-ups for certain network topolo-
gies through quantum amplitude amplification [469]. Recent work has also explored
quantum-like Bayesian networks that use quantum probability theory for classical data,
showing advantages in modelling paradoxical human decision-making and cognitive
phenomena [471,472].
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Algorithm 18 Quantum Generative Adversarial Networks

Input: Dataset D = {x}; prior p.; number of qubits n; PQC ansatz U(f); discriminator Dy
(classical or quantum); batch size B; shots S; learning rates 76, 17p

Initialisation: Randomly initialise generator parameters 6 and discriminator parameters ¢
Sample real data: Draw a minibatch {x()}2 | ~ pya, from D.

Generate quantum samples: Fori = 1,..., B: draw z() ~ p,; prepare |(6)) = U(6)|0)®";

measure in the computational basis with S shots to obtain xél) ~ pg (apply any required
classical post-processing if modelling continuous variables).
Discriminator step: Form the (hybrid) adversarial loss (e.g., JS or Wasserstein variant)

B
= %Z(loqu, ) +1og (1 — Dg(x <Z)))).

Compute V4 Lp (classical backprop if D is classical; parameter-shift or other gradient rule
if D is quantum) and update ¢ <- ¢ —7pVyLp.
Generator step: Hold ¢ fixed and define

__1ly ()
Lg= ~3 Y log Dy (xy").
i=1

Estimate VL using the parameter-shift rule [160,462,463], requiring multiple circuit
evaluations per parameter, and update 0 <— 0 — 55 VoLg.

(Optional) WGAN variant: Replace Lp, L with Wasserstein losses and include a gradient
penalty term [459].

Repeat steps 3-7 fort =1,2,...,T

Until convergence or maximum iterations.

Output: Trained generator parameters 6* (and discriminator ¢*).

Quantum Dimensionality Reduction.

Dimensionality reduction [473] has long been an essential tool for processing large-
scale datasets in ML, signal processing, and other data-driven fields. They compress
high-dimensional data into lower-dimensional representations while preserving essen-
tial information. In classical frameworks, popular methods include Principal Compo-
nent Analysis (PCA) [474], Singular Value Decomposition (SVD)-based approaches [475],
and nonlinear manifold learning [476]. However, for extremely high-dimensional data,
these techniques can become computationally expensive. In this section, we review the
Quantum Principal Component Analysis (QPCA) [477] approach for QDR.

Quantum Principal Component Analysis. In Quantum Dimensionality Reduction
(QDR) [477], the fundamental idea is to represent high-dimensional data as quantum states
and perform transformations (e.g., QPE, QSVT) that isolate essential components (principal
components, singular values, etc.). Given a dataset {xy, ..., Xy}, where x; € RN, the goal
is to find lower-dimensional representation {yy,...,ys}, wherey; € RY (with d < N),
retaining most of the ‘useful” structure. For instance, PCA [477] finds an orthonormal
projection matrix W € RN*4 that minimises

2
, (109)
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subject to WIW = I;. To employ quantum algorithms, one typically represents classical
vectors as normalised quantum states. As detailed in previous sections, a frequently used
technique is amplitude encoding:

1 N G) -
i) = Il xi] lj), where |[x;|| =
i j=1

(110)

Considering a statistical mixture of states {|¢;)} with probabilities {p;} results in the
following density matrix:

M
p= ; pi l9i) (il (111)

Thus, QDR seeks to approximate the most significant eigenvectors or singular values of
this density matrix (or a related operator) with quantum subroutines.

One of the earliest approaches of Quantum Principal Component Analysis (QPCA)
was introduced by Lloyd et al. [477]. The classical data vectors are normalised and encoded
into 71- qubits quantum states, which are then combined into a density matrix p € C?'*?"
given by Equation (111). The QPCA algorithm aims to approximate the largest eigenvalues
and eigenvectors of p; its spectral decomposition is

27!
=Y Arlug)(ul, where Ay >Ay>--->0, (112)
k=1

and ) ; Ay = 1. The QPCA of [477] primarily utilises the QPE on an operator encoding p to
extract eigenvalues Ay and filter out the dominant subspace. This procedure is summarised
in Algorithm 19. This algorithm potentially had an exponential speed-up in dimension
compared to the best known classical algorithms at the time [289,477]. This potential speed-
up, along with other QML, has since been dequantised by quantum-inspired classical
methods [223]. Furthermore, to achieve an € approximation eigenvalue, QPE requires
O % calls to oracle with block-encoding or QRAM access to p [477]. The overhead in
building the necessary oracles for QPE may undermine practical quantum speed-ups. Since
implementing QPE on NISQ hardware is infeasible, research has focused on alternative
near-term approaches [478-480]. Another related method is tensor PCA [47,481], studied
through the spiked tensor model [482] as a higher-order analogue of the spiked covariance
model from matrix PCA. A quantum algorithm [481] has been proposed with provable
runtime guarantees in this model, achieving a quartic speed-up over classical methods and
recovering the signal at lower signal-to-noise ratios [47]. However, the spiked tensor model
is not directly linked to clear practical applications and has unfavourable runtime scaling
for large systems, limiting the practical impact of these results.

Algorithm 19 Quantum Principal Component Analysis

Input: Data density matrix p, rank cut-off r.

Data Loading: Construct or load the density matrix p that encodes your data distribution.
Quantum Phase Estimation: (a) Implement an oracle U, (or a block-encoding of p) for
phase estimation. (b) For each eigenstate |u;), QPE encodes the eigenvalue Ay into the
phase register.

Eigenvalue Filtering: (a) Measure the phase register to approximate Ax. (b) Post-select or
project onto those eigenstates with the largest eigenvalues.

Repeat the QPE as needed to refine precision.

Output: The top r eigenvectors {|uy), ..., |u,) } (principal components) and correspond-
ing eigenvalues.
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Other Approaches. Another type of approach for QDR employs the Variational Quan-
tum Algorithm [150], which are apt for NISQ devices and circumvent QPE. One popular
example is the Variational Quantum Auto-Encoder (VQAE) [483], which compresses a
quantum state |ip;) € Hy into a smaller subspace H4, where d < N, and then reconstructs
it with minimal fidelity loss. Training involves iteratively adjusting the circuit parameters
U(6) to minimise a reconstruction-error-based cost function.

Beyond variational methods, a general method is provided by Quantum Singular
Value Transformation (QSVT) [47,136], which takes a block-encoding of a matrix and a
polynomial f and produces a block-encoding of the singular value transformation f(SV)(A).
By interleaving applications of the block-encoding and its adjoint with phase rotations
derived from a classical sequence, QSVT enables polynomial transformations of singular
values and thereby encompasses a wide range of dimensionality-reduction primitives.

Quantum dimensionality reduction holds promise for tackling large-scale data chal-
lenges. While algorithms like QPCA, Variational Quantum Autoencoders, and QSVT show
asymptotic advantages, major issues, like data loading, hardware noise, and circuit com-
plexity, make it difficult to achieve definitive quantum advantage in real-world scenarios.

2.4.3. Quantum Reinforcement Learning

Reinforcement Learning (RL) [292,484] is an area of Machine Learning that aims
to train models or agents via the notion of actively taking actions in an environment
that maximises the reward. It is one of the three fundamental ML paradigms, alongside
supervised and unsupervised learning [485]. It is used to find the optimal behaviour or
policy within a specific environment to achieve a long-term goal.

One of the main differences of RL compared to other ML paradigms is that it eliminates
the need for labelled input/output pairs. Instead, the agent learns from scalar reward
signals, emphasising the exploration—-exploitation trade-offs [486]. This makes it suitable
for problems where optimal actions are not known a priori. Additionally, there is no need
for sub-optimal actions to be explicitly corrected. The focus is on finding a balance between
discovering new policies within an environment (exploration) while effectively using
current knowledge (exploitation) [487]. RL can include approaches such as value-based,
policy gradient and model-based methods. In this section, we will focus on the first two:
value-based and policy gradient methods.

The main points in RL can be identified as follows:

e Input: The initial state of the model, meaning the initial configuration

¢  Training: Based upon the input, the model will follow (or evolve) through a sequence
of events and produce an output. Based on the output, the model will receive a reward
or penalty signal.

*  Output: An action selected from possible actions, aiming to maximise cumulative
reward over time. The best solution or policy is decided based on maximising the
expected return.

Basic RL is modelled as a discrete-time finite-state Markov Decision Process (MDP) [488],
meaning that the current state is needed to predict future behaviour, without any knowledge
of past behaviour. Such an MDP contains a set of environment and agent states S, a set
of actions, A, and the one-step dynamics of the environment [484]. The probability of
transition at time ¢ from state s € S to s’ € S under action a € A [484] can be defined as

Py(s'|s,a) = Pr{S; ;1 =§',Ry;1 = r|St = s, At = a}. (113)
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Over an episode (a sequence of interactions terminating in a terminal state), the agent
accumulates a sequence of rewards [484]. The return from time t is defined as the total

discounted reward as follows: -

G =Y 7" Rk, (114)
k=0
which the agent aims to maximise, where 7 € [0,1] is a discount factor, and R; ;.1 denotes
the reward at time step £ + k + 1.

An RL agent interacts with its environment in discrete time steps [484]. At each time,
t, it receives the current state S; € S and a reward R;. Following this, it chooses an action
A € A, which evolves the environment to a new state S;;1 and generates a new reward
Ri41. The reward is computed according to the function R,(s,s’) and depends on the
transition Ry : (S, Ar) — Siy1. The set of successive decisions creates a history [486]
within the MDP model as hy, = (So, Ao, S1, A1, ---,Sn-1, An_1,5n)-

A policy 7 is a strategy defining the agent’s behaviour, mapping states to a probability
distribution over actions [489]. Under a given policy 7, the state-value function Vy(s) is
the expected return when starting from state s and following 7t thereafter [484,489,490].
Similarly, the action-value function (Q-function) Q (s, a) is the expected return starting
from state s, taking action 4, and then following 7r. The goal of RL is to learn a mapping
from states to actions that maximise the expected cumulative reward [484,490], or in
mathematical terms, learn a policy 7: S x A — [0,1],

Vr(s) = ZAn(a\s) Ra(s)+ 71 Y Pa(s'ls,a)V7(s") |, (115)
ac s'eS

where V7 is the state-value function under policy 71, and 7t(a|s) defines the probability of
the agent selecting action a at state s according to 7.

RL can be applied to applications within finance, such as pricing, hedging, portfolio
or investment allocation [491-493], managing asset liability, or exploring and optimising
tax revenues and their implications.

Value-Based Methods form a fundamental class of RL algorithms. These methods
learn to estimate the value of states or state—action pairs and then derive optimal policies
from these learned values. This approach transforms the control problem into a value
estimation problem.

The core of value-based methods is Q-learning [484], which aims to learn the optimal
action-value function Q« (s, a). In its tabular form, the learning update rule is

Q(s,a) < Q(s,a) +« [r +ymaxQ(s',a’) — Q(s,a)}, (116)

where « is the learning rate, r is the immediate reward, -y is the discount factor, and s’ is the
next state.

Deep Q-Learning (DQL) extends Q-learning to high-dimensional state spaces using
neural networks [494]. The network Q(s,a;6) approximates the optimal action-value
function, according to the Bellman optimality equation [484],

Qi(s,a) = E[Rpy1 + ymax Q«(Si+1,4)|St = 5, Ay = a], (117)
a

where Q. (s, a) represents the maximum expected return achievable from the state—action
pair (s, a), following the optimal policy. At time ¢, the agent observes state S; € S, selects
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action A; € A, receives reward R;.1, and transitions to new state S;.1. The network
parameters 0 are optimised by minimising the loss as

L(6) =E[(y—Q(s,a;9))2}, (118)

where y = r + ymax, Q(s/,a’;0~) and 8~ are the parameters of a target network that is
periodically updated from 6 to stabilise training [494].

Despite the success of these algorithms, classical value-based methods face several
scalability challenges. Tabular Q-learning becomes intractable for large state spaces, requir-
ing memory and updates proportional to |S| X |A|, making it impractical for continuous
or high-dimensional domains [484]. Even with function approximation, Q-learning with
non-linear approximators can diverge, due to the deadly triad of off-policy learning, boot-
strapping, and function approximation [495]. Sample inefficiency plagues both approaches;
Q-learning requires visiting each state—action pair multiple times for convergence, while
DQL often needs millions of frames despite using experience replay [494]. Some of these
limitations motivate exploring quantum computing approaches that could potentially
provide a polynomial or exponential speed-up.

Recent advances in QML come in the form of hybrid quantum-classical machine
learning systems [496]. These hybrid QML models use PQCs with a few qubits that can
be trained to solve certain benchmarking environments, exploring whether PQCs might
provide advantages for specific learning tasks.

In [497], it was proposed to represent the state set with a quantum superposition state;
the eigenstate obtained by randomly observing the quantum state is the action. The proba-
bility of the action is determined by the probability amplitude, which is updated in parallel
according to the rewards. The probability of the ‘good” action is amplified by using itera-
tions of Grover’s algorithm (see Section 2.1.3). In addition, they showed that the approach
makes a good trade-off between exploration and exploitation using the probability ampli-
tude and could potentially speed up learning. In [498], it was shown that the computational
complexity of a projective simulation can be quadratically reduced for specific problem
instances [404]. This speed-up applies to particular structured environments rather than
providing a general advantage.

Quantum Deep Q-Learning (Q-DQL)

This approach replaces the neural network in DQL with a PQC. The quantum circuit
takes the classical state s as input (encoded into a quantum state |(s)) via amplitude
encoding, basis encoding, or other quantum state preparation methods) and outputs
expectation values corresponding to Q-values for each action. For each action 4, the Q-value
is obtained by measuring an appropriate observable O, on the quantum state | (s;8)) [499]:

Qo(s,a) = (¥(s;0)|Oaly(s;6)). (119)

where O, is the observable for action a [499].

The parameters 0 are updated using gradient-based optimisation, where gradients
V9Qq(s,a) can be estimated using the parameter-shift rule [496,500]. For each parameter
0;, the circuit is evaluated at 0; == 7 to obtain derivative estimates. This hybrid learning
loop is analogous to training a classical neural network in DQL [499].

Below is a more detailed version of the hybrid Q-DQL process, Algorithm 20. The quan-
tum circuit replaces the classical neural network in computing the approximate Q-values.
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Algorithm 20 Quantum Deep Q-Learning

Input: A PQC Qy, learning rate «, discount factor v, replay buffer D

Initialise: Environment, circuit parameters 6, target parameters 6~, and observe initial
state s

Encode state: (a) Encode s into quantum state |¢(s)) via chosen encoding scheme (b) Mea-
sure observables {O,} to obtain Qy(s, a) for all actions a (c) Select action a using e-greedy
policy based on Qg (s, -) (d) Execute 4 in the environment, observe reward r and next state s’
(e) Store transition (s, a,7,s’) in replay buffer D

Sample a mini-batch from D: (a) Compute target values Equation (118) (b) Update 6
via gradient descent using parameter-shift rule (c) Periodically update target parameters:
0~ + 6(d)Sets <+ s

Output: Trained quantum circuit parameters 0

Ref. [500] demonstrated Q-DQL on grid-world environments using quantum devices.
They achieved comparable performance to classical methods for small problems. Ref. [501]
applied PQCs to Atari games, showing that data re-uploading encoding can match classical
performance with fewer parameters. Ref. [502] implemented Q-DQL on real quantum
hardware, achieving learning despite hardware noise.

Although quantum methods offer potential polynomial speed-up for search within
value iteration [497,503], the actual performance benefits remain heavily contingent on the
hardware capabilities and problem structure [499,504]. The prospective advantages include
enhanced function approximation and potential polynomial or exponential speed-ups in
very specific scenarios [443,497]. However, most implementations show no advantage over
classical methods on current hardware [505].

Policy Gradient Methods take a fundamentally different approach from value-based
methods. Rather than learning value functions and deriving policies, these methods directly
parametrise and optimise the policy 7t(als; 8) [506]. This direct optimisation often provides
better convergence properties for continuous action spaces.

The core idea is to maximise the expected return as follows:

T
](9) = ]E:TNTCQ [Z 7trt] ’ (120)
t=0

where T denotes a trajectory sampled from policy 7ty.
The policy gradient theorem provides the gradient [484] as follows:

V@](Q) = Em;

T
Y Velog 7T9(¢t|5t)Gt] , (121)
=0

where G; = Z{;g YK, is the return from time step t.

REINFORCE

The REINFORCE algorithm [507] is one of the most commonly used policy gradient
algorithms. It implements Equation (121) using neural networks to parametrise the pol-
icy [408]. The main idea is to modify the policy to favour sequences of actions that led to
high returns, and those actions are more likely to happen in the future [508]. The update
rule is

AB = I’]ZV@ IOg ng(at\st)Gt, (122)
t

where 7 is the learning rate [408].

Policy gradient methods suffer from high variance in gradient estimates [506]. Sample
efficiency is poor, as thousands of trajectories may be needed for reliable gradient estima-
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tion [509]. The variance results in unstable policy updates, which increase the convergence
time [408]. Credit assignment is challenging when rewards are sparse or delayed [510].
Neural network policies face vanishing gradients in deep architectures [511].
Following the approach of replacing neural networks with PQCs demonstrated in
hybrid quantum—classical RL [496], the REINFORCE algorithm can be adapted as follows.
The quantum policy is defined as

e.B <Oa>s,9

mp(als) = T O

(123)
where (O,)s ¢ is the expectation value of observable O, for state s and parameters 6. The in-
verse temperature § controls exploration [496].

The state s is encoded into the circuit through data re-uploading or amplitude encod-
ing [512]. For discrete actions, [log, |A|] qubits represent the action space [513]. Continu-
ous actions can be represented through expectation values parametrising distributions.

The gradient Vg log 7y (als) is computed using the parameter-shift rule:

QU
—_

8791,<Ou> = §(<Ou>9i+n/2 —(Ou)g,—r/2)- (124)

The above procedure is summarised in Algorithm 21.

Algorithm 21 REINFORCE with Parametrised Quantum Circuit

Input: Episodes N, learning rate #, discount vy
Initialise: PQC parameters 0

1. Forepisode =1 to Nepisodes:

(a) Initialise sg
(b)  Collect trajectory T = {(so,a0,70), .., (ST, a1, 7T) }:
(c) Fort=0to T:

i Encode s; into a quantum state via the chosen encoding
ii. Measure PQC to sample a; ~ 7 (-|s¢)
iii. Execute a;, observe r¢, 5441
2. Policy gradient update:
(a) For each (s, a¢, G¢) in trajectory,
i Compute Vylog 7y (a¢|s¢) via parameter-shift rule

ii. Update: 6 < 0 + Vg log rtg(asst) Gt
Output: Optimised PQC parameters 6.

While replacing a classical neural network with a PQC in quantum algorithms is a
conceptually straightforward extension, it introduces profound practical challenges that go
beyond standard hardware limitations, such as the known difficulties of training variational
quantum circuits (e.g., barren plateaux and the high cost of gradient estimation) [466,514],
which in an agent-environment feedback loop, inaccurate Q-value or policy gradient creates
a vicious cycle where errors are constantly amplified, or the fact that there is no canonical
way to encode a classical state s and action a into a quantum circuit. The choice of encoding
scheme (e.g., amplitude encoding, angle encoding, or more complex data re-uploading
techniques) determines the model’s expressive power and its ability to generalise [515].

For these reasons, while early theoretical work suggested potential quadratic speed-
ups in idealised settings [516,517], the path to a Practical Quantum Advantage in Quantum
Reinforcement Learning is exceptionally challenging. Progress will require not only bet-
ter quantum hardware but also fundamental breakthroughs in noise-resilient and stable
training techniques specifically designed for a dynamic quantum-—classical feedback loop.
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Many of these limitations are not unique to QRL, but they reflect the scalability chal-
lenges shared across the QML algorithms discussed in this section. Variational approaches
such as QNN or variational QSVM are generally susceptible to barren plateaus [151], and cir-
cuits designed to avoid this may instead be classically simulable [154]. Non-variational
algorithms such as QKNN avoid this issue but instead face their own scalability bottlenecks.
For QML algorithms operating on classical data via QRAM, dequantisation results may
indicate that classical methods with equivalent data access can in several cases match the
claimed speed-ups, particularly for linear algebra subroutines [144,145]. These limitations
suggest that PQA in QML may lie in hybrid architectures with shallow circuits or in tasks
where the input data is itself quantum. A broader discussion of the hardware constraints,
data-loading challenges, and benchmarking considerations common to all QML approaches
is discussed further in Section 4.2.

2.5. Quantum Cryptography

Modern classical encryption methods rely on the difficulty of solving certain math-
ematical problems [518]. They are time-tested and regularly updated to account for new
attacks or increased computational power. However, quantum algorithms exist that can
efficiently solve these problems, breaking the protocols that rely on them [519]. While quan-
tum computers large and powerful enough to implement these algorithms do not yet exist,
data is still vulnerable through so-called “harvest now, decrypt later” attacks [520], where it
is scooped up en masse for decryption when quantum computers are more powerful in what
is now known as Q-day [521]. In this section, we will review some of the basic concepts for
classical encryption protocols, simple quantum algorithms that can break these protocols,
and a brief outlook on post-quantum cryptography and quantum secure communications.
For a comprehensive review of quantum cryptanalysis and resource estimation, see [47].

2.5.1. Classical Protocols

Classical encryption protocols are used for a wide range of applications, from securing
communications to digitally signing files, which confirms their authenticity. They rely
on several different problems in mathematics, such as prime factorisation, and discrete
logarithms [518]. In this section, we review two common protocols: the Rivest-Shamir—
Adleman (RSA) [522] and Diffie-Hellman Key Exchange (DHKX) protocol [523,524].

Rivest-Shamir-Adleman (RSA)

The RSA is one of the most famous and widespread families of encryption algo-
rithms [518,525]. The RSA is a public-key encryption protocol used for both secure one-way
communication and digitally signing files to prove authorship [522,525]. The basic formu-
lation is outlined in Algorithm 22 and consists of a private and public key for encryption
and decryption. The RSA protocol can be implemented in two ways:

*  Allow the sender to encrypt messages using the public key to the holder of the private
key, so that only the receiver can decrypt them, enabling secure one-way communication.

*  Theholder of the private key can encrypt data and release it so that anyone can decrypt
it with the public key, thus digitally signing the message as proof that it has not been
tampered with.

The basic encryption and decryption of RSA uses modular exponentiation [518]. The en-
cryption function for some message m using the public key (#, e) is

c(m) = m® mod n. (125)
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The decryption function for some ciphertext ¢ using the private key d is

m(c) = c*

mod n. (126)
The values of the public key and private key are computed according to the RSA
Algorithm 22. The most commonly-chosen value is ¢ = 216 4 1, since smaller values
of e make the algorithm faster but sometimes less secure [525].

Algorithm 22 The RSA Algorithm

Randomly choose two large secret prime numbers p and 4.

Compute n = pg, which is used as the modulus. Its length in bits is the key length.
Compute A(n) = lem(p — 1,9 — 1), where lcm is the least common multiple.
Choose an integer e such that 1 < ¢ < A(n) and e and A(n) are coprime.
Calculate d such that de = 1 mod A(n)

Output public key (n,e) and private key is d

AL

To break the RSA encryption, one needs to factor the public key n into the two
randomly chosen primes (p,q). From this, an attacker could compute the secret d and
decrypt the message. The RSA is thought to be secure for large enough n because the
factorisation problem is believed to be intractable for classical computation [518,522] (i.e.
no polynomial-time factoring algorithm has been found, but there is no proof that none
exist [518,526]). Brute-force methods to break RSA are possible; for example, in 2010, a team
of researchers factorised a 768-bit number over about 2000 core-years [527]. However,
current recommended bit lengths are at least 2048, rendering the protocol theoretically
secure from classical brute-force methods [525].

Diffie-Hellman Key Exchange (DHKX)

The DHKX protocol [523,524] was proposed earlier than RSA and aimed at bootstrap-
ping a secure communications channel. In the early days of cryptography (stretching
back to antiquity), establishing such a channel required the presence of a pre-existing one.
For example, to send secure letters, the parties involved would need to meet in person to
decide on the security protocol to use. How, then, could a secure channel be established
without having a second one to decide on the security of the first? The key innovation of
DHKX is to allow two parties to set up an informationally secure channel over a physically
insecure one [523]. The algorithm provides both parties with a private key, which is used
to encrypt messages. The parties communicate in such a way that even if an eavesdropper
intercepts all communications, they will be unable to deduce the private key.

The DHKX protocol, which has since been improved manifold times [528], is presented
in Algorithm 23 and also illustrated in Figure 5. Using this protocol, Alice and Bob can
send each other a secure key s in the presence of an eavesdropper (Eve) with access to the
public information {4, B, p, g}. This is because for Eve to obtain the shared key

s = A’ mod p = B* mod p, (127)
they would have to solve for a in
¢"modp=A, (128)

which is a discrete logarithm problem [529]. Just like the aforementioned prime factorisation
problem, the discrete logarithm problem is intractable; there is no known efficient classical
algorithm that can solve it in polynomial time [529,530]. As a result, Alice and Bob have
collaboratively constructed a shared secret over an insecure channel.
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Algorithm 23 Diffie-Hellman Key Exchange

The two parties, Alice and Bob, publicly (insecurely) agree on two numbers, a modulus p
and a base g.

Alice chooses a secret integer 4, and then insecurely sends Bob A = ¢” mod p.

Bob chooses a secret integer b, and then insecurely sends Alice B = ¢” mod p.

Both parties compute the secret key s:

*  Alice computes it vias = B* mod p
e Bob computes it vias = A’ mod p
Now s can be used to encrypt and decrypt messages, establishing a secure channel.

2.5.2. Quantum Attacks

Several quantum algorithms can efficiently solve mathematical problems on which
some classical cryptographic protocols rely. These include, but are not limited to:

¢ Shor’s algorithm (Algorithm 24), which can efficiently factorise numbers and break
the RSA (Algorithm 22) and DHKX (Algorithm 23) [531,532].

*  Grover’s algorithm (Algorithm 4), which can efficiently search unstructured lists
and drastically decrease the time taken to brute-force symmetric-key encryption
schemes [533,534].

*  Quantum annealing, which supports various algorithms that could also be used
to break encryption, but as yet has only been demonstrated on particularly small
problems with foreknowledge of the solution [535,536].

Here, we give a brief outline of the key ideas behind Shor’s factoring algorithm and
quantum annealing-based approaches for breaking classical encryption.
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Algorithm 24 Shor’s algorithm

Pick a random number 1 < a < N.

Calculate K = ged(a, N), where ged(+) is the greatest common divisor.

If K # 1, then we are done.

Otherwise, use a quantum subroutine, Quantum Phase Estimation (see Section 2.1.1) to
find the order r of a modulo N, i.e.,: 4" = 1( mod N)

If  is odd or a’/? = —1( mod N), return to step 1.

Calculate ¢ = gcd(N,a"/? —1) and g = gcd(N,a"/% +1).

If g # 1, we are done. Otherwise, return to step 1.

Shor’s Algorithm

The mathematician Peter Shor first proposed the quantum factoring algorithm [531],
now known as Shor’s algorithm. It one of the well-known quantum algorithms with a
concrete theoretical advantage over classical computers [10]. In the abstract, it can solve
the hidden subgroup problem, of which prime factorisation and discrete logarithms are
instances, in polynomial time [10,537]. It is a hybrid algorithm: mainly classical, with a
quantum subroutine which provides the speed-up. Algorithm 24 outlines Shor’s algorithm
for factoring N (odd, composite large number).

The various conditional branches arise from the implied properties of the calculated

numbers. For example, if the calculated r were odd, then a2

would not be an integer,
and so the algorithm would not work. For a more in-depth explanation of the algorithm,
see [43,531,532]. The quantum subroutine, QPE, provides an exponential speed-up in
solving the following problem [43,531]: given coprime integers a, N, find the order r
of a mod N, which is the smallest positive integer such that 27 = 1 mod N. However,
as of writing, Shor’s algorithm has only been implemented and used to factor very small
primes [538-540], due to the large quantum resource requirements of QPE (see Section 2.1.1).
Early fault-tolerant estimates for factoring a 2048-bit number required about 20 million phys-
ical qubits running over eight hours, depending on the chosen Quantum Error Correction
code [541]. This estimate has recently been improved to less than 1 million physical qubits
running over a week [542]. This large physical qubit requirement and the assumptions
about error-correction quality are significantly beyond the current state of the art; hence,
the projected timelines are highly uncertain, ranging from around 2030 [543] to 2039 and
beyond [544]. Thus, while it is unlikely that Shor’s algorithm will be used relatively soon
to break modern encryption (based on major hardware providers’ technology roadmaps),
there is ongoing research and infrastructure preparations for alternative encryption that is
safe from quantum attacks (see Section 2.5.3).

Quantum Annealing

Due to some of the limitations of Shor’s algorithm, particularly the large quantum
resource requirements for QPE, alternative quantum-based approaches to integer factori-
sation have been developed [47]. Quantum Annealing (QAnn) (see Section 2.1.7) has
emerged as a promising alternative [545], with a recent demonstration of factorisation of
an 80-bit number, the largest yet [546]. While this is still orders of magnitude away from
any practical application, this result demonstrates some of the key advantages QAnn holds
over traditional gate-based quantum algorithms, especially in the NISQ era. While Shor’s
algorithm requires thousands of logical qubits, translating to millions of physical qubits (as
described in Section 2.5.2 on Shor’s Algorithm), QAnn requires far fewer qubits, scaling at
most as O(log?(N)) with the integer N [545]. However, QAnn requires statistical sampling
and has an unknown time complexity, while Shor offers time complexity guarantees in
finding the solution [10,545,546].
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In this section, we will outline one of the simplest applications of QAnn for factorisa-
tion, by reformulating the problem as an optimisation problem in QUBO form as shown
in [536]. In this approach, the problem of factorising N = pq into the primes p, g4 can be
phrased as the problem of minimising the cost function

C(p.q) = (N —pg)?, (129)

where p, g are represented in binary. After adding auxiliary variables to convert the quartic
into a quadratic cost function, the authors in [536] were able to factorise N = 4,137,131 into
p = 2029 and g = 2039 using 93 variables. Alternative approaches that have been proposed
range from implementing full-adder circuits [547] to integrating annealing into a hybrid
workflow [546]. The latter approach was used to achieve the current record-breaking result
above of factorising an 80-bit integer.

Significant challenges remain to be solved, such as algorithmic development for the
efficient implementation and connectivity of annealing hardware, before QAnn-based ap-
proaches become a viable method of solving the factorisation problem [546,547]. Neverthe-
less, the advantages of annealing-based approaches mean it is possible that it might be the
first to factor 1024 or 2048-bit RSA. Hence, alongside Shor’s algorithm, organisations should
also monitor progress on algorithmic and hardware advances in Quantum Annealing.

2.5.3. Post-Quantum Cryptography

In response to the growing threat of a future quantum computer that renders modern
encryption insecure, there has been a huge amount of research and development into
so-called Post-Quantum Cryptography (Post-QC), which refers to classical encryption
protocols that aim to be secure against both classical and quantum attacks [548-551]. This
has culminated in the 2024 announcement by the US National Institute of Standards
and Technology (NIST) of a set of three standard Post-QC protocols recommended for
use in key establishment and digital signing [552-554]. Even before this, however, post-
quantum protocols were beginning to be adopted by large technology companies, notably
Google [555] and Apple [556]. As a result, there is not only a large body of literature
and code available for easy implementation but also a number of organisations providing
Post-QC as a service, minimising the need for customised (and therefore potentially unsafe)
implementations. The details of these protocols are outside the scope of this paper, but we
present below a brief list of the key families as a guide to further perusal:

*  Lattice-based [557], which employs difficult lattice problems such as the Shortest
Vector Problem.

*  Code-based [558], which uses error-correcting codes to encrypt data.

¢ Multivariate [559], which is based on the hard problem of solving multivariate poly-
nomials over finite fields.

e Hash-based [560,561], which utilises the hard problem of reverse-engineering hash
functions that map arbitrary inputs to fixed-length outputs.

These algorithms are generally complex, and it is not recommended that each organisa-
tion implement their own version themselves but rather partner with a trusted provider.
The UK’s National Cyber Security Centre has published a migration roadmap for Post-
QC [562] which has estimated completion between 2031 and 2035. These timelines are in
line with estimates of Q-day happening between 2030 and 2039 [521,543,544]. Financial
organisations should therefore proactively work on the migration to Post-QC encryption.
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2.5.4. Quantum Communications

An important issue with cryptography protocols is that there is every chance that new
algorithms, either quantum or classical, will be created that can break them. For example,
the Supersingular Isogeny Key Encapsulation (SIKE) algorithm [563,564] was considered
secure for more than a decade (SIKE was a finalist in NIST’s competition for post-quantum
protocols [565] before it was broken in 2022 by a team of researchers using a legacy Intel
chip [566]). Of course, the same potential for new algorithms also exists for classical
cryptographic protocols, but the novelty of quantum protocols means they have had less
time to be tested.

This uncertainty in encryption implies that existing communication networks can
always be intercepted and encrypted data stored in anticipation of novel decryption attacks
in the future. Thus, it is desirable to have an alternate way of encrypting data by generating
and distributing a secret key in a way that is inherently protected by the laws of physics.
This is what is achieved by the Quantum Key Distribution (QKD), which was first proposed
by Charles Bennett and Gilles Brassard in 1984 [567], forming what is now known as the
BB84 protocol [568]. The security of the protocol can be formally established under the
assumption of an idealised error-free quantum communication channel. The theoretical
proof relies on two foundational premises: (1) the quantum-mechanical principle that any
attempt to extract information from non-orthogonal states necessarily perturbs the signal,
consistent with the no-cloning theorem [569] (see Section 3.3.1 for more detail); (2) the
availability of an authenticated publicly accessible classical communication channel [568].

The key idea of the BB84-QKD is to send a secure key encoded into quantum states
in such a way that it would be impossible for an eavesdropper to copy it without being
detected. The information is exchanged as outlined in Algorithm 25 and encoded in
polarised states of photons, and the measurement basis is given by

|0) horizontal —
M+ = (130)
|1) wvertical 1

for the rectilinear basis and

|+) = |O>\;§‘l> north-east

|—) = L\;Em south-east \,

Mx = (131)

for the diagonal basis. Alice chooses a random binary key, encodes it into the polarisation
of photons prepared in a randomly chosen basis, and sends it to Bob via a public quantum
communication channel (assumed to be error-free). Bob measures these photons in his own
randomly chosen set of measurement bases to generate a set of bit strings. Alice and Bob
then communicate via a classical (potentially insecure) channel to compare their chosen
set of preparation and measurement basis. They sift out the results of the cases where the
preparation and measurement basis differ and keep the rest. In principle, assuming an
error-free quantum channel and no eavesdropper (Eve), the remaining set of bit strings
would be almost identical (possibly with some very small errors). However, if Eve has
intercepted their message by measuring the photons in a random basis and then sending
‘spoof’ photons prepared in that basis to Bob, there would be a significant Quantum Bit
Error Rate (QBER) rate given by [567]

Number of mismatched bits

BER =
Q Total compared bits

(132)
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There is a threshold for statistically acceptable QBER, as BB84 is about 11%; thus, anything
above it would mean Eve has listened to the message. For Eve to be undetected, she would
need to have a device that makes exact copies of the photon states without measurements,
which is forbidden by the no-cloning theorem [569]. If the QBER is below the BB84 threshold
(meaning no eavesdropper in the quantum channel), then Alice and Bob can proceed to
use classical information reconciliation and privacy amplification techniques to construct a
shared private key [567,570].

Algorithm 25 BB84—Quantum Key Distribution

Goal: Alice to send to Bob a key to encrypt data via a public channel that could be
intercepted by an eavesdropper, Eve.

Preparation: Alice generates a random set of {K4, M4} of a key of binary # bits string
Ka € {0,1}" and measurement basis My € {M+, Mx}". The random key K, is en-
coded into n photon states polarised as either {|1),|—)} if Mg = M+ or {| ), |\, } if
My = MxX.

Transmission: Alice sends to Bob this sequence of # photons via a public channel.
Measurement: Bob generates a random sequence of measurement basis Mp € {+, x }" and
measures each photon to obtain a key Kp € {0,1}".

Sifting: Alice and Bob share via a public channel their randomly chosen measurement basis
M4 and M3, respectively. They sift out the results of bits that were measured on the wrong
basis as they were prepared and keep the matching k basis set Map = M4 N Mp where
k <n.

Error checking: Alice randomly chooses k/2 bit strings of the set M 45 and shares the values
with Bob who does the same via a public channel. They use these values to compute an
estimate of the QBER given by Equation (132). If the QBER is above some tolerant threshold
(~ 11% for BB84), they both abort or try again afresh another time because it is highly likely
that Eve is listening to their communication.

Key Distillation: If QBER is below the threshold, they then use classical post-processing
(error correction and privacy amplification) [568] to generate the final shared key.
Output: Shared private key between Alice and Bob K4p that can be used to encrypt
their messages.

The BB84 protocol is one of the simplest QKD, and more sophisticated methods exist
utilising quantum superposition and entanglement to increase the fidelity and decrease
the number of photons which need to be sent [568]. In particular, the 1991 protocol by
Ekert [571] (known as E91) uses entangled Bell states to create a more secure QKD. Imple-
mentations of such QKD already exist and are available commercially; for a review of the
progress and state of the art in the field, see Refs. [572-574].The relative lack of widespread
quantum network channels means their use is limited to local communications and research.
However, an example of a fully-realised implementation is the quantum network in the
Chinese city of Hefei, which allows for secure QKD over 4600 kilometres [575]. It is built
with a combination of fibre optics and ground-to-satellite links and is currently the largest
of its kind in the world [575].

Another related set of quantum communication protocols is quantum money [26,576]
(see Section 3.3.1). A recent experimental implementation reported a quantified time
advantage over optimal classical cross-checking protocols for secure financial transac-
tions [577]. This advantageous verification speed-up of quantum money and security of
QKD could potentially fuel rapid industrial adoption for applications requiring high
security, privacy, and minimal transaction times, like financial trading and network con-
trol. However, the pace of widespread adoption of QKD schemes will also be dependent
on the rate at which quantum-capable network infrastructure is built, which involves
government regulations.
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2.5.5. Quantum Random Number Generation

Random Number Generators (RNGs) are vital in not only many cryptographic pro-
tocols but also in wider areas of fintech, including blockchain technologies and smart
contracts [578-580]. True RNG can be achieved via random physical processes, such
as inter-event times in atomic decay, voltmeter readings, and semiconductor thermal
noise [581]. However, this physical approach has two sets of problems:

*  Provable Distribution: The generated sequence must approximate independent uni-
formly distributed variables. In bit-stream implementations, this entails equal proba-
bility for 0 and 1, alongside bitwise independence. Since such statistical properties
cannot typically be proven, validation relies on empirical statistical testing to assess
conformity with the desired distribution and independence criteria [581].

*  Impractical: Connecting computational algorithms to physical RNGs is generally more
costly and slower (less rapid generation of samples) than pseudo-RNGs [582].

Pseudo-RNGs are chaotic (but deterministic) functions which generate sequences of sam-
ples that are independent and identically distributed (i.i.d.) and uniformly distributed over
the interval (0, 1) [583]. They take a seed (sometimes a random input such as movements of
a computer mouse) and generate a sequence of samples that is difficult to distinguish from
true random numbers. The difficulty in predicting the pattern of pseudo-RNGs depends
on whether the seed is known and the properties of the pseudo-random functions [583].
In general, if the seed is not known, then many pseudo-random functions produce samples
that are almost impossible to predict in terms of pattern. Hence, some RNGs use a physical
process for a true random seed and proceed to generate pseudo-random numbers that are
‘unpredictable’ [581]. More formally, a cryptographically secure pseudo-RNG is believed to
be unpredictable if it passes the next-bit test introduced by Blum and Micali [584], which
asks if given the first k bits of output, can any polynomial-time algorithm can predict the
next bit with probability significantly better than 0.5. However, just like other cryptography
protocols, the unpredictability of pseudo-RNG depends on a hardness assumption, which
has not been proven [581].

There is a further serious issue when there is a lack of trust in the output of an
RNG; it is impossible to look at a sequence of bits and be certain as to whether it is
random or not [581,585]. In a zero-trust environment (such as communicating over the
internet), there must be a way to certify randomness to all parties involved. Quantum
technologies offer alternative sources of randomness that are certified by the laws of
quantum physics [586,587]. In particular, there are proposed protocols for the Quantum
Random Number Generator (QRNG) certified by Bell’s inequality violation [586,588].
However, as pointed out in [589], these protocols have a limitation in that they cannot
circumvent the need to trust a third party to faithfully implement all their requirements.
A recent alternative approach proposed by Aaronson and Hung [587] re-purposes the
random circuit sampling experiments [14] to construct a certified randomness protocol
employing the Linear Cross-Entropy Benchmark threshold. Generating random numbers
from a random circuit sampling distribution with entropy above this entropy threshold
is computationally hard classically, but it is possible using quantum computing. This
is what guarantees that the output is truly generated from a QPU and not a pseudo-
classical simulator, provided you can efficiently verify these distributions. As noted in [587],
the drawback of this approach is that it requires a classical computer to perform the
verification at a cost that scales exponentially with the number of qubits used. This limits
its practical implementations to about n ~ 60 qubits [587]. A recent experiment [589] based
on this entropy verification has certified over 70,000 bits using 56 qubits of a trapped-ion
QPU. This is the largest experiment of its kind, and more research in quantum verification
is needed to lower the computational costs [590-592]. Furthermore, the limited adversarial
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model and protocol assumptions make them not yet ready for industrial deployment [589],
but they are a promising stepping stone towards more secure future communications and
cryptography protocols.

3. Use Cases in Finance and Economics
3.1. Banking and Investment

The financial services sector has undergone a profound transformation over the last
two decades [593], driven by technological advancements, the proliferation of data, and the
increasing demands for efficiency and scalability [594]. Central to this evolution is the inte-
gration of computational tools, which include Machine Learning (ML) algorithms, Artificial
Intelligence (AI) models for big data, and blockchain technologies [595,596] that are reshap-
ing the landscape of banking and asset management [594,597]. These tools enable financial
institutions to handle vast amounts of data, make more informed decisions, and provide
personalised services at scale. Even though these classical methods have delivered signifi-
cant positive results in the sector, they still face computational bottlenecks for certain hard
problems that quantum computing can potentially overcome [9,10,31]. According to a 2023
study by McKinsey [20], quantum computing use cases in banking and asset management
are projected to generate a value of about 302 billion USD (the total figure is composed of
190 billion USD in corporate, 90 billion USD in retail, 20 billion USD in investment banking,
and 2 billion USD in operations), and 80 billion USD, respectively, by the year 2035. These
two categories represent a combined 61% of the total projected value of 622 billion USD by
year 2035 [20]. In this section, we will give a technical overview of some of the use cases
that can benefit from quantum computing in finance that approximately fall under the two
categories of banking and investment.

3.1.1. Asset Pricing

In finance, the accurate pricing of traded assets is a fundamental problem with sig-
nificant implications for risk management, investment strategies, and regulatory compli-
ance [598]. Asset pricing involves determining the value of different types of financial
instruments, such as stocks, bonds, and derivatives. According to Cochrane [179], asset
pricing theory seeks to explain why assets that offer uncertain future payments have the
prices they do and why some offer higher returns than others. The theory can be used both
to describe how prices work in real-world markets (positively) and to suggest what prices
should be if markets were perfectly rational (normatively) [179]. When actual prices do not
match the theory’s predictions, it could mean the model needs improvement, or the market
is mispricing the asset, creating opportunities for smart investors [599]. The theory is also
useful for pricing assets whose values are not directly observable, such as new projects,
private investments, or complex financial products, helping guide both private and public
financial decisions [179].

The growing complexity of modern financial products, including exotic options, struc-
tured derivatives, and interest rate instruments, has necessitated the use of advanced
computational techniques to obtain reliable asset pricing [600]. The non-linearity, path-
dependence, and high dimensionality inherent in these instruments make asset pricing a
challenging task for classical computing. A growing number of practitioners are explor-
ing the use of quantum computing to alleviate some of the computational bottlenecks of
traditional classical methods [12,601].

In this section, we present the mathematical formulation of asset pricing models and
describe some computational methods that include quantum algorithms. Many of the
quantum algorithms employed for these use cases are described in more detail in Part I
of this review and the cited papers, to make the connection at the problem formulation
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level. In a similar spirit, this review will not be a comprehensive exegesis of finance models
but will present pertinent information to make the case for the potential benefit of using
quantum computing.

Pricing Models

There are different approaches to developing robust pricing models, which we will not
discuss here. For this review, we will follow the approach of Cochrane [179] and formulate
the asset pricing problem in terms of the stochastic discount factors of the expected asset
payoff. This is summarised by the formula

pr = E(mp1 - x441), (133)

where p; and x;,1 represent the asset’s price and payoff at times t and ¢ + 1, respectively.
The stochastic discount factors at time ¢ + 1 are given by

my+q = f(data, parameters), (134)

where f(-) is an economic model of the market. These economic models are generally based
on two main pricing principles [179]: (i) general equilibrium asset pricing and (ii) rational
asset pricing. The former focuses on asset pricing through supply and demand, whereas
the latter principle assigns derivative prices such that they are arbitrage-free with respect to
more fundamental securities prices. Irrespective of which economic model you choose for
f(+), the task of selecting the type of empirical representation for Equation (133) is separate
and can be reformulated in terms of returns, price-dividend ratios, expected return—beta
relationships, moment conditions, and the distinctions between continuous- and discrete-
time frameworks. Essentially, the main benefit of this approach is that it provides a single
theoretical framework that covers a variety of cases. Table 4 outlines examples of how
Equation (133) translates to different pricing problems.

Table 4. Examples of how the general asset pricing problem of Equation (133) translates to other
pricing problems. Here, d; 1 is the stock dividend, and other variables are explicitly defined in [179].

Asset Price p; Payoff x; 1
Stock pt Pr1 + A1
Return 1 Rit1

T . Pt Pre1 A1
Price—dividend ratio a ( g T 1) i
Excess return 0 Ri, =R}, — R?H
Managed portfolio Z¢ Zt Ryt
Moment condition E(pez¢) Xt112t
One-period bond pt 1
Risk-free rate 1 Rf

Option C max(St — K, 0)

The ability to switch between different representations helps in understanding the
empirical results, as many seemingly distinct approaches are deeply connected. Using
discount factors often simplifies the analysis compared to a portfolio-based approach [179].
For instance, it is easier to verify the existence of a positive discount factor than to compare
all possible portfolios. Discount factors also shift the perspective from mean-variance
geometry to state-space geometry, which Cochrane [179] highlights as a key intuition behind
many traditional results. Because of these advantages, the discount factor framework and
state-space view are widely used in academic research and advanced financial practice.
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Computational Methods
The approach of Cochrane [179] decomposes the asset pricing problem into three parts:

1.  Choosing a model for simulating the payoff x;, 1, which is a function of underlying
stochastic variables. For example, the payoff for option pricing depends on the spot
value S; of the underlying asset, which can be modelled using the Black-Scholes—
Merton (BSM) [82,83] or its variants.

2. Choosing a model of simulating the discount factors m;,1, which are functions of
market data and model parameters, that incorporates the risks associated with the
asset. For example, option pricing has discount factors depending on the filtration
Ft, which represents the market information assumed to be known until time ¢ (see
Section 3.1.2 on Option Pricing).

3.  Computing the expectation E(-);;1, which is conditional on information at time ¢.

This abstraction of the problem makes it easy to see where the root of the compu-
tational bottlenecks associated with asset pricing lies and where a quantum algorithm
offers an advantage. In the case where part (2) is ‘easy’, that is, a standard model with
parameters fitted on historic data accurately describes the discount factors, then part (3)
can be tackled by common computational methods such as Monte Carlo Integration to
simulate many paths for the stochastic variables (like consumption, returns, or prices)
using random draws and computing sample averages [179,201,602]. The benefit is that
MCl is generally flexible, easy to implement, and can handle high-dimensional problems,
since its accuracy is independent of the problem dimension [180]. The main downside is
that it has a slow convergence and needs a large number of samples for accurate simula-
tions [5]. This challenge can be alleviated by employing Quantum Monte Carlo Integration,
which, as discussed in Section 2.2.1, can potentially have a quadratic speed-up over MCI
methods [5].

In the case where part (2) is ‘hard’, that is, standard models do not accurately capture
the discount factors, then ML techniques can be used to learn from historic market data.
Examples include the use of Recurrent Neural Networks (RNN) to run time series pre-
dictions [603,604]. However, RNNs are computationally intensive, especially in complex
scenarios, and QML techniques are being considered as potentially more efficient alterna-
tives [9,31,35,41]. A natural approach would be to extend to quantum Recurrent Neural
Networks (RNN) as shown in [605], where the learning is performed by parametrised
quantum circuits. This approach has demonstrated comparable accuracy in preliminary
tests with small datasets; however, its effectiveness at scale remains to be fully validated.
Other classical ML techniques for asset pricing have shown high potential to improve the
accuracy of learning from historic market data. For example, the authors in [603] studied a
collection of ML methods, including linear regression, generalised linear models, principal
component regression, and neural networks. An equivalent study of QML for quantitative
finance problems, which includes asset pricing, was done by [41]. A notable example is
Quantum Generative Adversarial Networks (QGAN), which can be trained to learn the
conditional probability distributions of the asset’s value from historical market data [194].
A proof-of-concept implementation of QGAN for the option pricing problem was done
by [194,606] using log-normal probability distributions. However, training QGANs can
be time-consuming for industrial applications; hence, some quantum-inspired methods,
such as tensor networks, can be a more efficient alternative [195]. The research is still
ongoing, and the solution is likely to be a hybrid quantum-—classical approach for the case
of asset pricing.
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Type of Assets

Quantum

Classical

Quantum Assets

Thus far, we have considered classical assets (described by real values) traded in a
classical market (described by real-valued functions). A quantum solution to the asset
pricing problem is the real-valued output of a quantum algorithm that embeds the classical
variables into quantum states and associated probability amplitudes. An interesting recent
theoretical work by Bao and Rebentrost [607] has shown that it is possible to define assets
that are quantum in nature, referred to as quantum assets, as shown in Figure 6a. These
are described by quantum states/density operators in a Hilbert space. Furthermore, asset
pricing theorems for quantum assets can be derived analogously to the classical asset
pricing theorem [607].

PoS O PoS
il i i
C ':13;;:: Promise Buy and sell Prepare =) Measure Buy and sell
Q at U|1/f> w at
(U 1)) Tbids Task Shia(w)Sask (w)
Investor
CQ Long/short the asset Waiting period Final Settlement
(s} (5] (3]
dan e -
Classical Quantum .- -° ® ® .
Type of Market t=0 =1 t=2

@)

(b)

Figure 6. The results in this section are based on QQ in (a) which shows a generalisation of types
of assets and markets, and (b) the trading toy model for quantum assets discussed in the text. Both
figures are adapted based on [607].

Mathematical Formulation. Assume the market is quantised, meaning stochastic events
are described by probabilities associated with quantum states in the Hilbert space. A quan-
tum asset class, which sits under QQ in Figure 6a, can be defined as follows [607]:

Definition 3 (Quantum Asset). Given a Hilbert space H, with dim(H) = N, a quantum asset
is a positive semidefinite Hermitian matrix A € CN*N such that for all ;1) € H, the future
payoff is given by

X1 = (Prp1Al¢r1) > 0. (135)

The quantum asset can be bought/sold at a price p; = 7 > 0, computed using
Equation (133) in a quantum market. It follows that for a given a classical asset A € RN,
its quantum asset embedding is the diagonal matrix A = diag(Ay) € RN*N. A quantum
asset assumes a diagonal form in its eigenbasis, a structure that naturally lends itself to
financial interpretation [607]. Within this framework, each eigenstate may be regarded as
a fundamental event specific to the quantum asset, distinct from the elementary events
defined in a classical probability finite sample space (). The associated eigenvalues repre-
sent the respective outcomes or payoffs realised when these corresponding events occur.
Figure 6b illustrates a reasonable trading scenario in a quantum market with a market
maker (top panels) with access to a quantum computer interacting with an investor (bottom
panels). The toy model, shown in Figure 6b, has the following interactions [607]:

t = 0: The market marker announces the following;:
1. Ann-qubit state |¢p) = 212:61 a; |w;) and unitary U € CN*N, where N = 2".
2. The initial bid and ask prices denoted by 7,4 and 7., respectively.
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3. Two functions Spiq(w) and Sy (w) that will determine the bid and ask prices at
t =2, wherew € {0,1}" C Q), and Spig, Sask : Q — R

t = 1: The market marker uses a quantum computer to prepare the state |) and then
evolves it by the unitary U to get the final unobserved quantum state U |¢).
t = 2: The market marker measures the final quantum state in the computational basis of

|§) to get measurement outcome w occurring with probability |(w|U|y) 2.

The asset pricing problem involves computing expectations of the form of Equation (133).
An equivalent expectation for the quantum asset A at time ¢ = 1 viewed at t = 0 is given by

E,[A] = Tr{pA}, (136)

where the final quantum state is described by the density operator p = U |¢) (| UT. Note
that in this formulation, p becomes associated with the probability measure that Bao and
Rebentrost [607] use to propose the fundamental theorem of quantum asset pricing, which is
analogous to the first fundamental theorem of asset pricing based on arbitrage theory [179].
They also describe a path to formulate quantum derivative assets and equivalent pricing
scheme [607].

Similar ideas of a quantum market have also been considered in [608], and stochastic
finance based on quantum mechanics has been explored in [609]. As quantum technologies
advance, we may see the practical implementation and adoption of such defined quantum
financial instruments (such as quantum money, as described in Section 3.3.1). However,
the research in this field is still in its infancy; we can only speculate that if quantum assets
are practically demonstrated and adopted, they will most likely be a relatively small but
significant part of the global financial economy, similar to cryptocurrencies.

3.1.2. Derivative Pricing

Derivatives are financial instruments whose value is derived from the performance of
underlying assets, indexes, interest rates, or other financial variables [202]. Common exam-
ples of underlying assets include stocks, bonds, currencies, and commodities. Derivatives
allow investors to hedge risks, speculate on price movements, or access assets and markets
that might otherwise be difficult or costly to trade. Common types of derivatives include
the following [202]:

1.  Options Contracts: These contracts give the buyer the right (but not the obligation)
to buy (call option) or sell (put option) an asset at a predetermined price before or
at expiration.

2. Credit Derivatives: These are used to transfer credit risk. A common type is the Credit
Default Swap (CDS), where the buyer pays a premium for protection against a credit
event like a default.

3. Swaps: Contracts in which two parties agree to exchange streams of cash flows over a
set period. For example, an interest rate swap involves exchanging fixed-rate interest
payments for floating-rate ones.

4.  Futures Contracts: Agreements to buy or sell an asset at a predetermined price at a
specific time in the future.

5. Forward Contracts: Similar to futures but traded over-the-counter instead of on
exchanges, providing more flexibility in terms and conditions.

The efficient pricing of derivatives represents a significant opportunity for improvement in
financial operations. The projected size of the global derivatives market by 2033 is $64.24
billion [610], which coincides with the predicted timelines for Universal Fault-Tolerant
quantum computing [20]. This is a growth from $30.57 billion in 2024 at an CAGR of
8.6% during the forecast period from 2025 to 2033 [610]. According to Business Research
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Insights [610], the projected growth of the derivatives market is attributed to various
factors which includes (1) the growing demand for price volatility, (2) increasing changes
in demand and supply which influence product demand, (3) the rapid industrialisation of
many underdeveloped countries, and (4) the rising technological developments in financial
sectors in which quantum computing may play a significant role.

In this section, we review several use cases of quantum computing for derivative
pricing. In particular, we will focus on the computational methods for pricing options,
colleteralised debt obligations, and swap netting.

Option Pricing

Options are financial derivatives that provide the holder with the right, but not the
obligation, to buy or sell an underlying asset at a predetermined price (the strike price)
before or at the expiration date [600]. Option pricing is the process of determining the fair
value of an option [611-613], which depends on various factors such as the underlying
asset’s price, volatility, time to expiration, and risk-free interest rate. The pricing of options
is critical for investors and traders as it helps make informed decisions about hedging,
speculation, and portfolio management [202].

According to the Futures Industry Association (FIA) (a prominent global trade or-
ganisation that represents the interests of the futures, options, and derivatives markets,
including futures commission merchants and principal traders), the worldwide volume of
Exchange-Traded Derivatives (ETDs) has been on the order of 10 billion contracts in recent
years. An ETD is a financial contract that is listed and traded on a regulated exchange.
Figure 7 lists some of the most traded ETDs and their relative percentage volumes in 2025.
Note that this data does not include the Moscow Exchange and its volume and open interest
history [614]. This data is presented to underscore the potential opportunity space for
quantum computing for efficient pricing of options contracts.

1x10%° Asset Class Volume Comparison (2024 vs 2025)
Volume 2024
1.4 B Volume 2025
1.2
1.0
g
5os
S
0.6
0.4
0.2
0.0 o 5 o A
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© & & < N &
& O ¥

Asset Class

Figure 7. FIA ETD data of asset class trading volume of futures and options in January 2024 and
2025 [614]. Although there was a decline of nearly 40% from 2024 to 2025, the total volume is still in
the order of billions of trades per year, of which more than 80% are based on underlying equity assets.

Options represent a versatile class of financial instruments, structured as contracts
between a buyer and a seller. The buyer compensates the seller with a premium in exchange
for specific contractual rights [202]. Call options confer upon the holder the right, but not
the obligation, to purchase an underlying asset at a predetermined price within a specified
period. Conversely, put options grant the holder the right to sell the asset under similar
conditions. Each call option transaction involves a bullish buyer and a bearish seller,
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whereas put options feature a bearish buyer and a bullish seller [615]. Market participants
engage in options trading for various strategic purposes. Speculative trading enables
investors to leverage their positions in an asset at a lower capital outlay compared to direct
ownership of the underlying security. Additionally, options serve as a risk management
tool, allowing investors to hedge against portfolio volatility [202]. In some instances, option
holders can generate income by purchasing call options or assuming the role of an options
writer [616]. Furthermore, options provide a direct mechanism for investing in commodities
such as oil.

For options traders, three critical metrics serve as key indicators for making informed
investment decisions: fair value, daily trading volume, and open interest [616]. It is with the
efficient computing of the fair value of an option that quantum computing can potentially
make a difference. In this subsection, we will describe the mathematical formulation of
the option pricing problem by following the workflow illustration in Figure 8. First, we
describe several types of options and their payoff functions. Second, we consider traditional
models for the underlying assets, such as the BSM and the Heston model. Lastly, we outline
quantum algorithms for option pricing, including QMCI and quantum solvers for the
Stochastic Differential Equation (SDE).

Type of
Option
Pricing

Vanilla
Options
(European,
American)

Exotic
Options
(Asian)

Model
Underlying
Assets

Black-
Scholes- Heston
Merton Model
Model

Numerical
Method

Stochastic
PDE
Solver

Monte Carlo
Integration

Machine
Learning

Finite
Classical Quantum Differences
\Y[el} MCI Approach

Classical Quantum
Solver

Solution
Analysis

Figure 8. An illustrative workflow of option pricing which involves (1) choosing the type of option,
(2) selecting an appropriate model of the underlying assets, and (3) choosing a numerical method
for the computation. Quantum algorithms have the potential to improve the efficiency of classical
numerical methods.
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Types of Options. Options, also known as contingent claims or non-linear derivatives,
are financial instruments whose payoffs exhibit a non-linear relationship with the value of
the underlying asset [179,202]. The options pricing problem generally falls into two classes:
Vanilla Asset Pricing (Definition 4) and Exotic Asset Pricing (Definition 5). The option value
corresponds to the premium that the buyer must pay to acquire the rights conferred by
the option contract. In derivative pricing, mathematical models establish the relationship
between the underlying asset and the fair value of the option, which makes both the option
seller and buyer break even [179,202].

Definition 4 (Vanilla Asset Pricing). Let v; and S; denote the value of the option and the
underlying asset at time t, respectively. At the expiry date T of the option contract or before under
certain circumstances, the option holder receives a payment, referred to as the payoff, given by

vt = h(T,St) (137)
where h is a non-linear function of T and the value of the underlying asset St at expiration.

European Option on an underlying asset grants the holder the right, but not the obli-
gation, to purchase or sell the asset at a predetermined future date, referred to as the
expiry date (T), and at a specified price, commonly known as the strike price (K) [179,202].
The payoff for the option is given by [179]

cr =max(St —K,0) and pr = max(K—Sr,0), (138)
where ¢ and pr are call and put values at maturity. For the call option, we say that [202]

in the money, if St > K
cr isq out the money, if St <K (139)
at the money, if St =K.

This similarly applies to the put option. Since the strike price K is fixed for the duration
of the contract, the option pricing problem is to calculate the fair value of the contract at
the pricing date t = 0 given the expected value St at maturity under certain assumptions
about the market [179].

Definition 5 (General Asset Pricing). Let v; and S; denote the value of the option and the
underlying asset at time t, respectively. At any-time 0 < t < T, the option value is given by

o = V(£ S) (140)
where V is a non-linear function of t and the value of the underlying asset S;.

American Option on an underlying asset grants the holder the right, but not the obli-
gation, to exercise the buy (sell) at the asset at a strike price K at any time ., € [0, T] and
receive a payoff of [600]

¢, = max(Sy, — K,0) or p;, =max(K—S5,0), (141)

for a call and a put option, respectively. Other exotic options include the Asian option,
where the payoff is based on the average value of the underlying asset over specific discrete
times or within a defined period [179,202,600].
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Models for Underlying Assets. Derivative pricing largely depends on the chosen
stochastic model for the underlying asset, which takes into account many dynamic factors
that affect the price of the asset [179]. In this report, we give the mathematical description
for two traditional models: the Black—-Scholes—Merton (BSM) model [82,83] and the Heston
model [200]. These models compute the value of the option price vy = V(t,S;) at time ¢
based on the value of the underlying asset S; at that time. They both assume that S; follows
a Geometric Brownian Motion (GBM) with a probability measure P defined in the filtered
probability space [617]. These give rise to the SDEs given in Table 5 where the variables are
defined to be [82,83,200]

Si—underlying asset value v;—instantaneous variance

pu—drift parameter xK—mean reversion speed (142)
o—asset volatility x—volatility of the volatility
6#—long-term variance d WtS Y —increment of Wiener/Brownian motion

Table 5. Traditional models: BSM and Heston for the stochastic dynamics of the value of the
underlying asset S;.

BSM Heston

Assumption Constant volatility o Stochastic volatility /vt

dSy = uSdt + \/Vtstde
dvy = k(0 — vy)dt + x/vedWY

SDE dS; = uSdt + oS dW;

For the Heston model, the Brownian motions Wts and W} are correlated as [200]
AWP AW/ = pdt, (143)

where p is the correlation coefficient that captures the dependency between the asset
value and variance. Since these models must be arbitrage-free, one has to ensure that
the discounted prices satisfy the Martingale property under the risk-neutral probability
measure Q [179,202]. Combining the Martingale property with It6’s lemma (Itd’s lemma
or [td’s formula is an identity used in stochastic calculus to find the differential of a time-
dependent function of a stochastic process. It serves as the stochastic calculus counterpart
of the chain rule.), we obtain the vanilla European option value v; as a conditional expectation
given by [202,617]

v =V(t,S) = e T IEg[h(T, S1)| Fi], (144)

where 7 is the risk-free/discounting rate that replaces the drift y in Table 5, and F; is
the filtration which represents the market information assumed to be known until time .
Similarly, the American option is given by the conditional expectation [202,617]:

o = V(,S) = max e "T"DEq[h(t,S.)|F, (145)
Telt,T]
where T denotes the stopping time when the option is exercised.
These models are typically solved (v; computed) using numerical methods, and in this
review, we will focus on QMCI techniques and quantum solvers for SDEs described in the
ensuing subsections.
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Quantum Monte Carlo Integration. A very common approach to computing the ex-
pectation of Equations (144) and (145) is to rewrite them as an integral and employ the clas-
sical MCL. In particular, the risk-neutral valuation of Equation (144) is given by [179,617]:

V=e T /R h(T,y)g(y|Ft)dy, (146)

where ¢(-) is the conditional probability density function of the underlying asset value
S;. In general, the problem of evaluating Equation (146) can be reduced to computing the
discretised integral expectation of the form [617]:

Elf(x)] = [

Q

p(x)f(x)dx =~ ZPif(xi)/ (147)

where f(x) and p(x) are the general payoff functions and conditional probability distri-
bution, respectively. The random variable x € X (corresponding to the asset value S;) is
sampled from a space X C () that could be multi-dimensional.

Since Equation (147) is the same as Equation (28), we can employ the Quantum Monte
Carlo Integration described in Algorithm 7 on a quantum computer. Note that we can
rescale the function f to output values between [0, 1] as required by qubit systems, and by
linearity of expectation values, we can rescale back at the end of the computation [30].

The pricing of vanilla European options is one of the most straightforward applications
implemented on quantum hardware. In the literature, they are often regarded as an initial
benchmark or, more precisely, a proof of concept demonstration on quantum computers.
Examples include Refs. [618-621] where implementations on either quantum simulators
or hardware were made. Recent approaches include the QMCI engine [191], which is a
modular, extendable, and general quantum algorithm for numerical integration [67].

Stochastic PDE. An alternative approach is to reformulate Equations (144) and (145)
into PDEs using the Feynman-Kac formula [205], as shown in Section 2.2.2. For example,
the value of the European option in the BSM model can be written as [30]

1% oV 1 , ,0°V B
§+rs£+§asﬁ—rv_o, (148)

where V(t,5;) € (0,T) x RT with the terminal condition
V(T,S) = (T, S). (149)

Hence, the PDE of the form of Equation (148) can be solved by using quantum algorithms
as discussed in Section 2.2.2.

Finite Difference: A widely used method for solving PDEs is the finite difference method
described in Algorithm 8. The above BSM example of solving Equation (148) requires
defining bounds for the underlying asset and imposing boundary conditions depending on
the specific payoff. For instance, one can choose the bounds S; € [0, Se], where So = 4K,
and the boundary conditions are [30]

Vi1 =S —e "T70K,  where Vjg=0. (150)
Following Algorithm 8, the problem boils down to solving a N = I 4 1 dimensional linear
system at each discretised time-point ¢; given by [30]

AV;=bj,  where V;,bjeRN and AeRVV (151)

https://doi.org/10.3390/ quantum8010026


https://doi.org/10.3390/quantum8010026

Quantum Rep. 2026, 8, 26

87 of 149

Here, the mesh nodes are (t;, S;) = (jAt,iAS) = (] ﬁ,i- (15%1)) fori,j € [0,I+1],[0,] +1].
The user-chosen natural numbers | > 1 and I > 1 define the mesh size. Generally,
the finer the mesh size, the more accurate the calculation, but this also increases the
computational cost since it results in a high-dimensional linear system of equations. This is
where quantum computing can potentially make the computational pipeline more efficient.
By employing the Quantum Linear Systems Solver (QLSS), the theoretical speed-up can be
up to exponential in terms of the size of the linear system N [6,129]. However, as discussed
in Section 2.1.5, the QLSS has challenges of efficient data-loading onto and read-out from a
quantum computer, which might limit its Practical Quantum Advantage [11].
Hamiltonian Simulation: Another approach is to reformulate Equation (148) into a
Schrodinger or Schrodinger-like equation, as discussed in Section 2.2.2. These methods per-
form a carefully chosen change of variables that transform the problem into the following:

*  Performing non-unitary Hamiltonian simulation using embedding techniques [215].
*  Performing imaginary-time evolution of the heat equation [217,613].

The advantage of these methods is that they can circumvent the mesh discretisation issues
of finite difference methods, whilst also having the same potential exponential quantum
speed-up due to quantum Hamiltonian simulation [30,47]. The drawback is that the
quantum resource estimates are high for Universal Fault-Tolerant implementations [47];
the use of quantum analogue systems has shown promising results [214,217].

Quantum Machine Learning: Another interesting approach is to reformulate the problem
of solving linear PDEs of the form of Equation (148) into a learning problem that can be
solved using deep learning techniques [622,623]. This can be translated to the variational
QML technique for solving PDEs [624]. However, unlike the previous methods, this
approach does not have a known theoretical quantum speed-up and may have empirically
determined efficiency just like the other VQA methods discussed in Section 2.1.6.

Collateralised Debt Obligations

A Collateralised Debt Obligation is a complex financial product backed by a pool of
loans and other assets and sold to institutional investors [625]. The utility of the tool is to
free up capital and shift risk. A typical CDO pool is divided into three categories, otherwise
called tranches [625]: junior, mezzanine, and senior. The tranches of CDOs are named to
reflect their risk profiles. The senior tranches are generally safest because they have the first
claim on the collateral, but they offer the lowest interest rates, with the opposite being true
for junior tranches. Although the senior tranche is protected from loss, other default events
can cause the CDO to collapse, such as events that caused the 2008 financial crisis [626].

Mathematical Formulation. The goal is to compute a fair price of a CDO, where the
return is consistent with the expected loss for investors of each tranche (denoted by k).
Following the notation in [626], let L denote the total loss for the portfolio, and L; denote
the loss suffered by the holders of tranche k. Denote the lower and upper attachment point
for tranche k by K;, and Ky, respectively. When defaults occur, the buyer of the tranche k
will bear the loss in excess of K, and up to Ky, — K, . It follows that

Ly = min[Ky, — K, max(0,L — Ky, )| = h(L), (152)

where (+) is an non-linear function of L similar to the payoff function in Equation (137)
for the vanilla option pricing. Investors care about the fair spread ry of each tranche given
by [625,626]

e = NikE[Lk — (L), (153)
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where N = Ky, — Kp, is the notional value of the trance k of the portfolio. Since a fair
price of a CDO is consistent with the expected losses at each tranche, the fair spread ry is
considered the expected return for a chosen tranche.

Models for computing the Total Loss. Analogous to the option pricing problem where
models are based on Geometric Brownian Motion for the stochastic value of the underlying
asset Sy, the total loss L for a CDO is computed based on the Conditional Independence
Approach [627]. Conditional independence models [627] are often used for estimating
the chances of parties defaulting on the credit in the CDO pool. In such models, given
the systemic risk z, the default risks {Xj, ..., X, } of the assets involved are independent.
z is then used as a latent variable to introduce correlations between the default risks.
The distributions of the default risks and the systemic risk are usually either Gaussian [627]
or normal-inverse Gaussian [628]. In particular, for a CDO comprising #n assets with
correlated default events, the total expected loss is [625,626]

Bl = [ L An@s ) (154)

where A, is the loss that would incur for asset i with probability p;(z) under systematic risk
level z with probability density function f(z). In practice, one integrates z from —3c to
+30, which covers 99.73% of a Gaussian distribution with a variance o [626]. The expected
loss in Equation (154) can then be used to compute the fair spread in Equation (153).

Quantum Approach. The MCl is generally the most preferred method for comput-
ing expectations of the form in Equation (154), since its scaling does not depend on the
dimension of the problem but the number of samples used. As noted in Section 2.2.1,
the QMCI can potentially have a quadratic speed up of this computation [5,191]. A small-
scale proof-of-concept implementation of CDO on IBM quantum computers was performed
in Ref. [626]. As quantum computers scale up, some improved versions of QMCI may
deliver Practical Quantum Advantage.

Swap Netting

In general, a swap is a derivative contract between two parties who exchange se-
quences of monetary flows for a set period of time [629]. One of the most common types
of swaps is the interest rate swap, where institutions exchange fixed and floating interest
payments to either hedge against interest rate fluctuations or take advantage of market
movements [629,630]. Usually, at the time the contract is initiated, at least one of these
flows is determined by a random or uncertain variable, such as an interest rate, foreign
exchange rate, equity price, or commodity price. Swap netting involves netting the present
values of cash flows that two parties owe each other under swap contracts, so that only the
net amount is exchanged. There are two main categories of swaps [631]:

1.  Settlement netting—netting the periodic cash flows due on the same date.
2. Close-out netting—netting all current and future obligations in the event of a default.

Swap netting is a method of reducing credit, settlement, and other risks of financial
contracts by reducing them into a net obligation [629]. When a financial institution has
thousands to millions of swaps with multiple counterparties, calculating the net exposures
across all these positions can be computationally demanding. This is because each swap
may have different tenors (lengths), currencies, payment schedules, interest rate indices,
optionality (e.g., callable swaps), etc. [629]. This leads to high-dimensional cash flow
matrices represented as a complex graph problem [632].
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Mathematical Formulation. Let S be the set of swaps for a given counterparty with
the clearing house. We can introduce a partition P on S such that [633]

S = Ug=1M, where M, e P CS. (155)

The elements of each M will be swaps that are similar enough to be netted with each other.
In a fine-grained partition, these may be swaps with identical economic terms. However,
the general problem is to consider partitioning into a smaller number of larger subsets
to select nettable groups within them [633]. Assuming there are n swaps in each My, we
denote the notional swap i € {1,2,...,n} by N; and define the direction d; such that

g +1 if the clearing house pays the counterparty (156)
Z —1 if the counterparty pays the clearing house,

where a fixed cash flow payment is between the two parties. The objective is to select
subsets of M) with a maximum notional that can be netted such that, within each subset,
the fixed legs and float legs are similar to each other. This is an optimisation problem that
is solved by numerical methods.

Quantum Approach. Mapping the problem of swap netting to a quantum computer
was first proposed in Ref. [633]. The authors define a binary decision variable x; for each
swap 7, which has a value of one if the corresponding swap is in the chosen group of swaps
to be netted and zero otherwise. The optimisation problem for choosing the swaps to be
netted can be formulated as a QUBO given by [633]

2
x = max | Y xN;— zx(Z xid,'./\/'i> -B Y xixjli |- (157)

5EBN | e ieM ijeM

The first term aims to maximise the total notional value of swaps within each group.
The second term introduces a penalty for groups whose notional amounts deviate signif-
icantly from offsetting each other. The third term applies a penalty based on the incom-
patibility between pairs of swaps. This pairwise incompatibility, denoted as I;;, must be
precomputed for every swap pair and is non-negative. The incompatibility function can
also be interpreted as a way to prioritise different attributes (like the interest rate, duration,
etc.) and can be weighted according to the priorities set by the clearing house [633]. The con-
stants @ and $ control the relative weighting of these terms and can be set either manually
using theoretical insights or calculated using methods such as sub-gradient descent. This
process, defined for the general component M, is applied to each M within the partition P
to generate netting proposals for the group and then aggregating all the outputs for each
subset k into a final netting for the full set S.

As noted in [633], similar but non-identical swaps may not be fully netted due to
factors like coupon blending, which can produce interest rates diverging from market
values. Furthermore, different partitioning strategies and tuning of constants « and f
can yield multiple netting proposals. The QUBO of Equation (157) can be solved using
quantum algorithms described in Section 2.3 on a quantum annealer, which may also
generate various solutions for a subset, allowing selection of the proposal that best aligns
with market conditions.
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3.1.3. Investment Optimisation
Portfolio Optimisation

Portfolio optimisation is one of the most common optimisation problems in fintech.
It is the process of choosing and weighting assets to hold in a portfolio such that some
given objective is achieved. This problem has a huge amount of flexibility, but the canonical
model was proposed in 1952 by Markowitz [228], wherein the most common objectives are
to maximise the returns for a given level of risk, or vice versa. This trade-off between risk
and return is due to the asset volatility: a volatile asset can increase in price dramatically,
providing a high return, or it may drop precipitously, losing money. The trade-off is
characterised by a curve known as the efficient frontier [228].

The above is of course a simplification, and in the decades since the Markowitz model
was proposed, a vast number of additional variables and constraints have been taken
into account, including transaction costs, dynamic optimisation (where the portfolio is
rebalanced regularly), liquidity, time to maturity, asset class (e.g., stocks, bonds, futures,
options), regulatory and compliance requirements, and so on [634]. The resulting optimisa-
tion problem can be of staggering complexity and very difficult to solve using traditional
computational methods.

Mathematical Formulation. We consider a simplified portfolio optimisation problem
to illustrate the formulation and solution approach. Given a pool of assets, with some
expected returns y; (mean of historical returns) and risk ¢; (variance of historical returns),
combine them to either maximise return for some level of risk or minimise risk for some
level of return, creating an optimised static portfolio (static means we ignore the possibil-
ity of time-varying allocations.) There are now two main approaches [635]: optimising
weightings, where the problem is to pick the right amount (either continuous or discrete) of
each asset, or optimising inclusion, where we specify an amount of each asset and simply
choose whether to include it or not. In the case of maximising return for a given level of
risk R by optimising the weightings x;, the optimisation problem would be [635]

max ) px; suchthat ) ox; =R (158)
i i

While in the case of minimising risk for a given level of return P by optimising inclusion, it
would be [635]
min Z‘Tiwibi such that Z piwib; = P, (159)
1

where w; is the amount of each asset, and b; is the binary variable determining whether
or not it is included in the portfolio. Instead of just choosing or weighting assets, it is
also possible to choose whether to hold long or short positions, in a technique known as
long-short minimum risk parity optimisation [636]. Briefly, this is where the decision to
go long or short assets (buy or sell) is optimised to minimise risk. This is prioritised over
maximising the return, as the shorting strategy can lead to theoretically unlimited losses,
which must be mitigated against.

Depending on the formulation, there are numerous classical techniques for solv-
ing this problem, which include convex [228] or mixed-integer programming [637,638],
meta-heuristic methods [639], principal component-based methods [640], or genetic al-
gorithms [641]. These methods have varying degrees of efficiency and accuracy, but all
face computational bottlenecks as optimisation problems with many variables and con-
straints [229]. Hence, quantum computing has the potential to offer efficient computation
of approximate solutions, higher quality solutions, or some mix of both [236].

Quantum Approach. There are various quantum algorithms, discussed in Section 2.3,
that can be used to solve this problem. The constrained optimisation problems above can
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be reformulated as a QUBO, allowing the application of Quantum Annealing [642] and
variational gate-based methods [643]. Such approaches can also account for additional
constraints [644,645] via, for example, using mixing operators (see Section 2.3.1 on QAOA).
Other approaches utilise an adaptation of Grover’s algorithm [263], exhibiting the expected
quadratic speed-up over analogous classical techniques, while yet more [646,647] formulate
the problem as dynamic in time, making decisions for the same portfolio as it evolves
in time.

Quantum walks may also be used. There has been a proposition in [645], where an
algorithm based on a Continuous-time Quantum Walk (CTQW) structure is used in the
context of portfolio optimisation. This Quantum Walk Optimisation Algorithm (QWOA)
uses a CTQW Hamiltonian defined by a graph adjacency matrix [86,648] to evolve the
system. The advantages of QWOA for the portfolio optimisation problem lie in its flexibility
in ‘connecting’ only the solutions in the valid subspace, the ability to eliminate degenerate
portfolio states (thus significantly reducing the search space), and complete global symme-
try amongst valid solutions (eliminating the bias of one valid solution over another due
to mixing asymmetry) [645]. This latter is compared positively to approaches like QAOA
in [649], which retain this bias in the mixing operator over non-trivial feasible solutions.
The results from numerical simulations show that the QWOA for portfolio optimisation
leads to an improved performance by reducing the asset search space by a significant factor
while also showcasing a higher convergence rate and solution quality [645].

Hedging

A special case of portfolio optimisation is hedging, which is a strategy that seeks
to reduce risk in a portfolio by ensuring that changes in the value of some assets are
countered by opposite changes in the values of other assets [650]. The most common
method of hedging is through derivatives, which are securities whose value depends on
some function of the values of one or more underlying assets (see Section 3.1.2). Hedging
strategies are fundamental in financial risk management, providing mechanisms to mitigate
exposure to adverse market movements [651].

Mathematical Formulation. Consider a portfolio with value V exposed to market risk.
The investor has access to a set of hedging instruments with return vector r = (rq,72,...,74)
and wishes to determine the position vector w = (wy, w, ..., wy,) to minimise risk. A clas-
sical variance-based formulation of the hedging problem is [228,652]

min Var(V +w'r). (160)
w
Assuming the return vector r has covariance matrix ¥, the problem simplifies to
min w' 2w subject to w'p=¢, (161)
w

which are linear budget constraints. Here, p is the price vector of the hedging instruments,
and C denotes the total capital allocated for hedging. This is a combinatorial optimisation
problem with a quadratic risk term determined by the covariance matrix X, which is
computed using historical pricing information [651].

Quantum Approach. To solve the hedging problem on a quantum computer, the gen-
eral approach is to reformulate it as a QUBO by first discretising the continuous decision
variables w [653]. Let each w; be expressed in binary form as

K
w; = Z Zk_lxik, where x; € {0,1}. (162)
k=1
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The variance minimisation objective becomes [653]

min x' T'XTx, (163)
x€{0,1}
where T is a transformation matrix mapping binary vectors x to real-valued weight vectors
w. We can incorporate the budget constraint within the QUBO framework by introducing a
penalty term A(p ' Tx — C)?, where A is a Lagrange multiplier regulating the constraint’s
influence. The final QUBO formulation is [653]

min x' T'ZTx+ A(p' Tx — C)2. (164)
xe{0,1}

Various quantum algorithms can be used to solve (164), as discussed in Section 2.3. One
approach, presented in [653], is to map the solution to finding a maximum-independent set
in a specially constructed graph. In this graph, the vertices represent assets with significant
correlations amongst them being represented by the connecting edges. In order to solve the
problem, the authors use two methods. In the first instance, the asset exhibiting minimal
risk is picked by finding a maximum-independent set in the above graph in similar terms
to Equation (164). The second method proposes a modified solution to the optimisation
problem through a graph colouring formulation [653], finding a colouring minimising the
edge weights connecting same-colour nodes.

Settlement

In finance, settlement (or transaction settlement) is the process by which a set of
securities (be it assets, bonds, or derivatives) is exchanged for a form of compensation [654].
The problem is to settle as many transactions as possible in a complex graph of transactions,
using the minimum amount of resources (such as time, number of transactions, individual
communications, and so on) [655]. It is a challenging problem due to the constraints posed
by legal requirements, as well as the complexity added by further parameters that need to
be taken into account (i.e., collateralised assets or credit information). However, an optimal
solution results in the lowest expenditure of resources, which, if performed at a large
organisation like a central bank, can be significant savings.

Mathematical Formulation. For the settlement optimisation problem, one needs to
maximise the weighted sum S of settled transactions [656]

T
S =max )_ w;x;, (165)

T o=l
where T is a set of transactions, x; is a binary variable indicating that the transaction is
being settled, and w; is the weight for each transaction i that reflects the total monetary
value of the transaction. If, instead of maximising the total value of transactions settled, we
wish to settle the total number of transactions, we can set w; = 1 Vi. In the first instance,

the optimisation of Equation (165) is subject to the inequality constraint

bp+ Y xiTy =1, Vp, (166)
i€l

where P is the number of parties that take part in the T transactions, the ith transaction
involyes a party p and is described by the vector 7;,, I'y is the set of transactions of party p,
and by, is a balance vector, which encodes the securities and currencies that party p owns
before any transactions settle [656].
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In practice, the inequality constraints of Equation (166) can be transformed to equality
constraints by defining the settlement optimisation as [657]

T
S = max Z wix;, subjectto by + 2 xiﬁip =1, +5,, Vp, (167)
o=l i€l

where 5}, € R is a vector including slack variables.

Quantum Approach. It has been shown [657] that well-known quantum methods,
such as VQE or QAOA, can be extended to solve problems that reside within the Mixed Bi-
nary Optimisation (MBO) class, which combines binary and continuous variables. The work
proposes hybrid quantum-—classical heuristics to address the problem of settlement optimi-
sation, allowing the modelling of the constraints and options described above.

The constrained optimisation problem in Equation (167) can be mapped to a QUBO
by transforming the equality constraint into a quadratic penalty term scaled by a penalty
coefficient A > 0 [657]:

2
T

P
max | Y wixi—A Y [by+ Y x0—1, -5, | |. (168)
N p=1 i€l

In this final form, one can solve the transaction settlement optimisation problem using
any of the QUBO-solving techniques mentioned above, such as Quantum Annealing or
QAOA. For example, the aforementioned study, as well as a second [658], approach the
problem using QAOA and are able to find the optimal solution for the problems under
consideration by running on real QPUs. However, as in many of the other use cases
in this paper, constraints include the noise and limitations on qubit number and circuit
depth, which prevent competitive comparisons with state-of-the-art classical solvers on
real-world problems.

Arbitrage

Arbitrage refers to the exploitation of market inefficiencies, such as trading the same
asset in different markets to take advantage of different prices [659]. Such assets might
include securities, currencies, or commodities. Arbitrage tends to be more speed-reliant
than other trading strategies: as the act of trading influences prices, being faster than
competitors to identify and exploit an opportunity leads to much better returns [660].
For example, an FCA report in 2020 highlighted that races between different firms to
exploit an arbitrage opportunity can be over in a matter of tens of milliseconds [661].

In general, arbitrage can be far more complex, involving multiple interconvertible
assets across multiple markets, potentially over an extended period, and allowing for com-
plications such as fees, regulatory requirements, and liquidity [662]. Identifying optimal
strategies faster than competitors is a crucial and high-impact problem, as the very act
of exploiting an opportunity causes it to lessen. Apart from the potential profitability,
an accurate and rapid analysis of market distortions causing arbitrage opportunities can
also provide a significant amount of information about other potential opportunities.

Mathematical Formulation. One formulation of the problem of finding an optimal
arbitrage strategy is described in [663] and summarised below. We have a set of assets
represented as nodes of a graph. There are several directed edges between the nodes,
representing potential conversions, with edge weights logc;;, where c;; represents how
many units of asset j a unit of asset i can be converted to.

To find the most profitable arbitrage opportunity, we want to maximise the product of
the conversion rates in the cycle. We define x;; as the binary variable for including the ij edge
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in the final cycle. Thus, the profit of a given cycle can be written as }_ x;; log ¢;;, ignoring
constants, where the logarithm accounts for converting a product to a sum. For conceptual
simplicity, we will consider only cyclical strategies, where we start and end with the same
asset. To enforce this, we need two constraints: that all nodes have the same number of
entrances as exits and that all nodes are passed through exactly once, represented as [663]

Y, xj= ), x and ) x; <1, VieV. (169)
(ij)€E (ji)€E (i,j)€E

From here, it is also easy to add a risk constraint by adding a risk penalty for each conver-
sion, to limit the cycle length, or to enforce certain transaction structures.

There exist classical algorithms (such as Bellman-Ford’s algorithm [664] and Floyd—
Warshall’s algorithm [665]), which run in polynomial time and return the first viable cycle
they find, but the problem of finding the optimal cycle is NP-hard [666]. As mentioned
above, arbitrage is a particularly competitive strategy, and so successfully implementing an
algorithm to reduce the time taken would be a significant prize.

Quantum Approach. In a graph-based formulation, the problem lends itself to being
converted to a QUBO and solved using any of the aforementioned quantum methods,
such as variational (QAOA /VQEs) or annealing methods. For example, one study [667]
formulated the objective function and penalties as a QUBO and solved using both QAnn
and simulated QAOA. They found that the QAnn formulation returned the optimal result,
while QAOA often did not return feasible solutions to the problem. Like many other current
approaches, the feasibility and advantage of a quantum approach will become more visible
as the hardware improves, but promising results in proof-of-concept studies like the above
suggest this is a worthwhile field of study.

However, it is important to note that such quantum approaches are unlikely to be
suitable for the most rapid trades or short-lived opportunities in liquid markets such as oil.
Calls to quantum hardware take tens of milliseconds at the very least, stretching to hours
if queuing times are included [668], which is a significant speed disadvantage compared
to state-of-the-art classical methods. As mentioned before, this is one field where the time
to solution is vital, meaning such latency is fatal. While it is possible that, as quantum
hardware improves and becomes more widespread, this speed disadvantage will decrease,
the higher potential of quantum computing for arbitrage is for slower trades in less liquid
markets and the aforementioned ability to glean information about market distortions from
the results.

Natural Language Processing

Natural Language Processing (NLP) is now widely used in many sectors, especially
those driven by large volumes of unstructured textual data (e.g., press releases, regulatory
filings, social media sentiment, or financial news) [669]. Its uses range from short-term
trading algorithms to option pricing models (see Sections 3.1.1 and 3.1.2). NLP aims to
interpret and extract key text information, enabling better understanding and generation of
human language.

Mathematical Formulation. Natural language can be modelled as a sequence of to-
kens X = (w1, w>, ..., wy) from a vocabulary V, where each token w; € V is represented as
a vector in R? via an embedding function E : V — R?. Distributional semantics states that
words appearing in similar contexts have similar meanings [670], which embedding meth-
ods implement by mapping such words to nearby vectors [671], which are often compared
using measures like the dot product w/w; [672]. For example word2vec [673-675] training
optimises word vectors so that the inner product (E(w), E(w')) is high if w and w’ share
contextual neighbours [676]. Thus, semantic similarity is quantified geometrically (e.g.,
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via cosine similarity) in the embedding space. Embeddings can be static (each word has a
single vector) or contextual. In contextual embeddings, introduced by transformer-based
models like Bidirectional Encoder Representations from Transformers (BERT) [677] or Gen-
erative Pre-trained Transformers (GPT) [678], the representation of a word depends on its
surrounding words. A contextual embedding is a function F mapping the whole sequence
X to context-aware vectors (hy, . .., h,), where h; = F;(X) € R encodes the meaning of w;
in context. These embeddings capture both semantics and syntax by encoding word order
and co-occurrence patterns from large collections of text data.

Syntactic structure is often modelled by formal grammars or parse trees. In a parse
tree T for sentence X, words are leaves, and nonterminal nodes represent phrase constructs
(such as noun phrases, verb phrases) with a root of type ‘sentence’. Transformers achieve
this through self-attention mechanisms: given token w; with an associated query vector
g; and other tokens w; with keys k;, the attention weight from w; to w; is Softmax(q; -
ki/+/dx) [676]. This attention weight determines how much information from token j’s
value vector contributes to w;’s new representation.

Mathematically, a transformer layer updates the sequence representation by a function,

n
=Y a;j(Wyhj), (170)
=1

where w;; = Softmax;((Woh;) - (Wih;)/+/dy) are attention weights, and Wg, Wk, Wy are
learned projection matrices. Through layered feed-forward networks, transformers produce
rich contextual embeddings that encode semantic relations and syntactic structure [676].

Classical Methods. The process of NLP has undergone significant developments
due to the advancements in the area of deep learning [679]. Deep neural networks can be
used to create complex language models [677,680,681] that benefit tasks such as market
sentiment analysis, event-driven forecasting, and credit risk assessment [682]. However,
large models (including RNNs, and GPTs) demand substantial computational resources
to develop and train [683,684], resulting in high energy usage and limited scalability.
Hence, significant challenges remain in terms of bias, energy consumption, computational
resources, or environmental and societal impact [685].

Quantum Approach. One way to construct a model for NLP is by combining meaning
and grammar into a single language model (which can then be represented in a diagram-
matic structure known as Distributional Compositional Categorical (DisCoCat) [686]). A
diagrammatic structure is a graphical high-level representation of how meanings and
grammatical structures interact to form the meaning of a sentence (see [687] for a de-
tailed description).

It has been shown that this very framework can be used by categorical quantum
mechanics [688,689] and can be represented by quantum circuits utilising Z X-calculus [690].
This makes the model ‘quantum-native’, meaning it can naturally be run on a quantum
computer via quantum circuits. In [671], the grammatical structure is explicitly encoded into
a quantum circuit, providing a structured way to interpret how word meanings combine
to form sentence-level sentiment. This is a difference from other large language models,
which learn these relationships implicitly from vast amounts of data.

Alternative approaches to NLP arise from QNNs and enhance the capacity of current
NLP models’ neural architectures [346,605,691]. QNN-based approaches replace parts of
existing deep learning architectures with quantum subroutines, offering a potential solution
to some of NLP’s scalability and efficiency issues. This intersection is often referred to as
Quantum Natural Language Processing (QNLP) [688]. Experiments have been carried out
in NISQ devices for a variety of simple NLP tasks [676,692—-697], such as topic classification
using single-qubit rotations and entangling gates or encoding Word2Vec embeddings [673]
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in a QRAM with a ‘modest’ number of qubits. These experiments suggest QNLP can in
principle perform NLP tasks, although the noise and limited circuit depth in NISQ devices
are currently a key challenge [676,688,698].

While classical deep learning still dominates NLP in both research and industry,
there has been growing interest in exploring QNLP methods [671,697,699], particularly
for applications like sentiment analysis in finance [671]. For instance, one can use these
methods to perform sentiment analysis to predict market trends, analyse investor sentiment,
and improve decision-making in trading. This usually involves extracting positive, neutral,
or negative sentiments from financial text data.

Moreover, a potential advantage of QNLP (especially in scaling to more complex
datasets) relies on faster and more efficient data processing compared to classical NLP
approaches [676]. This is very important in finance, as timely analysis of massive amounts
of textual data can provide a competitive advantage [700]. The aim is that this explicit
approach might eventually lead to more robust or efficient models for specific financial NLP
tasks. If scaled up, QNN-based NLP could add new capabilities to classical models [688];
however, demonstrating a clear quantum advantage in NLP financial tasks remains an
ambitious goal. Further development in encoding schemes, possibly leveraging dimension-
ality reduction or hybrid classical-quantum architectures, as well as more stable qubits
and error-corrected quantum systems are crucial to fully realise the potential of QNLP
in finance.

3.2. Risk Management and Cybersecurity

In modern finance, risk management and cybersecurity have become foundational
pillars for sustaining operational integrity, client trust, and regulatory compliance [701].
Financial institutions face a complex landscape of threats ranging from credit and market
risk to sophisticated cyberattacks targeting digital infrastructure. As the financial sector
becomes increasingly digitised and interconnected, safeguarding assets and ensuring
resilience against uncertainties has transcended from a compliance necessity to a strategic
imperative [702].

Risk management entails identifying, assessing, and mitigating potential financial
losses arising from market volatility, operational failures, credit defaults, and systemic
crises [703]. An effective risk management framework enables firms to allocate capital
efficiently, optimise portfolio returns relative to risk exposure, and maintain solvency un-
der stress conditions. Concurrently, cybersecurity protects the confidentiality, integrity,
and availability of financial data and systems against malicious activities such as hacking,
ransomware, and insider threats [704]. Failures in either domain can result in catastrophic
financial loss, reputational damage, and systemic contagion effects that extend beyond
individual institutions. The increasing reliance on automated trading, cloud-based infras-
tructures, and real-time payment systems has further amplified vulnerabilities, necessitat-
ing advanced and proactive defences. Financial institutions are faced with two kinds of
limitations. On the one hand, classical computational methods for risk assessment often rely
on complex simulations and/or optimisation algorithms, which have several bottlenecks
related to problem dimensionality and computation time [705]. Quantum computing has
the potential to alleviate these bottlenecks, as it can naturally perform computations in a
high-dimensional Hilbert space. On the other hand, classical cryptographic methods (e.g.,
RSA) depend on the computational difficulty of problems like integer factorisation and
discrete logarithms, which are theoretically vulnerable to advances in quantum computing
(see Section 2.5). Therefore, the inevitable solution is to incorporate cryptographic systems
that are quantum safe.
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In this section, we will consider some use cases of quantum technologies in risk
management and cybersecurity. According to a study by McKinsey [20], the projected
value of quantum technology applications for risk management and cybersecurity will
be about $80 billion by 2035. Hence, strategic investments in quantum research and early
adoption frameworks will likely define the resilience and competitiveness of financial
institutions in the coming decades.

3.2.1. Value at Risk and CVaR

Risk analysis in finance can be either quantitative or qualitative [706]. Under quantita-
tive risk analysis, a risk model is built using simulation or deterministic statistics to assign
numerical values to risk. Inputs that are mostly assumptions and random variables are fed
into a risk model. For any given input range, the model generates a range of outputs or
outcomes [706]. The model’s output is analysed using graphs, scenario analysis, and/or
sensitivity analysis to make decisions to mitigate and deal with the risks. On the other
hand, qualitative risk analysis [707] is an analytical method that does not identify and
evaluate risks with numerical and quantitative ratings. Qualitative analysis involves a
written definition of the uncertainties, an evaluation of the extent of the impact (if the risk
ensues), and countermeasure plans in the case of a negative event occurring [707]. Risk
assessment enables corporations, governments, and investors to assess the probability that
an adverse event might negatively impact a business, economy, project, or investment.

Two of the most important metrics for quantitative risk assessment are the Value at
Risk (VaR) and Conditional Value at Risk (CVaR) [708-712]. The VaR is a measure of the
worst expected loss on a portfolio of instruments resulting from market movements over a
given time horizon and a pre-defined confidence level [713]. This metric is most commonly
used by investment and commercial banks to determine the extent and occurrence ratio
of potential losses in their institutional portfolios. Risk managers can use VaR to measure
and control the level of risk exposure for compliance. For example, the Basel III regulations
require banks to perform stress tests using VaR [714]. The associated metric CVaR, also
known as the Expected Shortfall, is a measure of the average of all potential losses exceeding
the VaR at a given confidence level. This risk assessment measure quantifies the amount of
tail risk an investment portfolio has. The metric is derived by taking a weighted average of
the “extreme” losses in the tail of the distribution of possible returns, beyond the VaR cutoff
point. The CVaR is used in portfolio optimisation for effective risk management [715].

Mathematical Formulation. Consider a portfolio with uncertain future profit/loss L;
then, we can define the VaR as follows.

Definition 6. Given a confidence level « € (0,1), the portfolio Value at Risk is
VaRy =inf{l e R:P(L<I) >a} =inf{l e R: F () > a}, (171)
where F (1) = P(L < 1) is the is the Cumulative Distribution Function (CDF) of L.

In other words, the VaR is the smallest number / such that the probability the loss
exceeds L is at most 1 — a. In practise, « = 0.999; thus, the VaR is the loss level that will not
be exceeded with 99.9% confidence. As outlined in Algorithm 26, the VaR can be computed
using MCI [715,716]. However, as discussed in Section 2.2.1, the MCI methods have a
slow convergence; hence, quantum algorithms that have a potential quadratic speed-up
are desirable.

We can also define the CVaR based on the VaR.
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Definition 7. Given the profit-loss variable L that is integrable and continuous CDF, the CVaR at
confidence level « € (0,1) is defined as

1
CViRy = E[L|L > VaRy] = % / VaR,, dut. (172)
- 14

This shows the CVaR as an average of VaRs beyond the quantile « [715] and can be
computed using MCL

Algorithm 26 Computation of VaR via Monte Carlo Simulation

Require: Number of simulations M, portfolio value V), model parameters (e.g., y#, o), confi-
dence level «

Ensure: Estimated Value at Risk VaR,

Fori=1to Mdo

1.  Simulate one portfolio return r; based on the assumed distribution (e.g., normal:
i~ N(u,0?))

2. Compute simulated profit and loss: L; = Vp X 7;

end for

Sort {L;} in ascending order

Find the (1 — «) quantile of the sorted {L;}
Set VaR, = —Quantile(L,1 — «)

Return: VaR,

Quantum Approach. This is the most straightforward quantum approach to employ
the QMCI for computing the VaR and CVaR. As shown in Section 2.1.2, the QAE has
two loading operators:

N-1 N-1
Plo), =), = Y vpilD),, with Y} pi=1, (173)
i=0 i=0

which prepares the initial state with discretised probabilities p; using n qubits, where
N = 2". The second operator F; applies the function f : {0,...,N —1} — [0,1] on
corresponding states as

iy 10) = |i) <\/1—7|0 +\/>|1> (174)

These operators combine to give

FiP0),10) = fo/lf i) i) |0+Z\F\/ i)]i)[1); (175)

thus, by measuring the probability of the last qubit |1), we get an estimate for the expecta-
tion value E[f(X)] = Z,N o pif(i), where X is mapped into {0, .. —1}. In Ref. [708],
this method is extended by defining a function

f(i)—{1 s (176)

0 otherwise,

where ! € {0,...,N — 1}. Therefore, Equation (175) reduces to

FiP110),10) = Z\F\ 0) +Z\F\ 1). (177)

i=1+1
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The probability of measuring the last qubit |1) is given by 25:0 pi = P[X <]. The authors
in [708] then use a bisection search over [ to find the smallest level /,, which corresponds to
the VaR, (X), such that P[X < ;] > a in, at most, 1 steps. Similarly, an appropriate function
f(+) for CVaR can be defined, and then the same procedure is followed. This quantum
algorithm has an error that scales, as O(1/M), which is a quadratic speed-up over MCI
described in Algorithm 26. A proof-of-concept implementation of this QMCI for VaR and
CVaR on quantum computers was performed in [708,717]. Additionally, Ref. [717] offers
estimates for the total number of qubits needed, the anticipated circuit depth, and how
these factors relate to the expected runtime, assuming reasonable projections for future
fault-tolerant quantum hardware.

3.2.2. Credit Risk Analysis

Credit risk analysis is a fundamental discipline in finance concerned with the assess-
ment of the likelihood that a borrower will default on contractual debt obligations [718].
It plays a critical role not only in individual lending decisions but also in the strategic
management of financial institutions” portfolios and the determination of necessary capital
reserves [718]. With the globalisation of financial markets and the increasing complexity of
credit products, the methodologies for assessing, pricing, and managing credit risk have
evolved substantially.

The two major branches of credit risk analysis are the quantification of Economic
Capital Requirement (ECR) and the development of robust credit scoring systems. The ECR
refers to the amount of capital a financial institution needs to ensure that it stays solvent
with a high degree of confidence over a specified time horizon [719]. Credit scoring, on the
other hand, operationalises credit risk evaluation at the transaction level by using statistical
and machine learning techniques to predict a borrower’s probability of default [720]. Credit
scoring models are essential not only for underwriting but also for regulatory compliance,
particularly under frameworks like Basel II and III, which link credit risk quantification
directly to minimum ECR [714]. Traditional models such as logistic regression remain
prevalent [720,721], although recent advancements have integrated ensemble methods and
deep learning to improve the predictive performance [722,723].

However, classical computational bottlenecks arise in these systems due to the in-
creasing size and complexity of datasets, the non-linear interactions between multiple risk
factors, and the need for real-time or near-real-time analytics [724]. Given these limitations,
researchers have been exploring how quantum computing can offer speed-ups, accuracy,
and efficiency [725]. In this section, we will state the mathematical formulations of these
credit risk analyses and outline some proposed quantum computation approaches to these
problems, which may potentially offer an advantage.

Economic Capital Requirement

As described above, the ECR is an important risk metric that quantitatively captures
the amount of capital required to remain solvent at a given confidence level [714,719].
It captures unexpected losses arising from credit events and serves as a buffer against
adverse outcomes. Institutions allocate economic capital across their credit portfolios based
on internal models that estimate the distribution of potential losses, taking into account
default probabilities, loss given default, and exposure at default [726]. The result reflects
the amount of capital that the firm should have to support any risks that it takes on its
investment portfolio. The measurement process for economic capital involves converting
a given risk into the amount of capital that is required to support it. The calculations are
based on the institution’s financial strength (or credit rating) and expected losses. Financial
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strength is the probability of the firm not becoming insolvent over the measurement period
and is otherwise known as the confidence level in the statistical calculation [726].

Mathematical Formulation. Let Ly denote the random variable representing the total
loss of the institution’s portfolio of K assets, denoted by x = (x1,...,xx) € RX, over a
fixed time horizon (typically one year). The distribution of Ly is characterised by its CDF
F (I) = P(Lx < 1), as described in Section 3.2.1. The ECR is commonly defined as the
difference between the VaR and the expected loss [719]

ECR, [Lx] = VaRIX(LX) - E[Lx]/ (178)

where E[Ly| denotes the expected (mean) loss of the portfolio. Alternatively, in more robust
risk management frameworks [727], the CVaR can be use to define ECR as

ECR,[Lx] = CVaRy(Ly) — E[Ly]. (179)

In practice, institutions seek to allocate their portfolio of assets denoted to minimise the
ECR, subject to regulatory, liquidity, and investment constraints. A general optimisation
problem can be stated as [728,729]

min ECRy[Ly]
xeX
subjectto gi(x) <0, i=1,...,m, (180)
hj(x) =0, j=1,...,p,

where X is the feasible set determined by internal risk policies and external regulations, and

*  gi(x) are inequality constraints representing risk limits (e.g., sector exposure caps,
maximum portfolio volatility, leverage restrictions).

*  hj(x) are equality constraints ensuring portfolio balance (e.g., full investment con-
straint Z,Ile Xx = 1, or specific regulatory ratios).
Quantum Approach. We see that the problem of ECR is two-fold:

1. First, for a given portfolio of assets x, compute the associated ECR,[Lx] by modelling
its total loss Ly using Gaussian conditional independence models. This scheme resembles
the one employed for regulatory purposes in the Internal Ratings-Based approach
to credit risk under Basel II and subsequent frameworks [730], (see Section 3.1.2 on
Collateralised Debt Obligations). The problem is solved in three steps:

(a) Compute E[Ly], which is the same form as Equation (154), and thus, it has been
shown by [626] that this can be efficiently performed on a quantum computer
using QMCI algorithm.

(b) Compute the VaRy (L) just as in Section 3.2.1 using the QMCI algorithm [708,717].

(c)  Combine the above to compute the ECR,[Ly| by using Equation (178).

2. Second, repeat the above to find an optimal portfolio x* € X that solves the optimi-
sation problem (180). This can be done by converting the problem into a QUBO and
solving it using the quantum algorithms described in Section 2.3.

A proof-of-concept computation of ECR using QMCI on quantum computers was
performed in [717] with comparative accuracy to classical methods. Additionally, the
article [717] offers quantum resource estimates for future fault-tolerant quantum hardware.
However, unlike the pipeline described above, the authors in [717] used classical numerical
integration for computing E[Ly| and did not proceed to solve the optimisation problem
(180). Therefore, to the best of our knowledge, there is still an opportunity for researchers
to explore the benefits of the end-to-end pipeline involving multiple quantum algorithms.
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Credit Scoring

The process of credit scoring, otherwise called defining creditworthiness, is one of the
most difficult problems in finance, due to the large amount of data necessary to determine
key independent features that can influence the end result [720,722,723]. Credit scoring can
be identified as a potential use case both for quantum optimisation as well as Quantum
Machine Learning techniques. A typical credit score is influenced by the payment history,
accounts owed, length of credit history, new credit, and credit mix [731]. For business credit,
this information can be gathered from historical business data, public filings, and payment
collections. Currently, credit scores are often predicted by using classical regression models
or machine learning algorithms [722,732]. In order to get more accurate results, it is
helpful for the machine learning algorithms to train on more data; however, this process is
computationally intensive. Some researchers are exploring the potential for QML to be able
to efficiently resolve critical features to determine a person’s creditworthiness.

Mathematical Formulation. One approach of credit scoring is to reformulate it as
a combinatorial optimisation problem aiming to select the most influential (or highly
affecting) features for identifying creditworthiness [733]. In this approach, one considers a
dataset of past credit applicants represented by a matrix U € R"™*":

Ui U2 Uln
Upy U - Uy

U=\ . . - (181)
Uml Um2 - Umn

Each row represents an applicant and each column a feature. The outcome vector
V € {0,1}™ represents credit decisions:

v=| "1, (182)

where v; = 0 indicates acceptance, and v; = 1 indicates rejection. Suppose we begin with
n original features, and wish to reduce this number to a subset K, for multiple reasons
including the financial costs associated with data collection, the presence of redundant
information, and features so weakly associated with the target outcome that they behave
like noise [733]. To avoid introducing bias in the selection, we desire an exhaustive yet
efficient search. However, the number of possible subsets of size K is combinatorial,
given by C(n, K). Even with early pruning, the search space remains prohibitively large,
necessitating a strategy that prioritises promising candidate subsets [733]. The aim is to
select columns from the data matrix U that exhibit strong correlation with the target vector
V, while being mutually uncorrelated among themselves. We assume a correlation metric
yielding values in the range [—1, 1] is available. In practice, “correlation” may encompass
domain-specific rules, such as the mandatory inclusion of certain features, that go beyond
simple statistical association [733].

Let p;; denote the correlation between the i-th and j-th columns of U, and let py, be
the correlation between the j-th feature and the target V. We introduce binary variables
xj € {0,1} to indicate whether feature j is selected:

1, if feature j is selected
xj = (183)

0, otherwise.
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We thus define the objective function [733]
n n
f)=—a) xlovI— 1 —a) ) Y xxelopl |, (184)
j=1 j=1 ’;{;l
]

where « € [0, 1] is the parameter that balances influence and independence such that a = 0
and « = 1 prioritise the independence and influence that features have on the marked class,
respectively [733].

Quantum Approach. Let x = (x1,...,x,) be a collective vector of the binary variables,
and by using the property x;x; = x;, the objective function in Equation (184) can be
expressed as a quadratic form:

f(x)=—x"0Qx. (185)
The optimal subset x* is given as a QUBO:

x" = arg mxin(—xT Qx). (186)

This problem can then be solved using the quantum optimisation techniques for QUBOs
described in Section 2.3. A proof-of-concept implementation on a QAnn using German
credit data was shown to yield comparative accuracy to traditional feature selection meth-
ods [733]. In addition, the QUBO feature selection framework in [733] yielded a smaller
feature subset with no loss of accuracy compared to common classical methods like re-
cursive feature elimination. This paves the way for leveraging quantum computing to
systematically reduce the dimensionality of large feature sets, particularly as QPUs become
more advanced.

Other more common proposals for credit scoring on quantum computers are based on
QML including the systemic quantum score using quantum kernels [734], a hybrid quantum-
classical neural network approache [735,736], and a quantum-inspired evolutionary method
for feature selection [737]. Although still in its early stages and constrained by current
quantum hardware limitations and theoretical hurdles, the findings to date highlight the
promising potential of quantum computing for efficient credit scoring. Improvements in
accuracy, processing speed, inclusivity, and feature optimisation point to a promising future
for quantum-enhanced credit risk assessment in finance [734]. As quantum technology
advances, continued progress in algorithm development, data representation, and hybrid
quantum-classical methods will be essential to achieving Practical Quantum Advantage
and integrating these innovations into the financial industry.

3.2.3. Fraud Detection

Fraud detection is a mission-critical function in financial institutions, safeguarding
against losses and ensuring regulatory compliance. It refers to identifying events such as
transactions or withdrawals that are likely to be fraudulent, based on data about them.
Fraud poses a huge threat to economic systems—the UK Finance Annual Fraud Report
recorded more than $1.5 billion fraud-related losses in the United Kingdom alone in 2023,
while the total global losses were estimated at approximately $485.6 billion [738]. To crack
down on this, the UK Economic Crime and Corporate Transparency Act 2023 and other
similar legislation are imposing more responsibilities on various financial organisations
to combat fraud [739]. Currently, classical machine learning techniques are used to detect
and prevent fraud, but they often suffer from problems including a high false positive
rate reaching 80% [740] and long inference times. Given the high impact of even small
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improvements in terms of the time and money saved, organisations are turning to more
advanced algorithms, including quantum computing, to boost performance.

Classical Methods. Classical machine learning techniques have high performance
variability due to the model used, apart from other factors such as data selection, formatting,
and pre-processing, model choice, and hyperparameter fixing. Some particular models
and algorithms are popular due to their interpretability, robustness, and computational
efficiency. Logistic regression is suited to binary classification tasks like credit scoring
and is easy to set up and use [741]. Decision trees are useful for providing transparency
in decisions, although they may be prone to overfitting (where models generalise insuf-
ficiently) [742]. This may be overcome using random forests, which are ensembles of
decision trees and aggregate multiple tree outcomes [743]. Finally, Support Vector Ma-
chines [744] and k-Nearest Neighbors [332] can be computationally expensive, but they
can identify subtle patterns associated with fraud. Each method has a range of benefits
and drawbacks, enumerating which is outside the scope of this paper, and correct model
selection and preparation are vital in setting up a functioning and high-performing fraud
detection pipeline. A recent survey paper [745] summarises developments in both types of
fraud and in the ML pipelines used to detect them. In particular, it appears deep learning
techniques, including Convolutional Neural Networks (CNNs) and ensemble methods,
have experienced a surge in popularity due to their higher robustness and more rapid
classification [746,747].

Quantum Approaches. Quantum approaches to fraud detection can be split into two
domains: quantum algorithms applied to classical data and those applied to data that has
been loaded into a quantum format. For the former, the data is simply a table of numbers,
which may refer to the observed, calculated, or encoded properties of a particular trans-
action. Quantum k-means and spectral clustering algorithms are known to be potentially
more efficient over classical counterparts [420] (see Section 2.4.2 on Quantum Clustering).
A recent hybrid quantum—classical framework implements classification through QRAMs
enhanced by quantum feature selection, demonstrating improved accuracy through com-
plementary exploration of the feature space [748]. These implementations are conceptually
simple as the data remains unchanged, necessitating little novel pre-processing. A simple
example of this is quantum neural networks, as demonstrated in Ref. [749]. In the report,
they constructed a classical deep neural network and replaced one of the layers with a
Parametrised Quantum Circuit. This enabled them to achieve similar accuracy scores on
the same data, using fewer parameters, resulting in a more performant pipeline [749].

For fully quantum implementations, the data must be encoded in a quantum format.
There are a number of ways to do this; one common method is using Quantum Generative
Adversarial Networks (QGAN) [750]. A GAN is a combination of a generator and a dis-
criminator model. The generator takes as input a noise vector and outputs a data vector,
while the discriminator attempts to distinguish the real and generated data. Over the
course of training, the generator learns the data’s underlying distribution. The quantum
version of this uses a QNN (see Section 2.4.1 on Quantum Neural Networks) in place of
the generator. In essence, it takes an equal superposition of qubits and learns the circuit
parameters to convert this into a quantum-encoded datapoint. Thus, the data is indirectly
encoded into a quantum format. This enables the method to potentially exploit a quantum
advantage in sampling efficiency: classically sampling from a complex probability distribu-
tion is computationally expensive, while the quantum version is far easier [445,467,751].
The aforementioned study [750] reported results that achieve performance on par with
currently existing classical methods, while potentially circumventing their key drawbacks
of training instabilities and sampling inefficiency. Additional approaches include QAE
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for density-estimation based anomaly detection, quantum-enhanced kernels for clustering
methods [752], and Quantum Boltzmann Machine [444].

Although there is some optimism about these quantum methods, a recent study [415]
raised doubts about the proper benchmarking of these quantum approaches. The authors
developed a benchmarking suite and used it to compare classical and quantum ML algo-
rithms; they found that out-of-the-box classical models tended to outperform quantum
ones on the small datasets used. On the other hand, it is known that results from small
amounts of data do not necessarily hold for larger amounts, due to the properties of deep
learning techniques [415]. Thus, it is possible that as the scale increases, the benefits of
the quantum approach become apparent. As a result, it is still an open question as to the
precise benefit that is to be gained from a quantum approach to fraud detection.

3.2.4. Quantum Safe Cryptography

One very frequent and important vulnerability that financial services companies
tend to have is a reliance on legacy software, with commensurate security issues and
time-consuming patches and upgrades, which includes the security of that software [753].
A key problem exposed by this is the need to upgrade security to Post-QC protocols (see
Section 2.5.3), which are thought to be secure against quantum attacks, before quantum
computers capable of breaking current encryption algorithms become feasible [562]. The ex-
pected delay before this occurs may tempt organisations to put off this transition. However,
waiting for malicious actors to pose a present risk by possessing quantum computers is
highly dangerous, not only due to the risk of being caught off-guard but also due to the
threat from ‘harvest-now decrypt-later” attacks where information is gathered and held
until it can be decrypted [520].

Given the complexity of the field, attempts to enact this transition entirely internally
are likely to lead to substandard and insecure implementations. The simplest path is to
rely on recommendations from national or international bodies, including NCSC [562],
NIST [754], ETSI [755], and the IETF [756], which are actively working on developing and
disseminating such standards. However, as mentioned above, Post-QC is still a relatively
novel field, and while roll-out has begun on a large scale, there is every chance that novel
attacks will be developed that can break these protocols. One must therefore balance
the potential risk of a switch with the likelihood of harvest now/decrypt later attacks.
Furthermore, security is a weak-link problem: any system is only as secure as its most
insecure point, and for cryptography, that point is human error. Post-QC protocols cannot
be seen as a panacea and must be implemented in tandem with rigorous and regular
training and testing of personnel. If this is carried out, organisations’ data stands a good
chance of remaining secure against hostile actors equipped with quantum computers.

3.3. Economics

Economics, at its core, is the study of how individuals, firms, and societies allocate
scarce resources to meet their needs and desires [757]. The field spans microeconomic
inquiries into individual behaviour and market mechanisms to macroeconomic studies of
national income, inflation, and employment. Central to economics is the development and
analysis of models that help explain complex systems, predict outcomes, and inform policy.
The key objectives of the field include efficiency in resource allocation, economic growth,
equitable distribution of wealth, and the stabilisation of economies through informed
decision-making [25,757-760].

To achieve these objectives, economists rely heavily on mathematical modelling, sta-
tistical analysis, and computational simulations [761]. These tools are vital in forecast-
ing market trends, understanding consumer behaviour, optimising financial portfolios,
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and solving general equilibrium models. However, as datasets grow larger, and models
become more sophisticated, especially in areas like game theory [762] and agent-based
modelling [763,764], the limitations of classical computing become apparent. For example,
in supply chain economics [765], solving for the optimal allocation of resources in real
time can be computationally expensive, especially as the number of variables increases.
Quantum technologies offer a potential efficient alternative for economic modelling [25].
In this section, we will outline some of the potential use cases of quantum computing in
economics, which include quantum money and economic modelling.

3.3.1. Quantum Money

The concept of quantum money, first introduced by Stephen Wiesner in the 1980s [576],
represents one of the earliest applications of quantum information to cryptography. At its
core, quantum money exploits the no-cloning theorem, which asserts that it is fundamentally
impossible to create an exact copy of an arbitrary unknown quantum state [569]. This
property provides a natural basis for unforgeability, a critical requirement for any monetary
system. Quantum money has become a foundational example of how quantum information
can provide security guarantees impossible in classical systems.

Wiesner Private-Key Quantum Money

In Wiesner’s original formulation [576], a quantum banknote is a tuple (s, |¢s) ), where:
s € {0,1}" is a classical serial number, and |¢s) € H®" is an n-qubit quantum state. Each
qubit is chosen from one of two mutually unbiased bases:

{]0),]1)} (computational basis), {|+),|—)} (Hadamard basis), (187)

where |+) = %(\O) +11)),and |-) = \%(|O> — |1)). The specific choice of basis and value
for each qubit is known only to the issuing bank and stored in a secure database indexed
by the serial number s. The bank randomly selects a basis b; € {Z, X} for each qubit and a
bit v; € {0,1} indicating the qubit value in that basis. It then generates the full state as

[ps) = @ ¢y, where |¢;) € {|0),[1)} or {[+),|—)} (188)
i=1

The bank maintains a secret mapping
DBJs| = ((by,v1),---, (bu,vn))- (189)

To verify a note, the bank measures each qubit in the basis b; and checks whether the
outcome matches v;. Any discrepancy leads to rejection.

The security of Wiesner’s scheme stems from the no-cloning theorem, which can be
formally stated as follows:

Theorem 1 (No-Cloning Theorem [569]). There does not exist a unitary operator U and a fixed
state |e) such that

U(lp) @ le)) = lp) @ ¢),
forall |p) € H.
The implication is that any adversary who tries to duplicate an unknown quantum

state |¢s) without knowledge of the preparation bases will likely alter it irreversibly. Mea-
suring a qubit in the wrong basis yields a random result, destroying the original state and

https://doi.org/10.3390/ quantum8010026


https://doi.org/10.3390/quantum8010026

Quantum Rep. 2026, 8, 26

106 of 149

producing a statistically distinguishable forgery. See Section 2.5.4 where a similar idea is
used in Quantum Key Distribution.

However, Wiesner’s quantum money has at least three notable limitations [25]. First,
it requires verification through an online authority, reducing its practicality compared to
traditional cash. Second, it is based on a private-key scheme, meaning the issuer must keep
certain verification details secret. Third, the scheme is technologically difficult to implement,
given its quantum memory and hardware requirements. Hence, the ensuing section will
describe modern approaches to quantum money that have a decentralised verification
protocol, which in principle addresses the first two challenges with Wiesner’s protocol.

Modern Public-Key Quantum Money

To overcome the limitations of Wiesner’s quantum money, the concept of public-
key quantum money emerged, aiming to create a system where anyone could verify the
validity of a quantum banknote without needing to consult the issuing authority [25]. This
development represents a significant step towards realising a more practical and widely
usable form of quantum currency. The concept of publicly verifiable quantum money was
first proposed by Aaronson [766] and later developed in [767-769] and other works, which
provided schemes where the authenticity of a quantum banknote can be verified without
access to a secret database. These schemes typically have the following design:

e A key generation algorithm Gen() — (pk, sk),
* A quantum state generator Mint(sk) — |¢),
e A verification procedure Verify(pk, [¢)) € {0,1}.

Here, the pair of generated keys (pk, sk) is the public key and secret key, respectively.
The security of such schemes is often based on computational assumptions resistant to
quantum attacks, such as the hardness of lattice problems or quantum-secure hash func-
tions [769,770]. An alternative approach is the work of Zhandry [771], who has proposed
a public-key quantum money scheme based on abelian group actions. The key idea is to
create quantum states (called ‘bolts’) that are unclonable and non-reproducible, even by
the entity that generated them — a stronger notion than traditional quantum money. This
can be formalised as

e Bolt Generation: Gen() — {|¢s), s}, which outputs a quantum state |¢5) (‘bolt’) and
serial number s.

*  Verification: Ver(|is)) — s or L, which returns the serial number if valid or rejects,
respectively.

The security of the quantum lightning is that no efficient quantum adversary can create
two bolts {|¢1), |¢2) } such that both verify to the same serial number [770]. This goes
beyond the no-cloning theorem and ensures computational unclonability even with access
to the generation process. Making bill serial numbers public and unique allows anyone to
verify the total money supply, offering transparency. Unlike physical cash, where a central
bank could secretly print duplicates, this system prevents such manipulation. It reduces
the need to fully trust central banks, which is especially useful in countries with a history
of inflation.
There are currently a variety of proposed quantum money schemes, which can be
categorised by the type of money:
1.  Quantum Bill—identifiable quantum money units with unique serial numbers, trace-
able across transactions (less anonymous) [576,766,768,772].

2. Quantum Coins—indistinguishable quantum money units that offer user anonymity
(untraceable) [773-776].
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3. Quantum Bolts—public quantum money with the additional guarantee that even the
issuer cannot create duplicates with the same serial number [769,771,777,778].

4. Quantum Smart Contracts—a hybrid decentralised quantum-classical mechanism
that enables parties to deposit funds and automatically release them once certain
algorithmically verifiable conditions are met, allowing enforcement of monetary
incentives [779-781].

Most modern constructions aim to preserve the physical unforgeability afforded by quan-
tum mechanics while enabling decentralised verification, a crucial property for practical
deployment. However, some of these protocols are insecure [767] due to many factors,
which include information leakage from the verification procedure, which can allow attack-
ers to learn enough to forge the quantum money [769], unrealistic hardness assumptions
(e.g., hidden subspace problems) [768], or inadequate modelling of adversaries, especially
quantum-capable ones [772].

On one hand, theorists continue to perform rigorous cryptanalysis of such proposed
schemes, i.e., Bilyk et al. recently showed that Zhandry’s quantum bolts scheme may
be insecure [782]. On the other hand, experimentalists are performing proof-of-concept
demonstrations of quantum money using coherent states of light [783,784] and quantum
S-tokens, which eliminate reliance on quantum memories and long-distance quantum
communication [577,785]. The latter approach by [577] has reported a quantified time
advantage over optimal classical cross-checking protocols for transactions. This could
potentially be adopted for applications requiring high security, privacy, and minimal
transaction times, like financial trading and network control [577].

Quantum money presents a compelling blend of quantum physics and cryptography,
where fundamental quantum principles like measurement uncertainty and the no-cloning
theorem enforce properties that are otherwise unattainable in classical systems. The on-
going research into publicly verifiable schemes [25,26] may result in practical quantum-
secure finance.

3.3.2. Economic Forecasting

Economic forecasting is the process of attempting to predict the future condition of the
economy using a combination of widely followed indicators [786]. Government officials
and business managers use economic forecasts to determine fiscal and monetary policies
and plan future operating activities, respectively. In this section, we explore some of the
potential quantum computing use cases for economic forecasting areas, which include time
series analysis, synthetic data generation, and predicting financial disasters.

Time Series Analysis

Time series analysis, a fundamental pillar of quantitative analysis in economics and
finance, involves examining sequences of data points collected over time to discern patterns,
understand underlying dynamics, and ultimately forecast future values [787]. This method-
ology plays a crucial role for financial analysts in making informed investment decisions by
providing insights into historical trends and enabling the prediction of future movements
in key variables such as quarterly sales figures and daily asset returns. The consistent
collection of data points at defined intervals allows for the observation of how variables
evolve, revealing critical information about market behaviour and economic activity.

In contemporary financial and economic landscapes, the sheer volume and intricate
nature of data present significant analytical challenges. Modern markets are characterised
by non-linear relationships, high volatility, and complex interdependencies that often strain
the capabilities of traditional computational methods [788]. This increasing complexity
necessitates the exploration of novel computational paradigms capable of handling these
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intricate datasets and extracting meaningful insights with higher efficiency and accuracy.
Given the inherent computational intensity of advanced time series analysis in finance and
economics, quantum computing presents a compelling avenue for exploration [789].

First, we introduce key concepts in time series analysis, followed by the associated
quantum algorithms that may provide performance gains. A time series is considered
covariance stationary if its statistical properties, including the expected value (mean), the vari-
ance, and the covariance between values at different time points (autocovariance), remain
constant over time [788]. Many time series encountered in economics and finance are non-
stationary, meaning their statistical properties change over time, often exhibiting trends or
seasonality [790]. In such cases, it is often necessary to transform the series into a stationary
one, for example, by using techniques like differencing, before applying certain time series
models [787,788]. Other key concepts include seasonality (patterns that repeat over a period),
trends (general upwards or downward direction over time), and noise (random ups and
downs) [788]. There are various time-series models that perform better for certain datasets,
depending on their features. In this review, we will outline a few classical models and
associated quantum approaches for time series analysis.

Classical Time Series Models. A wide variety of time series forecasting models
exist, utilising different mathematical approaches and varying in complexity. Among the
most commonly used are the Auto-Regressive Integrated Moving Average (ARIMA) and
Smoothing model families. In this review, we will outline the ARIMA models, comprising
a class of models that predicts the future values of a given time series based on its own past
values (lags) and the lagged forecast errors [791].

First, the Auto-Regressive (AR) models of order p, denoted as AR(p), posit that the
current value of a time series is linearly dependent on its p most recent past values, along
with a constant term and a random error term. Mathematically, this can be expressed as

p
ye=c+ ) diyrit+e, (190)
i=1
where v is the value at time ¢, c is a constant, ¢; represents the auto-regressive parameters,
and ¢; is the error term.
Second, the Moving Average (MA) models [791] of order g, denoted as MA(g), suggest
that the current value of the time series is a linear combination of the past g error terms and
the current error term. The general equation for an MA(g) model is given by

9
yi=pu+) 0ieit+e (191)
i=1

where y is the mean of the series, 8; represents the moving average parameters, and ¢;
represents the error term at time .

Third, Auto-Regressive Moving Average (ARMA) models [791] of order (p, q), denoted
as ARMA(p, q), combine the auto-regressive and moving average components to model
stationary time series. An ARMA(p, ) model can be written as

p
ye=c+ ) diyi+ ) bieri+e, (192)
i=1 i=1

q
encompassing the dependencies on both past values of the series and past error terms.
Fourth, for time series that exhibit non-stationarity, the ARIMA model of order (p,d, q)
is widely used [792]. The “Integrated’ (I) part, denoted by d, refers to the number of times

the raw observations are differenced to achieve stationarity. The ARIMA model essentially
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fits an ARMA (p, ) model to the d-th difference of the series. Using the backshift operator
B, where B*Y; = Y,_j, the general form of an ARIMA(p, d, q) model is [792]

¢p(B)(1— B)?Y; = 0,(B)ay, (193)

where
Plpg)(B) =1—1B—---— 4’(10,‘1)3@"]) (194)

are the auto-regressive p and moving average q polynomials in the backshift operator,
respectively, and a; is the white noise error term.

Fifth, to model the time-varying volatility often observed in financial time series,
the Generalised Autoregressive Conditional Heteroskedasticity (GARCH) model of order
(p,q) is employed [793]. The GARCH(p,q) model posits that the conditional variance
of the error term at time ¢, denoted by 07, depends on the 4 most recent lagged squared
error terms (ARCH terms) and the p most recent lagged conditional variances (GARCH
terms) [793]. The mathematical formulation for the conditional variance is [793]

P q
0’52 =w+ Z zxie‘?;i + Z ﬁj(ff;j, (195)
i=1 j=1

where w is a constant, «; represents the coefficients for the ARCH terms, and ; represents
the coefficients for the GARCH terms.

Sixth, the Kalman Filter provides a different framework for time series analysis by
employing a state—space representation to estimate unobserved variables [794]. It is a
recursive algorithm that operates through prediction and update steps based on a system’s
dynamic model and noisy measurements. The core of the Kalman Filter lies in two key
equations: the state transition equation and measurement equation given by [794]

X1 = Pxp +wy and  zx = Hxg + v, (196)

which describes how the system’s state evolves over time and relates the measurements to
the system’s state, respectively. Here, x; is the state vector, ® is the state transition matrix,
wy, is the process noise, z; is the measurement vector, H is the measurement matrix, and vy
is the measurement noise.

The increasing volume of financial and economic data, coupled with the need to anal-
yse high-dimensional time series (i.e., series with many variables observed over time), poses
significant computational demands and scalability issues for classical methods. As the
number of data points and the number of variables increase, the computational time and
resources required for parameter estimation, forecasting, and validation can grow substan-
tially, potentially hindering real-time analysis and decision-making [789]. Hence, quantum
computing approaches have become attractive to many researchers and practitioners.

Quantum Approach. There have been numerous proposals for performing time series
analysis on a quantum computer. A quantum analogue to the classical ARIMA model
is proposed in [795], where the potential speed-up comes from employing the QFT as a
subroutine (see Section 2.1.1). However, most proposals for time series analysis on quantum
computers are based on the QML methods discussed in Section 2.4. In particular, QNNs
can be designed with fewer parameters than their classical counterparts while potentially
achieving comparable or even improved accuracy, especially for complex time series signals
such as explored in [796]. Proof-of-concept time series predictions of important economic
factors, such as the amount of rainfall and electric load power, were implemented using
QNN in [789], and the reported results were comparable to classical methods used in the
study. Another variant of QML methods is an approach based on quantum RNN explored
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in [797], which also reported comparative results with classical methods when trained on
real-world data.

One may ask the question: how do these QML models compare with classical methods
for time series forecasting? An answer is provided by a benchmarking study [798], which
finds that, overall, the state-of-the-art classical models currently outperform their counter-
parts in quantum models. However, most of the quantum models were able to achieve
comparable results to classical methods, and for one dataset, two quantum models outper-
formed the classical ARIMA model [798]. These benchmarking results highlight the need
for more research to develop better quantum models so that as quantum hardware increases
in capabilities, they may have a good chance to achieve Practical Quantum Advantage.

Synthetic Data Generation

Synthetic Data Generation (SDG) has become a vital tool for training ML models [799],
particularly in fields like finance where access to sensitive data is limited. SDG allows for
ML practitioners to generate artificial datasets that resemble real-world data while avoiding
many of the regulatory and logistical challenges associated with accessing sensitive finan-
cial information [800]. Banks and financial institutions, for example, can benefit from larger
and more diverse datasets for risk modelling [801] and stress testing [802], especially when
relevant data is scarce or does not reflect rare market events [801]. Customer behaviour
analysis can also become less constrained by strict data protection rules and avoid expos-
ing sensitive consumer information, since artificial datasets preserve important statistical
relationships. Therefore, researchers and regulators often use synthetic datasets to com-
pare or benchmark different predictive models, enabling a more transparent comparison
of outcomes.

Mathematical Formulation. Most SDG techniques focus on learning the underlying
distribution p(x) of real data samples x [799,803] (e.g., multiple financial variables such
as asset prices or macroeconomic indicators) and construct a model Gy(z) (generative
model), which transforms variables z from a known prior distribution p(z) [800], such as a
Gaussian or uniform distribution, into synthetic samples X = Gy(z) [801]. The objective
is typically to minimise a discrepancy measure between the real data distribution p(x)
and the synthetic distribution g4(x) (see Section 2.4.2 on Quantum Generative Models).
In finance, this typically means learning a high-dimensional distribution that captures
complex patterns, such as correlations across multiple assets [804] or autocorrelations in
time series [805]. Additionally, financial use cases often involve constraints; for instance,
a synthetic dataset used in stress testing needs to accurately reflect the tail risk behaviour;
this can be encouraged by the use of penalty functions or regularisers [806-808].

Classical Method. GANs have been the leading choice for these tasks [809], using
a generator to create artificial data and a discriminator to distinguish between genuine
and synthetic samples [810]. Over the past decade, various extensions of GANs have
improved the performance. However, challenges such as training instability [811] and the
considerable computational resources required to handle large-scale data persist [801,812].
VAEs have also been explored, showing promise in producing correlated asset returns and
improving the model’s interpretability [813]. However, they can sometimes struggle to
retain sharp details in complex distributions [801].

Quantum Approach. More recently, researchers have been exploring quantum com-
puting for synthetic data generation [814], for example, the use of QGANSs [815] to reduce
mode collapse and potentially capture intricate financial patterns more fully. Other ap-
proaches, such as Quantum Boltzmann Machines, rely on quantum Hamiltonians to define
their energy landscapes [816], which can help to explore complex financial dependen-
cies more efficiently than classical methods. Quantum Annealing is also explored by
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using quantum tunnelling to sample from distributions that reflect realistic market condi-
tions [9,817]. Despite promising theoretical insights, practical applications remain limited
by hardware constraints and the often difficult task of mapping financial data onto relevant
quantum models.

A proof-of-concept demonstration can be found in [194], where they used a QGAN
framework to learn and approximate classical probability distributions, such as log-normal
or bimodal distributions (which are commonly used in financial modelling) to load these
distributions into quantum circuits efficiently. This approach can significantly reduce the
resource overhead of data loading (a bottleneck in quantum algorithms). The QGAN
framework prepares quantum states that approximate these distributions with high fidelity
by learning a quantum representation of the target probability distribution [815]. The main
application involves pricing financial derivatives, specifically European call options [179],
by integrating the learned quantum states that represent the learned asset price distribution
into a QAE algorithm. This integration shows a potential pathway for quantum com-
puting to transform computationally intensive financial tasks, providing faster and more
accurate derivative pricing and risk management methods, even with near-term quantum
devices [700]. However, as with other quantum-based models, current NISQ hardware
limitations and the complexities of scaling remain a challenge [818].

Despite these challenges, quantum computing could improve SDG for finance, as
quantum technology improves [819]. Progress in QEC and hardware scalability may
facilitate the development of more powerful quantum models that can handle large-scale
financial data. This might deliver improvements in areas such as high-frequency trading,
stress testing, and modelling rare but critical market behaviour [802].

Predicting Financial Crises

A financial crisis is often associated with a panic or a bank run, during which investors
sell off assets and withdraw cash from savings accounts, because they fear the value of
those assets will drop, or the bank will collapse, respectively [820]. In such a crisis, asset
prices see a steep decline in value, businesses and consumers are unable to pay their debts,
and financial institutions experience liquidity shortages [821]. Other situations that may
be labelled a financial crisis include the bursting of a speculative financial bubble, a stock
market crash, a sovereign default, or a currency crisis [821]. A crisis may be limited to banks
or spread throughout a single economy, the economy of a region, or economies worldwide.

The problem of predicting crises is therefore of great importance and can be ap-
proached using a number of techniques, from modelling the evolution of markets to detect-
ing outlier events or identifying inconsistencies in the equilibrium of market values [821].
Mathematical models for predicting crises typically involve non-linear terms and inter-
actions between many components [822]. These non-linear terms make predicting the
behaviour difficult and computationally demanding for traditional classical methods. Be-
low, we outline one promising approach that can be naturally mapped onto Quantum
Annealing to potentially achieve a computational advantage [823].

Mathematical Formulation. The problem of predicting financial crises can be repre-
sented by a financial network graph [822], where nodes represent entities, and the edges
represent how the worth of each entity is connected or depends upon other entities (see
example in Figure 9). Analysing such networks is invaluable for predicting financial crises.

Following the formulation in [346,822], we assume a financial network that has E
entities and A assets. Let the vector @, € R4, denote the worth of each asset that the
entity e € [0, E — 1] owns. We also assume assets in A are co-owned by multiple entities
and a matrix D € R%A containing the percentage of ownership by an entity E of a co-
owned asset. Furthermore, entities can have cross-holdings in other financial entities in
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the network, represented by a matrix C € ]REEE , and the self-ownership of an entity can be

found via the diagonal matrix C such that C]-]- := [ —Y; Cjj. From the above definitions, it
follows that one can define the market valuations for the assets associated with an entity
as [822]

7=C(I-C)"Y(Dw— A(3,@)), (197)

where 1 is the failure vector that models a drop in the equity valuation, including effects
beyond a certain critical point. When such a failure occurs, investor confidence generally
declines, as the entity is unable to cover operating costs. Hence, the goal is to find an
equilibrium value for 7, where the entity is considered stable, which has been shown to be
an NP-hard optimisation problem [822], as the inter-dependencies of the network can be
very complex for a large financial network.

Figure 9. An example of a random financial network with four financial institutions (blue/top-row) and
five assets (red /bottom-row). The first institution has invested in the first two assets (which could be
stocks in companies), and the second institution has invested in the second to fifth assets and also has
stakes in the third and fourth financial institutions. Similarly, other financial institutions hold investments
in several market assets and also hold stakes in other financial institutions, making predicting a financial
crisis a very complex problem.

Quantum Approach. The first proposal to tackle this problem on quantum comput-

ers was by Orus et al. [9], where they reformulated it as a QUBO. First, they define a
cost function )

F(7) = [5-6(1-(:)*1 (D@-X(ﬁ—w))] >0, (198)

which is strictly larger than zero away from equilibrium and zero (i.e., minimum) at the
equilibrium value of 7. Hence, the classical cost function F(7) will be minimised when the
vector 7 is at equilibrium. One can approximate the values of the vector by a binary variable
v; R Zzz_q 2kx,-,k with 29 41 classical bits. It is straightforward to define an associated
binary vector x* that gives the minimum for the following Higher-order Unconstrained
Binary Optimisation (HUBO) cost function [9]:

fox) =x"Qx =YY" Qjxix), (199)

i=1j=1

where Q incorporates all the non-linear constraints. As shown in [9], Equation (199) can
then be approximated by Pauli-z matrices and two-qubit interactions. The goal is to
find an effective Hamiltonian with the same low-energy subspace and at most two-qubit
interactions [9], which reduces the problem into a QUBO that can be run on a QAnn
to predict a potential massive failure of financial institutions after a small shock to the
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system. Ding et al. [823] also experimentally implemented this approach for assessing
financial equilibrium but not the crash itself. Fellner et al. [824] formulated the problem
in a similar way to Equation (199), but instead use gate-based computers and QAOA to
solve it. The current bottleneck for these quantum methods is mapping the HUBO problem
to available quantum hardware that is small in scale [823,824]; hence, we expect future
implementations to be different as the hardware scales up.

4. Summary and Outlook

In this review, we survey the use cases of quantum computing in finance and eco-
nomics. Our approach is to first outline the technical constructions of quantum algorithms
across four problem domains relevant to finance and economics, namely simulation, opti-
misation, machine learning, and cryptography. Following this, we review the mathematical
formulation of the use cases (i.e., computational problems encountered in finance and
economics) and map their quantum computing solution(s) to the quantum algorithms
described in the first part. This is summarised in Figure 10, where the four problem cate-
gories (top row) are mapped to several use cases (middle row), which are then mapped to
pertinent quantum algorithms (bottom row). The benefit of this structure is that it makes it
easier to work out the technical details of the use-case formulation/solution and quantum
algorithm separately. This allows one to easily identify opportunities to reformulate the use
case as another problem class and thus utilise a different quantum algorithm. For example,
the option pricing problem is often formulated as computing an expectation value, which
makes Quantum Monte Carlo Integration suitable as a solver. However, as discussed
in Section 3.1.2 on Option Pricing, the same problem can be formulated as an Stochastic
Differential Equation, which can be solved by quantum solvers for PDEs, which includes
Hamiltonian simulation. Furthermore, we hope this structure will help experts in other
technical fields, i.e., with little or no background in quantum computing, to collaborate and
contribute to improving quantum algorithms and applications, thereby helping achieve
Practical Quantum Advantage (PQA). In the ensuing section, we will discuss a potential
path to achieving PQA.

m SR

Problem
Category

Figure 10. A mapping between use cases and applications for each of the main problem categories in
quantum finance and economics.
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4.1. Path Towards Practical Quantum Advantage

The definition for PQA and related concepts is given Section 1.1. Here, we give an
overview of some of the key ingredients towards achieving the goal of PQA in finance
and economics. While completing this manuscript, we were made aware of Ref. [197] that
proposes overlapping ideas for the path to PQA as described below.

4.1.1. Scaling Quantum Hardware

The core limiting factor towards PQA is the scale and noise tolerance of quantum
hardware. Many hardware engineers, physicists, quantum theorists, control system spe-
cialists, and application engineers are working to address this challenge. The NQCC hosts
Quantum Computing Scalability Conferences [825], which discusses various aspects of this
challenge, including Quantum Error Correction (QEC), qubit and gate performance, inte-
grated photonics and qubit addressability, cryo-engineering technology, control systems,
and quantum computing networking. It is an incredible challenge to scale up quantum
hardware to meet the requirements of practical applications, although significant progress
has been made thus far.

Many hardware manufacturing companies, especially those offering full-stack ser-
vices, have made their development roadmaps public. Most gate-based companies aim
to achieve Universal Fault-Tolerant (UFT) with net-positive QEC. The idea of QEC comes
from the quantum threshold theorem (or quantum fault-tolerance theorem), which states
that a gate-based quantum computer with a physical error rate below a certain threshold
can, through application of QEC schemes, suppress the logical error rate to arbitrarily low
levels [826-828]. This has been the foundational theory for why quantum computers can be
made fault-tolerant, which is analogous to von Neumann'’s threshold theorem for classical
computation [829]. Hence, for such systems, an important milestone in the NISQ era is
proof-of-concept demonstrations of QEC, where a net positive benefit has already been
achieved in small-scale experiments [830-834].

The next major milestone is for these systems to scale up to MegaQuOp machines
capable of performing a million coherent operations [163]. This is along the path from
NISQ-era to UFT. The ambitious goal of the UK’s National Quantum Strategy Mission
1 is to achieve TeraQuOp quantum machines capable of performing a trillion coherent
operations by the year 2035 [835]. If that is achieved, the resulting productivity gains could
provide significant economy-wide boosts, as projected by Oxford Economics [19]. Along
with key progress in the quantum stack, such milestones will more likely meet or exceed
McKinsey’s $622 billion projected value generated by quantum computing in finance by
year 2035 [20].

Although other non-gate-based quantum computers do not have the same qubit-based
road-maps, they still have scalability challenges. For example, photonic QPUs seek to
scale measurement based quantum computing with large error-corrected cluster states [836].
Irrespective of the QPU modality, the scaling of quantum hardware and error correction
are expected to be the keys that unlock Practical Quantum Advantage.

4.1.2. Application Benchmarks

In the meantime, while we still do not have UFT quantum computers or large-scale
Quantum Annealing, what will accelerate the advent of PQA is readily accessible Up-
to-date Application Benchmarks (UAB). As quantum computers advance, so do classical
systems and associated algorithms. In some instances, where a quantum advantage has
been claimed over the best-known classical algorithm, researchers may find a classical
method that achieves better results than originally. A notable example is Ewin Tang’s
quantume-inspired classical algorithm for recommendation systems [144], which showed
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that the previously claimed quantum exponential speed-up by Kerenidis and Prakash [132]
is no longer valid compared to her new algorithm. A similar case arises in practical
application benchmarks: when a quantum method claims certain performance, there may
exist better classical implementations that achieve equal or better performance. A recent
example is the ML vs QML benchmarking in [415], which found that across all experiments
in that case, the out-of-the-box classical models systematically outperformed the quantum
models considered.

Therefore, it would be beneficial to accelerate research if there were central reposi-
tories of UAB for classical, hybrid, and quantum methods. We note that there are sites
that have some benchmarking problems like Kaggle datasets [837] for ML, sparse-matrix
collections that arise in real-world applications [838,839], and published benchmark papers
for optimisation problems [233,236]. However, to the best of our knowledge, we have not
yet seen sites /publications with UAB that provide both problem data and state-of-the-art
performance metrics for classical, hybrid, and quantum algorithms. This remains a gap
in the community, which, if filled, would spur progress towards achieving PQA sooner
than otherwise.

4.1.3. Quantum Middleware

The term Quantum Middleware (QM) refers to the middle layers of the quantum
computing stack, sitting between quantum hardware (which occupies the bottom of the
stack) and quantum applications (which sit at the top) [840-842]. It is generally com-
prised of software packages that provide layers of abstraction, which enable application
engineers to focus on developing solutions using quantum algorithms while masking
hardware complexities.

In the path towards PQA, QM will become very important in the quantum ecosystem,
as it can potentially speed up and simplify the process of developing industry applications.
Some key desirable features for QM are

1. Tools for minimising quantum computation errors, which include quantum error
suppression, quantum error mitigation, and Quantum Error Correction.

2. Circuit compilation tools that perform optimal circuit compression and embedding to
specific quantum hardware.

3.  Heterogeneous computation [843], which involves the use of different types of comput-
ing hardware such as CPUs, GPUs, and QPUs. The QM will serve as an orchestrator
that manages the execution of tasks across distributed computing resources.

4. Application libraries for various classes of problems with state-of-the-art algorithms.

As use cases become increasingly complex, and quantum hardware becomes more sophisti-
cated, most applications engineers will rely on QM to speed-up the development process.

4.2. Quantum Algorithms

In this review, we discussed the technical details of quantum algorithms in four
problem domains: simulation, optimisation, machine learning, and cryptography. Here,
we summarise and give key takeaways from these quantum algorithms.

4.2.1. Quantum Simulation

Originally developed for solving problems that are quantum in nature [2,3], i.e., they
can be expressed as Hamiltonian dynamics in Hilbert space, quantum simulation is a
useful tool for non-quantum problems [178]. In Section 2.2, we focused on two classes of
algorithms: QMCI and quantum solvers for SDE.

Quantum Monte Carlo Integration. This is the quantum analogue of the classi-
cal Monte Carlo Integration, which has the potential of a quadratic speed-up over its
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classical counterpart [5,191]. In general, the MCI is favoured in many industry applica-
tions, especially in finance and economics, because they can better handle non-linear and
high-dimensional problems, as they scale independently of the problem size. However,
as discussed in Section 2.2.1, MCI has a slow convergence, requiring a large number of
samples for accuracy, which can be computationally intensive and time-consuming. Thus,
the potential quadratic speed-up offered by QMClI is attractive to researchers, albeit it is not
trivial to realise it practically. There are hardware and algorithmic challenges with QMCI,
discussed in Section 2.2.1, which must be solved in order achieve PQA.

Quantum Solvers for SDEs. The fields of finance and economics use Stochastic
Differential Equations to model quantities affected by randomness such as stock prices
and economic crises. In Section 2.2.2, we discussed how SDEs can be reformulated as
PDEs via the Feynman-Kac formula. Quantum solvers for PDEs can then be used, such
as ones based on finite difference methods [844,845]. We also outlined more sophisticated
methods of mapping the PDE to a Schrodinger-like equation [217] and then solving it via
Hamiltonian simulation methods. It is currently not fully known if such methods can
realise a PQA, especially for real-world problems [47]; hence, research and proof-of-concept
demonstrations are ongoing.

4.2.2. Quantum Optimisation

Another widely-studied application domain of quantum computing, explored in
Section 2.3, is Quantum Optimisation, which has a huge diversity of use cases across a
range of industrial sectors [236]. A subset relevant to finance and economics is discussed in
Sections 3.1-3.3, which includes portfolio optimisation, optimal arbitrage identification,
and others. Quantum algorithms such as the QAOA and VQE, as well as Quantum
Annealing, are common choices due to their flexibility, as well as their suitability for
running on NISQ hardware. Similarly to the above, several recent papers have proposed
a theoretical quantum advantage [236,846], but limitations posed by current hardware,
as well as improving classical algorithms, have prevented incontrovertible proof of an
empirical advantage. There also remain some open problems in the field, including dealing
with barren plateaux [152] and ensuring constraint satisfaction [236].

4.2.3. Quantum Machine Learning

As explored in Section 2.4, QML shows promise across different ML paradigms,
from supervised classification and regression to unsupervised clustering and reinforce-
ment learning.

A significant limitation in many QML algorithms is the assumption of efficient data
loading into quantum states through QRAM to provide rapid access to large volumes of
classical data [11,337]. While algorithms such as quantum k-means [300] and quantum
nearest neighbour [328] report polynomial or even exponential speed-ups under QRAM
assumptions [11], no fault-tolerant scalable QRAM has yet been realised [342]. This could
change as researchers collaboratively work on the development of QRAM [847]. Moreover,
data encoding (e.g., amplitude or angle encoding) is non-trivial and may negate any
theoretical speed-up if performed inefficiently [477]. Another challenge is the limitation of
current hardware, with short coherence times, gate errors and the highly affect of noise.

Added to this is the lack of consistent algorithm and application benchmarks (such
as UAB described above) for assessing quantum advantage in QML. Many QML demon-
strations are on synthetic or contrived datasets with idealised assumptions about data
encoding or oracle access [415,798]. Without consistent/accepted benchmarks, it remains
challenging to ascertain whether demonstrated improvements reflect a genuine quan-
tum advantage or merely misrepresent the results. Nonetheless, identifying problem
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setups/formulations/types where quantum computing could provide an advantage, along
with the associated assumptions, is beneficial in and of itself, both for problem/algorithm
selection and bottleneck identification.

4.2.4. Quantum Cryptography

Cryptography and cybersecurity represent one of the most well-known sectors of
impact by quantum computing, with Shor’s algorithm—see Section 2.5.2 on Shor’s Algo-
rithm —being widely discussed and researched since it was conceived [540]. As discussed
in Section 2.5, most modern encryption relies on hard mathematical problems being in-
tractable on classical computers. However, some of these problems are theoretically solvable
on a fully fault-tolerant quantum computer in a reasonable amount of time. As a result,
multiple national agencies and technology companies are performing intensive research
into new and updated quantum-safe protocols, which are resistant to such attacks [704].
This has culminated in the recent release of several standard algorithms, which many
organisations have already begun to incorporate [552-554]. Given the current resource
estimates of quantum hardware requirements to execute known quantum decryption al-
gorithms (in terms of the number of qubits, gate depth, and the likely requirement for
QEC [542]), it seems unlikely that a cryptographically relevant decryption will happen
in the next few years [543,544]. However, financial institutions that generally deal with
sensitive data should plan for a migration of their systems to quantum-safe protocols [562].
An earlier migration will lower the risk of the harvest now and decrypt later type of security
attacks [520].

4.3. Use Cases

This technical review is dedicated to use cases of quantum computing in finance
and economics. These can be broadly categorised into use cases that (i) have a potential
advantage and (ii) a speculative adoption.

4.3.1. Potential Advantage

Most of the quantum algorithms examined here exhibit theoretical speed-ups or
potentially better performance than current classical algorithms. Therefore, organisations or
practitioners may find it optional to use quantum or hybrid quantum-—classical approaches
for their computational needs. If quantum computing is incorporated, the sector stands to
benefit from two kinds of quantum advantage:

*  Speed-up: We can broadly classify use cases that depend on quantum simula-
tion and quantum optimisation as top candidates to realise faster runtimes; see
Sections 2.2 and 2.3. These include use cases in option pricing, portfolio optimisa-
tion, hedging, economic forecasting, etc; see Sections 3.1-3.3. It should be noted
that the analysis presented in this review does not account for delays due to internal
processes and regulatory requirements. It may be that, for some of these use cases,
the potential speed-up difference is not significant enough to matter when all non-
computational factors are considered. However, we expect that large organisations
with global operations or companies with large-scale portfolios will need quantum
solutions to remain competitive in fast-changing markets.

*  Accuracy: In general, use cases based on QML may have the benefit of better accuracy of
model predictions compared to classical models; see Section 2.4. This has a significant
impact on use cases such as fraud detection, where the model’s classification accuracy
is far more important than training speed [848]. The same rationale applies to risk
analysis, economic forecasting, etc., see Sections 3.2 and 3.3.
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However, as noted in Section 4.1, both quantum hardware and algorithms would need
to significantly improve to realise these benefits. Hence, in the long term, quantum comput-
ing is expected to provide direct computational advantages and also to deliver substantial
indirect benefits by accelerating the development of novel computational methods and
inspiring new insights in classical algorithm development.

4.3.2. Speculated Adoption

In this review, we also considered use cases of quantum computing whose adoption
can only be speculated at this point. These use cases include

*  Quantum Money [26]—a form of currency that is extremely difficult or even impossible
to forge due to security guarantees from quantum mechanics.

*  Quantum Assets [607]—a class of assets that are quantum in nature and traded in a
quantum market enabled by quantum computers.

These use cases illustrate the potential transformative impact of quantum computers
beyond speedups and accuracy improvements. The former use case, quantum money, has a
long history dating back to the 1980s when Stephen Wiesner proposed the first formulation
of private-key quantum money [576]. As discussed in Section 3.3.1, the field has grown
over the years to the point that there now exist several experimental proof-of-concept
demonstrations of quantum money [577,783-785]. A notable recent experiment is that
of Jiang et al. [577], where they reported a time advantage over optimal classical cross-
checking protocols for transactions over significantly long inter-city distances. If these
results are reproducible, they will stand as one of the first realisations of PQA in finance
and economics. This is because the protocol could be used for applications requiring
high security, privacy, and low transaction times, such as financial trading and network
control [577].

Therefore, one might speculate that quantum money could create a niche market for
specialised use. In the medium term, quantum money might become like cryptocurrencies,
in the sense that it will be utilised by only a small fraction of the global market. However,
regardless of adoption in the economy, we expect that the concepts of both quantum
money and quantum assets will feature directly or indirectly in many other technological
advancements. For example, the authors in [780] have shown how quantum money
can be coupled with blockchain technologies like Bitcoin to enhance the formation of
smart contracts. Therefore, we predict that there is a significant chance of unforeseeable
breakthroughs that would make these proposals become mainstream use cases in the global
economy, and we are optimistic of such a line of research.

4.4. Further Research Directions

Given the findings and use cases discussed, several important research directions
seem promising for future exploration. For example, quantum computing methods for
predicting financial crises [821,823] seem feasible in near-term quantum hardware and
could have a significant impact. Furthermore, as global markets are becoming more
interconnected, classical methods may soon reach the limit of what they can simulate in
a reasonable time when considering large datasets and a huge number of constraints for
optimisation problems.

Other interesting long-term use cases are quantum money [25] and quantum as-
sets [607]. While practical implementations of these use cases are still in their infancy,
their theoretical frameworks and/or experimental advances are promising and warrant
further exploration.

The pace of the field is exemplified by the fact that while this manuscript was under
review, some papers showing promising progress were published, which include quantum-
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enhanced computation of institutional algorithmic bond trading [849], sampling-based
VQA for portfolio construction [850], regulatory considerations of quantum computing
applications in financial services [851], a new record two-qubit gate fidelity of 99.99% by
a trapped-ion quantum computer [852], and a claim by Google and collaborators of a
Practical Quantum Advantage [853]. All these recent developments, including the 2025
Nobel Prize in physics [854], are related to experiments that have contributed to the
development of quantum hardware, attesting to the optimism that quantum computing
will deliver real-world value. However, we still maintain, as recently noted by Eisert and
Preskill [855], that the field still has some major gaps to fill in the space between NISQ and
future fault-tolerant application-scale quantum computers that will unlock widespread
Practical Quantum Advantage.
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